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t)Jan J�urjens?Software & Systems Engineering, Informati
s, TU Muni
h, GermanyAbstra
t. The 
on
ept of algebrai
 state ma
hine has been introdu
edin [BW00℄ as a state transition system the states of whi
h are ea
h de�nedas an algebra, and that 
ommuni
ate through 
hannels.To make eÆ
ient use of this 
on
ept, one needs a formal semanti
s, aswell as notions of 
omposition and re�nement, whi
h are provided in thepresent work. To demonstrate their usefulness for an appli
ation area ofmajor interest, we show how to extend algebrai
 state ma
hines with datatypes modelling 
ryptographi
 operations and with an adversary modelto reason about se
urity-
riti
al systems. As an example we 
onsider a
ryptographi
 proto
ol proposed in the literature.1 Introdu
tionAlgebrai
 state ma
hines (AlgSMs) [BW00℄ (based on Abstra
t State Ma-
hines [Gur95℄) are state transition systems, the states of whi
h are rep-resented by algebras and whi
h 
an 
ommuni
ate through 
hannels. Itis motivated by the need to abstra
t away from low-level states whendes
ribing large systems by state ma
hines. In this work, we extend thiswork in several aspe
ts:{ We give a formal semanti
s for AlgSMs as stream-pro
essing fun
tions.{ We de�ne the 
omposition at the level of algebrai
 state ma
hines.We prove that this 
omposition satis�es useful stru
tural properties(asso
iativity) and that it is preserved by the interpretation as stream-pro
essing fun
tions (in the sense that the 
omposition of the interpre-tations of two AlgSMs gives the interpretation of their 
omposition).{ A well-known paradigm of system development is that of stepwisere�nement : One starts with an abstra
t spe
i�
ation and re�nes it inseveral steps to a 
on
rete spe
i�
ation, whi
h is �nally implemented.We de�ne re�nement of AlgSMs wrt. the interfa
es de�ned by their
ommuni
ation me
hanisms.? http://www.jurjens.de/jan { juerjens�in.tum.de .1



{ To demonstrate their usefulness for an appli
ation area of major inter-est, we show how to extend AlgSMs with data types modelling 
ryp-tographi
 operations and with an adversary model to reason aboutse
urity-
riti
al systems. We de�ne a notion of se
re
y. To demon-strate usefulness of our approa
h, we formally analyse a se
urity pro-to
ol proposed in the literature (a variant of the Internet proto
olTLS, whi
h is a su

essor of SSL), exhibit a 
aw, propose a 
orre
-tion, and prove it se
ure.For spa
e reasons, proofs of the results as well as a dis
ussion of relatedwork has to be omitted from this extended abstra
t but 
an be found inthe long version.12 Algebrai
 State Ma
hinesThe idea of 
onne
ting abstra
t state ma
hines using the 
ommuni
ation
on
ept of [BS01℄ has also been pursued under the name of \intera
tiveASM" in [J�ur02b, J�ur02a, J�ur03℄.We �x a set D of data values that 
an be ex
hanged between AlgSMs.For a set C of 
hannel names we write C [�℄ for the set of fun
tions v :C ! D� where D� is the set of �nite sequen
es in D. Thus v assigns a�nite 
ommuni
ation history to ea
h of the 
hannels in C.An algebrai
 state ma
hine (AlgSM) is a state ma
hine where thestates are algebras and whi
h is 
onne
ted through 
hannels with itsenvironment through whi
h it ex
hanges inputs and outputs: An AlgSMA is given by{ a set Alg of �-algebras (for a signature �), whi
h is the set of statesof A, also written as State.{ sets I resp. O of input resp. output 
hannel names,{ a state transition fun
tion � : Alg� I [�℄ ! P(Alg �O[�℄),{ and a set of initial states Alg0�Alg.An AlgSM is exe
uted as follows:{ one of the initial states is 
hosen non-deterministi
ally,{ the following step is iterated: the state transition fun
tion is applied tothe 
urrent state and the 
urrent 
hannel valuation; from the resultingset, a pair (S; v) 2 Alg�O[�℄ is 
hosen non-deterministi
ally.1 Available at http://www4.in.tum.de/~juerjens .2



As a new 
ontribution, we give an interpretation of AlgSMs as stream-pro
essing fun
tions.For a set C of 
hannel names we write C! for the set of fun
tions v :C ! D�)! (the valuations of the 
hannels in C by in�nite 
ommuni
ationhistories; X! is the set of in�nite sequen
es 
 : N ! X). Given 
0 2 C [�℄and 
 2 C!, we write 
0:
 2 C! for the 
hannel valuation su
h thatfor ea
h x 2 C, 
0:
(x) is the sequen
e the head of whi
h is 
0(x) andthe tail of whi
h is 
(x). Also, given a set C of 
hannel names, a subsetD�C, and a (�nite or in�nite) 
ommuni
ation history v 2 C [�℄[C!, the
ommuni
ation history v�D 2 D[�℄[D! is de�ned by v�D(d) = v(d) forea
h 
hannel d 2 D (the restri
tion of v to the 
hannels in D).An AlgSM A with sets I resp. O of input resp. output 
hannels andstate transition fun
tion � : Alg � I [�℄ ! P(Alg �O[�℄) is interpreted asa fun
tion JAK : I! ! P(O!), a stream-pro
essing fun
tion from theinput 
hannels in I to the output 
hannels in O, as follows.We de�ne f1 � f2 for f1; f2 : Alg ! (I! ! P(O!)) if and only iff1(s)(i)�f2(s)(i) for all s 2 Alg and i 2 I!. Then we de�ne J K : Alg !(I! ! P(O!)); s 7! JsK to be the largest fun
tion that satis�esJsK(i0:i) def= no0:o : 9s0 2 Alg:�(s0; o0) 2 �(s; i0)^o 2 Js0K(i)�ofor all s 2 Alg and i0:i 2 I!, with respe
t to the following relation: Herei0:i denotes the sequen
e with head i0 and tail i. Then for i 2 I!, wede�ne JAK(i) def= Ss2Alg0JsK(i).3 CompositionWe de�ne (delayed) 
omposition for two AlgSMs A1 and A2. It assumesthat the 
ommuni
ation between 
omponents in
urs a time delay. Thede�nition is new; it has as 
ounterpart the 
anoni
al de�nition of 
om-position of stream-pro
essing fun
tions, in a way that ensures that themapping from AlgSMs to stream-pro
essing fun
tions preserves the re-spe
tive 
ompositions (in the sense that the 
omposition of the interpre-tations of two AlgSMs gives the interpretation of their 
omposition; seebelow). Suppose we are given two AlgSMsAi = (�i;Algi; Ii; Oi;�i;Alg0i)(for i = 1; 2) where �i = (Si; Fi; f
ti), and with O1\O2 = I1\I2 = ;, andlA1 = lA2 for the 
arrier sets of ea
h 
hannel l 2 L def= (O1[O2)\(I1[I2).We de�ne their delayed 
omposition A1�A2 def= (�;Alg; I; O;�;Alg0) asfollows:{ � def= (S1 ℄ S2 ℄ S3; F1 ℄ F2 ℄ F3; f
t1 ℄ f
t2 ℄ f
t3) where3



� S3 def= flo
A1�A2l : l 2 Lg where the sort lo
A1�A2l has the same
arrier set as lA1 = lA2 ,� F3 def= ffeedl : l 2 Lg and� f
t3(feedl) def= (lo
A1�A2l )� for l 2 L.{ Alg def= fA1 ℄ A2 ℄ A3 : A1 2 Alg1 ^A2 2 Alg2 ^A3 2 Alg(�3)g where�3 = (S3; F3; f
t3).{ I def= (I1[I2)n(O1[O2) and O def= (O1[O2)n(I1[I2) with 
A1�A2 = 
Aifor 
 2 Ii[Oi (for i 2 f1; 2g).{ For i 2 I [�℄, the state transition fun
tion is de�ned as�(A1 ℄A2 ℄A3; i) def= n(B1 ℄B2 ℄B3; ~o�O) : ~o 2 (O1[O2)[�℄^9~i 2 (I1[I2)[�℄:�i = ~i�I ^ (B1;o�O1) 2 �1(A1;~i�I1)^ (B2;o�O2) 2 �2(A2;~i�I2)^8l 2 L:(~i(l) = feedlA3 ^ feedlB3 = o(l))�o:{ Alg0 def= fA1℄A2℄A3 : A1 2 Alg01 ^A2 2 Alg02 ^8l 2 L:feedlA3 = "gwhere " is the empty sequen
e.Here the set of states of A1 � A2 is the 
artesian produ
t State1 �State2�Alg(�3) of the sets of states State1 of A1 and State2 of A2, and theset of �3-algebras where �3 
onsists of 
onstants feedl storing the 
on-tents of ea
h of the lo
al 
hannels l 2 L. The transitions are 
onstru
ted asin the 
ase of instantaneous 
omposition, ex
ept that the inputs from thelo
al 
hannels are taken from the feedl before the transition is �red andthe outputs to the lo
al 
hannels are written to feedl after the transitionis �red. This introdu
es a delay of one time step into the 
omposition.Composition is asso
iative if there is no 
onfusion between the sortsand 
hannels:Theorem 1. Suppose we are given AlgSMs Ai = (�i;Algi; Ii; Oi;�i;Alg0i)(for i = 1; 2; 3) where �i = (Si; Fi; f
ti). Suppose that for i; j 2 f1; 2; 3gwe have Oi\Oj = Ii\Ij = ; and lAi = lAj for the 
arrier sets of ea
h
hannel l 2 (Oi[Oj)\(Ii[Ij). Then (A1 �A2)�A3 = A1 � (A2 �A3).For our result that the mapping from AlgSMs to stream-pro
essingfun
tions preserves 
omposition, we �rst de�ne delayed 
omposition ofstream-pro
essing fun
tions. Given stream-pro
essing fun
tions fi : I!i !P(O!i ) (for i = 1; 2) with O1\O2 = I1\I2 = ;, we de�ne the delayed
omposition f1 � f2 : I! ! O! where I def= (I1[I2) n (O1[O2) and4



O def= (O1[O2) n (I1[I2) as follows. For ~i 2 I!, we de�nef1 � f2(~i) def= n~o : 9i 2 (I1[I2)!;o1 2 f1(i�I1);o2 2 f2(i�I2):�~i = i�I ^ ~o = (o1[o2)�O ^8l 2 L:i(l) = ":(o1[o2)(l)�owhere " is the valuation that maps ea
h 
hannel to the empty sequen
e.Again, the impli
it assumption is that produ
ing an output from an inputindu
es a time delay.Theorem 2. For all AlgSMs A1;A2, we have JA1 �A2K = JA1K� JA2K.4 Re�nementA useful paradigm of system development is that of stepwise re�nement :One starts with an abstra
t spe
i�
ation and re�nes it in several steps toa 
on
rete spe
i�
ation whi
h is implemented.We de�ne a notion of re�nement that allows to pro
eed from abstra
tto more 
on
rete spe
i�
ations in a well-de�ned way. We also de�ne anotion of timeless re�nement, whi
h is a relaxation of re�nement allow-ing delays to be inserted. It allows a more 
exible treatment, while stillo�ering 
onvenient stru
tural properties.De�nition 1 (Re�nement). Suppose we are given AlgSMs A and A0.We say that A0 re�nes A if for ea
h input valuation i 2 I!, we haveJA0K(i)�JAK(i).Theorem 3. Composition of AlgSMs and interpretation of AlgSMs asstream-pro
essing fun
tions is preserved by re�nement.For timeless re�nement we de�ne the time abstra
tion j
j 2 C! ofa stream 
 2 C! by j
0:
j def= 
0 ĵ
j (where ^ denotes 
on
atenation ofsequen
es). Then for any stream-pro
essing fun
tion f : I! ! P(O!)we de�ne the time abstra
tion jf j : I! ! P(O!) by jf j(i) def= fjf(~i)j : ~i 2I! ^ j~ij = ig.De�nition 2 (Timeless re�nement). Suppose we are given AlgSMs Aand A0. We say that A0 re�nes A timelessly if for ea
h i 2 I!, we havejJA0Kj(i)�jJAKj(i).Theorem 4. Interpretation of AlgSMs as stream-pro
essing fun
tions ispreserved by timeless re�nement. 5



5 Se
urityIn the long version of this paper, we demonstrate how one 
an applyAlgSMs to se
urity analysis.We 
onsider a variant of the TLS proto
ol proposed in [APS99℄. Wedemonstrate that this proto
ol 
ontains a 
aw and propose a 
orre
tedversion whi
h 
an be informally spe
i�ed as follows.C ! S : Ni;KC;S ignK�1C (C :: KC)S ! C : fS ignK�1S (kj :: Ni :: KC)gKC ;S ignK�1CA (S :: KS)C ! S : fsigkjWe use AlgSMs to prove the following theorem about the 
orre
tedversion.Theorem 5. Suppose we are given a parti
ular exe
ution of the 
orre
tedproto
ol, a 
lient C, and a number I with S = SI (where Si is the server
ommuni
ating with C in the ith exe
ution round), and suppose that theserver S is in its Jth exe
ution round in the 
urrent exe
ution when Cin its Ith exe
ution round initiates the proto
ol. Then this exe
ution pre-serves the se
re
y of C:sI against adversaries whose previous knowledgeKpA ful�lls the following 
onditions (where we use pre�xing of values by Cand S as in obje
t-oriented notation to spe
ify the instan
e of the 
lientor server a value belongs to).{ we have�fC:sI ;K�1C ;K�1S g[fS:kj : j � Jg[ffSignK�1S (X :: C:NI :: KC)gKC : X 2 Keysg�\KpA = ;;{ for any X 2 Exp, SignK�1C (C :: X) 2 KpA implies X = KC , and{ for any X 2 Exp, SignK�1CA(S :: X) 2 KpA implies X = KS.More details 
an be found in the long version of this paper.6 Con
lusionThe general 
ontext of this work is the need to abstra
t away from low-level detail and to modularize system models when des
ribing large sys-tems. Towards this aim, [BW00℄ introdu
ed the 
on
ept of algebrai
 state6



ma
hines. To make eÆ
ient use of this 
on
ept, one needs a formal seman-ti
s, and 
omposition and re�nement, whi
h are provided in the presentwork. As a major appli
ation area, we showed how to extend AlgSMs withdata types modelling 
ryptographi
 operations and with an adversary toreason about se
urity-
riti
al systems. As an example we 
onsidered a
ryptographi
 proto
ol proposed in the literature.To 
on
lude, the example from the appli
ation domain of se
urity-
riti
al systems indi
ates that AlgSMs are quite a 
exible and expressibleformal method, whi
h allows to stru
ture a spe
i�
ation in a 
onvenientway using the 
on
ept of 
hannels. The added 
on
epts advan
e the de-velopment of the notion of AlgSMs in that they allow 
omposition andre�nement at the level of AlgSMs.Due to the possible high degree of abstra
tion provided by algebrai
state ma
hines, this formalism seems to be suitable to 
onsider largerparts of systems beyond se
urity proto
ols (su
h as proto
ol 
ontexts),as planned for future work.A
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