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ABSTRACT

In last decades Knowledge Based System (KBS) became a
common tool in alarge number of Power Systems Control
Centres (CC). In fact, the quantity, diversity and
complexity of KBS increased significantly leading to
important changes in KBS structure, especidly in its
nuclear components. knowledge representation and
reasoning. The design of KBS applied in extremely
dynamic environments demands the consideration of
incomplete and/or incoherent knowledge as well as
temporal aspects of knowledge.

The Verification and Validation (V&V) process alows
stating whether the regquirements have been correctly and
completely fulfilled. In Control Centres domain the V&V
process intends to assure the reliability of the installed
applications, even under incident conditions.

SPARSE is a KBS used in the Portuguese Transmission
Network (REN) for incident analysis and power
restoration. VERITAS is a tool initially developed to
verify SPARSE Knowledge Base (KB). This tool
performs KB structural analysis alowing knowledge
anomalies detection. Originally, VERITAS used a
non-temporal KB verification approach. Although it
proved to be very efficient in other KBS verification in
SPARSE case some important limitations were detected.

This paper addresses the SPARSE V&V process,
reporting VERITAS last improvements, namely the
Temporal Reasoning anaysis.
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1. INTRODUCTION

The correct and efficient performance of any peace of
software must be guaranteed through Verification and
Validation (V&V) process; it seems obvious that KBS
should suffer the same evaluation process. In the other
hand, it is known that knowledge maintenance is an
essential issue for the KBS success but it must be
guaranteed that the modified KB remains consistent and
will not make the KBS incorrect or inefficient, leading
again to the problems of V& V.
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The systematic use of formal V&V techniquesis akey for
making end-users more confident about KBS, especialy
when critical applications are considered.

This paper addresses the Validation and Verification of
Knowledge-Based Systems in general, focussing
particularly on the V&V of SPARSE, KBS to assist
operators of Portuguese Transmission Control Centres in
incident analysis and power restoration.

In the following section, some V&V field related
definitions are presented. Section 3 describes SPARSE's
characteristics, namely, architecture, reasoning model,
rule selection mechanism and pointing its implications for
Verification and Validation work. Section 4 describes the
Validation stage of SPARSE development, especialy the
field tests and the need of applying forma methods during
V&V. Section 5 presents VERITAS, a verification tool
based on forma methods, detailing its architecture and
main characteristics. Finally, section 6 presents some
conclusions and future work.

2. BASIC DEFINITIONS

There is no general agreement on the meaning of these
terms. For the remaining of this paper, the following
definitions will be used:

= Validation - Allows to assure that a KBS provides
solutions that present a confidence level as high as
the ones provided by experts. Vdidation is then
based on tests, desirably in the real environment and
under real circumstances. During these tests, the KBS
is considered as a “black box” and only the input and
the output are really considered important.

= Verification - Allows to assure that a KBS has been
correctly conceived and implemented and does not
contain technical errors. Verification is intended to
examine the interior of the KBS and find any possible
errors.

= Expansion — It is an inference chain that could be
generated during system execution. For verification
purposes, sometimes, an “expansion” could be
explicitly computed and stored.

= Anomaly — an anomaly is considered as a symptom of
one (or multiple) possible error(s) notice that an



anomaly does not necessarily denotes an error. Rule
bases are drawn as a result of a knowledge
analysigelicitation process, including, for example,
interviews with experts or the study of documents
such as codes of practice and legal texts, or analysis
of typical sample cases. The rule base should reflect
the nature of this process, meaning that if
documentary sources are used the rule base should
reflect knowledge sources. Regarding that some
anomalies are desirable an intentionally introduced in
KB.

3. SPARSE

Nowadays, Control Centres (CC) are of high importance
for the operation of electrical networks. These Centres
receive real-time information about the state of the
network and Control Centre operators must take decisions
according to thisinformation.
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Figure 1 - SPARSE Architecture

Under incident conditions, a huge volume of information
may arrive to these Centres, making its correct and
efficient interpretation by a human operator amost
impossible. In order to solve this problem, some years
ago, electrical utilities began to instal intelligent
applications in their Control Centres. These applications
are usualy KBS and are mainly intended to provide
operators with assistance, especialy in critical situations.

SPARSE [1] started to be an expert system (ES)
developed for the Control Centres of the Portuguese
Transmission Network, owned and operated by REN. The
main goas of this ES were to assist Control Centre
operators in incident analysis allowing a faster power
restoration. Later the system evolved to a more complex
architecture, which is normally qualified as a Knowledge
Based System (see Figure 1).

Let us consider the following rule:
rule xx : 'EXAMPLE' :

[l and @ and C3]

or
][C4 and C5]

=
[A1,A2].

Conditions considered in the LHS (Left Hand Side) (C1 to
C5in this example) may be of one of the following types:
= A fact which truth must be proved normally these
facts are time-tagged;

= A temporal condition.

The actions/conclusions to be taken in RHS (Right Hand
Side) (Al to A2 in this example) may be of one of the
following types:
= Assertion of facts (conclusions to be inserted in the
knowledge base);
= Retraction of facts (conclusions to be deleted from
the knowledge base);

= |nteraction with the user interface.

The rule selection mechanism uses facts with the
following structure:

trigger(Fact, [(Rulei, Thi, Ted,..,(Ruler, Thn, Ten)1)
standing for:
= Fact — the arriving fact (external alarm or internal
conclusion);
= rulel,..,n —the rule that should be triggered in first
place when fact arrives;
= Tbl,..,n —the delay time before rule triggering, used
to wait for remaining facts needed to define an event;

= Tel,..,n —the maximum time for trying to trigger the
each rule.

The inference process, roughly speaking, relies on the
cycle:
1. SPARSE collects one “message” from SCADA
(Supervisory Control And Data Acquisition);

2. The respective “trigger” is selected and some rules
are schedule;

3. The*“scheduler” selectsthe next rule to be tested;
4. Theinference enginestriesto prove its veracity;

5. Any reached conclusions that could be inferred will
be asserted and later treated like SCADA messages.

4. VALIDATION

The project team aimed to perform the validation of
SPARSE using examples as close as possible to the ones
that the application should face in the real environment.
According to this, it was considered that validation should
be based mainly on real information about the network.

REN's staff developed an application named TTLOGW
[2] to acquire real-time information from SCADA and to
send it to SPARSE. It acquires information related to the
state of electrical network equipment, which is used to
generate material for validation.

In this way, files concerning to real incidents have been
obtained and have been used in order to validate SPARSE
conclusions. Experts involved in the project commented
these conclusions and corrections in the Knowledge Base



were made when necessary.

The validation of SPARSE considering real-time
information was very important due to several reasons:

= Tempora reasoning should be tested under real
situations in order to assure its correction

= Consideration of multiple faults is an important
aspect of SPARSE performance that is very
dependent on the way that information flows

= Processing times should be tested in order to
guarantee real-time performance, even under incident
conditions.

As nowadays electrical networks are very reliable it was
not possible to completely validate SPARSE with real
incidents. A large number of different types of incidents
had to be simulated to allow validation. As this simulation
should be as accurate as possible, two different techniques
have been used:

= Simulation of incidents by operators located in

chosen substations

= Simulation of incidents using a programmable
impulse generator and a Remote Termina Unit
(RTU).

These two techniques complement each other, alowing a
complete validation.

The simulation of incidents by operators allowed to obtain
real-time information that was forced to be generated but
presenting exactly the same characteristics as the
information obtained during a real incident. During these
tests, operators, making the whole system act as if a real
incident was taking place, simulated the protection
equipment behaviour. In this way, the information used by
SPARSE was generated as it would be under a red
incident.

Due to the difficulties of co-ordinating operators in
several substations, the simulation is not always correct
and the whole process may have to be repeated severa
timesin order to obtain agood test.

In spite of all the difficulties and costs involved, this kind
of test has been considered absolutely essential for the
validation of SPARSE, alowing to increase the
confidence in its real-time behaviour.

In order to undertake a complete set of tests without the
extremely high costs required by this technique, a
different technique of test has aso been used. This
technique involves the use of a Remote Termina Unit
(RTU) and a programmable impulse generator (PIG). The
alarm messages generated by SCADA are simulated by
impul ses generated by the PIG.

This technique of test may be used in a chosen substation,
being used the most convenient one, namely a substation
close to the Contral Centre. In this way, the operator who
is manipulating the PIG is not far away from the team
involved in the analysis of SPARSE results and may

participate in co-ordination meetings between two
consecutive tests.

This technique has allowed to simulate a wide set of
incidents in order to validate SPARSE Knowledge Base
as completely as possible.

These methods of validation have been considered
sufficient to put SPARSE in service, without the need to
undertake formal verification of SPARSE Knowledge
Base. However, when a Knowledge-Based System, as
SPARSE, is in continuous use, the necessity to make
changesin the Rule Base arises sooner or later. In the case
of the Portuguese Transmission Network, the introduction
of new substations, with different types of operation or
layout, has aready imposed some modifications. Under
these circumstances, it is not possible to accept the need to
undertake complete validation tests, as the ones described
before. Even if the costs were acceptable, the required
time would force the KBS to be either out of service or to
be in service without a validated Rule Base longer than it
was desirable. It seems obvious that it is impossible to
carry out these tests after each KB update, so verification
tools offers an easy and inexpensive way to assure the
knowledge quality maintenance.

5. VERIFICATION

A specific tool, named VERITAS [3] (see Figure 2) has
been developed to be used in the SPARSE verification,
performing structural analysis alowing to detect
knowledge anomalies.
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VERITAS is knowledge-domain and rule-grammar
independent, due to these properties, theoretically any
rule-based system can be analysed by VERITAS. It has
been developed with an open and modular architecture
allowing user interaction throughout all the verification
process.

5.1. Verification Constraints

SPARSE presents some features (see Figure 3) that make
the verification work more difficult. These features force



the use of more complex techniques during anomaly
detection and introduce significant changes in the number
and type of anomaliesto detect. The most important are:

= Variables evaluation — the variables evauation is
crucial (especialy the temporal ones) in order to
obtain comprehensive and correct results during
verification process. Notice that during anomaly
detection (this type of verification is aso called static
verification) it is not possible to know the values that
avariable will have.

= Rule triggering selection mechanism — this
mechanism was implemented using both meta-rules
and the inference engine. When a “message” arrives,
some rules are selected and queued to be later
triggered and tested. This mechanism not only avoids
some run-time errors (for instance circular chains) but
also introduces another complexity axis to the
verification, because the inference chains depend
directly on the existence of this mechanism. For
instance, during system execution, the inference
engine should be able to assure that shortcuts
(specidists rules) will be triggered before generic
rules.

Figure 3 - Verification Constraints

= Tempora reasoning — the most difficult task for
alarm processing applications is reasoning about
events. Since it is necessary to “think” about time
intervals and points, alarms order, duration and
information presence or/and absence;

= Non-monotonic behavior — since the system models a
dynamic environment the facts database should be
non-monotonic by nature. Since the main application
was developed using PROLOG, the non-monotonic
behavior was design with the database asserting and
retracting mechanism (very common in PROLOG).

5.2. Verification Database extraction

In the first step, VERITAS uses one specific filter for each
KB to be verified, this filter includes the rules for the

conversion between external and internal KB. During this
step adatabase is constructed for verification purposes.

Considerer the following example were the rule rl is
converted:

rule rl : "EXAMPLE' :

[

msg(A) at T1 and

msg(B) at T2 and
}errpora'l_re’lation(Tl,TZ)

or

[

msg(A) at T1 and

msg(Q) at T2 and
]

=

retract(msg(A)),
retract(msg(B)),
assert(conclusion(X))

Some of the tasks executed during this step are:
= Generate a new rule for each conjunction on LHS;

= Replacing variables used in rules and triggers with
VERITAS symbols;

= Representation of rulesin arelational formin order to
create indexes to speed up the expansion rules
generation;
rule(Oldrule,NewRule,Description)

rule(rl, ’r1-11’, EXAMPLE’).
rule(rl,’r1-12°,  EXAMPLE’).

Titeral(Label, Type, Functor/NArgs)
Titeral (el,event,msg/1).
Titeral (tl, temporalOperator, temporal_relation/2).

Tit_LHS(Rule,Label, TimeTag, Logvalue,Args, Preds)
Tit LHS(r1-11,el,#T1, true, [#A] ,PREDS)

Tit LHS(rl-11,el,#T12,true, [#B] ,PREDS)

Tit LHS(rl-11,tl,none, true, [#T1,#T1] ,PREDS)

Tit LHS(r1-12,el,#T1, true, [#A] ,PREDS)

Note: preds is the list of predecessors rules that allows to
conclude the respective literal (represented by Label)

Similar information will store for RHS in a structure
called 149 t_RHSs.

In the second step, some useful information is generated
about existing relations between literals (previously
obtained). VERITAS considers some type of constraints
already described in literature [4]. The considered
constraints can be classified according to the following
classes:

= Semantic Constraints — this type of impermissible set
is formed by literals that cannot be present at the
same time in the KB. Semantic constraints have to be
introduced by the user. The following example
concerning substations operation mode, where 1,1
means Time and I nstallation:

{remote(T,I), local(T,I)}



= Single Vaue Constraints (SVC) — this type of
impermissible set is formed by only one literal but
considering different values of its parameters. Notice
that those potential constraints are automatically
detected. After this, the constraint can be either
confirmed or changed by users. The following
example shows an automaticaly detected SVC,
whereT,1,P means Time, Installation and Panel:

disconnector(T, I, P, open),
disconnector(T, I, P, closed),
disconnector(T, I, P, changing)

5.3. Anomaly Detection

The anomaly detection module (Verification Tools) works
autonomously with no user interaction and runs in batch
mode. Presently, this module can interact with Knowledge
Editing Tool (see Figure 1) that, anong other functions,
allows rule edition. This tool shows the existing relations
between the rules that are to be modified and the
remaining existing knowledge in the KB. This information
is supplied in a graphica interface using a directed
hypergraph type representation (see Figure 4). This
technique alows rule representation in a manner that
clearly identifies complex dependencies across compound
clauses in the Rule Base and there is a unique directed
hypergraph representation for each set of rules[5].
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The anomaly detection relies on the rule expansions and
constraint analysis. This method is also used by some
well-known V&V tools, as KB-REDUCER [6] and
COVER [7]. As it has been described in section 3,
SPARSE has some specific features. According to these
features the used technique is a variation of common
Assumption-based Truth Maintenance System (ATMS)
[8]. Namely, the knowledge represented in the meta-rules
had to be considered in rule expansions generation.

Notice that in earlier authors work [3], during rule
expansions calculation, one data structure was created for
each possible inference chain. In the most recent
VERITAS version, each “literal” (see section 5.2) keeps
information about the list of it predecessors; it means that
it is possible with a graph-visiting agorithm to compute
expansions. This approach showed to be more
time-efficient (during anomaly detection, since some tests
do not need to know all rule expansions) and data flexible
(e.g. circular chains became possible to exist in the
verification database).

VERITAS verification tool is able to detect KB existing
anomalies in a first step using logic tests. Later, the
verification system performs temporal reasoning analysis
allowing to filter previously detected anomalies, providing
really accurate information, namely by preventing false
anomaly reporting.

5.4. VariablesEvaluation

As it was said before (see section 5.1), the variables
evaluation is crucial to obtain acceptable results during
anomaly detection.
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The used technique relies on variable name replacing in
the original rule by a string that uniquely represents the
argument (variable), later, during rule expansion
generation this information will be used to check possible
matches.

Different match types could be used during evaluation
(see Figure 5):
= OPEN - in this type of match free variables could
instantiate with terminals, consider the following
example: disconnector(x), disconnector(open),
where x could take “open” vaue. In this type of
match a large number of expansions have to be
considered and consequently a lot of “fase
anomalies could be detected;

= CLOSE —if it isnot allowed that free variables match
with terminals (in opposition to the previous
example), the number of rule expansions generated
will make the detection process simpler but the



tradeoff is that some anomalies could remain
undetected;

= VERITAS — the used approach is an “OPEN”" onein
order to alow detection of all possible anomalies but
a same time generate the minimum number of
expansions. How is that achieved? A free variable
could be replaced just by valid values in knowledge
domain (previously defined in database). The
expansion rules are computed as late as possible and
kept in a graph structure, during expansion rules
computation a similar process to PROLOG
instantiation mechanism is used, so, each variable
instantiation is reflected in following transitions.

The detected anomalies can be grouped in four mgor
classes: redundancy, circularity, ambivalence and
deficiency. Regarding that anomalies definition depends
on KBS characteristics, let us consider some definitions:

= Circularity - a knowledge base contains circularity if
and only if it contains a set of rules, which allows an
infinite loop during rule triggering.

= Ambivalence - a knowledge base is ambivalent if and
only if, for a permissible set of conditions, it is
possible to infer an impermissible set of hypotheses.

= Redundancy - a knowledge base is redundant if and
only if the set of final hypotheses is the same in the
rule/literal presence or absence.

= Deficiency - a knowledge base is deficient if and only
if there is not a rule that uses a set of conditions
representing a possible domain knowledge situation.

This classification is based on Preece classification [9]
with some modifications.

When the verified Knowledge Base has large dimensions
according to the number of rules and inference chains, the
information generated during anomaly detection can be
huge.

The detected anomalies have to be reported using a
suitable form for easing its analysis. Special care was
putted in this task, in order to reduce the efforts needed in
information analysis, so, it is possible to aggregate or/and
select information by: type of anomaly, number of rule
and literal identification.

6. CONCLUSIONS

This paper dedt with some important aspects for the
practicl use of KBS in Control Centres, namely
knowledge maintenance and its relation to the Verification
and Validation process.

The systematic use of Verification and Validation
methods is very important for the acceptance of
Knowledge-Based Systems by their end-users. The use of
Verification tools, based on forma methods, increases the
confidence of the user and eases the process of changing
KB. It aso reduces the testing costs and the time needed
to implement those tests.

This paper described SPARSE’'s V&V process, focussing
field-tests and techniques used during the validation
phase. For the verification of SPARSE it was decided to
implement atool using aformal verification method.

VERITAS is a verification tool that performs the
structural analysisin order to detect knowledge anomalies.
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