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Abstract We present ideas about creating a next generation Intrusion Detection
System (IDS) based on the latest immunological theories. The central challenge with
computer security is determining the difference between norma and potentialy

harmful activity. For half a century, developers have protected their systems by

coding rules that identify and block specific events. However, the nature of current
and future threats in conjunction with ever larger IT systems urgently requires the
development of automated and adaptive defensive tools. A promising solution is
emerging in the form of Artificial Immune Systems (AlS): The Human Immune
System (HIS) can detect and defend against harmful and previously unseen invaders,
so can we not build a similar Intrusion Detection System (IDS) for our computers?
Presumably, those systems would then have the same beneficial properties as HIS like
error tolerance, adaptation and self-monitoring. Current AlS have been successful on
test systems, but the algorithms rely on self-nonself discrimination, as stipulated in

classical immunology. However, immunologist are increasingly finding fault with

traditional self-nonself thinking and a new ‘Danger Theory’ (DT) is emerging. This
new theory suggests that the immune system reacts to threats based on the correlation
of various (danger) signals and it provides a method of ‘grounding’ the immune
response, i.e. linking it directly to the attacker. Little is currently understood of the
precise nature and correlation of these signals and the theory is a topic of hot debate.

It isthe aim of this research to investigate this correlation and to translate the DT into
the realms of computer security, thereby creating AlS that are no longer limited by
self-nonself discrimination. It should be noted that we do not intend to defend this
controversial theory per se, although as a deliverable this project will add to the body
of knowledge in this area. Rather we are interested in its merits for scaling up AIS
applications by overcoming self-nonself discrimination problems.

1. Introduction

The key to the next generation Intrusion Detection System (DS) ([9], [25], [26]) that we
are planning to build is the combination of recent Artificial Immune System (AlS) / Danger
Theory OT) models (1], [4], [5], [32]) with our growing understanding of cellular
components involved with cell death ([3], [11], [31]). In particular, the difference between
necrotic (‘bad’) and apoptotic (‘good’ or ‘planned’) cell death, with respect to Antigen
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Presenting Cells (APCs) activation, is important in our proposed IDS. In the Human
Immune System (HIS) apoptosis has a suppressive effect and necrosis a stimulatory

immunological effect, although they might not actually be as distinct as currently thought.

Inthe IDS context, we propose to use the correlation of these two effectsasabasis
of ‘danger signals'. A variety of contextual clues may be essential for a meaningful danger
signal, and immunological studies will provide a framework of ideas as to how ‘danger’ is
assessed in the HIS. In the IDS context, the danger signals should show up after limited
attack to minimise damage and therefore have to be quickly and automatically measurable.
Once the danger signal has been transmitted, the AIS should react to tose artificial
antigens that are ‘near’ the emitter of the danger signal. This allows the AlS to pay special
attention to dangerous components and would have the advantage of detecting rapidly
spreading viruses or scanning intrusions fast and a an early stage preventing serious

damage.

2. AlSand Intrusion Detection

Alongside intrusion prevention techniques such as encryption and firewalls, IDS are
another significant method used to safeguard computer systems. The main goal of IDSisto
detect unauthorised use, misuse and abuse of computer systems by both system insiders and
external intruders. Most current IDS define suspicious signatures based on known
intrusions and probes [25]. The obvious limit of this type of IDS isits failure of detecting
previously unknown intrusions. In contrast, the HIS adaptively generates new immune cells

sothat it is able to detect previously unknown and rapidly evolving harmful antigens[28].

In order to provide viable IDS, AIS must build a set of detectors that accurately
match antigens. In current AlS based IDS ([9], [12], [19], [13]), both network connections
and detectors are modelled as strings. Detectors are randomly created and then undergo a
maturation phase where they are presented with good, i.e. self, connections. If the detectors
match any of these they are eliminated otherwise they become mature. These mature

detectors start to monitor new connections during their lifetime. If these mature detectors
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match anything else, exceeding a certain threshold value, they become activated. Thisis
then reported to a human operator who decides whether there is a true anomaly. If so, the
detectors are promoted to memory detectors with an indefinite life span and minimum
activation threshold (immunisation) [27].

An approach such as the above is known as negative selection as only those
detectors (antibodies) that do not match live on [13]. However, this appealing approach
shows scaling problems when it is applied to real network traffic [26]. As the systemsto be
protected grow larger and larger so does self and nonself. Hence, it becomes more and more
problematic to find a set of detectors that provides adequate coverage, whilst being
computationally efficient. It is inefficient, to map the entire self or nonself universe,
particularly as they will be changing over time and only a minority of nonself is harmful,
whilst some self might cause damage (e.g. interna attack). This situation is further
aggravated by the fact that the labels self and nonself are often ambiguous and even with
expert knowledge they are not always applied correctly [24].

2.1 The Danger Theory

We now examine the biological basis for the self-nonself metaphor, and the alternative DT
hypothesis. The HIS is commonly thought to work at two levels: innate immunity including
external barriers (skin, mucus), and the acquired or adaptive immune system [28]. As part
of the latter level, BLymphocytes secrete specific antibodies that recognise and react to
stimuli. It is this matching between antibodies and antigens that lies at the heart of the HIS

and most Al S implementations.

The central tenet of the immune system is the ability to respond to foreign invaders
or ‘antigens’ whilst not reacting to ‘self’ molecules. In order to undertake this role the
immune system needs to be able to discern differences between foreign, and possibly
pathogenic, invaders and non-foreign molecules. It is currently believed that this occurs
through the utilisation of the Major Histocompatability Complex (MHC). This complex is
unique to each individual and therefore provides a marker of ‘self’. In addition, the cells

within the immune system are matured by becoming tolerised to self-molecules. Together,
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through the MHC and tolerance, the HIS is able to recognise foreign invaders and send the

requisite signalsto the key effector cellsinvolved with theimmune response.

The DT debates this and argues that there must be discrimination happening that
goes beyond the self-nonself distinction because the HIS only discriminates ‘some self’
from ‘some nonself’. It could therefore be proposed that it is not the ‘foreignness of the
invaders that is important for immune recognition, but the relative ‘danger’ of these
invaders. This theory was first proposed in 1994 [29] to explain current anomalies in our
understanding of how the immune system recognises foreign invaders. For instance, thereis
no immune reaction to foreign bacteria in the gut or to food. Conversely, some auto-
reactive processes exist, e.g. against self-molecules expressed by stressed cells.
Furthermore, the human body (self) changes over its lifetime. Therefore, why do defences

against nonself learned early in life not become auto-reactive later?

The DT suggests that foreign invaders, which are dangerous, will induce the
generation of cellular nolecules (danger signals) by initiating cellular stress or cell death
[30]. These molecules are recognised by APCs, critical cells in the initiation of an immune
response, which become activated leading to protective immune interactions. Overall there
are two classes of danger signal; those which are generated endogenously i.e. by the body
itself, and exogenous signals which are derived from invading organisms e.g. bacteria [16].
Evidence is accruing as to the existence of myriad endogenous danger signals including cell
receptors, intracellular molecules and cytokines. A commonality is their ability to activate

APCs and thus drive an immune response.

We believe that the DT will provide a more suitable biological metaphor for IDS
than the traditional self-nonself viewpoint, regardless whether the theory holds for the HIS,
something that is currently hotly debated amongst immunologists (37], [21], [39]). In
particular, the DT provides a way of grounding the response, i.e. linking it directly to the
attacker and it removes the necessity to map self or nonself [1]. In our model, self-nonself
discrimination will still be useful but it is no longer essential. This is because nonself no
longer causes a response. Instead, danger signals will trigger a reaction. Actually, the
response is more complicated than this, since it is believed that the APCs integrate necrotic
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(‘danger’) and apoptotic (‘safe’) signals in order to regulate the immune response. We
intend to examine this integrative activity experimentally, which should provide useful

inspiration for IDS.

2.2 The DT in the Context of the HIS

One of the central themes of the DT is the generation of danger signals through cellular
stress or cell death. Cell death can occur in two ways; necrosis and apoptosis, and although
both terminate in cell death, the intracellular pathways of each process are very distinct.

Necrosis involves the unregulated death of a cell following cell stress and results in total

cell lysis and subsequent inflammation due to the cell debris. Apoptosis, on the other hand,
is a very regulated form of cell death with defined intracellular pathways and regulators
[23]. Physiologically, apoptosisis utilised by the body to maintain tissue homeostasis and is
vital in regulating the immune response. Once apoptosis is initiated extracellular receptors

on the cell signal to phagocytic cells, e.g. APCsto remove the dying cell from the system.

Apoptosis can be initiated in a number of ways including; cytokine deprivation,
death receptors e.g. CD95 and UV irradiation each having unique intracellular signalling
profiles [17]. Interestingly, recent work has suggested that apoptotic pathways may not be
as distinct from necrosis as previously assumed [20] and indeed may be inter-related. In
both cases phagocytosis of the dying cell occurs and studies suggests that the APCs receive
signals from the dying cells that affects activation state of the APCs themselves [35]. These
results are of particular interest since they support the concept of danger signals, with the
APCs being a rheostat responding to ‘input’ signals from cells undergoing necrosis, tipping

the immune balance towards a pro-inflammatory state, which isan ‘output’ signal.

Evidence to support the critical role of cell death signals in APC activation has
shown that APCs, which have phagocytosed necrotic cells, generate pro-inflammatory
cytokines e.g. interleukin (IL) —1, interferon (IFN) and necrotic cells have been found to
activate APCsin avital step towards an immune response ([35], [15]). Of particular interest
is the finding that cells undergoing apoptosis, rather than being invisible to the APCs, may
actually help regulate the APCs response to necrotic cell debris. Studies [14] have shown
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that apoptotic cells actively down-regulate the APC activity by generating anti-
inflammatory cytokines e.g. TGF and PGE2, although in other cases this has not been
observed [35].

In a further complexity to the balance, reports have shown that necrotic and
apoptotic cells work together to affect the APC activation and subsequent immune response
[35]. Therefore a balance between cell death, either necrotic or apoptotic, would appear to
be critical to the final immunological outcome. Here, we seek to understand how the APCs
react to the balance of ‘input’ signals from apoptotic and necrotic cell death with an aim to

determine and simplify the danger signal ‘output’.

Previous studies have observed aterations in the generation of pro- and anti-
inflammatory cytokines e.g. IL-1, IFN, TGF-R and PGE2 following APC incubation with
necrotic or apoptotic cells respectively [14]. In addition, activation-related receptors e.g.
MHC and CD80/86 have been reported to be upregulated in the presence of necrotic cells
[15]. We intend to extend and confirm these studies using proteomics, which will allow the
pan-identification of novel, key proteins within the APC which are influenced by the

presence of dying cells or ‘ danger signals'.

Hence, the aims of the immunological investigation can be summarised as
To identify and investigate key APC-derived signals in response to co-culture with
necrotic or apoptotic cells.
To undertake functional analysis of the identified key signals in affecting the
activation state of immune cells.
To manipulate the co-culture system and derived signals upon results from the AIS/
IDS studies.

2.3 Intrusion Detection Systems— Current State of the Art

An important and recent research issue for IDS is how to find true intrusion alerts from
thousands alerts generated [19]. Existing IDS employ various types of sensors that monitor

low-level system events. Those sensors report anomalies of network traffic patterns,
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unusual terminations of UNIX processes, memory usages, the attempts to access
unauthorised files, etc. [24]. Although these reports are useful signals of real intrusions,
they are often mixed with false alerts and their unmanageable volume forces a security
officer to ignore most alerts [18]. Moreover, the low level of alerts makes it hard for a
security officer to identify advancing intrusions that usually consist of different stages of
attack sequences. For instance, hackers often use a number of preparatory stages (raising
low-level alerts) before actual hacking[18]. Hence, the correlations between intrusion alerts
from different attack stages provide more convincing attack scenarios than detecting an

intrusion scenario based on low-level alerts from individual stages.

To correlate IDS alerts for detection of an intrusion scenario, recent studies have
employed two different approaches: a probabilistic approach ([8], [36], [38]) and an expert
system approach (6], [7], [10], [33], [34]). The probabilistic approach represents known
intrusion scenarios as Bayesian networks. The nodes of Bayesian networks are IDS alerts
and the posterior likelihood between nodes is updated as new alerts are collected. The
updated likelihood can lead to conclusions about a specific intrusion scenario occurring or
not. The expert system approach initially builds possible intrusion scenarios by identifying
low-level alerts. These alerts consist of prerequisites and consequences, and they are
represented as hypergraphs (33], [34]) or specification language forms ([6], [10], [18]).
Known intrusion scenarios are detected by observing the low-level alerts at each stage.
These approaches have the following problems[7]:

Handling unobserved low-level alertsthat comprise an intrusion scenario.

Handling optional prerequisite actions and intrusion scenario variations.

The common trait of these problems is that the IDS can fail to detect an intrusion if an
incomplete set of alerts comprising an intrusion scenario is reported. In handling this
problem, the probabilistic approach is somewhat more advantageous because in theory it
allows the IDS to correlate missing or mutated alerts. However, the similarities alone can
fail to identify a causal relationship between prerequisite actions and actual attacks if pairs
of prerequisite actions and actual attacks do not appear frequently enough to be reported.

Attackers often do not repeat the same actions in order to disguise their attempts. Thus, the
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current probabilistic approach fails to detect intrusions that do not show strong similarities
between alert features but have causal relationships leading to final attacks ([8], [36], [38]).

3. A DT-Inspired Approach to Intrusion Detection

We propose AIS based on DT ideas that can handle the above IDS aert correlation
problems. As outline previously, the DT explains the immune response of the human body
by the interaction between APCs and various signals. The immune response of each APC is
determined by the generation of danger signals through cellular stress or death. In
particular, the balance and correlation between different signals depending on different
causes appears to be critical to the immunological outcome. Proposed wet experiments of
this project focus on understanding how the APCs react to the balance of different types of
signals, and how this reaction leads to an overall immune response. Similarly, our IDS
investigation will centre on understanding how intrusion scenarios would be detected by
reacting to the balance of varioustypes of aerts. Inthe HIS, APCs activate according to the
balance of apoptotic and necrotic cells and this activation leads to protective immune
responses. Similarly, the sensors in IDS report various low-level alerts and the correlation

of these alerts will |ead to the construction of an intrusion scenario.

3.1 Apoptotic versusNecrotic Alerts

We believe that various IDS alerts can be categorised into two groups. apoptotic type of
alerts and necrotic type of aerts. Apoptotic alerts correspond to ‘normal’ cell death —
hence, low-level aerts that could result from legitimate actions but could aso be the
prerequisites for an attack. Necrotic (unregulated cell death) alerts on the other hand relate
to actual damage caused by a successful attack. An intrusion scenario consists of several
actions, divided into prerequisite stages and actual attack stages [7]. For instance, in the
case of Distributed Denial of Service (DDOS) intrusions, intruders initially look for
vulnerable Sadmind services by executing the Ping Sadmind process [33]. Thiswould be an
apoptotic aert, relating to a prerequisite action. Just as apoptosis is vital in regulating the
human immune response, apoptotic types of alerts are vital in detecting an intrusion

scenario (since it indicates the prerequisite actions within an actual intrusion scenario)
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Necrotic alerts, or actual attack alerts are raised when the IDS observes system damage
caused by the DDOS. Just as necrosis involves the unregulated cell death, necrotic types of

alertswould be those generated from the unexpected system outcomes.

In our opinion, a better understanding how the APCs react to the balance of
apoptotic and necrotic cells would help us to propose a new approach to correlate apoptotic
and necrotic type of alerts generated from sensors. If the DT can explain the key proteins
leading to necrotic and apoptotic signals, DT-based AIS would also be able to identify key
types of apoptotic and necrotic alerts revealing the degree of alert correlation. In this way,
DT-based AIS will correlate key types of alerts rather than specific alerts, and this will
allow the AIS to correlate missing or mutated alerts as long as the key types of alerts are
reported. For instance, in the DDOS example, an intruder can directly attack without
executing Ping but executing the similar process traceroute instead [7]. In this case, our
DT-based AIS should be able to link traceroute to DDOS attack damage since any type of

scanning process is understood as an apoptotic type of alert for DDOS attacks.

3.2 Strength of Reactions

Additionaly, if the DT can quantify the degree of the immune response, DT-based AIS
would be able to quantify the degree of overall aert detection strictness. For instance, false
positive derts of IDS are often caused by inappropriately setting of intrusion signatures or
anomaly thresholds. Debar and Wespi [9] use a clustering algorithm to group a large
number of alerts and manually extract a generalised alarm reflecting each alarm cluster. By
doing so, they identify the root cause of each alarm cluster and discriminate false positive
alert clusters from true positive aert clusters. The root cause is the most basic cause that
can reasonably be identified and fixed [9]. According to the identified root causes, new
intrusion signatures or anomaly thresholds are redefined by removing those causing root

causes.

However, their work has not reported further impacts after intrusion signatures and
anomaly thresholds are reset. Simple removal of intrusion signatures that cause the root

causes might degrade true positive detection rate instead. Furthermore, continuous changes
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of network and system environments require constant updates of intrusion signatures and
anomaly thresholds. Thus, it is important for IDS how to react to false positive alerts and
true positive aerts dynamically. The key feature of the DT-based AIS would provide a
possible solution for this issue. The DT-based AlS would adopt a similar way to two types
of immune cell death signals affecting the activation of nearby APCs. Currently observed
balances between two types of alerts would affect the IDS sensors’ activation status by
resetting intrusion signatures or anomaly thresholds. Then, these new settings will result in
new balances between the two types of alerts. If the DT can explain that this kind of
cascading reaction stabilises in away so that the overall immune responses can converge to
an ideal status at given time, the DT-based AIS would aso be able to follow a similar
mechanism to identify the most suitable intrusion signature and anomaly thresholds setting

at giventime.

3.3 Danger Zones

Furthermore, our study aimsto investigate how the danger alerts reported from a sensor can
be transmitted to other sensors in order to detect on-going intrusions. Once a sensor has
generated the danger signals or aerts, the AlS can quantify the degree of alert correlations
indicating the strength of possible intrusion scenarios. If the AIS has strong indications of
possible intrusion scenarios, it can activate other sensors that are spatially, temporally or
logically ‘near’ the original sensor emitting the danger signal. This process is similar to the
activated APCs sending its immune response providing a self-nonself independent
grounding. For instance, when the danger signal reports the strong possibility of a web
server compromise, this signal can be sent to other web servers in the same network

domain.

4. Summary and Conclusions

Our aim isto challenge the classical self-nonself viewpoint in AIS based IDS, and replace it
by ideas from the DT. Existing systems using certain aspects of the HIS have been
successful on small problems and have shown the same benefits as their natural

counterparts: error tolerance, adaptation and self-monitoring. The DT is a new theory
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amongst immunologists stating that the natural immune system does not rely on self-
nonself discrimination but identifies ‘danger’. This is currently hotly debated by
immunologists and far from widely accepted and has never before been applied to the IDS
arena. It is our opinion that this theory is the key that will unlock the true potential of AIS
by alowing us to build commercially viable systems that can scale up to real world

problem sizes.

We intend to use the correlation of signals based on the DT. We believe the
success of our system to be independent of the eventual acceptance or rejection of the DT
by immunologist as the proposed AlS would achieve this by identifying key types of
apoptotic and necrotic alerts and understanding the balance between these two types of
alerts. In addition, the proposed AIS is extended by employing the APC activation
mechanism explained by the DT. This mechanism has the advantage of detecting rapidly

spreading viruses or scanning intrusions at an early stage.

References

[1] Aickelin U, Cayzer S (2002), The Danger Theory and Its Application to AlS, 1st International
Conference on AlS, pp 141-148.

[2] Barcia R, Pdlister C, Sansom D, McLeod J (2000), Apoptotic response to membrane and
soluble CD95-ligand by human peripheral T cells, Immunology 101 S1 77.

[3] Boulougouris G, McLeod J et a (1999), IL-2 independent T cell activation and proliferation
induced by CD28. Journal of Immunology 163: 1809-1816.

[4] Cayzer S, Aickdin U (2002), A Recommender System based on the Immune Network,
Proceedings CEC, pp 807-813.

[5] Cayzer S, Aickelin U (2002), Idiotypic Interactions for Recommendation Communities in AlS,
1st International Conference on AlS, pp 154-160.

[6] Cuppens F (2001), Managing Alerts in a Multi Intrusion Detection Environment, the 17th
Annua Computer Security Applications Conference.

[7] CuppensF et a (2002), Correlation in an Intrusion Process, Internet Security Communication
Workshop (SECI'02).

[8] Dan O, Cunningham R (2001), Fusing a Heterogeneous Alert Stream into Scenarios,
Proceeding of the 2001 ACM Workshop on Data Mining for Security Applications, pp 1-13.

[9] Dasgupta D, Gonzalez F (2002), "An Immunity-Based Technique to Characterize Intrusionsin
Computer Networks', IEEE Trans. Evol. Comput. Vol 6; 3, pp 1081-1088.

[10] Debar H, Wespi A (2001), Aggregation and Correlation of Intrusion-Detection Alerts, the
Fourth workshop on the Recent Advances in Intrusion Detection, LNCS 2212, pp 85-103.

[11] Dennett N, Barcia R, McLeod J (2002), Biomarkers of apoptotic susceptibility associated with
in vitro ageing, Experimental Gerontology 37, 271-283.

[12] EspondaF, Forrest S, Helman P (2002), Positive and Negative Detection, |EEE Transactions on
Systems, Man and Cybernetics.



12

[13]

[14]

[19]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]
[29]
[26]
[27]

[28]
[29]

[30]
(31]

[32]
(33]
[34]
[39]
[36]
[37]

[38]
[39]

U Aickelin, P Bentley, SCayzer, J Kim, JMcLeod

F. Esponda, S. Forrest, and P. Helman (2002), Positive and Negative Detection, |EEE
Transactions on Systems, Man and Cybernetics (Submitted).

Fadok et al (1998), Macrophages that have ingested apoptotic cells in vitro inhibit
proinflammatory cytokine production through autocrine/paracrine mechanismsinvolving TGFb,
PGEZ2, and PAF, Journa of Clinical Investigation 101(4), 890-898.

Galucci S et a (1999), Natural Adjuvants: Endogenous activators of dendritic cells, Nature
Medicine 5(11), pp 1249-1255.

Gallucci S, Matzinger P (2001), Danger signals: SOS to the immune system, Current Opinions
in Immunology 13, pp 114-119.

Hirata et al (1998), Caspases are activated in a branched protease cascade and control distinct
downstream processes in Fas-induced apoptosis, J Experimental Medicine 187(4), 587-600.
Hoagland J, Staniford S (2002), Viewing IDS adertss Lessons from SnortSnarf,
www.silicondefense.com/software/snortsnarf/

Hofmeyr S, Forrest S (2000), Architecture for an AlS, Evolutionary Computation, Vol. 7, No.
1, pp 1289-1296.

Holler et a (2000), Fas triggers an aternative, caspase-8-independent cell death pathway using
the kinase RIP as effector molecule, Nature Immunology 1(6), 489-495.

Holzman D (1995), New danger theory of immunology challenges old assumptions, Journal
Natl Cancer Inst, 87 (19): 1436-1438.

Inaba et a (1994), The tissue distribution of the B7-2 costimulator in mice, J Experimental
Medicine 180, 1849-1860.

Kerr et a (1972), Apoptosis: Its significance in cancer and cancer therapy, British Journal of
Cancer 26(4), pp 239-257.

Kim J (2002), Integrating Artificial Immune Algorithms for Intrusion Detection, PhD Thesis,
University College London.

Kim J, Bentley P (1999), The Artificial Immune Model for Network Intrusion Detection, 7th
European Congress on Intelligent Techniques and Soft Computing (EUFIT'99).

Kim J, Bentley P (2001), Evaluating Negative Selection in an AIS for Network Intrusion
Detection, Genetic and Evolutionary Computation Conference 2001, 1330-1337.

Kim J, Bentley P (2002), Towards an AlS for Network Intrusion Detection: An Investigation of
Dynamic Clonal Selection, the Congress on Evolutionary Computation 2002, pp 1015-1020.
Kuby J (2002), Immunology, Fifth Edition by Richard A. Goldsby et al.

Matzinger P (1994), Tolerance Danger and the Extended Family, Annua reviews of
Immunology 12, pp 991-1045.

Matzinger P (2002), The Danger Model: A Renewed Sense of Self, Science 296: 301-305.
McLeod J (2000), Apoptotic capability of ageing T cells, Mechanisms of Ageing and
Development 121, pp 151-159.

Morrison T, Aickelin U (2002), An AIS as a Recommender System for Web Sites, 1st
International Conference on AlS, pp 161-169.

Ning P, Cui Y (2002), An Intrusion Alert Correlator Based on Prerequisites of Intrusions, TR-
2002-01, North Carolina State University.

Ning, P, Cui Y, Reeves S (2002), Constructing Attack Scenarios through Correlation of
Intrusion Alerts, 9th Conference on Computer & Communications Security, pp 245-254.

Sauter et a (2001), Consequences of cell death: exposure to necrotic tumor cells, Journa of
Experimental Medicine 191(3), 423-433.

Stainford E, Hogland J, McAlerney J (2002), Practical Automated Detection of Stealthy
Portscans, Journal of Computer Security, Vol. 10, Issues 1/2.

Todryk S, Mecher S, Dalgleish A et a (2000), "Heat shock prateins refine the danger theory™
Immunology 99 (3): 334-337.

Valdes A, Skinner K (2001), Probahilistic Alert Correlation, RAID’ 2001, 54-68.

Vance R (2000), Cutting Edge Commentary: A Copernican Revolution? Doubts about the
danger theory, j immunology 165 (4), 1725-1728.



