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Abstract

Open Shortest Path First (OSPF)is a popular protocol for routing within an Autonomous System (AS) do-
main. In order to scale for large networks containing hundreds and thousands of subnets, OSPF supports a two-
level hierarchical routing scheme through the use ofOSPF areas. Each area consists of a set of interconnected
subnets and traffic across areas is handled by routers attached to two or more areas, known asArea Border Routers
(ABRs). OSPF ABRs are typically configured to aggregate the subnet addresses in their areas and to advertise
these aggregates in the remainder of the network instead of individual subnet addresses. Address aggregation
within areas is a crucial requirement for scaling OSPF to large AS domains, as it results in significant reductions
in routing table sizes, smaller link-state databases, and less network traffic to synchronize the router link-state
databases. On the other hand, address aggregation also implies loss of information about the length of the shortest
path from the ABR to each subnet; typically, an ABR associates each advertised aggregate with a singleweight
that is common for all subnets covered by the aggregate. This, in turn, can lead to the selection of significantly
suboptimal OSPF routing paths between source-destination subnet pairs that span different areas.

In this paper, we address the important practical problem of configuring OSPF aggregates to minimize the
error in OSPF shortest path computations due to subnet aggregation. Wefirst develop an optimal dynamic pro-
gramming algorithm that, given an upper boundk on the number of aggregates to be advertised by the ABRs
and a weight-assignment function for the aggregates, computes thek aggregates that result in the minimum cu-
mulative/maximum error in the shortest path computations for all source-destination subnet pairs. Subsequently,
we tackle the problem of assigning weights to OSPF aggregates such that the cumulative/maximum error in the
computed shortest paths is minimized. We demonstrate that, while for certain special cases (e.g., unweighted
cumulative error) efficient optimal algorithms for the weight-assignment problem can be devised, the general
problem itself isNP-hard. Consequently, we have to rely on search heuristics to solve the weight-assignment
problem: We propose a randomized search strategy for the general case of weighted cumulative error, and an opti-
mal pseudo-polynomial time algorithm for the maximum error case. To the best of our knowledge, our work is the
first to address the algorithmic issues underlying the configurationof OSPF aggregates and to propose efficient
configuration algorithms that areprovably optimalfor many practical scenarios.

1 Introduction

Open Shortest Path First (OSPF)is a widely-used protocol for routing within an Autonomous System (AS) domain�Permanent address: Cornell University, Computer SciencesDept., Ithaca, NY. The work was done while the author was visiting Bell
Laboratories.
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in today’s Internet [FT00, Hui00, Moy98]. To scale for largeAS networks, OSPF implements a two-level hierar-
chical routing scheme through the deployment ofOSPF areas. Each OSPF area comprises a collection of subnets
interconnected by routers. Detailed information about links and subnets within an OSPF area is flooded throughout
the elements connected to the area. As a result, every routerknows the exact topology of its enclosing OSPF area
– this includes the subnets and the links connecting routerswithin the area. On the other hand, details of an area’s
topology are not advertised beyond the area’s borders and are thus hidden from other areas in the same AS. Instead,
subnet addresses within each area are grouped intoaggregatesand only these aggregates are flooded into the rest of
the network (thus making an area’s subnets reachable from the remainder of the AS network). This task of adver-
tising aggregate information about subnets in an area is carried out byArea Border Routers (ABRs), that is, routers
attached to two or more areas.

OSPF areas and address aggregation are crucial in enabling OSPF to scale for AS domains comprising hun-
dreds or thousands of subnets; specifically, they play an important role in optimizing router and network resource
consumption, as explained below.

1. Router Memory. For OSPF areasnot directly connected to a router in the AS, the router’s routing tables only
need to contain entries corresponding to subnet aggregatesrather than individual subnet addresses. In other
words, a router stores individual subnet addresses in its routing table only for the OSPF areas that are directly
connected to it. This obviously leads to smaller routing table sizes and, thus, lower memory requirements at
routers.

2. Router Processing Cycles.The link-state database maintained at each router is much smaller, since it only
needs to include summary information for subnets belongingto OSPF areas not directly connected to the
router. Consequently, the computational cost of the shortest-path calculation decreases substantially.

3. Network Bandwidth. For subnets within each OSPF area, only aggregate address information (rather than
individual subnet addresses) is flooded into the rest of the AS network. As a result, the volume of OSPF
flooding traffic necessary to synchronize the link-state databases of the AS routers is significantly reduced.

Nevertheless, despite its obvious benefits, OSPF address aggregation involves important practical tradeoffs.
This is because address aggregation typically results in loss of information which, in turn, can lead tosuboptimal
routing paths. To see this, we need to delve in more depth intohow OSPF routing works in the presence of address
aggregation. Briefly, each ABR attaches aweight to each aggregate that it advertises to the rest of the network.
This weight is critical in determining the path used by a router external to the area to reach subnets covered by the
aggregate. More specifically, among all the ABRs advertising the aggregate (with possibly different weights), an
external router chooses the ABR (sayb) that minimizes the sum of the following two quantities: (1)the length of the
shortest path from the external router to the border routerb; and, (2) the weight advertised byb for the aggregate.
Once such an ABRb is chosen, IP packets from the external router to every subnet covered by the aggregate are
forwarded along the shortest path from the external router to b and, subsequently, along the shortest path fromb to
the subnet. However, for certain subnet(s) covered by the aggregate, this path may be significantly suboptimal, since
there can be a much shorter path from the external router to the subnet through a different ABR. This is illustrated
in the following example.

Example 1.1 Consider the AS network consisting of the four areas 0.0.0.0, 0.0.0.1, 0.0.0.2, and 0.0.0.3 shown in
Figure 1. (Area 0.0.0.0 corresponds to the AS’sbackbone areathat interconnects the ABRs of the different OSPF
areas in the AS.) The boxes in the figure are routers, while thefilled black thin rectangles denote subnets. The
figure also illustrates the various subnet addresses and theweight of each link connecting a pair of routers. ABRb1
belongs to area 0.0.0.1,b2 to area 0.0.0.2, andb3 andb4 to area 0.0.0.3. The subnet addresses in area 0.0.0.3 can be
aggregated to different degrees. For instance, the aggregate 10.1.0.0/21 covers all the subnets in the area. In contrast,
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Figure 1: Example of suboptimal routing due to address aggregation.

10.1.4.0/22 covers subnets 10.1.4.0/24, 10.1.5.0/24, 10.1.6.0/24 and 10.1.7.0/24, while 10.1.2.0/23 covers subnets
10.1.2.0/24 and 10.1.3.0/24.

Suppose one of the aggregate addresses advertised by the ABRs of area 0.0.0.3 is 10.1.4.0/22. Suppose further
that each ABR assigns a weight to the aggregate that equals the distance of the furthest component subnet in the
aggregate from the router (as suggested, for example, by Moy[Moy98]). Thus, routerb3 advertises 10.1.4.0/22 with
a weight of 1100 (distance of subnet 10.1.6.0/24 fromb3), while routerb4 advertises 10.1.4.0/22 with a weight of
1250 (distance of subnet 10.1.4.0/24 fromb4). Thus, external routerb1 belonging to area 0.0.0.1 forwards all packets
to subnets in 10.1.4.0/22 through border routerb3, since the shortest path to the aggregate throughb3 has a length of100 + 1100 = 1200, while the shortest path throughb4 has length200 + 1250 = 1450. Note, however, that the path
from b1 to subnets 10.1.6.0/24 and 10.1.7.0/24 passing through router b3 has length 1200 and is suboptimal since
the shortest path fromb1 to both subnets is through border routerb4 and its length is only 400. Thus, even in this
simple scenario, address aggregation results in an error of1200�400 = 800 in the optimal route (i.e., shortest path)
computation betweenb1 and each of the subnets 10.1.6.0/24 and 10.1.7.0/24.

Further, note that considering different weight assignments for the aggregates does not alleviate the problem.
The root of the problem is that a single border router is selected byb1 for reaching all subnets in 10.1.4.0/22. Ifb4 is
chosen instead ofb3, then the paths fromb1 to subnets 10.1.4.0/24 and 10.1.5.0/24 throughb4 become much longer
(their length is200+1250 = 1450) compared to the shortest paths to the subnets that pass throughb3 (whose length
is 100 + 50 = 150).

The primary reason for suboptimal paths being selected whensubnets are aggregated is that a single weight is
used by each ABR for all the subnets covered by the aggregate;obviously, a single weight may be incapable of
accurately capturing the distance of the border router to every covered subnet. This problem is exacerbated when the
aggregated subnets are spread across the area with some subnets being in close proximity to distinct border routers
in the area. This was precisely the case in Example 1.1, whereaggregate 10.1.4.0/22 spans two subnets: 10.1.5.0/24
(close tob3) and 10.1.6.0/24 (close tob4), the distance between which is greater than 1000. The end result is that
the single weight advertised for aggregate 10.1.4.0/22 is not representative of the true distance between any border
router (eitherb3 or b4) and the two subnets in 10.1.4.0/22.
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One possible way to reduce the error in suboptimal OSPF routing paths in the presence of aggregation is to avoid
aggregating distant subnets that are close to multiple border routers. Thus, in Example 1.1, instead of advertising the
single aggregate 10.1.4.0/22, one can choose to advertise two aggregates 10.1.4.0/23 (with weights 50 and 1250 atb3
andb4, respectively) and 10.1.6.0/23 (with weights 1100 and 200 at b3 andb4, respectively). This clearly reduces the
error in the selected paths to zero, since the assigned weights capture the ABRs’ distances to the aggregated subnets
exactly. Thus, there is an important tradeoff between the number of aggregates advertised (and, consequently, the
size of the routing tables) and the error in the selected shortest paths. This tradeoff is further complicated by the
fact that the aggregates advertised by OSPF border routers do not have to be disjoint – it is entirely possible for one
advertised aggregate to becompletely containedin another. In such a scenario, thelongest match propertyof IP
routing causes the more specific aggregate to take precedence for route computation to subnets within the aggregate.
Also, configuring theweight assignmentsused by ABRs for address aggregates is another important mechanism
for controlling the quality of the OSPF routing paths in the presence of aggregation. In the following example,
we illustrate how, by carefully selecting the address aggregates as well as the associated weights, all the subnets
in area 0.0.0.3 (Figure 1) can be advertised using only two (overlapping) aggregates while incurring zero error in
shortest-path computations.

Example 1.2 Consider the AS depicted in Figure 1. One way to ensure that the error in the selected paths to area
0.0.0.3’s subnets is zero is to have the ABRs advertise the following three aggregates: 10.1.4.0/23, 10.1.2.0/23 and
10.1.6.0/23. The reason for this is that it is possible to choose weights for each aggregate at each ABR such that the
weight equals the exact distance between the border router and every subnet covered by the aggregate. For instance,
for aggregate 10.1.2.0/23, weights of 1050 and 250 at ABRsb3 andb4, respectively, reflect the exact distances of the
border routers to subnets in it.

Achieving zero error with only two aggregates is more challenging. Note that all the subnets in area 0.0.0.3
can be covered by the single aggregate 10.1.0.0/21; however, this aggregate by itself, cannot result in zero error.
Another possibility is to consider the two disjoint aggregates 10.1.4.0/22 and 10.1.2.0/23 which cover all the subnets.
However, as we saw earlier, since subnets 10.1.4.0/23 and 10.1.6.0/23 covered by 10.1.4.0/22 are closer to different
routers (and distant from each other), this cannot result inzero error either. Thus, the key to optimizing the error is
to bundle 10.1.4.0/23 into one aggregate, and 10.1.2.0/23 and 10.1.6.0/23 into the other. It turns out that this can be
achieved by advertising the following two aggregates: 10.1.0.0/21 and 10.1.4.0/23. The longest match characteristic
of IP routing causes the latter aggregate to be used for routing to subnets in 10.1.4.0/23 and the former to be used to
route to subnets in 10.1.2.0/23 and 10.1.6.0/23.

One question still remains: what weights should assigned toeach aggregate? While this is straightforward for
the aggregate 10.1.4.0/23 (since the two subnets 10.1.4.0/24 and 10.1.5.0/24 covered by it are at the same distance
from any given border router), it is somewhat less obvious for the aggregate 10.1.0.0/21. Simply setting the weight
equal to the distance of the ABR to the most distant covered subnet (see, e.g., [Moy98]) may not result in the
least error. To see this, supposeb3 andb4 advertise 10.1.0.0/21 with weights 1100 and 1250, respectively (i.e., the
maximum distance to a subnet contained in the aggregate). This causesb1 to selectb3 for subnets in 10.1.0.0/21,
and the resulting cumulative error in the selected paths from b1 to all subnets in area 0.0.0.3 is2 � (150 � 150) +2 � (1150 � 450) + 2 � (1200 � 400) = 3000. On the other hand, a lower cumulative error can be achieved ifb3 and b4 advertise 10.1.0.0/21 with weights 730 and 570, respectively (i.e., the average distance to the subnets
contained in the aggregate). In this case,b1 selects border routerb4 to access subnets in 10.1.0.0/21, resulting in a
lower cumulative error of2 � (1450� 150) + 2 � (450� 450) + 2 � (400� 400) = 2600 (assuming again that only
10.1.0.0/21 is advertised for area 0.0.0.3).

Further, configuring border routersb3 andb4 to advertise aggregates 10.1.0.0/21 and 10.1.4.0/23,b3 with weights
730 and 50, andb4 with weights 570 and 1250, causes the cumulative error forb1 to reduce to zero. This is becauseb1 selects ABRb3 for subnets in 10.1.4.0/23 and ABRb4 for the remaining subnets (that is, subnets in 10.1.0.0/21
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but not contained in 10.1.4.0/23). Thus, the selected pathsafter aggregation are indeed the shortest paths fromb1 to
the subnets in area 0.0.0.3.

Our Contributions. In this paper, we address the important practical problem ofconfiguring OSPF aggregates to
minimize the error in OSPF shortest path computations due toaddress aggregation. From our discussion above, we
can see that OSPF aggregate configuration involves two key subproblems: (1) selecting the aggregates to advertise
at each ABR, and (2) assigning weights to each advertised aggregate at each ABR. We address each of these two
problems separately. We first develop anoptimal dynamic programming algorithm that, given an upper boundk
on the number of aggregates to be advertised by the ABRs and a weight-assignment function for the aggregates,
computes thek aggregates that result in the minimum cumulative/maximum error in the OSPF shortest path com-
putations for all source-destination subnet pairs. This problem is obviously relevant when there is a limit on the
number of aggregates that can be advertised within an AS in order to bound the routing table sizes, number of en-
tries in the link-state database, or the amount of network traffic due to OSPF advertisements. The objective then is to
choose thek aggregates to advertise such that the selected paths are as close to the shortest paths as possible (where
“closeness” is measured in terms of either the total or the maximum over all source-destination subnet pairs in the
AS). Furthermore, our proposed algorithm can be easily extended to optimally solve the dual OSPF configuration
problem, where the goal is to compute the minimum number of aggregates so that the (cumulative or maximum)
error in selected paths is less than a certain user-specifiedthreshold.

We then address our second subproblem of selecting weights for OSPF aggregates at each ABR such that the
deviation of selected paths from the shortest paths is minimized. More specifically, we attack the following problem:
Given an address aggregatex, determine an assignment of weights tox at each ABR in its area such that the
(cumulative or maximum) error in the selected paths betweensource-destination subnet pairs is minimized. We
demonstrate that, while for certain restricted (but interesting) cases the above problem can be solved in polynomial
time, the general problem itself isNP-hard. Consequently, we have to rely on search heuristics tosolve the weight-
assignment problem. We also propose a randomized search strategy for the general case of weighted cumulative
error, and an optimal pseudo-polynomial time algorithm forthe maximum error case.

Combining our algorithmic results for the two subproblems provides us with an effective, integrated solution for
configuring (in many cases, optimally) OSPF aggregates in anAS domain. The idea is to first apply our weight-
assignment algorithms to determine “good” weights for all candidate aggregates at each ABR, and then employ
our dynamic programming algorithm to select the optimal subset of aggregates to advertise (given these weight
assignments). To the best of our knowledge, our work is the first to address the algorithmic issues underlying the
configuration of OSPF aggregates and to propose efficient configuration algorithms that areprovably optimalfor
many practical scenarios.

2 System Model and Problem Formulation

System Model and Notation. We model the network as an undirected graph. Nodes in the graph correspond to
either routers or subnets. Edges in the graph connect routers with other routers or subnets. A link exists between two
routers if the two routers can directly exchange IP packets without going through an intermediate router (that is, the
two routers are either connected to the same subnet or are connected by a point-to-point link). A link exists between
a subnet and a router if the subnet is connected to the router.Each link has an associated weight, which is the OSPF
weight assigned to the link (that is, the interface to which the link is connected to). For simplicity, we assume that
the link is assigned the same weight at both ends – our algorithms, however, are applicable even if link weights are
not symmetric. Table 1 describes the notation employed in the paper.

The set of subnetsS in the network are partitioned into disjoint areas. The set of areas is denoted byR and the
set of subnets in areaRi 2 R is denoted bySi. A router is said to be attached to areaRi if it is directly connected
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Symbol Descriptions; t Source, destination subnetsR Set of OSPF areasRi Generic term for OSPF areaS Set of all subnets in autonomous system domainSi Set of subnets in areaRiB Set of all ABRsBi Set of ABRs for areaRib; c Generic letters for an ABRA Set of aggregates eligible for advertisingAi Set of aggregates eligible for advertising in areaRix; y Generic advertised address aggregatesX;Y Generic sets of advertised address aggregatesD(s; t) Degree of importance of the source-destination subnet pair(s; t)WX Weight assignment function for aggregates inXlsp(s; t) Length of shortest path between subnetss andtlsp(s; t;X;WX) Length of shortest path between subnetss andt when aggregates inX are advertised with weights inWX
Table 1: Notation used in the paper.

to a subnet inSi. A router that is attached to two or more areas is called anarea border router(ABR). We denote byBi the set of ABRs attached to areaRi. In addition to areaRi (and possibly other areas), every ABR inBi is also
attached to a specialbackbonearea. The backbone area serves to connect the subnets in the various other areas. We
denote bylsp(s; t) the length of the shortest path betweens andt, wheres andt can be subnets or routers within the
AS. Note that, ifs andt belong to the same areaRi, then the shortest path betweens andt is defined to be over links
in areaRi. If, instead,s andt belong to distinct areas (say,Ri andRj respectively), then the shortest path betweens andt involves two ABRsb 2 Bi andc 2 Bj, and consists of three path segments: the first is the shortest path
betweens andb involving links inRi, the second is the shortest path betweenb andc over links in the backbone
area and the final segment is the shortest path betweenc andt all of whose links belong to areaRj. Note thatlsp
can be defined in a similar fashion if either of the subnetss andt above are replaced by routers.

In OSPF, information relating to links and subnets in an areaare flooded throughout the area. Consequently,
routers attached to areaRi have detailed knowledge ofRi’s topology. As a result, IP packets originating in any subnets belonging to areaRi destined to a subnett in the same area are forwarded along the shortest path between s andt. However, in order to ensure smaller routing table sizes andreduce network traffic overhead, detailed information
about individual subnets within an area are typically not beadvertised beyond the area’s borders. Instead, areaRi’s
ABRs will typically be configured to advertise a set of aggregatesX that cover subnets inSi and a separate weight
for each aggregate inX. We denote byWX(x; b), the weight assigned to an aggregatex 2 X by ABR b 2 Bi. Each
ABR in Bi floods in the entire backbone area, every aggregatex 2 X along with the weight assigned tox by it –
this causes ABRs belonging to every other area to receivex. An ABR c 2 Bj , in turn, floodsx into areaRj with an
adjusted weight equal tominb2Biflsp(b; c) +WX(x; b)g. Thus, a subnets in Sj, in order to reach aggregatex that
covers subnets inSi selects a path passing through ABRb 2 Bi for which lsp(s; b) +WX(x; b) is minimum.

Due to the longest match property of IP routing, the most specific aggregate covering a subnet determines the
path to the subnet. We say that an aggregatex is more specific than an aggregatey if x is contained iny, which we
denote byx 2 y. Thus, for a subnett in Si, if x is the most specific aggregate inX that coverst, then a subnets
in Sj in order to reacht, selects the path comprising of the shortest path froms to b and then fromb to t, whereb 2 Bi is the ABR for whichlsp(s; b)+WX(x; b) is minimum. We denote the length of this selected path froms tot for the set of advertised aggregatesX and weight assignmentWX by lsp(s; t;X;WX). Thus,lsp(s; t;X;WX) =lsp(s; b) + lsp(b; t), and the error in the selected path is simplylsp(s; t;X;WX)� lsp(s; t). Whens andt belong
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to the same area, we definelsp(s; t;X;WX) to be equal tolsp(s; t). Note thatlsp(s; t;X;WX) =1 if X does not
contain an aggregate that coverst (the implication here is thatt is unreachable froms).
Problem Statement. We address the problem of computing the set of aggregatesX advertised across all the areas
in an AS and the weight assignment functionWX such that the error in the selected paths is minimized. Clearly, we
need to impose certain restrictions onX andWX in order to ensure the reachability of remote subnets in a different
area. First, we require thatX becomplete, that is, every subnet inS be covered by some aggregate inX. The next
two restrictions serve to ensure that an ABR cannot advertise an aggregate covering a subnet inSi unless it belongs
to Bi. We say that an aggregatex is eligible if all the subnets inS covered by it belong to a single area. Thus,
in the network of Figure 1, aggregate 10.1.0.0/21 is eligible since it only covers subnets in Area 0.0.0.3; however,
aggregate 10.1.0.0/20 is not since it covers subnets 10.1.8.0/24 and 10.1.4.0/24 that belong to different areas. LetA denote the set of all eligible aggregates such that every aggregate inA covers at least one subnet inS. Note thatS � A. Further, letAi � A denote the set of eligible aggregates that cover subnets inSi. We require that the set of
advertised aggregatesX � A. We also require that only ABRs inBi advertise aggregates inAi. One way to model
this is by requiring thatWX(x; b) =1 if x 2 Ai andb 62 Bi.

We are now in a position to state the two basic problems tackled in the remainder of this paper.

1. Aggregate Selection Problem:Given ak and a weight assignment functionWA, compute a complete setX � A containing at mostk aggregates such that
Ps;t2S(lsp(s; t;X;WA)� lsp(s; t)) is minimum.

2. Weight Selection Problem:For an aggregatex 2 Ai, compute a weight assignment functionWfxg such thatPs;t2S;t2x(lsp(s; t; fxg;Wfxg)� lsp(s; t)) is minimum.

Note that, in both problem statements above every source-destination subnet pair is assigned the same degree
of importance. In other words, in the final error, the error inthe selected path between every subnet pair is treated
equally, that is, given an equal degree of importance. However, this is somewhat restrictive since minimizing the
error in the selected paths for certain source-destinationsubnets may be more important. This may happen, for
instance, for subnet pairs between which there is a disproportionately high volume of traffic, or subnet pairs carrying
high-priority or delay-sensitive traffic like voice. Thus,we can consider adegree of importancefunctionD which for
a pair of subnetss; t returns a real valueD(s; t) that reflects the importance of minimizing the error in the selected
path between subnetss andt. Note thatD(s; t) can be any arbitrary function of the volume/priority of traffic flowing
between subnetss andt. Subnet pairs for whom the error in the selected path does notmatter (either due to very low
traffic volume or due to low priority data traffic) can be assigned low values forD(s; t) or even zero. The generalized
aggregate and weight selection problems incorporating thedegrees of importance are then as follows.

1. Generalized Aggregate Selection Problem:Given ak and a weight assignment functionWA, compute a
complete setX � A containing at mostk aggregates such that

Ps;t2S D(s; t)� (lsp(s; t;X;WA)� lsp(s; t))
is minimum.

2. Generalized Weight Selection Problem:For an aggregatex 2 Ai, compute a weight assignment functionWfxg such that
Ps;t2S;t2xD(s; t) � (lsp(s; t; fxg;Wfxg)� lsp(s; t)) is minimum.

In the all problems outlined above, our goal is to minimize the (weighted) cumulative error across all source-
destination subnet pairs. An alternative statement of the OSPF configuration problem (also considered in this paper)
aims to minimize themaximumerror across all the source-destination subnets. The corresponding aggregate and
weight selection problems can be formulated in a similar fashion, except that instead of minimizing

Ps;t2S(), the
objective is to minimizemaxs;t2S().
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Figure 2: Aggregate tree for eligible aggregates covering subnets in area 0.0.0.3.

3 Generalized Aggregate Selection Problem

In this section, we present a dynamic programming algorithmfor the generalized aggregate selection problem. Our
algorithm exploits the fact that the containment structureof aggregates inA is a set of trees (termedaggregate trees).
We define the notion of error for each aggregate tree when certain aggregates in it are selected, and demonstrate that
the cumulative error in the shortest-path computation whena subsetX of aggregates is advertised is equal to the
sum of the corresponding aggregate-tree errors whenX is selected. We present our dynamic programming algorithm
for selectingk aggregates in a single aggregate tree that minimize the tree’s error in Section 3.2. Section 3.3 then
presents the algorithm for combining the results for the collection of aggregate trees to derive the finalk aggregates
that yield the minimum overall error. Finally, in Section 3.5, we show how our algorithms can be extended for
minimizing the maximum error in the OSPF routing paths.

3.1 Aggregate Trees

The containment relationship among the eligible aggregates in A naturally form a set of trees. For aggregatesx; y 2 A, an edge fromx to y exists ifx coversy and every other aggregatez 2 A that coversy also coversx.
Figure 2 illustrates the aggregate tree for the eligible aggregates that cover subnets in Area 0.0.0.3 (from Figure 1).
Observe that sinceA contains aggregates 10.1.4.0/22, 10.1.6.0/23 and 10.1.7.0/24, there is an edge from 10.1.6.0/23
to 10.1.7.0/24; however, there is no edge from 10.1.4.0/22 to 10.1.7.0/24 in the tree. Also, the internal nodes in the
aggregate tree have either one or two children, but no more than two children. For instance, in Figure 2, 10.1.0.0/22
has only one child since 10.1.0.0/23 does belong toA (subnet 10.1.1.0/24 does not exist in the network). Note that
each leaf of an aggregate tree is a subnet inS. Further, the rootr(T ) of treeT is basically an aggregate that is not
covered by any other eligible aggregate.

We next define the error of a treeT when a set of aggregates in it have been selected. Supposex is an aggregate
in the treeT , y is the most specific selected aggregate coveringx in the tree, andX is the set of selected aggregates.
Then the error of the subtree rooted atx is recursively defined as follows:E(x; y;X;WA) = 8>>><>>>: P(x;u)2T E(u; y;X;WA) if x has children, andx 62 XP(x;u)2T E(u; x;X;WA) if x has children, andx 2 XPs2S D(s; x) � (lsp(s; x; fyg;WA)� lsp(s; x)) if x is a leaf andx 62 XPs2S D(s; x) � (lsp(s; x; fxg;WA)� lsp(s; x)) if x is a leaf andx 2 X
The error for an entire treeT with the set of selected aggregatesX is then simplyE(r(T ); �;X;WA) (� denotes
the empty aggregate that does not cover any other aggregate). Note that each recursive invocation ofE on x’s
children propagatesx as the most specific selected aggregate ifx 2 X. Consequently, wheneverE is invoked
for the subtree rooted at an aggregatex, y is always the most specific selected aggregate coveringx. As a result,
the error of a tree is simply the sum of the errors of all the leaf subnets in it, where the error of a subnett is
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Ps2S D(s; t) � (lsp(s; t; fyg;WA) � lsp(s; t)), wherey is the most specific aggregate inX that coverst. Thus,
since every subnet inS is contained in one of the trees, the sum of errors of all the trees is essentially the cumulative
error in the selected paths, which is the metric we are interested in minimizing.

Thus, we have reduced the aggregate selection problem to theproblem of computing a setX containing at mostk aggregates such that the sum of the errors of all the trees is minimum. We break this into two subproblems which
we address in the following two subsections. First, we present our dynamic programming algorithm to compute the
optimal subset of aggregates for a single aggregate tree. Then, we show how to select a combination of aggregates
from different trees (i.e., OSPF areas) that minimize the overall error for the entire collection of aggregate trees.

3.2 Computing Optimal Aggregates for a Single Tree

We begin by presenting below, a set of recursive equations for computing a tight lower bound on the error of a tree
assuming that at mostk arbitrary aggregates in the tree can be selected. The equations form the basis of our dynamic
programming algorithm and can be used to compute thek best aggregates to select in order to minimize the error of
the tree. Suppose thatx is an aggregate in the treeT andy is the most specific aggregate in the tree coveringx that
has already been selected. Then, the minimum error of the subtree rooted atx if we are allowed to choose at mostk
aggregates in the subtree, is as follows.

minE(x; y; k;WA) = 8>>>>>>>>>><>>>>>>>>>>:
E(x; y; ;;WA) if k = 0minfminE(u; y; k;WA);minE(u; x; k � 1;WA)g

if k > 0 andx has a single childuminfmin0�i�kfminE(u; y; i;WA) +minE(v; y; k � i;WA)g;min0�i�k�1fminE(u; x; i;WA) +minE(v; x; k � 1� i;WA)gg
if k > 0 andx has childrenu; vminfE(x; y; ;;WA); E(x; y; fxg;WA)g if k > 0 andx is a leaf

The intuition underlying the above set of equations is that if k = 0, then since no aggregates in the subtree can be
selected, the minimum error is simply the error of the subtree when no aggregates in it are chosen. In casek > 0 andx has children, and ifX is the set of aggregates in the subtree rooted atx that if selected result in the minimum error,
then the following hold forX: (1) eitherx 2 X or x 62 X, and (2) of the remaining aggregates inX, i are in the
subtree rooted at its left child and the remainingk� i or k� i� 1 aggregates (depending on whetherx 2 X) are in
the subtree rooted at its right child. Thus, since the error of the subtree withx as root is simply the sum of the errors
of its left and right subtrees, we can compute the minimum error for (the subtree rooted at)x by first computing the
minimum error of its left and right subtrees for0 � i � k selected aggregates and for the cases whenx is either
selected or not selected, and then choosing the combinationwith the smallest error. Finally, ifk > 0 andx is a leaf,
then there are only two possible alternatives for selectingaggregates inx’s subtree: either to selectx or not to selectx. The minimum error for these two cases then yields the desired minimum error. In the following, we formally
prove thatminE is indeed the minimum error of the subtree rooted atx if at mostk aggregates can be selected in it.

Theorem 3.1 minE(x; y; k;WA) is equal to the minimum ofE(x; y;X;WA), whereX is any arbitrary set con-
taining at mostk aggregates in the subtree rooted atx.

Proof: The proof is by induction on the number of aggregates in the subtree rooted atx.
Basis:Suppose that there is only one aggregate in the subtree rooted atx, that is,x is a leaf. In casek = 0, then the
minimum error of the subtree is simplyE(x; y; ;;WA) since none of the aggregates in the subtree can be selected.
On the other hand, ifk > 0, then the two possibilities are that eitherx 2 X or x 62 X and the minimum error is the
minimum of the error for these two cases.
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Induction Step:Suppose thatX is the set containing at mostk aggregates in the subtree rooted atx that mini-
mizes the error of the subtree. We show thatminE(x; y; k;WA) is equal toE(x; y;X;WA) for one case (other
cases can be handled in a similar fashion). The case we consider is whenx 2 X and has two childrenu andv with U andV denoting the aggregates selected in the subtrees rooted atu and v, respectively. Note that ifjU j = i, thenjV j � k � i� 1. From the definition of error,E(x; y;X;WA) = E(u; x; U;WA) + E(v; x; V;WA).
Thus, sinceX minimizes the error of the subtree rooted atx, U and V must be the sets containing at mosti and k � i � 1 aggregates, respectively, and that minimizes the error of subtrees rooted atU andV , respec-
tively. Due to the induction hypothesis,minE(u; x; i;WA) = E(u; x; U;WA) andminE(v; x; k � i � 1;WA) =E(v; x; V;WA). Thus, sinceminE(x; y; k;WA) � minE(u; x; i;WA) +minE(v; x; k� i� 1;WA), we can con-
clude thatminE(x; y; k;WA) � E(x; y;X;WA). Note thatminE(x; y; k;WA) cannot be less thanE(x; y;X;WA)
since this would lead to a contradiction sinceX would not minimize the error of the subtree rooted atx.

From Theorem 3.1, it follows thatminE(r(T ); �; k;WA) returns the minimum possible error for a treeT when
at mostk aggregates in the tree can be selected. Procedure COMPUTEM INERROR in Figure 3 uses dynamic pro-
gramming to compute thek aggregates that result in the minimum possible error for thesubtree rooted atx andy
is the most specific aggregate coveringx that has already been selected. The procedure is invoked with arguments
that include the root aggregate of the treer(T ), � andk. The key ideas are similar to those described earlier for the
computation ofminE, the minimum error for the tree. For instance, if an aggregate x has children, then procedure
COMPUTEM INERROR(x, y, l) recursively invokes itself for each of its children for thecases whenx is selected and
whenx is not selected. Furthermore, in the case thatx has two children, the procedure is invoked for each child for
all the possibilities for the number of aggregates in each child subtree.

The only difference is that in addition to the minimum error,the procedure also computes the aggregates that are
responsible for minimizing the tree error. Thus, every invocation of procedure COMPUTEM INERROR, in addition to
returning the minimum error for the subtree rooted atx, also returns the set of aggregates in the subtree that causethe
error to be minimum. This set is derived by taking the union ofthe optimal aggregates for the subtrees rooted at its
children, and addingfxg to it if selectingx is required for minimizing the error (Steps 11, 20, and 35). Note also that
in order to improve computational efficiency, the optimal aggregates and the minimum error for the subtree rooted
atx with y as the most specific aggregate and at mostl selected aggregates are stored in subTree[x, y, l].aggregates
and subTree[x, y, l].error, respectively. The first invocation of COMPUTEM INERROR(x, y, l) causes the body of the
procedure to be executed, but subsequent invocations simply return the previously computed and stored values.

3.3 Combining the Aggregates for Set of Trees

Suppose there arem aggregate treesT1; T2; : : : ; Tm. Further, letTi[j].[error, aggregates] denote the minimum error
and the set of at mostj aggregates inTi responsible for minimizingTi’s error. Then,Xi[j].[error, aggregates],
the minimum error for the set of treesT1; : : : ; Ti and thej aggregates that minimize their cumulative error can be
computed using the result of the following theorem.

Theorem 3.2 For the set of treesT1; : : : ; Tm,Xi[j]:error= ( Ti[j]:error if i = 1min0�l�jfXi�1[l]:error+ Ti[j � l]:errorg otherwise

Proof: The proof is by induction oni.
Basis:Wheni = 1, the statement of the theorem clearly holds sinceX1[j]:error= T1[j]:error.
Induction Step:Suppose for the treesT1; : : : ; Ti, the cumulative error is minimum forj aggregates whenl aggregates
are selected fromT1; : : : ; Ti�1 and the remainingj � l aggregates are selected fromTi. Note thatXi[j].error�Xi�1[l]:error+ Ti[j � l]:error. Thus, since due to the induction hypothesis,Xi�1[l].error is equal to the minimum
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procedure COMPUTEM INERROR(Aggregatex, Aggregatey, integerl)
1. if subTree[x, y, l].computed= true
2. return [subTree[x, y, l].error, subTree[x, y, l].aggregates]
3. minError := minError1 := minError2 :=1
4. if x is a leaff
5. minError1 :=

Ps2S D(s; x) � (lsp(s; x; fyg;WA)� lsp(s; x))
6. if l > 0
7. minError2 :=

Ps2S D(s; x) � (lsp(s; x; fxg;WA)� lsp(s; x))
8. if minError1� minError2
9. [subTree[x, y, l].error, subTree[x, y, l].aggregates] := [minError1,;]
10. else
11. [subTree[x, y, l].error, subTree[x, y, l].aggregates] := [minError2,fxg]
12. g
13. if x has a single childu f
14. [minError1, aggregates1] := COMPUTEM INERROR(u, y, l)
15. if l > 0
16. [minError2, aggregates2] := COMPUTEM INERROR(u, x, l � 1)
17. if minError1� minError2
18. [subTree[x, y, l].error, subTree[x, y, l].aggregates] := [minError1, aggregates1]
19. else
20. [subTree[x, y, l].error, subTree[x, y, l].aggregates] := [minError2, aggregates2[ fxg]
21. g
22. if x has childrenu andv f
23. for i := 0 to l f
24. [minError1, aggregates1] := COMPUTEM INERROR(u, y, i)
25. [minError2, aggregates2] := COMPUTEM INERROR(v, y, l � i)
26. if minError1 + minError2< minError
27. minError := minError1 + minError2
28. aggregates := aggregates1[ aggregates2
29. g
30. for i := 0 to l � 1 f
31. [minError1, aggregates1] := COMPUTEM INERROR(u, x, i)
32. [minError2, aggregates2] := COMPUTEM INERROR(v, x, l � i� 1)
33. if minError1 + minError2< minError
34. minError := minError1 + minError2
35. aggregates := aggregates1[ aggregates2[fxg
36. g
37. [subTree[x, y, l].error, subTree[x, y, l].aggregates] := [minError, aggregates]
38. g
39. subTree[x, y, l].computed :=true
40. return [subTree[x, y, l].error, subTree[x, y, l].aggregates]

Figure 3: Dynamic programming algorithm for computing the aggregates that minimize tree error.
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procedure COMBINEM INERROR()
1. for i = 1 tom
2. for j = 0 to k f
3. Ti[j].[error, aggregates]:= COMPUTEM INERROR(r(Ti), �, j)
4. Xi[j].[error, aggregates]:= [1, ;]
5. g
6. for j = 0 to k
7. X1[j].[error, aggregates]:= T1[j].[error, aggregates]
8. for i = 2 tom
9. for j = 0 to k
10. for l = 0 to j
11. if (Xi�1[l].error +Ti[j � l].error<Xi[j].error)f
12. Xi[j].error =Xi�1[l].error +Ti[j � l].error
13. Xi[j].aggregates =Xi�1[l].aggregates[ Ti[j � l].aggregates
14. g

Figure 4: Combining aggregates for a set of aggregate trees.

error for the firsti � 1 trees whenl aggregates are selected from them, it follows thatXi[j].error is less than or
equal to the minimum error for the firsti trees whenj aggregates are selected. In fact, sinceXi[j].error is set to the
minimum ofXi�1[l]:error+ Ti[j � l]:error for 0 � l � j, due to the induction hypothesis, it must be equal to the
minimum error for the firsti trees whenj aggregates are selected.

Procedure COMBINEM INERROR in Figure 4 computes inXm[k].[error, aggregates] the minimum cumulative
error and thek aggregates that minimize the error for the treesT1; : : : ; Tm. After computing the error and aggregates
for each individual tree in Steps 1–5, in each iteration of Steps 8–14, theXi[j]s are computed for increasing values ofi based on the individual tree errors and theXi�1[j]s computed in the previous iteration (as stated in Theorem 3.2).
For eachXi[j], the aggregates are computed by taking the union of the aggregates for theXi�l[l] andTi[j � l] that
result in the minimum error forXi[j].
3.4 Time and Space Complexity

Suppose thatd is the maximum depth of an aggregate tree, the number of aggregates inA is N and the number of
subnets inS isn. Note that for 32-bit IP addresses,d � 32. Then the time complexity of the procedure COMPUTEM-
INERRORcan be shown to beO(n3+Ndk2). The reason for this is thatlsp(s; t), the shortest path between subnetss andt needs to be computed for all subnet pairs. The time complexity of this step isO(n3). Also, for each subnetx
and every aggregatey covering it, one can precompute and store

Ps2S D(s; x) � (lsp(s; x; fyg;WA) � lsp(s; x)),
thus enabling this information to be accessed in constant time. Further, the body of COMPUTEM INERROR is exe-
cuted at most once for each combination ofx, y andl. For a specificx, there are at mostdk different possibilities
for y andl for which the body of the procedure is executed. This is becausey has to be an ancestor ofx in the tree
and l � k. Each execution of the body of COMPUTEM INERROR makes at most2l + 1 recursive calls, and thus,
since there areN possible aggregates, the total number of times COMPUTEM INERROR is invoked isO(Ndk2). As
a result, the time complexity of procedure COMPUTEM INERROR isO(n3 +Ndk2). Further, the space complexity
of the procedure isO(n2 +Ndk), O(n2) to store the shortest path and error information for subnets, andO(Ndk)
to store the error and aggregate values for each of theNdk possible combinations of values forx, y andl.

It is fairly straightforward to observe that the threefor loops spanning Steps 8–14 of procedure COMBINEM-
INERROR executeO(mk2) steps. Thus, the overall time complexity of the procedure isis O(n3 + Ndk2 +mk2),
where the first two terms are the time complexity of computingthe aggregates that minimize the error for them trees.
Note that even though COMBINEM INERRORmakes independent successive invocations to COMPUTEM INERROR(r(Ti),
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�, j) for j = 0; : : : ; k, the results computed in subTree during an invocation are shared between the invocations. The
space complexity of procedure COMBINEM INERROR is simplyO(mk) to store theXi andTi arrays.

3.5 Minimizing Maximum Error

Note that instead of minimizing the cumulative error over source destination subnet pairs, our algorithms can be
adapted to minimize the maximum error over source destination pairs. In order to do this, we simply need to
redefine the error of a tree to be the maximum error of the leaf subnets in it (instead of the sum of errors). Thus,
the recursive definition of the error of the subtree rooted atx given thaty is the most specific selected aggregate
coveringx in the tree andX is the set of selected aggregates, is as follows:E(x; y;X;WA) = 8>>><>>>: max(x;u)2T E(u; y;X;WA) if x has children, andx 62 Xmax(x;u)2T E(u; x;X;WA) if x has children, andx 2 Xmaxs2S D(s; x) � (lsp(s; x; fyg;WA)� lsp(s; x)) if x is a leaf andx 62 Xmaxs2S D(s; x) � (lsp(s; x; fxg;WA)� lsp(s; x)) if x is a leaf andx 2 X
Further, the minimum error of the subtree rooted atx if at mostk aggregates in the subtree can be chosen (given thaty is the most specific aggregate in the tree coveringx and that has already been selected), is as follows:

minE(x; y; k;WA) = 8>>>>>>>>>><>>>>>>>>>>:
E(x; y; ;;WA) if k = 0minfminE(u; y; k;WA);minE(u; x; k � 1;WA)g

if k > 0 andx has a single childuminfmin0�i�kfmaxfminE(u; y; i;WA);minE(v; y; k � i;WA)gg;min0�i�k�1fmaxfminE(u; x; i;WA);minE(v; x; k � 1� i;WA)ggg
if k > 0 andx has childrenu; vminfE(x; y; ;;WA); E(x; y; fxg;WA)g if k > 0 andx is a leaf

Note that unlike the cumulative error case, where we were interested in the distributing the aggregates amongst
the subtrees ofx rooted at childrenu and v so that the sum of the errors of the subtrees was minimized, for
the maximum error case, we are interested in minimizing the maximum of the errors of the two subtrees (since
the error of the subtree rooted atx is the maximum of the errors of its two child subtrees). Thus,the following
modifications need to be made to procedure COMPUTEM INERROR to compute thek aggregates that minimize the
(maximum) error for the tree: (1) replace

Ps2S D(s; x) � (lsp(s; x; fyg;WA) � lsp(s; x)) in Steps 5 and 7 bymaxs2S D(s; x) � (lsp(s; x; fyg;WA) � lsp(s; x)), and (2) replace minError1+ minError2 in Steps 26, 27, 33,
and 34 withmaxfminError1, minError2g. Similarly, the following simple modification to procedureCOMBINEM-
INERRORenables it to compute the minimum error of a set of trees for the maximum error case: replaceXi�1[l].error
+ Ti[j � l].error in Steps 11 and 12 bymaxfXi�1[l].error,Ti[j � l].errorg.
4 Weight Selection Problem

In the previous section, for a given weight assignment function WA, we proposed algorithms for computing the
optimal set of aggregatesX for which the error in the selected paths is minimized. However, the final error and set
of optimal aggregatesX are very sensitive to the weight that a border router advertises for each aggregate. Thus,
the weight assignment problem is important for ensuring that selected paths are of high quality, and is the subject of
this section.

Recall that the weight assignment problem is to compute a weight assignment functionWfxg for a single ag-
gregatex 2 Ai such that the error in the selected paths from all subnets to destination subnets covered byx is
minimized. The weight assignment functionWfxg assigns a weight tox at each ABRb 2 Bi. Note that we are
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Figure 5: Example of an AS where choosing maximum-distance weights does not minimize the maximum error.

interested in computing the optimal weights forx under the assumption that no other aggregates covering subnets inx are concurrently being advertised. Also, since the aggregatex for whom we wish to compute weights is fixed, we
drop the subscriptfxg for W – thus we will useW (b) to denote the weight assigned tox by ABR b 2 Bi.

Intuitively, sinceW (b) is supposed to represent the distance betweenb and subnets covered byx, two possible
logical choices forW (b) are the following:

1. maxt2xflsp(b; t)g.
2. 1jxjPt2x lsp(b; t).

The first choice, recommended in [Moy98], is simply the maximum distance of a subnet in aggregatex from the
border routerb, while the latter is the average distance of subnets inx from b. Note that since both choices are
oblivious of the source subnets (not covered byx) and the error to be minimized, as illustrated in the examples
below, for most cases, neither choice optimizes our objective error function. In the following two examples, we
show that choosingW (b) to bemaxt2xflsp(b; t)g minimizes neither the cumulative error nor the maximum error.

Example 4.1 Consider the network in Figure 1. Suppose we are interested in computing weights for the aggregate
10.1.0.0/21 that covers all the subnets in Area 0.0.0.3. If each border router chose the maximum distance to a subnet
in 10.1.0.0/21 as the weight for it,b3 would assign 10.1.0.0/21 a weight of 1100 (distance ofb3 from 10.1.6.0/24)
and b4 would assign to 10.1.0.0/21 a weight of 1250 (distance between b4 and 10.1.6.0/24). Consequently, both
subnets 10.1.16.0/24 and 10.1.8.0/24 select the path through ABRb3 to access the subnets in 10.1.0.0/21 which has
a cumulative error of2 � 0+2 � 700+2 � 800 = 3000 (for 10.1.16.0/24) and2 � 0+2 � 900+2 � 1000 = 4800 (for
10.1.8.0/24). In contrast, assigning weights 1000 and 500 to 10.1.0.0/21 at ABRsb3 andb4, respectively, causes the
selected paths to be throughb4 which results in much smaller cumulative errors of2 � 1300 + 2 � 0 + 2 � 0 = 2600
(for 10.1.16.0/24) and2 � 1100 + 2 � 0 + 2 � 0 = 2200 (for 10.1.8.0/24).

Example 4.2 Consider the network in Figure 5. Suppose we are interested in computing weights for the aggregate
10.1.0.0/21 that covers all the subnets in Area 0.0.0.3. If each border router chose the maximum distance to a subnet
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in 10.1.0.0/21 as the weight for it,b3 would assign 10.1.0.0/21 a weight of 900 (distance ofb3 from 10.1.6.0/24)
and b4 would assign to 10.1.0.0/21 a weight of 1100 (distance between b4 and 10.1.4.0/24). Consequently, both
subnets 10.1.16.0/24 and 10.1.8.0/24 select the path through ABR b3 to access the subnets in 10.1.0.0/21 which
has a maximum error ofmaxf0; 700g = 700 (for 10.1.16.0/24) andmaxf0; 900g = 900 (for 10.1.8.0/24). In
contrast, assigning weights 1000 and 500 to 10.1.0.0/21 at ABRsb3 andb4, respectively, causes the selected paths
to be throughb4 which results in lower values for maximum error –maxf700; 0g = 700 (for 10.1.16.0/24) andmaxf500; 0g = 500 (for 10.1.8.0/24).

ChoosingW (b) = 1jxjPt2x lsp(b; t) yields somewhat better results because intuitively this ismore represen-
tative of the distance betweenb and subnets inx thanmaxt2xflsp(b; t)g. As a matter of fact, settingW (b) to be
the average distance ofb to subnets inx can be shown to minimize the cumulative error for the weight selection
problem. However, it does not minimize the maximum error as illustrated by the example below.

Example 4.3 Consider the network in Figure 1. Suppose we are interested in computing weights for the aggregate
10.1.0.0/21 that covers all the subnets in Area 0.0.0.3. If each border router chose the average distance to a subnet
in 10.1.0.0/21 as the weight for it,b3 would assign 10.1.0.0/21 a weight of 730 andb4 would assign to 10.1.0.0/21 a
weight of 570. Consequently, both subnets 10.1.16.0/24 and10.1.8.0/24 select the path through ABRb4 to access the
subnets in 10.1.0.0/21 which has a maximum error of1300 for 10.1.16.0/24 and1100 for 10.1.8.0/24. In contrast,
assigning weights 500 and 1000 to 10.1.0.0/21 at ABRsb3 and b4, respectively, causes the selected paths to be
throughb3 which results in lower values for maximum error –700 for 10.1.16.0/24 and1000 for 10.1.8.0/24.

In the following subsections, we first show that selectingW (b) = 1jxjPt2x lsp(b; t) results in the minimum
cumulative error and is a solution to the weight selection problem. However, the generalized weight selection prob-
lem that involves minimizing the product of the cumulative error of selected paths and their degrees of importance
is anNP-hard problem [GJ79]. Consequently, we present search-based heuristics to solve the generalized weight
selection problem and a pseudo-polynomial time algorithm to solve the weight selection problem when the objective
is to minimize the maximum error. Finally, we show that efficient algorithms can be devised for the generalized
weight selection problem whenBi contains only 2 ABRs.

4.1 Problem Formulation

In this subsection, we simplify some of the notation and introduce some new terminology that we need in order to
address the weight selection problem which is: for an aggregatex 2 Ai, compute a weight assignment functionW
such that

Ps2S;t2x(lsp(s; t; fxg;W )� lsp(s; t)) is minimum. For each sources, the selected paths to subnets cov-
ered byx is through the ABRb 2 Bi for which lsp(s; b) +W (b) is minimum (among all the ABRs). We denote the
ABR selected for sources byB(s;W ). Note that fort 2 x, lsp(s; t; fxg;W ) = lsp(s;B(s;W ))+lsp(B(s;W ); t).
Further, supposee(s; b) denotes the error in the selected paths to subnets inx if ABR b is selected for sources. Thus,e(s; b) =Pt2x lsp(s; b)+ lsp(b; t)� lsp(s; t). Then,e(s;B(s;W )) =Pt2x lsp(s; t; fxg;W )� lsp(s; t), and thus
the weight selection problem becomes that of computing a weight assignmentW such that

Ps2S e(s;B(s;W )) is
minimum.

The above problem formulation is for minimizing the cumulative error. If we wish to minimize the maximum
error, thene(s; b) = maxt2xflsp(s; b) + lsp(b; t) � lsp(s; t)g and the weight assignmentW must be such thatmaxs2S e(s;B(s;W )) is minimum.

4.2 Weight Selection Problem (Cumulative Error)

For the cumulative error case, it can be shown that choosingW (b) to be the average distance ofb to subnets inx
minimizes the cumulative error in the selected paths between sources and destination subnets inx.
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Theorem 4.1 The weight assignment functionW which assigns a weightW (b) = 1jxjPt2x lsp(b; t) to ABR b
results in the minimum value for

Ps2S e(s;B(s;W )).
Proof: Suppose the weight assignment functionW assigns a weightW (b) = 1jxjPt2x lsp(b; t) to ABR b. For
each sources, lsp(s;B(s;W )) +W (B(s;W )) is less than or equal tolsp(s; b) +W (b) for all ABRs b. Thus, first
expandingW and then multiplying by constantjxj and subtracting constant

Pt2x lsp(s; t) from both sides, we getPt2x lsp(s;B(s;W )) + lsp(B(s;W ); t)� lsp(s; t) � Pt2x lsp(s; b) + lsp(b; t) � lsp(s; t) for all ABRs b. As a
result, for every sources, e(s;B(s;W )) � e(s; b) for all ABRsb and thus,

Ps2S e(s;B(s;W )) is minimum for the
weight assignmentW .

4.3 Generalized Weight Selection Problem (Cumulative Error)

For the cumulative error case,e(s; b) = Pt2x lsp(s; b) + lsp(b; t) � lsp(s; t) is closely related to the criterion
for selecting an ABRb for s which is thatlsp(s; b) + W (b) is minimum (note that

Pt2x lsp(s; t) is a constant).
However, for the generalized cumulative error case,e(s; b) = Pt2xD(s; t) � (lsp(s; b) + lsp(b; t)� lsp(s; t)) and
thuse(s; b) can be any arbitrary value based on the value ofD(s; t). This fact thate(s; b) can be any arbitrary value
makes the problem of computing a weight assignment functionW that minimizes

Ps2S e(s;B(s;W )) intractable,
as the following theorem demonstrates. The proof of the theorem involves a rather complex reduction from 3-SAT
and, in the interest of space, has been moved to Appendix A.1.

Theorem 4.2 For arbitrary values ofe(s; b) and constantE, determining if there exists a weight assignment functionW for which
Ps2S e(s;B(s;W )) � E isNP-hard.

A simple iterative greedy search heuristic can be used to compute a weight assignmentW that results in a low
value for the cumulative error. The basic idea is to start with a setW of random weight assignments. Then, in
each subsequent iteration, for eachW 2 W, from a number of candidate modifications, the one that minimizes
the cumulative error is greedily chosen and applied toW . For aW 2 W, each candidate modification consists
of adjusting the weightW (b) for a single ABRb 2 Bi. Thus, for each weight assignmentW , we are interested
in computing the ABRb and a weightw such that settingW (b) = w (and leaving the weights for other ABRs
unchanged) results in the smallest value for the cumulativeerror

Ps e(s;B(s;W )). Forn sources andm ABRs,
this can be computed inO(mn(log n+m)) time as follows. First, we compute for each ABRb, the weightw such
that settingW (b) = w minimizes the error. Then, we choose from all the (ABR, weight) pairs(b; w) the one that
results in the minimum error.

In order to compute the optimal weightw for an ABR b, we first compute for every sources, the ABR c inBi � fbg for which lsp(s; c) + W (c) is minimum (this can be achieved inO(mn) steps). For the sources, letv(s) = lsp(s; c) + W (c) � lsp(s; b) and e(s) = e(s; c). Suppose thatv(s1); : : : ; v(sn) are the values for the
sources in sorted (increasing) order (sorting then values takesO(n log n) steps). Also, letv(sn+1) = 1. Then,
choosing a value forW (b), such thatv(sj�1) < W (b) � v(sj) causes the cumulative error to be

Pj�1l=1 e(sl) +Pnl=j e(sl; b) (since ABRb is selected for sourcessj; : : : ; sn whenW (b) � v(sj)). Thus, in a single pass over the

sequencev(s1); : : : ; v(sn), the optimal weightv(sj) for W (b) which minimizes the cumulative error
Pj�1l=1 e(sl) +Pnl=j e(sl; b) can be computed. Thus, the optimal weight for each ABR can be computed inO(n(log n+m)) steps

and for all ABRs, inO(mn(log n+m)) time.
To recap, the greedy heuristic, in each iteration, modifies each weight assignmentW 2 W by settingW (b) = w,

where ABRb and weightw result in the minimum error forW and are computed as described above. It terminates
the search computation either after a fixed number of iterations or if the improvement in cumulative error during an
iteration due to modifying everyW 2 W drops below an error threshold�.
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4.4 Generalized Weight Selection Problem (Maximum Error)

Recall that if we are interested in minimizing the maximum error, thene(s; b) = maxt2xflsp(s; b) + lsp(b; t) �lsp(s; t)g and the weight assignmentW must be such thatmaxs2S e(s;B(s;W )) is minimum. Thus, we can employ
an algorithm similar to the greedy search heuristic described earlier to compute a weight assignment function that
minimizes the maximum error (instead of the cumulative error).

However, if we assume that weight assignmentsW and shortest path distanceslsp to be non-negative integers,
then we can devise a more efficient pseudo-polynomial time algorithm for computing the weight assignment that
minimizes the maximum error. Suppose we could devise a procedureP that computes a weight assignmentW (if
there exists one) such thatmaxs2S e(s;B(s;W )) � E for some constantE. Then, a simple procedure for computing
the weight assignment that minimizes the maximum error is asfollows: (1) Sort the errorse(s; b) between (source,
ABR) pairs – letE1; : : : ; Er be the errors in order of increasing value, (2) Repeatedly invoke the procedureP for
increasing values ofi, until P returns a weight assignmentW for whichmaxs2S e(s;B(s;W )) � Ei. Thus,Ei is
the smallest value for which a weight assignment exists and represents the minimum possible value for the maximum
error. Further,W is the weight assignment that minimizes the maximum error. Note that instead of considering eachEi sequentially, one can also use a binary search procedure to compute the minimum value for the maximum error
more efficiently.

Thus, the crucial task for us is to develop the procedureP that computes a weight assignmentW (if there exists
one) such thatmaxs2S e(s;B(s;W )) � E for some constantE. We show that the problem of computing aW such
that the maximum error is at mostE is equivalent to solving a set of inequalities involving theW (b)s as variables.
For a sources, let R(s) denote the set of ABRsb 2 Bi for which e(s; b) � E – thus, for the remaining ABRsb 2 Bi � R(s), e(s; b) > E. Consequently, since the error for each source can be at mostE, the computedW
must be such that one of the ABRs inR(s) is selected fors. For this, we requireW to satisfy the following set of
inequalities: minb2R(s)fW (b) + lsp(s; b)g �W (c) + lsp(s; c) for all c 2 Bi �R(s)

Thus, for each sources, we obtain the set of inequalities described above1. Note that theW ’s in the equations
are variables and thelsp’s are constants. Also, for each ABRb, W also needs to satisfy the constraint0 � W (b).
SupposeQ denotes the set of inequalities over all the sources and ABRs. It is straightforward to observe that for aW the maximum error isE if and only ifW is a solution for the set of equationsQ. Thus, we simply need to focus
on computing aW that satisfies the inequalities inQ. Observe that if for a sources, the setR(s) is empty, then
there does not exist aW for which the set of inequalitiesQ is satisfiable. The reason for this is that for the source,
we obtain inequalities of the formminfg � W (c) + lsp(s; c) which cannot be satisfied sinceminfg = 1. Also,
no equations are generated for a sources if R(s) = Bi (that is, the error for the sources is at mostE irrespective of
the chosen ABR).

Procedure COMPUTEWEIGHTSMAX in Figure 6 is an iterative pseudo-polynomial time algorithm for computing
aW that satisfiesQ. In the procedure,Wnew andWold store the weight assignment values prior to and after each
iteration. In each iteration, a new weight assignmentWnew is computed after substituting the previous weight
assignmentWold for theW ’s only on the LHS of each inequality inQ (Steps 3–4). (We use LHS and RHS to
denote the left and right hand-side of an inequality, respectively.) Note that each inequality inQ0 has the formC � W (c) + lsp(s; c), whereC andlsp(s; c) are constants andW (c) is a variable. Also,lspmax is the maximum
value forlsp(s; b) for a (source, ABR) pair.

1We assume that if for two ABRsb andc, W (b) + lsp(s; b) = W (c) + lsp(s; c), then the ABR with a smaller error is selected fors. In
case this assumption does not hold, the following stronger inequality can be employed.minb2R(s)fW (b) + lsp(s; b)g+ 1 �W (c) + lsp(s; c) for all c 2 Bi �R(s)
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procedure COMPUTEWEIGHTSMAX (Q)
1. for eachb 2 Bi, setWold(b) := 0
2. while (

Pb2Bi Wold(b) � ( jBij�(jBij�1)2 ) � lspmax) f
3. LetQ0 be a new set of inequalities that result when the valueWold(b) is substituted for each variableW (b)

only on the LHS of each inequality inQ
4. for eachb 2 Bi, setWnew(b) to the smallest possible value such that each inequality inQ0 is satisfied whenWnew(b) is substituted for variableW (b) in Q0
5. if Wnew = Wold
6. return Wnew
7. else
8. Wold := Wnew
9. g
10. return “there does not exist a weight assignmentW ”

Figure 6: Algorithm for computing weights for 2 ABRs.
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lsp = 40     e = 15

e = 20
lsp = 70

s2

Figure 7: Example network for tracing execution of procedure COMPUTEWEIGHTSMAX .

Example 4.4 Consider sourcess1 ands2, and ABRsb1, b2 andb3 shown in Figure 7. Let the functionslsp ande
for the (source, ABR) pairs be as depicted in the figure. ForE = 10, R(s1) = fb2; b3g andR(s2) = fb1g. Thus,
for sources1, Q contains the following inequality:minfW (b2) + 40;W (b3) + 50g �W (b1) + 30 (1)

And for sources2,Q contains the following two inequalities:W (b1) + 40 �W (b2) + 40 (2)W (b1) + 40 �W (b3) + 70 (3)

Note that since weight assignments cannot be negative, eventhough we don’t explicitly state this,Q andQ0 always
contains the following three constraints:0 �W (b1), 0 �W (b2) and0 �W (b3).

We now trace the execution of COMPUTEWEIGHTSMAX for the above set of inequalities inQ. Initially, Wold(bi)
is set to0 for all 3 ABRs. In the first iteration, substituting 0 for all theW (bi) variables on the LHS of Inequalities (1),
(2) and (3) results in the following set of equationsQ0 (Step 3 of the procedure):minf10; 20g � W (b1) (due to
Inequality 1),0 � W (b2) (due to Inequality 2) and�30 � W (b3) (due to Inequality 3). As a result,Wnew(b1) is
set to 10, whileWnew for b2 andb3 continue to be 0. At the beginning of the second iteration, thus,Wold(b1) = 10.
Consequently, after substitution ofWold(bi) for theW (bi) variables on the LHS of inequalities inQ, Q0 contains
equationsminf10; 20g � W (b1), 10 � W (b2) and�20 � W (b3). This causesWold(b1) andWold(b2) to be
set to 10 and 10, respectively, at the end of the iteration (inStep 8). Similarly, it can be shown that at the end of
the third iteration,Wold(b1) andWold(b2) are set to 20 and 10, respectively, and during the 4th iteration,Wold(b1)
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andWold(b2) are set to 20 and 20, respectively. In the fifth and final iteration, equations inQ0 after substitution
are20 � W (b1), 20 � W (b2) and�10 � W (b3), causingWnew to be equal toWold. Thus, in the final weight
assignment returned by COMPUTEWEIGHTSMAX , W (b1) = 20, W (b2) = 20 andW (b3) = 0.

In the following, we show that COMPUTEWEIGHTSMAX returns aW that is a solution toQ if and only ifQ is satisfiable. In order to show this, in the following lemmas, we show that (1) for anyW that satisfiesQ,Wold(b) � W (b), and (2) ifQ is satisfiable, then there exists aW that is a solution toQ for which
Pb2Bi W (b) �( jBij�(jBij�1)2 ) � lspmax. Thus, sinceWold does not decrease between successive iterations and the procedure termi-

nates only when aW is found or
Pb2Bi Wold(b) becomes greater than( jBij�(jBij�1)2 )�lspmax, COMPUTEWEIGHTS-

MAX computesW correctly. In the proofs,W jold denote the value ofWold at the end of thejth iteration. Also,Q0j
denotes the set of inequalities inQ whenW jold is substituted for all variables on the LHS of each inequality in Q.

Lemma 4.3 For every ABRb 2 Bi,W j+1old (b) �W jold(b).
Proof: The proof is by induction onj.
Basis: Clearly the lemma holds forj = 0. At the end of the0th iteration (that is, initially),W 0old(b) = 0 for every
ABR b 2 Bi. SinceQ contains the inequality0 �W (b) for every ABRb, Wnew(b) � 0 and thusW 1old(b) � 0.
Induction Step:Consider aj > 0. Since due to the induction hypothesis,W jold(b) � W j�1old (b), it follows that the
LHS of each inequality inQ0j�1 is less than or equal to the LHS of the corresponding inequality in Q0j . Thus, sinceW jold(b)/W j+1old (b) is the smallest possible value forW (b) for which the inequalities inQ0j�1/Q0j with W (b) on the

RHS are satisfied, it follows thatW j+1old (b) �W jold(b).
Lemma 4.4 For every weight assignmentW 0 that is a solution toQ,W 0(b) �Wold(b), for every ABRb 2 Bi.
Proof: We use induction to show that the lemma holds at the end of eachiterationj.
Basis: Clearly the lemma holds forj = 0. At the end of the0th iteration (that is, initially),W 0old(b) = 0 for every
ABR b 2 Bi. Thus, sinceW 0(b) � 0, the lemma holds at the end of the0th iteration.
Induction Step:Consider aj > 0. At the start of thejth iteration, due to the induction hypothesis, we have thatW 0(b) � W j�1old (b). Suppose thatQ0 denotes the set of inequalities inQ when all variables on the LHS of every
inequality inQ are substituted withW 0. Due to the induction hypothesis, it follows that the LHS of each inequality
in Q0j�1 is less than or equal to the LHS of the corresponding inequality in Q0. Thus, sinceW jold(b)/W 0(b) is the
smallest possible value forW (b) for which the inequalities inQ0j�1/Q0 with W (b) on the RHS are satisfied, it

follows thatW 0(b) �W jold(b).
Lemma 4.5 If Q is satisfiable, then there exists a weight assignmentW 0 that is a solution toQ and for whichPb2Bi W 0(b) � ( jBij�(jBij�1)2 ) � lspmax.

Proof: Let W 0 be a weight assignment that is a solution forQ with the smallest value for
Pb2Bi W 0(b) and fur-

ther suppose that
Pb2Bi W 0(b) > ( jBij�(jBij�1)2 ) � lspmax. Supposev is the smallest value forW 0(b) among

all the ABRs. Then,v must be0 since the weight assignmentW 00 whereW 00(b) = W 0(b) � v is also a solu-
tion to Q and

Pb2Bi W 00(b) < Pb2Bi W 0(b) – which leads to a contradiction. Without loss of generality, letW 0(b1); : : : ;W 0(bjBij) be the weights for ABRs sorted in increasing order. Thus,W 0(b1) = 0. Since
Pb2Bi W 0(b) >( jBij�(jBij�1)2 ) � lspmax, it must be the case that for a pair of consecutive ABRsbl andbl+1, W 0(bl+1) �W 0(bl) >lspmax. We show thatW 00 is a solution forQ, whereW 00(bj) = W 0(bj), for 1 � j � l andW 00(bj) = W 0(bj)� 1,

for l + 1 � j � jBij. However, this leads to a contradiction since
Pb2Bi W 00(b) <Pb2Bi W 0(b).

In order to show thatQ is satisfiable forW 00, we need to consider the following two cases for each inequality.
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1. VariableW (bj) is on the RHS of the inequality (1 � j � l). In this case, the value of the RHS of the inequality
is identical for bothW 0 andW 00, while the value of the LHS forW 00 is less than or equal to the LHS forW 0.
Thus, if the inequality was satisfiable forW 0, it is also satisfiable forW 00.

2. VariableW (bj) is on the RHS of the inequality (l + 1 � j � jBij). In this case, the value of the RHS of the
inequality decreases by 1 forW 00 compared toW 0. If the value of the LHS of the inequality also decreases by
1 forW 00 compared toW 0, then since the inequality is satisfiable forW 0, it is also satisfiable forW 00.
The other case we need to consider is when the value of the LHS of the inequality is the same forW 0 andW 00. This corresponds to the case when the minimum value of the LHS (for bothW 0 andW 00) is due to the
termW (bk) + lsp(s; bk) for some1 � k � l. Since the inequality holds forW 0, W 0(bk) + lsp(s; bk) �W 0(bj) + lsp(s; bj). Further, sincek � l < j, W 0(bj) �W 0(bk) > lspmax. Rearranging terms,W 0(bj) >W 0(bk)+ lspmax, or alternately,W 0(bj) > W 0(bk)+ lsp(s; bk) (sincelsp(s; bk) � lspmax). Thus,W 0(bj) +lsp(s; bj) > W 0(bk) + lsp(s; bk) andW 0(bj) + lsp(s; bj) � 1 � W 0(bk) + lsp(s; bk). However, sinceW 00(bj) = W 0(bj)� 1 andW 00(bk) = W 0(bk), the inequality holds forW 00.

Thus,W 00 is a solution forQ. However, this leads to a contradiction since
Pb2Bi W 00(b) <Pb2Bi W 0(b), and thus

it must be the case that
Pb2Bi W 0(b) � ( jBij�(jBij�1)2 ) � lspmax.

Clearly, if a weight assignmentW is returned by procedure COMPUTEWEIGHTSMAX , then this is a solution toQ. The reason for this is that for the returnedW , W = Wnew = Wold – thus, when the value forW (b) returned
by the procedure is substituted for the occurrence of variable W (b) in each inequality, every inequality is satisfied.
However, we also need to show that our procedure finds a solution forQ if one exists.

Theorem 4.6 If Q is satisfiable, then procedure COMPUTEWEIGHTSMAX returns a weight assignmentW that is a
solution toQ.

Proof: SupposeQ is satisfiable. Due to Lemma 4.5, it follows that there existsaW that is a solution toQ such
that

Pb2Bi W (b) � ( jBij�(jBij�1)2 ) � lspmax. Further, due to Lemma 4.4,Wold(b) � W (b) and so forWold,Pb2Bi Wold(b) � ( jBij�(jBij�1)2 ) � lspmax. Also, due to Lemma 4.3,
Pb2Bi Wold(b) at the end of an iteration is

greater than or equal to it’s value at the end of the previous iteration. Thus, since
Pb2Bi Wold(b) cannot exceed( jBij�(jBij�1)2 ) � lspmax, at some point during the execution of the procedure, the value ofWold between two con-

secutive iterations does not change. This weight assignment W is returned by the procedure and is a solution toQ.
The reason for this is that for the returnedW ,W = Wnew = Wold – thus, when the value forW (b) returned by the
procedure is substituted for the occurrence of variableW (b) in each inequality, every inequality is satisfied.

The worst-case time complexity of the overall procedure to compute aW that minimizes the maximum error
(by repeatedly invoking COMPUTEWEIGHTSMAX for error values inE1; : : : ; Er, r = mn) can be shown to beO(m4 log(mn)lspmax), wherem = jBij is the number of ABRs andn is the number of sources. Thelog(mn) term
is due to the binary search over all the errors to determine the minimum error for which a weight assignmentW can
be computed by COMPUTEWEIGHTSMAX . In the worst case, COMPUTEWEIGHTSMAX performsO(m2lspmax)
iterations since the procedure terminates when the sum of the weights become( jBij�(jBij�1)2 ) � lspmax and the sum
increases by at least 1 in each iteration. Finally, the time complexity for computingWnew in each iteration isO(m2)
since in the worst case, the number of inequalities inQ ism2 (one inequality for every pair ofW variables, one on
the LHS and the other on the RHS of the inequality).

4.5 Generalized Weight Selection Problem (2 ABRs)

For the special case whenBi contains only 2 ABRs,b1 andb2, it is possible to devise an efficient algorithm whose
time complexity isO(n log n) wheren is the number of sources. In this subsection, due to space constraints, we
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procedure COMPUTEWEIGHTSTWOABR()
1. SetVopt := v(s1), E := Eopt :=Ps2S e(s; b1)
2. for j := 1 ton f
3. E := E + e(sj ; b2)� e(sj ; b1)
4. if E < Eopt
5. Vopt := v(sj+1), Eopt := E
6. g
7. return Vopt

Figure 8: Algorithm for computing weights for 2 ABRs.

only address the problem of computing a weight assignmentW such that the cumulative error
Ps2S e(s;B(s;W ))

is minimized; however, it is straightforward to modify our proposed algorithm to minimize the maximum error.
The error for a sources is e(s; b1) if W (b1) + lsp(s; b1) � W (b2) + lsp(s; b2) ande(s; b2) otherwise. For

sources, suppose thatv(s) = lsp(s; b2) � lsp(s; b1) and (without loss of generality) letv(s1); : : : ; v(sn) de-
note the values in the sorted order. Also, lets0 andsn+1 be two dummy sources with zero error to both ABRs,v(s0) = �1 andv(sn+1) = 1. Then, for0 � j � n, if v(sj) < W (b1) �W (b2) � v(sj+1), the cumulative
error is

Pnl=j+1 e(sl; b1) +Pjl=1 e(sl; b2). Thus, the problem of computing aW reduces to that of computing thev(sj); v(sj+1) pair for which the cumulative error is the smallest.
Procedure COMPUTEWEIGHTSTWOABR in Figure 8 computes in variableVopt the upper value of thev(sj); v(sj+1)

pair with the minimum cumulative error (that is stored inEopt). VariableE in the procedure is used to keep track of
the cumulative error for thev(sj); v(sj+1) pair that is currently under consideration in the for loop. Thus, choosing
values forW (b1) andW (b2) such thatW (b1) �W (b2) = Vopt yields the desired weight assignment functionW
that minimizes the cumulative error.

5 Concluding Remarks

Address aggregation within OSPF areas is critical for scalability since it can result in significant reductions in rout-
ing table sizes, smaller link-state databases and less network traffic to synchronize the router link-state databases.
However, address aggregation can also lead to the selectionof suboptimalOSPF routing paths between source-
destination subnet pairs that span different areas. In thispaper, we addressed the important practical problem of
configuring OSPF aggregates atArea Border Routers(ABRs) to minimize the error in OSPF shortest path compu-
tations due to subnet aggregation. We first developed an optimal dynamic programming algorithm that, given an
upper boundk on the number of aggregates to be advertised by the ABRs and a weight-assignment function for the
aggregates, computes thek aggregates that result in the minimum cumulative/maximum error in the shortest path
computations for all source-destination subnet pairs. Subsequently, we tackled the problem of assigning weights to
OSPF aggregates such that the cumulative/maximum error in the computed shortest paths is minimized. We showed
that, while for certain special cases (e.g., unweighted cumulative error) efficient optimal algorithms for the weight-
assignment problem can be devised, the general problem itself is NP-hard. We proposed a randomized search
strategy for the general case of weighted cumulative error,and an optimal pseudo-polynomial time algorithm for the
maximum error case. To the best of our knowledge, our work is the first to carry out a systematic study of the al-
gorithmic issues underlying the configuration of OSPF aggregates and to propose efficient configuration algorithms
that areprovably optimalfor many practical scenarios.

Acknowledgements:We would like to thank Mihalis Yannakakis for pointing out tous the optimality of the weight
assignment that assigns to each aggregate the average of theweights in subnets covered by it.
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– This appendix contains material that can be read at the discretion of the reviewer
and has been included only for the purpose of completeness. –

A Proofs of Theoretical Results

A.1 Proof of Theorem 4.2
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Figure 9: Values oflsp ande for each Literal

Proof: We show that the problem of determining the existence of a weight assignment isNP-hard by reducing
3-SAT to it. In 3-SAT we are given a boolean formula of the formC1 ^ � � � ^ Cn over literalsx1; : : : ; xm. Each
conjunctCj consists of a disjunction of 3 terms, where each term is either a literalxi or its negation�xi. The 3-SAT
problem is to determine if there exists an assignment of truth values to each literalxi (true or false) such that every
conjunct becomes true.

Given an instance of the 3-SAT problem, we construct an instance of the weight assignment problem as follows.
For each literalxi, we introduce two sourcessxi ands �xi and two ABRsbxi andb �xi . Further, we assign values tolsp ande between the sources and ABRs as depicted in Figure 9. Herew, d1 andd2 are constants andd1 < d2.
Thus,lsp(sxi ; bxi) = lsp(s �xi ; b �xi) = w, lsp(sxi; b �xi) = w + d1 andlsp(s �xi; bxi) = w � d2. Also, e(sxi ; bxi) =e(s �xi ; b �xi) = 0, ande(sxi ; b �xi) = e(s �xi ; bxi) = 1.

Note that the above choice of values forlsp and e ensures that for any weight assignmentW , only one ofB(sxi ;W ) = bxi orB(s �xi;W ) = b �xi is possible, but not both. This is because if for an assignment W , bxi is to be
chosen for sourcesxi andb �xi is to be chosen for sources �xi , then the following constraints need to hold:W (bxi) + w �W (b �xi) +w + d1 or alternately,W (bxi)�W (b �xi) � d1
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and W (b �xi) + w �W (bxi) +w � d2 or alternately,W (bxi)�W (b �xi) � d2
This is clearly impossible sinced1 < d2.

In addition, for each conjunctCj , we introduce one sourcesCj and 3 ABRsbCj1 , bCj2 andbCj3 . Depending
on whetherCjl = xi or Cjl = �xi, we assign values tolsp ande as shown in Figure 10. Thus, ifCjl = xi, thenlsp(sxi ; bCjl) = w + d3, lsp(sCj ; bCjl) = w andlsp(sCj ; bxi) = w � d4. Also, e(sxi ; bCjl) = e(sCj ; bxi) = 100
ande(sCj ; bCjl) = 0. Note thatd3 < d4. Thus, using an argument similar to the one used earlier, we can show that
in any assignmentW , it cannot be the case that bothB(sxi;W ) = bxi andB(sCj ;W ) = bCjl .

Finally, note that for the remaining source and ABR pairs,lsp is set to1 ande is set to 100. For example, for
distinct literalsxi; xj , lsp(sxi ; bxj ) = 1 ande(sxi ; bxj ) = 100. Similarly, if Cj does not contain literalxi, thenlsp(sCj ; bxi) =1 ande(sCj ; bxi) = 100. Also, thedi’s are related as follows:d1 < d3 � 1 andd2 > 2 � d4 + 1.

We are now in a position to show the following: there exists a weight assignmentW such that
Ps2S e(s;B(s;W )) �m if and only if there exists an assignment of truth values to the literals such that the 3-SAT formula is satisfiable

(note thatm is the number of literals).

only if: SupposeW is the weight assignment function such that
Ps2S e(s;B(s;W )) � m. As discussed earlier,

sinced1 < d2, for each literalxi, bothB(sxi ;W ) = bxi andB(s �xi ;W ) = b �xi are not possible. Thus, the
two sources corresponding to each literalxi contribute at least 1 to

Ps e. Further, since there arem literals andPs e � m, it follows that for the two ABRs selected forsxi ands �xi , the sum of the errors must be 1. Thus, either
(1) B(sxi ;W ) = bxi andB(s �xi ;W ) = bxi , or (2)B(sxi ;W ) = b �xi andB(s �xi;W ) = b �xi . Also, since

Ps e � m,
it must be the case that for each sourcesCj , one of the ABRsbCj1 , bCj2 or bCj2 must be chosen (since these are
the only ABRs for whom the error is 0). SupposebCjl is chosen. Then, ifCjl = xi, it cannot be the case thatB(sxi ;W ) = bxi and ifCjl = �xi, it cannot be the case thatB(s �xi ;W ) = b �xi (sinced3 < d4).

Consider the following assignment of truth values to each literal xi: if B(sxi ;W ) = bxi , thenxi is assigned
false and ifB(s �xi ;W ) = b �xi , thenxi is assigned true. This assignment of truth values is consistent since as shown
earlier, bothB(sxi ;W ) = bxi andB(s �xi ;W ) = b �xi are not possible. Further, we can show that every conjunctCj
is true under the assignment. SupposebCjl is the ABR chosen for sourcesCj . Then, ifCjl = xi, it must be the case
thatB(s �xi ;W ) = b �xi and soxi is assigned true. Similarly, ifCjl = �xi, it must be the case thatB(sxi ;W ) = bxi
and soxi is assigned false.

if: Suppose there exists an assignment of truth values to literals x1; : : : ; xm such that every conjunct is satisfiable.
We show that there exists an assignment of weights such that

Ps2S e(s;B(s;W )) � m. Specifically, we show
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that there is an assignment of weights such that the following ABRs are selected for the two sourcessxi ands �xi
corresponding to each literalxi and the sourcesCj for each clauseCj.

1. If xi is true:B(sxi ;W ) = b �xi andB(s �xi ;W ) = b �xi .
2. If xi is false:B(sxi ;W ) = bxi andB(s �xi;W ) = bxi .
3. If Cjl is true:B(sCj ;W ) = bCjl .
Clearly, since for the first two cases, the sum of the errors due to the choice of ABRs is 1, ande(sCj ; bCjl) = 0,

the above-mentioned selection ensures that
Ps2S e(s;B(s;W )) � m. (Note that for each conjunctCj at least oneCjl is true.) In the following, we show that there exists an assignment of weights to the various ABRs that ensures

the selection of ABRs for sources described above. Note thatfor a sources, we do not need to concern ourselves
with ABRsb for whom lsp(s; b) =1 sinceB(s;W ) can never beb.

We first consider the weights for the two ABRsbxi andb �xi corresponding to literalxi. If xi is true, then we
setW (bxi) = 1 andW (b �xi) = 1. This ensures that ABRbxi is not selected for any source. On the other hand,
if xi is false, then we setW (bxi) = d4 + 1 andW (b �xi) = 1. This ensures that ABRb �xi is not selected for any
source. Next, we consider the weights for the three ABRsbCjl corresponding to conjunctCj. If Cjl is true, thenW (bCjl) = 0; else,W (bCjl) =1.

In the following, we show that the above assignment of weights results in the desired selection of ABRs for
sources.

1. xi is true: For sources �xi , bxi cannot be selected sinceW (bxi) = 1. Similarly, if for some conjunctCj ,Cjl = �xi, then sinceW (Cjl) =1, bCjl cannot be selected fors �xi either. Thus,B(s �xi ;W ) = b �xi .
For sourcesxi , bxi cannot be selected sinceW (bxi) = 1. However, if for some conjunctCj , Cjl = xi,
then sinceW (bCjl) = 0, if ABR b �xi is to be selected over ABRbCjl for sxi , then we need to show that the
following inequality holds: W (b �xi) + w + d1 < W (bCjl) + w + d3
SinceW (b �xi) = 1, W (bCjl) = 0 andd1 < d3 � 1, the above equation is true and thusB(sxi;W ) = b �xi .

2. xi is false: For sourcesxi, b �xi cannot be selected sinceW (b �xi) = 1. Similarly, if for some conjunctCj ,Cjl = xi, then sinceW (Cjl) =1, bCjl cannot be selected forsxi either. Thus,B(sxi ;W ) = bxi .
For sources �xi , b �xi cannot be selected sinceW (b �xi) = 1. However, if for some conjunctCj , Cjl = �xi,
then sinceW (bCjl) = 0, if ABR bxi is to be selected over ABRbCjl for s �xi , then we need to show that the
following inequality holds: W (bxi) + w � d2 < W (bCjl) + w � d4
SinceW (bxi) = d4+1,W (bCjl) = 0 and2�d4+1 < d2, the above equation is true and thusB(s �xi ;W ) = bxi .

3. Cjl is true: In order to show that ABRbCjl is selected for sourcesCj , we need to ensure that neither ABRbxi
norb �xi corresponding to literalxi can be selected forsCj . Thus, we need the following two equations to hold:W (bCjl) +w < W (bxi) + w � d4
and W (bCjl) +w < W (b �xi) + w + d3
SinceW (bCjl) = 0, W (bxi) � d4 + 1 andW (b �xi) � 1, the above equations are true and thusB(sCj ;W ) =bCjl .

Thus, there exists an assignment of weights to ABRs such that
Ps2S e(s;B(s;W )) � m.
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