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Abstra
tAppli
ation layer proxies plays an important role in today's network serving as �re-walls and HTTP 
a
hes. Current appli
ation layer proxies su�er major performan
epenalties as they spend most of their time moving data ba
k and forth between
onne
tions; 
ontext swit
hing and 
rossing prote
tion boundaries for ea
h 
hunk ofdata they handle. In this work, we implemented a kernel me
hanism 
alled, symmet-ri
 TCP spli
e, to support all 
lass of appli
ation layer proxies. In our lab testing,we have seen that, symmetri
 TCP spli
e, works as fast as normal router and showsperforman
e improvement of near 25%, over the normal appli
ation layer proxy.
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Chapter 1Introdu
tionMany designs for Internet servi
es use split-
onne
tion proxies, in whi
h proxy ma-
hine is interposed between the server and the 
lient ma
hines in order to mediatethe 
ommuni
ation between them. Split 
onne
tion proxies have been used foreverything from HTTP 
a
hes to se
urity to en
ryption servers. Split-
onne
tionproxies are attra
tive be
ause they are ba
kwards 
ompatible with existing servers,allow administration of the servi
e at a single point (the proxy) and typi
ally arevery easy to integrate with existing appli
ation.While attra
tive in design, modern split-
onne
tion proxies typi
ally su�er fromthree related problems: they have poor performan
e; they add a signi�
ant laten
yto the 
lient-server 
ommuni
ation path; and they potentially violate the end-to-end semanti
s of the transport proto
ol in use. In this work, we implemented ate
hnique 
alled Symmetri
 TCP Spli
e, that improves the performan
e of split
onne
tion proxies. The original 
on
ept of TCP Spli
e was introdu
ed by [1℄.That work was done to support SOCKS �rewall. In this work, we have extendedtheir 
on
ept to support general purpose proxies. After we introdu
e the related
on
epts we will show, how we 
an write a HTTP 1.0 proxy using servi
es providedby Symmetri
 TCP Spli
e. Our implementation still supports SOCKS, and all ourperforman
e testing was based on the SOCKS.Figure 1.1, shows the ar
hite
ture of split-
onne
tion proxy system. A pro
essrunning on the 
lient, 
onne
ts to the proxy. The proxy ma
hine then makes a1



se
ond 
onne
tion to the server, splitting the logi
al 
onne
tion between server and
lient into two pie
es. The split nature for
es all tra�
 between 
lient and server to�ow through the proxy, whi
h allows the proxy to manipulate the data and provideits servi
e.
Proxy ServerClient App

Kernel Space

Socket Interface

Network
Interface

Data Movement
via application

space

User Space

TCP/IP Stack

Figure 1.1: Basi
 ar
hite
ture of Split Conne
tion ProxyIn order to move data from the server to 
lient, an appli
ation layer proxy pro
essreads the data intended for 
lient from the proxy-server 
onne
tion and writes it intothe proxy-
lient 
onne
tion. Proxies a
ting as �rewall often need to operate at routerspeeds and this 
opying operation 
annot be performed at the desired speeds usinga general purpose operating system. The 
ost of moving data twi
e through theTCP/IP sta
k, 
rossing the user/kernel prote
tion boundaries, and the laten
y ofs
heduling the pro
ess are high enough to make proxies the bottlene
k in the system.Our approa
h is to maximize performan
e by a
hieving the tightest possible 
ouplingbetween the two TCP 
onne
tions terminating at the proxy.To support appli
ation layer proxies, we have added a generi
 kernel servi
e2




alled Symmetri
 TCP Spli
e, whi
h has an easy-to-use appli
ation programminginterfa
e. The TCP Spli
e takes 
are of all data forwarding operations dire
tly inthe kernel, leaving the spli
e set-up and logging tasks spe
i�
 to ea
h type of proxyin the user level appli
ation where they are easy to modify or amend as needed. TheTCP Spli
e te
hnique improves the 
urrent state of the art in three ways:� Performan
e: A proxy or �rewall using TCP Spli
e a
ts like a layer 3.5 router,it does not in
ur either transport or appli
ation layer proto
ol pro
essing over-head for ea
h pa
ket it pro
esses. The redu
ed 
omplexity and 
ode pathdramati
ally improves performan
e.� Less book keeping: Proxies using TCP Spli
e need to maintain less TCP statestate information for ea
h of the 
onne
tions that pass through them, and theproxy does not have to bu�er any pa
kets.� Better end-to-end semanti
s: TCP Spli
e enables two ends of the 
onne
tion to
ommuni
ate as peers, allowing 
ontrol information to �ow end-to-end. Asidefrom other advantages, this provides the 
onne
tion with true TCP reliabilitysemanti
s and 
orre
t urgent data handling.1.1 Organization Of The ThesisIn the 
hapter 2, we give a brief overview of �rewall and parti
ularly dis
uss SOCKSand appli
ation layer proxiesIn the 
hapter 3, we present the ba
kground required for understanding the im-plementation of our s
heme. We have used Linux kernel (version 2.2.15-4mdk) toimplement our s
heme and a brief des
ription of the relevant parts is presented here.Chapter 4, explains the system 
alls that we have provided to support Symmetri
TCP Spli
e.Chapter 5, gives the implementation details.Chapter 6, dis
usses about some preliminary performan
e results.Chapter 7, looks at the 
on
lusions and the future works.3



Chapter 2FirewallMany organizations 
onne
t to the Internet, guarded by �rewalls designed to preventunauthorized a

ess to their private networks. In this 
hapter, we will dis
uss thevarious �rewall te
hnologies that are presently used.2.1 Types Of FirewallTraditionally, there are three types of �rewalls. These are pa
ket �lters, appli
ationlayer proxies and 
ir
uit level proxies. A re
ent advan
ement in the te
hnology arethe �rewalls based on stateful pa
ket �lters.2.1.1 Pa
ket FiltersThe �rst type of �rewall is 
alled a pa
ket �lter. Pa
ket �lters use routers to �lterinformation 
oming to and from a network. Routers 
he
k headers of ea
h pa
ketagainst an a

ess-
ontrol list, to determine whether to route or drop the pa
ket.Generally, the header �elds that are available to the �lter are pa
ket type (TCP, UDPet
), sour
e and destination IP address, sour
e and destination TCP/UDP port. Inaddition to the information 
ontained in the headers, many �ltering implementationalso allow the administrator to spe
ify rules based on the interfa
e the pa
ket 
amein or destined to go out. 4



2.1.2 Appli
ation Layer ProxyAs network 
on�gurations be
ame more 
omplex, the need for a more sophisti
atedlevel of se
urity emerged. Appli
ation-level proxies were developed to meet theserequirements. Instead of a dire
t 
onne
tion between an internal and external net-work, appli
ation-level proxies serve as a middle-man for Internet servi
es. Theproxy inter
epts all tra�
 and relays pa
kets of data ba
k and forth between theexternal and the internal network, at the appli
ation layer.2.1.3 Cir
uit Level ProxiesCir
uit level proxies are mu
h like appli
ation level proxies. However, unlike appli-
ation level proxies, 
ir
uit level proxies 
ontrol the �ow of data at the session layer.Working at session layer means that the proxy a
tually establishes a virtual 
ir
uitbetween the 
lient and the host on a session by session basis.A popular 
ir
uit level proxy is SOCKS server. The original implementation ofTCP Spli
e was based on SOCKS server. A step by step des
ription, of how 
lientgets its requested obje
t, via a SOCKS server, is given below.� First, the appli
ation 
lient sends the SOCKS server a list of authenti
ationmethods that it 
an support. Next, the SOCKS server examines the serverse
urity poli
y. Network administration's de�ne the server se
urity poli
iesusing the SOCKS server 
on�guration. If any of the methods de
lared by the
lient meet the de�ned se
urity poli
y, the SOCKS server 
hooses a method ofauthenti
ation. If none of the methods meet the se
urity poli
y, the SOCKSserver drops 
ommuni
ation with the 
lient. After the SOCKS server 
hoosesa method of authenti
ation, it sends a message to the 
lient de
laring whi
hmethod the 
lient should use. Then the authenti
ation pro
ess takes pla
ebetween appli
ation 
lient and the SOCKS server.� After, the 
lient is authenti
ated, the appli
ation 
lient sends a request to theSOCKS server. The request 
ontains the address of the appli
ation sever the
lient wants to 
onne
t. 5



� The SOCKS server, in turn sends a request to the appli
ation server address
ontained in the 
lient request. Using TCP, the SOCKS server 
ommuni
ateswith the appli
ation server and establishes a proxy 
ir
uit between the appli
a-tion 
lient and appli
ation server. After the 
ir
uit is established, the SOCKSserver sends noti�
ation to the 
lient appli
ation.� Lastly, with the proxy 
ir
uit established, 
ommuni
ation between the appli-
ation 
lient and appli
ation server begins. The SOCKS server inter
epts ea
hpie
e of data 
oming from the 
lient and server and relays it between the two
omputers.To summarize, the SOCKS server performs the following basi
 fun
tions.� Authenti
ates 
lients� Handles 
onne
tion requests� Creates a proxy 
ir
uit setup� Relays data between appli
ationThe pseudo-
ode for SOCKS server is shown in �gure 2.2. For more detail aboutthe authenti
ation, request and replies done at various stages, the reader is requestedto go though [6℄.

6



if socket returned error

if accept returned error

}

break;

read()

while(1) {

if connect returned error

if socket returned error

return;

close(cli_sock_des); return;

serv_sock_des = socket();

connect(serv_sock_des) to server;

from cli_sock_des, write to serv_sock_des;

read() from serv_sock_des, write to cli_sock_des;

cli_sock_des=socket();

new_cli_sock_des = accept(cli_sock_des); 

close(serv_sock_des);

<service next request>

close(new_cli_sock_des);

send appropriate error message to client; goto socket_err;

send appropriate reply to client; goto connect_err;

connect_err:

if(cli_sock_des  and serv_sock_des return EOF)

<authenticate client and read the client request>

socket_err: Figure 2.1: Pseudo-
ode for a SOCKS Server
7



Chapter 3Ba
kground
3.1 TCP Ba
kgroundBefore starting dis
ussion about TCP Spli
e, some ba
kground on TCP is required(See [8℄ for detail). Ea
h TCP segment is typi
ally sent in a single IP pa
ket 
ontain-ing an IP header and TCP header followed by TCP data. The IP header 
ontainsthe IP address of the pa
ket's sour
e and destination. The TCP header 
ontainswhi
h port on the destination ma
hine the pa
ket is intended for and whi
h sour
eport it 
ame from. These four pie
es of information uniquely identify whi
h TCP
onne
tion the pa
ket is part of. The TCP header also 
ontains sequen
e number�eld whi
h indi
ates where in the 
onne
tion the data in this segment belong andan a
knowledgment �eld indi
ating how many bytes of data the segment's senderhas re
eived from its peer.Figure 3.1, shows a normal TCP 
onne
tion with data in �ight between end-points. Ea
h normal TCP 
onne
tion is point-to-point and terminates at a TCPso
ket whi
h is named by an address and a port number. A TCP 
onne
tion isuniquely identi�ed by the names of the two so
kets at its endpoints. For ea
hTCP so
kets, the normal TCP state ma
hine maintains the following three 
oun-ters. Using these 
ounters, TCP assigns ea
h byte of data sent over the 
onne
tiona sequen
e number and a
knowledgement number, so that peer TCP state ma
hine
an dete
t and re
over from data loss or dupli
ation.8
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A C

snd_nxtC snd_unaC

Date sent by Sender, The Receiver acknowledged it,
But, it didn’t reach the Sender

Data sent by Sender, but not acknowledged by Receiver

rcv_nxtA

snd_nxtAsnd_unaA

rcv_nxtC

Figure 3.1: A normal TCP 
onne
tion between two so
kets, A and C, with state
ounters labelled� snd_nxt: The sequen
e number of the next data byte to be sent.� snd_una: The sequen
e number of the �rst una
knowledged data byte (equiv-alent to the sequen
e number of the greatest ACK re
eived).� r
v_nxt: The sequen
e number of the next byte of data the so
kets expe
t tore
eive (equivalent to one more than the greatest 
onse
utive sequen
e numberre
eived so far).These 
ounters de�ne a sequen
e spa
e asso
iated with the so
ket. Withoutloss of generality, we assume for this explanation that ea
h sequen
e spa
e beginsnumbering at 0. Data bytes with sequen
e numbers greater that snd_nxt havenot yet been sent. Data bytes with sequen
e numbers less that r
v_nxt have beenre
eived by TCP sta
k, but, perhaps not yet read by the appli
ation. We say that9



data is a
knowledged when the sender of the data re
eives an a
knowledgement forit: snd_una will be less than r
v_nxt whenever an ACK is in �ight, delayed or lost.In addition to these variables, Linux keeps following queues to queue in
omingand outgoing TCP segments.� write_queue: This is used for queueing all the outgoing segments. When, theappli
ation writes some data, kernel 
onstru
ts a sk_bu� stru
ture (dis
ussedlater), with this data, and queues it in the write queue. It is removed fromthis queue, when a
knowledgment for these data bytes arrives.� re
v_queue: This is used for queueing TCP segments whi
h are re
eived in-order.� out_of_order_queue: This is used for queueing TCP segments whi
h arere
eived out of order.3.2 Overview of Linux Ipv4 Sta
k ImplementationThe Linux Ipv4 sta
k is implemented in a layered fashion with ea
h layer responsiblefor some well de�ned networking fun
tionality [9℄. This is illustrated by the following�gure 3.2.Just like the network proto
ols themselves, Linux implements the Internet pro-to
ol address family as a series of 
onne
ted layers of software. BSD so
kets aresupported by a generi
 so
ket management software 
on
erned only with BSD so
k-ets. Supporting this is the INET so
ket layer, this manages the 
ommuni
ation endpoints for the IP based proto
ols TCP and UDP. When UDP pa
kets are trans-mitted, Linux neither knows nor 
ares if they arrive safely at their destination.TCP pa
kets are numbered and both ends of the TCP 
onne
tion make sure thattransmitted data is re
eived 
orre
tly. The IP layer 
ontains 
ode implementingthe Internet Proto
ol. This 
ode prepends IP headers to transmitted data and un-derstands how to route in
oming IP pa
kets to either TCP or UDP. Underneaththe IP layer, supporting all of the Linux's networking are the networking devi
es,for example PPP and Ethernets. Network devi
es do not always represent physi
al10



devi
es, some like the loopba
k devi
e are purely software devi
es. Unlike standardLinux devi
es that are 
reated via the mknod 
ommand, network devi
es appearonly if the underlying software has found and initialized them.

TCP

IP

ETHERNET

UDP

BSD SOCKETS

INET SOCKETS

SLIPPPP

USER

KERNEL

ARP

NETWORK APPLICATIONS

Figure 3.2: Linux TCP/IP network layerThis layering will result in proto
ol headers/trailers being added and stripped asa pa
ket moves along the sta
k. The �gure 3.3 gives an example of pa
ket stru
ture.
11



destination source protocol data checksum

length protocol checksum source ip destination ip data

source port dest port ackseq data

ETHERNET FRAME

IP PACKET

TCP PACKET

Figure 3.3: Network pa
ket3.3 So
ket Bu�ers - sk_bu�One of the problems of having many layers of network proto
ols, ea
h one usingthe servi
es of another, is that ea
h proto
ol needs to add proto
ol headers andtails to data as it is transmitted and to remove them as it pro
esses re
eived data[9℄. This make passing data bu�ers between the proto
ols di�
ult as ea
h layerneeds to �nd where its parti
ular proto
ol headers and tails are. One solution is to
opy bu�ers at ea
h layer but that would be ine�
ient. Instead, Linux uses so
ketbu�ers or sk_bu�s to pass data between the proto
ol layers and the network devi
edrivers. sk_bu�s 
ontain pointer and length �elds that allow ea
h proto
ol layer tomanipulate the appli
ation data via standard fun
tions.Figure 3.4 shows the sk_bu� data stru
ture, ea
h sk_bu� has a blo
k of dataasso
iated with it. The sk_bu� has four data pointers, whi
h are used to manipulateand manage the so
ket bu�er's data. (The reader is referred to in
lude/linux/skbu�.hof Linux sour
e for details).head points to the start of the data area in memory. This size is �xed when thesk_bu� and its asso
iated data blo
k is allo
ated.12



next
prev
dev

head
data
tail
end

packet to be
transmitted

Figure 3.4: Network so
ket bu�ersdata points at the 
urrent start of proto
ol data. This pointer varies dependingon the proto
ol layer that 
urrently owns the sk_bu�.tail points at the 
urrent end of the proto
ol data. Again, this pointer variesdepending on the owning proto
ol layer.end points at the end of the data area in memory. This is �xed when the sk_bu�is allo
ated.
13



There are two length �elds len and truesize, whi
h des
ribe the length of the
urrent pa
ket and total size of the data bu�er respe
tively. The sk_bu� handling
ode provides standard me
hanisms for adding and removing proto
ol headers andtails to the appli
ation data. These safely manipulate the data, tail and len �eldsin the sk_bu�.push: This moves the data pointer towards the start of the data area andin
rements the len �eld. This is used when adding data or proto
ol headers to thestart of the data to be transmitted.pull: This moves the data pointer away from the start, towards the end of thedata area and de
rements the len �eld. This is used when removing data or proto
olheaders from the start of the data that has been re
eived.put: This moves the tail pointer towards the end of the data area and in
rementsthe len �eld. This is used when adding data or proto
ol information to the end ofthe data to be transmitted.trim: This moves the tail pointer towards the start of the data area and de
re-ments the len �eld. This is used when removing data or proto
ol tails from there
eived pa
ket.The sk_bu� data stru
ture also 
ontains pointers that are used as it is stored indoubly linked 
ir
ular lists of sk_bu�'s during pro
essing. There are generi
 sk_bu�routines for adding sk_bu�s to the front and ba
k of these lists and removing them.The primary goal of the sk_bu� routines is to provide a 
onsistent and e�
ientbu�er handling method for all of the network layers, and by being 
onsistent tomake it possible to provide higher level sk_bu� and so
ket handling fa
ilities to allthe proto
ols.3.4 Interrupt HandlingInterrupts are used to allow the hardware to 
ommuni
ate with the operating system.There are two types of interrupt in Linux: fast and slow interrupts. Slow interruptsare the usual kind. Other interrupts are legal while they are being dealt with. Aftera slow interrupt has been pro
essed, additional a
tivities requiring regular attention14



are 
arried out by the system - for example, the s
heduler is 
alled as and whenrequired. A typi
al example of slow interrupt is the timer interrupt. Fast interruptsare used for the short, less 
omplex tasks. While they are handled other interruptsare blo
ked. A typi
al example is the keyboard interrupt [9℄.3.5 Bottom Half HandlingThere are often times in a kernel, when you do not want to do work at this moment.A good example of this is during interrupt pro
essing. When the interrupt wasasserted, the pro
essor stopped what it was doing and the operating system deliveredthe interrupt to the appropriate devi
e driver. Devi
e drivers should not spend toomu
h time handling interrupts as, during this time, nothing else in the system 
anrun. There is often work that 
ould just as well be done later on. Linux's bottomhalf handlers were invented so that devi
e drivers and other parts of the Linux kernel
ould queue work to be done later on [9℄.The �gure 3.5 shows the kernel data stru
tures asso
iated with bottom halfhandling. There 
an be up to 32 di�erent bottom half handlers. bh_base is ave
tor of pointers to ea
h of the kernel's bottom half handling routines. bh_maskand bh_a
tive have their bits set a

ording to what handlers have been installedand whi
h of the bottom halves are a
tive. If bit N of bh_mask is set then theNth element of bh_base 
ontains the address of a bottom half routine. If bit Nof bh_a
tive is set then Nth bottom half handler routine should be 
alled as soonas possible. After ea
h system 
all or slow interrupt, if no further interrupt isrunning, a 
he
k is made to see whether any of the bottom half is a
tive and ifa
tive, appropriate bottom half handler is 
alled. Some of the kernel's bottom halfhandlers are devi
e spe
i�
, but others are more generi
.We will now dis
uss some interesting bottom halves:IMMEDIATE_BH: This is a generi
 bottom half used by several devi
edrivers to register tasks to be done later. Registration is done by queueing thetask in tq_immediate, whi
h is one of the Task Queues1 maintained by the kernel.1The Task Queue is a list of tasks, to be exe
uted later. Linux kernel maintains four su
hqueues. These are tq_s
heduler, tq_timer, tq_immediate, tq_disk [9℄.15
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Figure 3.5: Network bottom half handlingAfter registering a task this bottom half is marked a
tive.TQUEUE_BH: This bottom half is a
tivated at ea
h timer ti
k if a task isregistered in tq_timer, whi
h is like tq_immediate another Task Queue maintainedby kernel. TQUEUE_BH is always exe
uted later than IMMEDIATE_BH.TIMER_BH: This bottom half is marked by do_timer, the fun
tion in 
hargeof the 
lo
k ti
k. The fun
tion that this bottom half exe
utes is the one that drivesthe kernel timers.CONSOLE_BH: The 
onsole performs tty swit
hing in a bottom half. Thisoperation 
an involve pro
ess 
ontrol. For instan
e, swit
hing between the X Win-dow system and text mode is 
ontrolled by the X server. Moreover, if the keyboarddriver asks for a 
onsole 
hange, the 
onsole swit
hing 
an not be done during theinterrupt. It also 
an not be done while a pro
ess is writing to the 
onsole. Using abottom half �ts the task be
ause bottom halves 
an be disabled at driver's will; inthis 
ase, CONSOLE_BH is disabled during a 
onsole write.NET_BH: Network drivers should mark this queue to notify the upper networklayers of events. We will dis
uss more about NET_BH in the next se
tion.16



3.6 Network Pa
ket Handling3.6.1 Re
eiving IP pa
ketsAt boot time, the network drivers are built into the kernel and initialized. Thisresults in a series of devi
e data stru
tures linked together in the dev_base list. Ea
hdevi
e data stru
ture des
ribes its devi
e and provides a set of 
allba
k routines thatthe network proto
ol layers 
all when they need the network driver to perform work.These fun
tions are mostly 
on
erned with transmitting data and with the networkdevi
e's address. When a network devi
e re
eives pa
ket from its network it must
onvert the re
eived data into sk_bu� data stru
ture. These re
eived sk_bu� areadded onto the ba
klog queue by the network driver. If the ba
klog queue grows toolarge, then the re
eived sk_bu� are dis
arded. Next the driver marks the NET_BH.When the network bottom half handler is run, it pro
esses any network pa
k-ets waiting to be transmitted before pro
essing the ba
klog queue of sk_bu�. Itdetermines whi
h proto
ol layer to pass the re
eived pa
kets to. As the Linux net-working layers are initialized, ea
h proto
ol registered itself by adding a pa
ket_type(see in
lude/linux/netdevi
e.h of the Linux sour
e) data stru
ture onto either theptype_all list or into the ptype_base hash table. The pa
ket_type data stru
ture
ontains the proto
ol type, a pointer to a network devi
e, a pointer to the proto
ol'sre
eive data pro
essing routine and �nally, a pointer to the next pa
ket_type datastru
ture in the list or hash 
hain. The ptype_all 
hain is used to snoop all pa
ketsbeing re
eived from any network devi
e and is not normally used. The ptype_basehash table is hashed by proto
ol identi�er and is used to de
ide whi
h proto
olshould re
eive the in
oming network pa
ket. The network bottom half mat
hes theproto
ol types of in
oming sk_bu� against one or more of the pa
ket type entriesin either table. The proto
ol may mat
h more than one entry, for example whensnooping all network tra�
, and in this 
ase the sk_bu� will be 
loned. The sk_bu�is passed to the mat
hing proto
ol's handling routine. For example, IP pa
kets arepassed onto ip_r
v.
17



3.6.2 Sending IP Pa
ketsPa
kets are transmitted by appli
ations ex
hanging data or else are generated bythe network proto
ols. Whi
hever way the data is generated, an sk_bu� is builtto 
ontain the data and various headers are added by proto
ol layers as it passesthrough them.The sk_bu� need to be passed to a network devi
e to be transmitted. Firstthough the proto
ol, for example IP, need to de
ide whi
h network devi
e to use.This depends on the best route for the pa
ket. For 
omputers 
onne
ted by modemto a single network, say via the PPP proto
ol, the routing 
hoi
e is easy. The pa
ketshould either be sent to the lo
al host via the loopba
k devi
e or to the gateway atthe end of the PPP modem 
onne
tion. For 
omputers 
onne
ted to an Ethernetthe 
hoi
e are harder as there are many 
omputers 
onne
ted to the network. Forevery IP pa
ket transmitted, IP uses the routing tables to resolve the route for thedestination IP address. Ea
h IP destination su

essfully looked up in the routingtables returns a rtable data stru
ture des
ribing the route to use. This in
ludesthe sour
e IP address to use, the address of the network devi
e data stru
ture andsometimes, a prebuilt hardware header. This hardware header is network devi
espe
i�
 and 
ontains the sour
e and destination physi
al address and other mediaspe
i�
 information. If the network devi
e is an Ethernet devi
e, the hardwareheader would be as shown in �gure 3.3 and sour
e and destination address would bephysi
al Ethernet address. The hardware header is 
a
hed with the route be
auseit must be appended to ea
h IP pa
ket transmitted on this route and 
onstru
tingit takes time. The hardware header may 
ontain physi
al addresses that have to beresolved using the ARP proto
ol. In this 
ase the outgoing pa
ket is stalled until theaddress has been resolved. On
e it has been resolved and the hardware header built.The hardware header is 
a
hed so that future IP pa
kets sent using this interfa
edo not have to ARP.3.6.3 Forwarding IP pa
ketsThe pa
kets from a sour
e and to a destination other than this ma
hine are for-warded to the next hop ma
hine provided that this ma
hine is 
on�gured to be18



an ip_forwarder and there is a valid routing table entry for the destination ma-
hine. This ma
hine will a
t as a router. The ip_forwarding 
an be 
ontrolled viaa 
on�guration parameter or a sys
tl variable using the pro
 system interfa
e. Thefun
tion ip_r
v 
he
ks if a parti
ular pa
ket is for the ma
hine itself. If yes, it willprovide the pa
ket to the appropriate upper level proto
ol's re
eive handler. If thisis not the 
ase, and the ip_forwarding is enabled, it will 
all the ip_forward routine.The ip_forward routine will 
onsult the routine table to �nd the next hop for thisdestination and transmits the pa
ket to that ma
hine.

19



Chapter 4TCP Spli
eWe mentioned in 
hapter 1, that Symmetri
 TCP Spli
e takes 
are of all the dataforwarding operations dire
tly in kernel. The intuition behind Symmetri
 TCPSpli
e is that we 
an 
hange the headers of the in
oming pa
kets as they are re
eivedand immediately forward them, rather than passing pa
kets up through the proto
olsta
k to user spa
e, only to have them passed ba
k down again. Using Symmetri
TCP Spli
e, the ar
hite
ture of Split Conne
tion Proxies is shown in �gure 4.1.Compare it with �gure 1.1, of Split Conne
tion Proxy without spli
e. The e�e
tis to have the proxy relay pa
kets as if it were a layer 3.5 router. Authenti
ation,logging and other tasks are done by the proxy in user spa
e as normal, but the data
opying part of the proxy, where the performan
e is lost, is repla
ed by a system 
all,spli
e(). After the spli
e, the proxy 
an go to other tasks. In this 
hapter we will �rstdis
uss all the system 
alls, that we have introdu
ed, for supporting Symmetri
 TCPSpli
e and later using these system 
alls, we will show the pseudo
ode of SOCKSserver and HTTP 1.0 proxy.4.1 System Calls For Supporting Symmetri
 TCPSpli
eIn the dis
ussions to follow, 
lient and server 
onne
tion means, TCP 
onne
tionestablished between proxy and 
lient and between proxy and server respe
tively. The20
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Figure 4.1: Basi
 ar
hite
ture of Split Conne
tion Proxy with Symmetri
 TCP Spli
e
lient interfa
e means the proxy end of the 
lient 
onne
tion. And server interfa
emeans the proxy end of the server 
onne
tion. Also, 
lient so
ket des
riptor andserver so
ket des
riptor means, the so
ket des
riptors asso
iated with the 
lientinterfa
e and server interfa
e respe
tively. Followings are the system 
alls, that wehave provided to support Symmetri
 TCP Spli
e.� init_spli
e(): This system 
all is 
alled at the beginning, with 
lient so
ketdes
riptor. This should be 
alled, before the 
lient 
onne
tion is established,i.e, at some pla
e between so
ket() and a

ept() system 
all, for the 
lientso
ket des
riptor.� intend_spli
e(): This system 
all is 
alled with 
lient so
ket des
riptor andthe server so
ket des
riptor, that are intended to be spli
ed later. The 
lient
onne
tion should be established at that point, but the server 
onne
tionshould not be established, i.e, we have done only so
ket() system 
all, forthe server so
ket des
riptor, but not 
onne
t(). After intend_spli
e is 
alled,reading from the 
lient so
ket des
riptor is not allowed.21



� spli
e(): This system 
all is 
alled with 
lient so
ket des
riptor, server so
ketdes
riptor and a length parameter. The 
lient and server 
onne
tions must beestablished. The length parameter is the number of bytes that 
an be writtento the 
lient so
ket des
riptor after the spli
e system 
all is made. This system
all sets up the spli
e, between the 
lient and server 
onne
tions and from thatpoint on, data transfer between the 
lient and server 
onne
tions are doneinside the kernel. After spli
e system 
all is made, writing more than len bytesof data to the 
lient so
ket des
riptor or writing any data to the server so
ketdes
riptor is not allowed.It should be noted that, the appli
ation is not allowed to read from the serverso
ket des
riptor at any point of time. Now with this primitives, we will show thepseudo
ode for both SOCKS server and HTTP 1.0 proxy.4.2 SOCKS ServerThe SOCKS server pseudo
ode is shown in the �gure 4.2.First the SOCKS server opens a 
lient so
ket des
riptor for a

epting 
onne
tionrequest from 
lient. Then it does init_spli
e with this 
lient so
ket des
riptor andwaits for 
lient 
onne
tion. After a

epting 
lient 
onne
tion, it authenti
ates the
lient and if authenti
ation is su

essful, it goes on to read the 
lient request, whi
his typi
ally, the remote host IP address and port number, to whi
h the 
lient wantsto 
onne
t. SOCKS veri�es the request, and if everything is ok, then it opensserver so
ket des
riptor and does a intend_spli
e with the 
lient so
ket des
riptorand server so
ket des
riptor. Then it 
onne
ts to the server and spli
es the 
lientand server 
onne
tions. Then it sends a �ok� message to the 
lient and 
loses thedes
riptors. Note that when a des
riptor, whi
h is spli
ed, is 
losed, kernel just freesthe pro
ess tables entry for this des
riptor and does not send �n to the peer. Next,the SOCKS server goes on to serve the next request.For more details about the authenti
ation, request and reply messages used inSOCKS, the reader is requested to see [6℄.22



If splice returned no error 

if connect returned error

if socket returned error

if accept returned error

if init_splice returned error

if socket returned error

return;

connect(serv_sock_desc) to server;

cli_sock_des=socket();

init_splice(cli_sock_des);

close(cli_sock_des); return;

new_cli_sock_des = accept(cli_sock_des);

close(cli_sock_des); return;

serv_sock_des = socket();

splice(new_cli_sock_desc , serv_sock_desc , n);

send(cli_sock_desc , "OK"  message);

n = sizeof  "OK"  mesage;

send appropriate reply to client; goto socket_err;

send appropriate reply to client; goto connect_err;

<service next request>

close(new_cli_sock_desc);

close(serv_sock_desc);

<authenticate client and read client request>

intend_splice(new_cli_sock_des , serv_sock_des);

if intend_splice returned error

send appropriate reply to client; goto intend_splice_err;

else if splice returned error

socket_err :

connect_err :

send appropriate reply to client;

intend_splice_err :

Figure 4.2: Pseudo
ode of SOCKS server using Symmetri
 TCP Spli
e for data relay23



4.3 HTTP 1.0 Proxy ServerThe HTTP 1.0 proxy server pseudo
ode is shown in the �gure 4.3.First the proxy opens a 
lient so
ket des
riptor for a

epting 
onne
tion requestfrom 
lient. Then it does init_spli
e with this 
lient so
ket des
riptor and waits for
lient 
onne
tion. After a

epting 
lient 
onne
tion, it authenti
ates the 
lient andif authenti
ation is su

essful, it goes on to read the 
lient request, whi
h, typi
allyis a HTTP Get request. It 
he
ks if it 
an serve the request from its 
a
he. If so, itserves the request from its 
a
he. Otherwise, it will have to establish a 
onne
tionto the server for the requested obje
t. For that it �rst opens server so
ket des
riptorand does intend_spli
e with the 
lient so
ket des
riptor and server so
ket des
riptor.Then it 
onne
ts with the server and forwards the 
lient request to the server. Afterthat it spli
es the two 
onne
tions. Then, it 
loses both the des
riptors and goes onto serve next request.For more details about the appropriate request and reply messages used in HTTP1.0, the reader is requested to see [7℄.4.4 Dis
ussion About Ca
hing At ProxyOne of the important jobs of any proxy server is its 
apability, to serve from its
a
he, be
ause, it improves the response time at the 
lient end. When it 
opies datafrom server 
onne
tion to 
lient 
onne
tion, it keeps a 
opy at its 
a
he for later use.Using TCP Spli
e, its not possible to 
a
he data dire
tly, sin
e, the data do not goup to the appli
ation layer. For supporting su
h servi
e, re
ently a new 
on
ept ofTCP Tapping is introdu
ed. As pa
kets are relayed as in normal TCP Spli
e, a 
opyof the data is also kept in a lo
al so
ket bu�er reassembly queue, 
alled the Spli
eTCP bu�er, whi
h the appli
ation 
an read. For more information about TCP Tap,reader is requested to go through [2℄.
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<authenticate client>

if accept returned error

if init_splice returned error

if socket returned error

if connect returned error

if socket returned error

cli_sock_des=socket();

init_splice(cli_sock_des);

close(cli_sock_des); return;

close(cli_sock_des); return;

serv_sock_des = socket();

new_cli_sock_des = accept(cli_sock_des);

connect(serv_sock_des) to server;

splice(new_cli_sock_des , serv_sock_des , 0);

send appropriate reply to client;

send appropriate reply to client; goto socket_err;

send appropriate reply to client; goto connect_err;

close(serv_sock_des);

intend_splice(new_cli_sock_des , serv_sock_des);

if intend_splice returned error

send appropriate reply to client; goto intend_splice_err;

<service next request>

close(new_cli_sock_des);

check in cache for the request;

return; 

if splice returned error

:

socket_err :

connect_err :

:intend_splice_err

served_from_cache:

if found in cache then serve from cache; goto served_from_cache;

read the HTTP request from client;

forward the HTTP request to server;

Figure 4.3: Pseudo
ode of HTTP 1.0 proxy server using Symmetri
 TCP Spli
e fordata relay 25



Chapter 5ImplementationThe Symmetri
 TCP Spli
e, is implemented as a state ma
hine. In this 
hapter, wewill �rst explain the state ma
hine in detail.5.1 Symmetri
 TCP Spli
e State Ma
hineFrom the point, the appli
ation does intend_spli
e with 
lient so
ket des
riptor andserver so
ket des
riptor, we asso
iate a spli
e-state with ea
h of the TCP 
onne
-tions. In general, a spli
e is asso
iated with a pair of TCP 
onne
tions, one of whi
his the 
lient 
onne
tion and the other is the server 
onne
tion. The spli
e-statestransitioned by the 
lient interfa
e and server interfa
e is shown in the �gure 5.1.Although, the spli
e-state transitioned by the 
lient and server interfa
e are almostsame, they are shown separately for 
onvenien
e.Now we will explain ea
h spli
e-state,� CLOSE: This spli
e-state is entered only by the server interfa
e. It is entered,when the appli
ation 
alls intend_spli
e. It is the starting point of the serverinterfa
e spli
e-state transition. Server interfa
e 
hanges its spli
e-state toESTABLISHED, when the Server interfa
e TCP state enters the ESTABLISHstate.� ESTABLISHED: This spli
e-state is entered both by 
lient interfa
e and26
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Figure 5.1: State diagram for spli
ed TCP 
onne
tions27



server interfa
e. The 
lient interfa
e enters this spli
e-state, when the appli
a-tion 
alls intend_spli
e. It is the starting point of the 
lient interfa
e spli
e-state transition. When the 
lient interfa
e spli
e-state is at ESTABLISHED,all TCP segments from 
lient are queued and are not given to appli
ation,instead they are transferred to the server 
onne
tion when the spli
e is set up.The 
lient interfa
e leaves this spli
e-state when the appli
ation 
alls spli
e.From ESTABLISHED 
lient interfa
e 
hanges its spli
e-state to SPLICED,if all data sent by proxy to 
lient are a
knowledged, i.e, the 
lient interfa
ewrite queue is empty and the appli
ation noti�es that, it will not write anymore data at the 
lient so
ket des
riptor after spli
e system 
all, by settingthe third parameter of the spli
e system 
all to zero. Otherwise, 
lient inter-fa
e spli
e-state 
hanges to PRE_SPLICED. When the 
lient interfa
e 
hangesspli
e-state from ESTABLISHED and if the server interfa
e spli
e-state is notPRE_SPLICED then, all the TCP segments from 
lient, that were queued atthis spli
e-state, are forwarded to the server 
onne
tion.The server interfa
e spli
e-state enters ESTABLISHED from CLOSE. Simi-lar to the 
lient interfa
e when the server interfa
e spli
e-state is at ESTAB-LISHED, all TCP segments from server are queued. Server interfa
e leaves thisspli
e-state when the appli
ation 
alls spli
e. From ESTABLISHED the serverinterfa
e spli
e-state moves to SPLICED, if the server interfa
e write queue isempty, i.e, all data sent from proxy to server are a
knowledged. Otherwise, itmoves to PRE_SPLICED. When the server interfa
e spli
e-state 
hanges fromESTABLISHED and if the 
lient interfa
e spli
e-state is not PRE_SPLICEDthen all the TCP segments from server, that were earlier queued, are forwardedto 
lient 
onne
tion.� PRE_SPLICED: This spli
e-state is entered by 
lient interfa
e from ES-TABLISHED. Any TCP segments from server are queued, when the 
lientinterfa
e spli
e-state is at PRE_SPLICED. This is done due to the reasonthat, may be the 
lient 
onne
tion is 
ongested. So, instead of forwarding thesegments and making the situation worse, we queue it. From PRE_SPLICED
lient interfa
e 
hanges its spli
e-state to SPLICED, when the appli
ation had28



written the data bytes at the 
lient so
ket des
riptor, it was supposed to writeafter the spli
e system 
all and all data are a
knowledged at the 
lient in-terfa
e, i.e, the write queue at the 
lient interfa
e is empty. When the 
lientinterfa
e spli
e-state 
hanges from PRE_SPLICED all the TCP segments fromthe server, that were queued previously, are relayed to the 
lient 
onne
tion.PRE_SPLICED, is entered by the server interfa
e spli
e-state from the ES-TABLISHED. When the server interfa
e spli
e-state is at PRE_SPLICED,any TCP segments from the 
lient are queued. This is done due to the samereason of 
ongestion as explained above. From PRE_SPLICED, server inter-fa
e spli
e-state moves to SPLICED, when all data are a
knowledged at theserver interfa
e, i.e, the write queue at the server interfa
e is empty. When theserver interfa
e spli
e-state 
hanges from PRE_SPLICED all TCP segmentsfrom 
lient, that were queued previously, are relayed to the server 
onne
tion.� SPLICED: Client interfa
e spli
e-state enters SPLICED, from either ESTAB-LISHED or from PRE_SPLICED as explained above. When the 
lient inter-fa
e spli
e-state is at SPLICED any TCP segments from server 
onne
tionare relayed to 
lient 
onne
tion, after properly updating of the TCP and IPheaders, as explained later in this 
hapter. From SPLICED 
lient interfa
espli
e-state moves to FIN_RELAYED when �n is relayed from server 
onne
-tion to 
lient 
onne
tion.Server interfa
e spli
e-state enters SPLICED from either ESTABLISHED orPRE_SPLICED as explained above. When the server interfa
e spli
e-state isat SPLICED all TCP segments from 
lient are relayed to server 
onne
tion,after proper modi�
ation of the TCP and IP headers. From SPLICED serverinterfa
e spli
e-state moves to FIN_RELAYED when �n is relayed from 
lient
onne
tion to server 
onne
tion.� FIN_RELAYED: Client interfa
e enters this spli
e-state from SPLICED.However, there may be spe
ial transitions to FIN_RELAYED from either ES-TABLISHED or PRE_SPLICED, not shown in �gure 5.1. When the server29



interfa
e spli
e-state 
hanges from ESTABLISHED or when the 
lient inter-fa
e spli
e-state 
hanges from PRE_SPLICED, it relays TCP segments fromserver, that were queued, to the 
lient 
onne
tion. If a queued �n pa
ket is re-layed then the 
lient interfa
e spli
e-state 
hanges to FIN_RELAYED. Whenthe 
lient interfa
e spli
e-state is FIN_RELAYED all TCP segments fromserver are relayed to the 
lient 
onne
tion, after modifying the TCP and IPheaders. From FIN_RELAYED 
lient interfa
e spli
e-state moves to SHUT-DOWN when the a
knowledgement, of the �n forwarded, is re
eived from
lient. When 
lient interfa
e spli
e-state 
hanges to SHUTDOWN 
he
k ismade to see whether the server interfa
e spli
e-state is also SHUTDOWN andif it is true then, both the interfa
e spli
e-state are 
hanged to TIMEWAIT.Server interfa
e enters this spli
e-state from SPLICED. However, there may bespe
ial transitions to FIN_RELAYED from either ESTABLISHED or PRE_SPLICEDsimilar to the 
lient interfa
e spli
e-state transition as explained above. Whenthe server interfa
e spli
e-state is FIN_RELAYED all TCP segments from
lient are relayed to the server 
onne
tion, after modifying the TCP and IPheaders. From FIN_RELAYED 
lient interfa
e spli
e-state 
hanges to SHUT-DOWN when a
knowledgement, of the �n forwarded, is re
eived from server.When server interfa
e spli
e-state 
hanges to SHUTDOWN 
he
k is made tosee whether the 
lient interfa
e spli
e-state is also SHUTDOWN and if it istrue then, both the interfa
e spli
e-state are 
hanged to TIMEWAIT.� SHUTDOWN: From FIN_RELAYED both 
lient interfa
e and server inter-fa
e rea
hes this spli
e-state. When the 
lient interfa
e spli
e-state is SHUT-DOWN all TCP segments from the server 
onne
tion are relayed to the 
lient
onne
tion, after TCP and IP header modi�
ation. Similarly, when the serverinterfa
e spli
e-state is SHUTDOWN all TCP segments from the 
lient 
on-ne
tion are relayed to the server 
onne
tion.� TIMEWAIT: This spli
e-state is entered when both the 
lient and serverinterfa
e spli
e-state are in SHUTDOWN, i.e, both �n and it's a
knowledge-ments are relayed in either dire
tion. Now, either 
lient or server TCP state30



ma
hine is in TIMEWAIT. This TCP state is maintained for the 2MSL time1.To support this, we keep both the 
lient and server interfa
e spli
e-state atTIMEWAIT, resembling to the normal TCP state ma
hine TIMEWAIT state.At this spli
e-state, TCP segments from either 
onne
tion is relayed to theother 
onne
tion, after modi�
ation of the TCP and IP headers. After 2MSLtime we tear down this spli
e between the 
lient and server 
onne
tion by re-moving all the related kernel data stru
tures, we maintained for this spli
ed
onne
tions and set the TCP state of both the 
onne
tion to CLOSE.If the spli
e 
ode re
eives a TCP Reset from either 
onne
tion it relays the Resetand tears down the spli
e. Any future TCP segments re
eived at the proxy on those
onne
tions will result in the proxy originating and sending a Reset to the TCPsegment's sour
e.5.2 Relaying SegmentsAs ea
h segment is re
eived at a spli
ed interfa
e, we verify the 
he
ksum of thesegment, alter the segment's TCP and IP headers, to address the segment to theother end of the spli
ed 
onne
tion and forward it. In this se
tion we will dis
uss,the TCP and IP header �elds that need to be 
hanged, before relaying the segmentto the other end of the spli
ed 
onne
tion.5.2.1 Alter IP Header� Change sour
e and destination address to that of the outgoing 
onne
tion.� Remove IP options from the in
oming pa
kets.� Update IP header 
he
ksum.1MSL or maximum segment lifetime is the time a segment 
an exist in the network beforebeing dis
arded. RFC 793 spe
i�es it to be 2 minutes. 2MSL wait provides prote
tion againstdelayed segments from an earlier in
arnation of a 
onne
tion from being interpreted as part of anew 
onne
tion that uses same lo
al and foreign IP addresses and port number31



5.2.2 Alter TCP Header� Change sour
e and destination port numbers to mat
h outgoing 
onne
tion.� Map the sequen
e numbers.� Map TCP options as needed.� Update TCP header Che
ksum.The TCP sequen
e number and TCP option mapping is dis
ussed later in this
hapter. TCP 
he
ksum is 
omputed two times for a TCP segment that is relayed,�rst, when the segment is re
eived, to 
he
k whether the segment rea
hed the proxywithout error and se
ond, when we forward the segment. For e�
ien
y, duringverifying 
he
ksum of the in
oming segment, we saved the partial 
he
ksum of theTCP segments data portion. And when we re
ompute the 
he
ksum of the segment,after altering the TCP and IP headers, we start as usual with the TCP headers, but,we do not 
ompute again partial 
he
ksum over the data portion of the segment andinstead, use the saved partial 
he
ksum and 
ompute the 
he
ksum. This saves oneextra pass over the data portion of the TCP segment.The TCP urgent pointer is represented as an o�set from the segment's sequen
enumber and it is not 
hanged during the mapping pro
edure. By dire
tly mappingand relaying segments, TCP Spli
e preserves the 
omplete semanti
s of TCP's urgentpointer.5.3 Mapping Of Sequen
e NumbersWhen two 
onne
tions are spli
ed together, the data sent to the proxy on one 
on-ne
tion must be relayed to the other 
onne
tion so that it appears to seamlesslyfollow the data that 
ame before it. Sin
e all data bytes in TCP are assigned asequen
e number in the sequen
e spa
e of their 
onne
tion, we a
hieve a seamlessspli
e by mapping the sequen
e numbers from one 
onne
tion's sequen
e spa
e tothe other 
onne
tion's sequen
e spa
e. 32
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Figure 5.2: Choi
e of base points for data �owing from server to proxy to 
lientWe 
all the sequen
e number of the next data byte to be sent to 
lient from 
lientinterfa
e, spli
e_iss
lient_interfa
e and the sequen
e number 
lient interfa
e next ex-pe
ts from 
lient, spli
e_irs
lient_interfa
e. Similarly, we 
all the sequen
e number ofthe next data byte to be sent to server from server interfa
e, spli
e_issserver_interfa
eand the sequen
e number server interfa
e next expe
ts from server, spli
e_irsserver_interfa
e.The initial values of all the above four spli
e parameters are shown in the �gure 5.2and �gure 5.3.Now for all TCP segments from 
lient, the sequen
e number, seq_numin anda
knowledgement number, a
k_numin are mapped to seq_numout and a
k_numoutas per following equations,seq_numout = (seq_numin - spli
e_irs
lient_interfa
e) + spli
e_issserver_interfa
ea
k_numout = (a
k_numin - spli
e_iss
lient_interfa
e) + spli
e_irsserver_interfa
eSimilarly, for all TCP segments from server, the sequen
e number, seq_numinand a
knowledgement number, a
k_numin are mapped to seq_numout and a
k_numoutas per following equations,seq_numout = (seq_numin - spli
e_irsserver_interfa
e) + spli
e_iss
lient_interfa
ea
k_numout = (a
k_numin - spli
e_issserver_interfa
e) + spli
e_irs
lient_interfa
e33
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e of base points for data �owing from 
lient to proxy to server5.4 TCP OptionThe TCP Option that will be used on a 
onne
tion are negotiated exa
tly on
e whenthe SYN pa
kets, that establish the 
onne
tion, are ex
hanged. In the 
ase of split-
onne
tion using TCP Spli
e, this initial SYN ex
hange is with the proxy ma
hine,not with the server node. Sin
e, pa
kets will �ow almost dire
tly from 
lient nodeon
e the spli
e is in pla
e, the proxy must have a way to 
onvert between the optionsboth nodes a

ept. This is di�
ult sin
e the proxy does not know whi
h serverthe 
lient wishes to 
onne
t, when it a

epts and negotiates options for the 
lient
onne
tion. Not knowing the intended server, the proxy 
an not simply negotiate
ompatible options.The following se
tions des
ribe how we handle options negotiation for the most
ommon TCP options. In reality, most of the options listed below are rare inpra
ti
e, with few of them appearing in a
tual use in tra
es we have examined,so our exer
ise to support them is largely a
ademi
. Supporting only the minimum
ommon subset of the options in
luding Timestamps and Maximum Segment Sizeappears to be su�
ient for deployment on 
orporate networks today.34



5.4.1 TimestampBefore, we go on des
ribing, how we handled Timestamp option [4℄, we will dis
ussabout the Timestamp option handling in Linux.Timestamp option is used for two purposes. It provides1. Prote
tion against wrapped sequen
e numbers, PAWS.2. Better rtt 
al
ulation.The Timestamp option 
arries two 32 bit Timestamp �elds, Timestamp Valueand Timestamp E
ho Reply. The Timestamp Value �eld (TSval) 
ontains the 
ur-rent value of the Timestamp 
lo
k of the TCP, sending the option. The TimestampE
ho Reply �eld (TSe
r) is only valid if the ACK bit is set in the TCP header. If itsvalid, it e
hoes a TSval, that was sent by the remote TCP in the Timestamp option.Using TSe
r, from the a
knowledgement segments, the sender 
al
ulates rtt. Also,seeing the TSval, the re
eiver 
an dete
t the wrapped sequen
e numbers. It hasbeen noted that, in a gigabit network, the 32-bit sequen
e numbers 
an wraparoundin 17 se
onds. Whereas, 32-bit Timestamp Value, wrap around at a mu
h lower fre-quen
y. It is found that, even at the highest possible Timestamp 
ounter frequen
y,the sign bit of the TSval, wraparounds only every 24 days. Therefore, if the TSvalof the segment, is less than the most re
ent Timestamp re
eived from the peer, thissegment is old and must be dis
arded. The segment might be dis
arded later in theinput pro
essing be
ause the sequen
e number is �old�; but PAWS test is intendedfor high speed 
onne
tions, where the sequen
e numbers 
an wrap qui
kly.Linux maintains following variables for Timestamp option handling,� ts_re
ent: When a TCP segment is re
eived, it's sequen
e number is 
om-pared with, the last a
knowledgment sent over the 
onne
tion. If they areequal and this segment is not a dupli
ate segment, then the TSval of thesegment is 
opied to ts_re
ent.� t
p_time_stamp: This is 
urrent value of ji�es, a global variable whi
h isin
remented on every timer interrupt.35



When we relay the segments, we map the TSval and TSe
r, of the segment andforward to the other 
onne
tion, just like as we did for the sequen
e number. Weinitialize, the base points for the Timestamp mapping as shown below,last_re
vTs
lient_interfa
e = ts_re
ent
lient_interfa
elast_sentTs
lient_interfa
e = t
p_time_stamplast_re
vTsserver_interfa
e = ts_re
entserver_interfa
elast_sentTsserver_interfa
e = t
p_time_stampNow we map the Timestamp Value, TSvalin and Timestamp E
ho Reply, TSe
rin,of the segment to TSvalout and TSe
rout respe
tively.For the segments going from 
lient to server, we use the following equations,TSvalout = (TSvalin - last_re
vTs
lient_interfa
e) + last_sentTsserver_interfa
eTSe
rout = (TSe
rin - last_sentTs
lient_interfa
e) + last_re
vTsserver_interfa
eSimilarly, for the segments going from server to 
lient, we use the followingequations,TSvalout = (TSvalin - last_re
vTsserver_interfa
e) + last_sentTs
lient_interfa
eTSe
rout = (TSe
rin - last_sentTsserver_interfa
e) + last_re
vTs
lient_interfa
eIn addition to the above rules, if one 
onne
tion does not support Timestampoption and the other supports, and are spli
ed together, we simply strip the Times-tamp option from the segments, that are passed from the 
onne
tion supportingthis option to the 
onne
tion not supporting it. Stripping is done by overwritingthe Timestamp options by NOP option. O�
ourse, if neither of the 
onne
tionssupports Timestamp options, we do not need to do anything.5.4.2 Window S
aleWindow S
ale option [4℄ avoids the limitations of a 16-bit window size �eld in theTCP header. Larger windows are required for what is 
alled long fat pipes networkswith either high bandwidth or a long delay. The Window S
ale option de�nes a1-byte shift 
ount. This shift 
ount 
an have any values between 0 and 14. WindowS
ale option 
an only appear in the SYN pa
kets.To support Window S
aling option, Linux uses following variables,36



� r
v_ws
ale: This is the s
ale fa
tor for the windows to be advertised tothe peer. When TCP de
ides to advertise a window, it is right shifted, byr
v_ws
ale times and is pla
ed in the Window �eld of the TCP header.� snd_ws
ale: This is the s
ale fa
tor for uns
aling any advertised windowfrom the peer. Uns
aling is done by left shifting the window advertised, bysnd_ws
ale times.Both the above parameters are �xed at the 
onne
tion setup time. The r
v_ws
aleis 
al
ulated from the so
ket bu�er size and is advertised, in the Window S
ale op-tion, in the SYN segment. The peer saves that value as its snd_ws
ale. Internally,Linux maintains window sizes as 32 bit values, not 16 bit.To handle the window s
ale, we do the following things,1. We set the r
v_ws
ale for the 
lient interfa
e to 0. This setting of r
v_ws
aleis done during init_spli
e system 
all.2. We set the r
v_ws
ale of the server interfa
e to the snd_ws
ale of the 
lientinterfa
e, during the intend_spli
e system 
all, i.e, we forward the windows
ale shown by 
lient to server.The above steps ensures that, if server does support this option, it will be ableto send data to the 
lient using the 
lient's s
aled window, though the 
lient willbelieve the server only supports the default 64KB window. This is 
ompatible withthe typi
al 
lient-server model in whi
h most data �ows from server to 
lient.If the server does not support window s
ale option, the proxy uns
ales the windowadvertised by the 
lient. The uns
aled window is 
lamped at 65535, i.e, if afteruns
aling the resultant window be
omes greater than 65535, it is set to 65535.5.4.3 Sele
tive A
knowledgementsSele
tive a
knowledgement (SACK) [5℄ is used to 
onvey extended a
knowledgmentinformation over an established 
onne
tion. Spe
i�
ally, it is to be sent by a datare
eiver to inform the data transmitter of non-
ontiguous blo
ks of data that have37



been re
eived and queued. The data re
eiver is awaiting the re
eipt of data in laterretransmissions to �ll the gaps in sequen
e spa
e between these blo
ks. At thattime, the data re
eiver will a
knowledge the data normally by advan
ing the leftwindow edge in the A
knowledgement Number �eld of the TCP header.It is important to understand that the SACK option does not 
hange the meaningof the A
knowledgment Number �eld, whose value still spe
ify the left window edge,i.e, one byte beyond the last sequen
e number of fully-re
eived data. However,SACK provides additional information that the data transmitter 
an use to optimizeretransmission.This option 
ontains a list of blo
ks of 
ontiguous sequen
e spa
e o

upied bydata that has been re
eived. Those sequen
e numbers are mapped in the way similarto the normal sequen
e number mapping. In addition, if one 
onne
tion, supportingSACK, is spli
ed with one that does not, we strip the SACK options that are passedfrom, the 
onne
tion supporting it, to the one not supporting it.5.4.4 Maximum Segment SizeThe Maximum Segment Size (MSS) option is sent in the SYN pa
ket to tell thepeer TCP ma
hine what is the largest TCP segment, this TCP ma
hine is 
apableof handling.Before we go on des
ribing the MSS option handling, we will show the importantvariables, used by Linux, for supporting MSS option.� user_mss: This variables 
an be set by the user with setso
kopt system 
all.It spe
i�es the maximum segment size for this so
ket. It does not 
ount forthe TCP options, but in
ludes only bare TCP header.� mss_
lamp: This variable stores the MSS negotiated at the 
onne
tionsetup.� mss_
a
he: This is the 
urrent e�e
tive sending MSS, in
luding all TCPoptions ex
ept for SACKS.Now we will dis
uss, how the MSS value is 
al
ulated, whi
h is advertised inthe SYN segment during the 
onne
tion setup. The mss_
lamp, whi
h is a 16-bit38



unsigned variable, is initialized to 65535. Then TCP 
he
ks whether, the user_mssis set or not. If set, it initializes the mss_
lamp to user_mss. Next it 
omputesmss_
a
he, by subtra
ting the TCP and IP headers length and TCP options length,other than SACKS, from the MTU2. Next, a 
he
k is made to see, if mss_
lamp isgreater than the sum of mss_
a
he and TCP options length (ex
luding SACKS). Ifyes then, the mss_
lamp is set to the sum of mss_
a
he and TCP options length(ex
luding SACKS). In the SYN segment, TCP advertises mss_
lamp as the MSS.When, the peer TCP re
eives the SYN segment, it notes the MSS. Next it 
he
ks,whether, the user_mss (at the peer TCP) is set. If set then, the peer TCP set themss_
lamp to the minimum of MSS seen in the SYN segment and the user_mss.Next it 
he
ks the MTU of the interfa
e, through whi
h the 
onne
tion request isre
eived, and �nds out the maximum TCP segment size possible, by subtra
ting theTCP and IP header length from it. Then the peer TCP, takes the minimum of themss_
lamp and maximum TCP segment size 
omputed above, and set mss_
lampto it. Later in the SYN/ACK segment it advertises this mss_
lamp.Now that we have some insight about the MSS option negotiation, we will explainhow MSS is negotiated with Symmetri
 TCP Spli
e.In Symmetri
 TCP Spli
e, we set the user_mss of the server interfa
e to themss_
lamp of the 
lient interfa
e, during intend_spli
e. As a result of this step,the MSS known to server, will be a

eptable to the 
lient also. However, if theMSS negotiated on the server 
onne
tion is less than the MSS negotiated on the
lient 
onne
tion and if the 
lient sends a TCP segment of size more than the MSSof server 
onne
tion, we fragment that TCP segment, into smaller fragments, untilthe sizes of all the new TCP fragments, be
omes less the the MSS of the server
onne
tion. Though this introdu
es an overhead, but, su
h situation will be rare,be
ause, in normal situation, the TCP segments form 
lient, will be �get� requestsand the size of those segments will be very small 
ompared to the MSS negotiated.But, no su
h fragmentation is required for the server to 
lient segments.2There is a limit on the number of bytes an Ethernet frame 
an 
arry. This is size is 
alledMaximum Transfer Size or MTU. For Ethernet, MTU is 1500. Most types of networks have su
hupper limit 39



Chapter 6Performan
e
6.1 ExperimentsTo evaluate the performan
e of Symmetri
 TCP Spli
e, we 
ompared the responsetime from the 
lient end with, Symmetri
 TCP Spli
ed SOCKS server, normalSOCKS server and Router. The normal SOCKS server and Router was run onthe unmodi�ed kernel. The test network is shown in the �gure 6.1. Both Proxyand Web server was run on Linux version 2.2.15-4mdk, while the Client was run onLinux version 2.2.14-5.0.For performan
e testing, we have written the 
lient, Web server and SOCKSserver. The 
lient followed the SOCKS proto
ol, as dis
ussed earlier. The Webserver was a typi
al HTTP like Web server. The 
lient �rst establishes a 
onne
tionwith the SOCKS server. And then sends the Web server's IP address and portnumber to the SOCKS server. The SOCKS server, a

epts the 
lient 
onne
tionand forks a 
hild pro
ess, Child_SOCKS. The Child_SOCKS reads the Web serverIP address and port number, from the 
lient and establishes a 
onne
tion with theWeb server. Next, the Child_SOCKS spli
es the two 
onne
tions, sends the �ok�message to the 
lient and exits. The 
lient waits for the �ok� message and then sendsthe �get� request to the Web server. This �get� request passes through the kernel ofthe SOCKS server and rea
hes the Web server. The Web server after reading therequest, sends ba
k the response and 
loses the 
onne
tion. We measured the time40
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e, when the 
lient sends the get request and when it gets ba
k the 
ompleteresponse. We 
all this the response time in the following dis
ussion.For testing the response time with Router, we enabled IP forwarding in our proxyma
hine. The 
lient 
onne
ts to the Web server dire
tly and sends the �get� request.In this 
ase also, we measured the time di�eren
e, when the 
lient sends the �get�request and when it gets ba
k the 
omplete response from Web server.We have 
onsidered two test 
ases. In the �rst 
ase, we 
ompared the responsetime of Spli
ed SOCKS server, with normal SOCKS server and Router, at minimumload 
ondition, where only one 
onne
tion exist between the 
lient and SOCKSserver and between SOCKS server and Web server. The result is shown in the �gure6.1.In the se
ond 
ase, we tested the Spli
ed SOCKS server's performan
e at highload. Here, the 
lient forks a number of pro
esses and ea
h of them establishes 
on-ne
tion with the SOCKS server and follow exa
tly the same pro
edure, as des
ribedabove to send the request and get ba
k the response. The response time is thenaveraged over the number of 
onne
tion. We 
ompared the result with the normalSOCKS server. The result for data of di�erent sizes is shown in the �gure 6.2.
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6.2 AnalysisFrom the result, it is seen that, the Symmetri
 TCP Spli
e does not perform well fortransferring small sized data, but, performs well when the transfer size is high. Infa
t for transferring data over 1M, the improvement goes above 27% over the normalSOCKS server. It is also, interesting to note that, the spli
ed SOCKS server, worksas fast as Router, when transferring large data.At high load, the overhead of 
ontext swit
hing has a�e
ted the response time,of normal SOCKS server and thats why, the performan
e of Symmetri
 TCP Spli
eis better than the normal SOCKS server even when transferring data of smaller size.
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Chapter 7Con
lusion And Future WorkWe have presented a method for transferring data between two TCP 
onne
tionsinside the kernel. For this we have modi�ed the Linux kernel to suit our purpose.We have also shown how to write SOCKS server and HTTP 1.0 proxy, using thesystem 
alls, whi
h we have provided to support Symmetri
 TCP Spli
e. And wehave shown that response time at the 
lient end, with proxy supporting Symmetri
TCP Spli
e is better than the normal proxy. We have also shown that the proxy withSymmetri
 TCP Spli
e works as fast as Router. And more importantly Symmetri
TCP Spli
e performs better with high load.7.1 Future WorkThe Symmetri
 TCP Spli
e, as implemented, instru
ts very rigid form of appli
a-tion programming. For example, we 
an read from 
lient so
ket des
riptor beforeintend_spli
e, but not after that. Also, we 
an not read from server so
ket des
rip-tor at all. As an extension of this work, we have also, implemented Asymmetri
TCP Spli
e, where, we have given the �exibility of spli
ing at any point of timeafter both the server and 
lient 
onne
tions are established. That s
heme 
an bein
luded here also. But the main limitation of Symmetri
 TCP Spli
e is that, it
an not be used with any proto
ol, that supports persistent 
onne
tion, like HTTP1.1. In HTTP 1.1, the 
lient opens a 
onne
tion with the server and sends multiple44



�get� requests over the same 
onne
tion, without 
losing it. With Symmetri
 TCPSpli
e, we spli
e for the lifetime of the 
onne
tions. So, the appli
ation layer proxy,supporting HTTP 1.1, after reading the �rst �get� request will spli
e and after that,following �get� requests from 
lient, will not rea
h the appli
ation proxy and willpass through the kernel, of the proxy, to rea
h the server dire
tly. So, after serving�rst request, any kind of a

ess restri
tion on the requests from 
lient or even theservi
e from proxy 
a
he is no longer possible. To over
ome this drawba
k, we haveimplemented Asymmetri
 TCP Spli
e, to support persistent 
onne
tion, where theappli
ation gets ba
k the 
ontrol, after the request is served by the server. Butvery few proto
ols support persistent 
onne
tion. So, the 
urrent implementationof Symmetri
 TCP Spli
e 
an support most of the 
ommonly used proxies.
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