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ABSTRACT
Most grid security researches focus on user authentication
and secure communication, the protection of grid computers
is left to the underlying operating system. Unfortunately,
most OS level protection mechanisms can be turned off af-
ter an attacker manages to exploit a vulnerability to gain
privileged access.

This paper proposes SVGrid, a Secure Virtual Grid com-
puting environment, to protect grid computers’ filesystem
and network from malicious grid applications. SVGrid works
by isolating grid applications in one or more grid virtual ma-
chines whose filesystem and network service are moved into a
dedicated monitor virtual machine. All file and network ac-
cess requests are then forced to go through the monitor vir-
tual machine, where security policies can be enforced. The
resource compartment guarantees that appropriate security
policy enforcement cannot be bypassed or disabled, even if
a grid virtual machine is compromised. We tested SVGrid
against attacks on grid virtual machine using rootkit and
internet worm, SVGrid was able to prevent both of them
from maliciously accessing filesystem and network. We also
evaluated the performance of SVGrid system and only found
that performance cost was reasonable considering the secu-
rity benefits of SVGrid.

Categories and Subject Descriptors
C.2.4 [Distributed Systems]: Network operating systems

General Terms
Secure Grid System

Keywords
virtual machine, grid computing
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1.1 Motivation
Grid is designed to enable the sharing of geographically

distributed ”autonomous” resources. However, sensitive re-
sources could be abused by malicious grid applications. For
example, By modifying sensitive files such as system bina-
ries or configurations, an adversary can tamper with sen-
sitive data, install backdoors for system re-entry, or inject
virus to disrupt the normal running of the grid computer.
By abusing network, a malicious user can use the victim grid
computer as a midway to attack other hosts [14]. Many re-
source owners are therefore reluctant to share their resources
to run grid applications for other grid users.

Most grid computing infrastructures rely on the operating
system to mediate accesses to sensitive resources. However,
intruders can often exploit vulnerabilities in system design
and implementation to compromise the operating systems
and turn off the OS protection on sensitive resources [16].
Because modern operating systems are usually complex, it
is hard to completely eliminate system vulnerabilities and
prevent intrusions. In this paper, we are exploring a method
that can protect sensitive resources even in a compromised
environment. Currently, we focus on the protection of two
kinds of sensitive resources: file system and network system.

1.2 Potential Solutions
To prevent abuse of sensitive files, one can deploy sand-

boxing systems like chroot [12], Janus [10] and GridBox [7]
to prevent untrusted applications from seeing the whole sys-
tem resources. Mandatory access control systems like SELinux [11]
and GridPortal [6] also help protect sensitive resources by
associating immutable attributes with subjects and objects
and performing authorization checks based upon those at-
tributes. However, all these approaches suffer from the same
problem: they can be turned off if intruders compromise the
operating system and gain system privileges [1]. The file pro-
tection they provide is thus less effective in a compromised
environment.

Network firewalls such as iptables [13] helps prevent mali-
cious network accesses. However, if the firewall is deployed
on a grid computer, it can be disabled by a successful in-
truder; if the firewall is deployed on a stand-alone device
like a router, it is less effective in protecting computers that
are directly interconnected and behind the firewall.

Virtual machine monitors such as VMWare [15] and Xen [3]
can be extended to isolate grid applications into guest vir-
tual machines so that nothing a malicious application does
on its virtual machine can change or damage the real com-
puter. However, files in a virtual machine are still subject

Article 16



to malicious accesses. Therefore, a malicious grid applica-
tion can still disrupt subsequent applications that will run
on the same virtual machine by modifying sensitive files. In
addition, different classes of grid users or applications may
have different access permissions. Existing virtual machine
systems do not dynamically change security policy accord-
ing to the grid user/applications running in them, rendering
the security policy enforcement less flexible.

1.3 Overview of SVGrid
Aiming at protecting sensitive resources even if a grid user

already subverts the system, this paper proposes SVGrid,
a Secure Virtual Grid running environment based on Xen
virtual machine (VM) architecture [3]. SVGrid is developed
to provide an non-bypassable access control mechanism to
regulate the accesses to sensitive system files and networks.
Currently, SVGrid is designed for Linux systems, but the
same idea can be applied to other operating systems.

SVGrid runs multiple Grid Virtual Machines (GVM).
Each GVM is dedicated to run one grid application at one
time. Grid applications can run in their GVM as if they
run directly on a standard physical host. No modification
on grid applications is needed. The filesystems and net-
work services of all GVMs are moved to a dedicated mon-
itor virtual machine . When a grid application in GVM
needs to access files or networks, its request is forced to go
through the monitor virtual machine to verify compliance
of this request with security policies. With this setting, SV-
Grid presents the following properties in running untrusted
grid applications:

• Transparency. While SVGrid moves the filesystem
and network service of GVM to the monitor virtual
machine, those resources can be transparently accessed
by grid applications without modification on applica-
tion source code. The details will be described in Sec-
tion 3.

• Complete mediation. As the filesystem and net-
work support of a GVM is moved to the monitor vir-
tual machine, all accesses to these resources must go
through the monitor virtual machine and are subject
to security checking. Therefore, the access control can-
not be bypassed.

• Attack resistance. The monitor virtual machine is
responsible for security policy enforcement. It is se-
curely isolated from GVMs by the Xen virtual ma-
chine monitor. Therefore, grid applications in GVMs
cannot access or disable the policy enforcer running in
the monitor virtual machine, no matter whether they
can compromise their own GVMs or not.

We implemented SVGrid and tested it against attacks on
GVM using several available malicious softwares. SVFS was
able to prevent prevent all of them from modifying sensitive
files and accessing unauthorized network hosts. We also
compared the application performance on SVGrid to that on
a native Linux system and found that performance penalty
brought by SVGrid is 8.3% for the experiment workload. We
believe that performance cost was reasonable, considering
the security benefits of SVGrid.

The remainder of this paper is organized as follows. Sec-
tion 2 gives background and terminology related to virtual
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Figure 1: Xen Virtual Machine Architecture

machines. Section 3 presents the design of the system. Sec-
tion 4 presents the evaluation on effectiveness and perfor-
mance of SVGrid. Finally, Section 5 presents conclusions
and directions for future work.

2. OVERVIEW OF VM TECHNOLOGY
SVGrid is built upon the Xen virtual machine infrastruc-

ture. Xen is a virtual machine monitor for x86 that supports
execution of multiple guest operating systems with resource
isolation and performance close to bare machine [3]. As
shown in Figure 1, Xen is a thin software layer that runs
directly on a physical machine’s hardware. It provides each
virtual machine with a set of virtual interfaces that resem-
ble direct interfaces to the underlying hardware. Applica-
tions on a virtual machine can run without modification
as if they were on a dedicated physical machine. Further-
more, Xen provides secure partitioning between virtual ma-
chines (known as domains in Xen terminology). Guest VMs
run as if they are physically separated machines. They can
only see and access their own virtual resources, preventing a
malicious VM from directly manipulating other virtual ma-
chine’s resources. There are two kinds of virtual machines in
a Xen server: Domain0 and DomainU. Domain0 is a required
part of any Xen-based server. It is a privileged virtual ma-
chine that can communication with Xen via specified inter-
faces and control the running of other unprivileged virtual
machines, DomainU.

The bootup procedure of guest operating systems is differ-
ent to that provided by the underlying hardware. Domain0
is created and booted by Xen itself. For all subsequent guest
virtual machines (known as DomainU), the analogue of the
boot-loader is the domain builder, user-space software run-
ning in Domain0. The domain builder is responsible for
loading a DomainU’s OS kernel image and setting up this
DomainU’s running environment, such as filesystem and net-
work interface. SVGrid uses Domain0 as the monitor virtual
machine. Therefore, the monitor virtual machine knows the
valid MAC and IP address of all other virtual machines’
network interfaces. This allows the monitor virtual machine
to check if network packets sent by a GVM contain spoofed
MAC or IP address. This capability is used by SVGrid to
enforce network access control as described in Section 3.3.
Futher details about Xen can be found in [3] and Xen official
website: http://www.cl.cam.ac.uk/Research/SRG/netos/xen/.

Article 16



�������

��	�
�����

��	����

��������	����	�
��

�����	���
�����

������������
��	�

��
��������
��

���������	


����������	
��

������
�������	

�����������

 �
�
�������

�	!�����

"# �$������������

������
	�����

Figure 2: SVGrid Architecture

In this paper, Xen and Domain0 (and thus the monitor
virtual machine) are regarded as the trust computing base
(TCB) for two reasons. First, Xen is a thin software layer
that is primarily responsible for CPU and memory virtual-
ization. It consists of approximately 60K lines of code. Sim-
ilarly, Domain0 runs a reduced Linux operating system ded-
icated to providing device virtualization and domain man-
agement services only. Compared to a full operating system
that typically has several million lines of code, Xen and Do-
main0 are much simpler and more likely to be implemented
correctly [8]. Second, Xen and Domain0 only exposes a very
limited interface, which prevents the outside world from di-
rectly accessing most of its functionality. For Xen layer, it
can only be accessed via predefined hypercalls. Domain0
primarily provides virtual device I/O and domain manage-
ment services. The virtual device I/O service is delivered
to a DomainU via a virtual communication channel estab-
lished between Domain0 and this DomainU. The commu-
nication channel is essentially a memory region shared by
Domain0 and DomainU. It can be established only by Do-
main0 at the bootup stage of the DomainU. Xen protects
the communication channel from being accessed by a third
party, preventing source spoofing and data tampering over
this channel. Currently, Domain0 allows an administrator
to use ssh or console to log into Domain0 to manage Domai-
nUs. However, there is no technical difficulty to completely
disable network access to Domain0 or develop a dedicated
daemon for controlling domains remotely. Because the dae-
mon is developed for a single purpose and relatively simple,
it is reasonable to believe that this domain management in-
terface can be implemented correctly.

3. DESIGN OF SVGRID
SVGrid is designed to prevent malicious access to sys-

tem files and networks. As Figure 2 shows, an SVGrid sys-
tem consists of two major components: the grid virtual

machine and the monitor virtual machine. Grid virtual
machine (GVM) is a virtual machine dedicated to run grid
applications. An SVGrid system may have one or more grid
virtual machines. Each GVM runs one grid application for
one grid user at a time. The monitor virtual machine, on
the other hand, is responsible for monitoring the network
and filesystem activities of a GVM. It identifies the grid
user/applicatioin by the GVM ID and enforces appropriate
security policy according to the grid user. Currently, the
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Figure 3: A Sample Customized Policy

monitor virtual machine is Domain0, the only privileged vir-
tual machine in a Xen server.

To effectively monitor the GVM’s filesystem activities and
enforce security policies, SVGrid moves the GVM’s filesys-
tem to the monitor virtual machine. These files are exported
back to GVM with a secure virtual file system called SVFS,
which is developed by us. When grid applications need to
access files that are stored in the monitor virtual machine,
they have to go through the SVFS layer, which happens
transparently. Thus, all file accesses from GVM must be
checked against security policies by the SVFS server run-
ning in the monitor virtual machine. The details of SVFS
is described in Section 3.2.

In a Xen environment, all GVM’s network communication
are forced to go through Domain0 (and thus the monitor vir-
tual machine) [3]. The monitor virtual machine is therefore
vantage point to block malicious network traffic. This net-
work protection comes from two aspects. First, as described
in Section 2, the monitor virtual machine is able to check
the source IP/MAC address of packets originated from a
GVM against a trusted database, preventing a malicious
grid user from sending packets with fake source IP/MAC
address. Second, SVGrid uses iptables [13] network fire-
wall to enforce network access control policy and prevent
adversaries in GVM from sending malicious packets to at-
tack other network hosts. We will describe the network pro-
tection in detail in Section 3.3.

3.1 Secure Environment Setting
SVGrid allows the system administrator to specify a global

access control policy on the filesystem and network system
used with grid applications. This system policy applies to
all grid users. By default, each known grid user have a home
directory. The user can create, delete, or modify any files
in her home directory. The base system files provided by
SVGrid host are set to read-only. This kind of files include
operating system files, utilities and Grid supporting systems
such as Globus [9] and MPICH [2]. Global policies helps ex-
pedite policy configuration for most grid applications.

In some cases, global policies maybe too restrictive for cer-
tain grid applications. If those applications are trusted (for
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example, they are developed by trusted companies or peo-
ple), SVGrid also allows system administrators to customize
security policies for specified grid applications to meet their
requirements. A sample customized policy is shown in Fig-
ure 3. The customized policy will be applied along with the
system policy. If it conflicts with the global policy, the cus-
tomized policy overrides the global policy. This allows flex-
ible policy and helps resolve the difficulty when the global
policy is too restrictive.

Upon receiving a new grid task, SVGrid runs a secure

environment builder in the monitor virtual machine to cre-
ate a new grid virtual machine and setup the running en-
vironment to run the incoming grid application. The setup
procedure includes two major steps:

1. Exporting appropriate filesystem to the new GVM.
The monitor virtual machine maintains a base filesys-
tem to be shared by all grid virtual machines, which in-
cludes operating system files, commonly used utilities,
and the grid supporting systems such as Globus [9]
and MPICH [2]. The secure environment builder al-
ways exports this base filesystem to the new GVM.
Besides, the secure environment builder also exports
the grid user’s home directory, which is usually used
to hold application data and results.

2. Loading security policies into the SVFS server and net-
work firewall. By default, the sensitive files on base
filesystem such as system executable binaries, scripts,
configurations and grid supporting utilities are set to
be read-only as grid applications seldom need to mod-
ify them. Grid users are allowed to create, delete,
or modify any files in their home directory. Besides
the system security policy, SVGrid also allows system
administrators to customize security policies for dif-
ference grid users to meet their special requirements.
The secure environment builder translates the system
policy and the user specific policy into SVFS and fire-
wall rules, which are fed into SVFS server and iptable
firewall to mediate resource access requests from the
monitored GVM.

After the environment is set up, the secure environment
builder starts the grid application in its GVM.

3.2 SVFS Filesystem
SVFS is a single filesystem that stores files for grid virtual

machines and allows applications in a GVM transparently
access those files as if those files reside in the local filesystem
in GVM.

A SVFS filesystem consists of a SVFS client and a SVFS server.
The SVFS client side runs at the kernel level of the guest
operating system in GVM. It registers the SVFS file system
and hooks itself to the virtual file system (VFS) layer [5].
Upon receiving a request to files on the SVFS file system,
the VFS layer determines that the requested file object be-
longs to SVFS and calls the corresponding SVFS function
registered by the SVFS client. The SVFS client then packs
the file request parameters and forwards the request to the
SVFS server, which runs in the monitor virtual machine,
to get service. After receiving response from the server side,
SVFS client unpacks the result and sends it back to the VFS
layer, giving the requesting application an illusion that the
file access is served locally.

The SVFS server runs at the kernel level of the guest
operating system in the monitor virtual machine. It estab-
lished a virtual communication channel with the SVFS client
at the bootup stage of a GVM. As described in Section 2,
the VM-based communication channel is hard to spoof and
eavesdrop, SVFS client and server can use this channel to
exchange data without encryption and reliably identify each
other to enforce access control policies. Upon receiving a file
request from a SVFS client, SVFS server first identifies the
source of the request, then verifies compliance of this file
access request with security policies, and finally process the
request if it is determined to be valid.

With SVFS filesystem support, all grid virtual machines
can share a single base filesystem while having their own
home directories. This greatly saves the storage space re-
quired to run multiple virtual machines. In addition, SVFS
allows a system administrator to specify what files can be
seen by grid applications, like a sandboxing system. By
specifying sensitive files to be read-only to GVM, one can
also run less secure grid applications without worrying about
their modifications on sensitive files. Because the real files
reside at the SVFS server side, all file accesses of a grid
application in GVM must go through SVFS server to get
checked. The policy enforcement therefore cannot be sub-
verted or disabled by a malicious grid application.

3.2.1 Virtual Remote Procedure Call
Because all GVM files are moved to a separated virtual

machine, all file accesses must be done via cross domain com-
munication. Efficient data exchange across domain bound-
ary is very important to the viability of SVFS. Remote pro-
cedure call (RPC) is a convenient way to exchange data over
network [4]. However, for communication between two vir-
tual machines on a single physical host, it has two shortcom-
ings. First, it involves expensive operations, such as XDR
encoding/decoding, packet packing/unpacking and connec-
tions establishing, which are unnecessary for SVFS system
as the client and server side resides on the same physical
host. Second, standard RPC relies on network address to
identify the communication party. Unfortunately, IP ad-
dress is easy to spoof, allowing hostile parties to inject ma-
licious RPC messages.

SVFS introduces the Virtual Remote Procedure Call (VRPC)

mechanism to support efficient data exchange across domain
boundary. VRPC shares the same running model and pro-
tocol with the standard RPC, but differs in that VRPC does
not rely on network to exchange data. Instead, the VRPC
client(SVFS client) allocates a memory region and request
the VRPC server (SVFS server) to map this memory re-
gion into the memory space of the monitor VM for sharing.
The shared memory is used as the communication chan-
nel between SVFS client and server. The filesystem access
requests and responses are be put into the shared memory
region and seen immediately by the other party. This shared
memory approach greatly reduces the communication over-
head. In addition, this VM-based communication channel
is hard to spoof and eavesdrop, SVFS client and server can
use this channel to exchange data safely.

The design and implementation details of SVFS and VRPC
can be found in [17].

3.3 Network Access Control
The network access control in SVGrid is achieved with

Article 16



the combination of virtual machine technique and iptables

network firewall.
In a Xen system, network devices is exported to GVM

using a split device driver. The monitor virtual machine,
which accesses the physical device directly also runs a back-
end driver, serving requests to that device from GVM. Each
GVM uses a simple frontend driver, to access the backend.
Communication between these domains is composed of two
parts: First, data is placed onto a shared memory page be-
tween the two virtual machines. Second, an event channel
between the two domains is used to pass notification that
data is outstanding. Virtual network device services are
provided by shared memory communication with a backend
domain. From the point of view of grid virtual machines,
the backend may be viewed as a virtual ethernet switch el-
ement with each GVM having one or more virtual network
interfaces connected to it. The shared memory is the VM
based communication channel between GVM and the mon-
itor virtual machine.

Because all network communication of a GVM must go
through the backend, SVGrid deploys the iptables firewall
in the monitor virtual machine, where the backend driver
runs, to check all network access communication of GVM
and enforce network security policies. The network security
checking includes two parts:

1. Validation. To ensure that domains do not attempt
to generate invalid (e.g. spoofed) traffic, the backend
driver may validate headers ensuring that source MAC
and IP addresses match the interface that they have
been sent from. Because the VM based communication
channel is established by Xen virtual machine moni-
tor and hard to be spoofed, the backend driver may
safely infer the source virtual machine of a packet by
identifying the VM based communication channel over
which the packet was sent. As described in section 2,
the monitor virtual machine is responsible for building
other guest virtual machines including GVM. It thus
has those guest virtual machines’ full information such
as the virtual machine identity, the specified MAC and
IP addresses. It is therefore able to check that net-
work packets originated from a GVM is not spoofed.
Xen support this checking by turning the ”anti-spoof”
switch in the startup script of guest virtual machines.

2. Enforcement of Access Control Policy. To pre-
vent the network device of a victim grid virtual ma-
chine from being abused by intruders to mount further
attacks against other hosts, SVGrid restricts the IP
addresses and ports that a grid virtual machine can
access by deploying iptables network firewall in the
monitor virtual machine to inspect all network traffic
of that GVM. Before starting the grid virtual machine,
the secure environment builder loads the iptables rules
into the iptables policy engine, which will enforce the
loaded rules upon all network traffic of this GVM.

4. EVALUATION

4.1 Security Evaluation
We derived file access control policies from default Trip-

wire policies that are included in the standard Tripwire dis-
tribution. In general, we set system directories and files on
the base filesystem to be read-only for grid virtual machines.

Grid users can modify any files in their home directory. For
network access control, we only allows GVM to talk to the
source host of the grid application. In the future, SVGrid
will collaborate with grid task dispatcher to allow subtasks
of a grid task to communicate with each other, which will
make SVGrid more practical to run grid applictions.

We evaluate the effectiveness of SVGrid from two aspects.
First, we used the lrk5 rootkit to emulate a malicious grid
application to install trojan version of standard system util-
ities. Examples of sensitive files that lrk5 tried to modify
include tcpd, ls, and ps. For this experiment, we assume
that a malicious grid user already gains administrative priv-
ileges on GVM and run lrk5 as a root user. We found that
SVGrid was able to stop these malicious modifications on
sensitive files immediately, which shows the effectiveness of
filesystem protection provided by the SVFS system.

To test the effectiveness of network access control pro-
vided by SVGrid, we used a modified internet worm, mworm,
to emulate malicious grid applications to send out malicious
packets to compromise other computers in the grid envi-
ronment. Experimental result shows that SVGrid was able
to block those malicious packets by enforce network access
control policies in the monitor virtual machine.

4.2 Performance Evaluation
we evaluate the performance of SVGrid by comparing ap-

plication performance on SVGrid to that on a native Linux
system. The SVGrid prototype runs on the Xen 2.0.5 vir-
tual machine system. The monitor virtual machine (thus
Domain0) runs Linux Kernel 2.4.29-xen0. GVM runs as a
DomainU with Linux kernel 2.4.29-xenU. The directories ex-
ported to GVM reside on a Ext3 filesystem which is mounted
with the “data=journal” option and uses a 50 MB ramdisk
as the journal device. All experiments were run on a PC
with a Pentium IV 3.0MHZ processor and 512 MB of RAM.
GVM is configured to use 128 MB of RAM.

For this experiment, we used a Linux kernel build to em-
ulate a grid task since it has the characteristics of most of
the computational grid applications we ever used: it is CPU
intensive, but also needs to access some files.

In the experiment, Linux kernel build on SVGrid takes
284.65 seconds in total, while it takes 262.80 seconds in a
native Linux box. The performance penalty of SVGrid is
8.3% in this case. This shows that the performance cost
of SVGrid is reasonable for most computational grid tasks,
considering the security benefit from SVGrid.

5. CONCLUSION
In this paper we proposed SVGrid, a secure virtual grid

running environment, for running untrusted grid applica-
tions. SVGrid works by isolating grid applications in multi-
ple grid virtual machines and deploying a dedicated monitor
virtual machine to mediate the file and network requests
from the grid virtual machines. SVGrid moves the grid
virtual machine’s filesystem and network system into the
monitor virtual machine to force all file and network access
requests to go through the monitor virtual machine, making
the security enforcement on those requests non-bypassable
and cannot be disabled. To evaluate the effectiveness of SV-
Grid, we tested it against a rootkit and a internet worm.
SVFS was successfully able to prevent both of them. Also,
we evaluated the performance of SVGrid system and found
that SVGrid was able to provide enhanced security with the
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cost of 8.3% performance penalty.
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