Formal Modelling in Embedded System Design:
a Case Study

Rinat Khoussainov and Ahmed Patel

Computer Networks and Distributed Systems Research Group
Department of Computer Science, University College Dublin
Belfield, Dublin 4, Ireland
{rinat, apatel} @net-cs.ucd.ie

Abstract. The red-time readive nature of embedded systems and rigid timing
and performance requirements imposed by the externa environment signifi-
cantly complicae the design processfor such applications. The use of formal
methods for spedficaion and design o embedded systemsis a promising solu-
tionto overcome these difficulti es. This paper investigates the problem of map-
ping between a high-level forma spedficaion and low-level design and im-
plementation. We analyse possble compromises between the strictness of re-
quirements pedfied and the eainessfor implementation. A complete example
isprovided of design d an embedded modem concentrator on the basis of SDL
spedficaions and modelli ng. An advantage of the propased design flow is that
is alows for systematic performanceoptimisation o the system.

1 Introduction

Recent advances in computing techndogies resulted in a wide extension d the
areawhere anbedded systems are used, in particular, in the world of data communi-
cdions. Although these systems were broadly used in life-criticd applicaions in
industry, yet design methods for such systems were far from well developed. Histori-
cdly, embedded systems were designed using ad hac techniques that were heavily
based on previous experience with similar products and on manua design [1]. A
study by Schneider [2] highlighted the problem by saying that, “unlike other engi-
neaing dsciplines, our methods are not founded on science Red-time systems are
built one way or another because that was the way the ‘last one’ was built. And, since
the ‘last one’ worked, we hope that the next one will”. Nowadays, most reseachersin
the aea greethat in order to improve dficiency of the enbedded systems, design
approaches shoud be based on wse of more formal models for description d the be-
haviour of such systems. The aithors in [3] advocae that a design approach shoud
step from a definition o a system at some high level of abstradion davn to the de-
composition into hardware and software comporents and implementation d ead
particular part. If these transformations from the high level of abstradion are dore
using automatic synthesis, we can oktain implementations that are “corred by con-



struction”. Validation d parts uncovered by this approach shoud also be dore &

much as possble & the higher levels of abstradion.

In this paper, we discussproblems related with the use of formal models and tech-
niques for design d embedded systems. Particularly, we outline the gap between the
formal spedficaion d system properties and description d the system design at a
level of details alowing for implementation d the system on a particular hardware
and software achitedure. We demonstrate one of several possble methods to resolve
the problem by providing an example of the use of formal methods for design d an
embedded data communicdion system, namely a modem concentrator. The signifi-
cance of the paper is that it natifies the difficult points among the design process of
such readive enbedded systems that other developers and reseachers will most
likely experience during development of products with similar functional and per-
formance requirements. The design approach propased in this paper together with the
survey of other formalisms available in the aeashoud alow designers to improve
the dficiency of systems they develop and to reduce the number of iterations for
obtaining a satisfadory design. An additional advantage of the formal approach used
in our sample design is that it provides a strong lesis for systematic performance
optimisation d the system software.

Therest of the paper is gructured as follows:

— Sedion 2 gves asurvey of different formalisms for description o embedded sys-
tems.

— Sedion 3motivates the use of SDL for description d telecommunication systems
using a dependency between the expresdve power of different formalisms (i.e.,
what system charaderistics they can spedfy) and the eainessof implementation.

— Sedion 4 shows how timing constraints in a red-time system can be spedfied
using SDL.

— Sedion 5 describes the cae study design o an embedded modem concentrator
based onSDL spedficaions.

— Sedion 6 cemonstrates how the use of SDL-based design allows for systematic
performance optimisation d the system.

— Sedion 7 pesents overall conclusions and oulines possble diredions for future
work.

2 Formal Models and Specifications

The set of tasks that a system shoud implement is often na spedfied in a strict
and urambiguows manner, so the design processrequires sveral iterations to oktain
satisfadory results. Moreover, the level of abstradion and cktails can vary for differ-
ent parts of the design; different engineas on the projed are likely to have different
professona skills. Therefore, managing the design is getting more difficult as the
complexity of the systems grows. Several formal approaches to the system spedfica-
tion and modelli ng were proposed by researchers over recant yeas to overcome this
problem.



The design processis often viewed as a sequence of steps that transform a set of
spedfications described informally into a detailed spedficaion that can be used for
manufaduring d the system. Briefly spe&ing, a designer receves a description d a
system in a form like “The device shoud dothis and that in such a given manner”.
Eventually, he shoud produce adescription o the same system, which would be
detailed enoughto allow for its manufaduring. It is easy to see possble sources of
serious difficulties for design based onsuch representation and interpretation:

— No strict way for formulation d system functions and requirements is edfied
and, hence there is a potential risk of misinterpretation o given spedficaions by
different designers.

- No forma methods for transformation between spedficaions are established.
Thus, validation d the system functions at ead step gets too complicated as well
as the reasonable number of such iterationsisunclea.

A wide range of potential formalisations of design has been propcsed that we @n-
sider below. Asarule, these ae sets of relations or equations that asaime the system
they spedfy allows for decompasition into abstrad blocks with properties and inter-
relations. In this case, we would be &le to use some formal notation to impase n-
straints or to describe relationships between those blocks to achieve desired system
functionality and performance parameters. A set of abstrad objeds with their possble
properties and rules for establishing interrelations between the objedsis cdled formal
model of the system.

Formal models vary in the level of abstradion they provide for representing a
system from purely analyticd ones to models that are more dose to red world im-
plementations, like state-based techniques. The following sedion gves a survey of
the most popuar types of formal models used for design d embedded systems. There
aretwo methods for classfication o forma models for the enbedded systems design:

— The first one uses a dassficaion scheme based on some similarities in models,
such as use of the same set of abstrad objeds for description o a system, or em-
ploying similar abstrad notations to represent interrelations between system com-
porents.

— The second approach uses a formalism to describe aspeds of embedded system
models in a standardised way, i.e., using some universal description scheme.

Lee ad Sangiovanni-Vincentelli [4] proposed a formalism describing aspeds of
models of computation for embedded system spedficaion cdled tagged-signd
model. Thisis adenatational formalism defining a semantic framework of signals and
processes, within which models of computation can be studied and compared. How-
ever, as it is noticed in [3], the proposed model of computation is very abstrad and
requires imposing d additional constraints in order to use it for description d par-
ticular formal models. Thus, we base our clasdficaion onsimilarities in formal mod-
els.



2.1 State-Based Models

State-based models comprise Finite Sate Machines (FSM) [21] and Finite Auto-
mata (FA) based models and techniques. FSMs are very popuar models for embed-
ded systems. The reason for this is that those models are deddable in terms of the
memory necessary for modelli ng and the time required for analysing d these models.
However, modeling o complex systems can med serious pradicd difficulties.
Namely, wheress traditional FSMs are good for modelling d sequential behaviour,
they suffer from two major disadvantages, which make them impradica for model-
ling o concurrent or red-time systems:

— A so cdled state explosion problem [3]: When agroup d concurrently functioning
madines is substituted by a single machine, the number of states in the substitut-
ing madhine is equal to the product of the number of states in eady machine from
theinitial group. Although the number of states alone is nat always a goodindica-
tion for complexity of a system, yet there isa strongcorrelation.

— Expressng timing requirements in the traditional FSM concept: It is easy to see
that there ae no ways given in the origina FSM model to refled neals of red-
time systems to satisfy certain timing constraints or to express interrelations be-
tween an embedded system and evolving environment.

In [5], Harel proposed three mecdhanisms to reduce the size of a Finite State Ma-
chine for modelling d pradicd systems: state hierarchy, simultaneous adivity, and
non-determinism. The first one uses an FSV model, in which a state can represent an
enclosed state machine. The situation d an FSM being in state s has the interpretation
that the state machine enclosed by state sis adive or, equivalently, this means that the
machine isin ore of the states enclosed by s. Since the system may be in ore of the
states s, they are dso cdled or-states. The second mechanism is concurrency. In the
proposed state hierarchy, concurrency is achieved by enabling two or more state ma-
chines to be adive simultaneoudly. Therefore, ead state of the system is determined
by the aurrent states of ead simultaneously adive madine. Such states are dso de-
noted as and-states. The last mecdhanism, namely nondeterminism, is an impredse
spedficaion d the system functionality. While it may simply be aresult of erroneous
spedfication, non-determinism can be extremely powerful for reduction d the system
complexity by abstradion. There ae two pasitive moments associated with this ab-
stradion. Firgtly, it alows us to exclude from any discusson comporents, whose
properties are not considered o interest for particular analysis. Seaondy, non
deterministic description d comporents permits for some optimisation duing the
implementation plese.

The ealy attemptsto introducetime into state-based models used timer alarms for
modelling d red-time events in telephonysystems [6]. A timer alarm is an artificial
input signal that is generated if a spedfied timing dealline is missed. The best anal-
ogyisto compare darms with interrupts sgnalling accurrence of an exception.

While it is suitable for spedficaions of protocols or interfaces, for which sets of
inpu and ouput signals are strictly defined, these gproach seans unredistic for



embedded systems, where no asauumption can be made &ou the behaviour of the
external environment. To resolve this problem, Lynch [7] propased a aoncept of In-
put/Output Automata (IOA) —a model, in which input adions are distinguished from
locd adions. A transtion is defined for any input adion and for every state of the
automaton. The IOA model can be used to develop proof tedhniques for study o
discrete event systems. In [8], an extension to the IOA model, cdled Inpu/Output
Timed Automata model (IOTA), was proposed that allowed for the spedficaion o
lower and upper bounds on the delay between the enabling o a locdly controlled
adion and its firing. A red-time system is represented in the IOTA model as a set of
communicaing I0OTAs. The same aithor propcsed the CLEOPATRA spedficdion
language [1] for spedficdion, verificaion and simulation d red-time systems. This
language is based on the Time-constrained Readive Automaton (TRA) formalism
that, in turn, is derived from the IOTA model. An advantage of thislanguage is that it
provides exeautable spedficaions © they can be aitomaticdly converted into a
simulator for the spedfied system [9].

In the aeaof telecommunicaions, SDL is one of the most advanced formal sped-
fication languages. SDL (Spedficaion and Description Language) is a standard lan-
guage for the spedficaion and description o systems. It has been developed and
standardised by the ITU (former CCITT) [10]. A system is represented in SDL as a
hierarchy of blocks communicaing via dhannels that carry signals. Led blocks are
partitioned into processes conreded inside ablock using signal routes. Each process
in SDL implements an Extended Finite State Machine (EFSM). EFSM isan FSM that
can use and manipulate data stored in variables locd to the madine, while the tradi-
tional FSM can orly change its date. The EFSM reads on signals arriving at the
processvia an inpu port, which is a FIFO queue. The time is expressed in SDL by
means of timer constructs. A timer isa spedal objed that is able to generate signals at
spedfied moments of time and pu those signalsinto the correspondng signal queues
to processes. Figure 1 shows an example of an SDL description.

Block;
Process,
<«——+— Signd route
Block, Process;

/ Blocks;

/ | BIOCk32

v
Blocks

Channel
Leaf blocks

Fig. 1. Example of an SDL description d a system



2.2 Process Algebra Models

Several attempts have been made to extend traditional processalgebra models to
represent time isaues in the enbedded systems[11,12]. Most of these gproaches are
based onthe cmoncept of Communicating Sequential Processes. Comrmunicating S
quential Processes (CSP) were defined by Hoare in [11] and the influence of this
concept was redly important for developing perallel programming languages, such as
Occam and Ada [13]. A number of methods were proposed to spedfy temporal con-
straints in concurrent systems, such as the Timed Acceptances Model [12] by Gerber
and Lee Latter the same aithors proposed the Comnunicating Shaed Resources
(CSR) mode [12].

2.3 Logic-Based Models

Tempora logic [13] is an extension d the dasdcd logic. Unlike the dasscd
logic, temporal logic spedficaions are ale to relate properties with state sequences
asociated with a concurrent program exeaution. This gives us an ability to assert both
the safety and the livenessproperties, the two types of correaness properties used to
study concurrent programs[22].

Therefore, temporal logic proves to be fairly appropriate for description d the
temporal properties of systems. Pnueli and Manna [14] propcsed the use of the tem-
pora logic formalism for the behavioural spedficaion d concurrent systems. They
described a time hierarchy of spedfications relating the occurrence of time in formu-
laeof asystem to the expressve power of that system.

2.4 Petri-Nets Models

A number of subclasses of Petri net models have been derived [13] including state
machines, marked graphs, freechoice nets, inhibitor-arc nets to name afew. We ae
particularly interested in timed Petri nets, as they allow for introducing d time into
the Petri nets. Several models for timed Petri nets were proposed. The ealy attempts
asciated delays with transitions [15]. However, since this violated the instantaneous
nature of transitions, these gproadces were replacal later by associating delays with
places rather than with transitions. Razouk [16] proposed the use of both enabling and
firing times. The enabling time of atransition is the time during which it must remain
enabled before it may fire. The firing time of atrangtion isthe length of time it takes
for the tokens to be removed from the input places and to be depaosited into the output
places. A complete example of a Petri-net based design can be foundin [17].

In the next sedion, we discussthe problem of mapping between high-level sped-
fications and low-level design and implementations on particular hardware and soft-
ware achiteaures for different formal models described in this dion.



3 From Formal Specification to Design and I mplementation

The problem of corred mapping from ahigh level spedfication, employing an ab-
strad model of the system, to a particular software and hardware achitedure is one
of the key aspeds of the design d embedded systems. This processis controlled at
the following two levels (seeFigure 2):

- Formal verification is the processof cheding that the behaviour of a system de-
scribed by a formal spedficaion satisfies a given property. Formal verificaion is
also used to chedk aformal spedfication itself to ensure that it does not describe a
system impossble in terms of the underlying formal model.

- Implementation verification is the processof cheding that the behaviour of arela-
tively low-level model corredly represents the crrespondng high-level formal
spedfication. The low-level model in this definition includes unambiguows de-
scriptions of the system software and herdware comporents.

Hardware
design
Formal Implementation
Spedfication 27
¢ Software ¢
Formal design I mplementation
verification verification

Fig. 2. Development of embedded systems using formal models

While the models described in Sedion 2 gve powerful tods for formal verifica-
tion d diff erent properties of red-time systems, most of them are week in providing a
technique for trandation d the high-level spedficaion into structures siitable for
implementation. Moreover, some methods, such as logic-based approaches are just
unable to describe the system structure and casual interrelations required at lower
levels of details. At the same time, nonstrict transation between different levels of
abstradion duing system design is the potential reason why some of the system
properties preserved in the source spedficaion could be violated in the succealing
system design. Hence, further undesired iterations of the implementation werificaion
followed byre-design could be required to oktain the @rred design (seeFigure 2).

Intuitively, we can nae here that among the formal models discussed so far those
that operate with more redistic objeds sem the most suitable for trandation into
implementations. Namely, the state-based models are eaier to implement just be-
cause the state machine or automaton formalisms day very close to the adua struc-
tures and modes of operation employed by red-life mmputer systems. Whereas the
logic-based approadhes are significantly more difficult for implementation as the
underlying temporal logic formalism does not assime ay structured elements in the
spedfied system. Therefore, we @ncentrate our analysis on implementation pcss-
biliti es of the state-based models.



Not all spedfied properties of a system are equally hard to preserve in an imple-
mentation. In particular, the casual relations, which are expressd in state models by
trangition and ouput functions, can be implemented in a relatively strait-forward
manner. On the other hand, resporsivenessproperties, which adually distinguish the
red-time systems from other applications, require detailed knowledge of the target
hardware achitedure a well timing charaderistics of implemented software acmpo-
nents that are unavail able & the spedficdion stage. As mentioned in [3], one way to
resolve this isale is to impose restrictions on the target architedure in order to make
the mapping problem manageale. In this case spedficaions operate with limited
number of abstrad objeds whose timing charaderistics and implementations for the
seleded target platform are known in advance Ancther method asaumes the use of
nonstrict timing congtraints, i.e. the spedficdion itself alows the system to miss
cetain deadlines or to perform a scheduled adion with some latency. Obvioudly, the
last technique is suitable only for soft real-time systems [3], where missng a deadline
just degrades the system performance but does not cause a céastrophic failure. Gen-
erally speding, the more strict timing constraints can be spedfied for a model, the
more informal the way for implementation d this model is. Therefore, hard real-time
systems, which require dl spedfied deadlines to be met, are the most difficult to
implement.

Consider the TRA model [1] as an example. For a channel and an adionto fire on
that channel, timing constraints are spedfied by a pair of a cndtion (a set of
automaton states), enabling the adion, and a time interval, within which this must
happen after the adion is enabled. Thus, we can spedfy the timed behaviour of the
system with any desired predsion. However, it isnot clea from the spedficaion, if it
can be implemented on a given hardware platform and how this implementation
shoud be dore, if oneisposshle.

SDL [10Q] is an example of a formal model that is very suitable for description o
casual interrelations and system behaviour. However, SDL iswe& in spedficaion o
strict timing constraints on system resporses. Fortunately, in the field of telecommu-
nicaions ft red-time systems prevail over hard red-time systems that allows for the
broad use of nonstrict spedficaion techniques in this area That is why we have
chaosen SDL as the most appropriate candidate for spedficdion d an embedded deta
communication system described in Section 5

The next sedion explains how timing constraints of a red-time system can be
spedfied in SDL and why SDL does nat provide for strict timing spedfications.

4 Timing Constraintsin SDL

A general form of atiming constraint for a state-based model can be represented
by the following tuple: (S, I, 2), where Sis a set of enabling internal states, | is the
time interval (open, half-open, or closed) within which the response z shoud be gen-
erated if the enabling condtions are still i n force The bounds of timeinterval | can be
spedfied either in absolute time or in time relative to the moment the resporse be-
came enabled. Asarule, the sscondinterval boundng methodis used.



Let Sbe aset of states of an SDL processP. The timing constraints for this proc-
ess can be represented by a set C of the following tuples ¢ = (S, lg, z), where
S [72° isthe set of enabling states of P, 1= NOW+t;; , NOWA+t;,] , ti, > tir isthe time
interval, z isan ouput signal of P, NOW is the moment of time the processenters one
of states s/1S;;. To spedfy the timing constraint, we define atimer T; for ead element
of the set C and an internal variable FIRED;: “ DCL FIRED; Boodlean := true” . Figure
3illustrates how the processdiagram for P shoud be modified to handle the defined
timing constraint.

FIRED; := FIRED; :=
true true
. o FIRED; :=
4 : false Z >
SET(NOW+
T tig, Ti)
: |
D 5
a) b) c)

Fig. 3. Adding timing constraints in SDL. An additional branch is added in ead state to proc-
essthe incoming signal from the crrespondng timer T; (Figure 1a and 1H. For ead transition
entering ore of the states sLJS;; a spedal construct is added at the end d the transition asit is
shown in Figure 1c.

A positive fedaure of the proposed method for spedficaion o timing constraints
in SDL is that it alows for more flexible definition o time intervals in comparison
with ather state models. In particular, we may spedfy different firing intervals for the
same pair of the output adion and the set of enabling states depending uponthe @n-
ditions under which the system enters an enabling state. For instance, this may be
dorein conjunction with the input signal that stimulated the enabling transition a the
contents of internal variables of the EFSM. Such a dependency isimpossble for, say,
the TRA formalism. The disadvantage of SDL spedfication is that it does not guar-
antee &en formally that the defined intervals will be obeyed by the system, i.e. that
the required response will i ndeed be generated within the spedfied interval. This is
due to the nature of SDL itself, where the following nondeterministic comporents
are present in any spedfication:



— Signalsto ore EFSM can be processed only sequentialy, so a patentially unlimited
delay is possble between the arival of asignal and the system readion onit, while
the correspondng EFSM consumes all the preceding signals in the input queue to
that process

— Unspedfied delays are posdble between expiration d the timer and dadng d the
correspondng input signal into the processqueue & well as between consumption
of the signal by the processand generation d the output resporse.

These particulariti es explain why we do nd use the t;, parameter in ou spedfica-
tions: we just can na guaranteethe upper interval bound anyway. In [18], a method
was proposed to overcome this problem by complementing SDL spedfications with
Tempora Logic formulae However, athoughthis approach al ows for improvement
of the timing strictness it renders the mapping to an implementation almost as diffi-
cult asthat isfor logic-based models.

5 SDL-Based Implementation

We mnsider detail s of the implementation processfor aled SDL block (seeFig-
ure 1) assuming that it is exeauted onasingle CPU. In faa, this represents a uniproc-
esor multi-task software system. It recaves inpu signals from the environment, i.e.,
from peripheral devices and responds with correspondng ouputs via the CPU output
ports. Thisisavery typicd task arising duing design o complex embedded systems
where eabt embedded comporent may be viewed as a separate computing system
with spedfied timing and performance requirements interconneded with ahers via
analogues of SDL inter-block channels. Our case study is based onthe design and
implementation d an embedded modem concentrator [20].

The system consists of a high-performance RISC CPU and an extendable DSP
cluster. In the aurrent version, the Motorola MPC860 CPU is used as the central proc-
essng device while the DSPcluster consists of four Motorola DSP6303chips. Each
DSP implements up to two analogue V.34 modems. The software in the main CPU
provides an interfaceto an Ethernet 10BASE-T link and routing between modems
and the Ethernet channel. Besides, it can implement the eror corredion and ceta
compresson procedures acaording to the V.42/V.42hs gandards. Seria ports of
DSPs transmit samples that encode aalogue telephore line signals. Outputs of all
DSPare mnreded via acommon time-divided T1 bus to a Codec The Codec pro-
vides the interface between the T1 bus and 2wire telephore lines. The diagram in
Figure 4 depicts the system structure.

Logicdly, the system is a TCP gateway. Incoming TCP conredions from the
Ethernet channel are mapped into V.42/V.42h's conredions on the modem ports. The
mappingisoneto ore between a TCP port and a modem port ona DSP. A conredion
is established oneither a TCP conredion request or amodem conredion request, i.e.,
carier detedion onthe telephore line. All data wming througha TCP conredionis
fed into aV.42/V.42ks byte strean. By analogy, all data cming from a modem port
is forwarded throughthe crrespondng TCP conredion. The TCP retransmisson and



error corredion mechanisms are not used over the modem conredion, where only a
pure V.42/V.42ks byte stream is transmitted. The retransmissons exist either be-
tween the TCP port and the pea user, or between the modem port and the pea mo-
dem, but nat between the TCP port and the pee modem. A TCP conredion shut-
down causes release of the arrespondng modem conredion and \ice versa. Each
pair of a TCP port and amodem forms alogical chanrel of the concentrator.

ry ry
v ) 4
SDRAM FLASH <«p| DSP56303 | »| DSPS6303 |
DSP DSP
SRAM SRAM
PowerQUICC | I
MPC860MH
<«p| DSPS6303 | »| DSPS6303 |4
Ethernet ¢— : ¢
DSP DSP
RS23? €— SRAM SRAM
A\ 4

To analogue Codec card

Fig. 4. Structure of the modem concentrator.

We mncentrate on the software design for the MPC860. The external environ-
ment, i.e. possble sources of requests to the system, consists of the Ethernet control-
ler and the enbedded DSP-based modems. Each of these channels produces requests
to the software of the following two types: a data block incoming from the dchannel
(data request) or an indicaion that the channdl is realy to accet further outgoing
data (indication request). The data block in this sibdvisionis not necessarily a block
of network data, e.g., a network padet. It may also be ablock with control informa-
tion a a device status report, etc. The red-time restrictions for the system are given
by the following two constraints:

— Datarequests from channels shoud be acceted with a delay nat excealing the one
allowed bythe channel hardware to avoid data loss

- The software shoud generate gpropriate respornses on high-level protocol re-
quests (e.g., V.42 a TCP/IP) within the timeout periods pedfied by those proto-
colsto kegp namal mode of data exchange.



Low-level hardware services as well as the task and memory management in the
software ae provided by a red-time operating system (RTOS). In ou case, this was
the WindRiver VxWorks 5.3 [23] RTOS. This RTOS employs common address pace
model and preemptive fixed priority scheduling.

5.1 SDL Model

We dedicae aseparate SDL processfor ead channel controller in the system. As
several same modem channels exist in the system and the only Ethernet channel, we
distingush two types of processes. Modem processes (type “ MdmFSM”) hande
requests from the crrespondng modems. In fad, these processes implement the
V.42/V .42hs processng and control conredion establishment and dsconredion on
the logicd channel of the cncentrator. The Ethernet process (type “ EthFSM” ) man-
ages TCP/IP conredions via the Ethernet link. Besides, the Ethernet processand the
modem ones communicae to ead ather to exchange data and to provide synchronows
handling d the mnredion status on bah sides of alogicd channel. This gructure is
depicted in Figure 5.

Modem Modem , Modem ,,

[ Ma(L,): ] [ M(L,1): ] [ M(L,1): ]
MdmFSM MdmFSM | | MdmFSM

Eo(L,1):
EthFSM

Block Concentrator

Ethernet

Fig. 5. SDL block diagram.

5.2 Mappingtothe RTOS Objects

The following four questions hhoud be answered in order to step from the formal
definition to an implementation:

— The mapping between the OS tasks and the SDL processes.
— The order in which transitions in dff erent processes occur, i.e. the CPU scheduling
policy for different SDL processs.



— The way for intercommunicaion with the external environment (i.e., with the
channel controllersin ou case).
— The methodfor implementation d the SDL timers mechanism.

All posdble requirements to the design d the ancentrator can be subdvided into
the following three groups: functiond requirements, performance requirements, and
exploitation requirements. Functional requirements determine how close the design
proposed refleds the set of functions the system shoud perform, i.e. how well the
system obeys its gedficdion including timing constraints. Performance determines
how well a system does what it is intended to do[19]. Consequently, performance
reguirements establish bound to the performanceindices for the system. As siown in
[20], in the cae of an IP concentrator this is equivalent to the maximisation d the
number of modem channels that the main CPU (MPC860) can suppat. Exploitation
charaderistics determine how useful the system is. The point isthat even for a system
with oustanding performance, it can be mmpletely useless if, for instance, it crashes
every five minutes or if it costs a fortune. However, aswe ae mainly concentrated on
the software part of the system, we may asaume that exploitation requirements will be
satisfied by corred implementation d the spedficdion.

One may seethat, amongthese requirements, spedfied timing constraints and per-
formance ae the most difficult ones to satisfy. From the design pant of view, these
problems can be transformed into the foll owing two criteria:

— Reduction d the extra delay between the arival of a signal at the system and its
processngwith generation d correspondng resporses.

- Increasing d the number of signals (events) the system can handle within the same
time interval with resped to the previous criterion.

Therefore, we shoud reduce the CPU overhea (i.e., the time the CPU spends for
anything bu event processng) and propose the event handling scheduling minimising
the extra delay in procesing. We do nd consider here reduction d the processng
timefor singe events, asthisisavery individual requirement for a particular system.

The achitedure proposed is a single-task event processng system with a ommon
OS queue for all existing SDL processes (seeFigure 6). Events for all EFSM are put
into the main queue and a single RTOS task is pending onthis queue, fetches the
events, changes gates of the arrespondng EFSMs and generates appropriate output
signals. Each EFSM in the system is represented by a data structure accssble from
the cntrol task and containing the state of the EFSM and current values of internal
variables. The only exception from this dructure is the Ethernet processthat is im-
plemented as a separate OS task. The reason for thisis that the Ethernet and TCP/IP
suppat was built-in into the RTOS, so its re-use dlowed for reduction o overall
development eff orts. There ae two major advantages in this architedure. Firstly, it is
guaranteed that events are processed at least in exadly the same order they arrive &
the system. Secondy, this architedure provides the minimal context-switching over-
head. The obvious disadvantage of this gructure is that it canna distinguish impor-
tance (priority) of different EFSMs snce event for all EFSMs are put into the same



OS queue (seeFigure 6). Althoughit is not abig problem in our homogenous g/stem
with a number of same logicd channels of equal importance, this can be a iswue for
other cases (e.g., concentrators with a Quality of Service suppat). To overcome this
problem, we propase the use of a priority queue instead of a usual one. In the priority
queue, signals for EFSM s with more aiticd timing requirements can be placed into a
sub-queue with a higher priority. The second dsadvantage isthat it is unclea whether
the system provides the minimal delay in processng d incoming SDL events. It is
easy to show that the average extra delay in the signal procesdng is minimal when
among a set of input signals belongng to dfferent SDL processes we dways sled
the one requiring the minimal processng time. However, this would require knowl-
edge of the processng time for every signal in advancethat is not always avail able. In
additi on, we might nee to limit the number of signals belongng to the same EFSM
that can be processed ore dter the other to avoid the CPU monopdising.

Nevertheless these disadvantages of the proposed architedure ae fully compen-
sated by the possbility to apply a systematic gpproach to performance optimisation o
the system as described in Sedion 53.

Consider how the signals are transmitted within the system. Events are passed in a
common data structure named message block. Such a message @mntains a header with
an identifier of the destination SDL process(in ou case, thisisjust the number of the
logicd channel), type of the signal, and additional parametersif any. Network datais
transferred in the same blocks as pedal signals, in which the message header is fol-
lowed by the data. DSPs communicae with the MPC860 wsing the interrupt mecha-
nism. Each DSPis acaompanied by a software interrupt handler that recaves requests
from the DSPand converts them into correspondng messages to the main processng
task. By analogy, output messages (data or connedion controls) from the main task
are put into an ouput signals list and are sent to the hardware upon coming o the
indication requests. Interrupt handlers can pre-empt other OS tasks, so requests from
hardware ae acceted by the system as ©on as possble. Communication with the
RTOS Ethernet and TCP/IP stac is performed via intermediate OS tasks — TCP
readers and TCP writers. The TCP readers convert OS Applicaion Programming
Interface(API) resporses into input messages for the main task, while the TCP writ-
ersreceave output signals from the main task and convert them into the rrespondng
API cdls. The use of additional processes for communication with the OS kernel
alows us to employ bocking inpu/output operations and, hence, reduce the CPU
overheal. The described task structure isill ustrated in Figure 6.

SDL timers are implemented in the system on the basis of the MPC860 Periodic
Interrupt Timer (PIT). PIT can generate spedal timer interrupts at a given frequency.
Consequently, we have atimer interrupt hander processng these requests and gener-
ating the timer expiration signals for other SDL processes. As we may need to sup-
port more than ore timer in the system, atable of timersis creaed with the following
information abou ead of them:

— Theflag, telling if the timer is used.
— The number of hardware ticks before expiration.
— Theidentifier of the EFSM engaged the timer.



— The pointer onto the timer signal processng procedure.
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After ead PIT tick, the timer interrupt hander reduces the time before expiration
of every engaged timer in the table. For those who expired, the handler generates the
timer expiration signals and pgaces them into the main queue. The pointer to the timer
signal processng procedure in the timer table dlows for avoiding o unwieldy cese
congtructs in the body d the main task that analyse the timer signals. Instead, the
main task just cdlsthe mrrespondng processng subroutine by its pointer and passes
the number of the logicd channel (EFSM) as a parameter. Besides, as adually the
main queue ontains pointers to the mrrespondng message blocks but nat the blocks
themselves, we can pu the same pointer into the queue more than ores. Thus, the
only message block is al ocated per ead timer that eliminates the need in allocaion
and release of anew signalling message block for ead timer’ s expiration.

For further reduction o the CPU overhead caused by memory allocaion for data
blocks during transfer, we use pre-allocated daa bufers. Message blocks are dlo-
caed separately for events with transferred data (e.g., “Incoming data from the TCP
port”, or “Incoming cata from the modem port”) and for events that do nd require the
extra memory spaceto cary data. This also allows us to save memory resources of
the system. The dlocaion is performed duing initialisation o the software. Filled
and empty blocks circulate in correspondng deta buffer cycles — ore for ead pair of
communicaing tasks, asit is siown in Figure 7.
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Fig. 6. The task structure.
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Fig. 7. Dataflow throughthe system.

5.3 Performance Optimisation

Additional advantage of the proposed design is that is alows for systematic per-
formance optimisation d the system. Namely, we can easily emphasise the following
mainstrean diredions for optimisation: reduction o the CPU overhead and increase
of the event processng speal. Computations associated with event processng are,
usualy, individual for every particular system, thus, we mainly concentrate on the
overhead minimisation as more widely appliceble gproach. Considering the over-
heal as the time the CPU spends for anything bu event processng, we can impose
the two magjor criteria for the optimisation: the number of context switches and the
number of OS cdls per amount of useful work performed by the system. For the
modem concentrator, useful work is equivalent to the anourt of data transferred.

Let us asaume that we have apair of tasks, communicaing via amessage queue or
a shared memory locaion guarded by a mutual exclusion semaphare. If one of the
tasks is of a higher priority than the other one, the number of possble cntext
switches between these tasks can na be lessthan the number of requests (e.g., mes-
sage blocks) transferred to the high griority task. For the cae of equal task priorities,
this transfer can be performed using oy one mntext switch. Actually, the number of
context switches for equal priority tasks depends on the intensity, at which the source
task emits requests. The greder the intensity is, the smaller number of context
switches occurs. Thus, the equal priority tasks are preferred as they give & least the
same ntext switching frequency for low system workload and they have the better
behaviour for a heavily loaded system. With nofurther time mnstraints, a task in an
equal priority group could occupy the CPU for a prohibitively long duation so that



the other tasks in the same group would be unable to read on requests to them in
time. We enable the roundrobin scheduling to overcome the problem. An important
questionisthe size of the time dice On ore hand, it shoud be large enoughto allow
atask to process more than ore request within a single CPU quantum. On the other
hand, the size of the time diceshoud be small to preserve the system respornsiveness

OS cdls are mainly used to operate with RTOS objeds, such as queues, mutexes,
semaphares, etc. In our case, processng d every event requires a number of commu-
nicdive ads between tasks that use the mentioned gueues or mutexes. Thus, minimi-
sation o the number of OS cdls is achieved by reduction d the number of signals
(events) generated in the system for the same anourt of data transferred. We use the
following two optimisations:

— We buffer the data in the message blocks before sending it from DSPs to the main
task or from the main task to the TCP writers. This method reduces the number of
messages with data passed between the correspondng tasks. As we may still need
to transfer small pieces of data, spedal timers are used in the software to flush
contents of the buffersin the DSPdriver and in the main task uponexpiration d a
timeout interval. Thus, a disadvantage of the bufferingisthat it increases transition
delay throughthe concentrator for separate small data packets.

— We passthe enpty message blocks from the DSPdriver to the main task and from
the TCP writers to the main task nat via the main gueue but by pladng them di-
redly into appropriate blocks lists in the main task. Certainly, this is possble in
our system only due to the ommon address pacemodel employed bythe RTOS.

6 Evaluation

In this ®dion we evaluate dfeds of the optimisations propased in ou design.
Accordingly to considerations in the previous ®dion, the major advantage of the
scheduling pdicy used is that it alows the system to kee the number of context
switches low as the load grows. The system load can be a&s®ssed as the anourt of
useful work performed by the system within a time unit, where the useful work for
the @ncentrator is the anourt of data transferred thoughit. Therefore, the evaluation
plan proposed comprises analysis of the dependency between the system load and the
average number of context switches occurring per time unit. The system load is
regulated by changing the number of logicd channels that perform simultaneous
dupex data transfers. The dependency is depicted in Figure 8. It can be dealy seen
from the figure that the system demonstrates excdlent behaviour, espedally for heavy
loads.

To evauate the dfed of the free blocks passng ofimisation, we measure the
system for different loads before and after the optimisation is applied. By analogy
with the measurements in the previous ®dion, we cange the system load by per-
forming dfferent number of simultaneous dupex data transfers. The number of free
buffers receved by the main task is used as a performance index for comparison.



Results are presented in Figure 9, where we may ndtice significant reduction d the
number of blocks passed after the optimisation is appli ed.
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The dfed of buffering is asessd as a dependency between the number of data
blocks passed to the main task or to the TCP writers per time unit and the load of the
system. We exped that after optimisation, for the same system load we will recave a
lessnumber of data blocks passed for the same workload. Figure 10 demonstrates this
dependency.

7 Conclusions

Embedded systems offer prospedive solutions for building d networking prod-
ucts for the dial-up Internet (e.g., modem concentrators). They combine low produc-
tion and exploitation costs with high performance and flexibility. However, design
methods for such systems are often based onad hac gpproaches, which do na guar-
antee that the implemented device will med all functional requirements imposed.
Moreover, it is hard to assss patential performance capabiliti es of a final product
based ona mmplex embedded hardware and software development platform. Nowa-
days, most of reseachers advocate use of formal techniques for design and validation
of embedded systems.

In this paper, we presented a brief survey of formal models for embedded system
design. We dso oulined the problem of mapping between a forma spedficaion o
system properties and description d the design at a level of details enoughfor im-
plementation d the system on a particular hardware and software achitedure. We
demonstrated ore of possble design approaches by providing an example of the use
of SDL spedficaions and models for design o an embedded modem concentrator.
The presented case study ill ustrates that for certain classes of applications it is poss-
ble to waive the strictnessof spedfied constraints, if this allows for systematic trans-
formation from a formal model of the system to a particular implementation. Moreo-
ver, such a systematic gpproach provides addtiond benefits for performance optimi-
sation d the system as it was shown in ou example.

From the research presented, the authors suppase that the proposed approach may
help designers to improve the dficiency of developed systems and to reduce the
number of iterations for ohbtaining a satisfadory design. An interesting and important
diredion for future work is to formalise and pcshbly automate the process of trans-
formation from more strict formal spedfications than SDL to corred implementa-
tions. As a starting pant, we may propacse the problem of automated cheding if a
given strict formal spedfication can be physicdly implemented ona particular hard-
ware.
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