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aAbstra
t. NTRUEn
rypt is unusual among publi
-key 
ryptosystemsin that, with standard parameters, validly generated 
iphertexts 
an failto de
rypt. This a�e
ts the provable se
urity properties of a 
ryptosys-tem, as it limits the ability to build a simulator in the random ora
lemodel without knowledge of the private key. We demonstrate atta
kswhi
h use de
ryption failures to re
over the private key. Su
h atta
kswork for all standard parameter sets, and one of them applies to anypadding. The appropriate 
ountermeasure is to 
hange the parametersets and possibly the de
ryption pro
ess so that de
ryption failures arevanishingly unlikely, and to adopt a padding s
heme that prevents an at-ta
ker from dire
tly 
ontrolling any part of the input to the en
ryptionprimitive. We outline one su
h 
andidate padding s
heme.1 Introdu
tionAn unusual property of the NTRU publi
-key 
ryptosystem is the presen
e ofde
ryption failures: with standard parameters, validly generated 
iphertexts mayfail to de
rypt. In this paper, we show the importan
e of de
ryption failures withrespe
t to the se
urity of the NTRU publi
-key 
ryptosystem. We believe thisfa
t has been mu
h overlooked in past resear
h on NTRU.First, we noti
e that de
ryption failures 
annot be ignored, as they happenmu
h more frequently than one would have expe
ted. If one stri
tly follows there
ommendations of the EESS standard [3℄, de
ryption failures happen as oftenas every 212 messages with N = 139, and every 225 messages with N = 251.It turns out that the probability is somewhat lower (around 2�40) with NTRUprodu
ts, as the key generation implemented in NTRU produ
ts surprisinglydi�ers from the one re
ommended in [3℄. In any 
ase, de
ryption failures happensuÆ
iently often that one 
annot dismiss them, even in NTRU produ
ts.One may a priori think that the only drawba
k with de
ryption failuresis that the re
eiver will not be able to de
rypt. However, de
ryption failureshave a big impa
t on the 
on�den
e we 
an have in the se
urity level, be
ause



they limit the ability to build a simulator in the random ora
le model withoutknowledge of the private key. This limitation is independent of the paddingused. This implies that all the se
urity proofs known (see [14, 21℄) for variousNTRU paddings may not be valid after all, be
ause de
ryption failures have beenignored in su
h proofs. This also means that existing generi
 padding s
hemes(su
h as REACT [23℄) may not apply to NTRU as, to our knowledge, no existingpadding s
heme takes into a

ount the possibility of de
ryption failures, perhapsbe
ause the only 
ompetitive 
ryptosystem that experien
es de
ryption failuresis NTRUEn
rypt.From a se
urity point of view, the situation is even worse. It turns out thatde
ryption failures not only in
uen
e the validity of a se
urity proof, they leakinformation on the private key. We demonstrate this fa
t by presenting new eÆ-
ient 
hosen-
iphertext atta
ks on NTRUEn
rypt (with or without padding)that re
over the private key. These 
hosen-
iphertext atta
ks are very di�erentfrom 
hosen-
iphertext atta
ks [17, 15℄ formerly known against NTRU: they onlyuse valid 
iphertexts, while the atta
ks of [17, 15℄ use fake 
iphertexts and 
antherefore be easily thwarted. Moreover, these 
hosen-
iphertext atta
ks do notuse the full power of 
hosen-
iphertext atta
ks, but rea
tion atta
ks only [9℄:Here, the atta
ker sele
ts various messages, en
rypts them, and 
he
ks whetherthe re
eiver is able to 
orre
tly de
rypt the 
iphertexts: eventually, the atta
kerhas gathered suÆ
iently many de
ryption failures to be able to re
over the pri-vate key. The only way to avoid su
h 
hosen-
iphertext atta
ks is to make surethat it is 
omputationally infeasible to �nd de
ryption failures. This requires dif-ferent parameter sets and 
ertain implementation 
hanges in NTRUEn
rypt,whi
h we hint in the �nal se
tion of this paper.The rest of the paper is organized as follows. In Se
tions 2 and 3, we re
allNTRUEn
rypt and the padding used in EESS [4℄. In Se
tion 4, we explainde
ryption failures, and their impa
t on se
urity proofs for NTRU paddings.In Se
tion 5, we present several eÆ
ient atta
ks based on de
ryption failures:some are tailored to 
ertain paddings, while the most powerful one applies toany padding. In Appendix A, we give additional information on NTRUEn-
rypt, pointing out the di�eren
e between the spe
i�
ation of the EESS stan-dard and the implementation in NTRU produ
ts. In Appendix B, we des
ribe analternative atta
k based on de
ryption failures that work against 
ertain NTRUpaddings.2 The NTRU En
ryption S
heme2.1 De�nitions and NotationNTRUEn
rypt operations take pla
e in the quotient ring of polynomials P =Z[X ℄=(XN�1). In this ring, addition of two polynomials is de�ned as pairwise ad-dition of the 
oeÆ
ients of the same degree, and multipli
ation is de�ned as 
on-volution multipli
ation. The 
onvolution produ
t h = f � g of two polynomials fand g is given by taking the 
oeÆ
ient of Xk to equal hk =Pi+j�k mod N fi � gj :Several di�erent measures of the size of a polynomial turn out to be useful. We



de�ne the norm of a polynomial f in the usual way, as the square root of thesum of the squares of its 
oeÆ
ients. We de�ne the width of a polynomial f asthe di�eren
e between its largest 
oeÆ
ient and its smallest 
oeÆ
ient.The fundamental parameter in NTRUEn
rypt is N , the ring dimension.The parameter N is taken to be prime to prevent atta
ks due to Gentry [6℄, andsuÆ
iently large to prevent latti
e atta
ks. We also use two other parameters, pand q, whi
h are relatively prime. Standard pra
ti
e is to take q to be the powerof 2 between N=2 and N , and p to be either the integer 3 or the polynomial2+X . We thus denote p as a polynomial p in the following, and we fo
us on the
ase p = 2 +X as p = 3 is no longer re
ommended in NTRU standards [3, 4℄.2.2 OverviewThe basi
 NTRUEn
rypt key generation, en
ryption, and de
ryption primi-tives are as follows.Key Generation | Requires a sour
e of (pseudo-)random bits, and subspa
esLf ;Lg � P from whi
h the polynomials f and g are drawn. These subspa
es havethe property that all polynomials in them have small width { for example, theyare now 
ommonly taken to be the spa
e of all binary polynomials with df ; dg1s respe
tively.{ Input: Values N , p, q.� Randomly 
hoose f 2 Lf and g 2 Lg in su
h a way that both f and g areinvertible modq;� Set h = p � g � f�1 mod q.{ Publi
 output: The input parameters and h.{ Private output: The publi
 output, f, and fp � f�1 mod p.En
ryption | Requires a sour
e of (pseudo-)random bits, subspa
es Lr and Lmfrom whi
h the polynomials r and m are to be drawn, and an invertible meansM of 
onverting a binary message m to a message representative m 2 Lm. Thesubspa
es Lr;Lm also have the property that all polynomials in them have lowwidth.{ Input: A message m and the publi
 key h.� Convert m to the message representative m 2 Lm: m =M(m);� Generate random r 2 Lr.{ Output: The 
iphertext e = h � r +m mod q.De
ryption |{ Input: The 
iphertext e, the private key f, fp and the parameters p and q.� Cal
ulate a = f � e mod q. Here, \mod q" denotes redu
tion of a intothe range [A;A+ q � 1℄, where the \
entering value" A is 
al
ulated bya method to be dis
ussed later;� Cal
ulate m = fp � a mod p, where the redu
tion is to the range [0; 1℄.{ Output: The plaintext m, whi
h is m 
onverted from a polynomial in Lmto a message.



2.3 De
ryption FailuresIn 
al
ulating a = f � e mod q, one a
tually 
al
ulatesa = f � e = f � (r � h+m) = p � r � g+ f � m mod q: (1)The polynomials p, r, g, m, and f are 
hosen to be small in P , and so thepolynomial p � r � g+ f � m will, with \very high probability", have width lessthan q. If this is the 
ase, it is possible to redu
e a into a range [A;A + q � 1℄su
h that the mod q equality in the Equation (1) is an exa
t equality in Z. Ifthis equality is exa
t, the se
ond 
onvolution givesfp � a = p � (fp � r � g) + fp � f � m = 0+ 1 � m = m mod p; re
overing m:De
ryption only works if the equality mod q in Equation (1) is also an equal-ity in Z. This 
ondition will not hold if A has been in
orre
tly 
hosen so thatsome 
oeÆ
ients of p � r � g + f � m lie outside the 
entering range, or ifp � r � g + f � m happens to have a width greater than q (so that there is nomod q range that makes the Equation (1) an exa
t equality). In this 
ase, there
overed m will di�er from the en
rypted m by some multiple of q mod p. Theseevents are the de
ryption failures at the 
ore of this paper.Before NTRUEn
rypt 
an be used, the subspa
es Lf ;Lg;Lr must be spe
i-�ed. See appendix A for details of the pre
ise form of the polynomials f; g; r usedin the standard [3℄ and the (slightly) di�erent one deployed in NTRU Cryptosys-tems' produ
ts.2.4 The NTRU AssumptionAmong all the assumptions introdu
ed in [21℄, the most important one is the one-wayness of the NTRU primitive, namely that the following problem is asymp-toti
ally hard to solve:De�nition 1 (The NTRU Inversion Problem). For a given se
urity pa-rameter k, whi
h spe
i�es N , p, q and the spa
es Lf , Lg, Lm, and Lr, as well asa random publi
 key h and e = h � r+m, where m 2 Lm and r 2 Lr, �nd m. Wedenote by Su

owntru(A) the su

ess probability of any adversary A.Su

owntru(A) = Pr� (h; ?) K(1k);m 2 Messages; r 2 Random;e = h � r +m mod q : A(e; h) = m � :3 The NTRU PaddingsFor 
larity reasons, in the des
ription of the paddings, we 
onsider the en
ryptions
heme� = (K; E ;D), whi
h is an improvement of the plain NTRU 
ryptosystemthat in
ludes the two publi
 en
odingsM and R:8<: K(1k) = (pk = h; sk = (f; fp));Epk(m; r) =M(m) +R(r) � h mod q;Dsk(e) =M�1((e � f mod q)A � fp) with,M : Messages = f0; 1gmLen! LmR : Random = f0; 1grLen ! Lr



Be
ause of the en
odings, without any assumption, re
overing the bit-string mis as hard as re
overing the polynomial m =M(m). However, re
overing ` bitsof m does not ne
essarily provide ` bits of the polynomial m =M(m), whi
h isthe reason why stronger assumptions were introdu
ed in [21℄.3.1 Des
riptionFollowing the publi
ation of [17℄, several padding s
hemes were proposed in [14,13℄ to prote
t NTRUEn
rypt against adaptive 
hosen-
iphertext atta
ks. Theresulting s
hemes were studied in [21℄, but under the assumption that the prob-ability of de
ryption failures was negligible. We brie
y review one of theses
hemes, known as SVES-1 and standardized in [3℄.Let m be the original plaintext represented by a k1-bit string. For ea
h en-
ryption, one generates a random string b, whose bit-length k2 is between 40and 80 [14℄. However, k1 + k2 � mLen. Let k denote bit-string 
on
atenation.To en
rypt, �rst split ea
h of m and b into equal size pie
es m = m km andb = r k r. Then, use two hash fun
tions F and G that map f0; 1gk1=2+k2=2 intoitself, to 
ompute:m1 = (m k r)� F (m k r) and m2 = (m k r)�G(m1):A third hash fun
tion, H : f0; 1gmLen ! f0; 1grLen, is applied to yield the 
ipher-text: E3pk(m; b) = Epk(m1 km2;H(m k b)):The de
ryption algorithm 
onsists of re
overing m, b from the plain NTRUde
ryption, and re-en
rypting to 
he
k whether one obtains the given 
iphertext.This is equivalent to extra
ting, from m and e, the alleged r, and 
he
k whether itis equal to R(H(m k b)). We denote by �3 the 
orresponding en
ryption s
heme.3.2 Chosen-Ciphertext Atta
ksFirst of all, one may note that be
ause of the random polynomial r that is gen-erated from H(m k b), nobody 
an generate a valid 
iphertext without knowingboth the plaintext m and the random b, ex
ept with negligible probability, forwell-
hosen 
onversion R (whi
h is not ne
essarily inje
tive, a

ording to [3, 4℄).Indeed, for a given 
iphertext e, at most one r is a

eptable. Without havingasked H(m k b), the probability for R(H(m k b)) to be equal to r is less than "r:"r = maxr f Prx2f0;1grLen[r = R(x)℄g:However, to lift any se
urity level from the CPA s
enario to the CCA-one, oneneeds a good simulation of the de
ryption ora
le: sin
e any valid 
iphertext hasbeen 
orre
tly 
onstru
ted, one looks at the list of the query-answers to the H-ora
le, and 
an re-en
rypt ea
h possible plaintext to 
he
k whi
h one is the goodone. This perfe
tly simulates the de
ryption of validly generated 
iphertexts,



unless a de
ryption failure o

urs (Fail event). In the latter 
ase, the outputde
rypted plaintext is not the en
rypted one, whereas the output simulatedplaintext is: the probability of bad simulation is �nally less than "r + p(m; r; h),where p(m; r; h) = Prf;g [Df;fp(Eh(m; r)) Fail j h = p � g � f�1 (mod q)℄:The se
urity analyses in [21℄ were performed assuming that p(m; r; h) is negligible(and even 0). But we shall see later that this is unfortunately not the 
ase. Wethus re�ne the se
urity analyses and even show that the parameters have to be
hosen di�erently.4 De
ryption Failures and Provable Se
urity4.1 Wrap Failures and Gap FailuresWhen de
rypting, the re
ipient must pla
e the 
oeÆ
ients of a = f � e mod q intothe 
orre
t range [A;A+ q� 1℄. To 
al
ulate A, we use the fa
t that 
onvolutionmultipli
ation respe
ts the homomorphism (a � b)(1) = a(1) � b(1), where a(1)is the sum of the 
oeÆ
ients of the polynomial a. The de
rypter knows r(1) andh(1), and so he 
an 
al
ulate I = m(1) = e(1)� r(1) �h(1) mod q: Assuming m(1)lies in the range [N=2� q=2; N=2+ q=2℄, we 
an 
al
ulate the average value of a
oeÆ
ient of p � r � g+ f � m and setA = �p(1) � r(1) � g(1) + f(1) � IN �� q2 :The assumption about the form of m is a reasonable one, be
ause for randomly
hosen m with N = 251 there is a 
han
e of less than 2�56 that m(1) will beless than N=2� q=2 or greater than N=2+ q=2. In any 
ase, the value of m(1) isknown to the en
rypter, so they do not learn anything from a de
ryption failurebased on m being too thi
k or too thin.Having obtained A, we redu
e a into the range [A;A + q � 1℄. If the a
tualvalues of any of the 
oeÆ
ients of p � r � g+f �m lie outside this range, de
ryptionwill produ
e the wrong message and this will be pi
ked up in the re-en
ryptionstage of de
ryption. However, if p � r � g+ f � m has a width less than q, thereis still an A for whi
h de
ryption is possible. This 
ase, where the initial 
hoi
eof A does not work but there is a 
hoi
e of A whi
h 
ould work, is referred to asa \wrap failure".Wrap failures are more 
ommon than \gap failures", where the width of p � r �g+ f � m is stri
tly greater than q. The standard [3℄ therefore re
ommends that,on the o

urren
e of a de
ryption failure, the de
rypter adjusts the de
ryptionrange by setting A0 su

essively equal to A�1;�2; : : : , pla
ing the 
oeÆ
ients ofa into the new range [A0; A0+q�1℄, and performing the mod p redu
tion. This isto be 
arried out until A0 di�ers from A by some set T , the \wrapping toleran
e";if de
ryption has not su

eeded at that point, the de
ryption fun
tion outputsthe invalid symbol ?.



This method in
reases the 
han
e that a 
iphertext will eventually de
rypt;however, an atta
ker with a

ess to timing information 
an tell when this re-
entering has o

urred. For standard N = 251 parameters and NTRUEn
ryptimplemented as in NTRU produ
ts, a wrap failure on random m o

urs on
eevery 221 messages, while a gap failure o

urs about on
e every 243 messages.The 
entering method above will therefore leak information at least on
e everymillion or so de
ryptions, and possibly more often if the atta
ker 
an 
arry outsome pre
omputation as in [19℄. For NTRUEn
rypt as implemented followingthe EESS standard, the number of messages is mu
h lower: for N = 251, a gapfailure o

urs on
e every 225 message.4.2 Provable Se
urityIn order to deal with any padding, one needs more pre
ise probability informa-tions than just p(m; r; h): p0 = Eh[maxm;rfp(m; r; h)g℄;p(m; h) = Prr[p(m; r; h)℄ p1 = Eh[maxmfp(m; h)g℄;p(h) = Prm[p(m; h)℄ = Prm;r[p(m; r; h)℄ p2 = Eh[p(h)℄:Note that all of these probabilities are averages over the whole spa
e of h. Impli
itin these de�nitions is the assumption that, even if some keys (f; g) are more likelythan others to experien
e de
ryption failures, an adversary 
annot tell from thepubli
 key h whi
h private key is more failure-prone.Clearly, one 
annot ensure that p(m; r; h) is small, so p0 is likely to be non-negligible. However, in several paddings, r = R(H(m k b)), where H is a randomora
le, therefore the probability of bad simulation involves at least p1, or evenp2. As dis
ussed above, with re
ommended parameters, p2 
an be as small as2�43. Even this is not negligible, but better parameters may hopefully makethese values negligible. However, there is a gap between the existen
e of su
h apair (m; r) that makes a de
ryption failure, and the feasibility, for an adversary,to �nd/build some:Su

Afail(h) = Prf;g [Df;fp(Eh(m; r)) Fail j h = p � g � fp mod q; (m; r) A(h)℄:As above, one needs to study the probabilities over some 
lasses of adversaries,or when the adversary does not have the entire 
ontrol over m or r:~p0(t) = maxfEh[Su

Afail(h)℄; jAj � tg~p1(t; Q) = idem where (m; y) A(h); r = G(m; y)~p2(t; Q) = idem where (x; y) A(h);m = F (x; y); r = G(x; y):In the above bounds, for ~p0(t), we 
onsider any adversary whose running timeis bounded by t. For ~p1(t; Q) and ~p2(t; Q), F and G are furthermore assumed tobe random ora
les, to whi
h the adversary 
an ask up to Q queries. Clearly, forany t and any Q,~p0(t) � p0 ~p1(t; Q) � Q� p1 ~p2(t; Q) � Q� p2:



We now re
onsider the SVES-1 padding s
heme, keeping these probabilitiesin mind. We note that the adversary 
ontrols m, by deriving m and b from therequired m1 and m2. However, r is out of the adversary's 
ontrol. Thereforeafter qD queries to the de
ryption ora
le and qH queries to the random ora
leH , the probability of a de
ryption failure is less than qD � ~p1(t; qH), where t isthe running time of the adversary. Denoting by TE the time for one en
ryption,one gets the following improvement for a CCA atta
ker over a CPA one:Advind�

a�3 (t) � Advind�
pa�3 (t+ qHTE) + 2qD � ("r + ~p1(t; qH)) :4.3 Improved PaddingsIn [21℄, new paddings have been suggested, with better provable se
urity (basedon the NTRU inversion problem only). But de
ryption failures have been ignoredagain.The OAEP-based S
heme | The �rst suggestion was similar to the SVES-1padding, also using two more hash fun
tionsF : f0; 1gk1 ! f0; 1gk2 and G : f0; 1gk2 ! f0; 1gk1 :One �rst 
omputes s = m � G(b) and t = b� F (s). The 
iphertext 
onsists ofEpk(s k t;H(m k b)). Of 
ourse, the de
ryption 
he
ks the validity of r, relativelyto H(m k b). The OAEP 
onstru
tion provides semanti
 se
urity, while the Hfun
tion strengthens it to 
hosen-
iphertext se
urity (as already explained).Here, the adversary 
an 
hoose s; t dire
tly, then reverse the OAEP 
onstru
-tion to obtain m; b. However, they 
annot 
ontrol r. ThereforeAdvind�

aoaep0 (t) � 2Su

owntru(t+QTE) + 2qD � ("r + ~p1(t; qH)) + 4qH2k1 + 2qG2k2 :where Q = qF qG+ qH . But this makes a quadrati
 redu
tion, as for any OAEP-based 
ryptosystem [2, 5℄. The parti
ular above 
onstru
tion admits a betterredu
tion, but under a stronger 
omputational assumption.SVES-2 | The su

essor to SVES-1 proposed for standardization is a minorvariant of the above [4℄, designed to handle variable length messages. In SVES-2,one uses two hash fun
tions F and G, and form M1 = b k len(m) km1, M2 =m2 k 000 : : : . In SVES-2, the message length is restri
ted to be an integer numberof bytes, and the length is en
oded in a single byte. The �nal N mod 8 bits ofM2will always be zeroes (we use N8 to denote N mod 8). We form s =M2�F (M1),t =M1�G(s), and 
al
ulate the 
iphertext as Epk(t k s;H(m k b)). On de
ryption,the usual 
he
ks are performed, and in addition the de
rypter 
he
ks that thelength is valid and that M2 
onsists of 0s from the end of the message onwards.In this 
ase, an atta
ker who 
hooses s; t and reverses the OAEP 
onstru
tionmust get the 
orre
t length of m and the 
orre
t 0 bits at the end. However,an atta
ker 
an 
hoose s, then sele
t t su
h that t �G(s) has the 
orre
t form



to be M1, that is, su
h that len(m) is its maximum value. The reverse OAEPoperation on s; t will then yield a valid M1;M2 if the last N8 bits of s� F (M1)are 0. Therefore an atta
ker 
an 
ontrol all the bits of s; t with probability 28+N8 ,or all but 8 of the bits of s; t with probability 2N8 . ThereforeAdvind�

aSVES�2(t) � 2Su

owntru(t+QTE) + 2qD ��"r + ~p1(t; qH)2N8 �+ 4qH2k1 + 2qG2k2 :where Q = qF qG + qH .NTRU-REACT | Thanks to the OW-PCA{se
urity level of the NTRU prim-itive (granted the pseudo-inverse of h), one 
an dire
tly use the REACT 
on-stru
tion [23℄, in whi
h the de
ryption algorithm of 
ourse 
he
ks the validityof 
, but also the validity of r. The semanti
 se
urity is 
lear, sin
e the adver-sary has no advantage without having asked some 
ru
ial queries to the hashfun
tions. With 
hosen-
iphertext atta
ks, the adversary 
annot produ
e a valid
iphertext without having built 
orre
tly the authenti
ation tag, ex
ept withprobability 1=2k2 . Therefore, the simulation of the de
ryption ora
le is perfe
t,unless a de
ryption failure o

urs: the adversary knows b and thus m, but makesa de
ryption failure, that is not dete
ted by the simulation. Sin
e the adversaryhas the 
ontrol over both m and r, the se
urity against 
hosen-
iphertext atta
ksis not very high:Advind�

area
t (t) � 2Su

owntru(t+ (qG + qH)TE) + 2qD �� 12k2 + ~p0(t)� :In the Improved NTRU-REACT, the adversary 
ompletely loses 
ontrol over r,whi
h improves the se
urity level, but not enough, sin
e ~p0(t) is repla
ed by ~p1(t)only.4.4 CommentsIt is 
lear that de
ryption failures on valid 
iphertexts mean that NTRUEn-
rypt with the parameter sets given 
annot have provable se
urity to the level
laimed. In the presen
e of de
ryption failures, it is impossible to 
orre
tly simu-late the de
ryption ora
le: the simulator will output a valid de
ryption on 
ertain
iphertexts whi
h the genuine de
ryption engine will fail to de
rypt. Withoutknowledge of the private key, it is impossible to build a simulator; and if thesimulator requires knowledge of the private key, it is impossible to have provablese
urity. In the next se
tion we will see how to use this information to re
overthe private key with 
onsiderably less e�ort than a standard latti
e atta
k wouldtake.5 Some Atta
ks Based on De
ryption FailuresIn this se
tion we present some atta
ks againstNTRUEn
rypt as implementedin NTRU Cryptosystems' produ
ts for the N = 251 parameter set. See [4℄ for



details of this parameter set, and Appendix A for information about the pre
isestru
ture of f; g and r used. We stress that the atta
ks work even better on theEESS standard [3, 4℄, be
ause de
ryption failures arise mu
h more frequentlythere. Although no paddings 
an prevent de
ryption failures, it turns out thatsome paddings are more prone to atta
ks based on de
ryption failures: this isbe
ause the atta
ker has more or less 
exibility on the 
hoi
e of the a
tualmessage and random non
e a
tually given as input to the en
ryption primitive,depending on the padding used.5.1 Review: The Reversal of a PolynomialBefore outlining the atta
ks, we review the notion of the reversal �
(X) � 
(X�1)of a polynomial 
. If we represent 
 as the array 
 = [
0; 
1; 
2; : : : ; 
N�1℄ then itsreversal is �
 = [
0; 
N�1; 
N�2; : : : ; 
1℄: this is a ring automorphism. We denoteby 
̂ the produ
t of 
 and �
. This produ
t has the property that 
̂i = 
 � (X i � 
);or in other words that the su

essive terms of 
̂ are obtained by taking the dotprodu
t of 
 with su

essive rotations of itself. The signi�
an
e of this is that weknow that 
̂0 =Pi 
2i = k
k2; while the other terms of 
̂ will be O(k
k) in size.We therefore know that f � �f has one term of size df , and the others areof size about pdf . The polynomial f � �f is therefore of great width 
omparedto a produ
t of two arbitrary polynomials of the same norm as f. We thereforeassume that whenever p � r � g + f � m is of great width, it means that r is
orrelated signi�
antly with �g and m is 
orrelated signi�
antly with �f.5.2 A General Atta
kWe derive a powerful 
hosen-
iphertext atta
k that works independently of thepadding used. Indeed, assume that an atta
ker is able to 
olle
t many triplets(m; r; e) su
h that e is an en
ryption of m with random non
e r, whi
h 
annot be
orre
tly de
rypted. If the probability of de
ryption failure is suÆ
iently high,an atta
ker 
ould obtain su
h triplets by mounting a weak 
hosen-
iphertextatta
k, independently of the padding, by simply sele
ting random messages,en
rypting them until de
ryption failures o

ur (whi
h 
an be 
he
ked thanks tothe de
ryption ora
le). Interestingly, su
h an atta
k only uses valid 
iphertexts.For su
h a triplet (m; r; e), we know that p � r � g+ f � m is of great width,and the previous se
tion suggests that there is an integer i su
h that r somehowlooks like X i � �g and m somehow looks like X i � �f. Unfortunately, we do notknow the value of i, otherwise it would be trivial to re
over �f by simply takingthe average of X�i � m. However, we 
an get rid of the unknown i by using thereversal: if m and r look like respe
tively X i � �f and X i � �g, then m̂ and r̂ mustlook like respe
tively f̂ and ĝ. On
e f̂ and ĝ are derived by averaging methods,f and g themselves may be re
overed in polynomial time using an algorithmdue to Gentry and Szydlo [7℄. Stri
tly speaking, to apply [7℄, one also needs todetermine the ideal spanned by f whi
h 
an be derived from f̂ = f � �f and f � �g(whi
h is itself obtained by multiplying from �H and f̂ = f � �f).



To 
he
k the validity of this atta
k, we would need to �nd a lot of de
ryp-tion failures, whi
h is relatively time-
onsuming, depending on the parameters.Instead, we 
he
ked that the atta
k worked, by experimenting with a weakeratta
k based on the following ora
le OB : When the ora
le OB is queried on avalid 
iphertext e, it indi
ates whether or not the width of p � r � g + f � m isgreater than B. Thus, the ora
le Oq simply dete
ts gap failures. By using valuesof B mu
h smaller than q, we are able to verify the behavior of our atta
k in areasonable time, with the following algorithm:1. Set u; v = 0.2. Generate a large number of valid 
iphertexts e = r � h+m mod q. For ea
h
iphertext e:(a) Call OB(e).(b) If OB(e) shows the width of a as being greater than B, set u = u + m̂;set v = v + r̂.3. Divide u and v by the number of valid 
iphertexts used.Over a long enough trans
ript, u and v should 
onverge to f̂ and ĝ. We inves-tigated this for f binary and for f = 1 + p � F, to see how many messageswith width greater than B were ne
essary to re
over f̂ exa
tly. The results areshown in tables 1. Experimentally, we �nd that we approximate f̂ best by f̂i=(hm̂ii � 61:24747)=0:007882857.B Messages18 100,000 B Messages Norm (guess - f̂)36 500,000 15.536 1,400,000 7.38binary f f = 1 + p � FTable 1. Messages to re
over f̂ for various values of B using OB .When the distan
e from the guess to f̂ is about pN=2 � 7:9, we 
an es-sentially re
over f̂ by rounding. We 
an 
on
lude that from a real de
ryptionora
le (k2 � 128) no more than a million de
ryption failures, and perhaps 
on-siderably fewer, are ne
essary to re
over f̂ and ĝ. This validates our general
hosen-
iphertext atta
k whi
h applies to all paddings, and shows that the se-
urity of NTRU en
ryption in the EESS standard [3, 4℄ 
learly falls far short ofthe hoped-for level of 280.We note that one 
ould imagine an even more powerful atta
k, where theatta
ker would simply average ê for those e that 
ause wraps. For a suÆ
ientlylong trans
ript, this will 
onverge to A + B f̂ + Cĝ. We have not investigatedthis idea in full { it will undoubtedly involve longer 
onvergen
e times than theother atta
ks outlined above { but it is interesting that a su

essful atta
k maybe mounted even by an entirely passive atta
ker.



5.3 A Spe
i�
 Atta
k Based on Controlling mThe previous atta
k works against any padding and already emphasizes theimportan
e of de
ryption failures on the se
urity of NTRU en
ryption. Here, wedes
ribe a slightly more eÆ
ient 
hosen-
iphertext atta
k tailored to the SVES-1padding s
heme, based on the fa
t that an atta
ker essentially 
ontrolsm dire
tly(see above). This atta
k shows that 
ertain paddings are weaker than others withrespe
t to atta
ks based on de
ryption failures. We denote by rm the value of robtained from the m and b obtained from a given m in valid en
ryption. Thestrategy will be to try and 
ause wrap failures. We introdu
e the notationBi = fbinary polynomials with i 1s and N � i zeroesg;and denote by Flat(
) the operation of taking 
 and setting all terms that are1 or more to be exa
tly equal to 1. Experimentally, the average width of thevarious polynomials is:hWidth(p � r � g)i � 41; hWidth(f � m)i � 47; hWidth(p � r � g+f � m)i � 62:If the atta
ker 
an in
rease the width of p � r � g + f � m to 128, he will
ause a gap failure; alternatively, if he 
an add about 33 to the largest term inp � r � g+ f � m while leaving the others essentially un
hanged, this will 
ausea wrap failure. The following atta
k exploits this observationStep 1: �rst 
leaning of random strings. The atta
ker pi
ks a randomF15 2 B15, D 2 B5, and formsm = Flat((1 +X) � D � F15):On de
ryption (with p = 2 +X), a will in
lude a term approximately equal to(1 +X) � (2 +X) � f � D � F15 = (2 + 3X +X2) � f � D � F15:If the 1s in F15 mat
h a set of 15 1s in �f, then we know that at least one termin p � F � m will be 45 or more be
ause of the 3 in (1 + X) � (2 + X). Withhigh odds, this will mean that p � F � m has greater than average width, andso greater than average 
han
e of 
ausing a de
ryption failure. This lets theatta
ker attempt to identify substrings of F̂:Atta
k: Step 1. The atta
ker pi
ks a random F15 2 B15, D 2 B5 and formsm = Flat((1+X) �D �F15). For all rotations ofm, he submits e = rm � h+m mod qto the de
ryption ora
le. If any rotation of m 
auses a wrap, he stores F15;otherwise, he dis
ards it.Obviously, there will be a large number of false positives in this step. An mmight 
ause a de
ryption failure purely through lu
k; alternatively, an F15 whi
hhas an overlap of 14 rather than 15 with �F will have a good 
han
e of 
ausinga wrap failure. We 
annot distinguish between the 
ases immediately, so the



strategy is to take an initial set of random F15s, and use the de
ryption ora
leto \
lean" them so that the resulting set has a greater proportion of strings ofhigh overlap with f.Table 2 shows the e�e
t of the �rst 
leaning on a set of 230 random F15s. Thewrap probabilities were determined experimentally, using our knowledge of f, bygenerating strings of a spe
i�
 overlap and testing to see if they 
aused wraps.The �nal 
olumn is given by 230 � Pr[overlap℄ � Pr[wrap℄ � N , as we try all therotations of ea
h of the 230 ms. The total number of queries to the de
ryptionora
le is N � 230 � 238.Overlap Pr[Overlap℄ Pr[Overlap℄) Pr[Wrap℄ No. Left(Theoreti
al) (Experimental) from 230 F15s15 2�20:7 { 2�14:4 1014 2�15:135 2�14:7 2�15:5 20013 2�10:698 2�10:70 2�16:6 2,00012 2�6:981 2�7:116 2�17:5 20,00011 2�3:857 2�4:030 2�18:5 80,00010 2�1:423 2�1:693 2�22 40,0009 { 2�0:91 2�23 25,0008 { 2�3:49 2�24 2,0007 { 2�14:5 { {Table 2. E�e
ts of �rst 
leaning on a set of 230 F15From table 2 we see that even the �rst 
leaning is very e�e
tive: from arandom set of size 230 where most F15s have an overlap of 9 with f, we have
reated a set of size about 217 where the most 
ommonly o

urring overlap is11. We now want to further improve the quality of our set of F15s.Step 2: se
ond 
leaning. The atta
ker now queries ea
h surviving F15 byusing di�erent values of D to 
reate ms, and observing whether or not these
ause wraps.Atta
k: Step 2. For ea
h F15 that survived the �rst 
leaning step, the atta
kerpi
ks several D 2 B5. For ea
h D, he forms m = Flat((1 +X) � D � F15). For allrotations of m, he submits e = rm � h+m mod q to the de
ryption ora
le. If anyrotation of m 
auses a wrap, he stores F15; otherwise, he dis
ards it.Table 3 shows the results of performing this step, 
hoosing 28 Ds for ea
hF15. After this 
leaning, there are almost no F15s left with an overlap of less than11. The total work in this stage is 28 � 217 � N � 233, and there are about 212F15s left.Now that the atta
ker has a relatively good set of F15, he 
an try and assemblethem to re
over F.



Overlap No. Tested No. Left15 10 314 200 4013 2,000 12012 20,000 80011 80,000 150010 40,000 29 25,000 18 2,000 0Table 3. E�e
ts of se
ond 
leaning on the set of F15Step 3: �nd 
orre
t relative rotations. Here the 
hallenge is to �nd the
orre
t rotations of the F15 relative to ea
h other. One possibility would be topi
k two F15s and test the ms obtained by all rotations of the two against ea
hother. However, it appears that we get better results by pi
king sets of threeF15s and trying all their relative rotations.Atta
k: Step 3. Let F1;F2;F3 be any three of the F15 that survived the se
ond
leaning step. For ea
h 0 � i; j < N , setF�45 = Flat(F1 +X iF2 +XjF3)(Note that F�45 will typi
ally have slightly fewer than 45 1s). Set m = Flat((1+X) � F�45). For all rotations of m, submit e = rm � h+m mod q to the de
ryptionora
le. Store the number of wraps 
aused by m. On
e all i; j pairs have beenexhausted, pi
k another three F1;F2;F3 and repeat. Continue until all the F15have been used.Figure 1 shows the wrap probability for m obtained as spe
i�ed above. IfF1;F2;F3 are rotated 
orre
tly relative to ea
h other, the overlap with �F willtypi
ally be 33 or more, leading to a signi�
antly greater 
han
e of a wrap.Note that, be
ause of the (2 + X) in f, if F1 + X iF2 + XjF3 is the 
orre
trelative alignment of F1;F2;F3, a large number of wraps will also be 
aused byF1 + X i�1F2 + Xj�1F3. This helps us to weed out freak events: rather thansimply taking the relative rotation of F1;F2;F3 that gives the highest number ofwraps, we look for the set of three 
onse
utive rotations that give the highesttotal number of wraps and pi
k the rotation in the middle.This step takes about N3 �212 � 236 work, and at the end of it we have about210 strings of length about 45, whi
h will in general have an overlap of 33 ormore with �F. The remaining task is to rotate these strings 
orre
tly relative toea
h other and re
over �F from them, but this is relatively trivial.Step 4: from 45s to �F. We here use the fa
t that the F�45 will be better
orrelated with ea
h other when rotated 
orre
tly than in other rotations.
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Fig. 1. Wrap probability on a single test for strings of length 45Atta
k: Step 4. Sort the F�45 from the previous step in order by the number ofwraps they 
aused. Set u equal to the F�45 at the top of the list. For ea
h otherF�45, �nd the X i that maximizes the overlap of X i � F and the referen
e F. Setu = u + X i � F. When all the Fs have been added, take the top df entries of uand set them equal to 1. Set the other entries to 0. This re
overs Frev .Sin
e there are 72 1s in �F and 179 0s, and sin
e the F�45 have typi
ally 33
orre
t 1s and 12 in
orre
t 1s, we expe
t the entries in u 
orresponding to 1s infrev to have an average value of 33=72 � 0:46, and the entries in u 
orrespondingto 0s in frev to have an average value of 12=179 � 0:06. This makes it easy todistinguish between the two. We have not implemented this part of the atta
k,but we do not anti
ipate any problems in its exe
ution.SVES-1 atta
k: Summary We have presented an atta
k on the SVES-1s
heme that allows an atta
ker with a

ess to de
ryption timing information tore
over the private key in about 240 queries to a de
ryption ora
le with N = 251.This is a level of se
urity that 
learly falls far short of the hoped-for level of 280.6 CountermeasuresNTRUEn
rypt as spe
i�ed in [3℄ 
learly falls short of the desired se
urity levels,sin
e it only involves the probability ~p1. With the given parameters, even ~p2 islikely to be non-negligible. One should thus re
ommend at least the followingtwo 
ountermeasures.



6.1 Changing the parametersThe parameters, and perhaps the form of f, g, and r, should be altered so thatde
ryption failures o

ur no more often than the 
laimed se
urity level of theparameter set, so that the probability ~p2, or even p2, is indeed negligible. (Forexample, for N = 251, an atta
ker should be required to 
arry out 280 work to�nd a single gap failure). Unfortunately, no eÆ
ient method is known to provably
ompute su
h a probability, though the paper [27℄ provides 
al
ulations undersome simplifying assumptions.6.2 Changing the paddingA padding s
heme with the appropriate provable se
urity properties should beadopted. We have presented both theoreti
al and experimental reasons for pre-ferring an NTRUEn
rypt padding s
heme in whi
h an atta
ker 
an 
ontrolneither m nor r. Theoreti
ally, only this padding s
heme allows us to use p2,the smallest of the expe
ted de
ryption failure probabilities. Experimentally, wehave demonstrated an atta
k whi
h uses dire
t 
ontrol of m to re
over the privatekey faster than the atta
k whi
h does not use 
ontrol of m.We therefore suggest the following padding s
heme, whi
h we 
all NAEP, asone that might be suitable for NTRUEn
rypt. The 
onstru
tion uses the hashfun
tions G : f0; 1gmLen! f0; 1grLen and H : P ! f0; 1gmLen:As before, m is the plaintext of length k1 bits, and b is a random string, uniquefor ea
h message, of length k2 = mLen� k1 bits. One 
omputes r = R(G(m k b))and R = r�h mod q. Then the 
iphertext 
onsists of Epk((m k b)�H(R);G(m k b)).Of 
ourse, the de
ryption 
he
ks the validity of r, relatively to G(m k b).We do not make any 
laim on the provable se
urity of this s
heme. An analysisof the properties of a variant of this s
heme, with a spe
i�
 instantiation of H ,appears in [16℄ and 
laims a se
urity result whi
h depends on ~p2 only (and of
ourse the intra
tability of the basi
 NTRU primitive.)A
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hni
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ryptA.1 Format of Obje
tsNTRUEn
rypt as standardized in [3℄ uses spe
ial forms for f, g and r, andspe
i�es a padding method whi
h is 
laimed to give provable se
urity. We reviewthese details here.Private key: f. The private key f has two spe
ial features. First, f has theform 1 + p � F, where F is a binary polynomial. This means that f = 1 mod p,and therefore that fp = 1, eliminating the need for the se
ond 
onvolution onde
ryption [13℄. Se
ond, the binary polynomial F is of the form f1 � f2+ f3, wheref1, f2 and f3 are 
hosen so that:{ f1; f2; f3 are binary and have df1 ; df2 ; df3 1s respe
tively;{ f1 � f2 is binary;{ The 1s in f3 are 
hosen su
h that they are not adja
ent to any of the 1s inf1 � f2.It should be pointed out that only the �rst of these restri
tions is do
umentedin [3℄: the des
ription above is of the form of private keys used in NTRU Cryp-tosystems' software and has the e�e
t of de
reasing the o

urren
e of de-
ryption failures (but not to the point of making de
ryption failures suÆ
ientlyunlikely to avoid any se
urity problems). For more details on the use of produ
tsof low Hamming weight polynomials in NTRU and other 
ryptosystems, see [13,11℄.Private key: g. The private key g is 
hosen to be binary, to have dg 1s, and tohave no 
onse
utive 1s. Note that the last of these restri
tions is not do
umentedin [3℄, but is used in NTRU Cryptosystems' software.



Message: m. The message representative m is a binary polynomial of degreeN . An algorithm for 
onverting from o
tet strings to binary polynomials 
an befound in [3℄.Blinding value: r. The blinding value r is 
hosen to be of the form r1 � r2+ r3.Here, r1; r2; r3 are generated by setting them to 0, then sele
ting dr1 ; dr2 ; dr3indi
es between 0 and N � 1 and adding one to the 
oeÆ
ient at ea
h index.The di�eren
e between this and taking r1; r2; r3 to be binary is that the indi
esused to generate them 
an repeat: for example, r1 
ould 
onsist of dr1 � 2 1sand one 2. A re
ent paper [19℄ uses this spe
i�
 fa
t to re
over g. The resultspresented here are more general and work for r of any form in the presen
e ofde
ryption failures.A.2 En
ryption S
hemesThere have been several en
ryption s
hemes asso
iated with NTRU, but onlytwo have been standardized in EESS #1. The �rst, SVES-1, pro
eeds as follows.It takes the number of random bits, db, as a parameter, and hash fun
tionsF;G;H .En
ryption { To en
rypt a message m of length jmj = N � db bits:1. Generate the string b 
onsisting of db random bits.2. Set s equal to the �rst jmj=2 bits of m 
on
atenated with the �rst db=2 bitsof b. Set t equal to the last jmj=2 bits of m 
on
atenated with the last db=2bits of b.3. Set t0 = t� F (s). Set s0 = s�G(t0). Set m0 = s0jjt0. Set r = H(m; b).4. Output the 
iphertext e = r � h+m0 mod q.De
ryption { To de
rypt the 
iphertext e:1. Re
over m0 from e using standard NTRUEn
rypt de
ryption.2. Re
over m; b from m0 by reversing the masking de�ned above.3. Set r = H(m; b) and 
al
ulate e0 = r � h+m0 mod q. If the result is the sameas the re
eived e, output m. Otherwise, output \invalid 
iphertext".SVES-1 was shown in [21℄ to have inadequate provable IND-CPA properties,due to the de
ision to split b into two parts. EESS #1 therefore also spe
i�esSVES-2, whi
h is similar to SVES-1 with the ex
eption that all of b is in
ludedin the �rst hash fun
tion 
all. There are other minor di�eren
es between the twos
hemes { SVES-2 is designed to allow variable-length messages more gra
efully,for example { but these are more engineering than 
ryptographi
 de
isions.One interesting fa
t to note is that in both SVES-1 and SVES-2 the messageis randomized by the mask generation fun
tions, but an adversary is free to
hoose the value of m0 dire
tly and then reverse the masking operation to �ndthe m and b that would have given that m0.



B Another 
hosen-
iphertext atta
kHere we present a brief overview of a se
ond 
hosen-
iphertext atta
k againstNTRUEn
rypt. The atta
k is based on de
ryption failures; however, unlike theother atta
k presented in this paper, does not rely on the se
ret polynomial fbeing of the form 1+(2+X)F . In fa
t, the new atta
k is not spe
i�
 to the 
aseof p = 2 +X and 
an also be applied against the originally proposed version ofNTRU [10℄ whi
h had p 2 Z.The atta
k assumes that the atta
ker 
an dete
t wrap errors and that the rvalues used during en
ryption must be sele
ted at random. For the basi
 versionof the atta
k we also assume that a message polynomial m 
an be en
ryptedwith many random r (as is the 
ase for the proposed NTRU-REACT paddings
hemes). We will dis
uss below the e�e
t on the atta
k if ea
h m yields a uniquerm. The basi
 version of the atta
k 
onsists of repeating the following three stepsuntil the se
ret key is revealed.Step 1: �nding a de
ryption failure. The goal of step 1 is to determinea valid pair m; r whi
h lead to a de
ryption failure. The most straight forwardapproa
h is to simply sele
t random m and r until the 
iphertext they generate
auses a de
ryption failure.Instead of a random sear
h, it is also possible to perform a systemati
 sear
hfor the required de
ryption failure. Given an m and r an atta
ker 
an determineexa
tly the set, Im;r, of (f; g) pairs for whi
h m; r will 
ause a de
ryption failure.Determining if m; r 
auses a de
ryption failure reveals whether or not (f; g) is inIm;r. So instead of simply sele
ting m and r at random an atta
ker 
ould performsome pre
omputation and obtain a list of m; r pairs for whi
h S Im;r is largerthan it would have been in a random sear
h.Step 2: sear
h for more r's. For the majority of m; r pairs whi
h lead tode
ryption failures, m � f will have one 
oeÆ
ient, i, whi
h is both abnormallyfar from its expe
ted value and further from the expe
ted value than any other
oeÆ
ient. We shall refer to the di�eren
e in the distan
es of the two 
oeÆ
ientsof m � f furthest from their expe
ted value as the gap of m � f. The true goalof step 1 is a
tually to �nd an m su
h that m � f has both a 
oeÆ
ient whi
h isfar from its expe
ted value and a large gap.Atta
k: Step 2. By repeatedly pi
king random r0 and determining if m; r0 leadsto a de
ryption failure, the atta
ker 
an determine a list r0; r1; : : : ; rk of r valueswhi
h 
ause de
ryption failures when used with m.Suppose that step 1 found anm with the desired properties. The range [A;A+q�1℄ used during de
ryption is 
entered at the expe
ted value of the 
oeÆ
ientsof p � r0 � g + f � m. Thus, sin
e the ith 
oeÆ
ient of m � f is abnormally farfrom its expe
ted value, the rate at whi
h the m; r0 
ause de
ryption failureswill be mu
h higher than for random m; r. Furthermore, the expe
ted value ofevery 
oeÆ
ient of p � r � g is p(1)g(1)r(1)=N . Thus when an m; r0 pair 
auses a



de
ryption failure its most likely 
ause is the ith 
oeÆ
ient of p � r0 � g+ f � m.The strength of this bias towards the i 
oeÆ
ient the will depend on the gap ofm � f. This bias will 
ause a 
orrelation between the r0; r1; : : : ; rk found in step2 and �g.Step 3: re
overing the se
ret key. If k is suÆ
iently large then the valueof �g (and thus g) 
an be determined dire
tly from the polynomials r0; r1; : : : ; rk.However, it is possible to �nd the se
ret key with fewer rj than would allow thedire
t re
overy of �g. This is a

omplished by using the rj to determine some of
oeÆ
ients of g and then using this partial knowledge of g in 
ombination withthe known latti
e atta
ks on NTRU as in [18℄.If the gap of m � f is small then the bias towards the 
oeÆ
ient i may notbe large enough to allow the re
overy of the se
ret key. If this is the situationthen the atta
k simply returns to step 1. Note that even if an iteration does notreveal the entire se
ret key some information may still have been determined.Atta
k summary and variations. Two important questions arise regardingthis atta
k. First, how mu
h work is involved in one iteration of the steps?Se
ond, how many iterations through the steps will be required? The number ofiterations required depends on the maximum work allowed to be done in step2 of an iteration. The more e�ort put into �nding rj 's in step 2 the more likelystep 3 is to su

eed. Details on the running time of the atta
k against the p = 3parameters suggested in [26℄ 
an be found in [24℄. Below we in
lude some detailson the running time against the N = 251 parameter set of NTRUEn
rypt asstandardized in [4℄.If, as with the SVES-1 padding s
heme, ea
h polynomial m only has one validr then the basi
 atta
k des
ribed above 
an not be used. The problem arises instep 2, where if m is held 
onstant then the r0 used will also be 
onstant. Toover
ome this problem the atta
ker 
an, instead of keeping m �xed, use the
y
li
 shifts of both m and m with minor 
hanges applied to it. Care must betaken to re
ord the shift amounts with the rj found so that the shifts 
an beundone in step 3.B.1 Implementation resultsThe atta
k was implemented against 100 instan
es of the N = 251 parameterset of NTRUEn
rypt as standardized in [4℄ taking f = 1 + pF , where F was abinary polynomial. Our implementation of the atta
k put a bound of 3 millionon the number of r 
he
ked in step 2, 
he
ked to see if the se
ret key 
ouldbe re
over after every 25 de
ryption failures in step 2, and aborted iterationsin step 2 if the rate at whi
h the rj were found was below a given threshold.The implementation assumed that the se
ret key 
ould be re
overed when thedimension of the latti
e whi
h would need to be redu
ed was less than onehundred. Of the 100 instan
es of the atta
ks the number of instan
es whi
hfound the se
ret key after 1; 2; 3; 4; 5; 6; 7 and 8 iterations were 48; 23; 17; 4; 4; 2; 1



and 1 respe
tively. Table 4 shows the average number of m; r pairs tested andde
ryption failures required over the 100 instan
es of the atta
k and during thestep 2's of the su

essful iterations.m; r Pairs Che
ked De
ryption FailuresAvg Number Std Dev Avg Number Std DevTotal Atta
k 1991909:11 1706591:03 170:65 130:56Su

essful Step 2 842589:58 767601:34 118:74 43:77Table 4. N = 251 atta
k details


