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Abstract

Robust and resilient interconnected structures rely on
decision procedures, both under uncertainty and mul-
ticriteria. In decision under uncertainty, we aim
at finding a scoring procedure to determine an opti-
mal decision without prior knowledge on the actual
state of the world. In multicriteria decision mak-
ing, the state of the world is known but we aim at
ranking alternatives defined over a multidimensional
set. Therefore, the problem is to find an appropriate
aggregation procedure. In practical applications, we
have to deal with decision problems where the state
of the world is not known, and the alternatives are
multidimensional. It is well known that the probabil-
ity approach to these problem leads to paradozes, that
are related to independence properties required on the
preferences. This naturally leads us to drop additivity
and therefore, replace probabilities with non-additive
measures.

The aim of this paper is to present several benefit
functions to identify optimal actions, in the fuzzy
measure and fuzzy logic perspective.

1 Introduction

One of the goals of decision making is to come up
with a strategy to determine an optimal course of
action. In decision under uncertainty, the decision
maker does not know the a priori true state of the
world, and in many cases, does not even have a prob-
ability available on the set of states of the world S.

A possible approach to solve such problems is to as-
sume some rationality axioms (that are understand-
able from a decision maker’s behavior perspective) on
the preference relation defined over the actions, and
derive the existence of a probability measure and a
utility function such that, if f and g are two actions

and f > g means f is preferred to g,

frge /S u(f(s))dP(s) > /S u(g(s)dP(s) (1)

where the integrals represent the subjective expected
utility of the actions. We encounter two problems
here. To have the additivity of the probability mea-
sure, we require an independence hypothesis, the
sure-thing principle [20], that is unlikely to be sat-
isfied in most practical applications, as the Ellsberg’s
paradox [9] shows.

Therefore, the addivity property needs to be weak-
ened, leading to the same type of representation with
a fuzzy expected utility with respect to a fuzzy mea-
sure.

Second, Savage’s theorem requires the states of the
world to be an infinite set, which is not convenient in
practice. Through the concept of lotteries (finite sup-
port probability distributions), Anscombe and Au-
mann [1] allows an additive representation of the pref-
erences in the finite setting, that still requires an inde-
pendence hypothesis which appears to be too strong.

In multicriteria decision making, the state of the
world is known, but the decision maker has to choose
the best alternative in a multidimensional set X =
X1 x---x X, where X; represent the ith set of values
of attributes and I = {1,---,n} is the set of criteria
or attributes over which the alternatives are defined.

The classical approach to solve this problem is to as-
sume that the decision maker has clear preferences
over a set X;, and use a linear combination of these
preferences with respect to a set of weights associated
to the importance of each attribute. That is, if z, ;11X
and «; is the weight of criterion i, then

rTZy <& Zaiui(ﬂcz‘) > Zaiui(yi)
i i
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where u; represent the local preference over X;. This
approach presents the same problems as the additive
approach in decision under uncertainty, that is, as-
suming that the global preference can be represented
by a linear combination of local preferences is equiva-
lent to assuming some kind of independence between
the criteria (see [16]). In practical applications, this
is simply not the case.

However, we will focus on decision under uncertainty
in this paper. The reason is that as was shown in
[7], there is a formal equivalence between the two
paradigms. Therefore, we can use the richer axioma-
tization of decision under uncertainty to transfer the
results to multicriteria decision making in a rather
automatic way. Only some interpretation work is
needed to give a semantic to the results in multicri-
teria decision making. Therefore, we will focus on
decision under uncertainty, and particularly lotteries
and see how this applies to robust and resilient sys-
tems.

These lotteries require the existence of a benefit func-
tion which is always assumed to be accurately known.
A first contribution of this paper is to allow this func-
tion to be fuzzy valued. Second, we can relaxed the
hypotheses even more by allowing uncertainty over
the lotteries, and we propose two criteria to select an
optimal act in this situation (either maximizing an
extended Choquet integral or maximizing an entropy
function). Eventually, we present a selection criterion
for set-valued actions.

2 Fuzzy Integration and Decision
Making

First, we recall some definitions of fuzzy measures
and the Choquet integral and basics of decision under
uncertainty. For more details on fuzzy integration,
see for example [5] ,[4] and for application to decision
making, see [13].

2.1 Fuzzy integration

In this section, £ is a set and P(f2) is a set of subsets
of © such that 0, X € P(Q).

Definition 1 A fuzzy measure (or non-additive mea-
sure) on (2, P(2)) is a set function p: P(2) — [0, 1]
such that

(1) p(@) =0, p(X) =1,

(2) if A,B € P(Q), A C B, then p(A) < u(B),

that is, p is a non decreasing set function w.r.t
inclusion.

Note that fuzzy measures encompass probability mea-
sures, possibility measures, belief functions, Choquet
capacities...

Definition 2 Let p1 be a fuzzy measure on (2, P(Q2))
and an application f : Q — [0,400]. The Choquet
integral of f w.r.t u is defined by:
+oo
© [ fan= [ wlla: 1) > har
0
provided {x : f(x) >t} € P(Q), VteR,. IfQisa

finite set Q = {wy, -, wy}, the Choquet integral of f
can be written as follows:

(©) [ Fdn= Y (wiw) = Floro)lAw)

where the subscript (.) indicates that the indices have
been permuted in order to have f(w)) < - <

flwm), Aw = {way, - wm)} and flwey) = 0, by
convention.

In the finite case, it is easy to see that the Choquet
integral is a classical Lebesgue integral up to a re-
ordering of the indices. Besides, if the fuzzy measure
w is additive, then the Choquet integral reduces to a
Lebesgue integral.

2.2 Decision under uncertainty

A decision problem under uncertainty can be formal-
ized as a 4-tuple (S, A, X,>) where S is the set of
states of the world (on which the uncertainty is), X
is the set of consequences or results and = is a pref-
erence relation over the actions A that are functions
from S to X.

For example, we consider a computer network under
attack. Our decision model can be represented with
two possible states of the world: under attack, not
under attack, and two (very basic) courses of action:
disconnect the network or not. We may assume that
in case of a doubt, we should disconnect the network.
However, for critical infrastructures such as military
computer networks the cost of a non-legitimate dis-
connection, may be too high to justify such a course
of action.

The utility approach consists in finding a set of ax-
ioms, that guarantee the existence of a function U
such that f is preferred to ¢ if and only if U(f) >
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U(g). In the uncertainty case, we could assume the
existence of a probability measure on S and a natu-
ral choice for U would be the expected utility, as seen
in the previous section. From a computer security
point of view, this would lead to finding an appro-
priate probability measure over the states (attacked
or not) and the cost associated with the considered
actions.

Though, we know that additive representations are
not sufficient to model every facet of human behavior
and therefore a non-additive representation is neces-
sary. Schmeidler [21], [22] has proved that under a
set of conditions on the preference relation > (conti-
nuity and independence in some sense), there exists
a Choquet representation of the preference relation,
that is, there exist a function v : X — IR, unique
up to an affinity, and a unique fuzzy measure u on .S
such that: for all acts f,g € A we have:

rrge©

S

(O = (€) [ ala)di ()
This result has been refined later by Gilboa [10], then
by Wakker [24].

The sequel of this paper offers several extensions of
fuzzy expected utility-like functions.

2.3 Multicriteria decision making

For the sake of completeness, we briefly present mul-
ticriteria decision making and the role of fuzzy mea-
sures.

In a multicriteria framework, let us assume we have
a cartesian product set X = X; x --- x X,,, with a
preference relation > on X. Let u; : X; — IR be the
i-th monodimensional utility function. Then, we need
to find an aggregation operator H : IR" — IR such
that for all = (x1,---,2p,) and y = (y1,- -+, Yn) We
have:

zr-ye Hu(zr), -
H(ur(yr), -

s Un (Tn)) >
s Un (Yn))- (3)

It is known that many aggregation usual opera-
tors can be written as a Choquet integral, that is,
there exists a fuzzy measure p on the set of crite-
ria I = {1,---,n} such that H(ui(x1), -, un(zn)) =
Yimal(uy (@) — wi-1y(wi-1)u(Am) with the
same notations as before (see [13] pp.203-205 for more
details).

In this case, the fuzzy measure is defined on the cri-
teria, and acts like a weighting operator, that is, an

operator defining the importance of a coalition of cri-
teria. This is not the only interpretation of fuzzy
measures in multicriteria decision making. Indeed,
fuzzy measures can be used to define the interaction
between two criteria i, j € I in the following way [19]:

Iy = Yeexy o SIEDI(E Ui, )

—p(K Vi) — p(K U j) + p(fi, j})] (4)
with £(k) = % Recently, Grabisch [11], [12]
extended this definition to any number of criteria,
leading to what was called an interaction representa-
tion of fuzzy measures. This representation through
interaction indices happens to be much closer to the
decision maker’s mind than the usual measure repre-
sentation. This approach was used to develop a dis-
tributed web-based group-multicriteria decision mak-
ing engine (see [18]). It is a typical example of an ap-
plication where we cannot assume the independence
between the criteria. This also pertains to the inde-
pendence of the individual decisions made by each
member of a group. Note that this can be easily
transposed to a network architecture where each node
“makes a decision” and these decisions have to be
combined into a global decision for the considered sys-
tem. Each decision may be influenced by the decision
on an other node of the architecture and therefore, we
have to aggregate partial decisions using a fuzzy in-
tegral rather than a simple weighted sum.

These facts show the usefulness of fuzzy measures and
the Choquet integral in decision making under uncer-
tainty and multicriteria decision making.

3 A fuzzy-valued benefit function

In the Anscombe-Aumann perspective [1], we assume
that the consequences and the results are not the
same. They assume the set of consequences to be
the set of lotteries, that is the probabilities with fi-
nite support written (p1; 1, -« - pn; Tn) where p; is the
probability that z; happens. For example, the prob-
ability of an attack on a computer network, the prob-
ability of a sleeping virus sent to the network, or the
probability of change of behavior by a “normal” user.
This last remark is important. It is one of the reasons
why attacks can be hard to detect.

We will denote the outcomes with X and the conse-
quences with C' in this section.

Therefore, the actions will be functions from S to
C. Then, for every act f, state s, and outcome z,
there is a benefit function associated that is denoted
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by Bf(s,z). In the Anscombe-Aumman approach,
or in the non-additive case case proposed by one of
the authors in [17], it is assumed that the lotter-
ies yield an accurately known benefit function. This
can be a strong assumption, and we relax it here,
to allow fuzzy-valued benefit functions. Therefore,
Vfe Az € X,s € S, By(s,z) is a fuzzy subset of
some set .

It is natural to propose the following fuzzy expected
value for the benefit function

ERr[By(s,)|(w) = (5)
SUD (00, S Rlwi) B (s,00) (wi)=wd V16 (B (8, ) (w5)

where R is a distribution over X. It is very easy to see
that if the benefit function is not fuzzy-valued, then
the above expression reduces to the classical expected
utility.

Let us denote by P f the lottery associated with the
act f and the state s. If there exists a probability
Q@ on S giving the probability to be in a given state,
then the value of the act f can be defined as

V() =3 QI Ps(w) Byl (6)

We can see that

V(f) = EqQlEp, ,[By(s,")]]

Hence, V(f) is a fuzzy subset of W following the def-
inition of By, such that

V(H)w) =Y Qs)[Ep, ,[By(s,))(w)

Hence, the best act is an act f* € A that maximizes
V(f) in a sense to define as V(f) is a fuzzy set. One
obvious way is to defuzzify the value of f. An other
possibility is to use Jain’s maximizing sets.

4 Uncertainty over lotteries

In some instances, we do not have a probability over
the states of the world S. This is obviously the case
in computer security, where we do not have an exact
probability for an attack of a given type. At best,
we have a frequency type probability, which is likely
to change in the future. Instead, we have a partially
known probability Q. In some sense, we can under-
stand this as a second order uncertainty over S. As-
sume P is a set of distributions over X and @ € P,
then we define the (fuzzy) measure

B(A) = NeerQ(A)

4.1 Extended Choquet integral

We are particularly interested in the case when such
measures are belief functions that are a particular
type of fuzzy measures. (see for example [23], [13], [6])
where B is a super-additive fuzzy measure satisfying

Z (_1)card((l)+1B(mj€JAj)
JCQ,J#0

B(U;4;) <

for every finite family A; of subsets of S. It is well
known that if B is a belief function (see [13]) then

(©) [ u)du=infoer [u()iQ

that is the inferior envelop of lebesgue integrals with
respect to a family of probabilities yielding a belief
function, is a Choquet integral.

If u is a function from S into fuzzy subsets of W that
is u(s) : W — [0,1], then a natural extension of the
Choquet integral is

(CE) / w(s)dB(s) = infocpEo(u)

where Eq is defined as in the previous section. There-
fore, if we assume B is a belief function, a strategy
to pick the best act f* is to maximize the extended
Choquet integral

<OE{/ERABAaoqu>

with respect to f where B is a belief function gener-
ated by @ € P. We can show that the above expres-
sion is equivalent to

NqerEQlEPp, ;[By(s,)]]

4.2 Maximizing the Entropy

An alternate way to pick the best act is to choose the
appropriate distribution QQ*. Indeed, each @) € P has
a density function fg given by fo(s) = Q({s}) as S
is a finite set. The idea is to pick Q* in such a way
that its density maximizes the entropy

H(f) == f(s)log(f(s))

over f € {fo|Q € P}.

The construction of fg- is very natural using the fol-
lowing algorithm:

while S; # 0 do
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So(—S

[B(KUS:)—B(S,)]

b; < Maz(D;éKCSi card(K)

Let K; be the largest subset of S; such that
B(Kz U?i) - B(KZ) = biCCLT‘d(Ki)

Siy1 < 8 — K;
end while

We then define fo«(z) = b; for z € K;.

4.3 Maximizing without Belief functions

The above results are valid when the fuzzy measure
over the states of the world is a belief function. Hence,
we need to come up with a strategy to deal with the
case where B is a general fuzzy measure.

In this section, we assume that the probability over
S is not known, and we have a set of families P;,
i =1,---,t to choose from. Each family P; repre-
sents a family of possibile probability distributions
over S, for an expert e;. Once the distribution P; has
been chosen based on expert e;, an appropriate distri-
bution within P; is chosen using the results presented
in the above section, or using possible additional in-
formation.

Thus, we have a two-step selection mechanism. First,
we need to choose the “right” family of distributions
P;, then choose an appropriate distribution within
the selected family.

The choice of the family of distributions is based on
expert credibility. We assume, we have a preference
relation (a weak-order, that is a reflexive, connected
and transitive binary relation) over the set of experts,
generating a preference relation > over the family
(P;)i where

P; = Pj

indicates that P; is preferred to P;. Of course, we
have that

'PjC'Piﬁlpitlpj

as a larger set gives more freedom to select an opti-
mal distribution in the second stage of the selection
mechanism. We will also make the following assump-
tion:

P~PUP =PUP'~PUP UP"

We then follow [15] to select an optimal act. Let us
denote by A the set of families of distributions over

S, under consideration. We define a function f over
A by
f(P) =Upep P’

and let us denote S by
S={PecAP=fP)}

Let G denote all theA distributuions over S. Then we
can define U : G x A — IR in the following way. We
have that

S C §1 and $; 7é §9 = —|(§2 >~ §1)

for §; € S. ‘Hence, there exists a negative-valued func-
tion n on S such that

Then, we define
U(g,8) =n(8) for g € §

and 0 otherwise. Then, following [15],

V(P) =Y {mazeepU(g,3)}

se8

is a preference relation on A. Hence, we have a (con-
structive, following lemma 3 in [15]) way to select an
element in A, and the above section, provided a way
to select within the chosen element.

5 Set-valued functions

In this section, we will deal with the case where for
an act f and a state s, we have a family of possible
distributions over the set of outcomes X. We denote
this family by P, ;. That, we assume the acts to
be set-valued. We should first note that despite an
apparent complexity, assuming set-valued functions
is very natural. In general, in decision making, we
assume, we can choose the granularity of the descrip-
tion of the problem, to avoid dealing with set-valued
function. Though, set-valued analysis is well devel-
opped as [2] shows. In fact, it is very easy to relate
set-valued analysis with fuzzy sets.

From a computer security point of view (or any other
critical infrastructure), this is a natural extension to
be considered. For example, if the state of the world
is “combined attack on several computers of the net-
work”, the action f, “disconnect the network and ini-
tiate back-ups” generate several outcomes such as the
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cost of the back-ups and the disconnection, the effects
on some other infracstrutures linked to the considered
system, etc...Therefore, we have a set of distributions
rather than single distribution over the outcomes.

One way to find the best set-valued act would be to
use optimization technique from set-valued analysis
(e.g finding the Tangent cone), but we will see how
we can adapt more traditional techniques, in line with
what we have presented so far to deal with this par-
ticular case.

We could define a preference relation over the distri-
butions at state s as follows:

PS,fi = PS,f2 g EPs,fl [Bfl (s» )] = EPc‘fz [sz (S, )]

where the right preference s defined by comparing two
fuzzy sets. but, we would like these preferences to be
complete and transitive, hence, we choose an other
approach. To avoid technical details, we will assume
that W the space of possible benefits is finite, but
this is not restrictive at all here.

W:{bl,"',bm}

where b; < by < ---
maximizing set M by

< by,. Then, we define our

Hence, the membership of b; in M is the fraction to
which b; is the maximal element of M and naturally,
the membership of b,, in M is 1.

We now define = by P,y = Py, if and only if

S(Ep

s

1 [Bfl (87 )}’M) > S(Eps,fz [sz (Sa )]vM)

where
S B) = =)

S(A, B) represents the fraction of A falling into B.

We now make the following assumptions, over the
preference relation that we have defined.

(1). We assume that if P, ¢, > P ¢, then the prefer-
ence attached to the set {P; r,, Ps, s, } falls in between
the preference attached to Ps ¢, and F; s, that is

P57f1 e {PS’fNPS’fz} s Ps’fz

assuming that non of the preferences are trivial. We
refer to this property as the weak dominance princi-

ple.

(2). If {Pyy4lg € A} = {Ps,lg € B} and {P,,|g €
A}N{Ps 4lg € C}isequal to {Ps 4lg € B}N{P;s4lg €
C'} is equal to the empty set, then

{Psylge AUCY = {P,4lg e BUC}

We will refer to this property as the weak indepen-
dence property. We can see easily that it is an exten-
sion of the sure-thing principle of Savage. See also [8]
for a discussion of a similar independence property in
the single-valued case, but in a qualitative setting (i.e
Sugeno integrals).

Let us denoted by ¢(Ps.r) and I(Ps f) the greatest
and lowest element of P, s. Then, if we have the
weak dominance principle and the weak independence
property, we have that

,P&f ~ {g(Ps,f)’ Z(Ps,f)}

following [3]. It is assumed that the order generated
on the P ¢ is a linear order.

Let us now define the convex combination of [ and g
by:

UlPs.s = al(Ps.5) + (1 = a)g(Ps.r)

where a € [0,1] is a coefficient depending on the de-
cision maker. A value close to 0 indicates a very op-
timistic behavior from the decision maker whereas a
value close to 1 indicates a pessimistic behavior as the

decision maker would be expecting the worst possible
case.

This expression can be rewritten:
UlPs,f = aPs s + (1 = a)Ps f,
where
S(Ep, ;,[Bs (s, )], M) = infp.ep, ;(Ep,[By(s, )], M)

Therefore, U is a utility function defined on P, y and
its value is a distribution on the set of outcomes X.
Thus, for a given state s a natural way to compare
two acts f1 and f> is to maximize

S(Bum, \[Br(s.)]. M)

If @ is a distribution over S, we pick f in order to
maximize

Eo{S(Euy, , [Br(s, ) M)}

We can make the following remark. Let us define
the notion of positive responsivness (PR) by P, s >~
{Ps 4|g € A} then

{Ps,g|9 € AU {Ps,f} - {Psyg|g € A}
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and if Py, > P, s for all g in A then
{Psglg € A} U{Ps s} <{Ps4lg € A}

Then, if we modify the conclusion of the weak domi-
nace principle to {P, 4|g € AUC} > {P; 4|g € BUC}
we can show that id there is at least 6 distributions,
there does not exist and ordering on P, ; satisfying
(PR) and (WIND) (see [14]). If the number of dis-
tributions is at least 3, there does not exist a binary
relation on P; s satisfying (WDP) and (WIND).

Let us say that I(Psy,) for i = 1,---,k are tied and
similarly for g(Ps ) for i = 1,---, ¢t with respect to
subsethood. Then, using the function

t

b (1-a)k
Z 9f, k+t Zg sf,
— =

UlPes = 75

can be used in lieu of the previous function, in order
to avoid the drawbacks presented in [14].

6 Conclusions

In this paper, we have presented several strategies
to pick the best act in a decision under uncertainty
problem in various situations. We have seen that it
was not restrictive to consider only the uncertainty
paradigm as it is formally equivalent to the multi-
criteria case. Therefore, these stategies can be very
conveniently used in the decision problems involved
in robust and resilient infrastructures. First, we have
generalized a result given by one of the author to
allow fuzzy-valued benefit functions. Then, we have
shown how it was possible to introduce a second-order
uncertainty over the lotteries, and have proposed two
criteria to find the best act. One was to define an ex-
tended Choquet integral, the other was to maximize
an Entropy function. This result was the extended
when we do not have a belief function. Eventually,
we have given a selection mechanism of the best act
when the value of an act is set-valued, under mild
assumptions.
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