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Abstract. Many applications on shared memory multi-processor ma-
chines can benefit from the exploitation of parallelism offered by non-
blocking synchronization. In this paper, we introduce a library called NO-
BLE, which supports multi-process non-blocking synchronization. NO-
BLE provides an inter-process communication interface that allows the
user to transparently select the synchronization method that is best
suited to the current application. The library provides a collection of
the most commonly used data types and protocols in a form that allows
them to be used by non-experts. We describe the functionality and the
implementation of the library functions, and illustrate the library pro-
gramming style with example programs. We also provide experiments
showing that using the library can considerably reduce the run-time of
parallel code on shared memory machines.

1 Introduction

Software implementations of synchronization constructs are usually included in
system libraries. The design of a good synchronization library can be challenging.
Many efficient implementations for the basic synchronization constructs (locks,
barriers and semaphores) have been proposed in the literature. Many such im-
plementations have been designed with the aim to lower the contention when
the system is in a high congestion situation. These implementations give dif-
ferent execution times under different contention instances. But still the time
spent by the processes on synchronization can form a substantial part of the
program execution time [5, 9, 10, 18]. The reason for this is that typical synchro-
nization is based on blocking that unfortunately results in poor performance.
More precisely, blocking produces high levels of contention on the memory and
the interconnection network, and more significantly, because it causes convoy
effects: if one process holding a lock is preempted, other processes on different
processors waiting for the lock will not be able to proceed. Researchers have
introduced non-blocking synchronization to address the above problems.
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Two basic non-blocking methods have been proposed in the literature, lock-
free and wait-free [4]. Lock-free implementations of shared data structures guar-
antee that at any point in time in any possible execution some operation will
complete in a finite number of steps. In cases with overlapping accesses, some of
them might have to repeat the operation in order to correctly complete it. This
implies that these implementations, though usually performing well in practice,
might lead to a worst-case behavior unacceptable for hard real-time systems,
where some processes might be forced to retry a potentially unbounded number
of times. In wait-free implementations each task is guaranteed to correctly com-
plete any operation in a bounded number of its own steps, regardless of overlaps
of the individual steps and the execution speed of other processes; i.e. while
the lock-free approach might allow (under very bad timing) individual processes
to starve, wait-freedom strengthens the lock-free condition to ensure individual
progress for every task in the system.

In the design of inter-process communication mechanisms for parallel and
high performance computing, there has been much advocacy arising from the
theory community for the use of non-blocking synchronization primitives rather
than the use of blocking ones. This advocacy is intuitive and many researchers
have for more than two decades developed efficient non-blocking implementations
for several shared data objects. In [14, 16] Tsigas and Zhang show by manually
replacing lock-based synchronization code with non-blocking ditto in parallel
benchmark applications, that non-blocking performs as well as, and often even
better than lock-based synchronization. Despite this advocacy, the scientific dis-
coveries on non-blocking synchronization have not migrated much into practice,
even though synchronization is still the major bottleneck in many applications.
The lack of a standard library for non-blocking synchronization of shared data
objects commonly used in parallel applications has played a significant role for
this slow migration. The experience from implementing our previous work on
non-blocking algorithms [2, 11–13, 15] has been a natural start for developing a
library, named NOBLE.

NOBLE offers a library support for non-blocking multi-process synchroniza-
tion in shared memory systems. NOBLE has been designed in order to: i) provide
a collection of shared data objects in a form which allows them to be used by
non-experts, ii) offer an orthogonal support for synchronization where the de-
veloper can change synchronization implementations with minimal changes, iii)
be easy to port to different multi-processor systems, iv) be adaptable for differ-
ent programming languages and v) contain efficient known implementations of
its shared data objects. We will throughout the paper illustrate the features of
NOBLE using the C language, although other languages are supported.

The rest of the paper is organized as follows. Section 2 outlines the basic
features of NOBLE and the implementation and design steps that have been
taken to support these features. Section 3 illustrates by a way of an example the
use of the features of NOBLE in a practical setting. Section 4 presents run-time
experiments that show the performance benefits that can be achieved by using
NOBLE. Finally, Section 5 concludes this paper.



2 Design and Features of NOBLE

When designing NOBLE we identified a number of characteristics that had to
be covered by our design in order to make NOBLE easy to use for a wide range
of practitioners. We designed NOBLE to have the following features:

– Usability-Scope - NOBLE provides a collection of fundamental shared data
objects that are widely used in parallel and real-time applications.

– Easy to use - NOBLE provides a simple interface that allows the user to use
the non-blocking implementations of the shared data objects in the same
way the user would have used lock-based ones.

– Easy to Adapt - No need for changes at the application level are required by
NOBLE and different implementations of the same shared data objects are
supported via a uniform interface.

– Efficient - Users will have to experience major improvements in order to de-
cide to replace the existing trusted synchronization code with new methods.
NOBLE has been designed to be as efficient as possible.

– Portable - NOBLE has been designed to support general shared memory
multi-processor architectures and offers the same user interface on different
platforms. The library has been designed in layers, so that only changes in a
limited part of the code are needed in order to port the library to a different
platform.

– Adaptable for different programming languages.

2.1 Usability-Scope

NOBLE provides a collection of non-blocking implementations of fundamental
shared data objects in a form that allows them to be used by non-experts.
This collection includes most of the shared data objects that can be found in
a wide range of parallel applications, i.e. stacks, queues, linked lists, snapshots
and buffers. NOBLE contains the most efficient realizations known for its shared
data objects. See Tables 1 and 2 for a brief description.

2.2 Easy to use

NOBLE provides a precise and readable specification for each shared data ob-
ject implemented. The user interface of the NOBLE library is the defined li-
brary functions that are described in the specification. At the very beginning the
user has only to include the NOBLE header at the top of the code (#include
<Noble.h>).

In order to make sure that none of the functions or structures that we define
causes any name-conflict during the compilation or the linking stage, only the
functions and the structures that have to be visible to the user of NOBLE
are exported. All other names are invisible outside of the library. The names
that are exported start with the three-letter combination NBL. For example
the implementation of the shared data object Queue is struct NBLQueue in
NOBLE.



Table 1. The shared data objects supported by NOBLE

Object Operations Implementations Description

Queue Enqueue, De-
queue

NBLQueueCreateLF().
Algorithms by Valois
[17], Maged and Scott
[8]. Back-off strategies
added.

Lock-Free. Uses the Compare-And-
Swap (CAS) atomic primitive and
has its own memory management
scheme that uses the CAS and
Fetch-And-Add (FAA) atomic prim-
itives.

NBLQueueCreateLF2().
Algorithms by Tsigas
and Zhang [15]

Lock-Free. Based on cyclical arrays
and uses the CAS atomic primitive
in a sparse manner.

NBLQueueCreateLB(). Lock-Based. Uses the in NOBLE
configured mutual exclusion method
(spin-locks) and memory manage-
ment scheme (malloc).

Stack Push, Pop NBLStackCreateLF().
Algorithms by Valois
[17], Maged and Scott
[8]. Back-off strategies
added.

Lock-Free. Uses the CAS atomic
primitive and has its own memory
management scheme that uses the
CAS and FAA atomic primitives.

NBLStackCreateLB(). Lock-Based. Uses the in NOBLE
configured mutual exclusion method
(spin-locks) and memory manage-
ment scheme (malloc).

Singly
Linked
List

First, Next,
Insert, Delete,
Read

NBLSLListCreateLF().
Algorithms by Valois
[17], Maged and Scott
[8]. Back-off strategies
added.

Lock-Free. Uses auxiliary nodes and
the CAS atomic primitive. Has its
own memory management scheme
that uses the CAS and FAA atomic
primitives.

NBLSLListCreateLF2().
Algorithms by Harris
[3], Valois [17], Maged
and Scott [8]. Back-off
strategies added.

Lock-Free. Based on using un-
used bits of pointer variables and
the CAS atomic primitive. Uses
the same memory management as
NBLSLListCreateLF.

NBLSLListCreateLB(). Lock-Based. Uses the in NOBLE
configured mutual exclusion method
(spin-locks) and memory manage-
ment scheme (malloc).

RegisterRead, Write NBLRegisterCreateWF().
Algorithms by Sundell
and Tsigas [11].

Wait-Free. Uses time-stamps with a
size that are calculated using tim-
ing information available in real-
time systems.



Table 2. The shared data objects supported by NOBLE (continued)

Object Operations Implementations Description

Snapshot Scan, Update NBLSUSnapshotCreateWF().
Algorithms by Ermedahl et al
[2].

Wait-Free. Single updater
allowed per component.
Uses the Test-And-Set
(TAS) atomic primitive.

NBLMUSnapshotCreateWF().
Algorithms by Kirousis et al [6]

Wait-Free. Multiple up-
daters allowed per com-
ponent. Uses matrixes of
shared registers.

NBLMUSnapshotCreateWF2().
Algorithms by Sundell et al [12]

Wait-Free. Multiple up-
daters allowed per com-
ponent. Uses cyclical ar-
rays with lengths calcu-
lated using timing informa-
tion available in real-time
systems.

NBLSUSnapshotCreateLB().
NBLMUSnapshotCreateLB().

Lock-Based. Uses the in
NOBLE configured mutual
exclusion method (spin-
locks) and memory man-
agement scheme (malloc).

2.3 Easy to Adapt

For many of the shared data objects that are realized in NOBLE, a set of different
implementations is offered. The user can select the implementation that better
suits the application needs. The selection is done at the creation of the shared
data object. For example, there are several different creation functions for the
different implementations of the Queue shared data object in NOBLE, their
usage is described below.

NBLQueue *NBLQueueCreateLF(int nrOfBlocks, int backOff);
/* Create a Queue using the implementation LF */

NBLQueue *NBLQueueCreateLF2(int nrOfBlocks); /* Create a Queue

using the implementation LF2 */

NOBLE also offers a simple interface to standard lock-based implementa-
tions of all shared data objects provided. The mechanisms for handling mutual
exclusion and dynamic memory allocation can be configured in NOBLE, the de-
fault built-in mechanisms are simple spin-locks respective the systems standard
memory manager - malloc.

In all other steps of use of the shared data object, the programmer does
not have to remember or supply any information about the implementation
(synchronization method) used. This means that all other functions regarding



operations on the shared data objects have only to be informed about the actual
instance of the shared data object. The latter gives a unified interface to the
user: all operations take the same number of arguments and have the same
return value(s) independently of the implementation:

NBLQueueFree(handle);
NBLQueueEnqueue(handle,item);
NBLQueueDequeue(handle);

All names for the operations are the same regardless of the actual implemen-
tation type of the shared data object, and more significantly the semantics of
the operations are also the same.

2.4 Efficiency

The only information that is passed to the library during the invocation of an
operation is a handle to a private data structure. Henceforth, any information
concerning the implementation method, which is used for this particular shared
data object instance, has to be inside this private data structure. For fast redi-
rection of the program flow to the correct implementation, function pointers
are used. Each instance of the data structure itself contains a set of function
pointers, one for each operation that can be applied on it:

typedef struct NBLQueue {
void *data;
void (*free)(void *data);
void (*enqueue)(void *data,void *item);
void *(*dequeue)(void *data);

} NBLQueue;

The use of function pointers inside each instance, allows us to produce in-
line redirection of the program flow to the correct implementation. Instead of
having one central function that redirects, we define several macros that redirect
directly from the user-level. From the user’s perspective this usually makes no
difference, these macros can be used in the same way as pure functions:

#define NBLQueueFree(handle) (handle->free(handle->data))
#define NBLQueueEnqueue(handle,item) (handle->enqueue(handle->

data,item))
#define NBLQueueDequeue(handle) (handle->dequeue(handle->data))

2.5 Portability

The interface to NOBLE has been designed to be the same independently of the
chosen platform. Internal library dependencies are not visible outside of the li-
brary. Application calls to the library look exactly the same with respect to the



NOBLE library when moving to another platform. The implementations that
are contained in NOBLE, use hardware synchronization primitives (Compare-
And-Swap, Test-And-Set, Fetch-And-Add, Load-Link/Store-Conditional) [4, 16],
that are widely available in many commonly used architectures. Still, in order
to achieve the same platform independent interface, NOBLE has been designed
to provide an internal level abstraction of the hardware synchronization prim-
itives. All hardware dependent operations that are used in the implementation
of NOBLE, are reached using the same interface:

#include "Platform/Primitives.h"

This file depends on the actual platform and is only visible to the developers
of the library. However, a set of implementations (with the same syntax and
semantics) of the different synchronization primitives needed by the implemen-
tations have to be provided for the different platforms. These implementations
are only visible inside NOBLE and there are no restrictions on the way they are
implemented.

NOBLE at this point has been successfully implemented on the SUN Sparc -
Solaris platform, the Silicon Graphics Mips - Irix platform, the Intel x86 - Win32
platform as well as the Intel x86 - Linux platform.

2.6 Adaptable for different programming languages

NOBLE is realized in C and therefore easily adaptable to other popular pro-
gramming languages that support importing functions from C libraries.

C++ is directly usable with NOBLE. The basic structures and operation
calls of the NOBLE shared data objects have been defined in such a way that
real C++ class functionality can also be easily achieved by using wrap-around
classes, with no loss of performance.

class NOBLEQueue {
private:

NBLQueue* queue;
public:

NOBLEQueue(int type) {if(type==NBL LOCKFREE) queue=
NBLQueueCreateLF(); else ... }

~ NOBLEQueue() {NBLQueueFree(queue);}
inline void Enqueue(void *item) {NBLQueueEnqueue(queue,item);}
inline void *Dequeue() {return NBLQueueDequeue(queue);}

};

Because of the inline statements and the fact that the function calls in NO-
BLE are defined as macros, the function calls of the class members will be
resolved in nearly the same way as in C, with virtually no performance loss.



3 Examples

In this section we give an overview of NOBLE by way of an example: a shared
stack in a multi-threaded program. First we have to create the stack using the
appropriate create functions for the implementation that we want to use for this
data object. We decide to use the implementation LF that requires to supply the
maximum size of the stack as an input to the create function. We select 10000
stack-elements for the maximum size of the stack:

stack=NBLStackCreateLF(10000);
where stack is a globally defined pointer variable:
NBLStack *stack;

Whenever we have a thread that wants to invoke a stack operation the ap-
propriate function has to be called:

NBLStackPush(stack, item);
or
item=NBLStackPop(stack);

When our program does not need the stack any more we can do some cleaning
and give back the memory allocated for the stack:

NBLStackFree(stack);

If we decide later on to change the implementation of the stack that our
program uses, we only have to change one single line in our program. For example
if we want to change from the LF implementation to the LB implementation
we only have to change the line:

stack=NBLStackCreateLF(10000);
to
stack=NBLStackCreateLB();

4 Experiments

We have performed a significant number of experiments in order to measure the
performance benefits that can be achieved from the use of NOBLE. Since lock-
based synchronization is known to usually perform better than non-blocking syn-
chronization when contention is very low, we used the following micro-benchmarks
in order to be as fair as possible:

– High contention - The concurrent threads are continuously invoking oper-
ations, one after the other to the shared data object, thus maximizing the
contention.



Table 3. The distribution characteristics of the random operations

Experiment Operation 1 Operation 2 Operation 3

Queue Enqueue 50% Dequeue 50%

Stack Push 50% Pop 50%

Snapshot Update or Scan 100%

Singly Linked List First 10% Next 20% Insert 60%

Queue - Low Enqueue 25% Dequeue 25% Sleep 50%

Stack - Low Push 25% Pop 25% Sleep 50%

Snapshot - Low Update or Scan 50% Sleep 50%

Singly Linked List - Low First 5% Next 10% Insert 30%

Experiment Operation 4 Operation 5

Queue

Stack

Snapshot

Singly Linked List Delete 10%

Queue - Low

Stack - Low

Snapshot - Low

Singly Linked List - Low Delete 5% Sleep 50%

– Low contention - Each concurrent threads performs other tasks between two
consecutive operations to the shared data object. The contention in this case
is lower, and quite often only one thread is using the shared data object at
one time.

In our experiments each concurrent thread performs 50 000 randomly cho-
sen sequential operations. Each experiment is repeated 50 times, and an average
execution time for each experiment is estimated. Exactly the same sequential
operations are performed for all different implementations compared. Where
possible, the lock-free implementations have been configured to use the expo-
nential back-off strategy. All lock-based implementations are based on simple
spin-locks using the TAS atomic primitive. For the low contention experiments
each thread randomly selects to perform a set of 1000 to 2000 sequential writes
to a shared memory register with a new computed value. A clean-cache operation
is performed just before each sub-experiment. The distributions characteristics
of the random operations for each experiment are shown in table 3.

The experiments were performed using different number of threads, vary-
ing from 1 to 30. We performed our experiments on a Sun Enterprise 10000
StarFire [1] system. At that point we could have access to 30 processors and
each thread could run on its own processor, utilizing full concurrency. We have
also run a similar set of experiments on a Silicon Graphics Origin 2000 [7] sys-
tem, where we had access to 63 processors. Besides from those two highly parallel
super-computers, a set of experiments was also performed on a Compaq dual-
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processor Pentium II PC running Win32 as well as Linux. The concurrent tasks
in the experiments where executed using the pthread package on the Solaris and
the Linux platforms. On the Win32 platform the default system threads were
used instead. The pthread package is implemented a bit differently on the Irix
platform, so in order to run our experiments accurately, we had to execute the
tasks using standard Unix processes and also implement our own shared memory
allocation package.

The results from these experiments are shown in Figures 1,2,3 and 4, the av-
erage execution time is drawn as a function of the number of processes. From all
the results that we collected we could definitely conclude that NOBLE, largely
because of its non-blocking characteristics and partly because of its efficient
implementation, outperforms the respective lock-based implementations signifi-
cantly. For the singly linked list, NOBLE was up to 64 times faster than the lock-
based implementation. In general, the performance benefits from using NOBLE
and lock-free synchronization methods increase with the number of processors.
For the experiments with low contention, NOBLE still performs better than the
respective lock-based implementations, for a high number of processors NOBLE
performs up to 3 times faster than the respective lock-based implementations.

5 Conclusions

NOBLE is a library for non-blocking synchronization, that includes implemen-
tations of several fundamental and commonly used shared data objects. The
library is easy to use and existing programs can be easily adapted to use it.
The programs using the library, and the library itself, can be easily tuned to
include different synchronization mechanisms for each of the supported shared
data objects. Experiments show that the non-blocking implementations in NO-
BLE offer significant improvements in performance, especially on multi-processor
platforms. NOBLE currently supports four platforms, the architectures of SUN
Sparc with Solaris, Intel x86 with Win32, Intel x86 with Linux and SGI Mips
with Irix.

The first versions of NOBLE have just been made available for outside use
and can be used freely for the purpose of research and teaching. It can be down-
loaded from http://www.noble-library.org. We hope that NOBLE will narrow
the gap between theoretical research and practical application.

Future work in the NOBLE project includes the extension of the library
with more implementations and new shared data objects, as well as porting it
to platforms more specific for real-time systems.
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