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1 Introduction

The following article describes the preparation required so as to be able to
use the PowerTrace module of the Trace32 system, developed by Lauterbach
Datentechnik GmbH (http://www.lauterbach.com), in order to perform
trace and timing analysis on a TriBoard with the TC1796 microprocessor by
Infineon Technologies AG (http://www.infineon.com). For the analysis,
we use in our experiments the OCDS2 (On-Chip Debug Support Level 2)
interface of the TriBoard, which is connected to the PowerTrace module via
the preprocessor.

2 Hardware Description

2.1 The Infineon TriBoard TC1796

The TriBoard TC1796 is part of the TriCore Starter Kit, and contains a
32-Bit high performance Real-Time microcontroller with various on-chip
peripherals.

The TC1796 microcontroller, targets mainly automotive applications,
like automotive engine and transmission control and automotive by-wire
control systems, while it can be also used in industrial robotic control. It
offers real-time performance with DSP (Digital Signal Processing) capabil-
ities combined with fast interrupt response time and a high fault tolerance
level [1].

The name of the architecture (TriCore), signifies that three technologies
are integrated within one silicon die, in a compact, unified, re-programmable
core:

• RISC (Reduced Instruction Set Computing) processor architecture:
provides high computational bandwidth with low system cost.

• DSP operations and addressing modes: provide the computational
power necessary to efficiently analyze complex real-world signals.

• On-chip memories and peripherals: are designed to support demanding
high-bandwidth real-time embedded control-systems tasks.

These features make TriCore a 32-bit microcontroller with DSP archi-
tecture optimized for embedded real-time systems [2, 3].

Figure 1 shows the TriBoard TC1796 placement [4].

2.2 The Lauterbach Trace32 System

Trace32 is a set of modular microprocessor development tools. A modular
system contains components (modules) that can work separately as well as
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Figure 1: TriBoard placement

combined with each other and other modules. They support many different
processors and include debuggers and emulators. Being more specific, the
tools included in Trace32 system are:

• Trace32-ICD: In-Circuit Debugger

• Trace32-ICE: In-Circuit Emulator, divided in two major functional
units, the Emulator and the Analyzer

• Trace32-FIRE: Fully Integrated RISC Emulator

• Trace32-ICD PowerTools: In-Circuit Debugger and Highspeed Trace,
Logic Analyzers, Onchip Trace

For our experiments, we used the Trace32-ICD PowerTrace module (i.e.
a trace extension to the Trace32-ICD), the Debug Cable and the Lauterbach
Preprocessor module for the TriCore architecture which provides connectiv-
ity to the OCDS level 2 interface of the TriBoard (see Figure 4).

An onchip debug system, like the JTAG or the BDM interface, is pro-
vided by most CPUs and offers features like read/write memory or CPU
registers, single step and real time execution, hardware breakpoints and
triggering. The In-Circuit Debugger Trace32-ICD, as well it’s PowerTrace
module, expand the basic features of the onchip debugging system to provide
more powerful debugging capabilities:
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• Easy high-level and assembly language debugging.

• Display of internal and external peripherals on a logical level.

• Onchip break and trigger support.

• RTOS (Real-Time Operating System) awareness.

• Flash programming.

• Powerful script language.

• Multiprocessor debugging.

Suggested manuals for first time installation and use of the In-Circuit
Debugger module, are the following and they can be found in the Lauterbach
TRACE32 POWERVIEW Product Software CD: Trace32 Installation Guide
[5], ICD Quick Installation [6], ICD tutorial [7] and Training ICD Basics [8].
For using the PowerTrace module, see Training ICD Trace Extension manual
[9]. See Trace32 Online Help file [10].

3 Install the Software

When you install the software from the Lauterbach TRACE32 POWERVIEW
Product Software CD, at some point you will be prompted to choose the
part of the software for the product type you want to install as shown in
Figure 2. We chose ICD (PowerTrace).

Then, you have to choose the connection interface to the PC (here we
chose USB), choose License Key not necessary when prompted, your oper-
ating system and then, in the ICD list (Figure 3) choose your target (here
we chose ICD TriCore).

In Figure 3, you can see the installation directory (C:\T32B). It is pos-
sible to choose a different directory in the beginning of the process , e.g.
C:\T32 (which will actually be the default option). Continue and finish the
installation process. See [5, 11] for more details.

4 Connect the Hardware

In Figure 4 you see the proper connection of the Trace32 modules used for
the experiments. The preprocessor is connected to the PowerTrace via cables
A and B (make sure to connect them as indicated on the preprocessorcable
A in slot A, cable B in slot B), and the debug cable is connected to the
preprocessor as well, and not to our target. The debug cable without the
preprocessor can connect to the target using OCDS level 1 interface, while
using the preprocessor, enables us to use OCDS level 2.
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Figure 2: Choose the component to install

To prevent debugger or target from damage, the debug inter-
face (cable or preprocessor) must be connected or disconnected
to the target only when the target power is OFF ! The complete con-
nected system is shown in Figure 5. Notice that our target is not connected
directly to the host system, it is connected only to the PowerTrace via the
preprocessor (using OCDS2 interface-check Figure 1) and to the host system
via the PowerTrace. The black cables shown are for power supply.

5 Software Description

First of all, it must be cleared that to work with the Trace32-ICD and
PowerTrace, a working target is required ! To prevent debugger and target
from damage, it is also very important to follow carefully the power up
and power down sequences as written in the documentation:

• Power up: debugger-target

• Power down: target-debugger

Moreover, it must be stated that the Trace32 software does not assemble,
compile, or link your program. This must be done by some other application
specific for this purpose. What Trace32 does offer to the user, is: download
the executable file to the target, run the program, debug it and the rest of
the features listed in 5.1.
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Figure 3: Choose your target

To exit the software always use the exit option from the pulldown menu
“File”.

To get familiar with the IDE (Integrated Development Environment), it
is suggested to study [12], and for further details [13, 14]. Details on how to
use the software are also provided in the specified guides and tutorials for
each function offered by the Trace32 tools. See Trace32 online help [10].

In Figure 6 you can see the main window of the Trace32 application.

5.1 Overview of Features

The software supplied with the Trace32 system, provides support for all the
functions that the Trace32 system offers:

• Debugger

• Emulator

– ICE

– FIRE

• Trace

– Bus trace, Flow trace, NEXUS trace

– CTS (Context Tracking System)

– Cache analysis (PowerTrace)
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Figure 4: Proper PowerTrace connection

– Function statistics

– Performance analysis

– Code coverage (PowerTrace)

• Timing analyzer

• Port analyzer

• RTOS Debugger

• Flash programming

During our experiments, we focused on the program flow trace including
timestamps, which uses the tracing features provided by the PowerTrace
module.

5.2 Overview of the PRACTICE Script Language

The PRACTICE script language offers commands to control all the functions
of the Trace32 tools. It is not case sensitive, and has commands that control
program flow, conditional program flow and nesting. It allows creation of
block structures, creation and usage of variables, parameter passing and
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Figure 5: Complete connection

input/output control. Comments are created using the semicolon character
“;”, or double forward slash “//”. Throughout this document, PRACTICE
commands are written in typewriter fonts. It is suggested to study [15, 16]
for more details.

5.3 How to Use the Trace32 Online Help System

There are three ways to find a help file or a manual in the Trace32 help
system:

1. Open the Trace32 Online Help [10] from the pdf folder in the Trace32
installation directory, browse it’s contents and use the links available.

2. When filename already known, browse the pdf folder in the Trace32
installation directory and directly open the file wanted.

3. Use help options offered by the software’s GUI (Graphical User Inter-
face) [7]:

• Help topics button in the tool bar.

• Help contents entry in the menu bar.

• Enter command HELP in the command line.
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Figure 6: Main window of Trace32 application

5.4 User Interface Description

On the Windows operating system, the user interface can operate in two
modes:

1. MDI (Multiple Document Interface) which places all windows inside a
surrounding window.

2. MWI (Multiple Window Interface) which uses a command line window
and spreads the other windows within the whole screen.

Every command or operation can be executed in three different ways:

1. Using the menu bar and pulldown menus.

2. Using the tool bar and the tool bars with special functions that appear
in specific windows.

3. Using the command line and PRACTICE script language.

5.4.1 How to Use PRACTICE commands

In the software GUI, commands can be entered in the command line at the
bottom of the main window (see Figure 6). Commands can be shortened
using the significant characters for each command entry. Upper case letters
are used to indicate significant characters in this document as well as in
the Trace32 documentation. However, it is not compulsory to use upper
case letters when executing the commands, since the language is not case

10



sensitive. The soft keys (Figure 6) provide a guided command entry by
displaying all possible commands and parameters, so that a command can
be assembled by clicking on the soft keys instead of writing in the command
line.

5.5 Initialize the Software/Hardware

After the proper connections are made and there is no power supply provided
to the debugger or target, the following steps should take place in the order
they are mentioned:

1. Turn on debugger.

2. Start Trace32 ICD application.

3. Apply power to the target.

4. Run batchfile.

A batchfile, mentioned in step 4, is a Trace32 startup script, a text file
with a “.cmm” extension that contains the necessary initialization and setup
commands in PRACTICE language in order for them to be automatically
and procedurally executed when it is run. This simplifies the procedure,
since initializing and setting up the debug environment needs several com-
mands, while the command line supports a one-command-only execution.

How should one initialize the software/hardware?

• Compulsory:

– Reset the Trace32 debugger commands to their default state: this
is done with the PRACTICE language command “RESet”.

– Select the CPU type in order to load specific CPU settings:
“SYStem.CPU <your cpu>”.

– Enter debug mode - for example, “up” mode: “SYStem.Up”.

• Optional:

– Clear previously opened windows: “WinClear”.

– Tell the debugger where FLASH is on the target so that Trace32
knows where to use onchip breakpoints: “MAP.BOnchip <address

range>”.

– Make target specific initializations, for example initializations re-
quired to define the interface used (OCDS1, 2 and so on).

– Make memory initializations, again target specific.

– Open desired windows.
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– Load your program.

By compulsory, we mean the least initializations required in most situa-
tions to have a program downloaded to your target, run and debug it. In the
optional initializations you might want to make, anything could be added,
like setting breakpoints, using commands for bug fixes, enabling/disabling
trace, or trigger functions. There are many possibilities, scattered in the
specified guides of the functions that Trace32 tools offer. Basically, any
PRACTICE command could be added in a batchfile. The programmer must
take care of the procedural execution of the commands. It could be possible
that some commands can’t be executed before others. Furthermore, some
of the optional initializations might actually be necessary in some cases in
order to make things work.

It is recommended to perform a reset of the Trace32 software in the
batchfile, even though you might notice that when you first start the appli-
cation it performs a reset on it’s own. This is recommended, because you
might want to run another batchfile while the Trace32 application is already
running, and reseting the hardware would have to be done “manually” (i.e.
by the command line, menu, or tool bars) if not in the batchfile.

5.5.1 Create a batchfile

The batchfile can be created either within the Trace32 IDE by selecting
“Edit Batchfile” from the File menu or by typing “PEDIT <filename>.cmm”
in the command line [7], either by creating a simple text file in some text
editor and provide the “.cmm” extension when naming the file.

An example batchfile/startup script follows in Table 1 [17].

Table 1: Example batchfile

B:: ;Select the ICD device prompt
WinClear ;Clear all windows
MAP.BOnchip 0xA000000++0x177FFF ;Specify not writeable memory
SYStem.CPU TC1766 ;Select CPU
SYStem.Up ;Reset the target and enter debug mode
Data.LOAD.elf myprog.elf ;Load the application
Data.List ;Open disassembly window
Register ;Open register window
Variable.Local ;Open window with local variables
PER ;Open window with peripheral register
Break.Set main ;Set breakpoint to function main
Break.Set 0xD0000200 /Program ;Set software breakpoint to specified address
Break.Set 0xA0001000 /Program ;Set onchip breakpoint to address 0xA0001000
ENDDO ;Terminate the PRACTICE program
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Some other example batchfiles, along with sample programs for com-
mon hardware that supports the TriCore architecture, can be found in the
\demo\tricore\hardware folder of the Trace32 software installation direc-
tory (for Windows users). The contents of the installation directory change
depending on the software component that has been installed. We have in-
stalled the ICD software for the TriCore architecture. A batchfile from the
specific folder that loads the “demo.elf” program on our TC1796 TriBoard
is given in Table 2.

The commands for the TC1796 bug fix that are included in Table 2, must
be used, according to Lauterbach, in order to flush the integrated code line
buffer that the TriCore architecture uses for caching. In case of stopping
the core by the debugger, the buffer will not be flushed correctly at some
AUDO-NG processor types (e.g. TC1766, TC1796). The only way to solve
this, is the work around included in the batchfile.

Table 2: Another example batchfile

; Script file for TC1796 on TriBoard TC1796
;
;Initializes the TriCore, SRAM and Flash, and loads the Sieve-Demo into memory.
;
; LastChangedDate: 2006-06-02 17:36:18 +0200 (Fr, 02 Jun 2006)
; LastChangedRevision: 1683
; LastChangedBy: mobermaier
;
; performed tests
; Dip Switch S301: SW1=ON, SW2=OFF, SW3=ON, SW4=ON,
; SW5=ON, SW6=ON, SW7=OFF, SW8=OFF
; TriBoard TC1796.101 TC1796 EES-AB 2005-01-26 MAX
; TriBoard TC1796.101 TC1796 EES-BA 2005-01-26 MAX
; TriBoard TC1796.300 TC1796 EES-BC 2005-01-26 MAX
;
; memory mappings
; flash is not declared - see flash.cmm
; external SRAM mapped to 0xA1000000–0xA10FFFFF 1 MB
; external Flash mapped to 0xA2000000–0xA23FFFFF 4 MB
; processor internal program flash mapped to 0xA0000000–0xA01FFFFF 2 MB
; processor internal data flash mapped to 0xAFE00000–0xAFE1FFFF 128 KB
;
; Please note that A-steps can not be halted immediately after reset.
;
; A-steps: Since the watchdog is not suspended in debug mode do not use a low

JTAG
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; clock frequency in case the watchdog is not already disabled by the target program.
; Otherwise the debugger is possibly too slow to disable the watchdog in time.
; Minimum JTAG clock depends on the core clock. Default JTAG clock should be

fine.
;
; Requirements to use OCDS-1:
; Set jumper JP501 to 2-3 (= disable on-board wiggler)
;
; If onchip flash is not functional: DIP Switch S401 SW5=ON
; Note: This may disable OCDS-L2 functionality.
;========================== =======================
; initialize and start the debugger
RESet

SYStem.CPU TC1796

//SYStem.Option WATCHDOGFIX ON ;only required for A-step devices
SYStem.Up

; OCDS L2 (Trace) enable (OCNTRL OSCU configuration and control register)
Data.Set 0xF000047C %Long 0x0000003 ;trace source TriCore
//Data.Set 0xF000047C %Long 0x000000F ;trace source PCP
;========================== =======================
; Memory initialization
; initialize external bus unit
Data.Set 0xF8000010 %Long 0x00F9FF68 ;EBU CON
Data.Set 0xF8000020 %Long 0x001001D0 ;EBU BFCON

; memory assignment
; AMD AM29BL162CB flash
Data.Set 0xF8000080 %Long 0xA2000051 ;EBU ADDR SEL0
Data.Set 0xF80000C0 %Long 0x00820000 ;EBU BUSCON0
Data.Set 0xF8000100 %Long 0x23FF0100 ;EBU BUSAP0
; ALLIANCE SRAM
Data.Set 0xF8000088 %Long 0xA1000071 ;EBU ADDR SEL1
Data.Set 0xF80000C8 %Long 0x00820000 ;EBU BUSCON1
Data.Set 0xF8000108 %Long 0x00D80000 ;EBU BUSAP1
; unused
Data.Set 0xF8000090 %Long 0x00000000 ;EBU ADDR SEL2
Data.Set 0xF80000D0 %Long 0x80928000 ;EBU BUSCON2
Data.Set 0xF8000110 %Long 0xCFFFFFFF ;EBU BUSAP2
Data.Set 0xF8000098 %Long 0x00000000 ;EBU ADDR SEL3
Data.Set 0xF80000D8 %Long 0x80928000 ;EBU BUSCON3
Data.Set 0xF8000118 %Long 0xCFFFFFFF ;EBU BUSAP3
;========================== =======================
; TC1796 bug fix: PMI line buffer not invalidated during CPU halt
Data.Assemble 0xA1001000 debug16 nop nop nop nop nop nop nop nop
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Data.PROLOG.TARGET 0xA1001000++0x1F 0xA1001020++0x1F

Data.PROLOG.ON

Register.Set PC 0xA1001002

Step

;========================== =======================
; load demo program
Data.LOAD.ELF demo.elf

;Run program until breakpoint on function main
Go main

; open some windows
WinCLEAR ;Clear all windows
WinPOS 0% 0% 100% 50% ;Define position of next window to be opened
Data.List ;Open data list window
WinPOS 0% 50% 50% 50%

Var.Frame /Locals /Caller

WinPOS 50% 50% 50% 50%

Var.Watch

Var.AddWatch ast flags

ENDDO

For more information on creating your own batchfile, consult your tar-
get’s documentation on which registers must be initialized and with which
values, and for more commands the PRACTICE script language manuals
[15, 16]. In addition, the Trace32 documentation, offers target specific guides
on using the Trace32 tools. In our case, we consulted the debugger and trace
guide for the TriCore architecture [17].

5.6 Tracing Features

Trace32 tools offer many different trace methods, like Analyzer, ART, Log-
ger, SNOOPer etc. as shown in Figure 7. For this set of experiments we
used the trace method Analyzer, which means that there is physical trace
memory provided by the development tool, in our case, the PowerTrace
module.

Apart from the trace methods, there are also different trace technologies
supported, like bus trace, flow trace and NEXUS trace. Flow trace, and
specifically program flow trace is what we focused on. Program flow tracking
of PowerTrace, allows to track the program instruction flow with almost no
performance degradation.

To modify the trace setup and control the recording to the trace buffer,
use command “Trace” or “Trace.State”. The recording to the trace buffer
can also be controlled by filter and trigger features provided either by the
Trace32, or by the onchip trace and trigger support of the cpu. The com-
mand will open a window like in Figure 7. There, you have various options
to control, some of them may vary depending on he target. For example
you can change or check:
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Figure 7: Trace setup window

• The trace method:

– Analyzer: Physical trace memory is provided by the tool.

– ART (Advanced Register Tracking): Provides a history for single
stepping. For each step the contents of the general purpose reg-
isters is recorded. No physical trace memory required. Trace32
reserve memory on the host for ART. Available for all CPUs.

– Logger: A part of the target RAM is used as trace memory.
Trace32 provides all commands for trace display and evaluation.
No physical trace memory required. Available for all CPUs.

– SNOOPer: TRACE32 can read up to 16 data addresses in a
fixed sampling rate and record their contents to the trace. No
physical trace memory required. Memory on the host is reserved
for the SNOOPer. The CPU has to support memory read while
the program execution is running, or the onchip debugging sys-
tem has to provide communication between the debugger and the
application while the program execution is running.

– FDX (Fast Data Exchange): A small part of the target RAM
is used as a ring buffer. Trace32 collects the contents of the ring
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buffer permanently while the program is running and builds the
trace contents based on this information. No physical trace mem-
ory required. Memory on the host is reserved for FDX. Again the
CPU has to support memory read while the program execution
is running, or the onchip debugging system has to provide com-
munication between the debugger and the application while the
program execution is running.

– Onchip: The CPU provides an onchip trace.

– Integrator: A Trace32-PowerIntegrator is set-up to work as a
program or/and data flow trace.

– Probe: A Trace32-PowerProbe is set-up to work as a program
or/and data flow trace.

– LA: The contents of an external trace device (e.g. from a logic
analyzer) are imported to Trace32.

• The state of the trace:

– DISable: The trace is disabled.

– OFF: The trace is not sampling and the trace contents can be
displayed.

– Arm: The trace is sampling and the trace contents can not be
displayed.

– trigger: (not available for all CPUs) A trigger was generated to
stop the trace, but the trace is still sampling because a trigger
delay was defined (TDelay).

– break: (not available for all CPUs) A trigger was generated to
stop the trace and the number of records defined by TDelay was
sampled. The trace is not sampling any more and the trace con-
tents can be displayed.

• The trace configuration commands:

– RESet: Reset the trace configuration window to its default set-
tings.

– Init: Clear the trace buffer.

– TEST: Uncommonly used.

– List: Display a trace listing.

– AutoArm: The trace is automatically armed, when user pro-
gram is started. The trace is automatically switched off, when
user program stops.

– AutoInit: By default, the trace buffer is not cleared when the
user program is restarted by Go or Step. AutoInit automatically
clears the trace buffer at every program start.
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– AutoTEST: Uncommonly used.

• The size of the trace buffer:

– used: Number of sampled records in the trace buffer.

– SIZE: Size of the trace buffer. It can be decreased for faster
search or save operations.

• The trace modes:

– Fifo: The trace is working in FIFO mode. When the trace buffer
is full, the new records will overwrite the older ones. The trace
records always the last cycles before the program stopped. When
trace is working in FIFO mode, negative record numbers are used.

– Stack: The trace is working in STACK mode. If the trace buffer
is full, the trace will stop sampling. The trace records always the
first cycles after the program start.

– Leash: (PowerTrace / ETHERNET only) The trace is working in
LEASH Mode. As soon as the trace is full, the program execution
is stopped.

To display the trace contents, use command “Trace.List”. The com-
mand can contain options and can have a modified format. Consult General
Commands Reference Guide T in main file [10]. The default command will
open a window like in Figure 8. The trace contents can contain:

Figure 8: Trace results
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• The record number: Positive for STACK and LEASH trace modes,
negative for FIFO trace mode.

• CPU signals:

– address: CPU address information.

– cycle: CPU cycle type.

– d.b/ d.w/ d.l: (Not all on the default trace window: must be
added as an option to the command.) CPU data information.

– symbol: Symbolic address with path and offset.

• Trace information:

– Time.Back: Time relative to the previous record.

– Time.Zero: (Not on the default trace window: must be added
as an option to the command.) Time relative to the global zero
point. The global zero point can be set by right clicking on a
record and selecting “Set Zero”.

A more detailed insight on the subject is offered by [9].

5.6.1 Trigger and Filter Features

Trace32 provides trigger and filter features in order to facilitate analysis,
when only a specific part of a program needs to be traced. The trigger and
filter operations are specified by setting breakpoints on the instruction we
would like to trigger, enable or stop the tracing.

A breakpoint can be set by double clicking on the desired line of the
source code in the “Data.List” window. Then by right clicking on it and
selecting “Breakpoint. . . ” you open a window like the one in Figure 9.
This can also be achieved by directly right clicking on the desired line and
selecting “Breakpoint. . . ” without having to set the breakpoint first (the
breakpoint is set after clicking on the “Ok” button of the window opened).
If you click on the arrow of the “action” option, you can choose one of the
following that concern tracing: (more options are offered that do not concern
tracing)

• TraceENABLE: Enable the trace on the specified event.

• TraceON: Switch the sampling to the trace ON on the specified event.

• TraceOFF: Switch the sampling to the trace OFF on the specified
event.

• TraceTrigger: Stop the sampling to the trace on the specified event.
A trigger delay is possible.
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Figure 9: Breakpoint options

A breakpoint can also be set using the PRACTICE command “Break.Set
[<address>|<range>] [/<break>...]] [/<impl>]” (check General Com-
mands Reference Guide B on the main file of Trace32 help [10]). This means
we can predefine our breakpoints and the desired actions that should be per-
formed when they are met, even in the batchfile we create (see Table 1). This
can lead to fully automated tracing by running only one file and getting all
our results in the windows we select to be opened.

5.6.2 How to Save Trace Results

There are two ways to save your trace results in a readable ASCII file:

1. Using menus:

(a) Click on “File”, then “Print” and then “Printer Selection”.

(b) Select “File” and choose your file type and a file name.

(c) Write in command line “WinPrint.Trace.List <options of command

Trace.List> (first record number)--(last record number)”.

2. Using commands:
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(a) Start redirecting into printer file: “PRT.FILE <filename>”.

(b) Choose what you want to print: “WinPrint.Trace.List <options

of command Trace.List> (first record number)--(last record

number)”.

(c) Close printer file: “PRT.FILE”.

If you specify a filename with a number in the end (for example test1.txt),
every time the command “WinPrint” is used, the number of the file name
specified is incremented by one and the output is saved to a new file (e.g.
test2.txt). If you don’t use a number, the file will be overwritten. If you
don’t specify a file name, the Trace32 software saves the output to file t32.lst.
If you use the command again, the output will be saved in file t33.lst, and
so on.

Actually, any output of almost any command can be redirected to a
printer file. For example, you can save the contents of the data list window
using the command “WinPrint.Data.List”. In the command “WinPrint.Trace.List
(first record number)--(last record number)”, any minus (“-”) or plus
(“+”) signs must also be specified. You can find more details in [8].

6 Trace the TriCore TC1796 Using PowerTrace

In order to perform tracing, one should execute the following steps:

1. Install the necessary software.

2. Create a batchfile for TC1796. The one that was mostly used in our
experiments follows in Table 3.

3. Clear the trace buffer: use the command “Trace.Init”. Clearing the
trace buffer, was proven during our experiments to prevent flow errors
(see 6.1) from appearing in the trace results.

4. Load the application on the target: the batchfile provided doesn’t
automatically load the program on the target. This is done using the
command “Data.Load.elf\path to application\<application>.elf”.

5. Run the application: you can run the program with the command
“Go”. You can also run the program with the command sequence
“Go main”, that sets the program counter to function main (provided
that there is a main function in your program-see example batchfile
in Table 2), and then “Go”. You can stop the execution using the
debugger commands “Break” or “Stop”.

Table 3: Batchfile used in experiments
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WinCLEAR

RESet

SYStem.CPU TC1796

SYStem.Up

Analyzer.Clock 150.0MHz ;Specify the CPU clock frequency to improve
accuracy (x4)

; OCDS L2 (Trace) enable (OCNTRL OSCU configuration and control register)
Data.Set 0xF000047C %Long 0x0000003 ;trace source TriCore

;========================== =======================
; Memory initialization
; initialize external bus unit
Data.Set 0xF8000010 %Long 0x00F9FF68 ;EBU CON
Data.Set 0xF8000020 %Long 0x001001D0 ;EBU BFCON

; memory assignment
; AMD AM29BL162CB flash
Data.Set 0xF8000080 %Long 0xA2000051 ;EBU ADDR SEL0
Data.Set 0xF80000C0 %Long 0x00820000 ;EBU BUSCON0
Data.Set 0xF8000100 %Long 0x23FF0100 ;EBU BUSAP0
; ALLIANCE SRAM
Data.Set 0xF8000088 %Long 0xA1000071 ;EBU ADDR SEL1
Data.Set 0xF80000C8 %Long 0x00820000 ;EBU BUSCON1
Data.Set 0xF8000108 %Long 0x00D80000 ;EBU BUSAP1
; unused
Data.Set 0xF8000090 %Long 0x00000000 ;EBU ADDR SEL2
Data.Set 0xF80000D0 %Long 0x80928000 ;EBU BUSCON2
Data.Set 0xF8000110 %Long 0xCFFFFFFF ;EBU BUSAP2
Data.Set 0xF8000098 %Long 0x00000000 ;EBU ADDR SEL3
Data.Set 0xF80000D8 %Long 0x80928000 ;EBU BUSCON3
Data.Set 0xF8000118 %Long 0xCFFFFFFF ;EBU BUSAP3

;========================== =======================
; TC1796 bug fix: PMI line buffer not invalidated during CPU halt

Data.Assemble 0xA1001000 debug16 nop nop nop nop nop nop nop nop

Data.PROLOG.TARGET 0xA1001000++0x1F 0xA1001020++0x1F

Data.PROLOG.ON

Register.Set PC 0xA1001002 ;Set program counter to specified address
Step

;========================== =======================

;Open windows
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Data.List ;Open window with the source code
Register ;Open register window
Trace ;Open trace setup window
trace.list default ti.zero ;Open trace results window

ENDDO

Now, you should have a window with results that could look like the one
in Figure 10. We used the provided batchfile and loaded a sample program
get start.elf on our target. Of course, it is possible to include the commands
for all the steps mentioned above in the batchfile.

Figure 10: Application window with tracing results

Using the trigger and filter features described in 5.6.1, we can automate
the procedure. See the batchfile that follows in Table 4.

Table 4: Automated tracing

WinCLEAR

RESet

SYStem.CPU TC1796

SYStem.Up

MAP.BOnchip 0xA0000000--0xA01FFFFF ;Map target’s flash
Analyzer.Clock 150.0MHz ;Specify the CPU clock frequency to improve

accuracy (x4)

; OCDS L2 (Trace) enable (OCNTRL OSCU configuration and control register)
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Data.Set 0xF000047C %Long 0x0000003 ;trace source TriCore

;========================== =======================
; Memory initialization
; initialize external bus unit
Data.Set 0xF8000010 %Long 0x00F9FF68 ;EBU CON
Data.Set 0xF8000020 %Long 0x001001D0 ;EBU BFCON

; memory assignment
; AMD AM29BL162CB flash
Data.Set 0xF8000080 %Long 0xA2000051 ;EBU ADDR SEL0
Data.Set 0xF80000C0 %Long 0x00820000 ;EBU BUSCON0
Data.Set 0xF8000100 %Long 0x23FF0100 ;EBU BUSAP0
; ALLIANCE SRAM
Data.Set 0xF8000088 %Long 0xA1000071 ;EBU ADDR SEL1
Data.Set 0xF80000C8 %Long 0x00820000 ;EBU BUSCON1
Data.Set 0xF8000108 %Long 0x00D80000 ;EBU BUSAP1
; unused
Data.Set 0xF8000090 %Long 0x00000000 ;EBU ADDR SEL2
Data.Set 0xF80000D0 %Long 0x80928000 ;EBU BUSCON2
Data.Set 0xF8000110 %Long 0xCFFFFFFF ;EBU BUSAP2
Data.Set 0xF8000098 %Long 0x00000000 ;EBU ADDR SEL3
Data.Set 0xF80000D8 %Long 0x80928000 ;EBU BUSCON3
Data.Set 0xF8000118 %Long 0xCFFFFFFF ;EBU BUSAP3

;========================== =======================
; TC1796 bug fix: PMI line buffer not invalidated during CPU halt

Data.Assemble 0xA1001000 debug16 nop nop nop nop nop nop nop nop

Data.PROLOG.TARGET 0xA1001000++0x1F 0xA1001020++0x1F

Data.PROLOG.ON

Register.Set PC 0xA1001002 ;Set program counter to specified address
Step

;========================== =======================

;Open windows
Data.List ;Open window with the source code
Register ;Open register window
Trace ;Open trace setup window
trace.list default ti.zero ;Open trace results window

;Next command syntax: data.load.elf \path to file\<filename>.elf

;In one line. In this case there is no space so it is separated in two lines.
data.load.elf

c:\HighTec\TriCore\examples\TriBoard-TC1796\HelloSerInt\obj\hello.elf

24



Trace.Init ;Clear the trace buffer
go main

trace.mode STACK ;Set trace mode to STACK
break.set uart getchar /TraceON ;Enable trace in function uart getchar
break.set uart puts+0x8 /TraceOFF ;Stop trace in line uart puts+0x8 in function

uart puts

go ;Begin program execution
ENDDO

The batchfile loads the application hello.elf, of the compiled example
program HelloSerialInt from the Hightec tools, which were provided with the
TC1796 starter kit. It can be found in menu “examples” for the TriBoard-
TC1796.

6.1 Flow Errors

In our experiments, several times we encountered flow errors in our trace
results. Most of the times, it was a single flow error in the beginning of the
trace list.

What a flow error exactly means, is that the traced data are not consis-
tent with the code in the target memories. A flow trace interface like the
one TriCore has, requires access to the target memory (with the executed
program code), so as to reconstruct the program flow correctly. A reason
for a flow error could be that the memory contents have changed (e.g. self
modifying code), or wrong trace data (as result of hard errors).

In our case, what was causing the flow error, was not clearing the trace
buffer before executing our loaded application with “Go”. Due to the bug fix
for the TC1796 that is included in our batchfile, a single step is performed
on the target, before even loading any program. This causes the program
counter to change, but the trace disassembler is not informed for this change
and it results in an error. If the trace memory is cleared right after the
mentioned single step, the trace will not show any error. You can see some
more reasons that cause flow errors for the TriCore architecture in [17].

In cases of flow errors the trace flow can be partially invalid until the next
synchronization address (e.g. indirect branch). Such errors are important,
because any further statistic analysis will probably fail. Single flow errors
could be ignored, but they are not desired and should be handled if possible.

However, the Trace32 hardware represents the exact program flow, ex-
cept in case of flow errors. In case of indirect branches the cpu puts out the
full target address, so the program flow can be fully reconstructed.
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7 Conclusion

The intention of this article, is help a user to understand the basic function
of the Trace32 PowerTrace module and of the Trace32-ICD with trace ex-
tension software, so as to make the user able to perform a trace analysis on a
TC1796 target. We briefly summarized the tracing function of the tools and
provided information necessary, like how to connect the hardware, a very
concentrated software user guide, and ways to automate the procedure.
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A Appendix: Test the Trace32 System with While
Loops

While we were experimenting with the PowerTrace, some questions arose:
How accurate is the trace? Are the Trace32 software and hardware, able
to trace conditional taken and non-taken branches? We decided to test
the PowerTrace, using while loops, approaching the problem in the ways
described in the following sections.

A.1 C While Loop

First, we wrote a while loop in C programming language, as shown in Ta-
ble 5, which was correctly traced.

Table 5: C While Loop

int main (void){
int i=10;

while(i!=0){i–;}

return 0;}

The question that came up next, was whether the assembled code uses
a conditional taken or non-taken branch to initiate the while loop. We
disassembled the object file, and found out that it uses a conditional taken
branch, as shown in Table 6. We then decided to proceed using our own
assembly code, in two variations: one with a conditional non taken branch,
and one with a conditional taken branch.

A.2 Assembly While Loop with a Conditional Non-Taken
Branch

Using the code in Table 7, compiled with HighTec’s tricore-gcc toolchain,
we performed tracing analysis, and we came up with a flow error. As it
turned out after some tests, the flow error was caused by not clearing the
trace buffer after running the batchfile. More info in 6.1. After solving this
issue, the while loop was traced correctly.
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Table 6: Disassembled C While Loop

main.o: file format elf32-tricore
Disassembly of section .text:
00000000 <main>:
0: 20 08 sub.a %sp,8
2: 6d 00 00 00 call 2 ¡main+0x2¿
6: da 0a mov %d15,10
8: 78 01 st.w [%sp]4,%d15
a: 58 01 ld.w %d15,[%sp]4
c: ee 02 jnz %d15,10 ¡main+0x10¿
e: 3c 05 j 18 ¡main+0x18¿
10: 58 01 ld.w %d15,[%sp]4
12: 92 ff add %d15,%d15,-1
14: 78 01 st.w [%sp]4,%d15
16: 3c fa j a ¡main+0xa¿
18: 82 0f mov %d15,0
1a: 02 f2 mov %d2,%d15
1c: 00 90 ret

A.3 Assembly While Loop with a Conditional Taken Branch

After checking that the PowerTrace can perform successful tracing analysis
on C while loops and on assembly while loops that initiate using a non-taken
branch, tracing the assembly program in Table 8, that uses a conditional
taken branch to initiate like the disassembled C while loop, was also suc-
cessful.

B Appendix: Save Trace Results in File Automat-
ically

One of the goals of our experiments, was to completely automate the proce-
dure of tracing and saving results in a file, having everything executed from
a batchfile, i.e. a startup script. It turned out, given the current version of
the Trace32 software, it is not always possible to do so.

The reason for that is, that in order to have the “WinPrint” command
work correctly, you must specify the range you want to save in the file, as
described in 5.6.2. When a batchfile is composed, the numbers that are
going to be used for first and last records are not known, since they appear
to be used kind of randomly, depending on the contents of the trace buffer.
According to Lauterbach, there is still no keyword to specify the first and
last record number that could be used in a batchfile. Their suggestion, is to
use the following commands in the batchfile after command “Go”:
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Table 7: Assembly While Loop with a Conditional Non-Taken Branch

.file ”main.s”

.section .text,”x”,@progbits

.align 1

.global main

.type main,@function
main:

# arg overflow area = 0, pretend = 0
# frame size = 8, outgoing args size = 0
# f size = 8, frame pointer needed = 0
# pool size = 0

sub.a %SP, 8 # allocate space for locals
call main
mov %d15, 10

.L1:
jz %d15,.L2
add %d15, %d15, -1
j .L1

.L2:
mov %d2, %d15
ret

.Lfe1:
.size main,.Lfe1-main

• “Wait 1.s”: Wait for one second.

• “Break”: Break the CPU.

• “PRT.FILE <filename>”.

• Depending on the trace mode:

– For FIFO trace mode:

∗ “LOCAL &nmb”: Declare the name of the variable.

∗ “&nmb = A.RECORDS()”: Set variable with number of records.

∗ “WinPrint.Analyzer.List (-&nmb)--(-1.)”: Use variable
to print in file.

– For STACK or LEASH trace mode:

∗ “LOCAL &nmb”: Declare the name of the variable.

∗ “&nmb = A.RECORDS()”: Set variable with number of records.

∗ “WinPrint.Analyzer.List (+1.)--(+&nmb)”: Use variable
to print in file.

• “PRT.FILE”.
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Table 8: Assembly While Loop with a Conditional Taken Branch

.file ”main.s”

.section .text,”x”,@progbits

.align 1

.global main

.type main,@function
main:

# arg overflow area = 0, pretend = 0
# frame size = 8, outgoing args size = 0
# f size = 8, frame pointer needed = 0
# pool size = 0

sub.a %SP, 8 # allocate space for locals
call main
mov %d15, 10

.L1:
jnz %d15, .L2
j .L3

.L2:
add %d15, %d15, -1
j .L1

.L3:
mov %d2, %d15
ret

.Lfe1:
.size main,.Lfe1-main

During our experiments, those commands were not fully tested and ver-
ified. They worked in random occasions and the reason for successful use of
the commands was not known.
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