
Model Checking for Probabilistic TimedSystems ?Jeremy SprostonDipartimento di Informatica, Universit�a di Torino, 10149 Torino, ItalyAbstract. Application areas such as multimedia equipment, communi-cation protocols and networks often feature systems which exhibit bothprobabilistic and timed behaviour. In this paper, we consider analysis ofsuch probabilistic timed systems using the technique of model checking,in which it is veri�ed automatically whether a system satis�es a certaindesired property. In order to describe formally probabilistic timed sys-tems, we consider probabilistic extensions of timed automata, such asreal-time probabilistic processes, probabilistic timed automata and con-tinuous probabilistic timed automata, the underlying semantics of eachof which is an in�nite-state structure. For each formalism, we considerhow the well-known region equivalence relation can be used to reducethe in�nite state-space model into a �nite-state system, which can thenbe used for model checking.1 IntroductionThe increasing reliance on complex computer systems in diverse �elds such asbusiness, transport and medicine has led to increased interest in obtaining formalguarantees of system correctness. In particular, model checking is an automaticmethod for guaranteeing that a mathematical model of a system satis�es a for-mula representing a desired property [16]. Many real-life systems, such as mul-timedia equipment, communication protocols, networks and fault-tolerant sys-tems, exhibit probabilistic behaviour, leading to the study of probabilistic modelchecking of probabilistic and stochastic models [48, 25, 18, 11,9]. Similarly, it iscommon to observe complex real-time behaviour in such systems. Model check-ing of timed systems has been studied extensively in, for example, [4,27, 50, 39,12,53], with much attention given to the formalismof timed automata [5]. In thispaper, we present an overview of model checking techniques for probabilistic ex-tensions of timed automata. Note that our aim is not to explore all methodsfor model checking probabilistic timed models; model checking has also beendeveloped for stochastic processes such as Discrete-Time Markov Chains [25],Continuous-Time Markov Chains [8], and Semi-Markov Chains [41].A timed automaton consists of a �nite graph equipped with a �nite set ofreal-valued variables called clocks which increase at the same rate as real-time.Changes in the values of the clocks can enable or disable edges of the graph;? Supported in part by the EU within the DepAuDE project IST-2001-25434.



furthermore, an edge traversal may result in a clock being reset to 0. In gen-eral, we consider the veri�cation of a timed automaton model against a timedproperty, for instance \a request will always be followed by a response within5 milliseconds". Such timed properties can be expressed in timed extensions oftemporal logic such as Tctl [4, 27]. A problem is that the underlying seman-tic model of a timed automaton is in�nite-state, as clocks, which characterizepartially each state, are real-valued. Recall that a fundamental requirement oftraditional model checking, as exempli�ed by the seminal work of [15, 44], isthat the state space of the labelled transition system is of �nite cardinality.This restriction implies that the �xpoint computations of the model-checkingalgorithm, which compute progressively sets of states which satisfy given tem-poral logic formulae, will terminate, because there is a �nite number of statesets that can be computed, implying in turn that the entire model-checkingalgorithm will terminate. A key notion for obtaining decidability and complex-ity results for timed automata model checking is clock equivalence [5, 4]. Thisequivalence relation guarantees that the future behaviour of the system fromtwo clock-equivalent states will be su�ciently similar from the point of view oftimed properties. More precisely, the same Tctl properties are satis�ed by clockequivalent states. Furthermore, the fact that this equivalence has a �nite num-ber of classes for any timed automaton means that we are able to obtain a �nitestate space on which Tctl model checking can be performed. After a sectionof preliminaries, we review timed automata and their clock-equivalence-basedmodel-checking methods in Section 3.This paper surveys the following probabilistic extensions of timed automata.In Section 4, we consider real-time probabilistic processes [2, 3]. This formalism,which is similar to generalized semi-Markov processes [49, 24], resets clock valuesnot to 0, as in the case of timed automata, but to negative values drawn fromcontinuous density functions. Clocks then trigger edge traversals in the graph ofthe model when their value reaches 0. We focus on qualitative (\almost-sure")probabilistic timed properties, which refer to the satisfaction of a property withprobability strictly greater than 0 or with probability 1 only. For example, wecan express properties such as \a request will be followed by a response within5 milliseconds with probability 1". Clock equivalence can be used to obtaina �nite-state system which represents the behaviour of a real-time probabilisticprocess, which can then be subject to traditional graph-theoretic model-checkingmethods.The formalism of probabilistic timed automata [30,35] is considered in Sec-tion 5. Probabilistic timed automata extend both timed automata and Markovdecision processes [23, 43], which are stochastic processes in which both nondeter-ministic behaviour and probabilistic behaviour coexist. Therefore, probabilistictimed automata are timed automata for which probabilistic choice may be madeover certain edges of the graph. This formalism has proved particularly usefulfor the study of timed randomized algorithms, such as those used to obtain theelection of a leader in the IEEE1394 FireWire standard [38] and those used in\backo�" rules in communication protocols [37]. Probabilistic timed automata



may be veri�ed against quantitative probabilistic timed properties, which referto the satisfaction of a property with a certain probability. An example of such aproperty is \a request will be followed by a response within 5 milliseconds withprobability 0.99 or greater". Model-checking methods for probabilistic timed au-tomata can use clock equivalence to obtain a �nite-state Markov decision process,which can subsequently be subject to probabilistic-model-checking methods [11,9], such as those implemented in the tool PRISM [32].Finally, continuous probabilistic timed automata [34] feature a combinationof aspects of real-time probabilistic processes and probabilistic timed automata,and are considered in Section 6. This formalism exhibits both nondeterministicchoice and probabilistic choice, like probabilistic timed automata, and has theability to reset clocks according to continuous density functions, like real-timeprobabilistic processes. We consider model checking quantitative probabilistictimed properties of continuous probabilistic timed automata. The application ofclock equivalence yields a �nite-state Markov decision process which conserva-tively approximates the probability with which a property is satis�ed, in the sensethat we can obtain an interval of probabilities within which the true probabilityis contained.For surveys considering timed automata and real-time probabilistic processesin more depth, we refer the reader to [53, 1] and [17], respectively.2 ClocksThe models studied in this paper are de�ned as operating in continuous real-time. That is, system transitions can occur at any point within the continuumde�ned by the set of reals. In order to analyze the behaviour of the models,we use the notion of multidimensional real-valued space, the points in whichcharacterize partially the particular system con�gurations at a certain pointin time. Let X be a �nite set of real-valued variables called clocks, the valuesof which are interpreted as increasing at the same rate as real-time. Using Rto denote the set of real numbers, we refer to a point val 2 RjXj within jX j-dimensional, real-valued space as a clock valuation. 1 For a clock x 2 X anda clock valuation val , we use valx to denote the value of x with regard to val(formally, the value valx is the projection of val on the x-axis). Let 0 2 RjXjbe the clock valuation which assigns 0 to all clocks in X . Denoting by R�0 theset of non-negative real numbers, then for any clock valuation val 2 RjXj andvalue � 2 R�0, we use val + � to denote the clock valuation obtained fromthe values (val + �)x = valx + � for all clocks x 2 X . Finally, for a clock setX � X , we let val [X := 0] be the clock valuation for which all clocks within Xare set to 0; formally, we let val [X := 0] be the clock valuation val 0 obtainedfrom letting val 0x = 0 for all x 2 X and letting val 0x = valx for all other clocks1 Our de�nition of clock valuations allows both positive and negative reals to beassigned to clocks. In later sections, we will consider usually clock valuations whichassign only non-negative or only non-positive values to clocks.
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Fig. 1. The partition induced by clock equivalence with max = 2.x 2 X nX. Operations such as val +� are called clock increments and those suchas val [X := 0] are called clock assignments.For a real number q 2 R, let bqc be the integer part of q. Let max 2 Nbe a natural number. Given the clock set X , we de�ne clock equivalence (withrespect to max) to be the relation �max� RjXj�0 � RjXj�0 over valuations withinnon-negative real-valued space, where val �max val 0 if and only if:{ for each clock x 2 X , either both valx > max and val 0x > max or:� bvalxc = bval 0xc (clock values have the same integer part), and� valx � bvalxc = 0 if and only if val 0x � bval 0xc = 0 (the fractional partsof the clocks' values are either all zero or all positive); and{ for each pair of clocks x; y 2 X , either bvalx � valyc = bval 0x � val 0yc (theinteger part of the di�erence between clocks values is the same) or bothvalx � valy > max and val 0x � val 0y > max.Note that the second point implies that the ordering on the fractional parts ofthe clock values of x and y is the same, unless the di�erence between the clocksis above max. For an example of two clock valuations val , val 0 which have thesame ordering on the fractional parts on clocks in the set X = fx1; x2; x3g,consider valx1 = 0:1, valx2 = 0:25 and valx3 = 0:8 and val 0x1 = 0:5, val 0x2 = 0:9and val 0x3 = 0:95. Instead, the clock valuation val 00x1 = 0:3, val 00x2 = 0:75 andval 00x3 = 0:6 does not have the same ordering on the fractional parts as val andval 0. An example of the partition that clock equivalence induces on a space ofvaluations of two clocks x1 and x2 is shown in Figure 1, where the natural numbermax is equal to 2; each vertical, horizontal or diagonal line segment, open area,and point of intersection of lines is a distinct clock equivalence class.We de�ne the time successor of a clock equivalence class � to be the �rstdistinct clock equivalence class reached from � by letting time pass. Formally,the time successor � of � is the clock equivalence class for which � 6= � and, forall val 2 �, there exists � 2 R�0 such that val + � 2 � and val + �0 2 � [ � forall 0 � �0 � �. A clock equivalence class � is unbounded if, for all val 2 � and



� 2 R�0, we have val + � 2 �; in the case of an unbounded clock equivalenceclass �, we let the time successor of � be � itself. Finally, we de�ne the e�ect ofclock assignment on clock equivalence classes. For a clock equivalence class � andclock set X � X , we use �[X := 0] to denote the clock equivalence class de�nedby the set fval [X := 0] j val 2 �g (that this set de�nes a clock equivalence classcan be veri�ed easily). For a clock equivalence class � and a subset X � X ofclocks, let � �X be the restriction of the valuations contained within � to theclocks in X.The set 	X of clock constraints over X is de�ned by the following syntax: ::= x � c j x� y � c j  ^  j : where x; y 2 X are clocks, �2 f<;�g is a comparison operator, and c 2 Nis a natural. We abbreviate the clock constraint :(x < c) by x � c, the clockconstraint :(x � c) by x > c, and the clock constraint x � c ^ x � c by x = c.Furthermore, we denote a trivially-satis�ed clock constraint such as :(x < c ^x > c) by true. The clock valuation val satis�es the clock constraint  2 	X ,written val j=  , if and only if  resolves to true after substituting each clockx 2 X with the corresponding clock value valx from val . Similarly, a clockequivalence class � satis�es  , written � j=  , if and only if val j=  for allval 2 �; in this case, we say that � is  -satisfying. Observe that every clockequivalence class is a set of valuations de�nable by a clock constraint.3 Timed automata3.1 Modelling with timed automataWe consider the task of modelling systems using the various formalisms featuredin this paper by using the running example of a light switch. In this section, wemodel the action of a light which, after its switch is pressed, stays illuminatedfor between 2 and 3 minutes. A timed automaton modelling this simple systemis shown in Figure 2. The model comprises of two nodes, called locations, whichare connected by edges. The annotations on the nodes and edges denote clockconstraints and clock assignments, both of which refer to the single clock x of themodel. The behaviour of the timed automaton takes the following form. Timeelapses while the timed automaton remains within a certain location, increasingthe value of the clock x. It is possible to use a particular edge to switch betweenlocations only if the condition on the values of clocks which annotate the edge issatis�ed by the current values of the clocks. Edge traversals are instantaneous.On traversal of an edge, the clocks within the clock set which forms the sec-ond annotation to the edge (within f g) are reset to the value 0; the values ofall other clocks remain the same. We also note that conditions on the valuesof clocks which label the locations of the timed automaton can prevent timeelapsing beyond a certain bound. More precisely, the timed automaton can re-main within a location, letting time pass, only as long as the current values ofthe clocks satisfy the condition which annotates that location (for example, the



o� fx := 0gx � 3onfx := 0gx � 2Fig. 2. A timed automaton modelling a switch.clock constraint x � 3 which labels the location on in Figure 2). The absenceof a clock constraint annotation on locations or edges refers to true, whereasthe absence of a clock assignment annotation refers to the empty assignmentf; := 0g.The timed automaton in Figure 2 commences its behaviour in the locationo�. The edge to location on can be taken at any point, corresponding to theswitch being pressed, and results in the value of x being reset to 0. In locationon, the timed automaton can return to o� after 2 minutes have elapsed, and notafter 3 time units have elapsed, provided that the switch is not pressed again.The self-loop edge of on represents the switch being pressed while the light is on,in which case the timed automaton may leave (must leave) the location after 2minutes (before more than 3 minutes, respectively).3.2 Syntax of timed automataLet AP be a set of atomic propositions, which we henceforth assume to be �xed.A timed automaton TA = (L; �l;X ; inv; E;L) comprises:{ a �nite set L of locations, of which one �l 2 L is designated as being the initiallocation,{ a �nite set X of clocks,{ a function inv : L ! 	X associating an invariant condition with each loca-tion,{ a set E � L� 	X � 2X � L of edges,{ and a labelling function L : L! 2AP associating a set of atomic propositionswith each location.The invariant condition inv takes the form of an assignment of a clock constraintto each location, which gives the set of clock valuations that are admissible inthe location. Each edge (l; g;X; l0) 2 E is determined by (1) its source location land target location l0, (2) its guard g, and (3) the set X of clocks called its clockreset. The role of a guard is to de�ne a condition on the values of the clockswhich enable the edge for choice, while the role of the clock reset is to specifywhich clocks should be reset to 0 on traversal of the edge.The behaviour of a timed automaton starts in the initial location with allclocks set to 0. Time may then elapse, making the clocks increase in value, while



the model remains in the initial location. Such passage of time is limited by theinvariant condition of the location, in the sense that time can elapse only whilethe clock values satisfy the location's invariant condition. Control of the timedautomaton can leave the location via one of its outgoing edges at any pointwhen the current values of the clocks satisfy the guard of the relevant edge.When an edge is traversed, the clocks within the clock reset are set to 0; thenthe behaviour of the timed automaton continues anew in the manner describedabove in the new location. Observe that the choice of when an edge is taken,and of which edge is selected, is purely nondeterministic; there is no probabilisticchoice within the model. The time spent in any given location may be 0, giventhat a guard is satis�ed upon entry of the location.Finally, note that the use of timed automata for modelling complex, real-lifesystems is aided by a naturally-de�ned parallel composition operator [5], whichwe omit from this paper for simplicity. In order to achieve parallel composition,the de�nition of timed automata is extended with a set of actions, where everyedge is labelled by an action. Intuitively, two timed automata which are com-posed in parallel synchronize edge traversals with shared actions, and are able totraverse edges labelled with other, \non-shared" actions independently, followingthe precedent of process-algebraic theories of parallel composition.3.3 Semantics of timed automataA transition system TS = (S; �s; T; lab) comprises a set S of states, of which�s 2 S is declared as being the initial state, a transition relation T � S � S,and a labelling function lab : S ! 2AP associating a set of atomic propositionswith each state. We often denote a transition (s; s0) 2 T as s ! s0, and chooseoccasionally to label the arrow with an extra symbol, for example s symbol����! s0.A path of TS is an in�nite sequence of transitions s0 ! s1 ! � � � . We denote byPath(s) the set of paths of TS starting in the state s 2 S.The semantics of a timed automaton TA = (L; �l;X ; inv; E;L) is expressedformally in terms of an in�nite-state transition system TS = (S; �s; T; lab). Thestate set S of the transition system comprises pairs of the form (l; val), the�rst element of which is a location, and the second element of which is a clockvaluation which satis�es the location's invariant condition. Formally, we letS = f(l; val) 2 L � RjXj�0 j val j= inv (l)g. The initial state �s of the transitionsystem is de�ned as (�l;0). The labelling function lab of TS is derived from thelabelling function of TA by letting lab(l; val) = L(l). Transitions between statesare derived from the time-elapse and edge-traversal behaviour of the timed au-tomaton. Formally, we de�ne T � S � S to be the smallest relation such that((l; val); (l0; val 0)) 2 T if both of the following conditions hold:Time elapse: there exists � 2 R�0 such that val+�0 j= inv (l) for all 0 � �0 � �,andEdge traversal: there exists an edge (l; g;X; l0) 2 E such that val + � j= g,val 0 j= inv (l0) and val 0 = val [X := 0].



We use s ��! s0 to denote that (s; s0) 2 T and that � 2 R�0 can be used in thetime-elapse part of this transition. Intuitively, the duration of a transition s ��! s0is the non-negative real �. Note that the fact that clocks are real-valued meansthat the transition system is generally in�nite-state, and that the real-valueddurations of time that may elapse from a state means that the transition systemis generally in�nitely branching.A behaviour of the timed automaton corresponds to an in�nite path com-prising of transitions of its transition system. Not all behaviours of timed au-tomata are of interest: certain behaviours correspond to an in�nite number ofedge traversals made within a bounded amount of time, which contradicts ourintuition that the operation of a real-time system cannot be \in�nitely fast".Therefore, we would like to disregard such unrealisable behaviours during modelchecking analyses. Formally, a path s0 �0�! s1 �1�! � � � of the transition systemof a timed automaton is a divergent path if the in�nite sum Pi�0 �i diverges.We use Pathdiv(s) to denote the set of divergent paths starting in state s 2 S.As will be seen in the next section, we consider model checking over divergentpaths only. Finally, we say that a timed automaton is non-Zeno if there exists adivergent path commencing in each state.3.4 Model checking timed automataWe now proceed to describe how model checking of timed automata can bemade possible using clock equivalence, following [4,5]. First, we consider theproperty description languages that can be used to express requirements of timedautomata.Timed properties. The timed temporal logic Tctl adapts the classicalbranching-time temporal logic Ctl [15] with the means to express quantita-tive timing constraints on the system's timed behaviour. For example, the logicTctl can express requirements such as \a response always follows a requestwithin 5 microseconds". Tctl has been introduced in two main forms: in [4],the syntax of the \until" operator of Ctl is augmented by a time constraint toobtain a \time-bounded until" path operator �1U�c�2, where �1; �2 are Tctlformulae, �2 f<;�;=;�; >g is a comparison operator and c 2 N. The pathoperator �1U�c�2 is evaluated, not on a state, but on a path, and, if satis�edby the path, means intuitively \�2 is true at some point along the path, wherethe total time elapsed at this point satis�es � c, and �1 is true until this point".As with Ctl, such a path operator must be nested immediately within an ex-istential or universal path quanti�er to obtain a Ctl-like formula which is trueor false in a state. The syntax of Tctl is stated formally as follows:� ::= a j � _ � j :� j �9U�c� j �8U�c�where a 2 AP is an atomic proposition, and � and c 2 N are de�ned as above. Inthe sequel, we use occasionally 3�c� to abbreviate the path formula trueU�c�(where true denotes a formula which is trivially true in all states, such as a_:a).



A second syntax of Tctl is given in [27], and di�ers with respect to themanner in which time-constrained properties are speci�ed. Here, a formula canrefer explicitly to clocks of the system using clock constraints, and can also referto a new set of formula clocks which can be set to 0 by special reset quanti�ersof the formula. Although this second syntax can express all of the operators ofthe �rst, we do not consider it here for simplicity.We return to the previous syntax of Tctl, and introduce the notion of posi-tion along a path to identify the exact state at any point along a path, includingat a time point which falls during the time-elapse part of a transition. A positionof a path ! = s0 �0�! s1 �1�! is a pair (i; �) 2 N�R�0 such that � is not greaterthan the duration �i of the (i + 1)th transition si �i�! si+1 of !. We de�ne atotal order � on positions of a path by de�ning (i; �) � (j; �0) if and only ifeither i < j, or i = j and � < �0. The state at position (i; �) of !, denoted by!(i; �), is de�ned as (li; val i+ �), where (li; vali) = si is the (i+1)th state along!. We de�ne duration(!; i; �) along the path ! at position (i; �) to be the sum�+P0�k<i �k. Given a state (l; val) of TA, and a Tctl formula �, the satisfac-tion relation j=t of Tctl is de�ned inductively as follows. Note that we expressthe satisfaction relation for the \until" formulae �19U�c�2 and �18U�c�2 usingthe formula �1U�c�2, the satisfaction of which relates to a path, rather than toa state.(l; val) j=t a i� a 2 lab(l; val)(l; val) j=t �1 _ �2 i� (l; val) j=t �1 or (l; val) j=t �2(l; val) j=t :� i� not (l; val) j=t �(l; val) j=t �19U�c�2 i� there exists a divergent path ! 2 Pathdiv(l; val) suchthat ! j=t �1U�c�2(l; val) j=t �18U�c�2 i� for all divergent paths ! 2 Pathdiv(l; val), we have! j=t �1U�c�2! j=t �1U�c�2 i� there exists a position (i; �) of ! such that!(i; �) j=t �2; duration(!; i; �) � c, and for allpositions (j; �0) of ! such that (j; �0) � (i; �), either!(j; �0) j=t �1 or both !(j; �0) j=t �2 andduration(!; j; �0) � c :We say that the timed automaton TA with the initial location �l satis�es theTctl formula � if and only if (�l;0) j=t �.In addition to Tctl, timed automata can themselves be used as a propertyspeci�cation language, given that they are suitably augmented with acceptanceconditions, to provide an timed extension of linear-time speci�cation mechanismssuch as �nite-state automata [5].The region graph. The primary tool for obtaining decidability and complex-ity results for timed automata veri�cation is clock equivalence, as presented inSection 2, which is used to de�ne the key notion of regions. In the followingde�nition of regions, we assume the timed automaton TA and the Tctl for-mula � to be �xed, and use TS = (S; �s;Act; T; lab) to denote the underlying



transition system of the timed automaton TA. Let max be the maximal naturalconstant against which any clock is compared in the invariant conditions andguards of TA, or which is included as a time bound of a subformula of �. Wede�ne region equivalence of TA and � to be the relation �=max� S � S, where(l; val) �=max (l0; val 0) if and only if:{ l = l0 (the location components are equal);{ val �max val 0 (the valuations are clock equivalent with respect to max).We de�ne a region to be an equivalence class of �=max. Region equivalent statessatisfy the sameTctl formulae [4]. Note that region equivalence is a bisimulationof the underlying transition system of a timed automaton (not necessarily thecoarsest), provided that the duration of time-elapse transitions is abstracted.A fundamental property of region equivalence is that the number of regions ofany timed automaton is �nite. This allows us to construct a �nite-state transitionsystem which represents the behaviour of the timed automaton, where the statesof the new system are regions, and transitions are obtained in a natural manner:if some state from region r1 can reach a state in a region r2 either by lettingtime elapse or by traversing an edge, then there is a sequence of transitionsin the region graph from r1 to r2. Formally, given a timed automaton TA, itsunderlying transition system TS and its maximal constant max, we de�ne theregion graph to be the transition system RG = (R; �r;RT ;Rlab), where R is the�nite set of regions, and the initial region f(�l;0)g is denoted by �r. The transitionrelation of the region graph RT � R � R is obtained in the following manner.We de�ne RT to be the smallest relation such that ((l; �); (l0; �)) 2 RT if eitherof the following conditions hold:Time transition: l = l0 and � is the inv(l)-satisfying time successor of theclock equivalence class �;Discrete transition: there exists an edge (l; g;X; l0) 2 E such that � j= g and� = �[X := 0].Finally, the labelling function Rlab is derived from the labelling function ofthe timed automaton by letting Rlab(l; �) = L(l) for all regions (l; �) 2 R. Thesigni�cance of the region graph lies in the close correspondence between its pathsand those of the underlying transition system of the timed automaton. Moreprecisely, for any region r and any path ! of the region graph which commencesin r, we can �nd a path of the transition system which commences in a statecontained within the region r, and which passes through states contained in theregions of the path ! in the correct sequence. Conversely, for any state s of thetransition system, and any divergent path !0 which commences in s, we can �nda path of the region graph which commences in the region which contains s,and which passes through regions which contain the states of the path !0 in thecorrect sequence.Model checking using regions. The region graph RG obtained from a non-Zeno timed automaton TA and a Tctl formula � can be used to establish



whether TA j=t �. The model-checking method is based on the classical labellingalgorithms of [15, 44]: it proceeds up through levels of the parse tree of �, fromthe smallest subformulae of � to the largest (� itself), labelling regions with thesubformulae that they satisfy. The manner in which the labelling is done forthe atomic propositions and the boolean combinations :� and �1 _ �2 followsstraightforwardly from classical model checking. The case for formulae of theform �19U�0�2 is also standard: we label a region with �19U�0�2 if there existsa path from the region in which �2 is true at some point, and �1_�2 is true at allpreceding points. Such a labelling can be computed by iterating an \existential"predecessor operator on regions until a �xpoint is obtained. Formulae of the form�18U�0�2 label a region if, for all paths from the region, we have �2 true at somepoint, and �1 _�2 is true at all preceding points. We can compute a labelling ofsuch formulae again by iterating a \universal" predecessor operation on regionsuntil a �xpoint is obtained.Formulae of the form �19U�c�2 and �18U�c�2 are handled by introducing anextra clock z 62 X to the clock set of the timed automaton, and two extra atomicpropositions ab and a�c used to label the resulting region graph. More precisely,the atomic proposition ab labels those \boundary" regions in which no time isallowed to pass (that is, when the value of at least one clock equals an integer),while the atomic proposition a�c labels those regions for which valz � c, for allvaluations val of that region. Then a region (l; �) is labelled with �19U�c�2 ifthere exists a path starting in the region (l; �[z := 0]) in which �2^a�c^(ab_�1)is true at some point and �1 is true at all preceding points. The reason for theconjunct (ab_�1) is that, if the region is not a boundary region, then some timemay pass in the region, and, as we want �1 to hold at all points before �2 holds,then �1 must also hold in the region. A similar rule holds for �18U�c�2. Thesealgorithms can also be implemented using �xpoint computations.The model-checking algorithm will terminate, because the predecessor op-erations used to compute �xpoints return sets of regions, of which there are a�nite number. The correctness of the algorithm follows from the fact that TA isnon-Zeno, and because region-equivalent states satisfy the same Tctl formulae.Hence, we have a method for establishing whether TA satis�es �. Combining thiswith a complexity-theoretic argument considering the size of the region graphyields the result that model checking of timed automata against Tctl speci�-cations is PSPACE-complete [4].Note that we can check whether a timed automaton is non-Zeno by checkingthat all states satisfy the formula 93=1true (that is, all states allow time toprogress by one time unit). A method for strengthening the invariant conditionsof a timed automaton so that non-Zenoness is guaranteed is given in [27]. Fur-thermore, [47] gives syntactic (and thus easily checked) conditions for a timedautomaton to be strongly non-Zeno, in which all loops of the model are requiredto let at least one time unit elapse. Strong non-Zenoness implies non-Zenoness.Beyond regions. Although regions are useful to supply the basic decidabilityand complexity results of timed automata model checking, in practice more



sophisticated methods are used in the veri�cation of timed automata, which wenow summarize brie
y. The main approach is to use clock constraints to de�nesets of regions, which are then manipulated during model checking algorithms.This approach was pioneered in the papers [27] forTctl properties, in [50,39] forreachability properties, and in [12] for mixed logic-automata properties. Both theTctl and reachability algorithms have been implemented in the tool KRONOS[52], while algorithms for reachability and a subset of liveness properties havebeen implemented in the tool UPPAAL [6].The problem of model checking a timed automaton using semantics based ondiscrete-time, rather than continuous-time, has been addressed by [26, 7, 13].4 Real-time probabilistic processes4.1 Modelling with real-time probabilistic processesIn order to introduce the �rst model for probabilistic timed systems featured inthis paper, we revisit the example of a light switch. In this section, we assumethat the light switches o� deterministically 3 minutes after being switched on,and that the light is switched on at a point in time given by a uniformdistributionbetween 1 minute and 30 minutes. The real-time probabilistic process modellingthis switch is shown in Figure 3. The model consists of locations and edges,and has two clocks: the clock y models the amount of time remaining before aperson wishing to switch on the light arrives, and the clock x models the amountof time remaining before the light switches o� automatically. If a clock annotatesa location, then it is scheduled in that location. Upon entry to a location l, thoseclocks scheduled in l that were not scheduled in the previous location l0 are resetto new, negative values. A scheduled clock may be used to trigger edge traversalsfrom the location when its value reaches 0. An edge which can be triggered bya clock is labelled by the clock within f g. More than one clock may reach 0 atthe same time, and therefore edges can also be labelled with sets of clocks, withthe interpretation that the edge is triggered if all clocks within the set labellingthe edge reach 0. In Figure 3, the clock y is scheduled in the initial locationo�, and is set initially to a value given by the amount of time before the lightswitch is used next. More precisely, if this amount of time is �, then y is set to��. Time then elapses and the values of all scheduled clocks increase, until thevalue of at least one clock becomes 0. In our example, the clock y is the onlyclock scheduled in o�, and will become 0 after � time units. The clock(s) whichare now 0 then trigger outgoing edges labelled with the clock(s). Thus, the edgefrom o� to on is traversed in our example, indicating that a user has switchedthe light on. This alternation between letting time elapse until at least one clockreaches 0 continues in the subsequent location. In our example, when we newlyenter the location on, it is possible that another user may arrive while the lightis still on, so y takes a new value corresponding to the arrival time of the nextuser. Also, the clock x is deterministically set to the value �3 to denote thatthe light will turn o� automatically in 3 minutes. In contrast to the examplein Section 3, we assume that if another person arrives, he will not switch the



o� ony fygfxg fygx; yFig. 3. A real-time probabilistic process modelling a switch.light on again; this is denoted by the self-loop of the location on labelled by fyg.Naturally, if x reaches the value 0, the real-time probabilistic process will returnto the location o�.The reader familiar with stochastic processes will note that real-time proba-bilistic processes have many similarities with generalized semi-Markov processes[49,24].4.2 Syntax of real-time probabilistic processesProbability distributions. A continuous density function on R is a functionf such that f(q) � 0 for all q 2 Rand R1�1 f(q)dq = 1. Let CDF(R) be the set ofcontinuous density functions on R. The support of a continuous density functionis the smallest closed subset of Rwhich has probability 1. A continuous densityfunction is positive-bounded if its support lies within an interval of R�0 withnatural numbered end-points. Let PB � CDF(R) be the set of positive-boundedcontinuous density functions.A discrete probability distribution over a countable set Q is a function � :Q ! [0; 1] such that Pq2Q �(q) = 1. For a possibly uncountable set Q0, letDist(Q0) be the set of distributions over countable subsets ofQ0. For some elementq 2 Q, let fq 7! 1g 2 Dist(Q) be the distribution which assigns probability 1 toq.Syntax. A real-time probabilistic process RTPP = (L; �p;X ; sched ; prob; delay;L)[2,3] comprises:{ a �nite set L of locations,{ an initial distribution �p 2 Dist(L),{ a �nite set X of clocks,{ a scheduling function sched : L! 2X ,{ a probabilistic transition function prob : L � 2X ! Dist(L),{ a delay distributions function delay : X ! CDF(R), and{ a labelling function L : L! 2AP .The initial distribution �p is a discrete probability distribution which gives theprobability of the real-time probabilistic process starting its behaviour in anylocation. A set sched(l) of clocks from the set X are scheduled when the process



is in a location l, with the intuition that only scheduled clocks can trigger adiscrete transition from a location. The probabilistic transition function probis a partial function which associates a discrete probability distribution withpairs comprising a location and a clock set. For any l 2 L and X � X , werequire that prob(l; X) is de�ned only if X is a non-empty subset of sched(l);then prob(l; X)(l0) is the probability of making a transition to location l0 if theclock set X \expires" (reaches 0) in l. Finally, the delay distribution functiondelay associates a continuous density function with each clock, where we restrictthe distributions to be of the following forms:{ distributions of the form fx(q) = 1 for some q 2 N; we say that any clockx 2 X is a �xed-delay clock if delay(x) is of this form;{ positive bounded continuous density functions fx with support [a; b] wherea < b (therefore R ba fx(q) dq = 1); we say that any clock x 2 X is a variable-delay clock if delay(x) is of this form;{ exponential distributions fx with the associated cumulative distributionfunction Fx(t) = 1 � e��t for some positive � 2 R�0. Therefore, the in-terpretation of the distribution is that Fx(t) gives the probability that thevalue selected by the distribution is less than or equal to t. We say that anyclock x 2 X is a exponential-delay clock if delay(x) is of this form.Note that [17] de�nes ways to obtain distributions with more permissive con-ditions from syntactic combinations of the above distributions. Finally, we notethat the previous de�nitions of real-time probabilistic processes [2, 3], in additionto the literature on generalized semi-Markov processes [49,24], refers to eventswhere we have clocks in our de�nition above. This changes our interpretationof the apparatus used to trigger changes in location, but, as a unique clock isassociated with each event in these previous studies, the change does not have ae�ect on the technicalities with regard to model checking. We therefore choose toinclude clocks explicitly in our presentation of real-time probabilistic processesin order to be consistent with the de�nitions of the other models in this paper.The reader more familiar with generalized semi-Markov processes may prefer toregard a clock as indicating an event.The behaviour of a real-time probabilistic process RTPP takes the followingform. The process commences in some location l 2 L such that �p(l) > 0, andschedules the set of clocks sched(l) by choosing independently a real value dxfor each clock x 2 sched (l) according to the clock's delay distribution delay(x).The value of the clock x is set to the chosen value �dx. Time then passes, andthe values of the clocks increase at the same rate, until one or more of theclocks reach the value 0. At this point, a discrete transition is made accordingto the probability transition function prob in the following manner: recallingthat the current location is l, and using early � sched (l) to denote the set ofclocks which have reached 0, we use the discrete distribution prob(l; early) tochoose probabilistically the location to which we make the transition. The setof scheduled clocks in the new location l0 is determined by partitioning the setsched(l0) into two sets:



1. let old(l; early; l0) = sched(l0)\(sched (l)nearly) be the set of clocks that werescheduled in the previous location and did not elapse, and2. let new (l; early; l0) = sched (l0) n old(l; early; l0) be the set of clocks that arenewly scheduled.These sets are used to de�ne the manner in which the clocks take values in thenew location l0. Each clock in the set old (l; early; l0) retains its value from beforethe discrete transition. In contrast, for each clock x in the set new (l; early; l0),a value dx is randomly and independently chosen from the clock's continuousdensity function delay(x), and the value of x is set to �dx. The behaviour of theprocess then proceeds anew with time elapsing until at least one clock reachesthe value 0, at which point another discrete transition occurs.A signi�cant di�erence between real-time probabilistic processes and timedautomata is that the former exhibit only probabilistic choice (which mani-fests itself within the probabilistic setting of clock values and the probabilisticbranching between locations on discrete transitions), whereas the latter exhibitonly nondeterministic choice (which manifests itself within the nondeterministicchoice as to the exact time to select edges for choice, and the nondeterministicchoice between simultaneously enabled edges).4.3 Semantics of real-time probabilistic processesDense Markov chains. A dense Markov chain DMC = (S;�; �p;P; lab) con-sists of a set S of states, a sigma-�eld � over S, an initial distribution taking theform of a probability measure �p : � ! [0; 1], a probabilistic transition functionP : S � � ! [0; 1], where P(s; �) is a probability measure for all states s 2 S,and a labelling function lab : S ! 2AP such that fs 2 S j lab(s) = ag 2 � foreach atomic proposition a 2 AP .Semantics. Real-time probabilistic processes are expressed typically in termsof continuous-time Markov processes with continuous state spaces [2, 3, 17]. Forconsistency with Section 6, we instead present the formal semantics of real-timeprobabilistic processes using dense Markov chains. More precisely, the seman-tics of a real-time probabilistic process RTPP is expressed formally in termsof a dense Markov chain DMC = (S;�; �p;P; lab). The state set S consists oflocation-valuation pairs (l; val), although with the following caveat: the valua-tions are de�ned only over the scheduled clocks of the location l. Hence, for astate (l; val) 2 S of the underlying dense Markov chain of a real-time proba-bilistic process, we have val 2 Rjsched(l)j. We note that this choice is made fornotational convenience rather than from necessity.The initial distribution of the dense Markov chain �p : � ! [0; 1] is de-rived from the initial distribution �p of RTPP and the delay distribution func-tion delay in the following manner. First, for every location l 2 L, we de�nethe set �x (l) � sched (l) to be the set of �xed-delay clocks scheduled in l, andnon�x (l) = sched(l) n �x (l) to be the set of variable- and exponential-delay



clocks scheduled in l. Next, we choose an interval or point for each scheduledclock x 2 sched (l) in the following way:1. for each non-�xed, scheduled clock x 2 non�x (l), let Ix � (�1; 0) be aninterval of the negative real-line;2. for each �xed, scheduled clock x 2 �x (l), let Ix = [�q;�q], where �q is theunique value for which fx(q) = 1.Let (l; I) � S be the set of states with the location l and valuation val for whichvalx 2 Ix for all scheduled clocks x 2 sched (l). Noting that (l; I) 2 �, we let:�p(l; I) = �p(l) � Yx2non�x(l) ZIx fx :An initial state of RTPP is a state (l; val) 2 S such that �p(l) > 0 and, for allclocks x 2 sched (l) scheduled in l, the following conditions hold:{ if x 2 �x (l) is a �xed-delay clock, then �valx = q for the unique value q forwhich fx(q) = 1;{ if x 2 non�x (l) is a variable- or exponential-delay clock, then �valx 2 Intx,where Intx is the interior of the support set of fx.The transition probability function P : S �� ! [0; 1] is de�ned in a similarmanner to the initial distribution. Consider the source state (l; val) 2 S of atransition, let early � sched (l) be the set of clocks which have the greatestvalue in val , and let �early be this value multiplied by �1 (formally, let �early =�maxx2sched(l) valx). Now, for each clock x 2 X , let Ix be an interval of thereal-line obtained in the following manner:1. for each non-�xed, newly-scheduled clock x 2 non�x (l) \ new(l; early; l0), letIx � (�1; 0) be an interval of the negative real-line;2. for each �xed, newly-scheduled clock x 2 �x (l) \ new (l; early; l0), let Ix =[�q;�q], where �q is the unique value for which fx(q) = 1;3. for each old clock x 2 old(l; early; l0) that continues to be scheduled in thenew location, let Ix = [valx + �early; valx + �early].Again, let (l0; I) � S be the set of states with the location l0 and valuation valfor which valx 2 Ix for all scheduled clocks x 2 sched (l). Noting that (l; I) 2 �,we then de�ne:P((l; val); (l0; I)) = prob(l; early)(l0) � Yx2non�x(l)\new (l;early;l0) ZIx fx :We use the notation (l; val) �early��! (l0; val 0) to signify a transition from (l; val) to(l0; val 0), where prob(l; early)(l0) > 0 and the valuation val 0 satis�es the followingproperties; for each clock x 2 sched (l0) scheduled in the new location l0, we have:{ if x 2 �x (l)\new (l; early; l0) is a �xed, newly-scheduled clock, then �val 0x = qfor the unique value q for which fx(q) = 1;



{ if x 2 non�x (l) \ new (l; early; l0) is a non-�xed, newly-scheduled clock, then�val 0x 2 Intx, where Intx is the interior of the support set of fx;{ if x 2 old(l; early; l0) is an old clock, then val 0x = valx.Details of how the probability measure Prob over sets of in�nite sequences of adense Markov chain of a real-time probabilistic process is obtained can be foundin [34].A computation of a real-time probabilistic process corresponds to an in�nitepath of its dense Markov chain. As in the case of timed automata, some of thesecomputations correspond to unrealisable behaviour in which an in�nite numberof transitions occur in a �nite amount of time. First we identify the duration of atransition (l; val) �early��! (l0; val 0) as �early for (l; val). Then a path s0 �0�! s1 �1�! � � �of the dense Markov chain of a real-time probabilistic process is divergent if thein�nite sum Pi�0 �i diverges. We say that a real-time probabilistic process isnon-Zeno if, for each state, the probability measure over its divergent paths is1. Unfortunately, it is possible to construct pathological examples of real-timeprobabilistic processes which are not non-Zeno (for example, a model with areachable bottom strongly connected component in which only �xed-delay tran-sitions of duration 0 are taken). However, it possible to test whether a real-timeprobabilistic process is non-Zeno using a property expressed as a deterministictimed Muller automaton.4.4 Model checking real-time probabilistic processesTimed properties. The property description language considered in [2] takesthe form of a variant of the temporal logic Tctl. Our presentation of the syntaxof the logic di�ers from [2], to emphasize the following point: in contrast tothe traditional presentation of Tctl in the context of timed automata, thepath quanti�ers 9 and 8 of [2] do not refer to the satisfaction of some or allpaths, but instead to the satisfaction of paths with probability greater than 0,and with probability 1, respectively, rather than to some or all paths. We preferto make this distinction between the interpretation of Tctl on timed automataand on real-time probabilistic processes explicit, and, borrowing notation fromquantitative probabilistic logics such as Pctl [25], replace 9 with P>0 and 8with P=1. Formally, the syntax of the logic, denoted by Tctl, is given by:� ::= a j � _ � j :� j P>0(�U�c�) j P=1(�U�c�)where a 2 AP is an atomic proposition, �2 f<;�;=;�; >g is a comparisonoperator, and c 2 N is a natural constant.Given a real-time probabilistic process RTPP = (L; �p;X ; sched ; prob; delay;L) and a Tctl formula �, we de�ne the satisfaction relation j=t of Tctlas follows. As with Tctl, we express the satisfaction of the \until" formulaeP>0(�1U�c�2) and P=1(�1U�c�2) using the path formula �1U�c�2. We omit thesemantics of the formulae a, �1_�2, :�, and �1U�c�2, as it is the same as that



presented in Section 3 with j=t substituted for j=t. For the remaining operators,we de�ne:(l; val) j=t P>0(�1U�c�2) i� Probf! 2 Path(l; val) j ! j=t �1U�c�2g > 0(l; val) j=t P=1(�1U�c�2) i� Probf! 2 Path(l; val) j ! j=t �1U�c�2g = 1 :Note that we can use duality to write P=1(�1U�c�2) as:[P>0(2�c:�2) _P>0((:�2)U�c(:�1 ^ :�2))] ;where the semantics of P>0(2�c�) is expressed as:(l; val) j=t P>0(2�c�) i� Probf! 2 Path(l; val) j ! j=t 2�c�g > 0! j=t 2�c� i� for all positions (i; �) of ! such thatduration(!; i; �) � c, we have !(i; �) j=t � :That is, 2�c is a time-bounded version of the standard \globally" operator oftemporal logic. Thus we can write any Tctl formula in terms of probabilisticquanti�ers of the form P>0 only. Then we say that the real-time probabilisticprocess RTPP satis�es the Tctl formula � if and only if there exists an initialstate s of the underlying Markov process such that s j=t �.Finally, we note that deterministic timed Muller automata can be used asproperty speci�cations of real-time probabilistic processes, rather than temporallogic properties, as described in [3]. This result is extended in [42] to considernondeterministic timed B�uchi automata (which have the same expressive poweras nondeterministic timed Muller automata).The region graph. In order the de�ne a decidable model checking algorithmfor real-time probabilistic processes against Tctl formulae, we resort to a ver-sion of clock equivalence, similar to that used for the de�nition of the regiongraph of timed automata. In this subsection, we show how a new de�nition ofclock equivalence can be used to obtain a �nite-state transition system which cor-responds to the real-time probabilistic process. We consider a basic constructionof the region graph, which su�ces for Tctl formulae of the form P>0(�1U�0�2)and P=1(�1U�0�2) with trivial time bounds, and extend it to non-trivial timebounds in the next subsection.Assume the real-time probabilistic process RTPP to be �xed. We use DMC =(S;�; �p;P; lab) to denote the underlying dense Markov chain of RTPP. Let maxbe the maximum constant used in the de�nition of any �xed- or variable-delayclock distribution, and let min = �max. Given the clock set X � X , we de�neRTPP clock equivalence (with respect to X and min) to be the relation �minX �[min; 0]jXj � [min; 0]jXj, where val �minX val 0 if and only if:{ for each clock x 2 X,� bvalxc = bval 0xc (clock values have the same integer part) and� valx � bvalxc = 0 if and only if val 0x � bval 0xc = 0 (the fractional partsof the clocks' values are either all zero or all positive); and



{ for each pair of clocks x; y 2 X, we have bvalx � valyc = bval 0x � val 0yc (theinteger part of the di�erence between clocks values is the same).Observe that RTPP clock equivalence has several minor di�erences with clockequivalence presented in Section 2. Most obviously, RTPP clock equivalencepartitions a section of negative clock valuation space, which is bounded frombelow by min and from above by 0. Instead, the clock equivalence of Section 2partitions positive clock valuation space, and is unbounded from above. Notethat we do not consider non-scheduled clocks in clock valuations in this section,and therefore it is not necessary for us to take into account the value of non-scheduled clocks in the clock equivalence.Now we de�ne bounded-delay clocks to be scheduled, non-exponential-delayclocks (therefore, they are either �xed- or variable-delay), and denote the set ofbounded-delay clocks scheduled in a location l 2 L by bounded (l). By de�nition,bounded (l) � sched (l). We de�ne region equivalence for RTPP and � to be therelation �� S � S, where (l; val) � (l0; val 0) if and only if:{ l = l0 (location components are equal);{ val �minbounded(l) val0 (the valuations over bounded clocks scheduled in l areRTPP clock equivalent with respect to a minimum of min and the clock setbounded (l)).We de�ne a region to be an equivalence class of �, and let R be the set of allregions. 2 Note that the equivalence relation � has a �nite number of equivalenceclasses. We identify the regions which are reached just before an edge transitionas a discrete trigger. Formally, a region (l; �) 2 R is a discrete trigger if, for someclock x 2 bounded (l), the time successor of � includes a valuation val such thatvalx = 0.We are now able to de�ne a �nite-state transition system called the regiongraph RG = (R; �R;RT ;Rlab) in the following manner. Note that we consider avariant of transition systems which have an initial set of states; hence, the initialset of regions is denoted by �R, where (l; �) 2 �R if and only if there exists aninitial state (l; val) such that val 2 �. With respect to the transition relation, letRT � R�R be the smallest set such that (r; r0) 2 RT if either of the followingconditions:Time transitions: we have r = (l; �) where r is not a discrete trigger, andr0 = (l; �) where � is the time successor of �;2 Some comments are in order, as our presentation is somewhat di�erent to that of[2, 3, 17]. The minimum constant min is not used in these previous papers, as theidea there is to de�ne an equivalence relation with an in�nite number of equivalenceclasses, but for which the region graph can be constructed so that it navigates onlya �nite number of these classes. This can be seen by the fact that, although thepartitioning of negative real-valued space in [2, 3, 17] extends towards �1, clockswill not be set to values lower than min, and therefore regions corresponding to clockvalues below min will never be considered as targets of the transition relation in theregion graph.



Bounded-delay discrete transitions: we have r = (l; �), where r is a dis-crete trigger, and r0 = (l0; �) is such that:1. prob(l; early)(l0) > 0;2. for each newly-scheduled, �xed-delay clock x 2 �x (l0) \ new (l; early; l0),we have � �x= �r where fx(r) = 1;3. for each newly-scheduled, variable-delay clock x 2 non�x (l0) \new(l; early; l0), we have � �x� Ix such that � �x is not an integer, andthere does not exist another clock y 2 sched (l0) such that valx � valy isan integer, for some val 2 �;4. for each old clock x 2 old(l; early; l0), we have �x = 
x, where 
 is thetime successor of �.Exponential-delay discrete transitions: we have r = (l; �), and r0 =(l0; �) is such that there exists some x 2 sched(l) n bounded (l) for whichprob(l; fxg)(l0) > 0.Finally, the labelling function Rlab is obtained in the usual manner by lettingRlab(l; �) = L(l) for all regions (l; �) 2 R.As with the timed automaton case, we can identify a correspondence betweenthe paths of the underlying dense Markov chain of a real-time probabilisticprocess and the associated region graph. That is, for any path of the regiongraph, we can �nd a path of the dense Markov chain, the states of which arecontained within the regions of the region graph in an appropriate sequence.Similarly, for any path of the dense Markov chain, we can �nd a path of theregion graph with the same kind of correspondence between states and regions.Model checking using regions. Given the construction of the region graphRG of a real-time probabilistic process RTPP and a Tctl formula �, we are nowin a position to consider whether RTPP satis�es �. Without loss of generality, weassume that the Tctl formula � is written using probabilistic quanti�ers of theform P>0 only (potentially introducing the path formula 2�c). As in Section 3,our strategy is to use the classical labelling algorithm to successively label theregions of RG with the subformulae of �.Despite the correspondence between paths of a real-time probabilistic processand the region graph, it is not immediate that RG can be used for model checkingof RTPP against the Tctl formula �. While the idea of the model checkingtechniques presented below is to perform graph-theoretical analysis on the regiongraph to infer probabilistic properties that are su�cient for establishing Tctlformulae, the probabilistic quanti�ersP>0 of such formulae do not consider pathswith probability 0, and therefore we have to rule out the possibility that aregion graph path may correspond to a set of real-time probabilistic processpaths which has probability 0. The case in which we have subformulae of theform P>0(�1U�c�2) is not problematic: if there exists a �nite path in the regiongraph which satis�es �1U�c�2 (given suitable adjustments to the region graphto cater for the time bound � c), then there will exist at least one �nite path ofthe real-time probabilistic process which satis�es �1U�c�2, and, as this is a �nitepath, its probability must be greater than 0. However, in the case of subformulae



of the formP>0(2�c�0) we encounter the following problems. Recall that, in thecase of model checking �nite-state Markov chains [18], a subformulaP>0(2�c�0)is established by checking for a reachable bottom strongly connected component(a strongly connected component of the graph of the Markov chain which cannotbe exited), all of the states of which are labelled with �0. All of the transitionprobabilities of states within a bottom strongly connected component of a �nite-state Markov chain are �xed, and therefore are bounded from below. Hence,once the bottom strongly connected component is entered, each state withinthe component is visited in�nitely often with probability 1. Instead, it is notimmediate that the probabilities of transition between regions of RG obtainedfrom RTPP are bounded from below: for example, if the region r is such thatthe fractional parts of the clocks x; y; z have the order 0 < x < y < z < 1, andthere occurs a transition to a region in which the fractional parts have the order0 < y < x < z < 1, then the probability of the transition is proportional to thedi�erence z�y. Given that this transition of the region graph is visited in�nitelyoften, if the value of z � y converges to 0, then the probability of the transitionalso converges to 0. Therefore, it is established in [2, 3] that this case can neveroccur: there is a positive probability that the clock values are separated byat least some �xed amount, and hence the graph-theoretical approach, appliedto the region graph, can also be used to verify P>0(2�c�0). These results arealso necessary in the case of properties expressed as deterministic timed Mullerautomata [3].Now we turn to the labelling algorithms used to label RG. The cases of subfor-mulae of the formP>0(�1U�0�2) andP>0(2�0�0) follow from the model checkingalgorithms of [18]. Such classical labelling algorithms require adjustment whenwe consider subformulae of the general formP>0(�1U�c�2) and P>0(2�c�0). Weproceed by adding a single clock z to the clock set of the real-time probabilisticprocess, which has the role to measure global time, and to compare its valueto c. The clock z is a �xed-delay clock, and is deterministically set to �c. Wealso introduce a special atomic proposition a�c, which labels regions for whichthe value of z is � 0, and the atomic propositions ab, which labels boundaryregions in which no time can pass. Formally, we de�ne the new real-time prob-abilistic process RTPP�c = (L1 [ L2; �p0;X [ fzg; sched 0; prob0; delay 0;L0). Foreach location l 2 L, there are two copies l1 2 L1 and l2 2 L2 in the locationset of RTPP�c; we then let �p0(l1) = �p0(l2) = �p(l)2 , sched 0(l1) = sched (l) [ fzgand sched 0(l2) = sched (l). Hence, the new clock z is scheduled in L1 but notin L2. For each source location l 2 L, non-empty clock set X � X and targetlocation l0 2 L such that there exists a probabilistic transition from l to l0 via theexpiration of clocks in X (formally, prob(l; X)(l0) > 0), then there exists proba-bilistic transitions from l1 to l01 and probabilistic transitions from l2 to l02, bothof which are triggered by the expiration of clocks in X, where prob0(l1; X)(l01) =prob0(l1; X)(l02) = prob 0(l2; X)(l01) = prob 0(l2; X)(l02) = prob(l;X)(l0)2 . Further-more, for all l 2 L, we also let prob 0(l1; fzg)(l2) = 1 (that is, if z expires,then the new real-time probabilistic process makes a transition from the copy ofl in which z is scheduled to the other copy).



Our next task is to construct the region graph of RTPP�c, which we denote byRG�c = (R0; �R0;RT 0;Rlab0). Although the de�nition of RG�c follows similarly tothat presented in the previous subsection, the de�nition of the labelling functionis somewhat di�erent. For each region r 2 R0, we let Rlab0(r) be the set of labelsas described in the previous de�nition of Rlab, but also including the atomicproposition ab for all boundary regions and the atomic proposition a�c if:{ the location component of r is in the set L1 and (c+ 1� valz) � c for somevaluation val contained in the clock equivalence class component of r;{ the location component of r is in the set L2 and c+ 1 � c.Then we can apply traditional model checking algorithms to establish whichregions satisfy the time-bounded subformulae. For example, for P>0(�1U�c�2),we check for a path along which �2 ^ a�c ^ (ab _ �1) holds at some point and�1 holds at all preceding points (the justi�cation of the conjunct ab _ �1 is thesame as in Section 3).To conclude, we can establish whether RTPP satis�es � by verifying whetherthe labelling algorithm labels an initial region in �R with �.4.5 Related workAn approach to the qualitative veri�cation of reachability properties of stochas-tic automata is presented in [19]. Stochastic automata are similar to real-timeprobabilistic processes but have some nondeterministic choice over edges whenclocks expire, and can permit parallel composition of stochastic automaton sub-components. The approach of D'Argenio is to transform each sub-componentinto a timed automaton, following which reachability analysis may be performedusing timed automata model checking tools such as UPPAAL or KRONOS. Theveri�cation is conservative in the sense that if a set of states is reached in thetimed automaton model then it is also reached with non-zero probability in thestochastic automaton model, but not necessarily vice versa.We also report on methods for the veri�cation of models similar to real-timeprobabilistic processes against quantitative probabilistic properties, in whichprobabilistic quanti�ers are more general than those used in this section (thatis, the probabilistic quanti�ers are of the form P./� for ./2 f<;�;�; >g and� 2 [0; 1], as introduced in the probabilistic temporal logic Pctl [25]). Modelchecking quantitative probabilistic properties of semi-Markov chains is consid-ered in [41]. Algorithms for the veri�cation of a restricted class of stochasticautomata (for which the model's clocks must be reset on entry to a location,similarly to semi-Markov processes) against quantitative probabilistic proper-ties, are presented in [14]. These algorithms assume that nondeterminism is re-solved before they are executed. In [51], a veri�cation method based on samplingpaths of a generalized-semi Markov process is presented. The method can bothbe used to obtain an estimate of the probability that a path formula is satis�edand to obtain error bounds for the estimate.



fx := 0g 0.990.99 0.010.01 fx := 0gx � 2 onx � 3o�Fig. 4. A probabilistic timed automaton modelling a faulty switch.5 Probabilistic timed automata5.1 Modelling with probabilistic timed automataA probabilistic timed automaton can be used to model the light switch of Sec-tion 3 in the presence of faults. Suppose that the mechanism of the switch isfaulty, so that there is a 1% chance that, when the switch is pressed, the lightwill not switch on. The resulting probabilistic timed automaton is shown in Fig-ure 4. Like timed automata, the model consists of locations annotated by clockconstraints. However, the edges have changed form: from o� and on there existbifurcating edges that represent probabilistic choice. For example, in o�, thelight may be switched on at any time, corresponding to the bifurcating edgeleaving this location. Once the decision to leave the location has been made,then a probabilistic choice of one branch (for example, the switch fails and wereturn to o� with probability 0.01) or of the other branch (the switch worksand we move to on while assigning 0 to the clock x with probability 0.99) isperformed.5.2 Syntax of probabilistic timed automataA probabilistic timed automaton PTA = (L; �l;X ; inv ; prob;L) [30,35] is a tuple,the �rst four and the �nal elements of which are borrowed directly from thede�nition of timed automata: that is, L is a �nite set of locations with theinitial location �l, we have a �nite set X of clocks, and inv and L are functionsassociating an invariant condition and a set of atomic propositions, respectively,with each location. In contrast to the de�nition of timed automata, the �niteset prob � L � 	X � Dist(2X � L) denotes a set of probabilistic edges. Eachprobabilistic edge (l; g; p) 2 prob is determined by (1) its source l location, (2)its guard g, and (3) its probability distribution p which assigns probability topairs of the form (X; l0) for some clock reset X and target location l0. Observethat p is a discrete probability distribution, because the sets X and L are �nite.The behaviour of a probabilistic timed automata takes a similar form tothat of timed automata: in any location time can advance to an upper limit



given by the restrictions of the invariant condition on clock values, and a prob-abilistic edge can be taken if its guard is satis�ed. However, probabilistic timedautomata generalize timed automata in the sense that, once a probabilistic edgeis nondeterministically selected, then the choice of which clock reset to use andwhich target location to make the transition to is probabilistic. For example,in Figure 4 there is a probabilistic choice between the switch failing, resultingin a self-loop to the same location with no clock assignments, and the switchworking, resulting in a transition to a location with an assignment of 0 to theclock x. Probabilistic timed automata extend timed automata with probabilisticbranching, but are incomparable to the real-time probabilistic processes of Sec-tion 4, because they feature nondeterministic choice and are unable to set clocksaccording to continuous density functions.Note that parallel composition for probabilistic timed automata can be de-�ned by combining the parallel composition theories of timed automata [5] andprobabilistic transition systems [46], given the extension of probabilistic timedautomata with actions, as shown in [38].5.3 Semantics of probabilistic timed automataThe semantics of a probabilistic timed automaton is expressed in terms ofMarkov chains and Markov decision processes.Markov chains. A Markov chain MC = (S; �p; P; lab) consists of a countableset S of states, an initial distribution �p 2 Dist(S) over states, a probabilistictransition function P : S � S ! [0; 1] such that Ps02S P (s; s0) = 1 for all statess 2 S, and a labelling function lab : S ! 2AP . A probability measure Prob overin�nite sequences of states of the Markov chain can be de�ned in the classicalmanner [31].Markov decision processes. A Markov decision process MDP = (S; �s;D; lab)comprises a set of states S with an initial state �s, a labelling function lab : S !2AP , and a probabilistic-nondeterministic transition relation D � S � Dist(S).The transitions from state to state of a Markov decision process are performedin two steps: the �rst step concerns a nondeterministic selection of a discreteprobability distribution associated with the current state (that is, if the currentstate is s, then a distribution is chosen nondeterministically from the set f� j(s; �) 2 Dg); the second step comprises a probabilistic choice according to thechosen distribution (that is, given the choice of � in the �rst step, we then makea transition to a state s0 2 S with probability �(s0)). We often denote such atransition by s ��! s0. Note that probabilistic timed automata extend Markovdecision processes with the ability of resetting and testing the value of clocks,in the same way as timed automata extend �nite automata with the ability ofresetting and testing the value of clocks.An in�nite or �nite path of MDP is de�ned as an in�nite or �nite sequenceof transitions, respectively. We use Path�n to denote the set of �nite paths of



MDP, and Path ful the set of in�nite paths of MDP. If ! is �nite, we denote bylast(!) the last state of !. We abuse notation by letting a state s 2 S to denotea path starting in s but consisting of no transitions, and by using ! ��! s to referto a path comprising the sequence of transitions of ! followed by the transitionlast(!) ��! s. Finally, let PathA�n (s) and PathAful (s) refer to the set of �nite andin�nite paths, respectively, commencing in state s 2 S.In contrast to a path, which corresponds to a resolution of nondeterministicand probabilistic choice, an adversary represents a resolution of nondeterminismonly. Formally, an adversary of a Markov decision process MDP is a function Amapping every �nite path ! 2 Path�n to a distribution � 2 Dist(S) such that(last(!); �) 2 D [48]. Let Adv be the set of adversaries of MDP.We now see how adversaries can be used to express probability measures ofcertain behaviours of a Markov decision process. For any adversary A 2 Adv ,let PathA�n and PathAful denote the set of �nite and in�nite paths associatedwith A (more precisely, the paths resulting from the choices of distributions ofA). Then, for a state s 2 S, we de�ne the probability measure ProbAs overPathAful (s) in the following, standard way [48]. We de�ne the Markov chainMCAs = (PathA�n (s); fs 7! 1g;A; ), where the set of states of the Markov chain isthe set of �nite paths generated by A starting in s, the initial distribution andthe labelling function are arbitrary, and the probabilistic transition functionfunction A : PathA�n(s) � PathA�n (s)! [0; 1] is de�ned such that:A(!; !0) = (A(!)(s0) if !0 = ! A(!)���! s00 otherwise.Intuitively, A(!; !0) refers to the probability of obtaining the �nite path !0 whenextending the �nite path ! with one transition under the control of the adversaryA. Now we are can de�ne the probabilitymeasure ProbAs over in�nite paths whichshare the same �nite pre�xes, using the Markov chain MCAs obtained from theadversary A and classical methods [31].Semantics. The semantics of the probabilistic timed automaton PTA =(L; �l;X ; inv; prob;L) is the in�nite-state Markov decision process MDP =(S; �s;D; lab) derived in the followingmanner. The state set S comprises location-valuation pairs, where a valuation must satisfy the invariant of a location withwhich it is paired. As with timed automata, we let the initial state �s be (�l;0),and let the labelling function lab be such that lab(l; val) = L(l) for all states(l; val) 2 S. The probabilistic transitions of MDP are de�ned in the followingmanner. We de�ne D to be the smallest set such that ((l; val); �) 2 D if both ofthe following conditions hold:Time elapse: there exists � 2 R�0 such that val+�0 j= inv (l) for all 0 � �0 � �,and



Edge traversal: there exists a probabilistic edge (l; g; p) 2 E such that val +� j= g and, for any (l0; val 0) 2 S, we have:�(l0; val 0) = XX�X &val0=val[X:=0] p(X; l0) :We refer to the real � used in the time-elapse part of a transition as the durationof the transition. For each s0 2 S such that �(s0) > 0, we use s �[�;p]���! s0 to denotethe discrete transition from s to s0 with the duration � using the distribution p.The summation in the de�nition of discrete transitions is required for the casesin which multiple clock resets result in the same target state (l0; val 0). Notethat we assume a well-formedness condition which stipulates that the invariantcondition of a target location of a transition is always satis�ed immediately aftera transition is taken (for more details, see [38]).As with our treatment of the semantics of timed automata and real-timeprobabilistic processes, a behaviour of a probabilistic timed automaton takesthe form of an in�nite sequence of transitions. We can also extend the idea ofdivergence and non-Zenoness to probabilistic timed automata: using the prece-dents of [45,22], we associate a notion of divergence with adversaries. First wesay that a path s0 �[�0 ;p0]�����! s1 �[�1 ;p1]�����! � � � of the underlying Markov decisionprocess of a probabilistic timed automaton is divergent if the in�nite sumP�0 �idiverges. Then, for a state s 2 S, the adversary A 2 Adv is a divergent adver-sary from s if ProbAs f! 2 PathAful (s) j ! is divergentg = 1. A probabilistic timedautomaton is non-Zeno if there exists a divergent adversary from all states.5.4 Model checking probabilistic timed automataProbabilistic timed properties. We now proceed to de�ne a probabilistic,timed temporal logic which can be used to specify properties of probabilistictimed automata. In particular, we note that the logic that we present in thissection has the power to refer to exact probability values, in contrast to Tctlpresented in Section 4, which only had the ability to refer to probability strictlygreater than 0 or equal to 1. Our approach is to de�ne a logic which drawsideas from Tctl, and the probabilistic temporal logic Pctl [25], in which aprobabilistic quanti�er of the form P./� is used in place of a path quanti�erof Ctl, where ./2 f<;�;�; >g is a comparison operator and � 2 [0; 1] is aprobability.Formally, the syntax of Ptctl (Probabilistic Timed Computation TreeLogic) [35] is de�ned as follows:� ::= a j � _ � j :� j P./�(�U�c�) j P./�(�U�c�)where a 2 AP is an atomic proposition, and ./ and � are the comparison operatorand the probability de�ned above. Given a probabilistic timed automatonPTA =(L; �l;X ; inv; prob;L) and a Ptctl formula �, we de�ne the satisfaction relation



j=pt of Ptctl as follows. The semantics of the formulae a, �1 _ �2, :�, and�1U�c�2 is omitted, as it is the same as that presented for Tctl in Section 3with j=pt substituted for j=t. We then de�ne:(l; val) j=pt P./�(�1U�c�2) i�for all adversaries A 2 Adv which are divergent from (l; val),we have ProbA(l;val)f! 2 PathAful(l; val) j ! j=pt �1U�c�2g ./ � :The probabilistic timed automaton PTA with the initial location �l satis�es thePtctl formula � if and only if (�l;0) j=pt �.Probabilistic timed automata can also be veri�ed against properties whichrefer to the maximal probability with which a B�uchi condition is satis�ed [10].The region graph. The fundamental notion of clock equivalence, de�ned inSection 2, can be used to obtain a �nite-state Markov decision process from aprobabilistic timed automaton which contains su�cient information to estab-lish or refute Ptctl properties. For the remainder of this section, assume thatthe probabilistic timed automaton PTA = (L; �l;X ; inv; prob;L) and the Ptctlformula � are �xed, and that we use MDP = (S; �s;D; lab) to denote the underly-ing Markov decision process of PTA. Let max be the maximal constant againstwhich any clock is compared in the invariant conditions and guards of PTA.Then we de�ne region equivalence for PTA as the relation '� S � S, where(l; val) ' (l0; val 0) if and only if:{ l = l0 (the location components are equal);{ val �max val 0 (the valuations are clock equivalent with respect to max).Observe that this is the same de�nition of region equivalence de�ned for timedautomata in Section 3, now applied to the states of the underlying Markovdecision process of a probabilistic timed automaton. We de�ne a region to be anequivalence class of ', and use R to denote the set of regions. Region equivalentstates of a probabilistic timed automaton satisfy the same Ptctl formulae [35],and region equivalence is a probabilistic bisimulation (in the sense of [40, 46],but not necessarily the coarsest) of a probabilistic timed automaton, providedthat the duration of transitions is abstracted.The property that the set of clock equivalence classes is �nite, and there-fore the number of regions is �nite, permits us to de�ne a �nite-state regiongraph. Many of the principles involved in the construction of the region graphare borrowed from the corresponding constructions that we have seen for timedautomata and real-time probabilistic processes. However, in contrast with thede�nitions in Section 3 and Section 4, the region graph now incorporates proba-bility values. More precisely, the region graph of PTA and � is a Markov decisionprocess RG = (R; �r;RT ;Rlab), where the initial region �r = f(�l;0)g and regionlabelling function Rlab(l; �) = L(l), for all regions (l; �) 2 R, are de�ned in asimilar manner as in the case of the region graph of a timed automaton. Theprobabilistic transition relation RT � R�Dist(R) is the smallest relation suchthat ((l; �); �) 2 RT if either of the following conditions hold:



Time elapse: � = f(l; �) 7! 1g, where � is an inv (l)-satisfying time successorof �;Probabilistic edge traversal: there exists a probabilistic edge (l; g; p) 2 probsuch that � j= g and, for any region (l0; �) 2 R, we have:�(l0; �) = XX�X &�=�[X:=0] p(X; l0) :The fact that the region graph de�ned above includes probabilistic informa-tion, derived from the probabilistic edges of the associated probabilistic timedautomaton, allows us to strengthen the notion of correspondence between be-haviours of our probabilistic timed system and its associated region graph. Moreprecisely, in addition to showing that every path of the region graph correspondsto at least one path of the probabilistic timed automaton, and that every pathof the probabilistic timed automaton corresponds to a path of the region graph,we can also make a stronger statement: every adversary of the probabilistictimed automaton has a corresponding adversary of the region graph, and thatevery adversary of the region graph corresponds to at least one adversary of theprobabilistic timed automaton.Model checking using regions. Given the construction of the region graphRG of a probabilistic timed automaton PTA and a Ptctl formula �, we cannow proceed to model check RG to establish whether PTA satis�es �. In analogywith the corresponding case of timed automata, we borrow ideas from �nite-statemodel checking, in this case probabilistic model checking of �nite-state Markovdecision processes [11,9]. The technique of extending PTA with an additionalclock to count time relative to the time-bound subscripts of the Ptctl formula�, and adding extra atomic propositions ab and a�c to the region graph, isadopted directly fromTctlmodel checking. Then it remains to use probabilisticmodel checking techniques to calculate the probability of satisfying subformulaeof � in each region, progressing up the parse tree of � until we reach � itself.Then if the initial region �r satis�es �, we can conclude that PTA satis�es �.As in the case of model checking timed automata, the assumption of non-Zenoness of the probabilistic timed automaton guarantees that all regions havesome successor. We can adapt strong non-Zenoness [47] to probabilistic timedautomata to give syntactical conditions which guarantee the non-Zenoness prop-erty.Finally, we note that a region-graph-based construction can also be used toobtain the maximum probability with which a probabilistic timed automatonsatis�es a B�uchi property [10].Beyond regions. As with timed automata, the region graph construction forprobabilistic timed automata is expensive, and therefore e�cient model checkingtechniques which do not rely explicitly on the region graph are required. Adapta-tions of methods based on the manipulation of clock constraints are presented in



[35,36], which consider properties referring to the maximal probability of reach-ing a certain state set (that is, properties of the form P�c(3a) or P<c(3a)).Furthermore, a discrete-time semantics for probabilistic timed automata is de-�ned in [38], and permits direct use of the probabilistic model checker PRISM[32]. Probabilistic timed properties of the IEEE1394 FireWire root contentionprotocol have been veri�ed using algorithms based on manipulation of clock con-straints [38,21] and the discrete-time semantics [38]. The discrete-time seman-tics has also been used to facilitate probabilistic model checking of propertiesof a IEEE802.11 wireless local area network [37] and the IPv4 link-local ad-dress con�guration protocol [33]. The latter case study also illustrates how thediscrete-time semantics may be used to refer to expected costs incurred beforethe probabilistic timed automaton reaches a certain set of states.6 Continuous probabilistic timed automata6.1 Modelling with continuous probabilistic timed automataWe revisit the example of the light switch for a �nal time in order to introducethe model of continuous probabilistic timed automata. As in Section 4, we con-sider randomly distributed arrivals of people wanting to use the switch; moreprecisely, we consider arrivals uniformly distributed between 1 and 30 minutes.Furthermore, as in Section 5, we assume that the switch is faulty. The result-ing continuous probabilistic timed automaton is shown in Figure 5. The modelcombines location annotations indicating clocks (such as y in o�1) and clockconstraints (such as x � 3^ y � 30 in on). The �rst type of location annotationgives the clocks which must be reset on entry to the location, whereas the sec-ond indicates the location's invariant condition. The edges leaving a location cansplit into multiple branches, indicating probabilistic edges, such as those usedfor probabilistic timed automata in Section 5.In Figure 5, we always set the clock x to 0 on entry to a location with whichit is annotated, whereas y is set uniformly to a real value in the interval [0; 29].Then, if y reaches the value 30, we know that between 1 and 30 time units haveelapsed since it was set. We use two locations o�1 and o�2 to model the lightbeing o�, as we need to distinguish between the case in which the clock y needsto be set to a new value (o�1) and the case in which y should retain its old value(o�2).6.2 Syntax of continuous probabilistic timed automataA continuous probabilistic timed automaton CPTA = (L; �l;X ; inv ; prob; reset;L)[34] is a tuple, the �rst four and �nal elements of which are borrowed directlyfrom timed automata. That is, L is a �nite set of locations with initial location�l, the �nite set X comprises clocks, and inv and L are functions associatingan invariant condition and a set of atomic propositions, respectively, with eachlocation. The �nite set prob � L � 	X � Dist(L) is the set of probabilistic



0.01 0.99 o�2ony � 30y y = 30 y = 30x; yy � 30 y � 30y = 30x � 3 ^ x � 2o�10.01 0.99Fig. 5. A continuous probabilistic timed automaton modelling a faulty switch.edges of the continuous probabilistic timed automaton. Observe that, for eachprobabilistic edge (l; g; p) 2 prob, the distribution component p is a distributionover the set of locations L only, rather than over the set L � 2X of pairs oflocations and clock resets, as we saw in probabilistic timed automata.The partial function reset : L�X ! PB , referred to as the clock reset func-tion, associates a positive bounded density function with certain location-clockpairs. The interpretation of the clock reset function is as follows: if reset(l; x) isde�ned for a location l 2 L and a clock x 2 X , then reset(l; x) is the positive-bounded density function which captures the manner in which the clock x isreset upon entry into l. That is, in contrast to the case of probabilistic timedautomata, we now do not only consider resetting the values of clocks to thevalue 0, but we also consider resetting to clocks to exact, natural numberedvalues (if reset returns a distribution which assigns probability 1 to a naturalnumber) or according to random assignments (if reset returns a more generalpositive-bounded distribution function) in the manner of real-time probabilisticprocesses. Instead, if reset(l; x) is unde�ned, then the clock x retains its old valueupon entry to the location l. Thus, the behaviour of a continuous probabilistictimed automata derives aspects from all of the previous three models featuredpreviously in this paper: it adopts the ability to select the exact time at whichtransitions are taken according to nondeterministic choice from timed automata,the discrete probability distributions which can be used to express relative like-lihoods of transitions between locations from probabilistic timed automata, andthe resetting of clocks to values taken from continuous density functions fromreal-time probabilistic processes. The invariant conditions and guards of prob-abilistic edges retain their usual interpretation from timed automata. That is,time can elapse in a location only for as long as the invariant condition is satis�edby the current values of the clocks, and a probabilistic edge can be selected (non-deterministically) for choice at all times when its guard is satis�ed by the currentvalues of the clocks. Furthermore, probabilistic edges retain their interpretationfrom probabilistic timed automata, in the sense that, once nondeterministicallyselected for choice, they involve a probabilistic choice made according to their



distribution component. The manner in which clocks are reset bears more of aresemblance to the analogous mechanism of real-time probabilistic processes.Note that we require a well-formedness condition which requires a clock tobe set explicitly to a value before it is referred to in the invariant condition ofa location or in the guards of one of the outgoing probabilistic edges. Once wehave imposed this condition, we can adjust the density function reset so that,in the initial location �l, the clocks that were not originally assigned a value areassigned an arbitrary value, for example 0. This �nal adjustment is made forpurely technical reasons, and ensures that our clock valuations are always pointsinRjXj�0 space, rather than in positive real-valued space of dimension smaller thanjX j, as we saw in the case of real-time probabilistic processes.Observe that both real-time probabilistic processes and continuous proba-bilistic timed automata associate a set of clocks to each location (using thefunctions sched and reset, respectively), and that these sets determine the man-ner in which clocks are reset. However, the interpretation of these clock sets issomewhat di�erent for the two models. In real-time probabilistic processes, theset sched(l) contains the clocks which are scheduled in a location l; therefore, ifsuch a clock has been scheduled in the previous location, it keeps its old value,otherwise it is reset to a new value. On the other hand, in continuous probabilis-tic timed automata, sched de�nes the clocks that must be reset to a new valueon entry to the location, regardless of the previous location, and all clocks notwithin this set retain their old values. (This type of mechanism is also witnessedin stochastic automata [20].)It is important to note that continuous probabilistic timed automata are nota superclass of real-time probabilistic processes, as they do not support exponen-tially distributed functions. However, continuous probabilistic timed automataare a superclass of real-time probabilistic processes without such distributions(for example, the real-time probabilistic processes of [2]). A continuous proba-bilistic timed automaton which emulates a real-time probabilistic process canbe constructed in the following way. First, we note that the clocks of contin-uous probabilistic timed automata take non-negative values only, whereas theclocks of real-time probabilistic processes take values in the interval [min; 0] only,where min is de�ned as in Section 4. Therefore, we \shift the axes" by addingthe value �min to each of the constant used in the description of the real-timeprobabilistic process. Note that this involves constructing invariants and guardsusing the constraints x � �min and x = �min, respectively, for all scheduledclocks and all locations. Our second task is to ensure that the continuous prob-abilistic timed automaton which represents the real-time probabilistic processresets the clocks in the correct manner, which can be achieved by adding extracopies of locations.We can also observe the probabilistic timed automata are a subclass of con-tinuous probabilistic timed automata. In probabilistic timed automata, all clockassignments can be regarded as �xed-delay distributions which set clocks to0. Then, as in the previous example, we require some bookkeeping to requirethat the correct set of clocks are reset when the continuous probabilistic timed



automaton makes a discrete transition, which is achieved by adding copies oflocations.6.3 Semantics of continuous probabilistic timed automataDense Markov decision processes. A dense Markov decision processDMDP = (S;�; �d;D; lab) is a quintuple, the �rst three and the �nal elements ofwhich are adopted directly from dense Markov chains. That is, DMDP comprisesa set S of states, a sigma-�eld � over S, an initial distribution taking the formof a probability measure �d : � ! [0; 1], and a labelling function lab : S ! 2APsuch that fs 2 S j lab(s) = ag 2 � for each atomic proposition a 2 AP . Thedi�erence between dense Markov chains and dense Markov processes resides inthe probabilistic transition relation D � S � (� ! [0; 1]), which is de�ned suchthat d is a probability measure for each pair (s;d) 2D.Semantics. We now describe formally the semantics of a continuous proba-bilistic timed automaton CPTA = (L; �l;X ; inv; prob; reset;L) in terms of a denseMarkov decision process DMDP = (S;�; �d;D; lab). As usual, the set S of statesconsists of pairs of the form (l; val) where val j= inv(l), and the labelling functionis de�ned as lab(l; val) = L(l) for each state (l; val) 2 S.Before proceeding to the de�nitions of the initial distribution �d and theprobabilistic transition relationD, we introduce some notation. For each locationl 2 L, let entry(l) � X be the set of clocks such that, for each clock x 2 entry(l),the function reset(l; x) is de�ned (that is, entry(l) comprises the clocks reset onentry to l). As in the case of real-time probabilistic processes, let �x (l) � entry(l)be the set of �xed-delay clocks which are reset in l (formally, we have x 2 �x (l)if and only if reset(l; x) is de�ned and equals fq 7! 1g for some q 2 N). Then letnon�x (l) = entry(l)n�x (l) be the set of variable-delay clocks which are reset onentry to l.The initial distribution �d : � ! [0; 1] is derived from the initial location �lof CPTA and probability distributions reset(�l; x), for each clock x 2 X (recallthat we assumed entry(�l) = X ). As we saw in the case of real-time probabilisticprocesses, we choose an interval or point for each clock x 2 X in the followingmanner:1. for each non-�xed clock x 2 non�x (l), let Ix � (0;1) be an interval of thepositive real-line;2. for each �xed clock x 2 �x (l), let Ix = [q; q], where q is the unique value forwhich fx(q) = 1.Let (�l; I) � S be the set of states with the initial location �l and valuation valfor which valx 2 Ix for all scheduled clocks x 2 X . Noting that (l; I) 2 �, wethen let: �d(�l; I) = Yx2non�x(�l)ZIx reset(�l; x) :



The probabilistic transition relation D � S � (� ! [0; 1]) is de�ned in a similarmanner. As with all of the other models studied in this paper, transitions consistof a time-elapse phase and an edge-traversal phase. We let D be the smallestrelation such that ((l; val );d) 2 D if both of the following conditions hold:Time elapse: there exists � 2 R�0 such that val+�0 j= inv (l) for all 0 � �0 � �,andProbabilistic edge traversal: there exists a probabilistic edge (l; g; p) 2 prob,such that val + � j= g and, for each set (l0; I) of states comprising somelocation l0 2 L and a set I of valuations satisfying the following conditions:1. for each x 2 non�x (l0), the interval Ix � (0;1) is an interval of thereal-line;2. for each x 2 �x (l0), the interval Ix is such that Ix = [q; q], where q 2 Nis the unique value for which reset(l0; x) = fq 7! 1g;3. for each x 2 X n entry(l0), the interval Ix is such that Ix = [valx +�; valx + �];then we have: d(l0; I) = p(l0) � Yx2non�x (l0) ZIx reset(l0; x) :We denote a transition of the dense Markov process as (l; val) d[�;p]���! (l0; val 0)if � 2 R�0 is the duration and p the distribution used to de�ne the transitionabove, and the target state (l0; val 0) is such that the following conditions hold:{ for each de�ned clock x 2 non�x (l0) for which reset(l0; x) has support [q1; q2],we have val 0x 2 (q1; q2);{ for each de�ned clock x 2 �x (l0) for which reset(l0; x) has support [q; q], wehave val 0x = q;{ for each non-de�ned clock x 2 X n entry(l0), we have val 0x = valx.As with probabilistic timed automata, we assume a well-formedness conditionwhich guarantees that a clock never has a value which does not satisfy an in-variant condition on entry to a location.We can de�ne notions of path and adversaries of dense Markov decisionprocesses. An in�nite or �nite path of DMDP is de�ned as an in�nite or �nitesequence of transitions, respectively. We use Path�n to denote the set of �nitepaths of DMDP, and Path ful the set of in�nite paths of DMDP. If ! is �nite,we denote by last(!) the last state of !, and let a state s 2 S denote a pathconsisting of no transitions. We use ! d�! s to refer to a path comprising thesequence of transitions of ! followed by the transition last(!) d�! s.An adversary of a dense Markov decision process DMDP is a function Amapping every �nite path ! 2 Path�n to a probability measure d : � ! [0; 1]such that (last(!);d) 2D. Let Adv be the set of adversaries of DMDP. For anyadversary A 2 Adv , let PathA�n and PathAful denote the set of �nite and in�nitepaths associated with A (more precisely, the paths resulting from the choices ofdense distributions of A).



Given an adversary A 2 Adv of DMDP and a �nite path �! 2 PathA�n ofA, we de�ne the probability measure ProbA�! over PathAful in the following way.First we de�ne the dense Markov chain DMCA�! = (PathA�n ; �A; f�! 7! 1g;A; )obtained from A and �!. The set of states of DMCA�! are the set of �nite paths ofA. The sigma-�eld�A is generated by all of the sets of the following form, where! 2 PathA�n is a �nite path, l 2 L is a location and I is a set of clock valuationsobtained from intervals Ix � [0;1) for each de�ned clock x 2 entry(l):�[A;!; l; I] = f! A(!)���! (l; val) 2 PathA�n j valx 2 Ix for all x 2 entry(l; x)g :The initial probability distribution f�! 7! 1g assigns probability 1 to �!. Thetransition relation A : PathA�n � �A ! [0; 1] is de�ned such that:A(!;�[A;!0; l0; I]) = �A(!)(l0; I) if !0 = !0 otherwise.Intuitively, A(!;�[A;!0; l0; I]) refers to the probability of obtaining the set of�nite paths �[A;!0; l0; I] when extending the �nite path ! with one transitionunder the control of the adversary A. Now that we have de�ned the dense MarkovchainDMCA�! obtained fromA and �!, we are in a position to de�ne the probabilitymeasure ProbA�! over sets of its in�nite paths: refer to [34] for details.6.4 Model checking continuous probabilistic timed automataIn this section, we consider how the notion of clock equivalence can be usedto facilitate a model checking algorithm for continuous probabilistic timed au-tomata. The property description language that we use is Ptctl, the syntaxand semantics of which have been presented in Section 5. For simplicity, assumethat reset(�l; x) is de�ned as f[0; 0] 7! 1g for all clocks x 2 X ; this is not a seriousrestriction, as we can ensure that no time passes in �l before a transition to the\proper" initial location which includes more liberal clock resetting functions ismade. A continuous probabilistic timed automaton then satis�es a Ptctl for-mula � if and only if (�l;0) j=pt �. We now proceed directly to the de�nition ofthe region graph of a continuous probabilistic timed automaton.The region graph. Assume that the continuous probabilistic timed automatonCPTA = (L; �l;X ; inv; prob; reset;L) and the Ptctl formula � are �xed. Weuse DMDP = (S;�; �d;D; lab) to denote the underlying dense Markov decisionprocess of CPTA. Let max be the maximal constant against which any clockis compared in the invariant conditions and guards of CPTA. We de�ne regionequivalence for CPTA as the relation �� S � S, where (l; val) � (l0; val 0) if andonly if:{ l = l0 (the location components are equal);{ val �max val 0 (the valuations are clock equivalent with respect to max).



This is the same de�nition of region equivalence de�ned for timed automatain Section 3, and for probabilistic timed automata in Section 5, applied in thecontext of continuous probabilistic timed automata. As usual, we de�ne a regionto be an equivalence class of �, and use R to denote the set of regions. As in theprevious sections, the fact that region equivalence is �nite permits us to de�nea �nite-state region graph which represents the behaviour of the continuousprobabilistic timed automaton.The de�nition of the region graph is somewhat di�erent to the de�nition pre-sented in Section 5. The di�erence resides in the fact that regions do not encodeenough information to calculate transition probabilities when clocks are resetaccording to continuous density functions. (Indeed, this problem also arises inthe context of real-time probabilistic processes, meaning that it is in general notpossible to obtain a Markovian continuous-time stochastic process from regionequivalence.) Consider the following example, originally due to Alur: assumethat a clock x is set to some value within the interval (0; 1) on entry to thelocation l. Time then elapses in location l, and, before the value of x reachesthe value 1, a transition is made to location l0. In this new location l0, the clockx retains its existing value, whereas another clock y is set to some value in theinterval (0; 1). We have three possible relationships between the clocks x and yin location l0: either (1) the value of x is less than that of y, (2) the value of xis greater than that of y, or (3) the values of x and y are equal. While we canencode the probability of the value of the clocks being equal is 0, it is impossibleto use region equivalence to obtain the exact probabilities of outcomes (1) and(2). The problem is that region equivalence abstracts from the exact amount oftime that elapses in location l, upon which the probabilities of outcomes (1) and(2) depends.However, observe that we can identify the relationship between only theclocks that are reset on entry to a location (namely, those in the set entry(l)),simply by combining continuous density functions and performing integrations.The values of all other clocks remain unchanged by the change of location. Ourproblem then reduces to that of describing how the newly-reset clocks and theunchanged clocks relate to one another. Unfortunately, it is impossible to obtaininformation giving the relative orders the fractional parts of reset and unchangedclocks. Therefore, we let the choice as to which relative order is chosen in theregion graph be nondeterministic. The presence of such a nondeterministic choicein the place of a probabilistic choice introduces the possibility of an error in theprobabilistic model checking results.To de�ne formally these concepts, we introduce the following notation. For asubset X � X of clocks, let �Xmax� RjXj�0 �RjXj�0 be a variant of clock equivalenceof Section 2 restricted to clocks in X. A union region is a triple of the form(l; �u; �r), where l 2 L is a location, �u is a clock equivalence class of unchangedclocks inXnentry(l), and �r is a clock equivalence class of reset clocks in entry(l).We let U denote the set of union regions, which is �nite. The set of combinationsof two clock equivalence classes, one �X de�ned over a set X � X of clocks, theother �(XnX) de�ned over the remainder X n X, is de�ned as the set of clock



equivalence classes over X obtained by combining the values of the clocks fromthe two distinct sets X and X nX in any way (that is, with any relative order onthe fractional parts between the clocks in X and the clocks in X nX). Formally,let: Comb(�X ; �(XnX)) = f� j ��X= �X and ��XnX= �(XnX)g :Finally, for a location l 2 L, we de�ne �l to be a discrete probability distributionover the clock equivalence classes of entry(l), such that �l(�) is the probabilitythat, when the location l is entered (and thus when the clocks in entry(l) arereset), the clock equivalence class over entry(l) is �. The probabilities can beobtained using standard integration.We now proceed to de�ne the region graph of CPTA and � as the Markovdecision process RG = (R [ U; �r;RT ; lab). The initial region is de�ned as �r =f(�l;0)g, while the labelling function is de�ned by lab(l; �) = L(l), for all regions(l; �) 2 R, and by lab(l; �u; �r) = L(l), for all union regions (l; �u; �r) 2 U .Then the probabilistic transition relation RT � R � Dist(R) is de�ned in thefollowing way. Let RT be the smallest set such that (r; �) 2 RT if any of thefollowing conditions hold:Time elapse: r = (l; �) 2 R is a region, and � = f(l; �) 7! 1g, where � is aninv (l)-satisfying time successor of �;Probabilistic edge traversal: r = (l; �) 2 R is a region, there exists a prob-abilistic edge (l; g; p) 2 prob such that � j= g and, for each union region(l0; �u; �r) 2 U , we have �(l0; �u; �r) = p(l0)��l0 (�r), where �u = ��Xnentry(l);Combination: r = (l; �u; �r) 2 U is a union region, and � = f(l; �) 7! 1g,where � 2 Comb(�u; �r) is a combination of �u; �r.Model checking using regions. Given that we have constructed a regiongraph of a continuous probabilistic timed automaton CPTA, with respect to aparticular Ptctl property �, we are now in a position to de�ne an approx-imate model-checking algorithm to determine whether CPTA satis�es �. Thealgorithm proceeds according to the same principles established for verifyingPtctl properties of probabilistic timed automata: we convert the Ptctl prop-erty into an untimed probabilistic property, and extend the region graph withan extra clock and atomic propositions. However, in the context of continuousprobabilistic timed automata, we must also consider the error that may arise inthe computation of the probabilities.Note that the minimumprobability of satisfying a property established usingthe region graph will be equal to or less than the minimum probability of satis-fying a property in the continuous probabilistic timed automaton; similarly, themaximal probability of satisfying a property in the region graph will be equalto or greater than the corresponding maximum probability in the continuousprobabilistic timed automaton. This follows from the fact that, in the de�ni-tion of the region graph, we replace some probabilistic choice (the manner inwhich the values of certain clocks are ordered) with nondeterministic choice.



Observe that we can envisage an adversary which, instead of selecting amongnondeterministic alternatives deterministically (as in our previous de�nitions ofadversaries) selects alternatives probabilistically according to some distribution.Then, considering that we have replaced a probabilistic choice in the continu-ous probabilistic timed automaton with a nondeterministic choice in the regiongraph, we must have one such randomized adversary that resolves the nondeter-ministic choice in the same manner as the original probabilistic choice (that is,using the same distribution). Now, recalling that for properties such as those ofPtctl the minimal and maximal probabilities of satisfying a property are givenby non-randomized adversaries [11], it must be the case that the minimal andmaximal probabilities of satisfying a property on the region graph using suchnon-randomized adversaries bound the minimal and maximal probabilities ofsatisfying the property using randomized adversaries, and then, as one of theserandomized adversaries corresponds to the actual probabilistic choice made, theytherefore bound the actual minimal and maximal probabilities of satisfying theproperty in the original continuous probabilistic timed automaton. Hence, theminimal and maximal probability bounds obtained using the region graph areconservative.Our second point concerns the computation of the error. Note that we canidentify regions which can potentially cause an error to arise as those in whichthere is doubt as to the relative ordering of at least a pair of clocks; that is,if we have at least one clock which keeps its old value after a transition, andat least one clock which is newly reset. Therefore, for any adversary, we canidentify a bound on the error of satisfying an \until" property by that adversaryby computing the probability of the adversary reaching such \doubtful" regions.The third point concerns the manner in which it may be possible to obtain amore accurate estimation of the required probabilities. This can be achieved byre-scaling the time unit so that clock equivalence partitions the valuation spacemore �nely. Consider the example in which the clock x keeps its old value in theinterval (d; d+ 1), and the other clock y is newly set in the interval (d; d+ 1),and that two outgoing probabilistic edges of the current location have guardsx = d + 1 and y = d+ 1, respectively. Say that we re-scaled the time unit by afactor of two: then we would now consider the intervals (d; d+ 12) and (d+ 12 ; d+1).Hence, say the old clock x was in the interval (d; d + 12) and the new clock ywas probabilistically reset in the interval (d + 12 ; d + 1); then we would knowthat the value of y is greater than that of x, and that the probabilistic edgewith the guard y = d+ 1 will be enabled before the probabilistic edge with theguard x = d + 1. Note that there is still the possibility of error, as, say, clocky could nevertheless be probabilistically reset in the interval (d + 12 ; d + 1), inwhich case we would still have no knowledge about the relative order of x andy, and therefore no knowledge about which probabilistic edge would be enabled�rst. However, re�ning clock equivalence in such a manner will not increasethe error, and may potentially lead to improvements in the computation of theprobabilities (see [34] for an example).



Note that this third point relates to the complexity of the procedure, as thesize of the region graph is exponential in the size of the maximal constant usedmultiplied by the scaling factor. Therefore, the aims of future research in the areaof model checking continuous probabilistic timed automata must either concernthe adaptation of algorithms based on clock constraints or the identi�cation ofuseful subclasses of continuous probabilistic timed automata for which modelchecking is less expensive.7 ConclusionsThis overview of probabilistic extensions of timed automata has been concernedprimarily with theoretical issues centred around the use of clock equivalence tode�ne model-checking algorithms. Future work in this area should bridge thegap between such theory and practical algorithms and tools. Note that timedautomata tools such as UPPAAL [6] and KRONOS [52] have been available forseveral years, and are developed to an advanced stage of maturity. Probabilisticmodel checkers such as PRISM [32], E ` MC2 [28] and RAPTURE [29] havealso been developed, although more recently. Note that PRISM was used toprobabilistically model check discrete-time probabilistic timed automata in [38,37,33]; this approach shows promise, although the size of the state space ofthe obtained discrete-time representation of a probabilistic timed automatonis sensitive to the maximal constant used in the description model, which canprove to be a problem particularly if the description of the system uses di�erenttime scales. Hence, a complementary approach based on manipulation of clockconstraints is required [35,36].References1. R. Alur. Timed automata. In N. Halbwachs and D. Peled, editors, Proceedingsof the 11th International Conference on Computer-Aided Veri�cation (CAV'99),volume 1633 of LNCS, pages 8{22. Springer, 1999.2. R. Alur, C. Courcoubetis, and D. L. Dill. Model-checking for probabilistic real-timesystems. In J. L. Albert, B. Monien, and M. A. Rodr��guez, editors, Proceedingsof the 18th International Conference on Automata, Languages and Programming(ICALP'91), volume 510 of LNCS, pages 115{136. Springer, 1991.3. R. Alur, C. Courcoubetis, and D. L. Dill. Verifying automata speci�cations ofprobabilistic real-time systems. In J. W. de Bakker, C. Huizing, W. P. de Roever,and G. Rozenberg, editors, Proceedings of Real-Time: Theory in Practice, REXWorkshop, volume 600 of LNCS, pages 28{44. Springer, 1991.4. R. Alur, C. Courcoubetis, and D. L. Dill. Model-checking in dense real-time.Information and Computation, 104(1):2{34, 1993.5. R. Alur and D. L. Dill. A theory of timed automata. Theoretical Computer Science,126(2):183{235, 1994.6. T. Amnell, G. Behrmann, J. Bengtsson, P. R. D'Argenio, A. David, A. Fehnker,T. Hune, B. Jeannet, K. G. Larsen, M. O. M�oller, P. Pettersson, C. Weise, , andW. Yi. UPPAAL - Now, next, and future. In F. Cassez, C. Jard, B. Rozoy, and
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