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Mobile Ad-hoc Networks (MANETS) allow wireless mobile nodes to form a network without requiring a
fixed infrastructure for facilitating data exchange between these nodes for an effective networking system
issues into account. In various types of adhoc networks, a problem arises in group-oriented communication
with access control. In this paper, we overcome this drawback by proposing a group key agreement based
broadcast encryption, where this scheme incorporates the up-to-date definitions of group key agreement and
public key broadcast encryption. The implementation of group key agreement protocols innovatively
brought up the broadcast encryption in an efficient way. We focus on the confidentiality of the session key by
modeling a key encapsulation mechanism in which a sender can send a short secret session key to the
intended receivers whereas long messages can also be encrypted by using symmetric encryption algorithm.

Keywords- Group key agreement, Broad cast based encryption, GKA protocols, and multihop wireless mesh

networks.

A multihop packet based wireless network composed of a set of mobile nodes that can communicate and
move at the same time, without using any kind of fixed wired infrastructure is referred to MANET
(Mobile Ad hoc Network). MANET is in fact self organizing and adaptive networks that can be formed and
deformed on-the-fly without the need of any centralized administration. By means of mature components
from previous work on experimental reactive and proactive protocols, the WG will expand two Standards
track routing protocol specifications. They are namely Reactive MANET Protocol (RMP) and Proactive
MANET Protocol(PMP) . The other two types of routing protocols are Table-Driven Routing Protocols and
Source-Initiated On-Demand Routing Protocols. Here, in wireless communication networks the devices can
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receive transmitted messages as the communication is broadcast and efforts are to be put to provide secure
group communications because it plays an essential role in MANETS. The main problem identified in group
communication is to enable the sender to securely transmit messages to a remote cooperative group[1]. So,
to overcome this drawback, the sender can be remote or dynamic also. Then next, before reaching the
intended recipients, the transmission may cross various networks including open insecure networks [2].
Finally, the communication is limited between the group members and the sender. It is very hard to resort to
a fully trusted third party to secure the communication and keeping in view of these mitigating features
without relying on a fully trusted third party and to facilitate remote access control of these

communications[4].

The multihop wireless mesh networks (WMNs) are discovering eternally increasing recognition as a feasible
and effectual resolution to pervasive broadband internet access. This scheme addresses the defense of
WMNSs, which is a key obstruction to large extent use of WMNs. Attack resilient security architecture
provides capable mutual authentication and key agreement among a user and a serving WMN domain, and is
designed to be flexible to an ample variety of attacks[3]. Safety measures and isolation issues are of mainly
unease in approaching the achievement of WMNSs for their large exploitation in addition to support service
oriented applications. Regardless of the need, some degree of safety measures has been conducted in the
direction of isolation protection in WMNSs which motivate us to build up PEACE, a new privacy enhanced
yet accountable security framework customized for WMNSs. It enforces exacting user access control to
handle equally with free riders and malevolent users by using short group signature variation [5]. It also
provides refined user confidentiality defense in opposition to both adversaries and a range of network
entities. In mobile ad hoc networks (MANETS), various applications involve in group oriented computing
along with a great number of nodes in an adversarial background. To organize these helpful applications, a
secure multicast service should be provided to proficiently and securely swap over data among nodes. As a
major aspect, a pyramidal security model consists a set of hierarchical security groups and multicast groups
to facilitate data exchange among mobile devices without any support of wireless access points. With this
service, the concerto of groups is recognized by the forming of group keys. Vehicular ad hoc networks
(VANETS) are mainly developed to advance the traffic protection and competence [4]. A privacy preserving
system is proposed that guarantees message reliability in vehicle to vehicle interactions. Vehicle isolation is
considered as long as a vehicle do not effort to back the similar message more than one time The
substantiation of legitimate vehicle to vehicle communication is accelerated by group message processing

methods. For secure intra group communication, group key agreement provides an efficient solution which
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is explained in this way. For a remote sender, the sender has to stay online with the group members for
multiple rounds of interactions before transferring secret information [6].But as this case is not succeeded.
due to some drawbacks in it, a broadcast to non-cooperative members of a present group without requiring
the sender to interact with the receivers before transmitting secret information . A centralized key server will

be present to generate and distribute secret key for each group member[7].

To finish the transmission in an efficient as well as in secure way, the sender must be enabled to meet the
constraints .The challenging tasks and drawbacks of the previous scenarios are given as, deployment of key
generation authority, limitation of communication from the receivers and sender as well as receiver parties
both must be dynamic in adhoc communication[6].To overcome these drawbacks our contribution lead to
provide efficient broadcast channels and a public key infrastructure is also made available to authenticate the
receivers and also senders. When we speak about the initial mechanism, with efficient local connections, the
receivers are connected. Here, each receiver will have a public/secret key pair [3]. The certificate authority
certifies the public key and the secret key is known only to the receiver [2].From the certificate authority, the
remote sender can retrieve the public key of receiver and checks its certificate and then after completes the
validation and authentication processes. From now, the senders can send secret information to the receivers.
The group key agreement based broadcast encryption incorporates the up-to-date definitions of group key
agreement [9].The sender can encrypt the message under the session key by the mechanism of session key
encapsulation, so that the decryption process can be done by intended receivers. The proposed key
management system is specified by algorithms which process following features [5].

The Key generation algorithm is used to generate public/private key pair. Verification and authentication
procedures are followed and done by sender.

Next comes up with encryption procedures, which is run by sender who knows the public key of the
receiver. This algorithm incorporates the functionality in the initial mechanism.

(i) Finally, the decryption algorithm is run by the intended receivers to extract the secret information
send by the sender. This algorithm incorporates the traditional group key agreement method.

In modern approach, the third party is not fully trusted and only trusted partially.

This procedure is implemented by PKI (Public Key Infrastructure) in open networks.
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Fig 1: Depicts the flow of proposed system
Presumably, new key management paradigm requires a sender to know the keys of the receivers. But, this
concept in traditional way needs a communication from receivers to the sender. In the proposed model, from
a third party, the sender need to obtain the receiver’s public key by having no direct contact between the
sender and receiver parties. This provides feasibility for a remote sender and also assures secure
transmission to remote cooperative groups. Efficient encryption and short cipher-text is the major
requirement for the proposed model. Now, we discuss about the secrecy of a group key agreement based
broadcast encryption scheme, which is modeled as key encapsulation mechanism, through which the sender
can send a short secret session key possibly and also even long messages using the another algorithm
namely, symmetric encryption algorithm(AES is preferable).The proposed model is collusion-resistant
against adaptive attacks and also incorporates GKA protocols efficiently[6]. The KeyGen, Encryption and
Decryption are the common procedures for the proposed system and the functionality differs between the
traditional and modern approaches. Let us see the procedure of the algorithms, how the sender runs in a step-
wise manner.
Random selection and computation.
Public group encryption key extraction
Secret Session key computation
Header Broadcasting

With the help of the session key, the receiver can read the messages.
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4.1 Broadcast Encryption:

Organizing the users in a tree-based structure is the vital functionality provided by this scheme. In order to
organize them in a chain, the sender will be used to close the chain to form a logical ring. In this chain, if the
senders change, then the receivers has to communicate with other receivers during decryption process. The
chain is formed by ordering the users unique public keys by forming in a ring format[4]. The certificate
authority forms the list of users and corresponding public keys in the same order. With this approach, no
specific sorting efforts are required by sender side.

4.2 Proposed Scheme:

Here, in this scheme, we focus on the different aspects like member deletion, addition and group partition
and merging also. In the proposed scheme, the sender can exclude a group member by deleting the public
key of the member from chain is available at free of cost. A logical public-key ring automatically forms after
the deletion or addition of a member from the chain. If this happens, then the sender and other receivers
have to notice the changes to the encryption and also for decryption procedures. In member addition process,
the sender has to retrieve the public key of the member and insert this key in to the public key chain of the
current receiver set. The modifications must be done in encryption as well as in decryption procedures also.
By performing the same member addition operation, the sender can merge any 2 receiver sets in to single

group[10]. The same process is done for member deletion operation also.

Certificate
Authority

Heterogeneous Networks

A Sender

Fig 2: Overview of System Design

4.3 Key Update Mechanism:
The mechanism involves in 3 levels of key update strategies. The first level, session key update will update

the session key, that is used to encrypt the digital contents to the receivers and for every session it gets
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expired. For this process, the sender will first select a new value randomly and computes the session key and
broadcasts it to the receivers. During this process, there is no need of any communication between both the
parties. The second level, which is used to update the secret decryption key called as group decryption key
update. The third level is used to update the secret key namely, long-term secret key update. This is required
when the user key gets expired. Again the user requires the key, and then has to register for new public key

at certificate authority. The same procedures of encryption and decryption are applicable here also.

In group decryption, the time delay is very low and the cost of encryption to group linearly grows with the
number of receivers. The delay incurred is slower than the growth of network delay. In an ad hoc way, the
sender can transmit to the remote group that result in reducing the number of communication rounds to cope
with member changes in key management protocols designed for MANETS. The network time for member
addition and deletion operations are similar and in this approach, the remote sender can stay online with the

receivers. One more important factor is we do not require fully trusted key server.
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Fig 4: Cost of Member Addition
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In terms of computational and communication wise the new key management is efficient and enable send-
and-leave broadcasts to remote cooperative groups. The broadcast encryption scheme functionality and its
organizing help to form a logical ring when the chain gets closed. In this scheme, the sorting efforts are
reduced. The key update mechanism results in effective way by updating the secret, session keys and
broadcasting to the receivers.Here in this proposed scheme updating the long-term secret key of a member
causes more overhead than updating the session key or group decryption key, although the long-term secret
key update process is efficient. The unwanted burden can be reduced by changing the long-term secret key

for little number of times only.
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