
Framework for Smart Card Use in the Construction Industry 

Hany El-GaQ 

A Thesis 
in 

The Department 
of 

Building, Civil & Environmental Engineering 

Presented in Partial Fulfilment of the Requirements 
for the Degree of Master of Appüed Science at 

Concordia University 
Montreal, Quebec, Canada 

January, 2001 

O Hany El-Ga@, 2001 



National Library 
of Canada 

Bibliothèque nationale 
du Calnada 

Acquisitions and Acquisitions et 
Bibliographie Services services bibliographiques 

395 Wellington Street 395. nie Wellington 
Ottawa ON KI A ON4 Otfawa ON K I  A ON4 
Canada Canada 

Yow hïe Votre rtifërunce 

The author has granted a non- 
exclusive licence allowing the 
National Lhrary of Canada to 
reproduce, loan, distribute or sell 
copies of this thesis in microform, 
paper or electronic formats. 

The author retains ownership of the 
copyright in this thesis. Neither the 
thesis nor substantial extracts fiom it 
may be printed or otherwise 
reproduced without the author's 
permission. 

L'auteur a accordé une licence non 
exclusive permettant à la 
Bibliothèque nationale du Canada de 
reproduire' prêter, distribuer ou 
vendre des copies de cette thèse sous 
la forme de microfiche/llm, de 
reproduction sur papier ou sur format 
électronique. 

L'auteur conserve la propriété du 
droit d' auteur qui protège cette thèse. 
Ni Ia thèse ni des extraits substantiels 
de celle-ci ne doivent être imprimés 
ou autrement reproduits sans son 
autorisation. 



Abstract 

Framework for Smart Card Use in the Construction Industry 

Hany El-Ga@ 

The use of Smart Card Technology in the construction industry is untested. This thesis 

presents the study of framework for using smart card technology as a new means to 

reduce cost and improve produchvity for construction companies. The purpose of this 

research is to investigate the applicability of smart card in construction sector and explore 

the potential applications of smart card for timesheet, labor payment, schedule update and 

job site access control. A smart card questionnaire was conducted to obtaîn input fiom 

construction senior managers and executives regarding the prospect of employing smart 

card in the industry. In addition, this research identified the potential applications of 

smart card with the most suitable infrastructure to the construction environment and the 

capability of card tec hnology to mec hanize the current paper-based timesheet and manual 

labor payment practice. This thesis presents also a proposed irnplementation process of 

the Construction Labor Smart Card (CLSC) and its labor payment application dong with 

a cost cornparison analysis between paper-based and smart card-based timesheets. 
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Chapter 1 Introduction 

A smart card is a plastic card ernbedded with an integrated circuit chip (IC Chip) which 

allows infornation to be stored, accessed and processed either online or off-line by using 

a card reader. A smart card stores several hundred tirnes more data than a conventional 

magnetic stripe card. Using smart cards, project managers, foremen and workers 

exchange information with each other through a pocket or key-chah card reader. This 

research hvestigates the possibility of using the smart card technology in the construction 

industry as a tool to combine technologies, processes, and management techniques to 

automate business transactions in consmiction projects through paperless mechanisms. 

1.1 Research Motivation 

There is no doubt that IT industry plays an important role in modernizing current 

practices of different fields, including the construction industry. Technologies such as 

network computing, intemet and telecommunication services have a major impact on the 

way construction projects are managed and built Construction companies cornpethg for 

federal projects are being challenged to modernize their contract procurernent and 

administration processes in order to comply with the government's new requirements. 

Srnart card technology cost is currently less expensive than any other computing 

teclmology (such as private networks) of software, equipment and services to company's 

private operations. The pnce of a private network has increased from $2.7 billion in 

1995 to $20.1 billion in year 2000 according to Killen & Associates report (Brown 1997 

& Kaplan 1996). Using the smart card reduces - but does not eliminate - the need for 



hvesting in an online network inti-astructure, which may not be available to remote 

construction sites, small projects or environments with limited telecomunicaîion service 

resources. If the average cost of a smart card is about $20 and the hand-held smart card 

readers is about $50, the total budget to deploy smart card in a construction project would 

be $70 times the total number of project personnel carryhg cards. Additional costs such 

as systems integration, consultation, maintenance and online terminais have to be 

considered when preparing smart card business case. 

There has been a tremendous improvement in the card technology and its 

capabilities since the smart card was introduced in late 1970s as s h o w  in Figure 1-1. 

Memory 
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Figure I - 1 : Srnart Card Technical Evolution 

(Source: Bright 1988) 



New technologies such as 32-bit chip processors, 32 Kbytes-memory become available in 

today's applications. Projected growth of smart card EEPROM chip is illustrated in 

Figure 1-2. 

Figure 1-2: Projected Growth of Smart Card EEPROM Chip 

(Source: Multos 2000) 

New generation of smart cards still in the R&D stage - called super cards technology - 

use buttons and small displays mounted on the card (similar to today's calculators) and 

comected to the card integrated circuit. Super card Technology is not part of the scope 

of this research. 

Prograrnmability of the smart card using 32-bit processors and EEPROM 

memory has made the technology much fiendlier. According to Roy Bright's mode1 

shown in Figure 1-3, reliability of the smart card in performing hancial  transactions and 

data security are major pulling factors towards using the card in industries such as 

financial, transportation, and healthcare, while other factors are increasing the demand for 

smart cards. 
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Figure 1 -3 : Smart Card Supply-Push and Demand-Pull Factors 

(Source: Bright 1988) 

The Personal Computer / Smart Card (PC/SC) Work Group, International Organization 

for S tandardization (ISO), Open Card Forum, Smart Card Industry Association (SCIA), 

International Card Manufacturers Association (SCMA), Java Card Forum (JCF), 

Microsoft Smart Card and other members of card industry groups have made a major 

commitment towards the smart card technology. Microsoft has included smart card 

features in their products, including Windows and Windows NT. Sun Microsystems 

released a Java card operating system, which supports multi-application smart cards. A 

new generation of personai computers and laptops are expected to be available in the 

market with a built-in smart card reader interface. 



Although the market trend for each card application is established based on market 

surveys as s h o w  in Table 2-1 (Web 19), no construction application forecast has been 

identified during the process of this research. 
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Table 1-1 : Global Number of Smart Cards by Application 

162 

184 

(Source: Orga 1999) 

Some local and federal govemments currently employ the smart card in their operations 

and s e ~ c e s -  In Germany, a healthcare smart card is used nationwide. In France, 

telephone cards are widely used by the state-owned telecommunication Company. Ln 

some parts of Argentins, the driver's iicense smart card has replaced the traditional 

driver's license. The US. General Services Administration (GSA) has set up a 5-year 

plan to move to a paperless environment by year 2003 (Web 10). According to Card 

Technology report published by Faulkner & Gray in October 1999 (Web 14), The pay 
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TV and personal identification and phone smart card applications had the largest market 

share in the US.  in 1998 as shown in Table 1-2. 
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The U.S. electronic commerce and pay TV applications are expected to reach 58% of the 

U.S. smart card market size in 2003 according to Orga's forecast. Many companies have 

published a 5-year market forecast. Smart card market size is expected to reach 3.4 

billion cards by year 2003 as shown in Figure 1-4 (Web 15). 
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Figure 1-4: Global Smart Card Market Forecast 

(Source: Frost & Sullivan 1998) 

The smart card growth rate will be higher in the next 5 years, according to Frost and 

Sullivan forecast. Figure 1-5 illustrates forecast for both smart card and rnemory card- 

Figure 1-5: Global Smart Card and Memory Card Forecast 

(Source: Dataquest 1998) 



Although the smart card trends are not consistent and varying significantly, forecast 

reports agree that smart card applications are expected to be widely accepted throughout 

the worTd. In this research, the use of  smart card in construction is studied in an effort to 

reduce paper work in the field, elunuiate redundancy in project reports, enhance data 

exchange between site and office, mechanize data collection process in the field and 

avoid re-entering data. 

1.2 Research Objectives 

The main objectives of this research are: 

1) Investigate the applicability of smart card technology in construction projects by 

examining the technoIogy capabilities that support construction operations. 

2) Explore the potential smart card applications, which benefit the construction indusm 

and improve its current practices- 

A research objective mode1 is constructed to indicate the inputs to examining the research 

objectives and outcome of achieving these objectives as shown in Figure 1-6. 
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Figure 1-6: Research Objective Mode1 
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1.3 Research Plan 

The research plan consists of the following five consecutive steps: 

Literature Review: carry out a review of the different srnart card applications in the 

various indus~les in order to evaluate their main benefits to the intended users and 

analyze their applicability to construction industry. 

Technology Ovewiew: investigate smart card capabilities, the prospect of card 

technology, adaptability of such new technology and its feasibility to use in 

construction projects. 

Potential Applications: explore the potential smart card applications and benefits in 

construction. Focus on the labor payment application to hprove productivity and 

reduce cost of time keeping and payroll processing. 

Smart Card Questionnaire: conduct a survey to gauge the interest of using smart 

card technology and the perceived feasibility and adaptability of smart card in the 

construction industry. 

Proposed Application: propose a Construction Labor Smart Card (CLSC) solution 

with a labor payment application. Construct an application mode1 and outline a 

process flow for the proposed application. A method of hplementation and 

deployment for the CLSC solution is adopted fiom the industry standard Multos 

platform. 

Cost Study: perform a cost cornparison between paper-based and smart card-based 

timesheets to study the economics of the intended CLSC labor payment solution. 



1.4 Thesis Organization 

The thesis consists of five chapters. Chapter 1 (Kntroduction) covers the research 

motivation and objectives and discusses the research methodology carried out to 

construct a ftamework for smart card use in the construction industry. Chapter 2 

(Literahire Review) provides a technology overview including smart card classifications, 

card operating systerns and application programming and card life cycle. The chapter 

also summarizes the major smart card applications, which are currently used in different 

industries such as financial, transportation, telecornmunications and construction sectors. 

Chapter 3 (Framework) discusses the feasibility and adaptability of smart card 

technology, areas of applications in the construction industry and the potential benefits of 

these applications. A srnart card questionnaire and its results are also covered in this 

chapter. Chapter 4 (Labor Payrnent) addresses the time keeping and labor payment 

curent practices and the proposed smart card labor payment mode1 and its process flow. 

The Construction Labor Smart Card (CLSC) and its labor payment application 

development and implementation are also explained in this chapter including a cost 

comparison between the paper-based and the proposed srnart card timesheets. Chapter 5 

summarizes the benefits of using the smart card in construction projects and the value of 

the proposed CLSC hased on the f x t s  discussed in this research. The chapter also 

encompasses the research contribution and the proposed recommendations for a future 

research. 



Chapter 2 Literature Review 

Only one attempt to adopt smart card in the construction industry has been reported in the 

literature, therefore this chapter summarîes the major applications which are rnainly used 

in different industries such as financial, transportation and telecornmunications. These 

applications are used in Open Environment such as mass transit and road toll systems or 

CLosed Environment applications such as campus, military and govemment facilities. 

The smart card technology overview and applications benefits are also discussed. 

2.1 Smart Card Technology Ovewiew 

The key elements of the smart card technology are classified into 11 categories: 

1) Reader Interface 

2) Intefiace Combination 

3) Application Functiondity 

4) Card Dimension 

5) Non-Volatile Memory Type 

6 )  Processor Architecture 

7) Chip Functiondity 

8) Operating Systems (OS) 

9) Security 

1 O) Processor Clock 

1 1 ) Memory Size 

Figure 2-1 depicts different types of smart cards under each category. 



1 Sm art Card Classifi cation 11 

1 1 singie interface 1 
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SIM Card F===! 
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Figure 2- 1 : Srnart Card Classification 

This section provides a sumrnary review for smart card's microprocessors, operating 

systems, standards, card interface, security and life cycle. 

2.1.1 Microprocessor 

The smart card microprocessor is similar to a cornputer IC chip produced by 

semiconductor manufacturers that consists of Central Processing Unit (CPU), Read Only 

Memory (ROM), Random Access Memory 0, Non-Volatile Memory as 

shown in Figure 2-2 (Web 20). 



Cpt'- CIc.nrr;d Proçcssing 1-nit ROM - Rcad Oaly Slciiioq 
R.\.\I - Rcad .\cccss \lcniory S\'SI - Son-\'datilt Veniory 

Figure 2-2: Srnart Card IC Chip Layout 

(Source: Philip Andreae & Associates) 

The IC Chip is wired to an electronic module, which protects the surface of the chip and 

works as a conductive interface between the IC chip and the card reader. There are two 

types of IC Chip cards: 

1) Memory Cards use mernory chip with no computing capability to process 

information. Memory cards do not have a secwity feature; therefore they are 

intended for basic applications such as debiting telephone units. 

2) Microprocessor Cards have large mernory capacity and a microprocessor, enabling 

them not only to store information but also to carry out complex algorithmic 

calculations. 



2.1.2 Operating System 

There are about 20 smart card operating systems (OS) currently available Bielski 1998). 

There are three key smart card operating systems: 

1) Microsoft Smart Card is compatible with Windows and Windows NT operating 

systems. Windows-based smart-card solutions are inter-operable with products £rom 

vendors including Hewlett-Packard, IBM, Schlumberger, and Siemens (Web 1 7). 

Microsoft expects cards using its OS to be used for secure network authentication and 

secure corporate transactions, such as online banking and debit and credit, electronic 

cash, and customer loyaity programs (MemlI 1998). 

2)  Open Standard Java Card uses Application Progammhg Interface (AH) which 

enables the smal: card application program to access other services such as the 

operating system, &vers, databases, or rniddle ware layers. Java card offers a 

development tool for flexible, multi-platform applications-"Write Once, Run 

Anywheren-for devices ranging fiom Network Cornputers, Web TV, srnart phones 

and other consumer appliances. Different smart card platforni architectures are 

shown in Figure 2-4 (Web 09). The industry leader Schlumberger, for example, has 

introduced EasyFIex and FastOS based on Java API (Choi and Whinston 1999).As 

shown in Figure 2-3, API is the interface driver between the smart card and the card 

reader (Web 0 1). 



Figure 2-3 : Smart Card Application Program Interface 

(Source: Choi and Whinston 1999) 

3) Multos, is a multi-application operating system developed by MAOSCO (a 

consortium of srnart card companies and chip rnanufacturers). Multos is created to 

support applications, which are developed independently and run on different 

platfomi (Web 08). 

A conventional Smart Card A JavaCard 
- - . - . -. 

Figure 2-4: Conventional vs. Java Card Operating Systems 

(Source: Bull Inc.) 



2.13 Standards 

Smart card standards are classified into two main categories: 1) Application Standards, 

and 2) IC Card Standards (see Figure 2-5). 

Dimension a 
Cornmands Data Bernents 

Figure 2-5: Smart Card Standards 

The Application- Standards govem the interaction between the card and the terminal- 

For example, the Global System for Messaging (GSM) Standard allows a card ninning 

on any operating system to operate with any digital mobile phone (Collier 1999). 

Another example for the applications standards is the Payment Standard, which is 

essential for interoperability- for making sure that a card with a payment application will 

work in any terminal in the world. 



There are two key payment standards (Marlin 1999): 

1) EuroPay, MasterCard and Visa (EMV) common standard for selecting a smart card 

application and for delking how the debit or credit payment function will work. 

2) Cornmon Electronic Purse Standard (CEPS) developed by Visa and a number of key 

domestic stored value programs to define a standard for a) card interaction with a 

terminal; b) the terminal processing transactions to an acquinng bank; and C )  

transactions clearance and setuement on a global. 

The U.S. General Services Administration (GSA) has published online developmental 

standards for srnart card services related to Medicare/Medicaid Payments Guidelines 

and similar Electronic Benefits Tramfer (EBT) programs (Web 10). The basic IC Card 

Standards are specified in details in the International Organization for Standardization 

(ISO) under ISO 7816 series, which are derived nom the c man ci al ID card standards and 

detail the physical, electncal, mechanical and application programming interface to a 

contact chip card (Web 11). Cunently there are 6 basic sections to ISO 7816 defining the 

IC card standards as follow (Web 18): 

1 ) Physical characteristics of the card 

2) Dimensions and location of contacts on the card 

3) Electronic signals and transmission protocols required 

4) Cornmands to read, write and update data 

5) Application identifiers 

6 )  Data encoding rules for application purposes 

The external dimensions of a smart card resemble a credit card and are determhed by the 

International Organization for Standardization (ISO) as shown in Figure 2-6 (Web 16). 
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Figure 2-6: Smart Card Standard Dimensions 

(Source: Gemplus Company) 

ISO 7816 standard dso defines the position of the electrical contacts and their fiinction, 

and how the integrated circuit comrnunicates with the outside world as shown in Figure 

2-7 (Web 06). 

Figure 2-7: Electrical Contact Location on the Smart Card 

(Source: Cardlogix Company) 



Key-Chain Cards are used when there is no need for other mounted components such as 

signature panel, magnetic stripe or ernbossed name or number. The dimensions, set by 

ISO 78 1 6, for the key-chah size cards are shown in Figure 2-8 (Web 06). 

Figure 2-8: Key Chain Smart Card 

(Source: Cardlogix Company) 

The standard extenial dimension for the Global System for Messaging (GSM) Smart 

Card (cellular phone smart cards) is different fkom the one used for p a p e n t  applications 

as shown in Figure 2-9 (Web 06). 

Figure 2-9: Electrical Contact Location on the GSM Smart Card 

(Source: Cardlogix Company) 



2.1.4 Card Interface 

Data stored on the smart cards is read by conventional card readers or by wireless 

terminais, New devices similar to a floppy disk driver allow srnart cards to be read into 

PC. Cornputer manufacturers have begun adding smart card readers to some PC models. 

Based on the srnart card interface with the card reader, there are 4 types of cards: 

1) Contact Card: requires physical contact between card reader and the smart card chip 

module in order to power the processor and exchange data with the card. The 

interface module is a gold connecter plate of six or eight contacts on the face of the 

card. Functions that are assigned to each contact Vary depending on the card 

configuration and application but al1 cards require connections for power, reset, dock 

and data input and output, 

2) Contactless Card communicates with the IC Chip through antemas mounted on the 

card and wired to the module. A matched read/write device provides power and 

co~nmunications to the IC through a Radio Frequency (RF) interface. Contactless 

cards have a few advantages over contact cards, narnely, faster transactions, ease of 

use, and less Wear and tear on the cards and readlwrite devices, leading to Longer 

lifetimes. ISO standards specie the type of data, which is handled in contact and 

contactless applications. 

3) Hybrid Card starts with a contactless card, then adds a second contact chip. The 

contactless chip is generally used in applications requiring fast transaction tirne, such 

as mass transit systems. The contact chip is generally used in applications requiring 

higher security, such as banking. The hybrid card also provides an interim solution to 

legacy contact card systems during a transfer to contactless technologies. 



4) Combi Card has only a single integrated circuit as shown in Figure 2-10. The chip is 

used for both contact and contactless functions. As in the hybrid card, the contactless 

interface is typically used in applications requiring fast transaction tirne, and the 

contact interface is typicaUy used for higher security applications. 

Figure 2- 10: Dual Interface Combi Card 

(Source: Gemplus) 

2.1.5 Card Security 

The basic value of smart cards lies in their capability to store personal information with a 

high degree of security, particularly authentication and data encryption. The portability 

of the stored private keys, account numbers, passwords, and other forms of personal data 

provides a much better protective environment for the card itself than the personal 

cornputer's hard disk. In addition, smart cards isolate securïty-critical computations 

involvuig authentication, digital signatures, and key exchange f?om other parts of the 

system. Five major card security methods are briefly discussed in this section. 



Public Key Encryption messages are encrypted with private key and decrypted with 

a public key and vice versa. A user's public key is distributed to other users. Srnart 

card with stored private key restricts its use to the card owner. 

Digital Signature is a digitally encoded message verifies the authenticity of both the 

encoded message and the originator. A digital signature supports non-repudiation, 

that is, a recipient of a message uses the digital signature to convince the third party 

as to the identity of the originator (Krishna 1998). 

Digital Certifïcate is a digitally signed statement by a Certificate Authority (CA) that 

provides independent confirmation of an attribute claimed by a person offering a 

digital signature. A certificate is a computer-based record used to veriq received 

documents with digital signature transmitted across the web (Krishna 1998). By 

using digital certificates, smart cards enhances authentication between parties, control 

access to intranets and extranets from outside the firewall, and protect the privacy of 

data, files, and ernail messages. 

Personal Identification Number (PIN-) is another srnart card security method which 

uses a 4 to 12 character alphanumeric code to authenticate a person's identity. 

Secure Electronic Transaction (SET) is a protocol for processing card payments on 

the internet securely and is designed to replicate the one-to-one consumer-merchant 

relationship of the physical worid. SET protocol uses Digital Certificates (DC) to 

prove the identity of a cardholder. DC is stored into a smart card chip instead of 

consumer's PC, which is not a secure device and is actually hooked up to the internet. 

Building encryption, firewall, CO-processors, digital signatures and certification authority 

into the smart card chips reduce data and transaction security vulnerabilities. 



2.1.6 Smart Card Life Cycle 

The srnart card life cycle consists of 5 phases as shown in Figure 2-1 1 ( R d  and E f i g  
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Figure 2- 1 1 : Srnart Card Life Cycle 

(Source: Rankl and Effing f 997) 

Phase 1 "Software Engineering'': the choice of architecture solution is based on the 

business requirements of application(s) to be used on the card. Control and Data 

structure and permanent configuration speciGing the file directory structure are 

determined in this phase. 

Phase 2 "Microprocessor Manufacturing": the chip design, production and testing are 

the responsibility of the chip manufacturers. M e r  this stage, there is no access to 

card memory addresses except under the control of the card operating system. 

Tamper-resistant circuitry is activated upon completion of chip testing. 



Phase 3 "Chip-Module Manufacturing": the chip is glued and wired to a module, 

which is considered a conductive medium and a protective cover for the chip. 

The chip is encapsulated within the module to securely mount the module on the 

card as shown in Figure 2-12 (Web 20). 
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Figure 2- 12: Smart Card Manufacturing Process 

(Source: Philip Andreae & Associates) 

Phase 4 "Plas tic Card Manufactu ring": independently of chip manufacture, the plastic 

card is manufactured using high quality plastic materials such as PVC or ABS. 

During the card manufacturing stage, the chip module is embedded into the 

plastic. 

Phase 5 T a r d  Issuance": the card issuer prints the logo, determines access privileges, 

embosses the user's narne, account number and sets the protection password 

according to the customer's file as illustrated in Figure 2- 13 (Web 04). 



Figure 2-1 3 : Smart Card Issuance Process 

(Source: Bull Inc. 1999) 

After the card is initialized, personalized and its application is downloaded, the 

card issuer mails the card and its password separately to the end user for 

activation. 

Phase 6 T a r d  Use": smart cards are capable of carrying multiple applications, which 

may, in principle, be modified during this phase. Modifjcing the card applications 

is not recomrnended if internai applications are tied to the exterior appearance of 

the card. 

Phase 7 "Card Invalidation": the invdidation process of Iost, stolen, terminated or 

expired smart cards is used to prevent unauthorized use of any application on the 

card. Invalid smart cards are encoded with a tracking number, which read by the 

card terminal each tirne a transaction is made. Once the card is invalidated, its 

serial number remains unused in order to avoid any problerns in organizationd 

policy that might &se fiom having two users associated over time with the same 

card number. 



2.2 Smart Card Applications and Benefits in Different Industries 

The processing power of smart cards gives them the versatility needed to make payments, 

configure ce11 phones and connect to cornputers via telephone, satellite or the Internet. 

Smart card applications run off line or fonvard data to central cornputers such as payment 

servers in banks, traffrc control centers, mobile phone centers, credit card companies, 

transit authorities, govermnents or any other service providers. A list of smart card 

applications in different industries is shown in Figure 2- 14. There are 16 different areas 

of srnart card applications that are discussed in this section. 

1 Prescription 1 
Construction 

Figure 2-14: Srnart Card Applications in Different Industries 



2.2.1 Access Control Applications 

Smart cards are utilized to restrict individuals fiom accessing certain areas in a building 

or proprietary cornputer network applications. A printed photo ID smart card with 

matching electronically saved picture and/or a fingerprint are used as an access control 

card. An off-line contactless card reader authonzes access to a secure area based on the 

security clearance information stored on the card. The computing capability of the smart 

card eliminates the need for online-access to centralized or distributed security privilege 

databases. New access control applications use ID smart cards mounted on Radio 

Frequency (RF) transmitters, as shown in Figure 2-15, which is detected by wireless card 

readers within a range of a few feet (Web 2 1). 

Figure 2-1 5: ID Smart Card Mounted on Signal Transrnitter 

(Source: Magna Carta) 



2.2.2 Digital Certificate & Sig nature Applications 

A digitai signature consists of a smali binary object, typically 16 to 20 bytes long, 

appended to the end of an electronic document. It enables any recipient to determine who 

actually signed the document and whether it has been altered since it was signed. 

Baltimore Technologies, a smart card Company, provided the first smart card-based 

digital signature system for a government document signing ceremony betvveen the 

United States and Ireland (Guyette 1 99 8). In the United Kingdom, self-employed 

citizens use digital signatures to sign tax r e m s  (Tipton 1999). 

Digital signature is used for log-in and authentication. During the log-in session, 

the user types in an identity and password associated with the user's smart card, dong 

with the identity of the system with which the user wishes to communicate. The smart 

card uses a signature scheme to check whether or not the log-in is accepted. 

2.2.3 Security Applications 

Smart cards provide portability for securely exchanging private information between 

systems in different applications. Smart cards are used to store passwords and employ a 

different password for every application. New layers of security have appeared, such as 

smart-card readers that plug into PCs. These readers offer a private-key encryption 

system that is launched only with a personal identification number (Mayer 1998). Smart 

cards are used to control mobile PC access, protect hard drives through encryption, 

generate digital signatures and secure access to e-mail and web sites. 



Mondex (a subsidiary srnart card Company for Master Card) relies on statisticai 

techniques to prevent h u d ,  claiming that monitoring all e-cash transactions is costly and 

unnecessary (Marlin 1998). According to Automatic ID News 1999, Gemplus 

GemSAFE smart card security tools with Veridicom fingerprint capture sensors are used 

to store fmgerprint templates on Gemplus smart cards and compared to live scans 

captured by Veridicom fingerprint readers attached to the network PCs. 

2.2.4 Personal Identification Applications 

Identification methods such as keys, tokens, photo ID cards, name, password, or  personai 

identification number (PIN) and h g e r p ~ t s  are commonly used in different applications. 

Combinations of using the conventional photo ID with an IC card develops a broader 

usage in smart card applications such as security, access control, healthcare and driver's 

Iicense. The rnernory available on the chip allows smart cards to include biometrics 

attributes that identiQ users by their unique physicd characteristics such as fingerprint 

and DNA. 

Taiwan's govemment plans to Mplement a nationwide smart card system. By 

year 2001, paper ID cards will no longer be in circulation, and about 21.4 million IC 

cards will have been issued (East Asian Executive Reports 1997). Bank Negara 

(Malaysian national bank) has indicated that its national govemment wants a single smart 

card to serve as a national ID card (Rolfe 1997). 



2.2.5 Driver's License Applications 

Driver's name, address, license number, blood type and fingerprint data are permanently 

stored on IC card. Police and authorized entities have permission to read, a d d  or modi@ 

driver's records such as t d i c  violations and fine. Fines are processed auto-matically by 

a centralized database. in 1995, smart driver's licenses were issued kn Mendoza, 

Argentins (Web 07). Mendoza authorities are now able to keep closer track of driving 

habits and repeat offenders, and also to control on-the-spot h e s  and offenses-. 

2.2.6 Primary and Secondary Educational Facilities Applications 

The primary application of smart cards in schools has been as a substitute cash. The 

benefit of using the smart card in school is to speed movement through schaol cafeteria 

lines and to elirninate the hassle some parents face every rnoming of having to scramble 

to find cash to pay for their children's lunches. 

2.2.7 University Campus App lications 

Campus smart cards are used to access secure areas such as donnitories, cornputer 

networks, and parking garages and to pay for photocopies or items in the student 

bookstore and vending machines. Campus cards are also used as a library eard, calling 

card and mass transit card. Different university campus applications are s h o w  in Figure 

2-16. 



Fi,gure 2- 16: University Campus Applications 

The total nurnber of university-based srnart cards issued in the U.S. and Canada reached 

565 millions in 1998 as illustrated in Figure 2-1 7. 

( ~ o t a t  vot une i n  1998 = 565 ,000  un i ts )  
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Figure 2-1 7: North America University-Based Smart Card Programs in 1998 

(Source: Debit Card News, March 1998) 



According to Credit Card Management (1998), the president of Smart Card Fonun 

reported that university cards are growing at the rate of 100% per year and the nwnber of 

campuses using the cards grew fiom 20 to 40 in 1998 and will go to 160 in year 2000. 

Approximately 20 universities nationwide (including Florida State, University of 

Michigan, Guilford College and the University of Pemsylvania) have adopted smart 

cards to provide identification and library access, make vending machhie purchases and 

use laundry machines (Kessler 1998). The Cyberrnark card, used by more than 40,000 

students and staff at Florida State University (FSU), is designed for up to four 

applications, only one of which is in use right now. In addition to the general stored- 

value "purse" used at vending machines and the like, FSU is considering adding another 

"purse" that could be used only to buy books. The book purse could contain up to $2,000 

in value, versus the existing chip limit of $100 (O'Sullivan 1999-A). The University of 

Michigan in Ann Arbor is already beginning to issue smart cards that contain information 

on students' identification, dorm meal plan, Intemet access account, bus p a s ,  and dorm- 

access codes, as well as cash for the bus or the laundry (Miller 1999). Battelle recently 

developed a smart card that students at Ohio Dominican College in Columbus are using 

to pay their tuition, do theiï banking, access their dorrn, download information over the 

cornputer, and buy lunch (Olesen 1998). 

2.2.8 U.S. Government Applications 

The US. General Services Administration (GSA), which provides federal agencies with 

more than $12 billion of goods and services a year, plans to use the technology for its 

payments cards and for multifùnction cards that combine identification and building 



access with payrnent services (Williams t 997). Examples of smart card use in the U.S. 

govenunent are: 

1) SmartPay Program: the US.  govenunent is motivated to use the smart card as part 

of an overall effort to support the federal paperless mandate. A cornpetition in federal 

card contracts began in 1999 to go al1 electronic in paying suppliers and recipients of 

government benefits. More than bvo million commercial are issued to government 

agencies under the GSA SmaaPay five-year contract program cards (Credit Card 

Management, January 7999). SmartPay is a contactless card with building access 

biometrics ID and digital certificate applications. The first phase of SrnartPay started 

in early 1997 when about 2,200 GSA employees were issued smart cards for building 

access and about 500 employees were issued Electronic Purse (EP) during the pilot 

prograrn to be used for in-house transactions such as photocopying and checking out 

library books (McKendrick 1999). Agencies also are benefiting now from electronic 

payments, which enables them to receive daily invoices, instead of once every 30 

days (Credit Card Management, Sanuary 1999). 

2)  Electronic Benefits Transfer (EBT) Program: has been supported by the U.S. 

federal government, in an attempt to improve the processing of the govemment 

benefit programs, such as social security, aid to dependent chilchen, food stamps, 

welfare, Medicaid and Medicare. Year 2002 is the deadline for the large majority of 

government programs to go electronic (Credit Card Management 1998). EBT system 

expected to be handled by individual States or groups of States that anticipated to 

issuing cards protected by PIN numbers. Recipients are planned to access their funds 

at temllnals or fiom their bank accounts. The Food Stamp Prograrn is the nation's 



largest domestic food-assistance program, serving about 1 in 11 Americans each 

month in 1997. About 40% of d l  food stamp benefits are now delivered tfirough 

EBT, dready operating in 30 States (Oliveira and Levedahl 1998). The smart card is 

used to store the recipient's account on the chip and interact with the merchant 

terminal to authorize the grocenes purchased. New monthly-authorized benefits are 

added using the Point Of Sales @OS) tenninal located in retail outlets. POS 

tenninds accumulate the daily transactions and send them in a batch message to a 

central database where the merchant account is credited. EBT srnart cards are 

operating in parts of Ohio and Wyoming (Oliveira and Levedahl 1998). Use of 

electronic food stamps stored on sinart cards benefits the recipients by reducing 

penodic visits to the local issuance office, eliminating the risk of coupons being 

stolen fiom the mail and reduces illegal "trafficking" in food stamps. In addition the 

retailer's cost of handling coupons (counting, starnping, and bundling for deposit) is 

elimùiated. 

2.2.9 U.S. Military Applicatio n s 

The Department Of Defense @OD) program provides about 800,000 personnel with a 

multi-application smart card loaded with digital certificates (Messmer L999). The card 

allows the holder to sign and encrypt documents or purchase orders, and is the means to 

access networks managed by the Army, Navy, Air Force and Marines. The card reduces 

paperwork because networked applications uploads the soldier's ID with the military 

records and download new information related to training or credentials. The card 

includes an access control application. Exarnples of the U.S. military include: 



1) The Multi-technology Automated Reader Card (MARC) program involves al1 

three branches of the mil i tq ,  and more than 100 card applications, including 

security, travel, legal functions, recruitment and stored value (Hodgson 1997). 

Michael W. Nol1 who is the MARC project military coordinator, says the arnount of 

time needed for readiness processing (checking records to make service people 

deployable) improved fiom one hour to 15 minutes per person; the time needed to put 

people on aircraft [improved], fiom three hours to 40 minutes. 

2) Recmits Program: the U.S. fumy Treasury Department offers recruïts smart cards 

with stored-value and biometrics ID applications. Recruits entering basic training 

receive cards carrying their fmgerprints plus $200 to $260 in pay advances to cover 

their initial expenses. The recruit smart card aims to cut expenses fiom cash 

payments given to recruits to buy goods at the base's post exchanges. Gemplus, the 

French card supplier, has committed to supply 20,000 cards to the US. Amy 

(Orenstein 1998). In March 1998, a $4 million stored-value card program was 

established with a biometrics security application for issuing salary advances at Ft. 

Sill, Oklahoma, the nation's main military training center for artillery (Bielski 1998). 

3) Deployment in Bosnia: the U.S. military deplopent in Bosnia used smart cards, 

long-range Radio Frequency identification (RF/ID) and bar code systems in one 

program called Operation Joint Endeavor. The program intended tu Save distribution 

time and supply costs (Seideman 1997). Depioyed items are bar coded and scanned 

into a centralized database as they are loaded înto containers. The information is 

loaded ont0 a smart card pIaced on the outside of each container, which are shipped in 

air pallets equipped with W/ID tags. 



2.2.10 Healthcare Applications 

A health care study by Deioitte & Touche suggests that within five years smart cards will 

hold a patient's history, home diagnostic tests and medical records which are downloaded 

on the Internet to allow autornated pharmacies to deliver prescription drugs (Theoharides 

1997). The objective of using the srnart card in the healthcare industry is to simpliw data 

transfer within the health information process, simpl* the administrative process and 

reduce the overhead linked to paper forms. The healthcare smart card serves as a 

portable database carried in the patient's pocket that assures the medical data is available 

when it is needed. Patient's information is accessed on the healthcare card without a 

need for online cornputers or / and a centralized database. The smart card holds al1 data, 

which is usefùl for medical care, health consultation and management of health care. 

Data includes, but is not limited to, health check data, medical images with scripts and 

history of medical services. 

The Versichertemkarte, the German Health Insurance Card, was implemented 

by law in 1989 as an administrative card (Schaefer and Sembritzki 1996). Al1 German 

citizens have a smart card through the national healthcare system (OYSullivan 1999-A). 

In France, healthcare smart cards are expected to be nationwide by year 2001 (Men 

1999). In Oklahoma, MediCard patient cards are designed to hold identification data as 

well as details of allergies, diagnoses, medications, insurance, prirnary physician, and 

emergency data (Williams 1997). The Health Maintenance Organizations (HMO) 

managed care TRICARE smart cards are expected to be offered in the Colorado Springs 

region to al1 Civilian Health and Medical Program Uniformed Service (CHAMPUS) 



beneficiaries. Three major locd HMOs expected to be eligible to enroll at least 54,000 

members (Chatfield 1996). 

Diabetes Card @IABCARD) (a project sponsored by the European Union) 

provides the specification for a Chip Card Based Medical Information System (CCMIS) 

for the treatment of patients with chronic diseases. While DIABCARD concentrates on 

diabetes at the moment, the concept of the diabetes chip card is extendible to other 

cfironic diseases. There is a potential important impact on the quality of health care and 

also contribute to cost reduction of European health care budgets (Engelbrecht et al 

1994). Patients, healthcare providers, and health professionals are expected to benefit 

fiom the healthcare application. Patients are granted access at al1 times to their medical 

history, transfusion and vaccination tracking. Healthcare providers are able to track 

medical coverage and reimbursements. Health professionals are authorized to Save 

important medical records on the patient's card. 

Rite Aid, the United States' largest drugstore chah rolled out 25,000 Verifone 

srnart card terminais (in 1998) and, around midyear, planned to have put 250,000 

Gemplus chip cards in the hands of customers under its "RITE CASH" stored-value and 

gifi card program, reaching 3,900 stores (Orenstein 1998). Rite Aid has irnplemented 

VeriFone's SC 250 moddar smart card adapters to extend this new payment method to its 

customers. Attaching to the current Verifone Everest payment terrninals installed at all 

Rite Aid Locations, the SC 250 seamlessly extends smart-card read-and-write capabilities 

to the POS. The dmg store chah now has an integrated system for its Rite Cash gift-card 

program (Chain Store Age 1998). Pharmacists is able to establish stronger relationships 

with patients by being the key person to load and update prescriptions, over-the-counter 



remedies and other related product information for them. Adding these related products 

to a customer's medical record helps the pharmacist to be more ùiforrned as to what 

medications are being prescribed and iden- potential interactions. The pharmacist has 

also the opportunity to provide tips and suggestions about preventative health measures. 

Statistics show that the system [smart card] is significantly more reliable and cost 

effective than the classical client server systems which require complex and costly oniine 

connections to complete transactions and keep records current (McGauley 1996). 

2.2.11 Utility Meter Applicatio us 

Intelligent electricity meters with chip card billing replaces cash via prepaid chip card. 

Collection of cash is no longer required, servicing is reduced, and safety enhanced, as 

there is no target for thieves. An integrated chip card reader is used to display card credit 

balance and download operating data into service temiinal. Different tanf fs  is easily 

integrated in one device (Web 12). 

2.2.12 Mobile Phone Applicatio ns 

Smart cards are used as a Subscriber Identification Module (SIM) with a stored value 

in the Global System for Messaging (GSM) communications market. The GSM 

subscriber pays for air time in advance that is represented as stored value on the SIM 

card, which is plugged into the cellular phone while subscnber placing a telephone cal1 as 

shown in Figure 2-1 8. 



Figure 2-1 8: Mobile Phone with Srnart Card 

(Source: Master Card 2000) 

The most substantial market opportunity for GSM pay phones is in rural areas. The 

installation and maintenance costs associated with GSM pay phones is less than half of 

those associated with a wired pay phone. Over the next three years, the number of GSM 

pay phones installed worldwide is expected to reach approximately 30,000 to 40,000 

units, representing a market value of some $60 million (Veronik 1998). According to 

Gemplus report, the number of GSM, PCN and PCS subscnbers is estimated to reach 180 

million by year 2000 as shown in Figure 2-19 (Web 16). 



Figure 2-19: The Uptake of GSM in the World 

(Source: France Telecom / EMC / EMCI) 

The t r a c  generated by a GSM pay phone is generaily much higher than on private 

cellular phones. Expenence in Europe and the United States indicated that GSM pay 

phone traffic is expected to reach $3000 per month (Veronik 1998). 

2.2.13 Mass Transit Applicatio ns 

The public transit industry has shown a strong interest in the value that smart cards bring 

to the fare collection process as a way to eliminate bus and subway tokens and to charge 

different fares for different routes. Contactless smart cards are designed to replace 

subway, bus and train tickets and improve boarding time and maintain the passenger flow 



without diminishing fare security. According to IBI Group, a Toronto-based consulting 

fkm, 12% of total transit authonties revenue is spent on handling cash and tokens, in 

addition to the p ~ t i n g  expenses associated with paper passes and tramfers. King 

County Metro (Seattle based transit) figures it costs $4.2 million to $5.1 million to install 

card readers system wide, according to an agency report, Contactless cards have a price 

tag of $5 per card (Lucas 1996). The largest mass transit application is Hong Kong's 

Creative Star system which includes over 4 million cards and handles four million 

transactions every day (Middleton 1998). According to EuroSmart survey, Hong Kong 

and Korea had the largest public mas  transit smart card applications in 1997 as shown in 

Figure 2-20 (Web 13). 

USA UK Finiand Francl Hong Koiy 
Metmard FQtkStOne Tampem Tmncard/RATP CRatlvt Star 

* Hong Kong Creative Star issued over four milIion car& in 1997 

Figure 2-20: Global Mass Transit Smart Card Market Size in 1997 

(Source: EuroSmart 1 999) 

Smart card vendor Schlumberger now offers Swatch Access in Finland, a contactless 

smart card in a watch that customers use to pay their bus fares. (OYSullivan 1999-B). The 



Mondex &chise owners in Canada are eyeing the development of a govemment fünded 

travel card pilot taking place in two small Canadian suburbs and serving 75,000 

cornmuters (according to Allan McGale, vice president of stored value cards at the Royal 

Bank of Canada). The pilot is implementing unique smart cards, based on contactless 

technology, that allow for virtually instant ticket payments or transit access with speeds 

in the range of one or two hundred dIiseconds (Web 22). 

2.2.14 Airlines Applications 

The application is designed to allow the cardholder access to a travel agency's web site, 

pay for an airline ticket, get a boarding pass and receipt, check bags at the ticket comter, 

confirm a frequent flier number, make simple flight changes or change or make a seat 

assignment. Lufthansa has issued 130,000 fkequent fliers its Chip Card, which is used as 

a boarding pass, for fkequent traveler lounge access and as a loyalty program card on al1 

German domestic flights and flights from London's Heathrow and Paris' Charles de 

Gaulle airports (Card Technology, January 1998). Every kind of consumer profile is 

stored on the card. Checking into a hotel becomes just as easy as Ioadhg the room key 

data from the automatic check-in terminal into the card (Hutton 1998). 

2.2.15 Electronic Purse Applications 

The stored value cards are designed to replace cash for small, repetitive purchases such as 

those associated with mass transit, highway tolls, parking, fast food, and vending 

machines. In Germany, users spend from as little as $0.03 per transaction up to $30.53 



(Kruger 1998). Worldwide cash transactions numbered 8.1 trillion in 1993, with 1.8 

trillion of these valued at under $10. In the United States, 88% of al1 transactions are 

cash or check and 83% of those are for less than $10, according to PSI, Inc. (Allen 1995). 

Srnart card with stored value is called Electronic Purse (EP) w-hich is loaded by 

using a cash dispenser (ATM) at the bank or Cornputer On-line at home. When the 

consumer buys something fiom a merchant equipped with a smart card temiinal, the 

amount of the purchase is debited fiom the consumer's electronic purse and credited to 

the merchant's terminal. Upon closing the daily sales, the merchant phones the bank to 

deposit the cash stored in the terminal. Electronic Purse Applications are shown in 

Figure 2-2 1 (Web 16). 

Figure 2-2 1 : Electronic Purse Applications 

(Source: Gemplus 2000) 



Total EP smart card prograrns issued in 1999 are illustrated in Figure 2-22. 

Figure 2-22: Electronic Purse Smart Card Programs in 1999 

(Source: Card Technology, January 2000) 

DEerent EP programs are designed to have a combination of cash, credit, and debit 

applications that is capable to perform other sophisticated functions including account 

venfication and transaction tracking. Datamonitor estimates that bank applications 

through debit/credit cards, cash alternatives or electronic purses are forecast to grow even 

more sharply, reaching 450 million in 2001 (Talmor and Tirnewell 1997). 

Merchants pay between 2 percent and 2.5 percent in credit card transaction fees, 

and those fees usually have a minimum of about 26 cents. These fees are easily wiped 

out profit margins on low cost items (Patch and Smalley 1998). The real potential of EP 

lies in providing a cost-effective way to perform secure transactions off-line with an 

adequate audit trail. In addition, merchants reduce security risks in the handling of cash 

and are assured of getting real value equivalence (Iike debit cards but unlike checks). 



The issuer of EP will be able to collect "float" on the electronic value d l  it is redeemed 

into "real" value, much like issuers of travelers' checks. If the cards are widely used, the 

Boat gain rnay be substantial (Sneddon 1995). The largest European purse program is 

Germany's GeidKarte, with more than 40 million cards issued (Welch 1999). Smart card 

vendor Schlumberger now offers a contactless smart card in a watch that customers use to 

pay their bus fares and which may evolve into Finland's national electronic purse 

(O'Sullivan 1999-B). Minneapolis-based US. Bancorp, working with Visa, has issued 

nearly 1,500 smart cards to Siemens Corp. employees. The cards a chip carrying a travel 

application that gives Siemens employees a preferred hotel, car rental or airline rate 

(Orenstein 1998). In 1993 al1 French payment cards were smart which reduced the 

percentage of Eaud to 0.028% as s h o m  in Figure 2-23 (Web 16). 

Figure 2-23: Fraud Rate in France 

(Source: G.I.E. Cartes Bancaires French Bank Syndicatel) 



2.2.16 Construction Industry Application 

Smart card technology is new to the construction industry. Oniy one application has been 

cited in the marketplace. Smart Card Electronic Solutions, a Canadian fm based in 

Markham, Ontario, introduced the new application Skill Data Card Initiative (SDCI) 

which construction workers carry as proof of their job-specific qualifications. SDCI 

stores Uiformation regarding labor training, safety certifications, emergency medical data 

and employment data (Web 03). The SDCI benefits workers, unions, govemment and 

cornpanies by reducing paper work, eliminating unnecessary worker safety training, 

simplifjkg the worker skill assessrnent process and improving Company safety 

compliance. 

In summary, the mandate by national governments to use smart card applications 

encouraged adoption of card technology in various industries. The major smart card 

programs being promoted by govements are the rnulti-application smart card for US. 

goverment employees, the recruitment and training applications for U. S. military 

personnel, the pay phone cards in France, the mass transit cards in Hong Kong, and the 

mandated healthcare card ùi Germany. Pilot programs in university-based srnart card 

programs are being successfully implemented on many school campuses such as the 

Universities of Michigan and Pemsylvania in the US. and the University of Toronto in 

Canada. In financial and network computing applications security, secure applications 

such as Public Key Mi-astructure (PKI), Digital Certificate @C), and Digital Signature 

(DS) are being used. Electronic Purse (EP) is currently used extensively in 

micropayment programs such as Geldkarte in Germany, Chipknip and Chipper in the 



Netherlands, and Mondex in Europe and North Amenca. In light of the trernendous 

potential of smart card technology reported in non-construction industries, this research 

intended to M e r  investigate the applicability of smart card tecbnology and to explore 

its potential applications in the construction industry. 



Chapter 3 Framework for Smart Card Use in Construction 

Using smart card technology as new means to reduce cost and improve productivity for 

construction operations is studied in this research. This chapter discuss the following 4 

main steps: 

Examïning the feasibility of using smart card in the construction sector. 

Investigating the adaptability of employing smart card and its infrastructure in 

construction projects. 

Iden-g areas of potential applications and benefits. 

Analyzing the results of a 20-question questionnaire sent to construction Company 

senior managers and executives. 

3.1 Feasibility 

Feasibility of smart card in construction industry is evaluated according to a set of 

parameters which are classified into the following five areas of assessment: 

1) Vulnerability to construction site conditions such as temperature and damage. 

2) Reliability of card security and data protection against tampering, cornputer virus and 

chip failure. 

3) Services and technology capabilities available. 

4) Market requirements in terms of size, affordability and incentive progarns. 

5) Liabilities associated with implementation such as fraud, data ownership dispute and 

auditing. 



These parameters are summarized in Figure 3-1 and discussed in this section- 

Smart Card FsasiMI fty I 

Static Electricity I l  

Union Issues u 

Figure 3-1 : Smart Card Feasibility Categories and Parameters 

In the construction environment, chip cards are more resistant to the types 

magnetic cards suffer, such as heat and contact with magnetic fields or static 

The anticipated working life of a smart card is ten years, compared with three 

magnetic-stripe card. 

of damage 

electricity. 

years for a 

The reliabiiity of the smart card is demonstrated in its IC chip protection against 

tampering, counterfeiting, cornputer virus, hackers, information privacy, operational 

failure and security of transactions. One immediate advantage of the IC chip is the 

reduction in the spread of counterfeit cards. There are two types of protection on the 



card: (1) hardware and (2) software. The hardware protection is added in physical 

tarnper-resistance circuitry, which responds to tampering by inhibithg the output 

h c t i o n  or generating a code through an algorithm. The software protection is presented 

in a stored encryption, which scrambles chip memory, digitai communications and 

transactions. Using reverse engineering to counterfeit smart carci is almost impossible, 

Cornputer viruses darnage software applications by causing the computer 

operating system to ovenvrite a chip program's instructions. So far no virus attack or 

hacker incident has been reported since the commercial deployments of smart card in the 

early 1980s. 

Smart card applications are less vulnerable to the attack of computer viruses or 

computer hackers because of the built-in security features, which exceed the security 

Ievel in computer applications, especially those dealing with electronic payment. At least 

one third of the code written for a smart card micro-controller program relates to making 

it secure, that is, fraud-resistant (Babyak 1998). The chip has a secure file system, which 

computes cryptographic functions and actively detect invalid access attempts. With 

proper application of file system access rights, a smart card becomes safely used by 

multiple, independent applications. 

Privacy of information held on the card is achievable though procedures are 

specifically developed for each smart card application. When no longer required, 

idormation is purged eom the card and associated systems. Project Somation given 

for one purpose is not used for any other purpose or passed to any third party, without the 

subject's informed consent. Technical failure of smart card application causes service 

unavailability and potentid disruption to work progress. According to Schlumberger, 



one of the largest card manufacturers, the main reason for card failures are not because of 

the chip and are due to other issues such as forgotten PIN or damage to the plastic card as 

shown in Figure 3-2 (Web 19). 

Figure 3-2: Percentage of Card Retum over Time 

(Source: Schlumberger & GE Carte Bancaire 1999) 

There is no doubt that the new development of smart card readers and card interfaces will 

diminish the risk of smart card failure. However, smart card failure rate is about 0.03% 

(Le. 3 failed attempts every 10,000 transactions) accordhg to a France Telecom survey as 

shown in Table 3-l(Web 19). 

Table 3-1 : Failure Rate of Different Card Technologies 



Semiceabfity of smart card encompasses al1 factors thaî are related to customer 

service and product support. Lack of  good services increases customer complaints as a 

result of inability to replace damaged cards, unavailable terminals, or lost or stolen cards. 

Part of card services is to provide product support to the cardholders such as the 

possibility to add and delete applications, backup of application data or changed PIN. 

Ubiquity of card terminais and good selection of their locations increases 

convenience to the cardholder. Using pocket card readers increases efficiency in 

performing peer-to-peer transactions and makes database stored on the card smart card 

are likely portable. It is believed that smart card chips mounted on a wristwatch or a key- 

chah wouid be widely used arnong construction workers. Development of new mobile 

phone smart cards with rnulti-applications is undenvay. 

Increasing the availability of  these new portable devices will improve card 

i~astnictures, extend the smart card market share and therefore reduce unit cost per 

user. In closed environments like construction job sites, using PC equipped with smart 

card interface or employing GSM mobile phone with SIM smart card provides users with 

alternative rnethods of accessing card data. Off-line terminals installed on the job site are 

presumably updated during the off hours using a wireless local area network (LAN) 

comection with a central smart card based-cornputer. Compared to other card 

technologies, smart card maintenance i s  less expensive. Table 3-2 shows a performance 

cornparison of different card technologies (Web 19). 



Technology 

No. of Machines Maintaincd by One Technician 1 20 1 16 1 100 1 

No. of  Intervention 

No. of Failures per Year 

1 1 I 1 

(Souse: F-nce Telecom l9_99) - - - - - - -  
- - - -- - - - -- - - .. . - - - -- - -- 

Table 3-2: Performance of Different Card Technologies 
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Liability insurance is another f o m  of guaranteed high quality customer services 

that mitigate the risk of any financial losses due to unauthorized transactions, card 

malfunction or application errors. 

Srnart card marketing in construction sector depends on card economy of scope 

and scde. It is believed that there will be a substantid market share for smart card in 

construction sector if trade union labor, management personnel and industry related 

suppliers are targeted. There are 16.2 million trade union members in the U.S. and 6 

million construction workers and more than one million construction management 

persorinel according to Department of Commerce reports (Web 06). 

Economy of scope can be realized when two or more applications are jointly 

produced at a cost lower than that incurred in their separate and independent production. 

The major ar-oufnent against smart card is the huge cost incurred in manufacturing 

hardware and developing software. The unit cost of a smart card varies f?om $8 to $20 

depending on the chip size and complexity of the chip design. The cost of the chip is 

directly proportional to its memory capacity. More sophisticated chips are Iarger and 

their costs are higher. Thus, growing card sophistication entails higher unit prices as 

shown in Figure 3-3 (Web 05). 

400 

800 

100 

100 



Smart Card Memory Capacity 

Figure 3-3: Card Memory Capacity Cost Cornparison 

(Source: Gemplus & EuroPay 1997) 

Smart card lifetime is about 10 years. The cost of a personal card read 

- 
betw een 

$40 to $50. According to Svigals hc., a card technology consulting £km, the estimated 

cost of Point of Sales (POS) terminal is about $400 per unit per every 150 cards per every 

5 years (Demery 1998). Smart card pr-ices drop considerably. The ce11 phone smart card 

(SM card) unit cost dropped 50% fiom 1995 to 1998 as shown in Figure 3-4 (Web 05) 

USD 
6 

4 

Figure 3-4: SIM Smart Card Unit Cost 

(Source: Gempfus 1999) 



The application cost changes depending on the application's fllnctionality, security 

features and environment type (open or closed). According to a SvÏgds Inc. report 

(Demery 1998), it costs about 23 cents per month to issue three applications [non- 

construction] on a single smart card. In another report, Ahjua's business case, the total 

cost of ownership for a PKI/smart card solution is about $150 per user for four years 

including card, reader and application. Estirnates indicate that in a large Company it costs 

approximately $36 to circulate and process a single hard-copy expense report. That cost 

drops to around $4 per report with the use of electronic signatures (Ahuja 1998). The 

business case of the future wiil corne fiom the ability to have debit, credit, Electronic 

Fund Transfer (EFT), Electronic Benefits Transfer (EBT), ID, drivers license, etc., al1 

resident in one versatile card. The growing use of the Internet and the rapid rise of 

electronic commerce wiH contribute to the public's desire for smart cards. Widespread 

use by the government will also help push adoption of card technology. With the U.S. 

General Services Administration's (GSA) goal to migrate federal employees to a 

paperless environment by year 2003 (Web IO), smart cards will become indispensable. 

According to Silicon Valley Round Table News report (Web 02), the economics of smart 

cards are attractive today. An econornic comparison of smart card versus magnetic stripe 

card reveals that smart cards cost $0.17 per transaction while magnetic cards are $0.29 

per transaction. The comparison k l u d e s  the total out of pocket costs such as card stock, 

PIN validation, transaction authonzation and the usefûl life of the card. Moreover, 

multiple applications provide more revenues than standard cards. 



Smart card liability is defined as accountability of stakeholders in tenns of co- 

branding, ownership of card data, auditing, disdosure cardholder information, error / 

failure recovery, and risk exposure due to h u d .  Srnart card stakeholders including chip 

manufacturer, card manufacturer, card issuer, card operator, and tenninal / card reader 

manufacturer and others (see Figure 3-5) play different roles in the card iife cycle. Every 

stakeholder has a different level of liability according to industry agreements. 

Figure 3-5: Construction Labor Smart Card Stakeholders 

Liability of smart cards in construction projects is a complex issue due to the nature of 

the construction industry where the cardholder can be a contractor or project owner or 

supplier or a trade union member. Currently? there is no liability agreement for using 

smart card in construction that addresses issues such as privacy of labor, confidentiality 

of contractor's data and owner and union rights to access card data. 



Co-branding is an issue of sharing the memory in the chip and possibly the logo 

on the card. Co-branded smart card carries the name of a particular company as well as 

the issuing financial institution. Ownership of data and authority to access intellectual 

property, including source code, is arranged through a written agreement and partnership 

between card stakeholders. 

Card auditing is classified into three Ievels. The first auditing level occurs 

before card deployment to ensure that card application is in cornpliance with the 

company guidelines and industry standards. Systems development and software code are 

carefully tested and approved by the auditing company. The second level of auditing is 

during the card usage phase where card transactions and authorization records need to be 

compared. It is normal for transaction data to be accessed on occasions by an auditing 

Party, in order to test the performance of the system, and to ensure that contingent risks 

are being appropriately addressed. The third level of auditing is to collect and distribute 

appropriate funds such as personnel payment, govemment taxes, trade union fees, 

progress payments and performance bond. 



3.2 Adapta bility 

The successfulness of applying smart card technology in construction industry depends 

on the industry's willingness to adapt its current practices to the card technology and the 

capability of such technology to accommodate the construction needs. Contributing 

factors for the adaptation of both the smart card technology and construction industry are 

shown in Figure 3-6. 

Figure 3-6: Adaptability Factors of the Smart Card and the Construction Industry 
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Programmability of the card depends on performance of the IC chip, flexibility 

of the programming Ianguage and applicability, which is dehed  as the ability to fit 

applications on a IÏmited memory smart card. Access control and personal identification 

technologies are easy to apply in construction. Cellular phone with smart card is a good 

application for remote job sites where construction persomei and workers use the card to 

make telephone calls, place electronic materid order to the warehouse and receive email 

or paging messages. Applications are bundled together in a multifunctional smart card 

reducing the need to carry multiple cards on site. The drawback of loading many 

applications on a single card is the need for a larger silicon chip, which increases the 

initial cost of the card. 

The ability of smart card applications to operate on dif5erent card readers while 

maintaining the identical user interface and fùnctionality is a critical issue which likely 

afEects smart card deployment in the construction sector. Standards are essential for 

interoperability- for making sure that a card with an application works in any terminal 

anywhere. Interoperability is mistakenly used when there is no common operating 

systems in place for smart card. Lack of interoperability between smart card readers is a 

major roadblock in the smart card irnplementation. The development of PC/SC open 

specifications is undenvay to ensure interoperability among smart cards, smart card 

readers, and computers made by different manufacturers. It is beiieved that the PC/SC 

open specifications will make the smart card more adaptable to the construction industry 

where operating systems, smart card readers and smart cards themselves are developed 

independently and yet still inter-operate. 



The interface between smart card readers and existing technologies is essential 

for hunediate deployment of smart cards in the constniction industry. New card reader 

interfaces have been developed and are currently used, such as PC smart card reader, 

smart card cellular phone adapter and infr-ared card reader interface and Radio Frequency 

(RF) smart card trammitter. Synergy between wireless and srnart card technology 

provides a powerfbl telecomrnunication tool to the construction industry. In addition, it 

is believed there is a great need for developing smart card interfaces to other existing 

technologies such as Radio Frequency (RF) material bar code scanners, closed circuit 

security camera systems, automatic on-off switches, and wide range electronic sensors- 

Such existing technologies are already tested in many projects and widely accepted by 

construction companies. 

Many construction project managers are reluctant to utilize a new technology 

unless it has been successfully tested. It is proposed to start implementation of smart 

card in the construction industry with small pilot programs ranging fiom access control 

to digital signature applications. The purpose of the smart card pilots is to try 

construction applications in a small, isolated environment where any glitches in the 

system are easy to iron out without jeopardizing the workfiow of the constniction 

activities. The pilot program is expected to shed light on the costs and benefits of smart 

card use and determine its acceptance to construction personnel. A good overall pilot 

plan lays the groundwork for successful large-scale deployment and reduces ~5sk of 

losing corporate funds in bad investrnent. A proposed break down for pilot planning is 

illustrated in Figure 3-7 that includes pilot objectives, pilot scope, pilot size / scale, 

location, testing preparation, managerial / administrative functions, timing / scheduluig 



and fiinding / budgeting. However, timing, scope and location are the cntical success 

factors in srnart card pilot programs. 
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Figure 3-7: Smart Card Pilot Application Planning 

Several current large-scale pilot programs are aimed at testing the fûture acceptance of 

smart cards. Most of these pilot schemes fa11 into 3 broad categories: (1) Electronic purse 

schemes; (2) Plans to replace the older magnetic authorization method; and (3) Loyalty 

schemes. Successfùi pilots have already been carried out in closed environrnents such as 

military bases, college campuses and hospitals where a captive audience has a limited 

nurnber of places to spend money. 



Transformability of construction current practices to smart card based-solutions 

is achievable through establishg common standards for using srnart cards in the 

construction industry. Currently, there are no standards to address issues such as 

transfemng field data between applications, synergy between construction applications 

and other commercial schemes such as Mondex electronic purse. The benefits of 

developing locai standards for construction applications are: 

1) Reducing the risk in investing in proprietary applications that may not be compatible 

with future generation technologies. 

2) Eliminating the need for expensive system integration. 

3) Assuring synergy between card applications and other technology applications, which 

are currently adopted in construction. 

It is believed that introducing smart card-based methodologies to adapt the requisite 

changes to the existing construction practices and manual processes will benefit the 

construction industry. There is also a need for new provisions in construction contracts 

and labor collective agreements to address issues regarding employing smart card 

technology. These issues include techniques such as Electronic Benefits Transfer (EBT) 

for labor and management personnel, Public Key Infrastructure ( P u  in confidentid 

project communications, Electronic Signature (ES) in contract procurement / 

administration and Electronic Purse (EP) in expense voucher. 

Tracking labor hours and expense vouchen in heavy consûmction projects 

requires a lot of administrative effort, which can be reduced by using the smart card and 

its audit trail mechanism. However construction contracts remain silent about whether 

EBT, PU, ES and EP smart card applications are acceptable in construction projects. 



3.3 Potential Applications 

Carrying or wearing a smart card on the job site with a portable database and processor 

opens the door for many field applications, which require a srnall PC. Potential 

applications in construction are classified into three categories: (1) Software 

Applications, (2) Hardware Applications, and (3) Customized Applications. Software 

application category hcludes any written construction programs, which c m  be 

downloaded and run using any typical contactless or contact srnart card. ID card, 

Electronic Purse and Electronic-Signature are examples of the first category. The 

hardware application category refers to the use of smart cards as electronic smart devices 

in construction equipment or systems such as automatic odoff  switches and gates, 

cellular phone interface and Radio Frequency (RF) bar code scanners. The third 

category, which is the custornized applications, encompasses areas where special 

hardware and software design are developed according to specific needs, for example, 

using smart cards in remote Crane or robot operations. 

3.3.1 Date and Time Stamp 

In the construction industry, there is no consistent on-site audit trail mechanism in place 

to stamp each event with the correct date and tirne. Using closed circuit TV cameras and 

sometimes a wristwatch to record site events result in different time stamps. The purpose 

of the proposed smart card application is to establish an exclusive date and t h e  stamp 

tool to record thne and synchronize events such as automatic odoff  switches and gates. 

A process flow diagram for the operational steps is illustrated in Figure 3-8. 
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Figure 3-8: Date and Time Stamp Application Process Flow Diagram 

The Project manager uses hisher Construction Labor Smart Card (CLSC) as a master key 

to synchronize date and time among project personnel. The master CLSC is updated with 

the accurate dock, project calendar, holiday schedules and overtime regulations. When 

information is uploaded to the off-line site terrninals, forernen modi& terminal 

information according to their crew structures, number of shifts and the need for 

overtime. Workers use site terminal to automatically update their CLSC, which becomes 

synchronized with the information store on the master CLSC. It is possible to use any 

synchronized CLSC to control OdOff Switches and gates, feed other applications with 

workinghon working days, measure equiprnent operation time, record site events or card 

transaction with a consistent date and time stamp. Using synchronized CLSC with digital 

signature increases accuracy of tracking any electronically signed documents. 
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33.2 Labor Payment 

In the construction industry, foremen spend part of their tirne updating timesheets of their 

crews whose paychecks are based on the total number of hours and type of hours spent on 

the job site. Using smart card with double-slot reader to record hours and process labor 

payments reduces paper work and administrative tirne. A proposed process flow diagram 

for the operational steps is illustrated in Figure 3-9. 
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Figure 3-9: Labor Payment Application Process Flow Diagram 

Every worker uses hisher CLSC to sign in prior to staaing any work activity and sign out 

upon completion. CLSC stores the total hours spent broken down by activity type on an 

electronic timesheet. When the foreman reviews electronic timesheets received fiom 

hisher crew member, he/she electronicaily signs them using a double slot card reader to 

transfer the approvai fiom the foreman's card to the worker's card. Once the stored 

timesheet is approved, the worker converts saved hours into a stored cash value. Every 
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CLSC uses a different hour rate schedule to calculate the equivalent monetary value for 

eamed hours. The hour rate schedule for each worker is predetennined according to 

worker's experience, ski11 and training level. Other factors such as benefits, premiums 

and compensation are also included in the hourly rate schedule. 

Integrating the labor payment with a commercial application such as Mondex 

Electronic Purse (EP) allows workers to transfer electronic payment to their EP. Workers 

have the option to transfer payment to their bank account by using the CLSC and an 

online terminal available on site or via a personal cornputer. 

3.3.3 ID and Access Control 

Photo ID cards are used in the construction industry as part of the clearance process to 

allow authonzed personnel access to the constniction job site. C m g  ID is usually 

mandatory in hi&-security construction sites such as military bases, power plant 

facilities, embassies and airports. Qualified workers' fmgerpnnts, personal information, 

including training level, years of experience and salary are kept in a personnel file, which 

are rnanually updated. The purpose of this application is to use the smart card as an ID 

and access control on the job site. A process flow diagram for the operational steps is 

shown in Figure 3- 10. 
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Figure 3-10: ID Smart Card Application Process Flow Diagrarn 

It is proposed to store the worker's profile on a CLSC, which is used to obtain access to 

the job site and restricted facilities, detect hazardous material, activate operation of heavy 

equipment, procure and purchase material, place orders to the warehouse and receive 

electronic cash. Contactless and Radio Frequency (RF) interfaces are the most suitable 

technology to provide yes / no access permission or odoff switch function based on a 

received electromagnetic or transmitted infrared signal fiom the CLSC. Adding digital 

signature application to IDs and access control cards enables cardholder to electronically 

sign timesheets, vouchers, purchase orders or legal documents. 
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Ln the construction industry, workers commody spend part of their tirne at the warehouse 

to obtain the material and tools they need to perform their jobs. Using bar code and 

inventory database has not eliminated the early moniing congestion at the warehouse nor 

reduced the amount of paper work required and time spent away from their work activity. 

The purpose of the proposed CLSC with material order application is to place electronic 

materiai orders to the warehouse. A process flow diagram for the operational steps is 

illustrated in Figure 3- 1 1. - 
i 
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fiom matenal database stored into site terminals; or (3) Radio Frequency (RF) bar code 

scanner. Once the material order is complete, worker electronicaily foiwards the order to 

the warehouse via site terminals. Site terminal smart modem comects the tenninal with 

the warehouse system at prescribed penods in order to transfer and receive data to and 

from the warehouse. Workers have the capability to track status of their material order 

using the site terminai, track orders delivered fiom the warehouse, rernotely place 

material orders using cellular phone. 

3.3.5 Constmction Schedule 

The construction schedule is a primary tool in project control, progress payment and 

status reporting. The process of calculating schedule dates, critical path and floats is fully 

computerized but the process to gather the progress update information remauis manual. 

Schedule engineers spend much of their time updating percentages of work completed 

a d  revising start and finish dates. Progress update information is found in daily site 

reports, meeting minutes and verbal or written messages, which typically corne fiom 

people working in the field. The purpose of the proposed construction schedule 

application is to use smart card technology to electronically collect data fiom the field to 

update construction schedules. A process flow diagram for the operational steps is 

illustrated in Figure 3- 12. 
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access privileges granted to the CLSC user. 
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3.4 Smart Card Question naire 

The construction industry smart card questionnaire was conducted in summer of 2000 

and was sent to 105 cornpanies specializhg in different sectors such as energy, 

teleco~~ll~lunications, and residentiai and commercial constniction projects in the US. and 

Canada. The response rate was 20% representing the views of 21 different constniction 

Company senior managers and vice presidents about the prospect of employing smart card 

in the industry- The questionnaire comprised of 20 questions and its objectives are: 

1) Measure awareness, perception and interest of construction irridustry senior managers 

and executives towards using smart card technology. 

2) Obtain industry representative opinions regarding the feasibility of smart card 

considering its vulnerability to site conditions, reliability of card security and 

serviceability of card infiastructure, acceptable cost ranges amd appropriate card data 

ownership. 

3) Validate the adaptability of smart card including applicability to various construction 

project functions, mdti-fiinctionality of cards in different industries and interface- 

ability between card hardware and various construction tools. 



The questionnaire results are compiled in Table 3-3. 
- - .  

Construction rndust ry  smart card quest ionnai  r e  - 1 

Legend 
Y: Yes 
N: No 
N/A: Not Applicable, Undecided, Not Annvered 
% Y: Percentage of Totai Y-Responses 
% N: Percentage of Totai N-Responses 
% N/A: Percentage of  Total NIA 

Table 3-3: Smart Card Questionnaire 



construction ~ n d u s t r y  smart card ~ u e s t i o n n a i  re 
- 1  

Legend 
Y: Yes 
N: No 
NIA: Not Applicable, Undecided, Not Answered 
% Y: Percentage of Total Y-Responses 
% N: Percentage of Total N-Responses 
% NIA: Percentage of  Total N/A 

Table 3-3 : Smart Card Questionnaire (Continue) 
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construction ~ n d u s t r y  Smart card questionnai re 

Legend 
Y: Yes 
N: No 
N/A: Not Applicable, Undecided, Not Answered 
% Y: Percentage of Total Y-Responses 
% N: Percentage of Total N-Responses 
% N/A: Percentage of Total N/A 

Table 3-3 z Srnart Card Questionnaire (Continue) 



construction ~ n d u s t r y  smart card questionnaire 

Legend 
Y: Yes 
N: No 
N/A: Not Applicable, Undecided, Not Answered 
% Y: Percenqe of Total Y-Responscs 
% N: Percentage of Total N-Responses 
% N/A: Percentage of Total N/A 

Table 3-3: Smart Card Questiomaire (Continue) 

The key fmdings of the questionnaire results are: 



Question # 1: as illustrated in Figure 3-13, only 14% of the respondents have smart cards 

which indicates that the respondents are generally not embracing the smart card 

technology. 

Have You Ever used a smart card? 

20% 40% 60% 80% 100% 
% Respondent 

Figure 3- 13 : Smart Card Questionnaire Response of Question # 1 



Question #2: responses are illustrates in Figure 3-14. Forty-eight (48%) of the 

respondents agreed that using smart card in expense voucher or supplier invoicing would 

support their needs. Onfy 38% of the respondents favor applying smart card in labor 

payment (payroll) and billing systems. One thkd chose to use smart card in tax, insurance 

and invoicing applications. Other respondents requested to include more applications 

such as 1) personalized programmable operators card, 2) rent / office expenses, 3) 

miscellaneous purchases (small tools), 4) buying offrce supplies, 5) miscellaneous 

expenses and supplies procurement. 

whi ch smart card Payrnent ~ p p l  i cation 
supports Your ~eeds? 

~il l i n g  

Tax & Insurance 

0% 20% 40% 60% 80% 100% 

% Respondent 

Figure 3-14: Srnart Card Questionnaire Response of Question # 2 



Question #3: as illustrated in Figure 3-15, £By-two percent (52%) of the respondents 

showed interest in using smart card as a tool to exchange information between project 

stakeholders. Twenty-four percent (24%) of respondents are not in favor and 24% are 

undecided, uninterested or udiamiliar with the srnart card technology. 

~ o u l d  Vou B e  ï n t e r e s t e d  i n  using smart card as  a TOOI 
t o  ~ x c h a n g e  ~ n f o r r n a t i o n  between ~ r o j e c t  stakeholders? 

20% 40% 60% 80% 100% 

% Respondent 

Figure 3-1 5:  Smart Card Questionnaire Response of Question # 3 



Question #4: the responses indicate that 62% of  the respondents are motivated to use 

smart card for medical profiles as illustrated in Figure 3-16. Fi*-Iwo percent (52%) 

chose accessing control, security password or electronic cash applications, while 48% 

selected electronic signature or personal identification. 

whi ch ~ p p l  i ca t i  on woul d ~ o t i  vate YOU 

to ~ b t a i n  a smart card? 

E-si gnature 

0% 20% 40% 60% 80% 100% 

% Respondent 

Figure 3-1 6:  Smart Card Questionnaire Response of Question # 4 



Question #5: the responses indicate that 86% of the respondents believe that smart card 

would be exposed ta damage Tom construction work conditions. Card vulnerabilîty to 

temperature and magnetic or static field cornes in the second and thïrd orders with 

approval rates (%Yes) of 7 1 % and 67% respectively as illustrated in Figure 3- 17. 

which work cond i t ions  would srnart cards 
B e  ~xposed to during construction work? 

Temperature 
71% 

- -------- - 

Magnet i c F i  el d 
67% 

0% 20% 40% 60% 80% 100% 
% Respondent 

Figure 3- 17: Smart Card Questionnaire Response of Question # 5 



Question #6: according to the responses, the top three risk factor ranked by the approval 

rate (%Yes), which would prevent construction managers fiom using smart cards in their 

projects, are 1) security (71%), 2) tampering (67%), and 3) pnvacy or counterfeiting 

(62%) as iliustrated in Figure 3-18. Fifty-two percent (52%) are concerned about data 

accuracy or card failure, while 48% viewed hackers and vinises as potential nsks to smart 

card. In one response comment, respondent was unsure of level of security provided with 

the smart card, therefore, respondent was unable to respond to the question. 

which ~ i s k  Factor would Prevent  ou 
from using smart cards i n  m u r  ~ r o j e c t ?  

0% 2 0% 40% 60% 80% 100% 

% Respondent 

Figure 3-1 8: Smart Card Questionnaire Response of Question # 6 



Question #7: the responses indicate that 81% of  the respondents are in favor of  

employing srnart cards, which have the capability o f  storing and exchanging information 

between project personnel. Between 62-76% are in favor of card features such as 

persona1 identification and access control. SeMces such as card replacing, insurance and 

ubiquity of infiastructure have the lowest approval rate, which ranges fiom 62% to 48% 

as illustrated in Figure 3- 19. 
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t o  ~rnploy  S m a r t  cards i n  Your ~ r o j e c t ?  
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C a r d  

- - - - - - - - - - - - - - - - - - - - - -  
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Figure 3-1 9: Smart Card Questionnaire Response of Question # 7 



Question #8: the responses show 62% of  the answers are in favor of using smart card in 

remote sites, while 52% selected off-shore sites, multi-sites and power plant projects as 

illustrated in Figure 3-20. Less than half of the respondents (43%) agreed that 

construction highway and housing projects would need smart card applications. In two 

responses, the respondents recomrnended including 1) overhead Iabor charges "In the 

Yard", and 2) rehabilitation projects. 
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Devel oped 
Country 

Highway 

Housi ng 
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country 

pro jec t  would ~ e e d  smart card nppl i cations? 
I I 
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Figure 3-20: Smart Card Questionnaire Response of Question # 8 



Question #9: according to the responses of, project stakeholders are grouped into three 

ranges (High, Medium and Low) ranked by the approval rate (YoYes) as illustrated in 

Figure 3-2 1. The high range includes 7 1-95% of respondents who believe that project 

managers, payroll department, project control, safety and forernen would benefit fiom 

employing smart card technology in consûxction. The medium range includes 57-62% 

of respondents who would assign smart card to project engineers, suppliers, human 

resources and project owner representatives. The low range includes 48-52% of the 

respondents who felt that srnart card would benefit workers, quality control engineers and 

subcontractors. Two of the respondents requested that litigation specialists and site 

supenntendents be considered potential smart card users as well. 

which Pro jec t  stakeholder would ~ e n e f i t  f rom ~ m p l o y i  ng 
Srnart Card ~echnology i n  ~ o n s t r u c t i o n  Sector? 
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Figure 3-21 : Smart Card Questionnaire Response of Question # 9 



Question #lo: the responses are illustrated in Figure 3-22. Where up to 62% of the 

respondents believe that smart card would be cost effective if the card price is below $20 

per unit. Only 10% of the respondents felt that smart card might still be financially 

feasible if the card price is higher than $40 per unit. About 29% of  the respondents are 

undecided, unfamiliar with the card applications or not in favor of using smart card 

technology. 

which smart card u n i t  cost  Range would 
Be considered Cost ~ f f e c t i  ve? 

Above $50 62% 

0% 20% 40% 60% 80% 100% 

% Respondent 

Figure 3-22: Smart Card Questionnaire Response of Question # 10 



Question #Il: seventy-six percent (76%) of the responses of indicate that the 

respondents would select their companies to own and maintain the database of the card. 

Only 29% of the respondents are in favor of a third party rnanaging database of the card, 

while 19% are in favor of the card issuer as illustrated in Figure 3 -23. 

whi ch Par tner  would m n  and ~ a i n t a i n  
the  ~atabase stored on srnart cards? 

Thi rd  Par ty  52% 

card issuer 67% 
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Figure 3-23 : Smart Card Questionnaire Response of Question # 1 1 



Question #12: hundred percent (100%) of the respondents expressed the need to establish 

some sort of audit trail mechanism, with 86% agreeing to perform a fiil1 audit bail for al1 

srnart card transactions. O d y  29% of the answers are in favor of anonymous audit trail on 

the project level as iIIustrated in Figure 3-24. 

whi ch ~ u d i t   rail ~ e t h o d  would B e S t  
Meet You r Company ~ o l  i cy ~ u i  de1 i nes? 

No A u d i t  ~ r a i 1  67% 
r 
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Figure 3-24: Srnart Card Questionnaire Response of Question # 12 



Question #13: according to the responses, the top four construction project firnctions, 

ranked by the highest approval rate (%Yes), suitable for smart card are 1) t h e  keeping 

(7 1%), 2) material ordering (62%), 3) billing (57%), and 4) labor payment and schedule 

update (52% each). Other project fùnctions are within the medium range of 33-43% such 

as meter reading (43%), quantity take off (38%), and subcontractor payment (33%). The 

least favorite smart card application is contract signing with approval rate (%Yes) of 24% 

level as illustrated in Figure 3-25. One respondent recommended change order 

generation as a potentid smart card application. 

which Project  ~ u n c t i o n  would 
Be sui table  fo r  srnart card? 

Quant i  ty rakeof f  

Subcontractor 
Payment 

C o n t r a c t  S i  gni ng 
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Figure 3-25: Smart Card Questionnaire Response of Question # 13 



Question #14: is intended to gauge the construction industry decision-maker's interest in 

non-construction smart card applications. As illustrated in Figure 3-26, credit and debit 

card, log on password, and personal identification are in the highest favorable approval 

(%Yes) range 62-67%. Medical record, driver license, and electronic cash are in the 

medium favorable approval (%Yes) range 52-43 %. Only 29-3 8%% of the respondents 

would like to use smart card in tracking training and work experience. One respondent 

recomrnended including subcontractors last performance. 

which ~ u n c t i o n  would YOU ~ m p l o y  or ~ i k e  
to see ~ a d e   vai il able on the Smar t  card? 

C r e d i  t/Oebi t C a r d  
67115 

work Exper i  ence 
38% 
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Figure 3-26: Smart Card Questionnaire Response of Question # 14 



Question #15: is intended to measure the interest of the respondents in employing smart 

card Enterfaces or developing new ones. Card interfaces are considered part of the 

necessary ~ a s t n i c t u r e  for construction applications, As illustrated in Figure 3 -27, 8 1 % 

of the respondents are in favor of seeing smart card PC interface made available. 

Propotsed interfaces such as remote control, s w e y  instrument, equipment automation, 

and CAD system had the next highest approval rate (%Yes) range 48-3 8%. Closed circuit 

TV, rneasuring rneters, and radio fiequency scanner are in the low approval rate range of 

14-24%- One respondent recommended including the Global Positioning System (GPS). 

whi ch smart card ~ n t e r f a c e  would 
YOU ~i ke to See ~ a d e  ~ v a i  1 able? 
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Figure 3-27: Smart Card Questionnaire Response of Question # 1 Y 



Question #16: the responses of are illustrated in Figure 3-28. Aithough Unfamiiiar with 

card technology, 43% of the respondents welcomed an opportunity to participate in a 

future smart card pilot program. Only 19% of the respondents are undecided. Two 

conservative respondents reserved their approval to participate in any pilots until they 

receive more information. 

would YOU ~i ke t o  participate i n  one o f  
t he  smart card Future p i l o t  Programs? 

2 0% 40% 60% 80% 100% 

% Respondent 

Figure 3-28: Smart Card Questionnaire Response of Question # 16 



Question #17: the percentage of respondents likely to promote using smart card in their 

projects is 62%, if the pilot were successful as illustrated in Figure 3-29. The percentage 

of respondents who would not participate in any programs decreases fiom 38% before the 

pilot to 14% after the pilot. One respondent expressed the willingness to participate if 

more information is provided, 

~f pilot Program Were successful , would You 
Promote using smart cards i n  Your ~ r o j e c t ?  

20% 40% 60% 80% 100% 

% Respondent 

Figure 3-29: Smart Card Questionnaire Response of Question # 17 



Question #l8: the percentage of respondents in favor of using smart card in performing 

electronic commerce is 76%, and 62% would like to use smart card with mobile phone 

communications as illustrated in Figure 3-30. Percentage of respondents in favor of 

using electronic signature remains 48% which is consistent with the results in question # 

4. Although 52% of respondents are in favor of using electronic cash application (see 

question #4) only 48% would use this application in construction industry. 

which smart card ~echno logy would 
You ~rnp loy  i n  construct ion ~ n d u s t r y ?  

ce11 Phone 

62% 

E-Si gnature 

48% 

Yes 

48% 
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Figure 3-30: Srnart Card Questionnaire Response of Question # 18 



Question #19: is intended to determine the order in which the respondents rank 12 

manual construction processes for migration to a paperless environment. The proposed 

processes are sorted by percentage of approval rate (YoYes) and grouped into three ranges 

(High, Medium and Low) as illustrated in Figure 3-31. The High range: 7141% of 

respondents agreed to modim the following processes: time keeping, monitoring 

equipment utilization, tracking cost, material ordering, and updating schedule. The 

Medium range: 57-67% includes the following processes: exchanging information, 

tracking submittd, tracking inventory, materiai take off, and safety review. The Low 

range: 29-48% inciudes b g  and screening, and signing forms. 

which current  Process would Be ~ o d i f i e d  i n  order to 
M i  grate Construction Projects t o  a ~ a p e r l  ess Envi ronment? 
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Figure 3-3 1 : Smart Card Questionnaire Response of Question # 19 



Question #20: the responses indicate that the percentage of the respondents who wodd 

like to receive the questionnaire results is 43% as illustrated in Figure 3-32. Twenty n h e  

percent are currentiy not interested and another 29% are undecided or did not respond to 

the question, 

would You ~ i k e  to ~ e c e i v e  the  ~esu l t s  
o f  t h i  s ~ u e s t i  onnai re? 

Figure 3-32: Smart Card Questiomaire Response of Question # 20 

In summary, the survey showed the following: 

1) Almost 2/3 of the responses would promote using smart card in construction although 

only 14% of the respondents own or use smart cards in non-construction applications. 



Of the respondents, 71% see smart card is suitable for t h e  keeping function and 

more than 1/2 of the respondents are in favor of using smart card in Iabor payment, 

schedule update, biilïng and materiai o r d e ~ g .  

More than 314 of the responses agreed that construction operations such as time 

keeping, cost trackung, materiai ordering and schedule updating need to be moclified 

in order to migrate curent construction practices to a paperless environment. 

More than 70% of t h e  respondents are in favor of assigning smart cards to the project 

manager, paymaster, cost controller, safety inspectors and site foremen. 

The most approved hardware pieces in construction projects are double-slot card 

readers (71%) and smart card ce11 phones (62%). Meanwhile, smart card-PC 

interface has the highest acceptable rate (81%) followed by remote access, survey 

instrument and equipment odoff switch interfaces which O btained on1 y 48%. 

Respondents are concerned with the security of data on the card and the vulnerability 

of the computer chips to darnage during the construction works. 

Al1 respondents agreed to have an audit trail for smart card constniction applications, 

while 76% are in favar of owning the database stored on the smart cards. 

The questio~aire reinfoxed the belief that using smart cards to replace paper tïmesheets 

and manual Iabor payment methods is a worthwhile endeavor. In addition, the 

questionnaire results indicate that there is tremendous potential to successfully penetrate 

the construction market by educating the construction managers about the financial 

benefits, ease of use and other advantages of using smart cards arnong construction 

labors. 



Chapter 4 Propossd Labor Payment Application 

This chapter presents the proposed Construction Labor Smart Card (CLSC) application 

for preparing worker's timesheet and processing labor payment. The proposed payment 

process is explained based on the assurnptions that each worker is issued a smart card. 

The CLSC implementation, card issuer registration and labor payment application 

registration processes are discussed in light of the rnulti-application guidelines provided 

by MOASCO, the smart card worldwide industry groups consortium. 

4.1 Current Practice 

Tracking tirnesheets is critical to any construction project. Timesheets c m  be 

incomplete, based on estimates rather than actual hours or subrnitted late or even lost. In 

manud systems, each worker is issued a b ras  tag with a number on it. The brass tag is 

picked up fiom the timekeeper as the worker arrives on site each day and replaced as 

worker leaves. The timekeeper's tracking of the worker's bras  tag is considered the 

basis for timesheet inputs and payroll administration. The manual labor payment mode1 

is illustrated in Figure 4- 1 and surnmarized in Table 4- 1. 



Worker 

ûwner's Bank 

Figure 4- 1 : Labor Payment Mode1 in Current Practice 

Step (1) the payroll department establishes a payroll account with the bank and obtains 

the necessary payroll checkbook. 

Step (2) workers complete their timesheet according to the timekeeper's records. 

Complete timesheet contains worker' s name, worker ' s ID, worker ' s signature, 

date, number of sbaight hours spent, overtime hours, activity codes and cost 

account. Worker submits his or her timesheet to the foreman for approval. 

Step (3) foreman collects timesheets and reviews them for missing information and 

vaiidates hours according to the timekeeper's report. The foreman then 

authorizes work premium and other exceptions and delivers timesheets to the 



payroll department. Foreman and worker usually keep a hard copy for their 

records. 

Step (4) payroll department inputs labor hours into a payroll application or processes the 

payroll manually according to method adopted for the project. In major 

construction projects, computerized payroll systems and pre-printed timesheet 

fonns are used in order to reduce timesheet errors, omissions and creative 

uiliting. There are many time keeping and payroll appiications available to make 

the time entry logicai and easy by using entry screens designed to simulate a 

paper timesheet. Automated timesheet features such as single entry and 

automatic updating and electronic archiving reduce errors and increase security. 

Most of these computer applications have the capability to generate labor 

payment checks, which are manually delivered to the foreman for distribution. 

Step (5) foreman distributes payment checks to his / her crew. 

Step (6) workers reconcile their payment with the payroll department in case of timesheet 

or payroll errors, 

Step (7) payroll department performs book-closing process and starts new payroll cycle. 



1 Set up a payroll bank account and obtain a Payrol, Deparnent 
payroll checkbook 

Step 

Prepare and submit tirne sheet to the 
foreman 

Function 

Issue and deiiver worker pay checks to 
foreman 

Responsibility 

l Review and submit time sheet to the payroll 
department 

5 1 Deliver pay check to workers 1 Foreman 

1 

Foreman 

l Perfom book closing and prepare for a new Payroll Deparnent 
payrol cycle I 

1 I 

- -~ 

Table 4-7 : Surnrnary of Labor Payrnent Mode1 in Current Practice 

Timesheet validation in a paper-based system is the most the-consurning function of the 

entire process. Accurate time keeping allows construction companies to control payroll 

costs and provide accurate Sonnation to other functions such as project scheduling, cost 

control, invoicing, and human resources. Project departments create multiple versions of 

the same timesheet to extract information according to their needs. For example: the 

paymaster uses rates to determine overtirne payments, the human resources department 

counts number of vacation sick days, the cost estimator uses rabor hours with different 

rates in preparing a change order, the cost controller measures labor productivity and 

budget labor cost versus actual. Although project departments operate d.erently, they 

independently update their databases using copies of the daiIy timesheet. 

Worker 6 Verify p a v e n t  against approved time sheet 



According to studies conducted by the American Payroll Association, the benefits of 

using autornated time keeping systems are: 

1) Eliminatîng up to 80% of payroll preparation time 

2) hproving payroll accuracy 

3) Consistently applying payroll policies and work d e s  

4) Helping to control labor costs by providing powerful real-tirne management reports 

It is believed that converting paper checks into electronic payment debits reduces the 

processing cost by 60% as shown in Figure 4-2. 

(~stim-ted ~ 0 t a 1  i n  1998 = $76.7 billions) 

S46.O 
~ 1 1  f igures are i n  billions of US$ 

- 1.4% V e r i f i c a t i o n  Author i za t ion  51.1 
- 1 . 3 %  c r e a t i o n  S1.0 
- 0.7% Srorage 50.5  

1 Procasssing 
Preparation I stataem 

Note: totai does noc equal 100% due to rounding 

Figure 4-2: US.  Cost Reduction of Converting Paper Checks into Electronic Debits 

(Source: American Banker, July 1998) 



4.2 Proposed Mode1 

The proposed labor payment process is based on using the Construction Labor Smart 

Card (CLSC) to record the ,  measure hours per activity and cost code, administer the 

approval process for times heet, and calculate wage payment. Figure 4-3 illustrates the 

proposed model, which is inline with the manual practice and consists of the foilowing 7 

consecutive steps: 

8 Foreman - h, "% 

Owner's Bank 

Figure 4-3: Proposed Labor Payment Mode1 

Step (1) the payroll department estabiishes a payroll account with the bank using smart 

card and electronic purse scheme. Sufficient funds are downloaded into 



paymaster's smart card to cover the payroll budget, which is either weekly or 

biweekly. 

Step (2) foreman downloads sufficient cash fiom the paymaster's card into foreman's 

card using double-dot card reader. 

Step (3) each worker has a card with an electrcnic timesheet stored on it. Workers input 

hours earned into their cards, complete the electronic timesheet with number of 

straight hours spent, overtirne hours, activity codes and cost account. Forman 

extracts electronic timesheets fiom his or her crew for approval. 

Step (4) foreman reviews timesheets and authorizes work premiurn. Foreman converts 

the approved timesheet hours into cash according to an hourly rate schedule. 

Workers download the converted cash fiom their foreman's card into their card 

using double-slot card reader. 

Step (5) a copy of al1 cash transactions on the foreman's card is sent to the payroll 

departrnent for audit trails. 

Step (6) a copy of al1 transactions are collected fiom workers cards when workers sign in 

or out using the thne keeping temiinals. The payroll department reconciles 

foreman and workers transactions before starting new payroll cycle. 

Step (7) the payroll departrnent sends a new request to the bank to recharge the 

paymaster's card with new cash and starts a new payroll cycle. 



The proposed labor payment mode1 steps are summarized in Table 4-2. 

reader 
Prepare and submit to forernan an electronic 

'i 

2 

3 1 tirne sheet using srnart card and smart card 1 Worker 

Online 
Set up a payroll bank account and obtain 
electronic cash using Electronic Funds 
Transfer ( E m  and smart card Scheme 
Download cash from the payroll department 
into Foreman's card using double-slot card 

Payroll Department 

Foreman 

3 

6 

Table 4-2: Surnmary of Proposed Labor Payment Mode1 

reader / writer 
ReMew and convert electronic time sheet into 
electronic cash and transfer cash into 
worker'ç card 

Send a copy of transfernng transaction (in 
step 3) to the payroll department 

1 Provide bankwith audit trail transaction 
before obtain new cash via ER. 

The detailed labor payment process consists of eight different entities exchanging 16 

transactions. These entities are a) worker's electronic timesheet, b) benefits / premium 

schedule, c) cost / activity code table, d) hourly rate schedule, e) worker's card, f )  

foreman's card, g) labor cost database, h) paymaster's card, and i) bank. As s h o w  in 

Figure 4-4, vertical sight lines present entities and horizontal sight lines present 

transaction the directions of which are indicated using arrows. Solid and hollow arrows 

mean online and off-line transactions respectively. Using one of the following card 

infrastructures perforrns a transaction: 1) personal card readedwriter, 2) double dot card 

reader / writer, 3) personal Automatic Teller Machine (ATM), 4) PC card readedwriter, 

5) on-site card terminal. 

Verify received electronic cash against 
approved electronic time sheet and send a 
copy of receivinq transaction to the payroll 

Foreman 

Worker 

Payroll Department 

Off-line 

Off-line 

Worker 

Online 

Off-line 
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(A) Electronic Timesheet: every worker canying a Construction Labor Smart Card 

(CLSC) has an electronic timesheet integrated with the labor payment application 

stored on his or her card. Workers uses a pocket card reader / writer to electronicaliy 

populate their timesheet with number of straight and overtime hours, activity and cost 

code and worker' signature. Workers use their CLSC to sign in and sign out at the 

beginning and end of every shift. CLSC records elapsed thne and validates hours 

recorded against the ones populated in the timesheet. Worker is supposed to sign in 

and out before and after each new activity in order to allocate hours spent to the right 

activity and cost codes. Electronic signature technique is used if there is a need to use 

the timesheet as a legal document. A double-slot card reader is used to exchange 

timesheet information between worker and foreman's card. 

(B) Benefits and Premium Schedule: every worker has personalized benefits and 

premiums, which depend on the level of training, skills, experience, type of work, 

union agreement and payrnent under adverse weather conditions. It is possible that 

worker's benefit schedule varies fiom one hiring contract to another depending on 

the negotiated tems between the worker and hiring Company. Benefits and premiurn 

schedule are securely stored on a worker's card as a separate file or part of the 

customized portion of the labor payment application. Only the human resources 

department alters worker's benefits and premium schedule information stored on the 

card. Foreman's authorkation to change timesheet information is limited to number 

of hours and its associated activity and cost codes. 



(C) Activity and Cost Code: a table of d project activity and cost codes is stored on a 

site terminal or on a separate smart card. Worker browses through the table to 

choose the appropriate activity and cost codes according to the type of work 

performed. Codes are either manually entered using card reader keypad or retrieved 

from another card using double-slot card reader. Worker has an option to save a sub- 

table of activity and cost codes, which is frequently used. 

@) Hourly Rate Schedule: hourly rates are stored in a separate scheduie, which is 

maintained by the payroil department. There is only one hourly rate schedule set up 

for al1 workers that is built based on project estimates and labor market rates. Any 

changes to the hourly rate schedule require a pnor approval frorn the project manager 

in order to keep the project budget on target and avoid any cost over nui. 

@) Worker's Card: workers carry CLSC loaded with a different set of smart card 

applications according to individual's role and functions. CLSC applications are 

expected to include, but are not limited to, personal identification, job site access 

control, tirne keeping and labor payrnent. Each CLSC application uses separate 

databases or an integrated database stored on the card. Cardholder's information and 

CLSC applications are securely protected any changes without special security keys. 

Workers use their card as a vehicie to prepare their daily timesheet and receive 

payment in the form of eiectronic cash. Once CLSC is charged with cash it behaves 

as an electronic wallet. Workers are gïven the option to keep the cash on their CLSC 

or tramfer the cash to their bank account. Electronic cash are transferred fiom card 

to another using the double slot-card reader, site terminal or PC cornputer. However, 

al1 labor payment transactions are recorded, stored either on the card chip or the site 



terminal and subsequentiy consoiidated into an audit trail database for the payroll 

department. 

O Foreman's Card: al1 project personnel including project manager, site 

superintendents, foremen carry CLSCs similar to the workers cmds. Forman's card 

has a higher security access to transfer electronic fûnds fkom payroll account to 

worker's card. 

(G) Labor Cost Database: in the proposed labor payment process, labor cost data is 

collected fiom the foreman's card and sent to the project control department where 

tracking and status reports are generated. Labor cost database includes worker's 

productivity information such as labor hours by activity code and cost center, labor 

cost by activity code and cost center and quantity installed by individual. Details of 

sick leaves, vacation days, and personal time are not captured in the labor cost 

database but are found in the human resources database. 

(II) Payroll Department: paymaster is the sole person responsible for the payroll 

accounting, which is a key entity in the proposed labor payment process. 

Payrnaster's card has more functionality than any other CLSC with labor payment 

application because of the card's capability to interface with the bank, foreman and 

worker at any stage during the payroll cycle. Payrnaster manages the payroll account 

using smart card to electronically h-ansfer funds fkom the project bank account to his 

or her card, download cash into foreman's card, reconcile payment transactions with 

foreman and workers and update payroll database with the necessary information for 

accounts payable and receivable. Transactions between the baak and the paymaster 

are performed using online telecommunication services (via PC, telephone, or 



cellular phone). Transactions between foreman, worker and payrnaster are completed 

either online via cornputer or off-line via site terminai or card reader. 

(I) Project's Bank: in the proposed labor payment process, electronic cash stored on a 

smart card is the exclusive method of payment for worker's wages. The electronic 

cash is transferred fiom the bank to the paymaster's card. The bank's responsibility 

is to maintain the payroli account for the project and to provide a penod statement to 

the payroll department with al1 processed transactions. Project accountants views 

statu of the bank account via online senrices such as home banking or using a smart 

card to download a copy of the bank audit trail report. Project manager, human 

resources, project control and foremen have different access to the bank account that 

is established with the bank. 

A summary of transaction flow between different entities of the Iabor payment process is 

shown in Table 4-3. 



n-Site Card Termina 

I€-~irne sheet: Electronic Time Sheat, ATM: Automatic Teller Machine, EFT: Electronic Funds Transfer 

Table 4-3: Summary of Detailed Labor Payment Process 



4.3 Im plemen tation 

The implementation of Construction Labor Smart Card (CLSC) and its labor payment 

application is discussed in this section in the foliowing order: 1) card implementation, 2) 

application development and 3 )  application implementation. CLSC implementation is 

based on the multi-operation system (Multos) which is selected as a platforni for the 

proposed payrnent application. 

4.3.1 Card Implementation 

The CLSC implementation process is adopted fkom MAOSCO documentation. The 

proposed process consists of four consecutive paths representing the process flow and 

connecting nine different parties as shown in Figure 4-5. The process parties are 1) 

MAOSCO, 2) Multos Implementer, 3) Multos Certification Authonty (MCA), 4) IC 

Manufacturer, 5) Card Manufacturer, 6)  Card Issuer, 7) Application Provider, 8) 

Construction Company and 9) Workers. 

Each path on the process flow consolidates the process steps to accomplish a 

certain function or unique process output. For example: the IC chip is the output of Path 

A, the plastic card is the output of Path B, the labor payrnent application development 

and implementation is the output of Path C, and CLSC as a smart card loaded with the 

labor payrnent application is output of path D. 

The key process party, MAOSCO, was formed in May 1997 by eight companies 

ùicluding Dai Nippon Pnnting, Gemplus, Hitachi, Keycorp, MasterCard International, 

Mondex International, Motorola and Siemens (Web 22). MAOSCO develops / maintains 



Multos specifications and licenses the platform specifications to Multos implementers 

and application developers (see steps A- 1 and A-2). 

Multos implementers write the code for the silicon device provided by the IC 

manufacturer (see step A-3). The responsibiiity of Multos Certification Aaithority 

(MCA) is to provide the security keys for the IC chip during the manufacturing, 

transporting and downloading application (see steps A-4, C-3 and C-6). Card issuer and 

application are registered by MCA. Registration process will be discussed in M e r  

detail later in this chapter. 

A-3) ROM Code 

Dl) Enabled Cards Unit & Load I Delete 
Certificates 

D3) CLSC Cards 

Leaends- Construction 
API: Application Proqramming Intefface Company 
CLSC: Construction Labor Srnart Card 
MCA Multos Certification Authority 52 )  Load I Delete 
MAOSCO: Multos Consortium: Application Request 
MISA: Multos Injection Securitv Application 

Figure 4-5: Construction Labor Smart Card Lmplementation 

(Adopted fkom MAO SC0 Documentation 2000) 



The IC manufacturer obtains a card order fiom the card manufacturer to produce 

the silicon chips and securely delivered to the Card Manufacturer (see steps B-2 and B- 

3) which produces the plastic cards and embed the IC chip into the card. The card 

manufacturer deliver the finished product (card with IC chip) to the Card Issuer (see 

step B-4) who is responsible for 1) card registration with Multos Certifkation 

Authority (MCA, 2) card design, 3) card hventory, 4) card delivery to the worker, and 

5) card validation. 

The Appücation Provider obtains Iabor payment application requirements, 

designs the application, writes code, performs application tests, obtains application 

registration from MCA, obtains application load and delete certificates from the card 

issuer and delivers application and its c e r ~ c a t e s  to the constmction Company (see steps 

C-1 through C-8 in Figure 4-4). Steps C-8 and D-1 are two independent steps, which 

take place simdtaneously. Ln step C-8, the application provider delivers the labor 

payment application to the Construction Company in a Multos Executable Language 

(MEL) compiled code which is known as an Application Load Unit (ALU). In step D-1, 

the card issuer delivers enabled persondized cards (with no application loaded) to the 

newly hired workers. The Construction Company loads the ALU into worker's card 

using application load certificates, which are issued by MCA. 

Summary of the CLSC implementation process is shown in Table 4-4. 



Table 4-4: Suiniiiary of Construction Labor Sinart Card Impleinentatioii 
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Provide Application Requirements and Business Rules 

Apply for Application Signature and Encryption Keys 

Provide Application Signature and Encryption Keys 
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Apply for Application Certificates & Card Enabling 
Provide Application Certificates and Card Enabling Data 
Provide Application Load / Delete Certificates 
Provide Application Load Unit & Load I Delete Certificates 

Send Enabled Card with no Application Loaded 

Apply for Load I Deleta Application 
Return Card inrith Loaded I Deleted Application 



Application Load Unit (ALU) consists of issuer / application registration IDs, worker's 

name / ID, labor payrnent source code / databases, application directory structure / file 

control information, and application integrity / secrecy protection. CLSC is customized 

with worker's information, or protected with application signature and encryption before 

or after loading ALU. Therefore, the Construction Company as an application loader has 

the option to compile the card customization, protection and encryption with ALU. 

Figure 4-6 illustrates the data structure loaded on the CLSC chip (adopted from Web 22). 

Data structure is broken down into 1 3 data sections. Table 4-5 summarizes the content of 

each data section. 



Card Enabling 
(e.g. Card ID) 

i ! i Application Certificates 
(Load & Delete Authorization) 

Figure 4-6: Construction Labor Srnart Card Data Structure 

(Adopted fiom MAOSCO Documentation 2000) 





43.2 Application Developmen t 

The process to develop a labor payment application includes systems requirements 

collection, system design, system coding and testing, A proposed labor payment 

computation flowchart is shown in Figure 4-7. The flowchart indicates the basic 

subroutine functions such as read timesheet and compute gross salary, overtime, 

allowance, and tax. For simplicity, overtime is calculated on the total number of hours 

per week exceeding 40 hours. The daily electronic timesheet stored on the card is 

designed to accommodate 24 dBerent overtime hour rates, 10 different work premium / 

allowance conditions and thrse alphaoumeric four-character codes for worker, activity 

and cost codes respectively (see Table 4-6: Timesheet Codification). Alternatively, a 

backup paper timesheet is used shouid the worker fails to input his or her timesheet. 

Worker's name, ID and signature with date are automatically populated in the electronic 

timesheet. Repetitive activity and cost codes are automatically input using short keys or 

macros. The payment calcuiation subroutine is performed on the foreman's card using 

the timesheet information stored on the worker's card. Worker has the option to view an 

estimated payment value prior to submitting his or her timesheet to the foreman. The 

actual payment is deducted fiom the stored electronic funds on the foreman's card and 

transferred to the worker's card. Although ail CLSC are loaded with one labor payment 

application, CLSC behaves differently according to both the customized cardholder's 

information stored on the chip and the customized application according to the project 

need. 
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Table 4-6 : Timesheet Codification 



4-33 Application Implementation 

n i e  labor payment application irnplementation is a subset of CLSC implementation that 

encompasses the card issuer registration process, application development, application 

registration process, application customization and application loading. Figure 4-8 shows 

the execution order of the application irnplementation steps. Some of these steps iike 

application development, card manufacturing and enabling were already covered earlier 

in this chapter. 

Afier the application is developed, it is compiled into a Multos Executable 

Language (MEL). MEL is segrnented into Application Load Units (ALU) using specid 

programming tools provided by Multos. ALU is loaded into enabled cards using the 

Multos application load certificate obtained fiom Multos Certification Authorïty @ICA) 

during the registration process. Loading an application on the card is not permitted 

unless the security code Ioaded on the enabled card matches the same code embedded in 

the registered application and the load certificate. 

Adding a worker's name and ID to the application is c d e d  application 

customization, which occurs either during the ALU (pre-customization) or &er the ALU 

(post-customization). Only an Application Delete Certificate (ADC) with matching 

security code provides user with a key to delete a loaded application. The payment 

application registration process is implemented after the card issuer registration is 

complete. The Multos-registered application are loaded into the smart card with the 

Application Load Certificates (ALC). 
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Figure 4-8: Labor Payrnent Application Implementation 

(Adopted fiom MAOSCO Documentation 2000) 
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4.4 Tirnesheet Cost Cornparison 

This timesheet cost anaiysis is intended to compare the cost between paper-based 

(manuai method) and srnart card-based (e1ectronic method) timesheets. The cost 

estimates of both manual and electronic metliods are explained in Appendices A and B 

respectively. The calculations of both estimates are based on a set of assurnptions and 

variables discussed in Appendix C. In both cost estimate, there are six key variables: 

Hourly Labor Rate, Number of Crews, Crew Size, Interest Rate and Mat ion  Rate. Each 

variable has an initial value (baseline) and a testing domain. The timesheet cost estimates 

and cash flows for both the manual and electronic methods are based on the baseline 

values. The testing domain is described as a range with minimum and maximum limits 

within which the baseline varies. The testing domains are intended to study the impact 

on the estimated cost as a result of incremental changes to the baseline values. The six 

key variables with their baseline values and the testing domain limits and incremental 

values are listed in Table 4-7. 

Key Variable 

HourIy Labor Rate 1 $16.56 1 $8.00 1 $48.00 1 S8.00 1 
BaseIine Testing Domain 

Number of  Crews 

Crew Size 

In terest Rate 

Table 4-7: The Timesheet Cost Estimate Key Variables 

Minimum 

Project Duration 

10 Crew 

10 WorIters 

5% 

Maximum 

Inflation Rate 1 5% 

5 Years 

Increment 

1 Crew 

10 Workers 

2 O h  

1 O h  

1 Year 

10 Crews 

100 Workers 

16% 

1 Crew 

10 & 50 Workers 

2% 

12% 

5 Years 

1 Oh 
- -  - 

1 Year I 



The manual method cost estimate is based on three cost categories: 

1) Labor Cost, which includes five cost elements (Cri, CZr, C3[, CJI and Cs[) and are 

incurred at the beginning of the first, second, third, fourth and fia y e x s  respectively. 

2) Material Cost, which includes five cost elements CCI2, C2?, CZ, Cc and Cs?) and are 

incurred at the beginning of the first, second, tliird, fourth and fiftlz years respectively. 

3) Paycheck Issuance Fee, which includes five cost elements (Cr3, CZ3, C33, Cd3 and Cs3) 

and are incurred at the beginning of the first, second, third, fourth and fÏfth years 

respectively. 

The manual method cost elements (Cv kfa,,,ù are calculated in Appendix A. The values 

of  Ci/ are listed in Equation 1. 

Equation 1 

Where : 

i is the matrix row number which refers to the year i. 

j is the matrix column number which refers to the cost category number j. 

The present values (PEj,bIa,& of the cost elements (C, ,wu,,a[) and the total present value 

(PVt ManIlal) are cdculated in Equations 2 and 3 respectively. 



Equation 2 

Equation 3 

Where: 

PVtbfanuar is the present value of the total tirnesheet cost using the manuai method. 

B is the inflation rate (5%). 

A is the combined interest rate (10.25%) according to the Then-Cwrent Cash Flow 

Analysis formula (A = B + C + B * C) where C is the interest rate (5%). For simplicity, 

the factor A used in Equation 2 is rounded to be 10%. 

n and rn are the numbers of cost elements arrd cost categories respectively. 

The present values (PGM.,,J of the 15 cost elements (CiiManuar) are listed in Equation 4. 

Equation 4 



The paper-based tiinesheet (manual niethod) cost cash flow analysis is summarized in Table 4-8. 

Cost Estimate [* j 1 1st Year 2nd YearJ 3rd Year 
--- --- ---Am- 

1 Labor Cust Ci -- -- 

PV of Total Annual Cost 

dth Year Total 
- -- 

I 1" The cost estimate of the paper-based timeshcet (manual method) is explained in Appendix A 

Table 4-8: Paper-Based Timesheet Cost Cash Flow 



The manual method cost cash flow diagram is iliustrated in Figure 4-9. 
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(Figures are in thousands of $) 

Figure 4-9: Paper-Based Timesheet Cost Cash Flow Analysis 

:h Year 

The cost of using the manual method to track timesheets and process payroll for 100 

workers during a 5-year project is estimated to be $692,175.25. 



The electronic method cost estimate is based on five cost categoriesz 

1) Labor Cost, which includes five cost elements (CI[, Ca, C3[, C d 1  and Csr) and are 

incurred at the beginning of the fïrst, second, third, fourth and f i f i  years respectively. 

2) Hardware Cost, which includes four cost elements   CI^, C32, C.42 and C52) and are 

incurred at the beginning of the first, third, fourth and fifth years respectively. 

3) Software Cost, which includes one cost element (C13) and is incurred at the 

beginning of the fust year. 

4) Membership Fee, which includes £ive cost elernents (Cr4, Cx, C34, C d 4  and CH) and 

are incurred at the beginning of the fist, second, third, fourth and fi& years 

respectively. 

5) Data Archiving Cost, which includes five cost elements (Cls, Cts, C35, Cd5 and Css) 

and are incurred at the beginning of the fïrst, second, third, fourth and fi* years 

respectively. 

The electronic method cost elements (CG wmmnic) are calculated Ln Appendix B. The 

values of Cg~/eCtrOniC are listed in Equation 5. 



Where : 

i is the matrix row number which refers to the year i, 

j is the matrix column nurnber which refers to the cost category number j. 

The present values (PV, uecm,ic) of the cost elements (Cg E[ccl,,d and the total present 

value (PVrmcrronic) are calculated in Equations 6 and 7 respectively. 

ECectronic 

Equation 6 

.J L ---- ------L. ---------- 2 ---------- 
I 
1 

1 
1 

1 
1 

i 
1 

C~1=$53.6 f C~z=88.0 ( C,J=$O.O Cr~=$41.7 f C,s=$6.0 
1 I 1 1 

,,--- -- -- -3 ----- -- -- --L-- -- -- ------ -- -- ---- L-- -- -- ---- 
1 

I 
I 
1 

1 
I 

1 
? 

Csr=$56.3 t Cc=66.0 1 Cu=SO.O : Cs~=$43.8 Css=$6.3 
t ! l , 

Equation 7 

(Figures are in thousands of $) 
Equation 5 



Where: 

PVr mecfro,zic is the present value of the total timesheet cost using the electronic method. 

PVijmccrronic is the present value of  COS^ category Ci, ~iecfro,Iic- 

B is the inflation rate (5%). 

A is the combined interest rate (10.25%) according to the Then-Current Cash Flow 

Analysis formula (A = B + C + B * C) where C is the interest rate (5%). For simplicity, 

the factor A used in Equation 2 is rounded to be 10%. 

ï z  and m are the numbers of cost elements and cost categones respectiveiy. 

The values of PVjEMrti, are listed in Equation 8. 

The smart card-based timesheet (electronic method) cost cash flow analysis is 

sunimarized in Table 4-9. 





Total Cost Estimate [*] 

I -. 
3 Software Cost 

Implemeri tation 
-- 

Total Software Cosi 

Ih] The cost estimate of ?he smart eard-based tirnesheet (electronic method) is explaincd in Appendix B 
~ -~ ~~ 

Table 4-9: Smart Card-Based Tin~eslieet Cost Cash Flow (Continued) 



Cost Estimate I*] / 1st Year 2nd Year 
v- ---- 

5 Data Archiving Cost 

rota1 Cost (Items 1 ,2 ,3 ,4  & 5) 
-- ----- 

'V of Total Cost 

3rd Year 1 4th Year 5th Year Total 

I*] The cost estimate of the smart card-based timeshcet (electronic method) is explained in Appendix B 

Table 4-9: Smart Card-Based Tiriiesheet Cost Cash Flow (Continued) 



The electronic method cost cash flow diagram is illustrated in Figure 4-10. 
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(Figures in are in thousands of $) 

Figure 4- 10: Smart Card-Based Timesheet Cost Cash Flow Analysis 

The cost of using the electronic method to track timesheets and process payroll for 100 

workers during a 5-year project is estimated to be $492,036.32. 

The cost variance (PV, ,,) between the electronic method (PF and manual 

method (PV, M,,,,I) is estimated to be $200,138.92 according to Equation 9. 

(Figures are in thousands of $) 

Equation 9 



The PV, , represents a 29% savings of the electronic method over the manual method as 

shown in Figure 4-1 1. 

~ o t a 1  Cost 

Cast Savings 

- - - - - - - mg'' . . . . . . . . . . . . . . . . . . . . . .  O- - - A--------------- 

~ a p e r - ~ a s e d  1 srart -rd-~ased 
Timesheet Cost ~imesheet Cost 

Cost Savings = Paper-Based Timesheet Cost - Smart Card-Based Timesheet Cost 

Figure 3-1 1 : Present Value Timesheet Cost Coinparison 

$137 

$556 

The present value of the labor cost variance between the manual and electronic methods 

is estimated to be $343,740.26, which rcpresents a 62% savings in the labor cost of the 

electronic method over the rnanuai rnethod, It is estimated that the non-Iabor cost (e.g. 

material cost and bank fees) of the electronic method is higher than the manual method 

by $144,201.33. 

$281 
S 2 l l  

cost Category 

(Figures are in thousands of $) 



The labor payment cycle time of the electronic method is estimated to be shorter than the 

manual method by10.5 minutes per day for each worker. The cycle h e  for both the 

manual and electronic methods are as illustrated in Figure 4-12. 

Figure 4-1 2: Timesheet Labor Payment Cycle Tirne 

n 

ul 

- - - - - - - - - - - - - - - - - m m - - - - - -  

The cycle time results indicated that the time spent to prepare a worker's timesheet in the 

Time Keepî ng  

T i m e s h e e t  P r e p a r a t i  on  

P a y r o l  1 P r o c e s s i  ng 

electronic method is estimated to be 50% shorter than manual method. In addition, the 

electronic method is expected to reduce the time to process payroll by 24% and the 

odma 2 5 . m   abo or ~ayient nethod 

5 . 3  
10-0 
1- 7 

project headcount by one, which is the timekeeper's position. 

0, 2 
5 - 0  
1 - 3  



The estimated cost savings (PVI PV2 vw, PV3 var, PV4 vIY and PV, ,,,) for the £kt, second, 

third, fourth, and fifth years respective1 y are calculated using Equation 1 0. 

(Figures are in thousands of $) 
Equation 10 

The PV, var, PV, .,, PK ,,, PV, var and PV5 var are estimated to be -$14,478.24 in the first 

year (the variance is negative in first year) and $61,205.23, $54,23 1.84, $49,766.36 and 

$49,4 13.73 for second, third, fourth and fiflh years respectively. 



The cost variance between the manual and the electronic metliods is estimated to break 

even during the first year of the project as iIlustrated in Figure 4-13. 

(Figures are in thousands of $) 

CsSo' 

[cosr savings (0001 

Cost Savings = Paper-Based Timesheet Cost - Smart Card-Based Timesheet Cost 

Figure 4-13: Annual Cost Savings of Smart Card Timesheet 

Year 

1st year 

CS141 

The electronic method annuai cost is estirnated to be 9.5% liigher than the rnanual 

method's in the first year because of the hardware acquisition and software development 

costs. The average cost savings per year is estimated to be $40.027.79 upon adopting the 

electronic method. 

2nd ~ e a r  

147 

3rd  Year 

SI01 
4th Year 

SIS1 
5th Year 

9200 



The cost savings of using the eIecironic method proportionally increased fiom 7% to 47% 

when hourly labor rate increased fiom $8.00 to $48.00 as shown in Figure 4-14. 

  ab or R a t e  <$/Heur) 

(Figures are in thousands of $) 

Cost Savings = Paper-Based Timesheet Cost - Smart Card-Based Timesheet Cost 

Figure 4-14: Hourly Rate Impact on Smart Card Timesheet Cost Savings 

The cost savings rate is expected to decline as the hourly labor rate exceeds $20.00, as the 

number of crews and the crew size remain unchanged and equd to 10 crews per project 

and 10 workers per crew respectively. 



Studying the impact of the crew size on the cost of using the electronic method, results 

indicated that the cost savings for a 10-worker crew decreased fiom 62% to 29% by 

increasing the number of crews fiom 1 to 10 crews as shown in Figure 4-1 5. 

\ - * .  - .  . 
10 ri~orkers per Crew 

01-11 20 Wrkers  per Crew - 50 ~ o r k e r s  per crew 

15% ! r I I , l I I I , 

1 2 3 4 5 6 7 8 9 10 

Nunber o f  Crews 

Cost Savings = Paper-Based Timesheet Cost - Srnart Card-Based Timesheet Cost 

Figure 4-15: Crew Size Impact on Smart Card Timesheet Cost Savings 

The cost of using the electronic method does not exceed the cost of the manual method as 

a result of changing the crew size basehe from 10 to 100 workers per crew using any 

number of crews between 1 and 10. 



Studying the impact of the interest rate on the cost of using the electronic rnethod, the 

results indicated that the cost savings inversely decreased fkom 30% to 27% by raising 

the interest rate fiorn 2% to 16% as shown in Figure 4-16. 

2% 4% 6% 8% 10% 12% 14% 16% 

Interest R a T e  (%) 

Cost Savings = Paper-Based Timesheet Cost - Smart Card-Based Timesheet Cost 

Figure 4-16: hterest Rate Impact on Srnart Card Timesheet Cost Savings 

Tbe cost of using the electronic rnethod does not exceed the cost of the manual method as 

a result of changing the interest rate baseline value (5%) from 2% to 16%. 



Studying the impact of the inflation rate on the cost of using the electronic method, the 

results indicated that the inflation rate has not effect on the cost savings as sliown in 

Figure 4-1 7. 

cos% Savings Ml 

1nf1a . ion  Rate : $ j i l  

~ n f l a t i o n  Rate  <%) 

Cost Savings = Paper-Based Timesheet Cost - Smart Card-Based Timesheet Cost 

Figure 4-1 7: Inflation Rate Impact on Smart Card Timesheet Cost Savings 

The cost of using the electronic method does not exceed the cost of the manual method as 

a result of changing the inflation rate baseline (5%) from 1% to 12%. 



Studying the impact of the project duration on the cost of using the electronic method, the 

results indicated that the cost savings decreased ficorn 29% to 16% when the project 

duration decreased fiom 5 years to 2 years as shown in Figure 4-17. In a one-year 

project, the cost of usïng the manual method is 10% less than cost of using the electronic 

method. 

2 3 4 

Project Duration (in Years) 

Cost Savings = Paper-Based Timesheet Cost - Smart Card-Based Timesheet Cost 

Figure 4-1 8: Project Duration Impact on Smart Card Timesheet Cost Savings 

Ln summary, this cost study quantified the potential cost savings of using smart card 

technology to replace the manual method of time keeping, tirnesheet preparation and 

payroll processing in construction projects. The cost cornparison indicates that the cost 

savings range is expected to be 10-60% depending on the cost estimate assumptions. 

This cost study is intended for demonstration purposes only. 



Chapter 5 Conclusion and Recommendations 

5.1 Conclusion 

This thesis presented a fiarnework for smart card use in the construction industry. The 

framework was intended to investigate the applicability of smart card technology and to 

explore its potentiai applications in the construction industry. Key research hd ings  are: 

1) Construction Labor Smart Cards (CLSC) have computing capability to run 

applications, store results and exchange information at low cost. The financial 

feasibility of CLSC is proven if smart card economies of both scale and scope are 

materialized. Economy of scale is achieved when cards and iC chips are 

manufactured in high volume. Economy of scope is achieved when two or more 

applications are jointly produced at a cost lower than that incurred in their separate 

and independent production. However, bundling construction applications together in 

a multifunctional srnart card reduces the need to carry multiple cards on site but 

increases the cost of producing large-memory IC chips. The application 

implementation (card reader / s i te  terminal infkastructure, etc.) entails high fixed 

costs, of which distribution amomg CLSC participants (project stakehotders) is 

problematic. 

2) Arnong questionnaire participants, the most commonly approved smart card 

infrastructure hardware in construction projects are double-slot card readers, smart 

mobile or ce11 phones, and persona1 cornputers with smart card interfaces. Smart 

cards with dual interface (hybrid or combi smxt cards) suit the needs of construction 

applications in terms of accuracy and  speed. Smart card selections of both type and 



application are restricted by the need to balance between privacy with s e c d t y  

protections and other interests such as convenience and ability to audit trail 

transactions. Because of the versatility of the smart card, it is difficult to define 

generdly applicable selection critena as the focus of selection shifts between 

technology and business requirements. 

3 )  Lack of interoperability between card readers, incompatible card o p e r a ~ g  systems 

and inadequate card infi.astructures are major roadblocks for implementing smart card 

in construction projects. Currently, there is no widely accepted standard to support 

implementing construction applications in an open environment using a standard 

platform. 

5.2 Research Contributio n 

The research fiamework emphasized: 1) the effectiveness of smart card in mechanizing 

curent manual practices in constmction operations, and 2) the potential of the smart card 

successfUlness to gravitate the construction industry toward a cashless and paperless 

environment. The framework also proposed the Construction Labor Smart Card (CLSC) 

focusing primarily on implementation of the electronic timesheet and labor payrnent 

application. The research intended to propose the following CLSC irnplementation 

building blocks: 

1) Transformation Model: explains the process to mechanize paper timesheet and 

manual labor payrnent operation into a smart card-based solution. The smart card 

labor payment process is discussed in detail in this research. 



2) Implementation Methodology: encompasses CLSC life cycle and the roles and 

responsibilities of each party involved in the implementation process. 

3) Infrastructure Layout: illustrates the various elements and fiuictions of CLSC 

hardware elements including card readers, site terminals and smart card PC and 

telephone sets. 

4) Coding Template: is intended to support the transition fiom a manual paper-based to 

a mechanized smart card-based timesheet. The coding template is also used ss a 

backup timesheet for workers who do not use smart card or do not have access to the 

CLSC infrastructure. 

To illustrate the analysis of the study, a cost cornparison between paper and smart card 

tirnesheet has been presented showing the potential cost savings of the proposed CLSC 

application. The thesis also presented the results of a questionnaire designed to gauge the 

interest of usirig smart card technology and the perceived feasibility and adaptability of 

smart card in the construction industry. The participants of the study supported the use of 

smart cards to replace paper timesheets and manual labor payment methods. In addition, 

the quest io~aire results indicate that there is tremendous potential to successfidiy 

penetrate the construction market if construction managers are educated about the 

fuiancial benefits, ease of use and other advantages of  using smart cards among 

construction laborers. 



5.3 Recommendations fo r Future Studies 

There is a need to form a construction industry body to study smart card issues such as: 

Managing the ownership of information held on the smart card and on any associated 

data processing or storage system. 

Tracking modifications to the card applications or the worker's personalized profile. 

Ensuring the synergy between construction applications and other non-construction 

schemes or applications. 

Developing new methodologies to adopt the requisite changes to the existing 

construction practices and manual processes. 

Provide risk management strategies to construction companies migrahg to smart 

card environment. 

Establishing new provisions in construction contxacts and labor collective agreements 

to address issues related to employing applications such as Electronic Benefits 

Transfer (EBT) for labor and management personnel, Public Key Iiifrastructure (PKI) 

in confdential project communications, Electronic Signature (ES) in contract 

procurement and administration and Electronic Purse (EP) in expense voucher. 

Providing smart card audit trail mechanisms without violating the pnvacy of workers. 

Goveming permanent and shared smart card data and user's data to be personalized. 



In fùtue studies, it is also recommended to înclude the following: 

1) Developing an electronic payment scherne for construction laborers using electronic 

cash and electronic purse applications on smart cards. The objective would be the 

integration of smart card financial schemes in construction invoicing, billhg and 

payro 11 operations. 

2) Proposing new srnart card hardware interfaces with smart card readers and other 

technologies that are commonly used in construction such as Radio Frequency (RF) 

bar code scanners, Closed Circuit TV (CCTV) carneras, automatic on-off switches, 

wireless devices and wide range electronic sensors. 
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Appendix A 

The Cost Estimate of the Paper-Based Timesheet 

The cost estimate of the paper-based timesheet (manual method) is prepared in 6 

steps: 

The time spent to prepare a worker's tirnesheet is estimated to be 16.96 minutes per 

day (see Table A-1). 

The labor cost of tirnesheet preparation is estimated to be $l21,704.96, $1 27,790.2l, 

$134,179.72, $140,888.70 and $ l47,93 3.14 in the first, second, third, fourth and fifth 

years respectively (see Table A-2). 

The material cost of timesheet preparation is estimated to be $19,500.00, $20,475.00, 

$21,498.75, $22,573.69 and $23,70237 in the first, second, third, fourth and fi& 

years respectively (see Table A-3). 

The cost of issuing paper paychecks is estimated to be $ 10,400.007 $lO,92O.OO, 

$1 17466.00, $12,O39.30 and $12,641.27 in the first, second, third, fourth and fifth 

years respectively (see Table A-4). 

For a 5-year project with 100 workers, the total cost of paper-based tirnesheet is 

estimated to be $151,604.96, $159,185.2l, $167,144.47, $1 75,5O 1.69 and 

$184,277.78 in the first, second, third, fourth and fi& years respectively (see Table 

A-5)- 

The Present Value (PV) of the paper-based timesheet cost is estimated to be 

$692,175 -25 (see Table A-6). 



Step #1: Estimated Daily Timc Spent in Preparing Worker's Timesheet Assumption No * 
--. 

N , o o  
I 

l ~ inu t e s  Spent to Populate Paper Timesheet Form 1 #06: Preparation Time 

Minutes Spent to Review and Approve Timesheet #07: Approval Time 
- P u - -  

Minutes Spent to Handle Timesheet #08: Handling Timesheet 

N , , ~ l ~ i n u t e s  Spent to Sign in and out at the Gate -7- 7 
0.70 l ~ inu t e s  Spent to Prepare and Handle Paycheck 1 # 10: Handling Check 

Spent to Track Worker's Attendance #09: Timekeeper 

Spent to ~rocess  Tirnesheet and Payroll 
--- 
1.20 Spent to Archive Worker's Paper Tin~esheet # 18: Archiving Time 

Total Minutes Spent per Worker 
+ No7 --- + No8 + No91 + N10 + No9 + ' 1 - 1  

(Figures are in minutes) 

Table A-1 : Estimated Time Spent to Prepare Paper-Based Timesheet 

'AH assumptions are explaitied in Appendix C 



Step #2: Estimated Timeshcct Labor Cost 
-- 

u011 1 $4.68 IDaily Labor Cost of ~ repa r inga  ~ o r k e r ' s  Timesheet 

$12 1,704.96 

-.. 

(Cl, = Daily Cost UoI1 * No. of Working Days per Year NO2 * N04 * Cm) 

(LIoll =Hourly Rate Uol * Hours Spent to Complete Worker's Timesheet A$,) 
Labor Cost of Preparing Timesheet in Year 1 (Al1 Workers) 

(C,, = Labor Cost of Timesheets in Year 2 Cz1 * (1 + Inflation Rate B)) 
Labor Cost of Prepariiig Timesheet in Year 4 (Al1 Workers) 
(Cd, = Labor Cost of Timesheets in Year 3 CJr * (1-t Inflation Rate B)) 
Labor Cost of Preparing Timesheet in Year 5 (Al1 Workers) 
(Cs, = Labor Cost of Timesheets in Year 4 Ca! * (If Inflation Rate BI) 

----- - 

C,, 

PV of Timesheet Labor Cost in Year 1 (Al1 Workers) 
( P h  = Cl,) 
PV of Timesheet Labor Cost in Y e n  2 C2, (A11 Workers) 
(PV,, =Labor Cost in Year 2 C, l ( 1 t  Combined interest ~ a t e  A)') 
PV of Timeslieet Labor Cost in Year 3 Ca (Al1 Workers) 
(PV3, =Labor Cost in Year 3 C, / (1+ Combined interest Rate A)') 
PV of Timesheet Labor Cost in Year 4 C, (All Workers) 
(PV,, =Labor Cost in Year 4 C ,  1 (1 + Combined interest Rate A)))  
PV of Timeslieet Labor Cost in Year 5 CI, (Al1 Workers) 
(PVf, =Labor Cost in Year 5 CS, I (1+ Combined interest Rate A ) ~ )  

Labor Cost of Preparing Timesheet in Year 2 (Al1 Workers) 

Total PV of Timesheet Labor Cost 
(PK,  = PV,, + PV2I + PVJ, -1- PV&+ PVJ 

$134,179.72 

#O 1 : Hourly Rate H 
(C,, = Labor Cost of Timesheets in Year 1 Cl, * (1+ Inflation Rate B)) 
Labor Cost of Preparing Timesheet in Year 3 (Al1 Workers) 

#O2: Project ~alendar-1 
#03: Project Duration 1 

#33: Inflation Rate 1 

H34: Interest Rate 7 
#34: Interest Rate 7 
#34: Interest Rate R 

Table A-2: Estimated Labor Cost of Preparing Paper-Based Timesheet 

'AII assumptions are explained in Appendix C 



Stcp #3: Estimatcd Timeshect Material Cost Assuinption No * 

$19,500.00 PV of Timeslieet Matesial Cost in Year 1 (Al1 Workers) 
(pK3 = G2) -- 

$18,613.64 PV of Timesheet Material Cost in Year 2 (Al1 Workers) 
(PVZ2 =Material Cost in Year 2 C,, I (1 + Combined interest Rate A)')  

$1 7,767.56 PV of Timeslieet Material Cost in Y e u  3 (Al1 Workers) 
(PV,, =Material Cost in Year 3 C& / (1 t Combined interest Rate A)') 

$1 6,959.95 PV of Timeslieet Material Cost in Year 4 (Al1 Workers) 
(PVd2 =Material Cost in Year 4 Ca 1 (1 + Cornbined interest Rate A)') 

$16,189.04 PV of Tirneslieet Material Cost in Year 5 (All Workers) 
(PV, =Material Cost in Year 5 C12 / (1 + Combined interest Rate AT) 

---- ------- 

- 
Daily Material Cost of a ~ o ~ k e r ' s  Timesheet 
(U,, = Printing, Photocopying, Piling Costs) -- 
Material Cost of Timesheet in Year 1 (Al1 Workers) 
(C,, = Daily Cost LI,, * No. of Working Days per Year) 

---.------ 

Material Cost of Timesheet in Year 2 (Al1 Workers) 
(C2,= Material Cost of Timesheets in Year 1 Co * (1+ Inflation Rate B)) 
Material Cost of Timesheet in Year 3 (Al1 Workers) 
(C,= Material Cost of Timesheets in Year 2 C, * (1 + Inflation Rate B)) 
Material Cost of Timesheet in Year 4 (Ail Workers) 
(Cd= Material Cost of Timeslieets in Year 3 C,, * (1+ Inflation -- Rate B)) 
Material Cost of Tirnedieet in Year 5 (Ali Workers) 
(Cs= Material Cost of Timeslieets in Year 4 Cd2 * (1 + Inflation Rate B)) 

-- 
#34: Interest Rate 

# 1 1 : Material $ 

---7- 

#33: Inflation Rate 

#33: Inflation Rate 

#33: ~ n f l a t i o n ~ a t e  

#33: Inflation Rate 

#34: Interest Rate 

#34: Interest Rate 

#34: Interest Rate 

-9,030.18 ITotal PV of Tirneslieet ~ a t e i a l  Cost -7 

Table A-3: Estimated Material Cost of Paper-Based Timesheet 

*AH assuinptions are explained in Appendix C 



Assumption No * 1 Stcp #4: Eiiirnated Cost of Issuing Printed Paycheck 
-- 

Ul3 1 $0.40 IDaily Paycheck Issuance Cost per Worker 

&$Ï&400.00 
(LIl3 = Check Printing Cost and Bank Fees) 
Payclieck Issuancc Cost of Tirneslieets in Year 1 (Al1 Workers) 

.&,,920.00 
(C,, = Daily Cost U ,  * No. of Working Days per Year NO2) 
Puycheck Issuance Cost of Tirnesheets in Irear 2 (Al1 Workers) 

CJ3 

C, 

C, 

PV, ( $47,03 1.52 ITotal PV of Paycheck Issuance Cost 

$10,400.00 

$9,927.27 

$9,024.79 

$9,045.30 

$8,634.15 

# 1 3 : Paper Clieck $ 1 

$1 1,466.00 

$12,039.30 

$12,641.27 

PV of Timesheet Paycheck Issuance Cost in Year 1 (Al1 Workers) 
(PVU = Cl,) 

PV of Timesheet Payclieck Issuance Cost in Year 2 (Al1 Workers) 
(PV' =Paycheck Issuance Cost in Year 2 Ca 1 ( l t  Cornbined interest Rate A) ' )  
PV of Timesheet Paycheck Issuance Cost in Year 3 (Al1 Workers) 
(PVT3 =Paycheck Issuance Cost in Year 3 Cj3 l(1+ Combined interest Rate A)*) 
PV of Timesheet Payclieck Issuance Cost in Year 4 (Al1 Workers) 
(PV, =Payclieck Issuance Cost in Year 4 C,, 1 (1 + Combined interest Rate A ) ~ )  -- 
PV of Timesheet Payclieck Issuance Cost in Year 5 (Al1 Workers) 
(PVS3 =Payclieck Issuance Cost in Year 5 Cs3 / (1+ Combined interest Rate A ) ~ )  

#33: Inflation Rate 

#33: Inflation Rate 

#33: Inflation Rate 

#33: ~ n f l ~ o n  Rate 

(C, = Payclieck Issuance Cost in Year 1 Cl, * (1 + Inflation ~ a t e  B)) 
Paycheck Issuance Cosi of Timeslieets in Year 3 (Al1 Workers) 
(C,, = Paycheck Issuance Cost in Year 2 C, * (1+ Inflation Rate B)) 
Paycheck Issuance Cost of Timesheets in Year 4 (Al1 Workers) 
( C  = Payclieck Issuance Cost in Year 3 Cj, * (1+ Inflation Rate B)) 
Paycheck Issuance Cost of Timesheets in Year 5 (Al1 Workers) 
(C, = Paycheck Issuance Cost in Year 4 C, * (1+ Inflation Rate B)) 

Table A-4: Estiiiiated Cost of Issuing Paper Paychecks 

'hl1 assumptions arc enplained in Appendix C 



Step #5: Annual Cost of Timesheets (Al1 Workers) Assumption No 

)[$151,604.96 l ~ o s t  of Timesheets in Year 1 (~llWorkGs) !- 
(C, = Labor Cost Cl,  + Material Cost Cl, + Fees Cl,) 
Cost of Timesheets in Year 2 (AH Workers) 

+ Material Cost C,, + Fees C2,J - 
in Year ~GII Workers) 

(C, = Labor Cost Cf, + Material Cost Ci, + Fees Cu) -- - - - .- . . - -. - - 

$175,501.69 Cost of Tiineslieets in Year 4 (Al1 Workers) I l  ------i 
(C, = Labor Cost CI, + Material Cost CI, + Fees Ca) -t Cost of Timesheets in Year 5 (Al1 Workers) 1 

- 1 1 I ( c ,  = Labor Cost Cs, + Material Cost Cs2 + Fees C,) -- --.A- --- A 

Table A-5: Total Estiiiiated Cost of Paper-Based Timeslieet 

'AH assumptions are explained in Appendix C 



Step #6: Present Value (PV) of Timcsheet Costs (AI1 Workers) 

I 

PV, 1 $692,175.25 ITotal PV of Timesheet Cost 

$15 1,604.96 

-- 
$144,7 13 -83 

$1 38,135.92 

$131,857.02 

$125,863.52 

~ ( P V ,  = PV, + PV2, + PV, + PV,  + PV, )  fi 

Table A-6: Present Value of Paper-Based Timesheet Cost 

-- 
PV of Timesheet Cost in Year 1  (Al1 Workers) 
( m l  = Cd 

- 

'AH assumptions are explained in Appendix C 

PV of Timesheet Cost in Year 2 (Al1 ~orkers)------ 
(PV,  =Cost in Year 2 C, / (1 + Combined interest Rate A ) ' )  
PV of Timesheet Cost in Year 3 (Al1 Workers) 
(PV,  =Cost in Year 3 C3( l ( 1 t  Combined interest Rate A ) ~ )  
PVofTimesheet~o~tiiiYear4(AllWorkers) 
(PV4 =Cost in Year 4 C,, / (1t Cornbined interest Rate - A ) ~ )  
PV of Tinieslieet Cost in Y= (Al1 Workers) 
(PV ,  =Cost in Year 5 C ,  1 (1+ Combined interest Rate A)') 

#34: Interest Rate 

#34: lnterest Rate 

#34: Interest Rate 

#34: Interest Rate 



Appendix B 

The Cost Estimate of the Smart Card -Based Timesheet 

The cost estimate of the smart card-based timesheet (electronie method) is prepared in 

9 steps: 

The tirne spent to prepare a worker's timesheet is estimated to be 6.45 minutes per 

day (see Table B-1). 

The labor cost of timesheet preparation is estimated to be $46,285.20, $48,599.46, 

$51,029.43, $53,580.90 and $56,259.95 in the fïrst, second, third, fourth and fifth 

years respectively (see Table B-2). 

The timesheet hardware cost is estimated to be $33,350.00, $5,071 -50, $7,987.61, and 

$5,59 1.3 3 in the first, third, fourth and fifth years respectively (see Table B-3). 

The timesheet software cost is estimated to be $45,248.00 in the frrst year (see Table 

B-4). 

The membership fee is estimated to be $36,000.00, $37,800.00, $39,690.00, 

$41,674.50 and $43,758.23 in the first, second, t h d ,  fourth and fifüi years 

respectively (see Table 3-5). 

The data archiving cost is estimated to be $5,200.00, $5,460.00, $5,733.00, $6,019.65 

and $6,320.63 in the fu-st, second, third, fourth and fifth years respectively (see Table 

B-6). 

For a 5-year project with 100 workers, the total cost of smart card-based timesheet is 

estimated to be $166,083.20, $91,859-46, $101,523 -93, $109,262.67 and $1 1 1,930.14 

in the fifth years respectively (see Table B-7). 



8) The Present Value (PV) of the srnart card-based timesheet cost is estimated to be 

$492,036.32 (see Table B-8). 

9) The cost savings of using the smart card-based timesheet is estimated to be 

$200,13 8.92 (see Table B-O). 



Step #1: Estimated Daily Time Spent in Preparing Worker's Timesheet 
---------- 

'7- 4-00 -&nt to Populate Electronic Timesheet 
Minutes Spent to Review and Approve Timeslieet 

---- 
Minutes Spent to Update Financial System 

-- ----------Pm-- 

Minutes Spent to Handle Timesheet (Exchanging Cards) 
~ ------- ---.--y 

O. 15 Minutes Spent to Sign in and out at the ~ a t e  

I~ inu tes  Spent to Download Cash into Worker's Sniart Card 

Minutes Spent to Reconcile with Payroll Department 
------- -. - - -- -- --- 

Minutes Spent to Update Cost Database 
------- --------------- 

0.10 Minutes Spent to Download Cost and Activity Codes 

--------- - - 

l~o ta l  Minutes Spent per Worker 

(Figures are in minutes) 

Table B-1 : Estimated Time Spent to Prepare Smart Card-Based Timesheet 

Assumption No ' 
---- 

------.- 
#20: Financial System 

# 14: Loading Cash 

# 15: Reconcile 
- 
# 16: Update Database 

#17: Coding Time 

' A I ~  assumptions are explained in Appendix C 



Step #2: Estirnated Daily Time Spent in Preparing Worker's Timesheet Assumption No * 

I l $46,285.20 Labor Cost of Timesheets in Year 1 (Al1 Workers) 
(Cil = Total Minutes Nu, / 60* Hourly Rate U, * No. of Crews N,, * Crew 
Size No, + No. of Working Days per Year Nu2) - - - - - - . - - 

F r { - $ 4 8 , 5 9 9 . 4 6   abo or Cost of Timeshrcts in Year 2 (AH Workers) 
1 1 k,, = Labor Cost in Year 1 C l ,  * (1 +Inflation Rate B) ' )  
1 C,, 1 $51,029.43 l~abo r  Cost of Timesheets in Year 3 (Al1 Workers) 

(C,] = Labor Cost in Year 1 Cl, * (ltlnflation Rate B ) ~ )  
Labor Cost of Timesheets in Year 4 (Al1 Workers) 

l-1- Lc4, - = Labor Cost in Year 1 C,, * (1 +Inflation Rate B ) ~ )  
of Timesheets in Year 5 (Al1 Workers) 
Cost in Year 1 C,, * (ltlnflation Rate B?) 

$21 1,322.04 Present Value of Labor Cost (Al1 Workers) 
(PV,, = PV of Labor Costs for Years 1,2,3,4, and 5)  -- 

Table B-2: Estimated Labor Cost to Prepare Smart Card-Based Timesheet 

#O 1 : Hourly Rate 

#33: Inflation Rate 

#33: Inflation Rate 
-- - 
#33: Inflation Rate 

#33: Inflation Rate 

#34: Interest Rate 

AI1 assurnptions are explained in Appendix C 





Step #3: Total Hardware Cost (Al1 Workers) 

Table B-3: Estimated Hardware Cost of Smart Card-Based Timesheet (Continued) 

. . .. . . . . 

Assumption No * 
-- --.,---.- 

Testing and Installation Cost in Year 1 
(= 10% of Cost of Hardware in Year 1 ) 
(Hl7 = 0. 1 O * ( ~ l i t ~ 1 2 + ~ l . 7 t ~ 1 4 f  --- H1StH16)) - - - - h - - -. . - - - - - 
Testing and Installation Cost in Year 3 
(= 10% of Cost of Hardware in Year 3) 
(Hl7 = o. 1 0 * (H.d-H?, --- -- - . - - -- -- - 
Testing and Ins~llatio~)Cost in Year 4 
(= 10% o f  Cost of Hardware in Year 4) 
(H,, = 0.10 * H,L ---.--.- 

Testing and Installation Cost in Year 5 
(= 10% of Cost of Hardware in Year 5) 
(H,, = o. 1 0 * (HS.MS4)) 
Cost of Hardware Damage in Year 1 
(= 5% of Cost of Hardware in Year 1) 
(& = 0- 05 * (HI,+H,2+H].3+H,&+HI6)) -~ 
Cost of Hardware Damage in Year 3 
(= 5% of Cost of Hardware in Year 3) 
( - 8  = o. 05 * (H.l.l+H.7,)) -- ------- 
~ o s t  of Hardware & n a g e  in Year 4 
(= 5% of Cost of Hardware in Year 4) 

= 0.05 * Ha) -- -- 
Cost of Hardware Dainage in Year 5 
(= 5% of Cost of Hardware in Year 5) 
(HSR = 0.05 * (H.f.j+HSI)) --- 

HI 7 

H.7 7 

- 
H 4 7  

H57 

HIR 

K a  

---- 

Ha 

HSR 

. 
Al1 assumptions are explained in Appendix C 

$2,900.00 

----- 
$44 1.00 

-. 
$694.58 

---- 

$486.20 

----- 
$1,450.00 

- 
$220.50 

$347.29 

$243.10 





1 Step #4: Total Software Cast (AI1 Workers) 1 Assurnption Na * 

Si, 1 $20,000.00 ISystems lntegration and Solution Architecture Cost in Year 1 1 #27: System Integratioi 

Tinlesheet Application Developmeiit Cost in Year 1 #28: Application $ 
----- 

Registration, License and Certificate Fees in Year 1 1 #29: Initial Fee 

Si, 1 $13,248.00 I~nlart Card Program Training Cost in Year 1 1 #30: Training $ 
- -- .---.y-------- ----.----- ---- --- s,,I $5,000.00 -Ilmpirnetitation and Deploynient Cost in Year 1 1 #32: Deployment $ 

--------- --------- 
--A--- 

Software CO& Year 1 
(C, = Systein Integration SI,  t Application SI,  + Fees SI, t Training SI, + 

-- 
Value of Total Software Cost #34: Interest Rate 

PV, =Software Cost in Year 1 CLi) -------- 

Table B-4: Estinlated Software Cost of Smart Card-Based Timesheet 

Ali assumptions are explained in Appendix C 



Step #5: Total Membership Fees (AU Workers) 

Membership Fee in Year 1 
(Cl, = Monthly Fee U.,, * 12 months * Crew Size ------.- No, *No. of Crews N d  - 
Membership Fee in Year 2 
(C, = Membership Fee in Year 1 C,, * (l+lnflation Rate B)')  -- 
~ e m b e r s h ~ ~  Fee in Year 3 
(C, = Membership Fee in Year 1 C,, * (ltlnflation Rate ~ * l  

- - - - 
Membership Fee in Year 4 
(C, = Membersh ip  F e e  in Year ---- 1 C,, * (l+Inflation Rate B& 
Mernbership Fee in Year 5 
(Cs, = Membership Fee in Year 1 C,, * -- 

#3 1 : Membership $ 

#33: Inflation Rate 
--- 
#33: Inflation Rate 
---------- 
#33: Inflation Rate 

#33: Inflation Rate 

$164,363.4 1 Present Value of Total Membersliip Fee 1 #34: Interest Rate 
(PF, = PV of Membership Fee for Years 1,2,3,4, and 5) 

Table 8-5: Estimated Membership Fee of Smart Card-Based Tiinesheet 

. 
Al1 assumptions are explained in Appendix C 



- -- 

Step #6: Total Cost of Data Archiving (All Workers) 

. - 

- No) - ---------------- --- 
C2.f $5,460.00 Cost of Data Archiving in Year 2 

C, = Cost of Data Arcliiving in Year - 1 Cl$* (1 +Inflation Rate B)')  
GS $5,733.0?ÏA- Cost of Data Arclii&ig in Year 3 

(C.,, = Cost of Data Archiving -- in ---- Year 1 CI.$* (1 +Inflation - Rate B ) ~ )  -- 
c4.5 $6,019.65 Cost of Data Archiving in Year 4 

~, -- (C,= Cost of Data Archiving in Year (1 +Inflation Rate ~))1 ------ - 
CS$ $6,320.63 Cost of Data Archiviiig in ~ e a x  

-- (C, = Cost of Data -- Archiviiig in Year 1 Cl,* (ltlnflation -- Rate B ) ~ )  

--- --P----P----. 

Data Archiving in Year 1 
(Cl, = Daily Data Archiving Cost Ul,  * No. of Working Days per Year 

Value of Total Data Archiving Cost (5 Years) 
PV of Data Archiving Costs for Years 1,2,3,4, and 5) --- 

# 1 9: Electronic 
Archive $ 

Table B-6: Estimated Data Archiving Cost of Smart Card-Based Timesheet 

#33: Inflation Rate 

#33: Inflation Rate 

#33: Inflation Rate 

#33: Inflation Rate 

#34: Interest Rate 

' AI1 assumptions are explained in Appendix C 



Step #7: Annual Cost of Tiniesheets (Al1 Workers) 
- --.- -- ----.---- - 

Tiiiiesheets in Year 1 (A11 Workers) 
(C,, = Labor C,,+ Hardware Cl,+ Software Cl,+ Membership C,8 

-------- - - - - - - - -. - .- 

Cost of Timesheets in Year 2 (Al1 Workers) 

Table B-7: Estirnated Total Cost of Smart Card-Based Timeslieet 

(C, = Labor C2,+ Hardware CE+ Software C,+ Meinbership C,+ 
Archivinfi) --------- .--------.-----p..--------- 

$101,523.93 Total Cost of Tiineslieets in Year 3 (AH Workers) 

-- 

Assumption No ' 

$109,262.67--Total 

-- 

$ i 1 1,930.fi 

--- 

* 
Al1 assumptions are explained in Appendix C 

= Labor CVj,+ Hardware Cej2+ Soflware C.l.j+ Membersliip C,,+ 
Arcliiving C,) - .- - - -- - - 

Cost of Tinieslieets in Year 4 (Al1 Workers) 
(C, = Labor C,,+ Hardware CJ- Software Cu+ Membersliip C,+ 
Archiviiig -- Cd5 -------A-A-- 

~ o t a l  ~ o s t  of Timesiieet s in Year 5 i ~ l l  Workers) 
(C, = Labor C,,+ Hardware Cs2+ Software C,t Membersliip Cs#+ 
Arcliiving Cs,) -------- - - - - - . 



Step 178: Present Value (PV) of Timesheet Costs (Al1 Workers) 

PV,, $166,083.20 PV of Timeslieet Cost in Year 1 (Al1 Workers) 
(PV,, = Timeslieet Cost in Year 1 C,, (Al1 Workers)) 
PV of Timeslieet Cost in Year 2 (Al1 Workers) 
(PVh =Total Cost in Year 2 C ,  l(1-t Combined Interest ~ a t e ~ ) ' )  
PV of Timesheet Cost in Year 3 (Al1 Workers) 
(PV, =Total Cost in Year 3 C, I (1 t Combined Interest Rate A ) ~ )  
PV of Timesheet Cost in Year 4 (All Workers) 
(PV,  =Total Cost in Year 4 C, / (1+ Combined Interest Rate A)') 
PV of Timeslieet Cost in Year 5 (All Workers) 
(PV, =Total Cost in Year 5 / (1 t Combined Interest Rate A ) ~ )  

- 
Total Present Value of the Smart Card-Based Tinesheet Cost 
(PV, = PV,, -t PV, 3. PV,, + PV, 4- PV,,) 

Assumption No ' 

#34: Interest Rate 

#34: Interest Rate 

#34: Interest Rate 

#34: Interest Rate 

#34: Interest Rate 

Table B-8: Present Value of Smart Card-Based Timesheet Cost 

All assumptions are explairicd in Appendix C 



Step #1: Cost Savings of Using the Smart Card-Based Timesheet (Electronic Method) 

Cost Variance between Manual and Electronic Methods 
LpV,, ----- = PV, Manual - PV, Electronic) --- 

Cost Ratio between Manual and Electronic Methods 
(PVR,,,,> = PV, Electroi~ic 1 PV, Mmral)  - - ,- -. . -. . - - -. .- 

Percentage of Cost ~ ; ; i n ~ ~  of Using the Electroiiic Method 
( % P Y , ,  - = (PV, -- Munztcrl - PV, - E1ecfronic)l PV, Mun~ial) 

Table B-9: Cost Savings of Using the Smart Card-Based Timeslieet 

Assumption No -1 

a 

All assumptions are explained in Appendix C 



Appendix C 

The Calculation Notes of the Timesheet Cost Estimates 

Assumption #1: According to the U.S. Bureau of Labor Statistics, the average hourly 

earnings of US-  non-governrnent construction workers in 1998 is $16.56 which 

represents the hourly rate (UW) in estimating the timesheet labor cost Cil as shown in 

Equation C. 1. 

Equation C .  1 

Where: 

Cil is the labor cost in year i. 

n is the number of years of the project duration (see assumption #3). 

Nol is the number of minutes spent to prepare and complete a worker's timesheet. 

IV& is the number working days per year (see assumption #2). 

&4 is the nurnber of workers per crew (see assumption 7%). 

Nos is the nurnber of crews per project (see assumption #5). 

Uol is the hourly Iabor rate, which is assumed to be $16.56. 

B is the inflation rate (see assumption #33). 

Assumption #2: the nurnber of working days per week is 5 days. The estimated nurnber 

of working days per month is 21 -7 days, which equals 52 weeks multiplied by 5 days per 

week divided by 12 months. The estimated number of working days per year (IV&) is 260 

days, which equals 5 days per week multiplied by 52 weeks. The number of working 



weeks per year is assumed to be 52 weeks and the estimated number of working weeks 

per month is 4-33 weeks, which equals 52 weeks divided by 12 months. 

Assumption #3: The project duration (n) is assumed to be 5 years. Therefore, the total 

number of working weeks per project is assumed to be 260weeks, which equals the 

project duration in years multiplied by 52 weeks. The total number of workïng days per 

project is 1,300 working days, which equals project duration in years multiplied by 52 

weeks multiplied by 5 working days per week. 

Assumption #4: the total number of workers per crew (No4) is assumed to be 10 workers 

including the foreman of the crew. 

Assumption #5: the total number of crews (&) per project or site is assumed to be 10 

crews. The estimated number of workers per project or site is 100 workers which equals 

number of workers per crew multiplied by number of crews per project or site. 

Assumption #6: the estimated time spent (N6) the foreman to complete a worker's 

timesheet is 6 minutes per day, or one hour per crew per day, according Equation C.2. 

(Figures are in minutes) 

Equation C.2 

Where: 

is the time spent to populate a crew's timesheets (20 minutes). 

Noa2 is the time spent to ver@ crew's timesheets with the timekeeper (15 minutes). 

Nos is the tune spent to code crew's timesheets with activity and cost codes (10 minutes). 

NOM is the tirne spent to report crew status (e-g. absence and dismissals) (5 minutes). 



Nods is the time spent to prepare crew overthe reports (if required) (5  minutes). 

is the time spent to add remarks (e.g. penahy, bonus, ibess ,  or injury) (5 minutes). 

Assumption #7: foremen submitted daily timesheets of their crews to the site 

superintendent for approval. The estimated time spent by site superintendent to review 

and approve daily timesheets for al1 crews is 30 minutes. The estimated time spent (&7) 

to review and approve a worker7s timesheet is 0.3 minute which equals the tirne spent by 

superintendent to approve timesheets divided by the number of project workers. 

Assumption #8: the estimated time spent by a foreman to handle timesheets is 25 

minutes per crew, which includes 5 minutes to prepare blank forrns, 15 minutes to 

photocopy completed timesheets, and 5 minutes to distribute and submit timesheets to 

payroll department. The estimated time spent (NO8) to handle a worker's tirnesheet is 2.5 

minutes which equals the time spent to handle a crew's timesheets divided by the number 

of workers per crew. 

Assumption #9: each project has a fulltirne timekeeper to track worker's tirne spent on 

the job site using the bras tags as basis for the d d y  attendance report. The estimated 

tirne spent ( h g )  by timekeeper to track a worker's attendance per day is 4.8 minutes 

which equals 8 working hous  spent by the timekeeper divided by the number of project 

workers. 

Assumption #IO: the payroll cycle is assumed to be a weekly cycle. The estimated t h e  

spent to handle weekly paychecks is 35 minutes, which includes 30 minutes spent by 

payroll department to print and verie paychecks and 5 minutes spent by foreman to 

pickup and deliver paychecks to workers. The estimated time spent (Nlo) to handle a 

worker's paycheck is 0.7 minutes per day which equals the total minutes spent weekly to 



prepare and handle a crew's paychecks divided by the number of days per week divided 

by the nurnber of workers per crew. 

Assumption #Il: production and reproduction cost of timesheet depends on the 

administrative requirements outlined by the company7s guidelines or the project manager. 

In this cost model, it is assumed that foreman uses official form of timesheets with serial 

numbers. The estimated paper cost of a single sheet is assumed to be $0.25 per original 

form and $0.10 per photocopied form. Daily timesheet photocopies are distributed to 

foreman, timekeeper, payroll department, cost controller and human resources. The total 

paper cost (UII) of a worker's timesheet is estimated to be $0.75 per day which equals the 

cost of an original form added to the cost of 5 photocopied sheets. 

Assumption #12: the estimated t h e  spent by the payroll department to process a weekly 

payroll cycle is 8 hours, which includes inputting timesheets into the payroll system, and 

processing and validating paychecks. The number of minutes spent (Nz) to process 

payroll per worker is 0.96 minutes per day, which equals 8 hours multiplied by 60 

minutes divided by the total number of project workers divided by the number of days 

per week. 

Assumption #13: cost of printïng a worker's paycheck including the bank fee is assurned 

to be $2.00 per week. The estirnated cost (U13) of issuing a worker's paycheck is $0.40 

per day, which equals the cost per week divided by 5 days. 

Assumption #14: tirne spent by a foreman to dowdoad electronic cash into workers' 

smart cards is assumed to be 5.00 minutes per week. The time spent   NI^) to download 

electronic cash per worker is 0.5 minutes per day, which equals 0.5 minutes per crew 

divided by 5 working days per week divided by the nurnber of workers per crew. 



Assumption #15: time spent to transfer transactions on the foreman's card to the payroll 

database is assumed to be 3 minutes per day. The estimated number of minutes spent 

(NIS) to reconcile a foreman's card per worker is 0.3 minutes per day which equals the 

time spent to reconcile foreman's card per day divided by the number of workers per 

crew. 

Assumption #16: tirne spent to exchange data between the foreman's card and the cost 

database is assumed to be 1 minute per day. The number of minutes spent (&) to update 

the cost database per worker is 0.10 minutes per day, which equals the t h e  spent to 

update the cost database per day divided by the number of workers per crew. 

Assumption #17: time spent by foreman to download activity and cost codes table into a 

smart card is assumed to be 1 minute per day. The number of minutes spent (NIT) to 

downioad codes per worker is 0.10 minutes per day, which equals the time spent to 

download codes per day divided by number of workers per crew. 

Assumption #18: the estimated tirne (ma) to archive paper timesheets is assumed to be 2 

hours per day. The esthated value of NI* is 1.2 minutes per day, which equals the time 

spent to archive paper timesheets divided by total number of workers per project as 

shown in Equations C.3 and C.4. 



(Figures are in minutes) 

Equation C.4 

Where: 

Nlu is the time spent by foreman to archive timesheet reports (5 minutes). 

NIg2 is the time spent by timekeeper to archive arttendance report is15 minutes). 

NIg3 is the tirne spent by payroll deparûnent to archive payroll printouts (25 minutes). 

Nlg4 is the t h e  spent by HR deparûnent to archi-ve time offreport (15 minutes). 

is the tirne spent by cost controller to archive labor cost reports (15 minutes). 

N& is the number of working days per year (see ; assumption #2). 

Nad is the number of workers per crew (see assmnption #4). 

Nos is the nurnber of crews per project (see assmption #5). 

n is the number of years of the project duration (: see assumption #3). 

Assumption #19: the size of project data generarted by srnart card transactions is assumed 

to be 1000 Mbytes per day. The estimated cost tb+o archive 1000 Mbytes of data is $20.00. 

The estimated COSI (UIg) to archive data generaed by a worker's card is $0.20 per day. 

U19 equals the daily cost of archiving project data divided by number of workers per 

project. The annual cost (Ci5) to archive data geiierated by dl workers is calculated using 

Equation C S .  

Equation C.5 



Where : 

Cis is the data archiving cost in year i. 

IV& is the number of working days per year (see assumption #2). 

fi9 is the estimated cost to archive data generated by worker's card. 

N0.4 is the number of workers per crew (see assumption #4). 

Nos is the number of crews per project (see assumption #5). 

B is the inflation rate (see assumption f i33) .  

n is the number of years of  the project duration (see assumption #3). 

Assumption #20: time spent to retrieve terminal-stored transactions and consolidate the 

data into the project hancial  database is assumed to be 30 minutes per day. The total 

number of minutes spent ( f i0)  to update the financial database per worker is 0.30 

minutes per day which equals the tirne spent to retrieve data fiom terminais divided by 

the number of workers per project. 

Assumption #21: the estimated cost ( f i I )  of a smart card with IC chip and contactless 

interface is $20.00. The number (NZI) of smart cards assigned to each worker is assumed 

to be one. The smart card lifetime is assurned to be 10 years, therefore, there is no smart 

card replacement cost during the project. The total number of smart cards required for 

the project is 100 units. The annuai smart card cost (Mil) for the project is calculated 

using Equation C.6. 

i-1 
H il = Nt lXUrrX NOdX NosX R21iX(I+B) 

Il i = I - 5  

Equation C.6 

Where : 



Hir is the smart card cost in year i. 

N21 is the number of smart cards assigned to each worker. 

N04 is the number of workers per crew (see assumption #4). 

Nos is the number of crews per project (see assumption #5). 

Us2 is the smart card unit cost, U21 is assumed to be $20.00. 

R2n is the smart card replacement factor for year i where Rzzl, R2~2, R213, &4, &IS are 

assumed to be 1 ,  0, 0, O and O for the £kt, second, third, fourth and nfth year 

respectively. 

B is the inflation rate (see assumption #33). 

n is the number of yens of the project duration (see assumption #3). 

The card damage and testing costs are assumed to be 5.0% and 10.0% of the smart card 

cost. 

Assumption #22: the estimated cost (&) of a personal computer with smart card reader 

is $1,500.00. The number (Nz2j of persona1 cornputers assigned to each crew is assumed 

to be one. The personal computer lifetime is assumed to be 5 years, therefore, there is no 

personal computer replacement cost duruig the project. The total number of persona1 

computer sets required for the project is 10 sets. The personai computer cost (&) for the 

project is calculated using Equation C.7. 

Equation C.7 

Where: 

tf6 is the personal computer cost in year i. 



N22 is the number of personal cornputers assigned to each crew. 

IV& is the number of crews per project (see assumption #5). 

UZ2 is the personal computer unit cost, which is assumed to be $1,500.00. 

Ra is the personal computer replacement factor for year i where RZl, R ~ l t ,  R223y R22dY 

RzZ5 are assumed to be 1, 0, 0, O and O for the fust, second, third, fourth and fifth year 

respectively. 

B is the inflation rate (see assumption #33). 

n is the number of years of the project duration (see assumption #3). 

Some of the persona1 computer hardware parts would be replaced due to Wear and tear or 

upgrade requirements. The damage and testing-installation costs are assumed to be 5.0% 

and 10.0% of the personal computer hardware cost, 

Assumption #23: the estimated cost (UX) of a phone with srnart card reader is $200.00. 

The number (IV&) of smart phones assigned to each crew is assumed to be one. The smart 

phone lifetime is assurned to be 5 years, therefore, there is no smart phone replacement 

cost during the project. The total nurnber of smart phone sets required is 10 sets. The 

smart phone cost (Hs)  for the project is calculated using Equation C.8. 

Equation C.8 

Where: 

Ki5 is the smart phone cost in year i. 

NZ3 is the nurnber of smart phones assigned to each crew. 

Nos is the number of crews per project (see assumption #5). 



U23 is the smart phone unit cost, which is assumed to be $200.00. 

Rai is the srnart phone replacement factor for year i where R2317 b, R2337 R234, R235 are 

assumed to be 1, 0, 0, O and O for the fist, second, third, fourth and year 

respectively. 

B is the inflation rate (see assumption #33). 

n is the number of years of the project duration (see assumption #3). 

Some of the smart phone hardware parts would be replaced due to Wear and tear or 

upgrade requirements. The damage and testîng-installation costs are assumed to be 5.0% 

and 10.0% o f  the srnart phone hardware cost. 

Assurnption #24: the estimated cost (UB) of a site terniinal with smart card reader is 

$300.00. The number (N&) of site temiinals assigned to each crew is assumed to be one. 

The site terminal lifetime is assumed to be 2 years, therefore, the number of site terminais 

required are 10, 0, 10, O and 10 units for the fist, second, dürd, fourth and fifth year 

respectively. The site terminai cost (Hic) for the project is calculated using Equation C.9. 

Equation C.9 

Where: 

Hiq is the site terminal cost in year i 

is the nurnber of site terminds assigned to each crew. 

Nos is the number of crews per project (see assumption #5). 

UZ4 is the site terminal unit cost, which is assumed to be $300.00. 



RM is the site terminal replacement factor for year i where R241, R24& &437 R2dd7 R24s are 

assumed to be 1, 0, 1, O and 1 for the first, second, third, fourth and fifth year 

respectively. 

B is the inflation rate (see assumption #33). 

n is the number of years of the project duration (see assumption #3). 

Some of the site terminai hardware parts would be replaced due to Wear and tear or 

upgrade requirements. The darnage and testing-installation costs are assumed to be 5.0% 

and 10.0% of the site terminal hardware cost. 

Assumption #25: the estimated cost (&) of a double-slot smart card reader is $100.00. 

The number (wS) of double-slot smart card readers assigned to each crew is assumed to 

be one. The double-slot card reader lifetime is assumed to be 2 years, therefore, the 

number of double-slot card readers required are 10, 0, 10, O and 10 units for the first, 

second, third, fourth and fifth year respectively- The double-sIot card reader cost (l&) 

for the project is calculated using Equation C. 10. 

Equation C. 10 

Where: 

Hi3 is the double-stot card reader cost in year i. 

N2S is the number of double-slot card readers assigned to each crew. 

Nos is the number of crews per project (see assumption #5). 

is the double-slot reader unit cost, which is assumed to be $100.00. 



RZs is the double-dot card reader replacement factor for year i where Rlsr, R252, Rf53, 

Rm, R255 are assumed to be 1, O, 1, O and 1 for the first, second, third, fourth and fifth 

year respectively. 

B is the infiation rate (see assumption #33). 

n is the number of years of the project duration (see assumption #3). 

Some of the double-slot reader hardware parts wodd be replaced due to Wear and tear or 

upgrade requirements. The darnage and testing-installation costs are assumed to be 5.0% 

and 10.0% of the double-slot card reader hardware cost. 

Assumption #26: the esthated cost (UX) of a smart card reader is $60.00. The number 

(&) of card readers assigned to each worker is assumed to be one. The card reader 

lifetime is assumed to be 3 years, therefore, the number of card readers required are 10, 0, 

0, 10 and O units for the first, second, third, fourth and f i a  year respectively. The card 

reader cost (Hi2) for the project is calculated using Equation C. 1 1. 

Equation C. 1 1 

Where: 

is the card reader cost in year i. 

NZ6 is the number of card readers assigned to each worker. 

Nor is the number of workers per crew (see assumption #4). 

Nm is the number of crews per project (see assumption #5). 

U26 is the card reader unit cost, which is assumed to be $60.00. 



R26i is the smart card replacement factor for year i where RzHy R26zY RT~J.,  R2ay R265 are 

assumed to be 1, 0, 0, 1 and O for the first, second, third, fourth and fBh year 

respectively. 

B is the inflation rate (see assumption #33). 

n is the nurnber of years of the project duration (see assumption #3). 

Some of the card reader hardware parts would be replaced due to Wear and tear or 

upgrade requirements. The damage and testing-installation costs are assumed to be 5.0% 

and 10.0% of the card reader hardware cost. 

Gssumption #27: smart card systems integration cost (SjI) is assumed to be $20,000.00 

for the entire project. The (SiI) is assumed to be paid at the beginning of the project as 

shown in Equation C. 12- 

Equation C. 12 

(Figures are in thousands of $) 

Where 

SII, S21, S31, &I, SS1 are the system integration costs for the fxst, second, third, fourth and 

£ifth years respectively. 

n is the nurnber of years of the project duration (see assurnption #3). 

Assumption #28: smart card timesheet and labor payment application development cost 

(Sir) is assumed to be $2,000.00 for the entire project. The Siz is to be paid d h g  the 

first year of the project as shown in Equation C. 13. 



Equation C. 13 

(Figures are in thousands of $) 

Where 

&, S22, &, &, SSZ are the application development costs for the first, second, third, 

fourth and fi& years respectively. 

n is the number of years of the project duration (see assumption #3). 

Assumption #29: The initial fee (fi9) per worker is assurned to be $50.00 (hcluding 

registration, license and certificate charges). The initial fee (Sl3) for dl workers is to be 

paid during the first year of the project. S13 is calculated using Equation C. 14. 

S 1 3 = U 2 9 ~ N 0 4 ~ ~ 0 5 ~ N 2 1  

Equation C. 14 

Where: 

S z 3  is the initial fee in the first year. 

Nor is the number of workers per crew (see assumption #4). 

Nos is the number of crews per project (see assumption #5). 

Nzl is the number of smart cards assigned to each worker. 

U29 is the initial fee Fer worker, which is assumed to be $50.00. 

Assumption #3O: tirne spent (N30) by workers in training is assumed to be 8 hours which 

uicludes 4 hours for leaming smart card applications and 4 hours for on-hand practice 



with smart card hardware. The estimated training cost (S14) for dl workers is to be paid 

during the first year of the project. Sl4 is cdculated using Equation C.15. 

S14 = N 3 0 ~ U 0 1 ~  N04~N05 

Equation C .  1 5 

Where: 

S14 is the training cost during the first year. 

NJO is the number of training hours per worker. 

No4 is the number workers per crew (see assumption #4). 

N& is the number of crews per project (see assumption #5). 

Uol is the labor hourly rate (see assumption #1). 

Workers who are already received smart card training do not incur new training costs 

when they are transferred to a different site. 

Assumption #3l: smart card monthly membership fee (&) is assumed to be $30.00 per 

worker. The total fee (Cid) for the project is calculated using Equation C .  16. 

Equation C .  16 

Where: 

Ci4 is the membership fee in year i where C14, C24, C34, C44, C54 are the annuai 

membership fee for the first, second, third, fourth and nfth year respectively. 

Nol is the number of workers per crew (see assumption #4). 

Nos is the nurnber of crews per project (see assumption #5). 



U'jr is the monthly membership fee per worker, which is assumed to be $30.00. 

B is the inflation rate (see assumption #33). 

n is the niimber of years of the project duration (see assumption #3). 

Assumption #32: the estimated implementation and deployment cost Sr5 is $l5,OOO.OO 

based on the following assumptions: 

- niree srnart card consultants are hired to launch the application on construction site. 

- Smart card consultants spend 5 days on site to facilitate the program implementation. 

- The smart card consultant labor rate is $1,000.00 per day. 

The implementation and deployment cost (Sis) is to be paid during the fist year of the 

project. 

Assumption #33: the inflation rate (B) is assumed to be 5.0%. 

Assumption #34: Tfie combined interest rated (A) is assumed to be 10% whicli 

represents the discount rate for time value of money factor. The value of A is calcuiated 

using Equation C. 17. 

Equation C. 17 

Where: 

B is the inflation rate (5%) 

C is the real interest rate, which is assumed to be 5%. 




