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Abstract—We present a process calculus that models the
communication and computational aspects of sensor network
applications. The calculus focuses on a basic set of primitives
for programming sensor networks that support code deployment,
communication and local processing, and provides a very expres-
sive core-language. The calculus also provides the tools to verify
the robustness of sensor network applications and protocols.
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I. INTRODUCTION

The ability to program large-scale networks of power-
constrained and computationally restricted sensing devices [3]
is widely recognized as one of the key challenges towards
turning the sensor network vision into reality. In most of the
current applications [4], the sensor nodes are controlled by
module-based operating systems such as TinyOS [1] and are
programmed using somewhat ad-hoc languages e.g. nesC [8]
or TinyScript/Maté [11]. Recent middleware developments
such as Deluge [10] and Agilla [7], and programming lan-
guages and enviroments such as Regiment [18] and Envi-
roSuite [13], provide higher level programming abstractions
including massive code deployment where needed.

Despite these undeniably useful practical developments, it
is fair to state that current systems fall short of providing
a fundamental formal model that captures the computational
and communication properties of sensor networks. Once fully
developed, such a model could serve as the basis for the
development of robust and provably correct implementations
of high-level programming languages for sensor hardware
platforms.

Our main contribution is a programming model with
stronger formal support and analytical capabilities than the
aforementioned practical solutions. Given the inherent dis-
tributed and concurrent nature of sensor network operations,
we choose to base our model for wireless ad-hoc sensor
networks on the mature formalism of process calculi [9, 17].
The theory developed for process calculi is very rich and
expressive, providing tools with which sensor network appli-
cations and protocols can be proven correct with respect to a
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given specification, e.g. using bissimulation techniques [22].
The theory also provides the means to thoroughly quantify
the resource usage by sensors when running applications, e.g.
using type systems to estimate the run-time data flow. Some
work exists on modeling wireless systems with process calculi
but it focuses on the protocol layer of the networks and does
not address the peculiarities of programming ad-hoc sensor
networks [15, 19, 21].

The calculus we introduce, aptly called Calculus for Sensor
Networks (CSN), focuses on a basic set of primitives for
programming sensor networks that support (a) massive code
deployment, (b) wireless communication among nodes, and (c)
distributed processing based on local information [12, 24]. The
corresponding core-language is very expressive and adheres
to the global view advocated for developing sensor network
applications. Since we focus entirely on the challenges of
programming sensor network applications, our model abstracts
away from the link layer of the protocol stack, i.e. we assume
that programmers do not have to deal with transmission errors
and packet losses.1

The rest of the paper is organized as follows. Section II
describes our calculus for sensor networks by specifying the
syntax and the semantics. Its expressiveness is exemplified
in Section III. Section IV is then devoted to an outline of
the underlying type system and the paper concludes with
Section V.

II. THE CALCULUS

We start by describing the proposed calculus, whose syntax
is provided by the grammar shown in Figure 1, and whose op-
erational semantics results from the congruence and reduction
relations listed in Figures 2 and 3.

Syntax. A CSN program is composed by a set of top-level
global definitions D for sensors and a specification of a net-
work. The latter is a flat, unstructured collection of sensors S
combined using the parallel composition operator. The sensors
are assumed to be immersed in a (scalar or vector) field and to

1Notice that the word “calculus” is used here strictly in the sense of a
deterministic formalism for developing operating systems and programming
languages. Consequently, our work has practically no relation to the body of
work in communications engineering that focuses on the development of a
stochastic calculus for modeling sensor networks (see e.g. [23] and references
therein).
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F ::= Programs
D S defs. & sensors

D ::= Definitions
ε empty definition

| x = v constant

S ::= Sensors
off offline

| [~P :: M ]pe sensor
| S |S composition

P ::= Processes
v value

| v.l(~v) function call
| v. install v module update
| let x = P in P local variable

M ::= Modules
{li = (~xi) Pi}i∈I module interface

v ::= Values
b built-in value

| x variable
| net broadcast
| loc top-level module
| M module

Fig. 1. The syntax of CSN.

be able to measure its intensity at their positions in space. The
field describes the distribution of some physical quantity we
want to model (e.g. temperature, pressure, humidity) in space.
The position of a sensor is given in some coordinate system.

A sensor [~P :: M ]pe represents an abstraction of a physical
sensing device running a sequence of processes ~P and with
a memory M (code plus state). Module M is a collection
of functions (the interface) that the sensor makes available
for internal and for external usage. Each function, l = (~x)P ,
is identified by label l and defined by an abstraction (~x)P :
a process P with parameters ~x. Intuitively, the collection of
functions of a sensor may be interpreted as the function calls
of some “tiny” operating system installed in the sensor at boot
time or the functionalities dynamically uploaded to the sensor.
We assume the programmer is able to query the sensors for
their position (p), energy supply (e), and field readings, using
built-in operating system calls.

Processes are ranged over by P . A function call, v.l(~v), calls
the function l (with arguments ~v) in some value v. Value v may
be an anonymous module, the top level module, if the target
is loc , or the broadcast address, if the target is net . In the
last case, the call is broadcasted to the network neighborhood
of the sensor. Installing or replacing functions in a module
can be done with the construct v. install v′, which adds the
functions in v′ to the module v, eventually replacing existing
implementations with new ones. In particular, this construct
allows the state of modules to be modelled. The let construct
allows processes to create local variables to hold intermediate

S1 |S2 ≡ S2 |S1 S | off ≡ S

S1 | (S2 |S3) ≡ (S1 |S2) |S3 (S-MONOID-SENSOR)

[~P :: M ]pe ≡ [~P :: M ]pe{off } e < min(ein, eout)

[~P :: M ]pe ≡ off
(S-BROADCAST, S-BAT-EXHAUSTED)

Fig. 2. Structural congruence for processes and sensors.

values in computations. A sequential composition construct
(;) can be easily obtained as syntactic sugar from the let
construct and we use it to impose a more imperative style of
programming. Values are the data exchanged between sensors
and comprise basic values that can intuitively be seen as the
primitive data types supported by the sensor’s hardware, and
modules that are constructed dynamically.

A Simple Example. We start with a very simple ping program.
We denote as Ping and Sink the modules installed in any
of the anonymous sensors in the network and in the sink,
respectively. The Ping module has a ping function that gets the
MAC address for the device, forwards it to the network, and
propagates the original ping call. The forward function in the
sink just logs any incomming MAC address. So, the overall
result of the call net.ping() in the sink is that all reachable
sensors in the network will receive this call and will flood the
network with their MAC addresses. These values eventually
reach the sink and get logged.

Ping={
ping = ( ) l e t m= loc . mac addr ( ) in

net . forward (m) ;
net . p ing ( )

forward =( x ) net . forward ( x )
}
Sink={ forward =( x ) log mac ( x )}
[ net . p ing ( ) : : Sink ] | [ { } : : Ping ] | . . . | [ { } : : Ping ]

Semantics. Following the tradition in process calculi we
present the reduction relation with the help of a structural
congruence relation [16].

The structural congruence relation ≡, depicted in Figure 2,
is defined as the smallest congruence relation on sensors
closed under those rules. The parallel composition of sensors
is commutative and associative with off as the neutral element
(vide Rule S-MONOID-SENSOR). Rule S-BROADCAST allows for a
sensor to start the broadcasting operation. An offline sensor is
one with insufficient battery level for performing an internal
or an external reduction step (vide Rule S-BAT-EXHAUSTED).

The reduction relation on networks, notation S → S′,
describes how a sensor S can evolve (reduce) to sensor S′.
Reduction in a sensor occurs at the head of a sequence ~P .
In other words, in a sequence P, ~P , process P is running
and those in ~P are waiting in a queue. We also allow for
reduction within the let construct. Thus the P in the example
above can be of the form let x = P ′ in P ′′ and we allow
the reduction in situ of P ′. For this reason we present the
relation using reduction contexts, or places were reduction may
occur. These contexts, denoted C[[]], are defined as follows:
C[[]] ::= [ ] | let x = [ ] in P . Thus, C[[P ]] denotes the
process P inserted in the [ ] hole of any of the above contexts.
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M(l) = (~x)P e ≥ ein

[C[[loc .l(~v)]], ~P :: M ]pe → [C[[P [~v/~x]]], ~P :: M ]pe′

(R-FUNCTION-TOP)
l 6∈ dom(M)

[C[[loc .l(~v)]], ~P :: M ]pe → [C[[loc .l(~v)]], ~P :: M ]pe′

(R-NO-FUNCTION-TOP)
M ′(l) = (~x)P e ≥ ein

[C[[M ′.l(~v)]], ~P :: M ]pe → [C[[P [~v/~x]]], ~P :: M ]pe′

(R-FUNCTION)

withinRange(p1, e1, p2) e1 ≥ eout

[C[[net .li(~v)]], ~P :: M ]p1
e1{S} | [~P

′ :: M ′]p2
e2 →

[C[[net .li(~v)]], ~P :: M ]p1
e′
1
{S | [~P ′, loc .li(~v) :: M ′]p2

e′
2
}

(R-BROADCAST)

[C[[net .li(~v)]], ~P :: M ]pe{S} → [C[[{}]], ~P :: M ]pe′ |S (R-RELEASE)
e ≥ ein

[C[[loc . install M ′]], ~P :: M ]pe → [C[[M + M ′]], ~P :: M + M ′]pe′

(R-INSTALL-TOP)
e ≥ ein

[C[[M ′. install M ′′]], ~P :: M ]pe → [C[[M ′ + M ′′]], ~P :: M ]pe′

(R-INSTALL)
e ≥ ein

[C[[ let x = v in P ]], ~P :: M ]pe → [C[[P [v/x]]], ~P :: M ]pe′

(R-LET)

[P, ~P :: M ]pe → [~P , P :: M ]pe′
S → S′

S |S′′ → S′ |S′′

(R-SWITCH, R-NETWORK)
S1 ≡ S2 S2 → S3 S3 ≡ S4

S1 → S4
(R-CONGR)

Fig. 3. Reduction semantics for sensors.

The reduction relation is inductively defined by the rules in
Figure 3 and is parametric on two constants ein and eout that
represent the amount of energy consumed when performing in-
ternal computation steps (ein) and when broadcasting messages
(eout). This is a very simple power checking mechanism that
regulates the sensor behavior. Although this is not our main
focus at this point, such accounting of the sensor resources
can be much refined not only for power management but
also to control memory and processor usage, by adding more
complexity to the preconditions and to the transitions in these
rules.

Process P in a sensor [P, ~P :: M ]pe may: (a) call functions
in the top-level module M (Rules R-FUNCTION-TOP and R-NO-
FUNCTION-TOP), in anonymous modules (Rule R-FUNCTION), and
in the network (Rules R-BROADCAST and R-RELEASE); (b) install
new functions in the top-level module M (Rule R-INSTALL-TOP),
and in modules (Rule R-INSTALL); (c) compute intermediate
values and assign them to new variables (Rule R-LET), and (d)
stop and allow another process to run (Rule R-SWITCH).

A call to a local function l with arguments ~v in a module M ,
be it the top level module or an anonymous one, such that
M(l) = (~x)P , results in the process P where the variables
in ~x are replaced with the values ~v. Traditionally, typed pro-
gramming languages use a type system to ensure that there are
no calls to undefined functions, ruling out all other programs
at compile time. Our approach allows an extra degree of
flexibility. When function l is not present in module M , the
reduction depends on whether M is the top level module

or not. In the first case, we have decided to keep the call
active (see Rule R-NO-FUNCTION-TOP). In the second case, calling
an undefined function in an anonymous module causes the
program to get stuck; such a program would be ruled out by
our type system (see Section IV). We envision that if we call
a function in the network after some code has been deployed
(see Section III), some sensors may receive the function call
before the code is actually deployed. With the semantics we
propose, the call waits for the code to be installed.

Sensors communicate with the network by broadcasting
function calls on the top-level modules of other sensors.
During a broadcast operation the message must only reach
each neighborhood sensor once. Notice that the same message
can reach the same sensor multiple times, albeit only as the
result of the echoing of the message in subsequent broadcast
operations. We model the broadcasting of messages in two
stages, abstracting away from the metric used to establish
the connectivity between any two sensors. Rule R-BROADCAST

calls function l in the remote sensor if the receiving sensor is
within range of the broadcasting sensor. Several metrics may
be chosen, e.g. based on the geometric distance between the
sensors or on the received power at the destination node. Here,
we instantiate the metric based on the positions of the sensors
and on the battery power of the broadcasting sensor. Each
sensor that receives the call is put in the membrane associated
with the broadcasting sensor, thus preventing multiple deliver-
ies of the same message in the same broadcast. Observe that
the rule does not enforce the interaction with all sensors in
the neighborhood of the broadcasting sensor. Rule R-RELEASE

finishes the broadcast by consuming the operation (net .l(~v)),
and dissolves the membrane. A broadcast operation starts with
the application of Rule S-BROADCAST, proceeds with multiple
(eventually none) applications of Rule R-BROADCAST (one for
each target sensor), and terminates with the application of
Rule R-RELEASE.

Installing a set of functions M ′ in an existing module M , be
it at top level or not, amounts to adding to M the functions
in M ′ (absent in M ), and to replace (in M ) the functions
common to both M and M ′. Rigorously, the operation of
installing the functions M ′ on top of M , denoted M + M ′,
may be defined as M +M ′ = (M \M ′)∪M ′. The + operator
is reminiscent of Abadi and Cardelli’s operator for updating
functions in their imperative object calculus [2].

A running process P in a sequence P, ~P , may stop its
execution at any time and allow the execution of the next
process in the sequence ~P . Process P is placed at the end
of the sequence, actually implementing a very simple round-
robin interleaved execution model. This may be seen as a very
simple scheduling mechanism provided by an underlying oper-
ating system and serves essentially the purpose of ensuring that
sensors eventually process incoming network communication.
Another solution would be to let the programmer yield the
cpu to other processes, for example using a construct like
post P [1]. Finally, Rule R-PARALLEL allows reduction to
happen in networks of sensors, and Rule R-STRUCTURAL brings
structural congruence into the reduction relation.

An example of reduction. To illustrate the operational se-
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mantics of CSN, we present the reduction steps for the
ping example discussed above. Due to space constraints we
consider a rather simple network with just the sink and another
sensor. To simplify the notation we assume that the positions
and energy levels of the sink and the sensor are, respectively,
p and e, and p′ and e′.

[ net . p ing ( ) : : Sink ] | [ { } : : Ping ]

We assume that the sensor is within range from the sink and
vice-versa. This network may reduce as follows:

[net.ping ():: Sink] | [{}:: Ping] ≡ (S-BROADCAST)
[net.ping ():: Sink]{off} | [{}:: Ping] →≡

(withinRange(p, e, p′), R-BROADCAST, S-MONOID-SENSOR)
[net.ping ():: Sink] {[{},loc.ping ():: Ping]} →≡

(R-RELEASE, R-SWITCH)
[{}:: Sink ]|[ loc.ping (),{}:: Ping] → (R-FUNCTION-TOP)
[{}:: Sink ]|[ let m=loc.addr() in net.forward(m);net.ping (),{}:: Ping] ≡

(R-LET, S-MONOID-SENSOR)
[net.forward(m);net.ping (),{}:: Ping ]|[{}:: Sink] → (S-BROADCAST)
[net.forward(m);net.ping (),{}:: Ping]{off} | [{}:: Sink] →≡

(withinRange(p′, e′, p), R-BROADCAST, S-MONOID-SENSOR)
[net.forward(m);net.ping (),{}:: Ping]{[{},loc.forward(m)::Sink]} →

(R-RELEASE, R-SWITCH)
[net.ping (),{},{}:: Ping] | [{}, loc.forward(m)::Sink] ≡

(S-BROADCAST)
[net.ping (),{},{}:: Ping]{off} | [{}, loc.forward(m)::Sink] ≡

(R-RELEASE, R-SWITCH)
[{},{},{}:: Ping] | [ loc.forward(m),{}::Sink] ≡ (R-FUNCTION-TOP)
[{},{},{}:: Ping] | [ log mac(m),{}::Sink]

After these reduction steps the sink gets the MAC address m
from the sensor and logs it. The sensor is idle waiting for
further interaction. A sequence of processes {}, {}, ...,{} can
be garbage collected into a single (value) process {}. So, sensor
[{},{},{}:: Ping] becomes [{}:: Ping].

III. EXAMPLES

In the following programming examples we assume that the
network layer handles scoped flooding, which can easily be
implemented with CSN although the code is somewhat lengthy
to be presented here.

Bootstrapping the Network. The ping example from sec-
tion II assumes that we have some means of bootstrapping
the module Ping to the sensor nodes.

Boot={deploy =( x ) loc . i n s t a l l x ; net . deploy ( x )}
Ping = { . . . }
Sink={ forward =( x ) log mac ( x )}
[ net . deploy ( Ping ) ; net . p ing ( ) : : Sink ] |
[ { } : : Boot ] | . . . | [ { } : : Boot ]

Here we call a deploy function at boot time, from a Boot
module within the sensors (think of it as a basic OS module).
The Ping module is sent as a parameter of the call. Function
deploy takes the module given as argument and installs it lo-
cally, while propagating the call to the network neighborhood.

Once deployed, the code is activated with a call to ping from
the sink as above.

Continuous Sampling. In this example the sensors contin-
uously take field readings and report them to the sink for
logging purposes.

Boot = { . . . }
Sample={

sample = ( ) net . sample ( ) ;
loc . i n s t a l l {

sample = ( ) l e t f = loc . f i e l d ( ) in
net . forward ( f ) ;
loc . sample ( )

} ;
loc . sample ( )

forward =( x ) net . forward ( x )
}
Sink={ forward =( x ) l o g f i e l d ( x )}
[ net . deploy ( Sample ) ; net . sample ( ) : : Sink ] |
[ { } : : Boot ] | . . . | [ { } : : Boot ]

We program the application from the bootstrap point. After
the Sample module has been uploaded to the sensors, the sink
just calls the function sample to begin the sampling. The first
call to sample in any sensor starts by propagating the call to
the network neighborhood; then the sample function changes
itself through an install call and finally calls the new code to
start the sampling cycle. The new code for sample reads values
from the field, forwards the results to the network, and calls
itself again to implement a cycle.

Reading the Maximum of the Field. This example computes
the maximum field value read by any sensor in a given
network. A Max module is uploaded to each sensor that has
two functions.

Boot = { . . . }
Max={

max=( ) l e t v= loc . f i e l d ( ) in
loc . i n s t a l l {max=( ) v } ;
net . forward ( v ) ;
v

forward =( x ) l e t v= loc .max ( ) in
i f x > v then

net . forward ( x ) ;
loc . i n s t a l l {max=( ) v}

}
Sink={

max=( )0 .0
forward =( x ) l e t v= loc .max ( ) in

i f x > v then
loc . i n s t a l l {max=( ) x } ;

{}
}
[ net . deploy (Max ) ; net .max ( ) , Sink ] |
[{} , Boot ] | . . . | [ { } , Boot ]

The first time max is called (from the sink) in a sensor, it
reads the field value v, changes its own code to max=()v, and
forwards the value to the network. In fact, after sampling the
field, function max acts as an attribute of the sensor since it
just returns a value. Here, the value is a floating point number
(a primitive type), but in other examples attributes can hold
arbitrarily complex modules. A sensor only forwards values
from incoming forward calls if the former are greater than the
local maximum kept in max. In this case, max gets updated too.
This way the network implements a sort of dynamic filter that
minimizes the number of forward calls. The sink starts off with
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a 0.0 value (here we assume that the field readings must be
positive floating point numbers) and uses the incoming forward
calls to update the value in max.

Secure Code Deployment. In the previous examples the code
deployment is inherently insecure. In fact, any sensor in the
network or even external entities might send deploy calls to the
network and install modules unchecked. Here we show how
we can prevent this problem assuming that the sink and the
remainder of the sensors share a secret key. The distribution
of the keys is assumed to be done in some secure scheme for
wireless sensor networks, e.g. trusted third party [20], public
key [14] or key pre-distribution [5, 6, 25].

Boot={
sdeploy =( x ) l e t k = loc . sec re t ( ) in

l e t y = loc . decrypt ( k , x )
in loc . i n s t a l l y ;
net . sdeploy ( x )

}
Ping = { . . . }
Sink={ forward =( x ) log mac ( x )}
[ l e t k= loc . sec re t ( ) in
net . sdeploy ( loc . encrypt ( k , Ping ) ) ;
net . p ing ( ) : : Sink ] |

[ { } : : Boot ] | . . . | [ { } : : Boot ]

The Boot module implements a secure deploy function,
sdeploy, that receives one argument. This argument is assumed
to be a module issued from the sink and encrypted using
the shared secret key, k. The function attempts to decrypt the
argument using the key k and the resulting module is installed
locally. However, if the sender is not the sink, decrypt returns
an empty module which, although installed, does not alter the
code in the sensor. The sink simply encrypts the Ping module
(in this example), deploys it to the network and triggers its
execution.

IV. THE TYPE SYSTEM

Types T (depicted in Figure 4) are built from the built-in
type B (e.g. battery level, position, or received power) and
from the broadcast type Net , using the constructor for module
types {li : ~Ti → Ti}i∈I (and [li : ~Ti → Ti]i∈I ). Type Net is
assigned to value net and distinguishes local function calls
from broadcast communications (via remote function call). A
type {li : ~Ti → Ti}i∈I describes a module represented as a
collection of (distinctly named) functions. Each function li has
type ~Ti → Ti, where ~Ti is the type of the parameters of the
function and Ti is its return type. For instance, type {ping : ε →
{}, forward : B → {}} is the type of the module Ping presented
in Section II. Function ping has no parameters and returns an
empty module (the result from the final net.ping() operation).
Function forward accepts a built-in value and returns {}, like
ping. Type [li : ~Ti → Ti]i∈I denotes the type of the sensor’s
top-level module. It plays an important role when typing code
installation. When referring to both types of modules we use
notation < li : ~Ti → Ti >i∈I .

A typing Γ is a partial function of finite domain from
variables to types. We write dom(Γ) for the domain of Γ.
When x 6∈ dom(Γ) we write Γ, x : T for the disjoint union
of Γ with x : T .

T ::= Types
B built-ins

| Net broadcast

| {li : ~Ti → Ti}i∈I module

| [li : ~Ti → Ti]i∈I top-level module

Fig. 4. The syntax of types.

Γ ` b : B Γ , x : T ` x : T (T-BUILT-IN, T-VAR)
∀i.Γ ` xi : Ti

Γ ` ~x : ~T
Γ ` net : Net (T-SEQ, T-NET)

Γ , loc : [li : ~Ti → Ti]i∈I ` loc : [li : ~Ti → Ti]i∈I (T-NET, T-LOC)

∀i ∈ I.Γ , ~xi : ~Ti ` Pi : Ti

Γ ` {li = (~xi) Pi}i∈I : {li : ~Ti → Ti}i∈I

(T-OBJ)

Fig. 5. Typing rules for values.

Type judgements are of three forms: Γ ` v : T means that
value v has type T , under the assumptions in typing Γ; Γ `
P : T asserts that process P has type T , under the assumptions
in Γ; and Γ ` S means that sensor network S is well typed,
assuming the typing Γ.

The rules for typing values (Figure 5) are straightforward.
We comment on rule T-LOC that assigns type [li : ~Ti → Ti]i∈I

to the (special) variable loc . It represents the interface of all
sensors and is invariant during type checking. This means
that the interface for sensors is fixed by the application
programmer, before type checking takes place.

As for processes, function calls are separated in local calls
(Rule T-CALL) and remote calls (Rule T-BCAST). In a local call,
function lj must be part of the target module (j ∈ I), the type
of the arguments must agree with the type of the parameters
(~v : ~Tj), and the type of the invocation (Tj) is the return type
of the function. A remote call (v : Net ) is type checked as a
local call, apart from its return type that is always the empty
module ({}), meaning that the return value of a remote call
is ignored. Code installation (Rule T-INST) is allowed either in
anonymous modules, or in the sensor’s top-level module. The
definition of operation T1⊕T2 is similar to that of operation +
for combining modules, but has only a meaning for [ ]⊕ [ ],
[ ] ⊕ { }, and { } ⊕ { }. Allowing { } ⊕ [ ] may cause
an anonymous module to refer to undefined functions, since
it inherits the complete interface from the type of the top-
level module. The result of an install operation is the altered
module.

Regarding the typing rules for sensors, we focus on rule T-
SENSOR. When typing a sensor we make sure that the functions
available in the sensor’s top-level module conform with the
global, network-wide, interface defined by loc . Notice that a
sensor may offer just a subset of the interface functions (I ⊆
J), since some of them may not yet be available (installed) in
the sensor.

The following result ensures that types are preserved during
reduction.

Theorem 1 (Subject Reduction): If Γ ` S, S → S′, then
Γ ` S′.
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Γ ` v : < li : ~Ti → Ti >i∈I Γ ` ~v : ~Tj j ∈ I

Γ ` v.lj(~v) : Tj
(T-CALL)

Γ ` v : Net Γ ` loc .l(~v) :

Γ ` v.l(~v) : {} (T-BCAST)

Γ ` v1 : T1 Γ ` v2 : T2 T1 ⊕ T2 defined
Γ ` v1. install v2 : T1 ⊕ T2

(T-INST)

Γ ` P1 : T1 Γ , x : T1 ` P2 : T2

Γ ` let x = P1 in P2 : T2
(T-LET)

Fig. 6. Typing rules for processes.

Γ ` M : {li : ~Ti → Ti}i∈I Γ ` pe : BB

Γ ` loc : [lj : ~Tj → Tj ]j∈J Γ ` ~P : I ⊆ J

Γ ` [~P :: M ]pe
(T-SENSOR)

Γ ` off
Γ ` [~P :: M ]pe Γ ` S

Γ ` [~P :: M ]pe{S}
(T-TERM, T-BSENSOR)

Γ ` S1 Γ ` S2

Γ ` S1 |S2

Γ ` P : Γ ` ~P :

Γ ` P, ~P :
(T-PAR, T-SEQP)

Fig. 7. Typing rules for sensor networks and for process sequences.

The proof proceeds by induction on the derivation tree for
the reduction S → S′ and is a straightforward case analysis;
due to space constraints we omit it, as well as the standard
intermediate results required for the proof.

V. CONCLUSIONS

We presented a programming model for wireless sensor
networks based on a process calculus and provided a full
specification of its syntax and operational semantics. The cal-
culus provides a core language based on a small yet powerful
set of primitive operations, which we deem as expressive
and adequate for the goal at hand. We introduced a static
type system that enables network applications written in the
core language to be checked for protocol errors at compile
time, allowing for premature detection of bugs. As a first
step to establish the quality of the model we proved a subject
reduction result.

In terms of practical implementation, we have ready a first
prototype of an interpreter for CSN and are now working on a
compiler and run-time system that shall enable us to program
real-world sensor networks using a CSN-based programming
language.
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