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Abstract

The paper discusses a distributed approach for monitor-
ing and diagnosing the execution of a plan where con-
current actions are performed by a team of cooperating
agents.

The notions of plan diagnosis and agent diagnosis are
introduced to model primary and secondary failures and
the root causes of the primary failures respectively. The
paper addresses the problem of diagnosing multi-agent
plans when the partial observability of the status of the
system does not allow to univocally determine the out-
come of all the actions executed so far. In particular, we
presents a methodology where the detection of the out-
come oftarget actionsactivates a diagnostic process,
aimed at estimating the outcome of other actions previ-
ously executed and at detecting, if any, primary failures.
Such diagnostic inferences are then propagated to the
other agents for determining the secondary failures.

In the monitoring and diagnostic steps, the system
makes use of a relational model of the actions for cap-
turing both the nominal and the abnormal result of their
execution.

plan may need to be adjusted (i.e. a recovery process is re-
quired). In order to repair a multi-agent plan, one has to
know not only which actions are faileghfimary failures,

but also how the rest of the plan has been affected by these
failures Gecondary failures In other words, the execution

of a multi-agent plan needs to loa-line monitorecanddi-
agnosedo take into account possible anomalous evolutions
during the execution of the plan.

It is worth noting that a MAP is substantially differ-
ent from a component-based system. The behavior of a
component-based system essentially depends on the health
status of its components and on the commands submitted to
them. The relations among the system components (e.g., the
topological architecture of the system) usually do not ¢jgan
over time. Therefore the model of a component-based sys-
tem can be defined a-priori and does not change during the
diagnosis.

On the contrary, the behavior of a MAP depends both on
the actions the agents execute and on the occurrence af fault
in the functionalities of these agents. As a consequence,

the relations among the agents (e.g., competition or coop-
eration) change over time and the model of the MAP needs

In the Al community it is widely recognized that multi-agent 1 be adjusted according to the current set of actions.
systems constitute a powerful approach for solving complex = Moreover, also the notion of diagnosis of a MAP is dif-
tasks in a distributed way. Distributing a task among cooper ferent from the notion of diagnosis of a component-based
ating agents of a team offers several advantages: the agentssystem. In fact, the classical notion of model-based diagno
can pursue different goals in parallel, distributed resesr  Sis of a component-based system consists of a (minimal) set
may be used more efficiently, and multi-agent systems are Of system components which are assumed faulty to explain
more robust since the risk of a global failure is reduced. the anomalous observed behavior of the system itself. On
However, distributed problem solving presents a number the contrary, as discussed in (Wittevestral. 2005), the no-
of challenges to deal with (see e.g. (Carver & Lesser 2003) tion of diagnosis of a MAP consists of a (minimal) subset
in particular, the execution of a multi agent plan (MAP) can  of actions executed by the agents, whose failure explags th
be threatenedBirnbaumet al. 1990) by the occurrence of ~ Observed behavior.
unexpected events, such as faults in the agents or harmfulin ~ Finally, one of the peculiar characteristics of a MAP is
teractions which arise when a number of agents try to use the represented by the fact that the agents of the team typically
same resources simultaneously. Although in some particu- adopt a cooperative behavior. In general, the cooperation
lar cases it is reasonable to assume that the planner is ableconsists of an agentthat provides another agetwith
to prevent all kinds of threats (Boutilier & Brafman 2001), some services. In these cases, a fault in the functiorsdifie
this is in general unfeasible (think for example to the need agent, causing the failure of the current actionigprimary
of anticipating all the possible occurrences of faults thay failures), may cause the failure of some actions assigned to
affect the functionalities of the agents). j (primary failureg, which in turn may have cascade effects
The occurrence of plan threats does not necessarily im- on the actions assigned to other agents in the team.
ply that the plan goal can no longer be achieved. In many  After this premises it is evident that the model-based
cases, in fact, the plan goal can still be achieved but the methodologies developed to monitoring and diagnosis a
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component-based system are just partially applicable when actiona, the service; may be not provided yet, in this case
the system under consideration is a MAP. In this paper we we assume that agenvoluntarily waits for the satisfaction
discuss and formalize a novel model-based methodology to of ¢. In other words, ageritslightly adjusts its sub-plaf;
solve the problems of monitoring and diagnosing the execu- by adding await action. On the other hand, when aggnt
tion of a MAP with atomic actions. In particular we propose is able to determine whether the servideas been achieved

a distributed methodology, where each agent is responsible or not (i.e., agenj determines the outcome of actiaf), it

for monitoring and diagnosing the sub-plan it executes. We notifies the waiting agentabout the status of the servigp
assume that actions are atomic and we model them as rela-in this way we avoid that agentvaits indefinitely for the re-
tions, which capture their effects both in the nominal and in quired services. To keep the discussion simple, in thispape

the anomalous situations. the outcome of an action can be eitlseiccceededvhen the
As one of the main contributes of this work, we provide two action is executed in the nominal way,failed otherwise.
notions of diagnosis: the notion pfan diagnosisighlights It is worth noting that the cooperative behavior among

which primary and secondary failures have occurred, while agents introduces causal dependencies among the ac&ons th
the notion ofagent diagnosigxplains every primary failure agents have to execute; therefore, when an action failure oc
in terms of a combination of faults occurred in the function- curs in the sub-pla®; (i.e., aprimary failure occurs), the
alities of an agent; moreover the paper points outthe oglati  failure may affect the sub-plans of other agents, namedy, th
between the agent and the plan diagnosis. failure may propagate not only iR;, but even in the global
As a further contribution, the methodology formalized in  plan P. According to the traditional terminology (see e.g.,
this paper is able to deal witlveakly observable systems  (Pencolé & Cordier 2005)), the actions which fail as a direc
under the conditions of weak observability an agent may be or indirect consequence of a primary failure are cafied-
unable to determine the outcome of every action it executes. ondary failures
This means that an agent must be able to exploit the obser-  Albeit the supervision of the execution of pldhis de-
vations available at a given time to determine, if possible, composed into a set of sub-problems, these sub-problems
the outcome of some actions previously executed. can not be solved independently of one another. In fact, the
The paper is organized as follows. In the following sec- agents need to communicate during the supervision process,
tion we introduce the basic notions of global and local plans in order to determine, in a distributed way, a plan diagnosis
then we formalize the processes of monitoring and diagnosis which highlights the distinction between primary and sec-
of a MAP. The paper closes with some concluding remarks. ondary failures. Moreover, we formalize the relation be-
. tween primary failures and agent diagnoses and show the
Setting the Framework critical role played by the agent diagnosis to determine the
The class of systems we deal with is referred tosps- set of primary failures.

chronous transition systen&urien & Nayak 2000). In The structure of a Multi-Agent Plan. In this section
these systems the time is a discrete sequence of instaats, th e priefly introduce some basic notions on the multi-agent

actions are executed synchronously by the agents in the teamp|an. In particular, we assume that the global pfato be
and each action i takes a time unit to be executed ('[hIS IS monitored is Synthesized by means of a p|anner similar to

a common assumption, see e. g. (Witteveeal. 2005)); the partial-order planner (POMP) by Boutilier and Brafman
finally, at each instant some observations are availabfe (ty  (Boutilier & Brafman 2001). The POMP planner considers
ically the system is just partially observable). atomic, STRIPS-like actions (i.e. an actianis modeled

The problem of supervising (monitoring + diagnosing) in terms of its preconditionpre(a) and effectseffectga));
the execution OR is decomposeq into a set of sub-problems: the STRIPS language is augmented wittbacurrentclause
the global plan? is decomposed in as many sub-plans asthe which specifies, for each actian a list of actions of other
agents in the teari; each sub-plaw; is assigned to agent  agents which can, or can not, be executed concurrently with

i, which is responsible for executing and supervising the ac- . During the planning process, the POMP keeps track of
tions in P;. At each time instant, an agent receives a set two kinds of links between actions:

of observationsbs; relevant for the status of agenitself, - causallinks, e.g.a % o’ indicates that the actionpro-
although in general the observatiosis; are not sufficient vides the actions’ with the serviceg, whereq is an atom
for precisely inferring the status of agent occurring in the preconditions af;

The partitioning of activities among agents described . precedencéinks, e.g.a < o indicates that the action

above does not guarantee that the sub-problems are com-myst precede the execution of the actiénThese links are
pletely independent of one another. In fact, we deal with the ysed to resolve agents competitions: when two (or more)
case where the agentsTncooperate to achieve a common  agents need to access the same resource, the POMP pro-
global goalG. The cooperation among agents consists in  duces a plan where the access to the resource is serialized.
the exchange of services, as will be formalized in the fol- \ve require that the global plaf® satisfies the following

lowing of this section. In particular, given an agertnd characteristics:
its next aCtiom, a is executableff the set of preconditions - the actions assigned to an agent are tota"y ordered
pre(a) are satisfied in the current status estimated spme - the precedence links among actions of different agents

of the preconditions ipre(a) may be services, which other  are translated into causal links where the offered service
agentsinZ” have to provide; that s, there exists a causal link  consists in relinquishing a resource. For example, thesprec
l:a" % a, wherea’ € A;. When agent intends to execute  dence linka < o’ rules the access to the resoures be-



tween the actiom, assigned to agerit anda’, assigned to
agentj. This precedence link is replaced by the causal link

free(res)
—

a’ to make clear that role played by the service
free(resyvhich enables action’ sincefree(res)appears in
the preconditions of’.

Formally, the global plat® is a tuple(4, <, C), whereA
is the set of actions the agents have to exeaguts,an order
relation between actions assigned to the same agkeista

set of causal links of the form % o’ wherea anda’ may
or may not be assigned to the same agent.
Main services and target actionsGiven an agent € 7
and an actiom assigned té (i.e.,a € A;), main(a) denotes
the set of main services produceddymore precisely each
effectq emain(a) satisfies at least one of the following con-
ditions:

- ¢ € G i.e. ¢is an atom which appears in the ga@alof
the global plan.

- g # free(res)and it is a service agentprovides to an-

other ageny, that is, there exists a causal link’ o’ where

a € A;.

An actjiona € A; such thatmain(a) # () is said atarget
action, the action is saigimpleotherwise. Given an action
a, either target or simplelependn(a) is the set of simple
actions{as, . ..,a,} in A;, which directly or indirectly pro-
videa with a service; i.e., for each actian in {ay,...,a,}
there exists a sequence of causal link€infrom a;, to a.
Possiblydependson(a) = @) only whena is a target action.
Distributed Control Loop. As stated in the introduction,
we propose a distribute approach where each agehthe
team7 is responsible for monitoring and diagnosing the ac-
tions it performs summarized in the architecture repomed i
Figure 1. The plan instande, achieving a desired complex
goal is synthesized by a human user possibly by exploiting
planning tools (such as (Boutilier & Brafman 2001)). Given
the global P, the Dispatcher module decompog@sn as
many sub-plans as the agentginThe decomposition is an
easy task, which involves just the selection fréhof all the
actions an agent has to execute; formally, the sub-plan for
agenti is the tupleP;=( A;, <;, C;, X", X2*' ) where: 4;

is the subset of actions iA that agent has to executes;

is a total order relation defined over the actionslin C; is

a set of causal linka % «’ where bothn anda’ belong to

A;; X" is a set ofncomingcausal links where’ € A; and

a € Aj; finally, X?“! is a set ooutgoingcausal links.

After this initial phase, each agent starts the execution of
its own sub-plan. In particular, each agent performs a local
control loop on the progress of its actions. This local caintr
loop involves the Plan Execution Monitoring and Diagnosis
module (PEMD), the Fault Recovery module (FR) and the
Local Re-plan module (LP). First of all, the PEMD module
is responsible for estimating the current status of the tagen
and for detecting theutcomeof the actions the agent is exe-
cuting. To this aim the PEMD exploits the observatiobs:
coming from the environment.

Every time agent detects a not nominal outcome, it tries
to recover from this failure by activating a local re-plamgi
phase aimed at synthesizing a local recovery plan. In par-
ticular, in the current architecture of the supervisor, ffie

MOVE(A, P1,P2)  LOAD(A, OBJ, P) PUIDOWN(A, OBJ, P)
pre: AT(A, P1) pre: AT(A, P) pre: AT(A, P)
FREE(P2) AT(OBJ, P) LOADED(A, OBJ)
EMPTY(A)
eff: ~AT(A, P1) eff: ~NEMPTY(A) eff. ~LOADED(A, OBJ)
~FREE(P2) ~AT(OBJ, P) AT(OBJ, P)
AT(A, P2) LOADED(A, OBJ) EMPTY(A)

Table 1: The preconditions and the effects of the actions in
the plan of Figure 2.

module coordinates the recovery process: first, the FR in-
vokes the LP module, which has to infer a new local plan
that agenti can execute to overcome the failure. In case
such a local plan does not exist, agémiotifies the human
user about the detected action failure.

While in (Micalizio, Torasso, & Torta 2006a) we have ad-
dressed the FD and the LP modules, which are aimed at the
plan recovery from an action failure; in this paper we focus
our attention on the PEMD module, devoted to the monitor-
ing and the diagnosis of the execution of the local pfan
Observe that, since actions may be causally dependent, the
PEMD modules of different agents may need to communi-
cate during the plan supervision process (see the communi-
cation channel between the PEMD modules in Figure 1).
Running Example. In the paper we will use a simple ex-
ample from the blocks world for illustrating the concepts
and the techniques introduced for monitoring and diagnos-
ing the execution of a MAP. Let us consider two ageAfs,
andA2, which have to cooperate in order to achieve a spe-
cific configuration where the blodB1 is put on the block

B2. To get this goal, agemtl has to move blociBl from

the sourcesl to the targefl1 by passing through dod1,

while agentA2 has to move blociB2 from S2 to T1 by
passing through the dooB2 andD1.

The use of the resources (source and target locations and
doors) is constrained since a resource can be accessed by
only one agent per time. However, there exists a further
location, calledPRK (i.e. parking area), which is not con-
strained and where the agents are positioned when they com-
plete their sub-plans.

Table 1 reports the STRIPS-like definition of a sub-set
of actions the agents can execute. For example, the action
LOAD( A, OBJ, P) means that the ageAtloads on board
the objectOBJ located at positiod?. The preconditions of
this action require that both andOBJ are located alP and
that the agent is not loaded yet with another object. The
effects of actionLQAD( A, OBJ, P) state that the object is
loaded orA.

Figure 2 shows the global plan produced by a POMP-like
planner to achieve the target configuration of blocks, he. t
global goal. The plan is a DAG where nodes correspond to
actions and edges correspond to temporal (dashed) or causal
(solid) links. The causal links are labeled with the sersice
an action provides to another one, for example the causal
link from action1 to action4 is labeled with the service
LOADED( Al, B1), which is both one of the effects of ac-
tion 1 and one of the preconditions for the execution of ac-
tion4. Itis easy to see that when actibfails, actiord fails
too since one of its preconditions is not satisfied.
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Figure 1: The architecture of the distributed control loop.
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Figure 2: The plan built by a POMP-like planner.

In Figure 2 the target actions are in bold, for example
given the target action, the sedependn(4) is {1, 2, 3}.
The grey, dashed rectangles highlight the sub-plans intwhic

asbelief stateand will be denoted as;.
Extended Action Model. As mentioned above, the synthe-
sis of the planP can be performed by exploiting STRIPS-

the global plan has been decomposed. The presence of thelike action models, which consider only the nominal behav-

causal linkdy, [, andls indicates that the sub-plai#s and
P, have causal dependent actions.

Plan Execution Monitoring: Basic Concepts

Since each agentas to supervise the actions it is responsi-
ble for, agent has to determine, at each timdahe outcome

of the actioru; (i.e., the action executed hiyat timet), and

its own health status after the executioruef

Agent Status. The status of agentis expressed in terms
of a set of status variableBAR’; in particular, this set of
variables is partitioned into two subset&EALTH" and
ENDO". HEALTH" denotes the set of variables concern-
ing the health status of an agent functionalities (e.g.,itnob
ity and power), these variables are not directly observable
their actual value can be just estimated. WheréaéDO*
denotes the set of all the other endogenous status variable
(e.g., the agent’position). The values assumed by the vari-
ables inENDOQO" can be directly observed by agenhow-
ever, since agent receives just partial observations about
the changes occurring in the system, at each time ingtant
the agent observes the value of just a subset of variables in
ENDO®. Therefore, agenitis in general unable to precisely
determine its own status; rathiecan determine just a set of
states after the execution @f, this set is known in literature

S

ior of the actions. However, in order to supervise the exe-
cution of the actions irP;, the agent must have at disposal
extended action templates, which model not only the nom-
inal behavior of the actions, but also the actions behavior
when faults occur. For such a modeling task we adopt a rela-
tional representation, which has been proved to be usaful fo
the on-line monitoring and diagnosis of multi-agent system
(see (Micalizio, Torasso, & Torta 2006b)). In particuléist
formalism is able to capture non deterministic effects ef th
action execution.

The extended model of an actian is a transition rela-
tion A(a;), where every tupléd € A(a,) models a possible
change in the status of agehtwhich may occur while
is executingz;. More precisely, each tuplké has the form
d = (st_1, fault, s;); wheres;_; and s; represent two
agent states at time— 1 andt respectively, each state is a
complete assignment of values to the status varialileR’
of agenti; fault denotes the fault which occurs to cause
a change of status from_; to s; (of course, in the transi-
tions which model the nominal behavifauit is empty). As
commonly assumed in approaches to the diagnosis of Dis-
crete Events Systems (see e.g. (Pencolé & Cordier 2005)),
we assume that two faults can not occur simultaneously on
the functionalities of the same agent. It follows that anreige



i can be struck by only one fault per time instant, howeverit jectories. In the followingl'r;[0,t] will denote the set of

can be affected by more than one faults over the time; more-
over, the assumption allows the simultaneous occurrence of
faults in different agents.

Table 2 shows the extended model ofVBVE action
from a locationP1 to a locationP2; due to space reasons
we show just a subsets of tuples of the transition relation
A(MOVE). Moreover, for sake of readability, the agent states
are expressed just in the subset of status variables giedetl
fected by theMOVE action, in particular they aregposition
the position of the agentarried the carried load (if any) by
the agent, this variable can be eitlenptyor loaded pwr,
the power of the agent’s battery, which carttigh (the nom-
inal mode) olow (a degraded mode) amaobility, the health
status of the agent’s mobility functionality which can dle
(nominal) orbk (i.e., broken, a faulty mode). Observe that
the STRIPS model of th&OVE action just represents the
nominal behavior oMOVE, assuming that both power and
mobility are in their nominal mode; the corresponding ex-
tended model represents also how K&/E action behaves
in any combination of power and mobility modes, included
the faulty ones.

The nominal behavior of th&OVE action is modeled by
transitionl, the x symbol (don’t care) indicates that, when
the agent’s functionalities behave nominally, the actaal ¢
ried load does not impact the outcome of the action. In our
example theMOVE action can fail as a consequence of two
types of faultsf - BRY andf - MOB. f - BRY affects the bat-
tery by reducing the level of power from the nomihahto

the degradelbw. An agent can complete a move action with
battery powetow iff the agent is not carrying any block, the
action fails otherwise (see transitiodsand3). f - MOB af-
fects the health status of the mobility functionality, whic
changes from the nominak to the anomaloubk (broken);
under this health status there is no way to complete the move
action (see transitiod).

Action Outcome. Since the actual execution of an action

trajectoriegr maintained by in the intervall0, ¢].

Monitoring with uncertain action outcomes

In this section we describe the methodology for monitor-
ing the execution of a MAP when the outcome of some ac-
tions may be uncertain. The algorithm implementing the
approach is reported in Figure 3. Due to space reasons, we
focus just on the basic concepts the algorithm relies on.

The prediction process.In order to monitor the execution

of actiona,, the first step performed by ageins to extend

the set of trajectoried’r;[0,¢ — 1] with all possible state
transitions of actior;. In particular the prediction process

is formalized in terms of the relational operators as:

Definition 2 Given the set of trajectoriegr;[0,¢ — 1] and
the extended model of the actiap, T'r; is incrementally
extended as7'r;[0,t]=0 o (T'7:[0,t — 1] X A(ay))

The join operatofl'r;[0,¢-1] X A(a;) represents the pre-
diction step, it has the effect of adding, to each trajectory
tr € Tr;[0,¢ — 1], a possible state of agenafter the execu-
tion of actiona;. This set of predictions is filtered out w.r.t.
the observations available at timby means of the selection
O i (see line8 of the algorithm of Figure 3).

obs}
Observe thai'r;[0, t] can be extensionally written as:
O-obsi (O—obsiil(' : '(O—obsi (BBMA(CI&))) e M A(atfl))M
Alar))
whereB3}, represents the initial belief state of agent
GivenT'r;[0,t], agenti is able to extract by means of the
relational projection the current belief stdg; in this way
agent evaluates the outcome of actiopaccording to Def-
inition 1; formally, B:=7T,(T'r;[0, t]).
Monitoring and system observability. If the system were
completely observable, the predicted belief stdfevould
contain just the actual status of ageit timet. Of course,
this condition is rather unrealistic and, in general, ong ha
to deal with uncertain belief states. On the contrary, some

is threatened by the occurrence of unexpected events (e.9..minimal requirements on the system observability have to

faults), the outcome of an action may be not nominal. The
outcome of an action isucceededvhen all the effects of
the action have been achieved faited otherwise. Since at
each time instant we may have to deal with an ambiguous
belief states3;, we consider the actiom as succeeded only
when all the expected effects of actiathold in every state

s included inB:; more formally.

Definition 1 The outcome of actiom, executed byat time
t, is succeededf Vq € eff (a;), Vs € By, s |= ¢; i.e., iff all
the atoms; in eff (a;) are satisfied in every statein 5;.

Of course, when we can not assert that actipis succeeded
we assume that the action is failed.

Agent Trajectory. One of the results of the monitoring per-
formed by agent over the execution of its actions is a tra-
jectory of the status afitself over time. In general, the tra-

jectory of a system is the sequence of states, actions and ob-

servations generated from a given initial state to some time
point of interest. However, since the system is only paytial
observable, ageritcan not maintain the actual trajectory of
its own state; rather agenimaintains a set of possible tra-

be met to provide agenitwith the possibility of evaluating
the outcome of the actions it has to execute.

Basically we consider two possible levels of system observ-
ability: strongandweak Strong observability corresponds
to the assumption that agenis able to determine the out-
come of every action, it executes; i.e., the belief stak,
filtered out w.r.t.obst, is sufficiently precise for testing the
condition of Definition 1.

Dealing with uncertain outcomes.Unfortunately, the con-
ditions of strong observability do not hold in many domains.
In the general case, the estimated belief sijtés not suf-
ficiently precise to determine the outcome of actign In
other words, it may be possible that the effectaoére sat-
isfied in just a not empty subset of stategin

In this case agent has to keep track of the actions it has
executed and whose outcome has not been determined yet.
In the following, pendingOutcomes;(t) denotes the set of
actions, so far executed by agentvhose outcome has not
been determined at time In other words, at each time in-
stantt, either agent is able to determine the outcomeqf

or a; is included in the setendingOutcomes;(t).



St—1 fault St
endogenous health variables endogenous health variables
position  carried | power  mobility position  carried | power  mobility
1 P1 * Hi gh (04 null P2 * Hi gh (04
2 P1 EMPTY | High K f - BRY P2 EMPTY Low K
3 P1 LOADED | Hi gh (¢ f - BRY P1 LOADED | Low (0 ¢
4 P1 * H gh (074 f - MOB P1 * H gh BK

Table 2: The extended model of activBVE( A, P1, P2) : the transition relatiod\(MOVE).
Plan-Monitoring-and-Diagnosis(3§, P;) [P;=(A:, <i, Ci, X", XN {
01t =0; ts =0; Trits,t] = By, pendingOutcomes,(t) = 0; nextAction=nul | ;

02while (true){ t=t+1;
03

if (nextActiomrnul | ) nextActior (get next action fron®; );

04 if (all incoming links of nextAction are marked as satisfiedrk nextActionasexecutablg

05 else( executéWaitAction);

06 if (nextActionis executablg{ _

07 at=nextAction nextActiornul | ; (executeu:); obs; = (get current _observations for agent i
08 Tri[ts, t]=0 oy (Trifts, t-1]MA(at))=0 o1y (O opsy (- (T opsi | (Bi, MA(ar,+1))) - M Alar-1))X Aar));
09 pendingOutcomes, (t) = pendingOutcomes,(t — 1) U{as};

10 (completedActs;, primaryFailedActs, )=EvaluateOutcomegpendingOutcomes,(t), Tri[ts,t]);
11 for (each actiorm € completedActs;){

12 for (each linkl : a > a'|l € C;) mark! assatisfied

13 for (each linkl : a % a'|l € X2"*) notify agenta’) the satisfaction of link; }

14 AgentDiagnosis; = ; secondaryFailedActs,=0; Inbox=(get incoming messaggs

15 for (each satisfied link: ' % a”, I € Inbox| I € X;™) markl assatisfied

16 if (primaryFailedActs; # 0) {

17 ACTS= 0; LNKS= (); AgentDiagnosis; = getAgentDiagnosi$primaryFailedActs,;, Tri[ts, t]);
18 for each actiom € primaryFailedActs, {

19 Propagatea, P;, ACTSLNKS); secondaryFailedActs; = secondaryFailedActs, U ACTS
20 for (each failed link’ : ”’ % o, I’ € LNKS notify agent@’”) the failure ofl’; } } }

21 repeat

22 changes = falsénbox=(get incoming messagges

23 for (each failed link : a’ N = Inbox| I € X/™){ LNKS=(); ACTS:0; changes = true;

24 Propagatga’’, P;, ACTSLNKS); secondaryFailedActs; = secondaryFailedActs, U ACTS
25 for (each failed link’ : ”” % o, I’ € LNKS notify agent’”) the failure ofl’; }

26 until (~ changes)

27 if (primaryFailedActs; # 0) V (secondaryFailedActs, # 0)

28 return { AgentDiagnosis;, primaryFailedActs,;, secondaryFailedActs,);

29 else if(a¢ is a target actio { pendingOutcomes,(t) = 0; Bi = T0o(Tri[ts,t]); ts=t; Trifts,t] =Bi} } }

Figure 3: The algorithm for monitoring and diagnosing theaxion of a local plan.

It is worth noting that the outcome af; can be ex-
ploited to determine the outcome of some actions in
pendingOutcomes,(t), in fact the following property holds.

Property 1 Let a; be an action (either target or sim-
ple) with outcomesucceeded then all the actionsa
in pendingOutcomes;(t) N depends_on(a;) have outcome
succeedetbo.

However, when an actios; fails, agent may be unable to
determine whether failure is due to a fault during the execu-
tion of a; or a, is failed as a consequence of the failure of
other actions in dependson(a;). In this case, in order to be
conservative, we introduce the following policy.

Policy 1 Let a; be an action (either target or sim-
ple) with outcome failed, then all the actionsay

in pendingOutcomes;(t) N depends_on(a;) are marked
failedtoo.

At line 10 of the algorithm,
teOutcomes evaluates the outcomes of

function Evalua-
the ac-

tions in pendingOutcomes;(t) and returns the pair
(completedActs;, primaryFailedActs; ), where in
completedActs; (primaryFailedActs;) the succeeded
(failed) actions are collected.

In any case, whenever agerdetermines the outcome of an
actiona, it has to propagate the effects of this outcome in
the global plan according to the following policies:

Policy 2 Communicate Positive Informationif a is suc-
ceededVl : a % o/l € X9, notify agent(a’) that the
serviceq has been provided.

Policy 3 Communicate Negative Information if a is
failed, VI : a % d/|l € X2, notify agent(a’) that the
serviceq can not be provided.

Policies 2 and 3 are implemented, respectively, in lihes
13 and18-20 of the algorithm.

Running Example. Let us assume that in the blocks world
example, under weak observability, th€AD actions are



not observable; moreover thNOVE actions are observable
only when an agent gets the target or the parking area
PRK. Thereby, the outcome of actiots2, 5, 6, 7 can not

be determined just relying on the system observations. Let
us assume that at timg agent2 executes actio®. Ob-
serve that at time, pendingOutcomesy(t)={5, 6, 7}; while
pendingOutcomes, (t)={1}. If the outcome of actio is
succeededagent2 determines that actiorisand7 aresuc-
ceededtoo; moreover it informs agent that the service
free(D1) has been provided. Notice that, to determine the
outcome of actiord, agent2 needs to know the outcome of
the target actiod. On the contrary, if the outcome of action
8 is failed, ageng informs agent that servicdree(D1)can

not be provided and activates the diagnostic process.

Agent Diagnosis and Plan Diagnosis

The presence of causal links between actions introduces de-
pendencies even among different sub-plans. As a conse-

guence, the failure of an actiopr{mary failure) may affect
many other actions in the global plasetondary failures

The distinction between primary and secondary failures
is an important piece of information, which must be con-
sidered in the notion gblan diagnosis In fact, in order to
recover from the failure of a set of actions in the plan, one
needs to know: 1) which actions are the primary failures and
2) which combination of faults in the functionalities of the
agents may have caused these failures, i.erdbecauses
of these failures.
Agent Diagnosis. As described in the previous section,
as soon as agefitdetects the failure of actioa,, i starts

a diagnostic reasoning step in order to determine the root 3 5 causal link”

causes of this failure (see lingr of the algorithm). It is
worth noting that, the failure of actiom, may be a conse-
guence of 1) the occurrence of a fault during the execution
of a;; or 2) the failure of an action;,, previously executed

(h < t). Inthe latter case, the actian is included in the set
pendingOutcomes,;(t) and its (not nominal) outcome can
not be unequivocally determined as the system is only par-
tially observable.

When agent is unable to distinguish between the two pos-
sible cases; adopts a conservative behavior (according to
Policy 1) and determines the primary failures as follows:

Definition 3 Let a; be an action executed by agehiat

time t, let failed be the outcome of;. The set of pri-
mary failures related with the failure af; is the set of ac-
tions: primaryFailedActs;= (pendingOutcomes,(t)N de-

pendson(a;)) U a;.

Observe that action, is always included in the set of the
primary failures.

Once the primary failures have been singled out, aghas

to infer a local diagnosis, where the root causes of each pri-
mary failure are highlighted.

Definition 4 Leta;, € primaryFailedActs, be the action
executed at timg. The root causes of the failure @f is the
set of faultsf aults(ap)=T rauirs (B}, X Alay))

In this case the joi8; X A(ay) is an abductive step, since
the relationA(ay) is not used to predict a new belief state
(as in the prediction process in Definition 2), but it is used

for inferring the previous belief stat8 ,. The projection
T rautr COllects the possible faults which may have caused
a transition from a state i , to a state in3¢, i.e., the
result of the collection is the set of faults which may have
occurred during the execution of actiep. Since the failure
of a; can be explained by the failure of just one action in
primaryFailedActs;, the agent diagnosis faiis defined as:

Definition 5 Given the setprimaryFailedActs;, the di-
agnosis for agenti AgentDiagnosis; is defined as
AgentDiagnosis; =\ ,, cprimaryFailedActs, Jaults(an)

In other words,AgentDiagnosis; is a disjunction of faults
fiVv fav...V f, affecting some functionalities af where
each faultf;, is sufficient to explain the failure of an action
in primaryFailedActs; and, as a consequence, of the action
a;. The inference of the agent diagnosis is part ofghtA-
gentDiagnosisfunction (linel7).

Plan Diagnosis.Now we need to determine at what extent
the primary failures affect the global pldn In particular,
we aim at singling out which actions il won't becomeex-
ecutableas a direct or indirect consequence of the failure of
an action inprimaryFailedActs;. To this end we exploit the
setC of causal links.

Definition 6 Given the global planP=(A, <,C) and the
set primaryFailedActs; determined by agent the set of
secondary failures is

secondaryFailedActs;={a € A such that

J a causal linkl’ : @ L a, wherel’ € C andd’ €
primaryFailedActs,; or

@’ % q, wherel” € C anda” €
secondaryFailedActs;}

Observe that, in order to single out the secondary failures i
whole plan, the agents in the team have to cooperate. In
particular, the propagation of a failure in the global plan
is an iterative process in which the agents communicate
one another the set of services which can longer not be
provided. In the algorithm the process for computing the
secondary failures is encoded in lin2s-26 of the algo-
rithm and it is based on theropagatefunction described

in (Micalizio, Torasso, & Torta 2006a). In definitions 5
and 6 we have introduced the notion of plan diagnosis w.r.t.
an agenti;; however, these definitions can be extended to
the more general case where the plan diagnosis consid-
ers all the agents in the teaffi. More precisely, given
the global planP, it is possible to demonstrate that the
plan diagnosis forP can be computed in distributed way
as the pair (primaryFailedActs, secondaryFailedActs)
where primaryFailedActs = ;. primaryFailedActs;
andsecondaryFailedActs = | J,c 7 secondaryFailedActs;.
Correctness.The correctness analysis of the algorithm has
to consider the prediction process and the inferences for
computing the agent and plan diagnosis. Regarding the pre-
diction process it is possible to demonstrate that the belie
stateB;, estimated at each timg always contains the ac-
tual status of the agerit i.e., the monitoring keeps track

of the actual status of the agents. As concerns the agent
diagnosisAgentDiagnosis;, it always includes the actual
set of faults which have caused a detected action failure



(this follows directly from the properties of the belief &ta ticular, while in (Micalizio, Torasso, & Torta 2006a) we leav
B?). Finally, considering the plan diagnosis, it is easy to see discussed a monitoring approach which assumes to deter-
that: 1) the seprimaryFailedActs; actually contains all and mine the outcome of every action exploiting the available
only the actions whose failure may have caused the detectedobservations (strong observability) in this paper we hase d
anomaly in the execution of the sub-pl& and 2) the set cussed an extension which is able to deal with uncertain ac-
secondaryFailedActs; includes all and only the actions in  tion outcomes (weak observability).
the global planP which are affected by the failure of some Differently from the approach by (Wittevee al. 2005),
actions inprimaryFailedActs;. we introduce an extended model of actions for capturing
Moreover, assuming that the system observability is suffi- both nominal and anomalous execution. Thereby the moni-
cient to determine unequivocally the outcome of every tiarge toring process we propose is complete since the status of the
action in the global pla®; and assuming that in each sub- system is estimated even after the occurrence of a fault.
plan P;, the distance (in number of actions) between two Moreover, while in (Witteveelet al. 2005) the notion of
consecutive target action is less than or equal to a constantdiagnosis refers just to the pair of primary and secondary

k; it is possible to demonstrate that each agent7 is able failures, the use of extended action models allows us to
to determine the outcome of all the actions it executes withi  introduce the notion of diagnosis which includes the root
a finite time window. This property allows agento main- causes of the detected primary failures. Observe that the

tain trajectories including just the laktime instants (in the root causes are essential in order to recover from a failure,
algorithm, agent maintains the trajectories in the interval in fact, as discussed in (Micalizio, Torasso, & Torta 2006a)
[ts,t], wheret, is the time when the last target action has alocal re-planner needs to know the current health status of

been successfully executed). an agent in order to establish which actions can or can not
Running Example. Under the same conditions previously be used in the recovery plan. The extended model of the
described, let us assume that at titrtee failure of actiors actions are encoded via OBDDs (Ordered Binary Decision
activates the diagnostic step. First of all, agedetermines Diagrams) and all the relational operations involved in the
the set of primary failuresrimaryFailedActs, = {6,7,8}. algorithm are performed by means of standard operations on

Then, agen? infers its local diagnosis, in this simple exam- OBDDs, according to the approach described in (Micalizio,
ple AgentDiagnosis,={f - BRY Vv f - MOB}. Finally, agent Torasso, & Torta 2006b).
2 propagates the harmful effects of the primary failures in
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