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Abstract — In this work, we propose architecture for keynagement in multicast communications. This
architecture combines the complementary variabfgageh with slided keys and hierarchical binangsreJsing
this architecture, it will be possible to reduce ttumber of transmissions as one or more partitsgam or leave

a group. Also, it includes a technique for the nattebution of keys, which allows to increase thearness of the
hierarchical binary key trees and to facilitate treatment when refreshing keys. Many results efdimulations
done using C++ code and Opnet Modeler are presented
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1 Introduction

In Multicast communications, an entity (transmittesends information packets to receivers
(participants). During the transmission over insecoetwork like Internet, the packets conveying the
data can be easily read by third-parties. If thiea deeed to be secured, a cryptography method neust b
used to guarantee data confidentiality.

An entity called the Key Distribution Center (KD@) attached to the transmitter and is responsible t
create keys that will be used to encrypt the detd t® the group. The method of encrypted transamiss
must preserve the group secrecy so that an ehéitydbes not belong to the group and willing to jibie
group has access to the information transmittedimvithe group only after her join and before hawée

It must also preserve the backward secrecy soatlpatrticipant having left the group has not actess
the information transmitted after its leave. Fipalit must preserve the forward secrecy so that a
participant joining the group has no access tartfeemation transmitted before its arrival.

The methods used for encrypting point-to-point camivations cannot be used in Multicast
communications, because they consume considerabteork resources when performing key
distribution [1]. Few encryption methods applicabdeMulticast communication have been proposed.
An optimization of these methods must be carrietltoureduce the time for keys’ sending and the
encryption computation time. A rigorous study o thperations needed when a participant joins and
leaves would make it possible to find a better whgerforming these operations.

The method that we propose is based on combiniagctmplementary variable approach [1], with
slided keys and hierarchical binary trees [1,2]isTihethod will make it possible to reduce the numbe
of necessary transmissions while preventing thiisioin between several participants.

Also, this method includes a technique for naming keys in the tree which allows to increase the
clearness of the hierarchical binary key trees tanfécilitate the treatment when refreshing keyisisT
new method can also be used to find which partitip&the group knows a certain key.

Our paper is organized as follows: first of all, present a review on the hierarchical managemettiteof
keys; second, we propose our solution (RS or ROK&N-with all the necessary architecture to its
modeling. Then, we describe the technique of kegfseshing which we use and we define the various



identifiers and keys necessary to the encodinghef ttansmitted data. Thus, we detail the group
management operations and the finite state macbinesch entity. Finally, we present the resultthef
simulations.

2 Related work

The contribution of the Hierarchical Tree Metho®t8(") [1,2] for the transmission of the keys made it
possible to reduce the transmissions of keys aethaxgb new possibilities towards optimization. Below
are some interesting methods derived from HBT.

The goal of the method proposed by A. Perrig [4$ wareduce the amount of bandwidth used during
the transmission of the keys, by reducing the sfzbe packets. The ELK [4] method uses mathenlatica
methods andndexesto reduce the size of the packets when sending. k&en the participant entity
receives the packet and the indexes at the sameitiocould generate the keys with indexes. Indexes
thus a generator of remote keys. Perrig seems tioebenly one to be concerned with losses of kidegs.
proposes that the indexes can be sent in the sachkets as the data. This proposal is interestimgesi
the data are resent by the methods with a relislbléicast retransmission. In this case, the openatiof
keys’ loss of would be nonexistent and the casesrevia participant would not be able to decipher a
packet are reduced to zero.

In approaches like OFT [5] and EHBT [3lidden keysre used. This technique is very interesting due
to its capacity to regenerate keys with informath@id by the participants. In the “One-Way Function
tree” method, OFT [5], each key has its hiddentkey is used to regenerate a new key. When adding a
participant, the KDC sends the hidden keys andkéys the participant may need in a Unicast packet
which can consume a lot of bandwidth. This techaigses the keys of left son or right son to regerer
the keys. Furthermore, the keys can be refreshatiébytilisation of the indexes or derivation ofkey

of its sons and be computed in a one-way funciitre Enhanced Hierarchical Binary Trees technique,
EHBT [3], also uses a hidden key for each key arnsl $tored in the brother of the key's owner. The
KDC sends the higher keys encrypted with this newik the same way as in the hierarchical trees. Th
technique also usemmmand setdidden in the packets, which allow the participanknow the orders

to be carried out. The packets also contain indexdisating necessary structures to know which tkey
use to regenerate the new keys. In the taxonomyestied by Canetti et al. in [6,7], the authors peap

to use the lower or higher part of a key to regateeanother, but it is more difficult for an extairn
entity to find the value of the key. It uses thghhor low part of the key’s left or right son t@emerate

a key. It also uses Traffic Encryption Keys and Kacryption Keys with numbers in packets to save
transmissions during keys’ refreshing.

3 The ROKeN-SKI method

The goal of our research is to find which operatishould be done to decrease as much as possble th
transmissions between the KDC and the participarttse keys’ distribution.

Our method, ROKeN-SKI or RS in this paper (whicansis for Refresh-Oriented Key Naming and
mixed Slided Keys and Identifiers method), propcsesrchitecture with a variable level of identiie
(also called complementary variables [1,2]) mixethwlided keys (also called hash keys). The levels
start from the bottom of the tree and up to thd.rdbe number of levels is correlated with the nemb

of participants knowing the identifier associatethva participant.

The KDC chooses a level of identifiers to be usHie chosen level sets the needs for packets to be
transferred when a participant leaves. Identifidisbe sent at the creation of the group and ujoams.

In the leaving of a participant, a high level oéidifiers will generate small amount of packetshat
leave of a participant. A low level will create myth amount of packets. A very low level of ideraif

will be like the HBT [1,2] approach.

A more complete description of the RS method islabke in the references [14] and [15].



3.1 Names of keys

The name of the group key (the root) is "m". Thiofeing keys are named according to their position
in the binary tree. The name of a key is his paname and its added number. If the key is theslerfit

of -its father, it receives a zero (0) at the ehdsoname but if it is the right son, it receive®ne (1) at
the end of its name. So, the name of the rightagdhe root is 1 and the left son is 0. The grandsof
the root will carry the names 00, 01, 10 and 11.

The name of a particular key provides the nameassgfarents, from its up to the root. The maximum
length of the key name is the height of the tredes Teature will be used in the keys’ refresh mdtho

The name of a participant is given by the namesgbérsonal key in the keys’ tree.

Figure 1: Names of keys

3.2 Keys’ Refresh

On a join of a participant, each participant mestash the keys that the new participant will knoov,
preserve the backward confidentiality of the M@t communication. The name of the participant,
given by its place in the tree, determines whicyskeill be transparent to it. Thus for each joinaof
participant, the KDC must refresh all the keys @mtimg the position of the new participant to thetr
of the tree [14,15].

To indicate which keys needs to be refreshed, tB€ Kends a Multicast pack®EFRESH In the
packet REFRESH, thdAME field contains the name of the key that creatednired for a refresh: the
new participant’s personal key. The informationatamed in its name are very useful: they conta@ t
names of all the keys requiring a refresh. By théy, a participant will know which key needs to be
refreshed, without needing a structure of orderthénpackets and will not need to refresh all gk
only those it has in common with the new participan

When a participant receives a REFRESH packet, avitame of a key in field NAME, it refreshes the
group key and then checks the family of the keybeaaefreshed: all the parents of this key neeldeto
refreshed. It refreshes all the keys it has in commith the new participant.

3.3 Operations on the group

Here are the finite state machines of each efftdy the states JOIN and LEAVE, the number of stistes
equals. Details of the operations are providedvelo
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3.3.1 Simplejoin

When a new participant joins the group (simple)j¢ire KDC makes the new keys intended for this new
participant and pulls the participants alreadyhie group to refresh the keys that will be usedheyrtew
participant. A Multicast packet REFRESH will be s&minform the group about the name of the new
participant and the keys it intends to use. The KB€h sends to the participants who will be cousins
the new participant the identifiers associated with participant COUSINpacket). Finally, it sends the
keys to the new participanKEYS packet), as well as the identifiers of its neigimisoCOUSING
packet).

When a simple joins occurs, the participants rec@\REFRESH packet and must carry out the refresh
functions. If they have keys shared with the newtigipant they will have to make a refresh openatio



and if they are one of the cousins of the new g@igeint they will have to carry out a treatment acle
level of identifiers. The new participant receivibe keys allowing it to decode the future packets
(KEYS packet) and the identifiers of its cousinSO(@SING packet). It stores information in the
identifiers table and in the keys’ table.

3.3.2 Multiple Join

The main differences in a multiple join are thaREFRESHGMulticast packet is used, with all the
names of keys needed to be refreshed. The opesatomin the same as in the simple case.

When a multiple join occurs, the KDC makes the teys intended for these new participants and tell
the participants already in the group to refregh kbys that will be used by the new participants. A
Multicast packet REFRESHG will be sent to inforne tiroup about the name of the new participants
and the keys intended to be used. It then sendketgarticipants who will be cousins of the new
participants the identifiers associated with thpagicipants (COUSING packet). It finishes by segdi
the keys to the new participants (KEYS packet),wasdl as the identifiers of their neighbours
(COUSING packet).

When a multiple joins occurs, the participants nieeea REFRESHG packet and must carry out the
refresh functions. If they have keys shared with tlew participants they will have to make a refresh
operation on them and if they are one of the causfrthe new participants, they will have to cay a
treatment on each level of identifiers. The newtipigiants receives the keys (KEYS packet) allowing
them to decode the future packets and the idenstifi their cousins (COUSING packet). They store
information in the identifiers’ table and in theykétable.

3.3.3 Simple leave

When a simple leave occurs, the KDC sends a MsltiQJIT packet with the name of the leaving
participant in the NAME field. Depending on the ééwf identifiers used, it will have to transmit tie
keys which will not be regenerated with the ideets technique. Those keys will have to be setlto
the participants who do not know the keys used@technique of the slided keys to regenerate each
key of tree, known by the leaving participant.

The participants who do not leave the group recailulticast QUIT packet and do an update of some
of their keys: those which are known by the leavigticipant. They must check how many levels of
keys they must regenerate with the identifiershefrtneighbours and how many levels of keys thegtmu
regenerate with the slided keys. The keys whichhateupdated with the identifiers will be regenethat
with the slided keys. If they know the keys thall Wwe used to regenerate the keys used with tdedli
keys then they use the one-way function with thg ke parameter, otherwise, they must wait the
transmission to receive the new value of the key.

3.3.4 Multiple leave

The main difference in a multiple leave is tha@dITG Multicast packet is used, with all the names of
the leaving participants in it. The operations renthe same as in the simple case.

When a multiple leaves occur, the KDC sends a agdti QUITG packet with the names of the leaving
participants in the NAME fields. Depending on teedl of identifiers used, it will have to transralt

the keys which will not be regenerated with thenidfeers technique. Those keys will have to be gent
all the participants who do not know the keys usetthe technique of the slided keys to regenerath e
key of tree, known by the leaving participantsgiKEY Spacket).

The participants who do not leave the group receiwdulticast QUITG packet and do an update of
some of their keys, those which are known by tlavitey participants. They must check how many
levels of keys they must regenerate with the idiensi of their neighbours and how many levels ofske
they must regenerate with the slided keys. The keyish are not updated with the identifiers will be
regenerated with the slided keys. If they knowkégs that will be used to regenerate the keys watkd
the slided keys then they use the one-way fundtiitim the key in parameter, otherwise, they must wai
the transmission to receive the new value of the ke



4 Results

In this section, we introduce the simulations rssurhe simulations were done using C++ code and
OPNET Modeler 9.1A. These simulations compare ootggol RS to HBT protocol.

4.1 C++ simulations

To be sure that our technique is working well, \ivstfimplement it using C++ code (Visual Studio
environment). We used groups that vary from 1008Q®00 participants. We calculate the number of
packets generated during a join and a leave oicjgzant(s).

With these results, it is clear that the RS method:

1. Uses less packets than the HBT method on a joinleave of a participant;

2. As the number of levels used is increasing, thentiyeof packets increases too. This excludes
the levels 0 to 4 where there is no growth in thargity of the packets.

These simulations permit to state that:

1. Between level 2 and 5, the number of packets exgthron a join and a level are more
equalized;
2. The use of the network will be less if the balaheéveen the quantity of packets in a join and

the number of packets on a leave is normalized.
As we can see in figure 6, the RS method is scaldbVen with a high number of participants, the
method preserves its properties.

4.2 OPNET simulations

For the OPNET simulations, the RS method with ZIewill be used in a comparative study with the
HBT method for the single join and single leave.

4.2.1 The simulation parameters

We keep track of the simulation parameters to teveal comparison between the two methods. The
HBT method (in blue) and the RS method (in red)ehbeen simulated with equal simulations details
and with the same events.

The four next figures (figures 7, 8, 9 and 10) shibase parameters. The x’s shows the simulatioa tim
(m for minutes) and the y’s show the frequency.

The number of participants has been defined byrealodistribution. The two methods have the same
amount of participants with a little difference.

The four next figures (figures 7, 8, 9 and 10) shbase parameters. The x’s shows the simulatioa tim
(m for minutes) and the y’s show the freqThe nundfgrarticipants defines the numbers of leveldin t
tree of keys. The next figure (figure 8) shows tluenber of levels in the tree of keys. Again, the tw
methods look similar.

To choose the moment at which each participansjtiie group is given by a normal distribution. The
same law is used for the time of the participasgssion length. The quantity of joins and leaves is
shown in the next figures (figure 9, 10). Agaire titumbers are almost identical.

With all these figures, we have shown that the twedthods have been used with the same parameters.
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4.2.2 Comparisons between HBT and RS

4.2.2.1 Introduction

Few parameters exist to compare two Multicast madghd@he first is the number of packets exchanged
and the second is the computation demands.

4.2.2.2 Packets exchanged

The number of packets exchanged can be split intypes: Multicast and Unicast. Packets have been
captured on joins and on leaves. The number of ggackxchanged in the regular exchange of
information has not been simulated. In the begiguaihthe simulation, the number of packets exchdnge
is similar. But, as soon as the number of partitipas increasing the differences between the ntsnbe
of packets exchanged become higher.
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Figure 11: Number of packets exchanged

We could also detail this result with the numbeflticast and Unicast packets. Sending a Unicast
message to all participants is expensive compareal ¥Multicast packet. The goal is to substantially
reduce the number of global Unicast packets.

In the simulations, the number of Unicast packetgreat with the HBT method. This tends to staé¢ th
the HBT method is less efficient than the RS methman when the number of Multicast packets is
greater with the RS method.

On a join and a leave of a participant, it is digant to analyze what is going on to understandtvi$

in stake. One side of our method is to balancentlreber of exchanged packets on the join and on the
leave. The next figures will show the reliabilityaur method.

On a join of a participant, the number of packstsuperior with the HBT method. Even when the
number of Unicast packets is less, the sum of thiedst and Multicast packets is greater with theTHB
method than with our method.



3000 6000

2000 —

5000 =
W — HBT 7L RS /
E 000 4000

5000 / / / HBT
3000 E—

/
- 7 7w | e
2000 -/ / /
1000 _///J 1o '/

]
| | | I | | | o | | ‘ | |

Om 10m 20m 30m 40m 50m Elm Om 10m 20m 30m 4m Bim Bm

Figure 12: Number of Unicast packets Figure 13: Number of Multicast packets

5000
E 000

2000

HBT A—""'—'—.—- 5000 —
7000

5000 /// s — RS
RS
5000 / / / HBT
3000
400 // //
000 2000 /
200 / 1000 /

1000

[ [ [ I [ I I
0 [ f f [ [ [ [ Om 10m 20m 30m 40m Sim Bim
Om 10m 20m 30m 40m Slm Em

Figure 14: Number of packets on a join Figure 15: Numbe_r pf Unicast packets in a
join

The number of Unicast packets on a join is greatgh our method. This is explained by the
transmission of our identifiers to the new partcip The identifiers associated with will be semt t
others in Multicast packets.

On a leave of a participant, the total number akpés exchanged is less with the RS method than wit
the HBT method. This leads to say that it produess congestion on networks and produces less
charge on the KDC.

The number of Unicast packets sent on a leave(&s Ghown in figure 18). The participant willing to
quit the group has no information to receive, viitth methods. So, the number of packets on a lisave
the number of Multicast packets (figure 19).



The identifiers in our method are sent on a joiragfarticipant and therefore the Multicast packets

be reduced on a leave of a participant.
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4.2.2.3 Computation time

Figure 16: Number of Multicast packets on a
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leave

When an encryption is made, the information isg¢fammed. This information needs a lot of memory
and computation time. When a method uses encryftlmtomes even more complex.
With our method, we use keys already made and wdifynthem. This uses less time and less memory

at the KDC.

The next figure (figure 20) shows the number of mawryptions made for the same group. The number
of new encryptions is greater with the HBT methsaljt confirms that it needs more resources angmor

computation time than the RS method.



On a join or a leave, less number of keys the nasigipant will know or the leaving participant kus
have to be changed. Changing the values of thegellkea one-way function takes less computation
time and less memory than with new encryptions.
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Figure 20: Number of new encryptions Figure 21: Number of key refreshes

The slided keys (or hashed keys) require the sameuat of memory and computation than the
refreshed keys; they are obtained by a second ayefumction. The HBT method doesn’t use those
operations.
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Figure 22: Number of hashed key making

With the new encryptions requesting more resourttes HBT method requires more processing time
than the RS method, which uses the modificatioexigting keys and demands less resources.
According to the next figures (figure 23, 24), @cessing time of the RS method will be the loyest
because it require less keys to create. This igaltlee amount of new encryptions and hashed keys.



1250 000 .. LR
900000
800 000 HB-I/
1 000 000 =BT /_/
700000 /
£00000
750 000 /
500000 /
RS 400 000
500 000 00w /
e / __-—=Rs
200000 ——
250000 /
i,// 1o oo —
o 1 1 1 T T

] | | | | | | Om 10m 20m 30w 40 S0m Elim

Om 10m 20m 30m 40m S0m Elm . . . .
Figure 24: Processing time using an
Figure 23: Processing time using a normal exponential distribution
distribution

5 Conclusion

We presented the general research trend durindatteyears regarding architectures for new keys’
exchange techniques. The objective of these préposes to bring an answer to the complex problem
of keys’ exchange in Multicast communications. Eheslutions are often partial due to the fact that
they are specific to certain groups (size). Our kwbrings an additional stone to this building, a
pragmatic solution based on the combination oideatifiers approach’s technique with the slidegiske
method.

The RS approach tends to reduce the number ofmissions while guarantying the confidentiality and
preventing collusion between participants of a grothe use of identifiers decreases by half thebmrm

of encryptions and key transmissions when the goith leave operations are combined.

By using the key naming method, the approach fatéls the comprehension of the tree for the
individuals and also facilitates the treatment whefneshing keys. This new method can also be tsed
find which participant of the group knows a certkéy. By this, the structures of hierarchy of kays
absent, so storage is also decreased.

In this work, we introduced the new RS method.dtal was to normalize and reduce the packet
exchanges on joins and leaves of participants. W lshown that the RS method is better than the
HBT method. The quantity of packets can be lowdrg@d good ratio while preserving a low collusion
probability. In addition to the packets reductiomg& have shown that the RS method reduces the
processing time at the KDC. The majority of the idations results presented in this paper was done
with a normal distribution. We also used an expdtiakdistribution. The results obtained give thensa
tendencies and we arrive at the same conclusiemsaproach is better than HBT method.
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