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o.krAbstra
t. It is often required in many ellipti
 
urve 
ryptosystems to
ompute kG for a �xed point G and a random integer k. In this paperwe present improved algorithms for su
h ellipti
 s
alar multipli
ation.Implementation results on Pentium II and Alpha 21164 mi
ropro
essorsare also provided to demonstrate the presented improvements in a
tualimplementations.1 Introdu
tionLet E be an ellipti
 
urve de�ned over a �nite �eld F (F = GF(2n) or GF(pn)for a prime p). Let G be a point of prime order in E. Ellipti
 s
alar multipli
ationis to 
ompute kG for random k. The performan
e of ellipti
 
urve 
ryptosystemsmainly depends on how eÆ
iently this s
alar multipli
ation 
an be performed.If G is random, the signed window algorithm is the most preferred algorithm forgeneral s
alar multipli
ation (e.g., see [6,7℄). If E is de�ned over a small sub�eldsu
h as GF(2r) with rjn or GF(p) for n > 1, then general s
alar multipli
ation
an be performed mu
h faster using Frobenius expansion [10,15,18,16,4,9℄.On the other hand, it is often required in ellipti
 
urve 
ryptosystems to
ompute kG for a �xed point G. Sin
e G is now �xed, we 
an substantiallyspeed up the 
omputation of kG using a pre
omputed table. Several methodshave been developed for fast exponentiation using pre
omputation over a generi
group [3,17,11℄, whi
h 
an thus be applied equally well to the ellipti
 
urvegroup. Among them, the Lim-Lee algorithm (LL algorithm, for short) is knownto provide higher eÆ
ien
y and 
exibility in time-storage tradeo�s.In this paper we investigate further improvements of the LL algorithm forellipti
 s
alar multipli
ation. Note that �eld inversion is most expensive among�eld operations required for ellipti
 
urve arithmeti
 in most interesting �elds.So, we tried to redu
e the number of �eld inversions, at the 
ost of more �eldmultipli
ations, utilizing the parallelizability of the LL algorithm and the simul-taneous inversion te
hnique [5, Algorithm 10.3.4℄. Obviously, the amount of im-provement that 
an be a
hieved with the resulting algorithm, Algorithm LL-SA,depends on the 
ost ratio of �eld inversion to multipli
ation. Our implementa-tions on Pentium II and Alpha 21164 show that Algorithm LL-SA a
hieves about20% speed-up over Algorithm LL in most interesting �elds. Further improvement




an be obtained by 
omputing many s
alar multiples in parallel. This simultane-ous s
alar multipli
ation algorithm, Algorithm LL-SM, may be useful for heavyloaded se
urity servers, whi
h often need to pro
ess hundreds of transa
tions(requiring s
alar multipli
ations) at a time. We also show that these algorithms
an be used to speed up general s
alar multipli
ation using Frobenius expansion.This paper is organized as follows. In se
tion 2 we brie
y summarize ellipti

urve arithmeti
 (with some improvements) in GF(2n) and GF(pn). We thenpresent improvements of the LL algorithm using simultaneous ellipti
 addition(Algorithm LL-SA) and simultaneous ellipti
 s
alar multipli
ation (AlgorithmLL-SM) in se
tions 3 and 4, respe
tively. Se
tion 5 deals with appli
ation of LLalgorithms to speed up general s
alar multipli
ation using Frobenius expansion inGF(pn). Finally we present our implementation results in se
tion 6 and 
on
ludein se
tion 7.2 Ellipti
 Curve Arithmeti
 in Finite Fields2.1 AÆne CoordinatesA non-supersingular ellipti
 
urve de�ned over a �nite �eld F is a set of points(x; y) given by the 
ubi
 equationy2 + xy = x3 + ax2 + b (a; b 2 F; b 6= 0) if 
har(F ) = 2,y2 = x3 + ax+ b (a; b 2 F; 4a2 + 27b3 6= 0) if 
har(F ) > 3,together with a `point at in�nity'. Addition/doubling formulas in this aÆnerepresentation are summarized in Table 1.�eld operation � addition formulasaddition (Ae) � = y1+y0x1+x0 x2 = �2 + �+ x0 + x1 + aGF(2n) (x0 6= x1) y2 = �(x0 + x2) + x2 + y0doubling (De) � = x0 + y0x0 x2 = �2 + �+ a(x0 = x1) y2 = �(x0 + x2) + x2 + y0addition (Ae) � = y1�y0x1�x0 x2 = �2 � (x0 + x1)GF(pn) (x0 6= x1) y2 = �(x0 � x2)� y0doubling (De) � = 3x20+a2y0 x2 = �2 � 2x0(x0 = x1) y2 = �(x0 � x2)� y0Table 1. Addition formulas in aÆne 
oordinates: (x2; y2) = (x0; y0) + (x1; y1)2.2 Proje
tive CoordinatesThere is another representation of points, the so-
alled (weighted) proje
tiverepresentation, whi
h eliminates the expensive �eld inversion at the 
ost of more�eld multipli
ations.



GF(2n) For 
onversions between aÆne and proje
tive 
oordinates, we used thetransformation in [14℄: x = XZ ; y = YZ2 : To the best of our knowledge, this isthe best known 
onversion rule for GF(2n). The resulting formulas for ellipti
addition and doubling are given below.1{ Addition formula: (X2; Y2; Z2) = (X0; Y0; Z0) + (X1; Y1; 1)A = X0 +X1Z0B = Y0 + Y1Z20 ; C = AZ0 =) Z2 = C2; X2 = B2 +A2(C + aZ20 ) +BCY2 = (BC + Z2)(X2 +X1Z2) + (X1 + Y1)Z22{ Doubling formula: (X2; Y2; Z2) = 2(X0; Y0; Z0)Z2 = X20Z20 ; X2 = X40 + bZ40 ; Y2 = bZ40 (X2 + Z2) +X2(aZ2 + Y 20 ):The addition formula requires 9 (8 general, 1 
onstant) multipli
ations and5 squarings, while the doubling formula requires 5 (3 general, 2 
onstant) mul-tipli
ations and 5 squarings. Note that the above addition formula requires oneless multipli
ations than the formula given in [14℄. If a = 0, then we 
an furtherredu
e one multipli
ation in ea
h formula.GF(pn) The addition/doubling formulas des
ribed here are essentially the sameas those of the IEEE P1363 Draft [20℄. The 
oordinates 
onversion is done byx = XZ2 ; y = Y2Z3 :2 So the aÆne 
oordinate (x; y) should be mapped to theproje
tive 
oordinate (X;Y; Z) = (x; 2y; 1). The resulting formulas for ellipti
addition/doubling are des
ribed below, where we only 
onsider the spe
ial 
aseof Z1 = 1 as before.{ Addition formula: (X2; Y2; Z2) = (X0; Y0; Z0) + (X1; Y1; 1)A = X0 +X1Z20 ; B = X0 �X1Z20C = Y0 + Y1Z30 ; D = Y0 � Y1Z30 ; E = 2B =) Z2 = Z0E; X2 = D2 �AE2Y2 = D(AE2 � 2X2)�E2BC{ Doubling formula: (X2; Y2; Z2) = 2(X0; Y0; Z0)A = 3X20 + aZ40B = 2X0Y 20 ; C = Y 40 =) Z2 = Y0Z0; X2 = A2 �BY2 = A(B � 2X2)� CThe above formulas show that ellipti
 addition requires 8 multipli
ations and3 squarings, while ellipti
 doubling requires 4 (3 general, 1 
onstant) multipli-
ations and 6 squarings. If a = �3, then the variable A in doubling 
an be
omputed by A = 3(X0+Z20 )(X0�Z20 ), so one 
an save 2 squarings in this 
ase.1 Here we only des
ribe the spe
ial 
ase of Z1 = 1 for ellipti
 addition, whi
h 
orre-sponds to the 
ase where pre
omputation is done in aÆne 
oordinates in double-and-add algorithms for s
alar multipli
ation. This spe
ial 
ase gives better performan
esin almost all 
ases.2 The fa
tor 2 in y is in
luded to eliminate the modular division by 2 appearing inthe addition formula when using y = YZ3 (see A.10.5 in [20℄). This also redu
es thenumber of �eld additions/subtra
tions required in the doubling formula. Note thatthe addition/subtra
tion time in GF(pn) is not negligible (see Se
t.6).



2.3 Performan
e and Preferred CoordinatesIn Table 2 we summarized the number of �eld operations for ellipti
 
urve arith-meti
 in aÆne and proje
tive 
oordinates. Here the 
apital letters I;M; S andA denote �eld operations of inversion, multipli
ation, squaring and addition, re-spe
tively. We assumed �xed values for 
onstant a for performan
e reason: a = 0for GF(2n) and a = �3 for GF(pn). It should be noted that these spe
ial valuesfor 
onstant a do not pla
e mu
h restri
tion in the 
hoi
e of ellipti
 
urves, sin
ethe proportion of ellipti
 
urves that 
an be res
aled to have the above valuesfor 
onstant a is approximately 1/2 for GF(2n) and 1/2 or 1/4, depending onthe residue of p mod 4, for GF(pn) (see Appendix A in [20℄).�eld 
oordinates doubling (De) addition (Ae)GF(2n) AÆne 1I + 2M + 1S + 5A 1I + 2M + 1S + 7A(a = 0) Proj.(Z1 = 1) 4M + 5S + 3A 8M + 5S + 8AGF(pn) AÆne 1I + 2M + 2S + 7A 1I + 2M + 1S + 6A(a = �3) Proj.(Z1 = 1) 4M + 4S + 9A 8M + 3S + 9ATable 2. The number of �eld operations for ellipti
 addition/doublingTo simplify performan
e 
omparisons, we will use the following assumptionson speed ratios between �eld operations throughout this paper: 1S = 0:15M ,
onstant multipli
ation = 0:5M for GF(2n) and 1S = 0:8M; 1A = 0:15M forGF(pn) (addition times in GF(2n) negle
ted). Of 
ourse, these ratios may varyfrom implementation to implementation, but our optimized implementationson P6 and Alpha mi
ropro
essors (see Se
t.6) show that in most interesting�elds the above assumptions are reasonable enough for theoreti
al 
omparisonof 
omputational 
omplexity.The 
ost ratio of �eld inversion to multipli
ation (I=M) is a key fa
tor indetermining a preferred 
oordinate system. So, let us �nd the I=M value atthe break-even point between aÆne representation and proje
tive representation(with Z1 = 1). For this, suppose that r = NDe=NAe (i.e., r ellipti
 doublingsare required for ea
h ellipti
 addition in a s
alar multipli
ation algorithm). Forexample, we have r = 6 for the signed window algorithm with window size 4 andr < 1 for the LL algorithm. From Table 2 and the assumptions on speed ratiosbetween �eld operations, we 
an obtain the following relations at the break-evenpoint: I=M = (2:60 + 4:00r+1 for GF(2n),3:90 + 4:15r+1 for GF(pn):Thus, for large r, it is almost always preferable to do ellipti
 s
alar multipli
ationin proje
tive 
oordinates. However, in the LL algorithm, we have 0:2 < r < 0:7for most interesting parameters, so 4:95 < I=M < 5:93 for GF(2n) and 6:34 <I=M < 7:36 for GF(pn). Thus, as we will see later, aÆne 
oordinates may yieldbetter performan
es than proje
tive 
oordinates in the 
ase of GF(pn).



3 The Improved LL Algorithm for S
alar Multipli
ation3.1 The Original LL AlgorithmWe brie
y des
ribe the Lim-Lee algorithm for ellipti
 s
alar multipli
ation kGfor a �xed point G and analyze its performan
e. First, the multiplier k of l bitsis divided into hv subblo
ks of b bits as follows (see Figure 1):k = l�1Xu=0 2ueu = h�1Xi=0 0�v�1Xj=0 ki;j2bj1A 2ia; wherea = d lhe; b = dav e; ki;j = b�1Xt=0 2teia+jb+t:k0;v�1 � � � k0;1 k0;0k1;v�1 � � � k1;1 k1;0... � � � ... ...kh�1;v�1 � � � kh�1;0 kh�1;0 b ! � a �!Fig. 1. Partition of an l-bit multiplier k for the LL AlgorithmIn the (o�-line) pre
omputation stage, we 
ompute and store the pointGG[I ℄[j℄ as follows:Gi;j = 2ia+jbG for 0 � i < h and 0 � j < v;GG[I ℄[j℄ = h�1Xi=0 eiGi;j for 0 � j < v; where I = h�1Xi=0 2iei: (1)Using these pre
omputed values, we 
an express kG askG = v�1Xj=0 h�1Xi=0 ki;jGi;j = b�1Xt=0 2t0�v�1Xj=0 h�1Xi=0 eia+jb+tGi;j1A ;= b�1Xt=0 2t0�v�1Xj=0GG[Ij;t℄[j℄1A ; where Ij;t = h�1Xi=0 2ieia+jb+t: (2)



Note that Ij;t 
orresponds to the t-th bit 
olumn of the j-th blo
k 
olumn inFigure 1. Now, we 
an 
ompute kG for ea
h new value of k using equation (2)as shown in Algorithm LL. Algorithm LLT :=Pv�1j=0 GG[Ij;b�1℄[j℄;for t := b� 2 to 0 step -1T := 2T ;T := T +Pv�1j=0 GG[Ij;t℄[j℄;return T ;Let us 
ount the number of additions/doublings required by Algorithm LL.Obviously, we only need (b�1) doublings. For the number of additions required,we note that the number of GG[Ij;t℄[j℄ to be added is at most a. Therefore, we
an see that the total 
ost for the worst 
ase is given byCLLw(l; h; v) = (a� 1)Ae + (b� 1)De:Let q be the probability of a bit being zero (so the probability of Ij;t being zerois qh). Then we 
an easily derive the expe
ted number of additions/doublings asCLLa(l; h; v) = (a� qh(a+ (ah� l)(q�1 � 1))� 1)Ae + (b� 1)De: (3)For random k, we may assume that q = 1=2. In this 
se, equation (6) be
omesCLLa(l; h; v) = �a� 1� a+ (ah� l)2h �Ae + (b� 1)De: (4)It is also easy to see that Algorithm LL requires the storage for (2h � 1)v pre-
omputed points and that the 
ost for pre
omputation is given byCLLp(l; h; v) = v(2h � h� 1)Ae + b(hv � 1)De:Table 3 shows the average number of �eld inversions and multipli
ations,(NI+NM ), given by CLLa(160; h; v) for some sele
ted parameters h and v, wherewe used the assumptions in Se
t.2.3 to 
ompute the equivalent number of �eldmultipli
ations required for ellipti
 addition/doubling. In the 
ase of proje
tive
oordinates, we also in
luded the 
ost for 
oordinates 
onversion ba
k to aÆne
oordinates. The last two 
olumns of Table 3 show the I=M ratios at the break-even point between 
omputations in aÆne and proje
tive 
oordinates. The ratiosrange from 5 to 6 in GF(2n) and from 6.5 to 8 in GF(pn). Our implementationson P6 and Alpha (see Se
t.6) show that a
tual I=M ratios are larger than 10 forellipti
 
urves in GF(2n) and in GF(pn) with small n, so proje
tive 
oordinatesare preferred for these 
ases.




on�g. storage AÆne (NI +NM ) Proj. I/M at B.E.P.h� v (2h � 1)v GF(2n) GF(pn) GF(2n) GF(pn) GF(2n) GF(pn)2� 2 6 98.0+210.7 98.0+399.6 1+684.1 1+1031 4.88 6.512� 4 12 78.0+167.7 78.0+306.6 1+599.1 1+859.8 5.60 7.183� 2 14 72.0+154.8 72.0+291.1 1+515.1 1+766.9 5.08 6.703� 4 28 59.0+126.8 59.0+230.6 1+459.9 1+655.8 5.74 7.334� 2 30 55.5+119.3 55.5+223.4 1+402.3 1+595.4 5.19 6.834� 4 60 45.5+ 97.8 45.5+176.9 1+359.8 1+509.9 5.89 7.485� 2 62 45.0+ 96.8 45.0+180.8 1+328.4 1+484.9 5.26 6.915� 4 124 37.0+ 79.5 37.0+143.5 1+294.4 1+416.5 5.97 7.586� 2 126 38.5+ 82.9 38.5+155.0 1+280.9 1+415.4 5.27 6.946� 4 252 31.5+ 67.8 31.5+122.4 1+251.2 1+355.6 6.00 7.637� 2 254 32.8+ 70.5 32.8+131.9 1+239.8 1+354.4 5.32 7.007� 4 508 26.8+ 57.6 26.8+104.0 1+214.3 1+303.1 6.07 7.728� 2 510 27.9+ 60.0 27.9+111.9 1+206.0 1+303.4 5.42 7.118� 4 1020 22.9+ 49.3 22.9+ 88.6 1+184.7 1+260.6 6.18 7.85Table 3. Average performan
e of Algorithm LL for 
omputing kG with jkj = 1603.2 The Improved LL AlgorithmComputation of multiple inverses modulo the same modulus 
an be substan-tially speeded up using Montgomery's tri
k to parallel inversion [5, Algorithm10.3.4℄. For example, to 
ompute inverses of A and B modulo p, we �rst 
om-pute C = (AB)�1 mod p and then A�1 = CB mod p and B�1 = CA mod p. Ingeneral, this simultaneous inversion algorithm requires 1 inversion and 3(t� 1)multipli
ations mod p for t-simultaneous inversion. Therefore, from Table 2, we
an see that t-simultaneous ellipti
 addition in GF(pn) requires the 
omputa-tional 
ost of (I � 3M) + t(5M + S + 6A). Similarly, t-simultaneous ellipti
addition in GF(2n) requires (I � 3M) + t(5M + S + 7A). This te
hnique thusenables us to repla
e one �eld inversion by about 3 �eld multipli
ations for larget. The resulting 
ost savings are substantial, sin
e �eld inversion 
osts more than3 �eld multipli
ations in most interesting �elds.Now, let us 
onsider how to a
hieve a maximal improvement of AlgorithmLL using the simultaneous addition algorithm. First note that in Algorithm LLwe may pre
ompute and store the following b points ahead of time:GGG[t℄ = v�1Xj=0GG[Ij;t℄[j℄ for 0 � t � b� 1: (5)Then, we 
an just add one point GGG[t℄ to T in the t-th iteration of the for-loop (see Algorithm LL-SA). Thanks to the high degree of parallelism existingin equation (5), we 
an take mu
h advantage of simultaneous inversion in thison-line pre
omputation stage.A naive way to evaluate equation (5) is to iterate b-simultaneous ellipti
addition v � 1 times (so, v � 1 inversions required). However, the number of



Algorithm LL-SAfor t := 0 to b� 1 step 1GGG[t℄ :=Pv�1j=0 GG[Ij;t℄[j℄;T := GGG[b� 1℄;for t := b� 2 to 0 step -1T := 2T ;T := T +GGG[t℄;return T ;inversions required 
an be further redu
ed by performing b-simultaneous ellipti
additions in parallel (based on the binary tree stru
ture). E.g., if v = 4, we dothe 
omputation as follows:1. GGG[t℄ = GG[I0;t℄[0℄ +GG[I1;t℄[1℄ for 0 � t � b� 1 andTTT [t℄ = GG[I2;t℄[2℄ +GG[I3;t℄[3℄ for 0 � t � b� 1.2. GGG[t℄ = GGG[t℄ + TTT [t℄ for 0 � t � b� 1.This way we 
an redu
e the number of inversions from v � 1 to dlog2 ve. Thismethod of 
ourse in
reases the requirement for temporary storage from b to b v2
b.Suppose that 
 ellipti
 additions are required for the on-line pre
omputationof GGG[t℄'s. This requires �eld operations given byCsa(
) = � dlog2 ve(I � 3M) + 
(5M + S + 7A) for GF(2n);dlog2 ve(I � 3M) + 
(5M + S + 6A) for GF(pn): (6)Sin
e 
 ellipti
 additions in Algorithm LL are now repla
ed by Csa(
) in Algo-rithm LL-SA, we 
an obtain the 
ost of Algorithm LL-SA asCLL-SA(l; h; v) = CLL(l; h; v)��C(
); where �C(
) = 
Ae � Csa(
): (7)Thus we only need to �nd the average and worst 
ase values of 
, 
a and 
w.In the worst 
ase, we need a�b additions in the pre
omputation stage, so wehave 
w = a�b. Considering the probability of GG[I ℄[j℄ being `point at in�nity',we 
an �nd the expe
ted value 
a as
a = a� b� qh(a+ (ah� l)(q�1 � 1)) + Æ; whereÆ = qhv(b+ (ah� l)(q�1 � 1) + (bv � a)(q�h � 1)): (8)As before, assuming that q = 1=2, we 
an simplify equation (8) to
a = a� b� a+ (ah� l)2h + Æ; where Æ = b+ (ah� l) + (bv � a)(2h � 1)2hv : (9)The 
ost advantage �C of Algorithm LL-SA over Algorithm LL 
an be ex-pressed in terms of �eld operations as follows.AÆne : �C(
) = (
� dlog2 ve)(I � 3M);Proj. : �C(
) = � 3(
+ dlog2 ve)M + 4
S + 
A� dlog2 veI for GF(2n);3(
+ dlog2 ve)M + 2
S + 3
A� dlog2 veI for GF(pn): (10)



We evaluated the average performan
e of Algorithm LL-SA using equation(10) and Table 3. The result is shown in Table 4. Obviously, the amount ofimprovement of Algorithm LL-SA over Algorithm LL depends on the I=M ratioand be
omes larger as the I=M ratio in
reases, sin
e the improvement 
omesfrom the repla
ement of �eld inversions in Algorithm LL with about 3 �eldmultipli
ations in Algorithm LL-SA. The I=M ratios at the break-even pointshown in the last two 
olumns 
an be used to determine whi
h 
oordinates arepreferred for the implementation of Algorithm LL-SA. From Tables 3 and 4 andthe measured I=M ratios (Table 8 in Se
t.6), we 
an see that the amount ofimprovement 
an be about 10 to 25% for proje
tive 
oordinates and about 5 to40% for aÆne 
oordinates.
on�g. storage AÆne (NI +NM) Proj. I/M at B.E.P.h� v (temp.) GF(2n) GF(pn) GF(2n) GF(pn) GF(2n) GF(pn)2� 2 6(40) 76.5+275.2 76.5+464.1 2+600.1 2+914.2 4.36 6.042� 4 12(40) 39.7+282.6 39.7+421.6 3+448.0 3+650.2 4.51 6.233� 2 14(27) 52.1+214.5 52.1+350.8 2+436.9 2+658.3 4.44 6.143� 4 28(28) 27.8+220.6 27.8+324.4 3+334.3 3+481.9 4.59 6.364� 2 30(20) 38.7+169.8 38.7+273.8 2+335.1 2+502.5 4.51 6.234� 4 60(20) 20.0+174.4 20.0+253.5 3+254.6 3+364.9 4.73 6.565� 2 62(16) 30.9+139.1 30.9+223.1 2+270.9 2+405.5 4.57 6.315� 4 124(16) 16.0+142.6 16.0+206.6 3+205.5 3+294.2 4.85 6.756� 2 126(14) 26.7+118.4 26.7+190.5 2+231.7 2+347.5 4.59 6.366� 4 252(14) 13.9+120.7 13.9+175.3 3+174.6 3+250.5 4.93 6.887� 2 254(12) 22.7+100.8 22.7+162.1 2+196.9 2+295.5 4.63 6.437� 4 508(12) 11.9+102.3 11.9+148.6 3+147.5 3+211.9 5.06 7.098� 2 510(10) 19.0+ 86.8 19.0+138.7 2+167.2 2+250.2 4.73 6.578� 4 1020(10) 10.0+ 88.1 10.0+127.4 3+125.0 3+179.3 5.28 7.41Table 4. Average performan
e of Algorithm LL-SA for 
omputing kG with jkj = 1604 Simultaneous S
alar Multipli
ationA 
entral se
urity server often needs to handle thousands of transa
tions, e.g.,involving DiÆe-Hellman key ex
hanges or digital signatures, at a peak time. Forsu
h a heavy loaded appli
ation, further speed up 
an be obtained by 
omputingmany s
alar multiples simultaneously.Suppose that we want to evaluate t s
alar multipli
ations, kiG (0 � i <t; jkij = l), at a time. We 
an then perform t instan
es of Algorithm LL-SAsimultaneously, one for ea
h kiG. Let us 
all this algorithm as Algorithm LL-SM. Then the simultaneous inversion te
hnique 
an be applied even to double-and-add parts of 
on
urrent Algorithm LL-SA instan
es. We thus perform all



ellipti
 
urve arithmeti
 in aÆne 
oordinates, but the number of �eld inversionsrequired for t s
alar multipli
ations is redu
ed to about dlog2 ve+ 2b� 2.From the analysis of Se
t.3, we 
an easily see that the average performan
eof Algorithm LL-SM (assuming that q = 1=2) is given byCLL�SMa(t; l; h; v) = (dlog2 ve+ 2b� Æ � 2)(I � 3M) +t�a� 1� a+ (ah� l)2h � ~Ae + t(b� 1) ~De; (11)where Æ is the same as before (equation (9)) and ~Ae and ~De are given by~Ae = �5M + 1S + 7A for GF(2n);5M + 1S + 6A for GF(pn):~De = �5M + 1S + 5A for GF(2n);5M + 2S + 7A for GF(pn): (12)Therefore, for large t, the 
ost of Algorithm LL-SM per s
alar multipli
ation,i.e., CLL�SMa(t; l; h; v)=t, is almost the same as the 
ost of Algorithm LL inaÆne 
oordinates with �eld inversion repla
ed by 3 �eld multipli
ations. Thiswould be the best a
hievable performan
e per s
alar multipli
ation, as far as�eld inversion is more expensive than 3 �eld multipli
ations. For example, wetabulated in Table 5 the 
ost of Algorithm LL-SM per s
alar multipli
ation fort = 100. As 
an be seen from the table, the number of �eld inversions requiredper s
alar multipli
ation is less than 1 for large t. We 
an also see that AlgorithmLL-SM improves over Algorithm LL-SA by more than 15% under the reasonableassumption of I=M ratios (see Table 8 in Se
t.6).5 Speeding up S
alar Multipli
ation Using �-ExpansionWe 
an view an ellipti
 
urve E de�ned over GF(p) as an ellipti
 
urve de�nedover GF(pn). For su
h a sub�eld 
urve we 
an a
hieve a mu
h higher performan
eusing Frobenius expansion [9℄. Let P = (x; y) be a GF(pn)-point on E. TheFrobenius map � is de�ned as � : (x; y)! (xp; yp) and satis�es the equation�2 � t�+ p = 0 and �n = 1; �2pp � t � 2pp: (13)This map � 
an be evaluated only using 2(n�1) multipli
ations mod p (see [9℄).To 
ompute kP , we �rst express the multiplier k using equation (13) ask = n�1Xi=0 ki�i; where jkij < p2 ; (14)pre
ompute n points Pi = �i(P ) for 0 � i < n and then 
ompute kP askP = n�1Xi=0 kiPi: (15)




on�guration storage (NI +NM )=th� v (a; b) perm/temp 
a GF(2n) GF(pn)2� 2 (80,40) 6/4000 22.5 0.77+502.4 0.77+691.42� 4 (80,20) 12/4000 40.3 0.40+400.5 0.40+539.53� 2 (54,27) 14/2700 20.9 0.52+369.2 0.52+505.53� 4 (54,14) 28/2800 33.2 0.28+303.0 0.28+406.84� 2 (40,20) 30/2000 17.8 0.39+284.7 0.39+388.74� 4 (40,10) 60/2000 27.5 0.20+233.7 0.20+312.85� 2 (32,16) 62/1600 15.1 0.31+230.8 0.31+314.85� 4 (32, 8) 124/1600 23.0 0.16+190.1 0.16+254.16� 2 (27,14) 126/1400 12.9 0.27+197.7 0.27+269.86� 4 (27, 7) 252/1400 19.6 0.14+162.0 0.14+216.67� 2 (23,12) 254/1200 11.1 0.23+168.3 0.23+229.67� 4 (23, 6) 508/1200 16.9 0.12+137.7 0.12+184.08� 2 (20,10) 510/1000 9.9 0.19+143.2 0.19+195.18� 4 (20, 5) 1020/1000 14.9 0.10+117.7 0.10+157.1Table 5. Average performan
e of Algorithm LL-SM for t = 100 and jkij = 160Note that the bit-length of ki's in equation (14) 
an always be made one bit lessthan the bit-length m of p (jpj = m) and that the negative signs 
an be absorbedinto the pre
omputed points Pi's. So, we may assume that the 
oeÆ
ients ki'sin equation (15) are always positive integers of bit-length m� 1.The main sour
e of eÆ
ien
y in this s
alar multipli
ation using base-� ex-pansion is that the intermediate points Pi's 
an be evaluated almost free, onlyusing 2(n�1)2 sub�eld multipli
ations, and thus about n�1n jkj ellipti
 doublings
an be saved, 
ompared to general s
alar multipli
ation. The 
ost we have to payfor this improvement is a small amount of on-line pre
omputation (i.e., base-�expansion of k and (n� 1) evaluations of �), whi
h 
osts less than a few ellipti
additions.The right-hand side of equation (15) 
an be eÆ
iently evaluated using thesigned binary algorithm with optimal signed en
oding of ki's [18℄ (this is a
tuallythe same as Type-II expansion in [9℄). Sin
e an optimal signed en
oding of a t-bitinteger 
an produ
e an integer of bit-length at most t + 1 and probability of abit being zero 2/3, this 
omputation 
an be done in (m � 1) ellipti
 doublingsand (nm3 � 1) ellipti
 additions on average.Further speed-up 
an be a
hieved using Algorithms LL/LL-SA, as 
an beexpe
ted from equation (15). Figure 2 shows some possible (a
tually best onaverage) arrangements of ki's for using Algorithms LL/LL-SA. Here we only
onsider three �eld extensions of degree 7, 11 and 13, sin
e they are mostinteresting in pra
ti
e. Unlike Algorithms LL/LL-SA in Se
t.3, we now haveto do the pre
omputation required on-line. It is easy to see that the 
osts ofon-line pre
omputation for the 
on�gurations shown in Figure 2 are given byCLLp(7m; 4; 2) = 15Ae, CLLp(11m; 3; 4) = 13Ae, and CLLp(13m; 3; 5) = 14Ae,



n = 7 n = 11 n = 13k1 k0 k3 k2 k1 k0 k4 k3 k2 k1 k0k3 k2 k7 k6 k5 k4 k9 k8 k7 k6 k5k5 k4 k10 k9 k8 k12 k11 k10k6Fig. 2. Arrangements of ki's for base-� s
alar multipli
ation using Algorithm LLrespe
tively. Sin
e it is preferable to do the pre
omputation in aÆne 
oordinates,we 
an obtain some speed-up with simultaneous inversion. In this 
ase, the 
ostsare given by CLLp(7m; 4; 2) = 2I + 94:5M , CLLp(11m; 3; 4) = 2I + 81:1M , andCLLp(13m; 3; 5) = 2I + 87:8M , respe
tively.Sin
e the average Hamming weight of ki's 
an also be redu
ed to approxi-mately 13 with some 
lever weight minimization strategy, we 
an obtain averageperforman
es for the evaluation of equation (15) using Algorithms LL/LL-SAby substituting a = vm; b = m; l = nm and q = 2=3 in equations (3) and (8):CLLa(nm; h; v) = CLLp(nm; h; v) +��v � �23�h �v + hv � n2 ��m� 1�Ae + (m� 1)De;CLL-SAa(nm; h; v) = CLLa(nm; h; v)��C(
a); where
a = �v � 1� �23�h �v + hv � n2 �+ �23�hv �1 + hv � n2 ��m:Table 6 shows the number of ellipti
 additions and �eld inversions required forthree methods of evaluating equation (15), where the 
omputational 
osts forbase-� expansion and � evaluations are not in
luded.
oord. n m = jpj signed binary Algorithm LL Algorithm LL-SA7 28 83.0+307.1 70.2+372.4 55.4+416.8AÆne 11 16 68.0+251.6 58.7+305.0 33.8+379.613 14 67.9+251.2 59.1+311.5 30.9+396.07 28 1.0+978.2 3.0+812.1 4.0+729.2Proj. 11 16 1.0+802.0 3.0+701.9 5.0+560.313 14 1.0+800.8 3.0+720.2 6.0+553.8Table 6. Average performan
es (NI +NM ) of three algorithms for base-� s
alar mul-tipli
ationFinally, it is worth noting that though we 
an obtain mu
h higher eÆ
ien
iesusing Frobenius expansion with sub�eld 
urves, we should be 
areful for theirse
urity 
onsequen
es. The stru
ture allowing faster implementations may alsoallow faster atta
ks (e.g., see [19℄). #E=GF(pm) (the order of E=GF(pm)) divides#E=GF(pn) if m divides n, so #E=GF(pn) 
ontains at least small prime fa
tors



of size#E=GF(p). Sin
e we have to use a prime order subgroup for ECC, thismay in
rease the order of sub�eld 
urves more than ne
essary. Furthermore,the small prime fa
tors in #E=GF(pn) may 
onsiderably weaken the resulting
ryptosystem in many appli
ations if proper pre
autions are not taken (by thesmall order subgroup atta
k in [12℄).6 Implementation and Dis
ussionWe have implemented Algorithms LL, LL-SA and LL-SM on two di�erent ar
hi-te
tures: Pentium II/266MHz (32-bit �P; Windows 98, MSVC 5.0 with in-lineassembly) and Alpha 21164/533MHz (64-bit �P; Linux, GCC 2.95 with in-lineassembly). Table 7 summarizes the parameters used for �eld 
onstru
tions. Thethree �eld parameters with degree of n� (n = 7; 11; 13) were in
luded for usein building sub�eld 
urves. The �gures of the `order' 
olumn in Table 7 denotethe largest possible prime orders (in bits) in E=GF(pn). See [13℄ for details onsele
tion 
riteria of �eld parameters and timings for �eld/EC arithmeti
.�eld n order p irred. poly.GF(2162) 162 162 x162 + x27 + 113� 168 214 � 3 x13 � 212 168 214 � 3 x12 � 211� 160 216 � 437 x11 � 210 160 216 � 165 x10 � 2GF(pn) 7� 168 228 � 57 x7 � 26 168 228 � 165 x6 � 25 160 232 � 5 x5 � 23 171 257 � 13 x3 � 22 178 289 � 1 x2 � 31 160 p = 2160 � 2933Table 7. Field 
onstru
tions for ellipti
 
urvesFor better understanding of this presentation, we provided Table 8 sum-marizing various speed ratios between �eld operations and ellipti
 doubling toaddition.3 From Table 8, we 
an see that our assumptions given in Se
t.2.3 arequite reasonable at least on P6 and Alpha family mi
ropro
essors, i.e.,A=M �0:15; S=M � 0:8 in GF(pn) and S=M � 0:15 in GF(2n). Also note that I=Mranges from 5 to 7 for most �elds (ex
ept for GF(p), GF(p2) and GF(2n)).3 The �gures in Table 8 are di�erent from the �gures in Tables 9-11 in [13℄. At thetime of writing [13℄, we didn't implement the �eld inversion method using exponen-tiation from [2℄ (Algorithm BP, for short). Though the multipli
ative 
omplexity ofAlgorithm BP seems higher than that of Algorithm IM in [13℄, our a
tual implemen-tations show that Algorithm BP runs about 20 to 30% faster than Algorithm IMdue to smaller overheads in other simple operations and loop 
ontrols.



�P Pentium II/266MHz Alpha 21164/533MHzField A=M S=M I=M De=Ae A=M S=M I=M De=AeGF(2162) 0.03 0.13 14.0 0.47 0.05 0.16 10.5 0.48GF(p13) 0.17 0.73 5.54 0.72 0.15 0.59 4.99 0.66GF(p12) 0.18 0.74 6.63 0.73 0.15 0.61 6.11 0.64GF(p11) 0.12 0.77 6.46 0.71 0.14 0.62 6.39 0.69GF(p10) 0.14 0.78 6.04 0.77 0.18 0.66 5.98 0.70GF(p7) 0.11 0.79 6.05 0.73 0.14 0.87 6.17 0.72GF(p6) 0.13 0.82 6.41 0.73 0.18 0.87 5.79 0.70GF(p5) 0.18 0.82 5.89 0.74 0.12 0.81 4.60 0.76GF(p3) 0.18 0.80 7.59 0.75 0.15 0.89 6.88 0.74GF(p2) 0.16 0.86 19.9 0.73 0.13 0.90 10.4 0.75GF(p) 0.15 0.88 42.7 0.74 0.12 0.85 31.7 0.75Table 8. Speed ratios of �eld and ellipti
 
urve operationsTimings for Algorithms LL/LL-SA/LL-SM on Pentium II/266MHz are givenin Table 10, and timings on Alpha 21164/533MHz are given in Table 11. Hereare some observations on the implementation results:{ As expe
ted from the analysis in Se
t.3 (
ompare the I=M ratios in Tables3 and 4 with those in Table 8), Algorithms LL and LL-SA yield betterperforman
es in proje
tive 
oordinates than in aÆne 
oordinates for GF(2n)and GF(pn) with n � 3.{ Algorithm LL-SA improves over Algorithm LL by about 10 to 25% in either
oordinates, with some ex
eptions in GF(p), GF(p2) and GF(2n). The ex-
eptions in these �elds are a
tually expe
ted from the speed ratio of I=M inTable 8 (i.e., mu
h higher values of I=M).{ Compared to individual s
alar multipli
ation using Algorithm LL-SA in pre-ferred 
oordinates, simultaneous s
alar multipli
ation using Algorithm LL-SM 
an signi�
antly redu
e the time per s
alar multipli
ation (up to 40%for GF(p)).{ Algorithms LL/LL-SA/LL-SM 
an a
hieve 2 to 10 times speedup over theordinary signed window algorithm for s
alar multipli
ation.Timings for ellipti
 s
alar multipli
ation using Frobenius expansion are givenin Table 9. We 
an see that Algorithm LL a
hieves about 15 to 20% improvementover the signed binary algorithm and that Algorithm LL-SA again improves overAlgorithm LL by 5 to 15%.7 Con
lusionSimultaneous inversion is a simple but poweful te
hnique to speed up ellipti

urve arithmeti
 with high degree of parallelism. Lim-Lee's algorithm for ellipti




algorithm w/o Frob. binary Alg. LL Alg. LL-SA�eld jkj A P A P A P A PPentium GF(p13) 178 4.19 3.48 1.66 1.86 1.43 1.58 1.34 1.36II GF(p11) 160 5.17 4.07 2.03 2.11 1.78 1.81 1.62 1.58266MHz GF(p7) 168 3.03 2.42 1.40 1.44 1.24 1.24 1.19 1.16Alpha GF(p13) 178 3.19 2.51 1.27 1.41 1.08 1.17 1.03 1.0421164 GF(p11) 160 3.15 2.23 1.27 1.24 1.09 1.05 1.01 0.95533MHz GF(p7) 168 1.75 1.32 0.79 0.77 0.69 0.67 0.66 0.63Table 9. Timings for s
alar multipli
ation using Frobenius expansion (in mse
, A:aÆne, P: proje
tive)s
alar multipli
ation for a �xed point (Algorithm LL) allows a very high degreeof parallelism and thus 
an be substantially speeded up using the simultaneousinversion te
hnique. This paper investigated su
h improvement on Lim-Lee'salgorithm. More spe
i�
ally, we presented and analyzed improved Lim-Lee's al-gorithms using simultaneous inversion: Algorithm LL-SA for 
omputing a singles
alar multiple and Algorithm LL-SM for 
omputing many s
alar multiples ata time. Implementation results of these algorithms on Pentium II and Alpha21164 mi
ropro
essors were also provided to demonstrate pra
ti
al performan
eimprovement. We also showed that the presented algorithms 
an be used tospeed up general ellipti
 s
alar multipli
ation using Frobenius expansion.Referen
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�eld GF(pn) GF(2n)n 1 2 3 5 6 7 10 11 12 13 162Win. Alg. 8.93 4.72 3.08 2.04 2.41 2.91 4.21 5.18 3.96 3.99 12.02 � 4 3.68 1.91 1.20 0.78 0.93 1.12 1.63 2.00 1.55 1.53 5.013 � 4 2.79 1.44 0.91 0.59 0.70 0.85 1.22 1.52 1.16 1.15 3.77L 4 � 4 2.14 1.11 0.70 0.45 0.54 0.65 0.94 1.17 0.90 0.88 2.91L 5 � 4 1.75 0.91 0.57 0.37 0.44 0.53 0.77 0.95 0.73 0.73 2.37A 6 � 4 1.49 0.77 0.49 0.32 0.38 0.45 0.66 0.81 0.63 0.62 2.02F 7 � 4 1.27 0.66 0.41 0.27 0.32 0.39 0.56 0.69 0.53 0.53 1.72F 8 � 4 1.09 0.56 0.35 0.23 0.28 0.33 0.48 0.59 0.46 0.45 1.47I 2 � 4 2.19 1.29 0.99 0.69 0.80 0.97 1.39 1.69 1.28 1.35 3.39N L 3 � 4 1.57 0.94 0.73 0.51 0.59 0.72 1.03 1.26 0.95 1.01 2.47E L 4 � 4 1.15 0.70 0.55 0.39 0.45 0.55 0.79 0.95 0.72 0.77 1.84j 5 � 4 0.92 0.56 0.45 0.32 0.37 0.44 0.64 0.77 0.59 0.62 1.48S 6 � 4 0.81 0.49 0.39 0.27 0.32 0.38 0.55 0.67 0.51 0.54 1.28A 7 � 4 0.69 0.42 0.33 0.23 0.27 0.33 0.47 0.57 0.44 0.46 1.108 � 4 0.58 0.36 0.29 0.20 0.23 0.28 0.40 0.49 0.37 0.39 0.932 � 4 0.65 0.66 0.78 0.59 0.68 0.83 1.21 1.43 1.12 1.26 1.75L 3 � 4 0.48 0.49 0.58 0.44 0.51 0.62 0.90 1.07 0.83 0.93 1.30L 4 � 4 0.37 0.37 0.44 0.34 0.38 0.47 0.68 0.81 0.62 0.69 1.00j 5 � 4 0.30 0.30 0.36 0.27 0.31 0.38 0.55 0.65 0.50 0.56 0.81S 6 � 4 0.26 0.26 0.31 0.24 0.27 0.33 0.47 0.56 0.43 0.48 0.69M 7 � 4 0.22 0.22 0.26 0.20 0.23 0.28 0.40 0.48 0.37 0.41 0.598 � 4 0.19 0.19 0.23 0.17 0.19 0.24 0.35 0.41 0.32 0.35 0.51Win. Alg. 1.96 1.86 2.23 1.68 1.88 2.31 3.41 4.06 3.01 3.34 3.912 � 4 0.93 0.92 1.12 0.86 0.96 1.19 1.74 2.06 1.54 1.70 2.453 � 4 0.72 0.70 0.86 0.66 0.74 0.90 1.33 1.58 1.18 1.31 1.89P L 4 � 4 0.57 0.55 0.67 0.51 0.57 0.71 1.04 1.23 0.92 1.02 1.50R L 5 � 4 0.48 0.46 0.55 0.42 0.47 0.58 0.85 1.01 0.75 0.84 1.23O 6 � 4 0.42 0.40 0.47 0.36 0.41 0.50 0.73 0.87 0.65 0.72 1.06J 7 � 4 0.36 0.34 0.41 0.31 0.35 0.43 0.63 0.75 0.56 0.62 0.92E 8 � 4 0.32 0.30 0.35 0.27 0.30 0.37 0.54 0.65 0.48 0.53 0.80C 2 � 4 0.84 0.78 0.91 0.69 0.77 0.95 1.38 1.63 1.23 1.36 2.01T L 3 � 4 0.66 0.60 0.68 0.52 0.58 0.71 1.03 1.23 0.92 1.02 1.54I L 4 � 4 0.53 0.47 0.52 0.40 0.44 0.54 0.79 0.94 0.71 0.78 1.22V j 5 � 4 0.45 0.39 0.43 0.32 0.36 0.45 0.65 0.78 0.58 0.64 1.01E S 6 � 4 0.41 0.34 0.37 0.28 0.32 0.39 0.56 0.67 0.51 0.56 0.89A 7 � 4 0.37 0.30 0.32 0.24 0.28 0.33 0.49 0.58 0.44 0.48 0.788 � 4 0.33 0.27 0.28 0.21 0.24 0.29 0.42 0.50 0.38 0.42 0.69Table 10. Timings (in mse
) for Algorithms LL, LL-SA and LL-SM for 
omputing kGwith jkj = 160 on Pentium II/266MHz (timings for Algorithm LL-SM denote timingsper s
alar multipli
ation for t = 100)



�eld GF(pn) GF(2n)n 1 2 3 5 6 7 10 11 12 13 162Win. Alg. 4.22 1.80 1.06 1.41 1.14 1.63 2.61 3.14 3.08 3.05 2.822 � 4 1.75 0.72 0.42 0.53 0.45 0.62 1.00 1.24 1.12 1.16 1.183 � 4 1.32 0.54 0.32 0.40 0.34 0.47 0.76 0.94 0.85 0.87 0.90L 4 � 4 1.02 0.42 0.24 0.31 0.26 0.36 0.58 0.72 0.65 0.67 0.69L 5 � 4 0.83 0.34 0.20 0.25 0.21 0.30 0.48 0.59 0.54 0.55 0.56A 6 � 4 0.71 0.29 0.17 0.22 0.18 0.25 0.41 0.51 0.46 0.47 0.48F 7 � 4 0.60 0.25 0.15 0.18 0.16 0.22 0.35 0.43 0.39 0.40 0.41F 8 � 4 0.52 0.21 0.13 0.16 0.13 0.19 0.30 0.37 0.34 0.34 0.35I 2 � 4 1.09 0.56 0.35 0.49 0.40 0.55 0.88 1.05 0.97 1.04 0.88N L 3 � 4 0.79 0.41 0.26 0.37 0.30 0.41 0.66 0.78 0.72 0.78 0.65E L 4 � 4 0.58 0.31 0.20 0.28 0.23 0.31 0.50 0.59 0.55 0.59 0.49j 5 � 4 0.47 0.25 0.16 0.23 0.19 0.25 0.40 0.49 0.44 0.49 0.40S 6 � 4 0.41 0.22 0.14 0.20 0.16 0.22 0.35 0.42 0.38 0.42 0.34A 7 � 4 0.35 0.19 0.12 0.17 0.14 0.19 0.30 0.36 0.33 0.36 0.298 � 4 0.30 0.16 0.11 0.15 0.12 0.16 0.26 0.31 0.28 0.31 0.252 � 4 0.42 0.41 0.31 0.49 0.39 0.50 0.80 0.92 0.87 1.00 0.57L 3 � 4 0.31 0.31 0.23 0.36 0.29 0.37 0.58 0.68 0.65 0.74 0.43L 4 � 4 0.24 0.23 0.18 0.28 0.22 0.28 0.44 0.52 0.49 0.56 0.33j 5 � 4 0.19 0.19 0.14 0.22 0.18 0.23 0.36 0.42 0.40 0.45 0.26S 6 � 4 0.17 0.16 0.12 0.19 0.15 0.20 0.31 0.36 0.34 0.39 0.23M 7 � 4 0.14 0.14 0.11 0.17 0.13 0.17 0.27 0.31 0.30 0.33 0.198 � 4 0.12 0.12 0.09 0.14 0.11 0.14 0.23 0.26 0.25 0.29 0.17Win. Alg. 1.13 1.06 0.79 1.24 0.90 1.23 2.00 2.24 2.12 2.39 1.222 � 4 0.56 0.57 0.41 0.63 0.47 0.63 1.02 1.18 1.10 1.28 0.773 � 4 0.43 0.44 0.31 0.48 0.36 0.48 0.78 0.91 0.84 0.98 0.59P L 4 � 4 0.34 0.34 0.24 0.38 0.28 0.38 0.61 0.71 0.66 0.77 0.47R L 5 � 4 0.28 0.28 0.20 0.31 0.23 0.31 0.50 0.59 0.55 0.63 0.38O 6 � 4 0.24 0.24 0.17 0.27 0.20 0.27 0.43 0.50 0.47 0.54 0.33J 7 � 4 0.21 0.21 0.15 0.23 0.17 0.23 0.37 0.43 0.40 0.47 0.29E 8 � 4 0.19 0.18 0.13 0.20 0.15 0.20 0.32 0.37 0.35 0.40 0.25C 2 � 4 0.50 0.45 0.33 0.52 0.39 0.52 0.85 0.96 0.92 1.04 0.63T L 3 � 4 0.39 0.35 0.25 0.39 0.30 0.39 0.64 0.73 0.68 0.79 0.49I L 4 � 4 0.31 0.27 0.19 0.30 0.23 0.30 0.49 0.56 0.53 0.60 0.38V j 5 � 4 0.26 0.22 0.16 0.25 0.19 0.25 0.40 0.47 0.43 0.50 0.32E S 6 � 4 0.24 0.19 0.14 0.22 0.17 0.22 0.35 0.40 0.38 0.43 0.28A 7 � 4 0.21 0.17 0.12 0.19 0.14 0.19 0.30 0.35 0.33 0.37 0.248 � 4 0.19 0.15 0.11 0.16 0.13 0.16 0.26 0.30 0.28 0.32 0.21Table 11. Timings (in mse
) for Algorithms LL, LL-SA and LL-SM for 
omputing kGwith jkj = 160 on Alpha 21164/533MHz (timings for Algorithm LL-SM denote timingsper s
alar multipli
ation for t = 100)


