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Abstract. It is often required in many elliptic curve cryptosystems to
compute kG for a fixed point G and a random integer k. In this paper
we present improved algorithms for such elliptic scalar multiplication.
Implementation results on Pentium II and Alpha 21164 microprocessors
are also provided to demonstrate the presented improvements in actual
implementations.

1 Introduction

Let E be an elliptic curve defined over a finite field F' (F = GF(2") or GF(p")
for a prime p). Let G be a point of prime order in E. Elliptic scalar multiplication
is to compute kG for random k. The performance of elliptic curve cryptosystems
mainly depends on how efficiently this scalar multiplication can be performed.
If G is random, the signed window algorithm is the most preferred algorithm for
general scalar multiplication (e.g., see [6,7]). If E is defined over a small subfield
such as GF(2") with r|n or GF(p) for n > 1, then general scalar multiplication
can be performed much faster using Frobenius expansion [10,15,18,16,4,9].

On the other hand, it is often required in elliptic curve cryptosystems to
compute kG for a fixed point G. Since G is now fixed, we can substantially
speed up the computation of kG using a precomputed table. Several methods
have been developed for fast exponentiation using precomputation over a generic
group [3,17,11], which can thus be applied equally well to the elliptic curve
group. Among them, the Lim-Lee algorithm (LL algorithm, for short) is known
to provide higher efficiency and flexibility in time-storage tradeoffs.

In this paper we investigate further improvements of the LL algorithm for
elliptic scalar multiplication. Note that field inversion is most expensive among
field operations required for elliptic curve arithmetic in most interesting fields.
So, we tried to reduce the number of field inversions, at the cost of more field
multiplications, utilizing the parallelizability of the LL algorithm and the simul-
taneous inversion technique [5, Algorithm 10.3.4]. Obviously, the amount of im-
provement that can be achieved with the resulting algorithm, Algorithm LL-SA,
depends on the cost ratio of field inversion to multiplication. Our implementa-
tions on Pentium IT and Alpha 21164 show that Algorithm LL-SA achieves about
20% speed-up over Algorithm LL in most interesting fields. Further improvement



can be obtained by computing many scalar multiples in parallel. This simultane-
ous scalar multiplication algorithm, Algorithm LL-SM, may be useful for heavy
loaded security servers, which often need to process hundreds of transactions
(requiring scalar multiplications) at a time. We also show that these algorithms
can be used to speed up general scalar multiplication using Frobenius expansion.

This paper is organized as follows. In section 2 we briefly summarize elliptic
curve arithmetic (with some improvements) in GF(2") and GF(p"). We then
present, improvements of the LL algorithm using simultaneous elliptic addition
(Algorithm LL-SA) and simultaneous elliptic scalar multiplication (Algorithm
LL-SM) in sections 3 and 4, respectively. Section 5 deals with application of LL
algorithms to speed up general scalar multiplication using Frobenius expansion in
GF(p™). Finally we present our implementation results in section 6 and conclude
in section 7.

2 Elliptic Curve Arithmetic in Finite Fields

2.1 Affine Coordinates

A non-supersingular elliptic curve defined over a finite field F' is a set of points
(z,y) given by the cubic equation

V2 +ay=12*+ar’>+b (a,b € F, b#0) if char(F) = 2,

y2 =2 +ax+b(a,beF, 40> +270* # 0) if char(F) > 3,

together with a ‘point at infinity’. Addition/doubling formulas in this affine
representation are summarized in Table 1.

| field || operation | A | addition formulas |
addition (Ac) | A = % o=\ +A+20+11+a
GF(2") (xo # 1) y2 = AMzo + z2) + 22 + yo
doubling (D¢) | A = zo + z—g o=\ +A+a
(o = 1) y2 = Mxo + x2) + 22 + Yo
addition (Ac) | A = ﬁ To = A2 — (zo + z1)
GF(p") (zo # 21) Y2 = A(zo — 22) — Yo
doubling (D.) | A= 52X | 3, = A* — 21
(o = 1) y2 = Azo — z2) — Yo

Table 1. Addition formulas in affine coordinates: (z2,y2) = (zo,y0) + (T1,y1)

2.2 Projective Coordinates

There is another representation of points, the so-called (weighted) projective
representation, which eliminates the expensive field inversion at the cost of more
field multiplications.



GF(2™) For conversions between affine and projective coordinates, we used the
transformation in [14]: z = %, y = % To the best of our knowledge, this is
the best known conversion rule for GF(2"). The resulting formulas for elliptic
addition and doubling are given below.!

— Addition formula: (XQ, YQ, ZQ) = (X(], Yh, Z[)) + (Xl,Yl, ].)

A=Xo+ X1 2, _, Z=C" X, =B+ A(C+aZf) + BC
B=Y,+ Y125, C = AZ Ys = (BC + Z5) (X2 + X125) + (X1 + Y1) Z5

— Doubling formula: (Xs,Ys, Zs) = 2(Xo, Yo, Zo)
Zy = XoZ3, Xo=Xo+bZy, Yo=0bZg(Xa+ Zs)+ Xo(aZs + Y5).

The addition formula requires 9 (8 general, 1 constant) multiplications and
5 squarings, while the doubling formula requires 5 (3 general, 2 constant) mul-
tiplications and 5 squarings. Note that the above addition formula requires one
less multiplications than the formula given in [14]. If a = 0, then we can further
reduce one multiplication in each formula.

GF(p™) The addition/doubling formulas described here are essentially the same
as those of the IEEE P1363 Draft [20]. The coordinates conversion is done by
x = %, Yy = %2 So the affine coordinate (x,y) should be mapped to the
projective coordinate (X,Y,Z) = (x,2y,1). The resulting formulas for elliptic
addition/doubling are described below, where we only consider the special case
of Z; =1 as before.

— Addition formula: (X, Y5, Zs) = (Xo, Yo, Zo) + (X1, Y1,1)

A=Xo+ X173, B=Xo— X173 N Zy = ZoE, X, =D?— AE?
C=Yo+Y1Z3, D=Y,-Y,Z3 E=2B Yy, = D(AE®? — 2X,) — E’BC

— Doubling formula: (Xs,Ys, Zs) = 2(Xo, Yo, Zo)

A=3X2+aZ} . Zy =YoZy, Xo =A>—B
B =2X,Y{, C =Yy Yy = A(B —2X,) - C

The above formulas show that elliptic addition requires 8 multiplications and
3 squarings, while elliptic doubling requires 4 (3 general, 1 constant) multipli-
cations and 6 squarings. If @ = —3, then the variable A in doubling can be
computed by A = 3(Xo+ Z2)(Xo — Z¢), so one can save 2 squarings in this case.

! Here we only describe the special case of Z; = 1 for elliptic addition, which corre-
sponds to the case where precomputation is done in affine coordinates in double-and-
add algorithms for scalar multiplication. This special case gives better performances
in almost all cases.

2 The factor 2 in y is included to eliminate the modular division by 2 appearing in
the addition formula when using y = % (see A.10.5 in [20]). This also reduces the
number of field additions/subtractions required in the doubling formula. Note that
the addition/subtraction time in GF(p™) is not negligible (see Sect.6).



2.3 Performance and Preferred Coordinates

In Table 2 we summarized the number of field operations for elliptic curve arith-
metic in affine and projective coordinates. Here the capital letters I, M,S and
A denote field operations of inversion, multiplication, squaring and addition, re-
spectively. We assumed fixed values for constant a for performance reason: a = 0
for GF(2") and @ = —3 for GF(p™). It should be noted that these special values
for constant a do not place much restriction in the choice of elliptic curves, since
the proportion of elliptic curves that can be rescaled to have the above values
for constant a is approximately 1/2 for GF(2") and 1/2 or 1/4, depending on
the residue of p mod 4, for GF(p") (see Appendix A in [20]).

| field | coordinates || doubling (D) | addition (A.) |
GF(2") Affine 11 +2M +1S +5A | 11 +2M +15 +7A
(@a=0) [Proj.(Z1 =1) || 4M +55 +3A 8M + 55 + 8A
GF(p") Affine 17 +2M +2S +TA | 11 + 2M + 18 + 6A
(a=—3)|Proj.(Z1 = 1) || 4M +45 + 94 8M + 35 + 94

Table 2. The number of field operations for elliptic addition/doubling

To simplify performance comparisons, we will use the following assumptions
on speed ratios between field operations throughout this paper: 1S = 0.15M,
constant multiplication = 0.5M for GF(2") and 1S = 0.8M,14 = 0.15M for
GF(p™) (addition times in GF(2") neglected). Of course, these ratios may vary
from implementation to implementation, but our optimized implementations
on P6 and Alpha microprocessors (see Sect.6) show that in most interesting
fields the above assumptions are reasonable enough for theoretical comparison
of computational complexity.

The cost ratio of field inversion to multiplication (I/M) is a key factor in
determining a preferred coordinate system. So, let us find the I/M value at
the break-even point between affine representation and projective representation
(with Z; = 1). For this, suppose that r = Np_/Na, (i.e., r elliptic doublings
are required for each elliptic addition in a scalar multiplication algorithm). For
example, we have r = 6 for the signed window algorithm with window size 4 and
r < 1 for the LL algorithm. From Table 2 and the assumptions on speed ratios
between field operations, we can obtain the following relations at the break-even
point:

r+1

3.90 + 12 for GF(pn).

2. 4.00 f F(2n
I/M:{ 60 + or GF(2"),

Thus, for large r, it is almost always preferable to do elliptic scalar multiplication
in projective coordinates. However, in the LL algorithm, we have 0.2 < r < 0.7
for most interesting parameters, so 4.95 < I/M < 5.93 for GF(2") and 6.34 <
I/M < 7.36 for GF(p™). Thus, as we will see later, affine coordinates may yield
better performances than projective coordinates in the case of GF(p").



3 The Improved LL Algorithm for Scalar Multiplication

3.1 The Original LL Algorithm

We briefly describe the Lim-Lee algorithm for elliptic scalar multiplication kG
for a fixed point G and analyze its performance. First, the multiplier k£ of [ bits

is divided into hv subblocks of b bits as follows (see Figure 1):

1—1 h—1 v—1
k= Z 2%, = Z Z ki7_72b-7 2" where
u=0 i=0 j=0
I a b—1
t
a=[-1, b=1[=1, kij= 22 Cia+jb+t-
h v
t=0
kO,U*l kO,l k0,0
kl,?)*l kl,l kl,(]
kh—1v-1 kh-10 | kn-1,0
— b >
p a —

Fig. 1. Partition of an [-bit multiplier k for the LL Algorithm

In the (off-line) precomputation stage, we compute and store the point

GGII[4] as follows:

Gi;=2"""G for 0<i<hand0<j<u,
h—1 h—1

GG[j] =) eGi; for0<j<wv, whereI=) 2%;.

i=0 i=0

Using these precomputed values, we can express kG as

v—1h-—1 b—1 v—1h—1
t
kG = E E kijGij = E 2 E E €iatjb+tGij
=0 i=0 t=0 =0 i=0

h—1

b—1 v—1
=D 2 [ YO GGIU) | . where Ijy = Y 2'eiutjoe
t=0 i=0

i=0



Note that I;; corresponds to the ¢-th bit column of the j-th block column in
Figure 1. Now, we can compute kG for each new value of k using equation (2)
as shown in Algorithm LL.

Algorithm LL
7= GG[I;-1]ljl;
for t :=b— 2 to ( step -1

T :=2T;
T:=T+ ), GG[I;.]lj);
return T

Let us count the number of additions/doublings required by Algorithm LL.
Obviously, we only need (b—1) doublings. For the number of additions required,
we note that the number of GG[I;,][j] to be added is at most a. Therefore, we
can see that the total cost for the worst case is given by

Crrw(l,h,v) =(a—1)A. + (b —1)D,.

Let ¢ be the probability of a bit being zero (so the probability of I, ; being zero
is ¢"). Then we can easily derive the expected number of additions/doublings as

Crra(l,h,v) = (a—¢"(a+ (ah —1)(¢g ' —1)) — 1A, +(b—-1)D,. (3)
For random k, we may assume that ¢ = 1/2. In this cse, equation (6) becomes

a+ (ah —1)

Crra(l,h,v) = (al ok

) Ao+ (b 1)D,. (4)

It is also easy to see that Algorithm LL requires the storage for (2" — 1)v pre-
computed points and that the cost for precomputation is given by

Crrp(l,h,v) =v2" —h —1)A, 4+ b(hv — 1)D,..

Table 3 shows the average number of field inversions and multiplications,
(Nr+Nur), given by Cr, 1., (160, h, v) for some selected parameters h and v, where
we used the assumptions in Sect.2.3 to compute the equivalent number of field
multiplications required for elliptic addition/doubling. In the case of projective
coordinates, we also included the cost for coordinates conversion back to affine
coordinates. The last two columns of Table 3 show the I/M ratios at the break-
even point between computations in affine and projective coordinates. The ratios
range from 5 to 6 in GF(2") and from 6.5 to 8 in GF(p™). Our implementations
on P6 and Alpha (see Sect.6) show that actual I/M ratios are larger than 10 for
elliptic curves in GF(2") and in GF(p™) with small n, so projective coordinates
are preferred for these cases.



config. || storage Affine (N1 + Num) Proj. I/M at B.E.P.
hxovl[(2" —1)0] GF(@") | GF(p") [ GF(2") | GF(p") || GF(2") | GF(p")
2 x 2 6 98.0+210.7 | 98.0+399.6 || 1+684.1 | 1+1031 || 4.88 6.51
2 x 4 12 78.0+167.7 | 78.0+306.6 || 1+599.1 | 1+859.8 || 5.60 7.18
3x2 14 72.0+154.8 | 72.0+291.1 || 1+515.1 | 1+766.9| 5.08 6.70
3 x4 28 59.0+126.8 | 59.0+230.6 || 1+459.9 | 1+655.8 || 5.74 7.33
4x2 30 55.5+119.3 | 55.5+223.4 || 1+402.3 | 1+595.4 || 5.19 6.83
4x4 60 45.5+ 97.8 | 45.5+176.9 || 1+359.8 [ 1+509.9 || 5.89 7.48
5 x 2 62 45.0+ 96.8 | 45.0+180.8 || 1+328.4 [ 1+484.9( 5.26 6.91
5 x4 124 37.0+ 79.5 | 37.0+143.5 || 1+294.4 [1+416.5| 5.97 7.58
6 x 2 126 38.5+ 82.9 | 38.5+155.0 || 1+280.9 [1+415.4 || 5.27 6.94
6 x 4 252 31.5+ 67.8 | 31.5+122.4 || 1+251.2 [ 1+355.6 || 6.00 7.63
7x2 254 32.8+ 70.5 | 32.8+131.9 || 1+239.8 [1+354.4|| 5.32 7.00
7x4 508 26.84 57.6 | 26.8+104.0 || 1+214.3 [ 1+303.1|| 6.07 7.72
8 x 2 510 27.94 60.0 | 27.9+111.9 || 1+206.0 | 1+303.4|| 5.42 7.11
8x 4| 1020 | 22.9+ 49.3 | 22.9+ 88.6 || 1+184.7 [ 1+260.6| 6.18 7.85

Table 3. Average performance of Algorithm LL for computing kG with |k| = 160

3.2 The Improved LL Algorithm

Computation of multiple inverses modulo the same modulus can be substan-
tially speeded up using Montgomery’s trick to parallel inversion [5, Algorithm
10.3.4]. For example, to compute inverses of A and B modulo p, we first com-
pute C = (AB)~! mod p and then A~* = CB mod p and B~ = CA mod p. In
general, this simultaneous inversion algorithm requires 1 inversion and 3(t — 1)
multiplications mod p for ¢-simultaneous inversion. Therefore, from Table 2, we
can see that ¢-simultaneous elliptic addition in GF(p™) requires the computa-
tional cost of (I —3M) + t(5M + S + 6A). Similarly, ¢-simultaneous elliptic
addition in GF(2") requires (I — 3M) + t(5M + S + 7A). This technique thus
enables us to replace one field inversion by about 3 field multiplications for large
t. The resulting cost savings are substantial, since field inversion costs more than
3 field multiplications in most interesting fields.

Now, let us consider how to achieve a maximal improvement of Algorithm
LL using the simultaneous addition algorithm. First note that in Algorithm LL
we may precompute and store the following b points ahead of time:

v—1

GGG[t] =Y GG[IL;][j] for 0<t<b—1. (5)

Then, we can just add one point GGG[t] to T in the ¢-th iteration of the for-
loop (see Algorithm LL-SA). Thanks to the high degree of parallelism existing
in equation (5), we can take much advantage of simultaneous inversion in this
on-line precomputation stage.

A naive way to evaluate equation (5) is to iterate b-simultaneous elliptic
addition v — 1 times (so, v — 1 inversions required). However, the number of



Algorithm LL-SA
fort:=0tob—1stepl

GGG[t] =Y.'~ GG[I; l3];
T:= GGG —1];
for t :=b—2 to 0 step -1

T :=2T;

T :=T+ GGGJt];

return T’;

inversions required can be further reduced by performing b-simultaneous elliptic
additions in parallel (based on the binary tree structure). E.g., if v = 4, we do
the computation as follows:
1. GGG[t] = GG[IO’t][O] + GG[I]’t][l] for 0 S t S b—1 and
TTT[t] = GG[I24][2] + GG[I34][3] for 0 <t < b — 1.
2. GGGt = GGGt + TTT[t) for 0 <t < b— 1.
This way we can reduce the number of inversions from v — 1 to [log, v]. This
method of course increases the requirement for temporary storage from b to | 3 |b.
Suppose that ¢ elliptic additions are required for the on-line precomputation
of GGG[t]’s. This requires field operations given by

[logov](I —3M) +c(5M + S +7A4) for GF(2™),

Coale) = { Mogy v](I — 3M) + c(5M + S +64) for GF(p"). o

Since ¢ elliptic additions in Algorithm LL are now replaced by Cy,(c) in Algo-
rithm LL-SA, we can obtain the cost of Algorithm LL-SA as

Cri-sa(l,h,v) =Crr(l, h,v) — AC(c), where AC(c) = cAe — Csq(c). (7)

Thus we only need to find the average and worst case values of ¢, ¢, and ¢,,.

In the worst case, we need a — b additions in the precomputation stage, so we
have ¢,, = a—b. Considering the probability of GG[I][j] being ‘point at infinity’,
we can find the expected value ¢, as

ca=a—-b—q"(a+ (ah —1)(q""' = 1)) + 6, where

5= " (b+ (ah— (g™ — 1)+ (b — a)(g " — 1)). ®)
As before, assuming that ¢ = 1/2, we can simplify equation (8) to
a+ (ah —1) b+ (ah — 1)+ (bv — a)(2" — 1)
ok S - (9)
The cost advantage AC' of Algorithm LL-SA over Algorithm LL can be ex-

pressed in terms of field operations as follows.

Affine : AC(c) = (¢ — [log,v])({ — 3M),
. _ | 3(c+ gy v])M + 4cS + cA —[log,v]I for GF(2"), (10)
Proj.: - AC(e) = { 3(c+ [log, v])M + 2¢S + 3cA — [log, v]I for GF(p™).

Ca=a—0b— + 4§, where § =



We evaluated the average performance of Algorithm LL-SA using equation
(10) and Table 3. The result is shown in Table 4. Obviously, the amount of
improvement of Algorithm LL-SA over Algorithm LL depends on the I/M ratio
and becomes larger as the I/M ratio increases, since the improvement comes
from the replacement of field inversions in Algorithm LL with about 3 field
multiplications in Algorithm LL-SA. The I/M ratios at the break-even point
shown in the last two columns can be used to determine which coordinates are
preferred for the implementation of Algorithm LL-SA. From Tables 3 and 4 and
the measured I/M ratios (Table 8 in Sect.6), we can see that the amount of
improvement can be about 10 to 25% for projective coordinates and about 5 to
40% for affine coordinates.

config. || storage Affine (N1 + Nu) Proj. I/M at B.E.P.
hxwv | (temp.) | GF(2") [ GF(p") [ GF(2") | GF(p") || GF(2") | GF(p")
2x2 || 6(40) || 76.5+275.2 | 76.5+464.1 || 2+600.1 | 2+914.2 | 4.36 | 6.04
2 x4 || 12(40) || 39.7+282.6 | 39.7+421.6 || 3+448.0 | 3+650.2 || 4.51 6.23
3x2 | 14(27) || 52.1+214.5 | 52.1+350.8 || 2+436.9 | 2+658.3 || 4.44 6.14
3x4 || 28(28) [ 27.8+220.6 | 27.8+324.4 || 3+334.3 | 3+481.9 | 459 | 6.36
4x2 | 30(20) || 38.7+169.8 | 38.7+273.8 || 2+335.1 | 2+502.5 | 4.51 | 6.23
(
(

4x4 60(20) || 20.0+174.4 | 20.04+253.5 || 3+254.6 | 3+364.9 4.73 6.56
5 x 2 62(16) || 30.9+139.1 | 30.9+223.1 || 24270.9 | 2+405.5 4.57 6.31

5 x4 | 124(16) || 16.0+142.6 | 16.0+206.6 || 3+205.5 | 3+294.2 4.85 6.75
6 x2 || 126(14) || 26.7+118.4 | 26.74+190.5 || 2+231.7 | 2+347.5 4.59 6.36
6 x4 | 252(14) || 13.94120.7 | 13.9+175.3 || 3+174.6 | 3+250.5 4.93 6.88
7x2 || 254(12) || 22.7+100.8 | 22.74+162.1 || 2+196.9 | 2+295.5 4.63 6.43
7x4 || 508(12) || 11.94+102.3 | 11.94148.6 || 3+147.5 | 3+211.9 5.06 7.09
8 x 2 || 510(10) || 19.0+ 86.8 | 19.0+138.7 || 24+167.2 | 2+250.2 4.73 6.57
8 x 4 /11020(10) || 10.0+ 88.1 | 10.0+127.4 || 3+125.0 | 3+179.3 5.28 7.41

Table 4. Average performance of Algorithm LL-SA for computing kG with |k| = 160

4 Simultaneous Scalar Multiplication

A central security server often needs to handle thousands of transactions, e.g.,
involving Diffie-Hellman key exchanges or digital signatures, at a peak time. For
such a heavy loaded application, further speed up can be obtained by computing
many scalar multiples simultaneously.

Suppose that we want to evaluate ¢ scalar multiplications, kG (0 < i <
t, |ki| = 1), at a time. We can then perform ¢ instances of Algorithm LL-SA
simultaneously, one for each k;G. Let us call this algorithm as Algorithm LL-
SM. Then the simultaneous inversion technique can be applied even to double-
and-add parts of concurrent Algorithm LL-SA instances. We thus perform all



elliptic curve arithmetic in affine coordinates, but the number of field inversions
required for ¢ scalar multiplications is reduced to about [log, v] 4+ 2b — 2.

From the analysis of Sect.3, we can easily see that the average performance
of Algorithm LL-SM (assuming that ¢ = 1/2) is given by

CLL,SM[L(t,l,h,,’U) = (|—10g2 ’U—| +2b—6§ — 2)(1* 3M) +
l

) <a - %) A, +1(b - 1)D., (1)

where § is the same as before (equation (9)) and A, and D, are given by

= [5M +1S+T7A for GF(2"),
< {5M—|— 1S+ 6A for GF(p")
= [BM +1S+5A for GF(2")

{5M+2S+7A for GF(p")

e =

o (12)
p").

Therefore, for large ¢, the cost of Algorithm LL-SM per scalar multiplication,
ie, Crr—sma(t,l,h,v)/t, is almost the same as the cost of Algorithm LL in
affine coordinates with field inversion replaced by 3 field multiplications. This
would be the best achievable performance per scalar multiplication, as far as
field inversion is more expensive than 3 field multiplications. For example, we
tabulated in Table 5 the cost of Algorithm LL-SM per scalar multiplication for
t = 100. As can be seen from the table, the number of field inversions required
per scalar multiplication is less than 1 for large t. We can also see that Algorithm
LL-SM improves over Algorithm LL-SA by more than 15% under the reasonable

assumption of I/M ratios (see Table 8 in Sect.6).

5 Speeding up Scalar Multiplication Using ¢-Expansion
We can view an elliptic curve E defined over GF(p) as an elliptic curve defined
over GF(p™). For such a subfield curve we can achieve a much higher performance

using Frobenius expansion [9]. Let P = (z,y) be a GF(p")-point on E. The
Frobenius map ¢ is defined as ¢ : (z,y) — (2P, y?) and satisfies the equation

¢ —tp+p=0and ¢" =1, —2\/p<t<2p (13)

This map ¢ can be evaluated only using 2(n — 1) multiplications mod p (see [9]).
To compute kP, we first express the multiplier & using equation (13) as

n—1
i p
k= ki, here |k;| < =, 14
; ¢", where |k;| < 5 (14)
precompute n points P; = ¢'(P) for 0 < i < n and then compute kP as

n—1
kP =Y kP (15)
i=0



configuration storage (Nr+ Nu )/t
h xwv | (a,b) || perm/temp | cq GF(2") | GF(p™)
2 x 2 | (80,40) 6/4000 | 225 || 0.77+502.4 | 0.77+691.4
2 x 4 | (80,20) || 12/4000 | 40.3 || 0.40+400.5 | 0.40+539.5
3x2 | (54,27) || 14/2700 | 20.9 || 0.52+369.2 | 0.52+505.5
3 x4 | (54,14) 28/2800 | 33.2 || 0.284303.0 | 0.28+406.8
4 x 2 | (40,20) 30/2000 | 17.8 || 0.39+284.7 | 0.39+388.7
4 x 4 | (40,10) 60/2000 | 27.5 || 0.204+233.7 | 0.20+312.8
)
)

5x2 | (32,16 62/1600 | 15.1 || 0.314+230.8 | 0.31+314.8
5x4| (32, 8) || 124/1600 |23.0 || 0.16+190.1 | 0.16+254.1
6 x2 | (27,14) || 126/1400 | 12.9 || 0.27+197.7 | 0.27+269.8
6x4| (27,7) || 252/1400 | 19.6 || 0.14+162.0 | 0.14+216.6
7x2 | (23,12) || 254/1200 | 11.1 || 0.23+168.3 | 0.23+229.6
7x4 ]| (23,6) || 508/1200 |16.9 || 0.12+137.7 | 0.12+184.0
8x2|(20,10) || 510/1000 | 9.9 |[ 0.19+143.2 | 0.19+195.1
8 x4 | (20, 5) || 1020/1000 | 14.9 || 0.10+117.7 | 0.10+157.1

Table 5. Average performance of Algorithm LL-SM for ¢ = 100 and |k;| = 160

Note that the bit-length of &;’s in equation (14) can always be made one bit less
than the bit-length m of p (|p| = m) and that the negative signs can be absorbed
into the precomputed points P;’s. So, we may assume that the coefficients k;’s
in equation (15) are always positive integers of bit-length m — 1.

The main source of efficiency in this scalar multiplication using base-¢ ex-
pansion is that the intermediate points P;’s can be evaluated almost free, only
using 2(n —1)? subfield multiplications, and thus about 2 |k| elliptic doublings
can be saved, compared to general scalar multiplication. The cost we have to pay
for this improvement is a small amount of on-line precomputation (i.e., base-¢
expansion of k and (n — 1) evaluations of ¢), which costs less than a few elliptic
additions.

The right-hand side of equation (15) can be efficiently evaluated using the
signed binary algorithm with optimal signed encoding of k;’s [18] (this is actually
the same as Type-1I expansion in [9]). Since an optimal signed encoding of a ¢-bit
integer can produce an integer of bit-length at most ¢t + 1 and probability of a
bit being zero 2/3, this computation can be done in (m — 1) elliptic doublings
and (%* — 1) elliptic additions on average.

Further speed-up can be achieved using Algorithms LL/LL-SA, as can be
expected from equation (15). Figure 2 shows some possible (actually best on
average) arrangements of k;’s for using Algorithms LL/LL-SA. Here we only
consider three field extensions of degree 7, 11 and 13, since they are most
interesting in practice. Unlike Algorithms LL/LL-SA in Sect.3, we now have
to do the precomputation required on-line. It is easy to see that the costs of
on-line precomputation for the configurations shown in Figure 2 are given by
Crrp(7m,4,2) = 15A,, Crrp(11m,3,4) = 134,, and Crr,(13m,3,5) = 14A4,,
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Fig. 2. Arrangements of k;’s for base-¢ scalar multiplication using Algorithm LL

respectively. Since it is preferable to do the precomputation in affine coordinates,
we can obtain some speed-up with simultaneous inversion. In this case, the costs
are given by Crr,(7m,4,2) = 2I + 94.5M, Crr,(11m,3,4) = 2I + 81.1M, and
Crrp(13m,3,5) = 21 + 87.8 M, respectively.

Since the average Hamming weight of k;’s can also be reduced to approxi-
mately ]5 with some clever weight minimization strategy, we can obtain average
performances for the evaluation of equation (15) using Algorithms LL/LL-SA
by substituting a = vm,b =m,l = nm and ¢ = 2/3 in equations (3) and (8):

Crra(nm,h,v) = Crip(nm, h,v) +

((+= G)" (o 25) ) =) At

Crr-saa(nm, h,v) = Crre(nm, h,v) — AC(c.), where

wm (o1 () () ) )

Table 6 shows the number of elliptic additions and field inversions required for
three methods of evaluating equation (15), where the computational costs for
base-¢ expansion and ¢ evaluations are not included.

| coord. | n [ m = |p| || signed binary | Algorithm LL | Algorithm LL-SA

7 28 83.0+307.1 70.2+372.4 55.4+416.8
Affine |11 16 68.0+251.6 58.7+305.0 33.8+379.6
13 14 67.9+251.2 59.1+311.5 30.9+396.0
7 28 1.0+978.2 3.0+812.1 4.04729.2
Proj. |11 16 1.0+802.0 3.0+701.9 5.0+560.3
13 14 1.04+-800.8 3.0+720.2 6.0+553.8

Table 6. Average performances (N; + N ) of three algorithms for base-¢ scalar mul-
tiplication

Finally, it is worth noting that though we can obtain much higher efficiencies
using Frobenius expansion with subfield curves, we should be careful for their
security consequences. The structure allowing faster implementations may also
allow faster attacks (e.g., see [19]). #E/GF(p™) (the order of E/GF(p™)) divides
#E/GF(p™) if m divides n, so #E/GF(p™) contains at least small prime factors



of size#£E/GF(p). Since we have to use a prime order subgroup for ECC, this
may increase the order of subfield curves more than necessary. Furthermore,
the small prime factors in #E/GF(p™) may considerably weaken the resulting
cryptosystem in many applications if proper precautions are not taken (by the
small order subgroup attack in [12]).

6 Implementation and Discussion

We have implemented Algorithms LI, LL-SA and LL-SM on two different archi-
tectures: Pentium II/266MHz (32-bit uP; Windows 98, MSVC 5.0 with in-line
assembly) and Alpha 21164/533MHz (64-bit uP; Linux, GCC 2.95 with in-line
assembly). Table 7 summarizes the parameters used for field constructions. The
three field parameters with degree of n* (n = 7,11,13) were included for use
in building subfield curves. The figures of the ‘order’ column in Table 7 denote
the largest possible prime orders (in bits) in E/GF(p"). See [13] for details on
selection criteria of field parameters and timings for field/EC arithmetic.

| field | n || order | p | irred. poly. |
[GF(2'™) [162] 162 | [ 2" + 27 +1]
13*|| 168 | 2** —3 z? —2
12 || 168 |2 -3 z'? =2
11*|| 160 | 2" — 437 z'm—2

10 || 160 | 2% —165 z0—2

GF(p™) | 77| 168 |2%® —57 )
6 168 | 2%® — 165 2 —2
5 160 | 2%2 -5 z° —2
3 171 | 2°7 —13 z3—2
2 178 [ 2% —1 z> —3
1 160 p =20 _2933

Table 7. Field constructions for elliptic curves

For better understanding of this presentation, we provided Table 8 sum-
marizing various speed ratios between field operations and elliptic doubling to
addition.? From Table 8, we can see that our assumptions given in Sect.2.3 are
quite reasonable at least on P6 and Alpha family microprocessors, i.e.,A/M =
0.15,S/M =~ 0.8 in GF(p™) and S/M = 0.15 in GF(2"). Also note that I/M
ranges from 5 to 7 for most fields (except for GF(p), GF(p?) and GF(2")).

# The figures in Table 8 are different from the figures in Tables 9-11 in [13]. At the
time of writing [13], we didn’t implement the field inversion method using exponen-
tiation from [2] (Algorithm BP, for short). Though the multiplicative complexity of
Algorithm BP seems higher than that of Algorithm IM in [13], our actual implemen-
tations show that Algorithm BP runs about 20 to 30% faster than Algorithm IM
due to smaller overheads in other simple operations and loop controls.



| wP || PentiumII/266MHz || Alpha 21164/533MHz |
| Field ||A/M[S/M|1/M|D./A.|| A/M|S/M |1/M |D./A.
| GF(2®) ]| 0.03 [ 0.13 [ 14.0 | 0.47 [] 0.05 [ 0.16 | 10.5 | 0.48 |

) || 0.17 | 0.73 | 5.54 | 0.72 || 0.15 | 0.59 | 4.99 | 0.66
) || 0.18 | 0.74 | 6.63 | 0.73 || 0.15 | 0.61 | 6.11 | 0.64

GF(p'") || 0.12 | 0.77 | 6.46 | 0.71 || 0.14 | 0.62 | 6.39 | 0.69
)

GF(p'° 0.14 | 0.78 | 6.04 | 0.77 || 0.18 | 0.66 | 5.98 | 0.70
GF(p") || 0.11 | 0.79 | 6.05 | 0.73 || 0.14 | 0.87 | 6.17 | 0.72
GF(p®) | 0.13 | 0.82 | 6.41 | 0.73 || 0.18 | 0.87 | 5.79 | 0.70
GF(p°) || 0.18 | 0.82 | 5.89 | 0.74 || 0.12 | 0.81 | 4.60 | 0.76
GF(p®) | 0.18 | 0.80 | 7.59 | 0.75 || 0.15 | 0.89 | 6.88 | 0.74
GF(p?) | 0.16 | 0.86 | 19.9 | 0.73 || 0.13 | 0.90 | 10.4 | 0.75

GF(p) 0.15 | 0.88 | 42.7 | 0.74 || 0.12 | 0.85 | 31.7 | 0.75

Table 8. Speed ratios of field and elliptic curve operations

Timings for Algorithms LL/LL-SA/LL-SM on Pentium IT/266 MHz are given
in Table 10, and timings on Alpha 21164/533MHz are given in Table 11. Here
are some observations on the implementation results:

— As expected from the analysis in Sect.3 (compare the I/M ratios in Tables
3 and 4 with those in Table 8), Algorithms LL and LL-SA yield better
performances in projective coordinates than in affine coordinates for GF(2")
and GF(p") with n < 3.

— Algorithm LL-SA improves over Algorithm LL by about 10 to 25% in either
coordinates, with some exceptions in GF(p), GF(p?) and GF(2"). The ex-
ceptions in these fields are actually expected from the speed ratio of I/M in
Table 8 (i.e., much higher values of I/M).

— Compared to individual scalar multiplication using Algorithm LL-SA in pre-
ferred coordinates, simultaneous scalar multiplication using Algorithm LL-
SM can significantly reduce the time per scalar multiplication (up to 40%
for GF(p)).

— Algorithms LL/LL-SA /LL-SM can achieve 2 to 10 times speedup over the
ordinary signed window algorithm for scalar multiplication.

Timings for elliptic scalar multiplication using Frobenius expansion are given
in Table 9. We can see that Algorithm LL achieves about 15 to 20% improvement
over the signed binary algorithm and that Algorithm LL-SA again improves over
Algorithm LL by 5 to 15%.

7 Conclusion

Simultaneous inversion is a simple but poweful technique to speed up elliptic
curve arithmetic with high degree of parallelism. Lim-Lee’s algorithm for elliptic



algorithm w/o Frob. binary Alg. LL |Alg. LL-SA
field [k | AP A]JPJA]JP|]A]P

Pentium|| GF(p'®) | 178 || 4.19 | 3.48 || 1.66 | 1.86 | 1.43 | 1.58 | 1.34 | 1.36
I GF(p'") | 160 || 5.17 [ 4.07 || 2.03 | 2.11 | 1.78 | 1.81 | 1.62 | 1.58
266MHz|| GF(p”) | 168 || 3.03 | 242 | 140|144 |1.24[1.24]1.19|1.16

Alpha || GF(p'®) | 178 || 3.19 | 2.51 || 1.27 | 1.41 | 1.08 | 1.17 | 1.03 | 1.04
21164 || GF(p'') | 160 || 3.15 [ 2.23 || 1.27 | 1.24 | 1.09 | 1.05 | 1.01 | 0.95
533MHz|| GF(p”) | 168 || 1.75 [ 1.32 || 0.79 | 0.77 | 0.69 | 0.67 | 0.66 | 0.63

Table 9. Timings for scalar multiplication using Frobenius expansion (in msec, A:
affine, P: projective)

scalar multiplication for a fixed point (Algorithm LL) allows a very high degree
of parallelism and thus can be substantially speeded up using the simultaneous
inversion technique. This paper investigated such improvement on Lim-Lee’s
algorithm. More specifically, we presented and analyzed improved Lim-Lee’s al-
gorithms using simultaneous inversion: Algorithm LL-SA for computing a single
scalar multiple and Algorithm LL-SM for computing many scalar multiples at
a time. Implementation results of these algorithms on Pentium II and Alpha
21164 microprocessors were also provided to demonstrate practical performance
improvement. We also showed that the presented algorithms can be used to
speed up general elliptic scalar multiplication using Frobenius expansion.
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field GF(p") GF(2")

n 1 [ 2 [ 3 [5 ]6 7 Jw]nufi12]13] 162
Win. Alg.[[8.93 [4.72 [3.08 [2.04 [2.41 [2.91 [4.21[5.18[3.96 [3.99 [ 12.0

2 x 4368 |1.91|1.20 [ 0.78[0.93 | 1.12 | 1.63 [ 2.00 [ 1.55 | 1.53 || 5.01

3 x4]/2.79 [ 1.44]0.91 [0.59 [0.70 [0.85 [ 1.22 [ 1.52 [ 1.16 | 1.15 || 3.77
L[4x4[214]1.11]0.70 [045 ] 054065094117 ]0.90 [0.88 [ 291

L[5 x4[1.75|091]057]0.37]044[053[0.77 095073073 237
A| [6x4]1.49]0.77 [ 0.49 [0.32 [ 0.38 [ 0.45 | 0.66 | 0.81 [ 0.63 [ 0.62 || 2.02
F| [7x4]127][066]041|027]0.32]0.39]0.56|0.69|0.53[0.53][ 1.72
F| [8x4]1.09][056]035|023]|0.28]0.33]0.48[0.59]0.46][0.45] 1.47
I 2 x 4219 [1.29|0.99 [0.69 [ 0.80 [0.97 [1.39 [ 1.69 [ 1.28 [1.35 | 3.39
N|L[3x4][1.57[094[0.73]051][059072[1.03]1.26]0.951.01 || 247
E|L|[4x4][1.15]0.70|0.55]0.39 | 0.45 [ 0.55 [ 0.79 [0.95 [0.72 [0.77 || 1.84
| [5x4/ 0.92]0.56 | 0.45[0.32[0.37 [0.44 [ 0.64 [0.77 | 0.59 [ 0.62 || 1.48
S|6x4[081[049][039[027]032]0.38]0.55]0.670.51[054][ 1.28

A7 x4]069]042]033][023][027 033047 [0.57]0.44[046 [ 1.10

8 x 4]/ 0.58 [0.36 | 0.29 [0.20 [ 0.23 [ 0.28 [ 0.40 [0.49 [ 0.37 [ 0.39 || 0.93

2 x 4065 |0.66|0.780.59 [0.680.83 121 [143[1.12[126] 1.75

L3 x4 048049058044 ]0.51[0.62]090[1.07[083][093[ 1.0

L[4 x4]037]037|044]0.34]0.38[0.47[0.68[0.81[0.62][069[ 1.00

| [5x4/ 0.30]0.30 [ 0.36 [ 0.27 [ 0.31 [ 0.38 [ 0.55 | 0.65 | 0.50 | 0.56 || 0.81

S |6 x4[026]026]031 024027033047 |0.56 |0.43[0.48 [ 0.69
M[7x4]022]022]0.26]0.20 [ 0.23 [0.28 [ 0.40 [ 0.48 [ 0.37 [ 041 || 0.59

8 x4[]019]019]0.23 017 [0.19 024035 041 [032 035 | 051

Win. Alg. [[1.96 [ 1.86 [ 2.23 [ 1.68 [ 1.88 [ 2.31[3.41 [4.06 [3.01 [3.34] 3.91

2 x4[/0.93]092[1.12[0.86]0.96 [ 1.19 | 1.74 [2.06 [ 1.54 | 1L.70 || 2.45

3 x4/ 0.72]0.70 [ 0.86 [ 0.66 [ 0.74 [ 0.90 [ 1.33 [ 1.58 | 1.18 | 1.31 || 1.89
P|TL[4x4]057 055067051057 [0.71[1.04][123[092][1.02] 1.50
R|L|5x4]048]046 055042047 058085 101075084 123
O| |6x4]/042]040]0.47[0.36[0.41]050]0.73[0870.65]0.72] 1.06
J 7 x 4036 |0.34]041]0.31[0.35[0.43]0.63]0.75 [ 0.56 [ 0.62 [ 0.92
E| [8x4]032]030]0.35]0.27]0.30]0.37[054]065]048 053] 0.80
C|l [2x4]084]078]0.91[069]0.77]0.95]1.38[163[1.23][136] 2.01
T|L|3x4]/066]060]0.68]052]058][071[1.03][123[092[1.02] 154
I |L[4x4]053][047][052]040]044][0.54[0.79]0.94]0.71 [0.78 [| 1.22
V|| [5x4][045[039[0.43]032]036045]0.65]0.78[0.58]0.64] 1.01
E|S|[6x4]041]034]037]0.28]0.32[0.39]0.56]0.67]051[056] 0.89
A[7x4]037]030]032][024][028]033]049]0.58]0.44[048][ 0.78

8 x4][0.33]0.27[0.28[0.21 [ 0.24 [0.29 [ 0.42[0.50 [ 0.38 [ 042 || 0.69

Table 10. Timings (in msec) for Algorithms LL, LL-SA and LL-SM for computing kG
with |k| = 160 on Pentium II/266MHz (timings for Algorithm LL-SM denote timings
per scalar multiplication for ¢ = 100)




field GF(p") GF(2")

n 1 23 [5[6 ] 7 Jw]u]i12]i13 162
Win. Alg 422 [1.80 [1.06 [ 1.41 [1.14 [ 1.63 [2.61 [3.14 [ 3.08 [ 3.05 || 2.82
2 x 4[| 1.75 [ 0.72 [ 0.42 [ 0.53 [ 0.45 [0.62 | 1.00 [ 1.24 [1.12 | 1.16 || 1.18

3 x 4|/ 1.32[0.54|0.32 | 0.40 [ 0.34 | 0.47 [ 0.76 | 0.94 | 0.85 [ 0.87 [ 0.90

L[4 x4[[1.02] 042024031 [0.26]036 058072065067 069

L[5 x 4][0.83 [ 0.34 [0.20 [ 0.25 [ 0.21 [0.30 | 0.48 | 0.59 | 0.54 | 0.55 || 0.56
A| [6x4][071[029]017][0.22]0.18|0.25]0.41 |0.51 | 0.46 [0.47 [| 0.48
F | |7 x4[[0.60]0.25]0.15[0.18[0.16 [ 0.22 [ 0.35 [ 043 [ 0.39 | 0.40 || 0.41
F| [8x4[[052]0.21[013[0.16]0.13]0.19 [0.30 037 [0.34[034] 035
T [ [2x4[[1.09]0.56[035]0.49 040055088 1.05[097[1.04] 088
N|L[3x4]079][041 026037030041 ]0.66|0.780.72 [0.78 || 0.65
E | L[4 x4[[058]031[020][0.28]0.23]031|050]059]0.55]0.59] 049
| [ x 4][0.47 [0.25[0.16 [0.23 | 0.19 | 0.25 | 0.40 [ 0.49 [ 0.44 [0.49 [| 0.40

S {6 x 4][041[0.22 [0.14[0.20 [ 0.16 [ 0.22 [ 0.35 [ 0.42 | 0.38 [ 0.42 || 0.34

A7 x4]]0.35|0.19 012 [0.17 [0.14 [ 0.19 [ 0.30 [ 0.36 | 0.33 [ 0.36 || 0.29

8 x 4[] 0.30 [ 0.16 [ 0.11 [ 0.15 [ 0.12 [ 0.16 | 0.26 [ 0.31 [ 0.28 | 0.31 || 0.25

2 x 4]/ 042041 |0.31 | 0.49 [ 0.39 | 0.50 [ 0.80 [ 0.92 [ 0.87 [ 1.00 || 0.57

L [3 x 4[[0.31 [ 0.31[0.23]0.36 0.2 [0.37 | 0.58 | 0.68 | 0.65 | 0.74 || 0.43
L[4x4]]024]023][018]028]0.22]0.28]0440.52[049|0.56] 0.33

| [5 x4]]0.19[0.19 | 0.14 [0.22 [0.18 [ 0.23 [ 0.36 | 0.42 [ 0.40 [ 0.45 || 0.26

S [6 x4]]0.17|0.16 [ 0.12 [ 0.19 [ 0.15 [ 0.20 [ 0.31 [ 0.36 [ 0.34 [0.39 || 0.23
M |7 x 4[[0.14 [0.14 [0.11 [0.17 [0.13 [ 0.17 | 0.27 | 0.31 | 0.30 [ 0.33 || 0.19

8 x 4] 0.12[0.12 [ 0.09 [0.14 [ 0.11 [ 0.14 [ 0.23 [ 0.26 [ 0.25 [ 0.29 [| 0.17
Win. Alg [ 1.13 [ 1.06 [0.79 [ 1.24 [0.90 [ 1.23 [2.00 [ 2.24 [ 2.12 [ 239 || 1.22
2 x 4]/ 0.56 [ 0.57 | 0.41 | 0.63 [ 0.47 [ 0.63 [1.02 [ 1.18 [ 1.10 [ 1.28 || 0.77

3 x 4|/ 043044031 |0.480.36 [ 0.48 [ 0.78 | 0.91 | 0.84 [ 0.98 [| 0.59

P | T [4x4[[034]034]024][038]0.28 038|061 071066077 047
R|L|5x4[[028]028]020]031|023]031[0.50]0.59]0.55][063][ 0.38
O| |[6x4[024]024][017][0.27|0.20|0.27 [0.43]0.50 | 0.47 [0.54 [| 0.33
J| [7x4]021]021 015023017 [0.23]0.37 [ 0.43 | 0.40 [ 0.47 [| 0.29
E| [8x4[[019]0.18]0.13]0.20 0.15[0.20 |0.32 |0.37 | 0.35 [ 0.40 || 0.25
C| [2x4[050]045][033]052][039]052]|085]|096]092[1.04| 063
T|L|3x4][[039]035]025]039|030|039]0.64]0.73]0.68[0.79 [ 0.49
I |L[4x4[[031]0.27[0.19[0.30]0.23]030 049 |0.56]0.53]0.60 ] 0.38
V|| [5x4]026][022]016]0.25[0.19 | 0.25 | 0.40 | 0.47 | 0.43 [ 0.50 [| 0.32
E|S[6x4[[024]019]014]022[0.17][022 035040038043 0.28
A7 x4]]0.21[0.17 [0.12 [0.19 [0.14 [0.19 [ 0.30 [ 0.35 [ 0.33 [ 0.37 || 0.24

8 x 4]/ 0.190.15 | 0.11 | 0.16 | 0.13 | 0.16 [ 0.26 [ 0.30 [ 0.28 [ 0.32 [[ 0.21

Table 11. Timings (in msec) for Algorithms LL, LL-SA and LL-SM for computing kG
with |k| = 160 on Alpha 21164/533MHz (timings for Algorithm LL-SM denote timings
per scalar multiplication for ¢ = 100)




