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Abstract— The notion of agent coordination context has been
introduced as a means to model and shape the space of agent in-
teraction and communication, and the agent presence in a situ-
ated environment. This paper describes experiments in modelling
and developing the notion of agent coordination context within the
TuCSoN model for agent coordination, and discusses the related
benefits in terms of the engineering of multiagent system organi-
sation and integration with service-oriented infrastructures.

I. I NTRODUCTION

The notion ofagent coordination contextis introduced in
[27] as a means to model and shape the space of agent in-
teraction and communication, generalising upon the concept
of context-depended coordination[5]. From the theoretical
perspective, agent coordination contexts both enable agents to
model the environment where they interact and communicate,
and provide a framework to express how the environment af-
fects the interpretation of agent communication acts. Dually,
from an engineering perspective, agent coordination contexts
enable agents to perceive the space where they act and interact,
reason about the effect of their actions and communications,
and possibly affect their environment to achieve their goals;
also, agent coordination contexts allow engineers to encapsu-
late rules for governing applications built as agent systems, me-
diate the interactions amongst agents and environment, and pos-
sibly affect them so as to change global application behaviour
incrementally and dynamically.

In this work we describe how the notion of agent coordina-
tion context is modelled in theTuCSoN coordination model,
discussing the benefits in terms of organisation and coordina-
tion of multiagent system (MAS). In particular, we consider the
benefits in terms of both modelling aspects of MAS organisa-
tion, and modelling issues related tocoordination as service
concept [35] – in the context of service-oriented environments
[22]. For this exploration, we considered requirements com-
ing from state-of-the-art research work about role models, in
particular supporting dynamic issues, in the context of AOSE
[4], [20], [21], [17], in the context of Computer Supported Co-
operative Work (CSCW) [33], [14], [7], [23], and access con-
trol models developed to manage security in distributed sys-
tems [15], [1], [19], with particular attention for Role Base Ac-
cess Control (RBAC) models [30], [24] and systems providing
policies to rules and promote organisation dynamics [34], [10].
These references have been exploited to understand the basic
requirements about dynamism and security model that must be
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Fig. 1. TuCSoN Overview– Agents access theTuCSoN coordination con-
texts (services) – located at the coordination space layer – throughTuCSoN
Agent Coordination Contexts – located at the ACC layer. The ACCs are nego-
tiated (gray dotted thick line) with the Welcome Services, located at the service
management layer.

considered by models supporting organisation, integrated with
coordination; moreover, they have been exploited to define the
first basic ontology, concerning the coordination context de-
scription, in particular the role management part. From this
perspective, this work can be considered a natural following of
a previous work where the relationships between coordination
and the issue of security and topology have been explored, and
theTuCSoN model extended accordingly [9].

II. A GENT COORDINATION CONTEXT IN TuCSoN

In order to introduce the concept of agent coordination con-
text, let’s recall here some basic elements of theTuCSoN
model for agent coordination. Coordination inTuCSoN is pro-
vided as aservice[35] to agents byTuCSoN nodes through
tuple centres[28] hosted by the nodes. EachTuCSoN node
defines acoordination contextwhere the coordination services
are situated; a coordination context can be conceived as an
open set of services enacted through tuple centres, organisa-
tional rules (roles, policies, . . . ) and dynamics that concern
a TuCSoN node, its static and dynamic context. The collec-
tion of all theTuCSoN coordination contexts provided by the
TuCSoN nodes constitute theTuCSoN coordination space.
So, in the following when we speak about a coordination con-
text, the scope is a node. In order to access the services, an
agent mustenterthe coordination context provided by the node,
and this is where the agent coordination context notion comes
into play. An overall conceptual picture ofTuCSoN space and



layers is provided in Fig. 1, described in more details in Sec-
tion III, where theTuCSoN service architecture is considered.

Agents can enter the node coordination context bynegoti-
ating a TuCSoN Agent Coordination Context(ACC) with the
node. The ACC is the means that allows the agent to exploit
the coordination services provided by a node; in other word,
the agent can act upon and perceive the coordination context
through the actions provided by ACC, it can participate to mul-
tiple coordination contexts simultaneously, by means of differ-
ent agent coordination contexts. On the one side, the coordina-
tion context concept does not concern a specific agent; on the
other side, the agent coordination context concept is specifically
tailored to individual agents, and their relationship with the co-
ordination context which they entered. The ACC provide the set
of the possible actions and observations that the agent can per-
form in the context: as for thecontrol roommetaphor described
in [27], it establishes the admissible agent inputs and the ad-
missible agent outputs. The idea (and related modelling and
engineering discipline) is to use the ACC to embed and enforce
subject-centeredrules, i.e. rules constraining agent actions by
virtue of its own position (role) inside the organisation, its own
actions in the specific coordination context related to that role,
but also as the means to model and provide the quality it ne-
gotiated for the coordination. Accordingly, the ACC concept
is strictly related to the notion ofController that is provided
the Law Governed Interaction model [25]. Instead, as already
described extensively in other papers [28], [12], the tuple cen-
tres are used to embed and enforce coordination laws toward
the fulfilment of social tasks, the prescription of social norms,
so rules and constraints that are moresociety/organisationcen-
tered. Accordingly, in this context, they will be used to model
rules concerning the entrance and exit of an agent from a
coordination context, and organisational/security policies that
can be found in policy-driven middleware [33], [10] So, ACC
and tuple centres together provide different and complementary
means for modelling and shaping agent interaction space within
the context of an agent society/organisation: ACCs focus on the
individuals, tuple centres focus on societies. In this way, we
recall the dualism between security and coordination issues de-
scribed in [9], and we generalise it toward the organisation and
coordination aspects.

The ACC enables agent participation to the context in spe-
cific role: each coordination context is characterised by a dy-
namic set of roles, ascontext policy constructs– extending the
notion of role as a security construct [31], [30] toward the or-
ganisation / coordination extent [38], [26], [21], [33]. The same
role can be found in different coordination contexts (so different
nodes), with different properties. An agent can assume differ-
ent roles also in the same coordination context, by participating
with different ACCs. Following [31], a role is meant to:

• group subjects who may act in a role;
• group the operations/actions comprising what may be

done in the role, and what obligations are charged upon the
role; in our case the actions are based on the basic coordi-
nation primitivesin,out,rd,inp,rdp , the extended
onesset spec, get spec ;

• group the objects/targets that may be acted upon, that in
our case are tuples and tuple centres;

Fig. 2. ACC Negotiation and Usage– The negotiation of an agent coordination
context involves (1) the agent issuing to a node Welcome Service the request
to enter, providing the description of the ACC in terms of role and qualities of
the coordination service; (2,3) the evaluation of the request with the creation of
the specific ACC configuration, and (4) the setup of the ACC with such a con-
figuration in the ACC layer, exploited then by the agent to access coordination
context (5).

A role is characterised by a logic name, which must be unique
inside the coordination context; the role name is specified in the
agent coordination context description provided by the agent
during the negotiation stage. Alsoenvironmental/implicit role
are supported, i.e. role not explicitly identified by a specific
name but from dynamic/organisation properties; In this case, in
the negotiation stage the agent does not specify directly the a
role name in the agent context description, and identifies it by
providing some logic facts describing it.

A. Agent Coordination Context Negotiation

As already pointed out, the negotiation stage is engaged by
an agent with a specificTuCSoN node, providing the context
in which the agent wants to participate. More specifically, the
agent issues the enter request to someTuCSoN welcome ser-
vice, representing theTuCSoN coordination service in the con-
text of aservice-oriented infrastructure(see Fig. 1), as will be
explained better in Section III. The agent issues the enter re-
quest through aTuCSoN Meta Agent Coordination Context
(MCC), whose interface is described in details later on; the en-
ter request must include the description of the agent coordina-
tion context characterising its participation inside the node con-
text (point 1, Fig. 2). Such a description is provided as a set of
first logic facts. The ontology concerning ACC description can
include information about agent role inside the context (such
asrole( RoleName) ), and, more generally, information that
define agent presence inside the coordination context and the
qualities of the coordination service. The agent request is eval-
uated (point 2) according the current (dynamic) context charac-
terising theTuCSoN node, its security and organisational rules.
If the requested is accepted, the specific ACC configuration is
built (point 3), and the ACC for the agent is setup in the ACC
layer (point 4). After that, the agent can exploit the released
ACC to act inside the coordination context (point 5), according
to the constraints, rules, possibilities and qualities provided by
its agent coordination context.

B. Agent Coordination Context Structure

As shown in Fig. 2, theTuCSoN Meta Agent Coordination
Context is deployed to request an ACC and enter the coordina-



tion context. In particular, the model of the MCC account for
the following logic interface:

MCC Interface ::=
enter|enter(Node)|enter(Node, Description)
current(ContextId)|select(ContextId)

Node is the identifier of theTuCSoN node providing the con-
text which the agent aims at entering.ContextId is an iden-
tifier of the agent coordination context released to the agent:
it is provided by the system and it can be used by the agent
for distinguish locally different coordination contexts which it
is participating simultaneously.Description is a text pro-
viding a Prolog (first logic) theory. Theenter commands are
used to enter a coordination context:

• enter – used by an agent to enter the default coordina-
tion context and get an agent coordination context, accord-
ing to its identity. For instance, it could be the local node
where the agent is executing, or the nearest node that is
available to an agent in the case of nomadic computing:
the agent has not to know this details, it simply asks to
enter the coordination context;

• enter( Node) – used by an agent to enter the coordina-
tion context provided by a specificTuCSoN node;

• enter( Node, Description ) – used by an agent to
enter the coordination context provided by a specific
TuCSoN node, describing the properties and features of
the agent coordination context which defines agent partic-
ipation;

According to the organisational rules enforced by the specific
TuCSoN nodes – whose model is described in the following
sections – the entrance can be allowed – providing the agent
with an ACC with a specific configuration – or forbidden.

Since the agent can participate to multiple contexts at the
same time, the system provides a way to identify and select
the agent coordination context previously retrieved:

• current( ContextId ) – gets an identifier of current
agent coordination context; it is provided by the system
and it can be used while the agent is inside the related
coordination context, for selecting it or exiting it. After
leaving it, it is no more valid;

• select( ContextId ) – selects current coordination
context target of agent actions, by means of the ACC iden-
tified by ContextId . The operations succeeds only if
ContextId refers to a valid agent coordination context,
that is the agent is yet inside the coordination context;

It is worth noting that the node name/address can not be directly
used as identifier, since an agent can participate to the same
node (context) with different ACCs – related, for instance, with
different roles.

Once entered a context, the agent can act and perceive ac-
cording to the coordination actions provided/ruled by its ACC
configuration[27]; the model of the actions provided by the
ACC – which are the analogous of the commands of thecontrol
room[27]) – accounts for:

ACC Interface ::=
CoordinationOp |
Tid ? CoordinationOp |
Tid @ Node ? CoordinationOp |
exit

CoordinationOp ::=
out(T)|in(TT)|rd(TT)|inp(TT)|rdp(TT)|
set_spec(S)|get_spec(S)

The set {out( T), in( TT), rd( TT), inp( TT),
rdp( TT), set spec( S), get spec( S) } is the set
of the classic Linda coordination primitives, extended with
the primitives to manage tuple centre behaviour, setting and
retrieving its behaviour specification; according to the rules
and constraints of the specific agent coordination context,
the execution of these actions with specific argument can be
allowed or forbidden, and in this last case the agent request
for executing the action would fail, reporting anoperation not
allowedexception. A target tuple centre can be either specified
or not:

• CoordinationOp – without specifying a target tuple
centre, thedefault tuple centre of the node (context) is
considered implicitly as the target;

• Tid ? CoordinationOp – in this case the target of
the action is the tuple centre identified by theTid identi-
fier; this identifier must be any valid logic term.

By means of theTid @ Node ? CoordinationOp com-
mand it is possible to execute an action on a different context
than the current one, provided by the nodeNode, according to
the global space perception supported byTuCSoN along with
the local one; if the agent has not yet an ACC to act inside that
context, the entrance is negotiated as in theenter( Node)
case. Finally, the ACC provides theexit commands to leave
current coordination context. This could be important when the
total time of agent participation to the context matters, for in-
stance when computing the cost of the coordination services.

C. The Organisational Model

Contexts and roles description, including inter-role relation-
ships and role admission/activation policies used in the ne-
gotiation stage to accept/build or refuse agent request, are
declaratively described by tuples in theconfig tuple cen-
tre of eachTuCSoN node. The coordination laws that define
the behaviour of theconfig tuple centre – expressed in the
ReSpecT language1 – coordinate agent entering requests del-
egated to the welcome services, by either allowing requests to
be satisfied and building the specific ACC configuration, or re-
jecting them, according to the the organisational rules and se-
curity constraints that occur (in that moment, dynamically) as
tuples in the tuple set. In this way, we exploit a general pur-
pose coordination virtual machine – theconfig tuple centre
– to realise a general purposeorganisation/security virtual ma-
chine, similarly to what can be found in some policy-driven and
CSCW middleware [34], [6], [23], [7]. As will be in details in
the following, theconfig tuple centre content is updated dy-
namically, according to the organisation and environment dy-
namics, tracing agents currently playing roles, dynamic infor-
mation from environment and events – reified as tuples – that
could be significative for defining organistational and security
rules.

1The ReSpecT source code defining the behaviour ofconfig tuple cen-
tre is not reported here because of lack of space, but it is available with the
TuCSoN open source distribution at theTuCSoN web site [11]



In the following we describe the basic ontology currenly used
to define role properties and the organisation rules as logic tu-
ples in theconfig tuple centre.

Role description– The templates involved are:
• role( Name, Cardinality , Policy )
• default role( Role )
• default role( AgentId , Role )

A tuple of template:
role( Name, Cardinality , Policy )

means that a role calledName is defined in the coordination
context; Cardinality indicates the maximum number of
agents that can play simultaneously the role;Policy de-
scribed the constraints ruling the actions of agents playing the
role; policies are defined as a list of facts and rules concerning
the constraints and properties of the role, and are described in
details later. Each coordination context (node) defines a default
role, that is assumed by agents not specifying explicitly the role
name in the description provided in agent coordination context
negotiation; this is described by tuples of template:

default role( Role )
Also, a specific default role for a particular agent can be speci-
fied. The template is:

default role( AgentId , Role )
When an agentAgentId asks to enter the coordination con-
text without specifying any role, the default role specific for it
is considered. If this information is not present, then the default
role for the context is considered. The default values enable ef-
fectiveawarenessof the coordination service toward the agent
entering the context, by setting up specific agent coordination
context according to its identity, without requiring it to explic-
itly provide this information. The same agent could have dif-
ferent default roles in different coordination nodes, according to
the information stored in theconfig tuple centres. Some ba-
sic roles are provided by the default: Guest, Inspector, Admin-
istrator. Finally, information about authentication requirement
for agents assuming a specific role can be specified be means of
tuples of template:

authentication required( Role , Type )
If no tuples of this kind are present, the roleRole does not
require the authentication of the agent in order to be played; in-
stead, if specified, it requires the identity of agents assuming the
role Role to be authenticated according to the authentication
typeType .

Role-User relationship– The templates involved are:
• allowed membership( Role , AgentId )
• forbidden membership( Role , AgentId )

A tuple of template:
allowed membership( Role , AgentId )

means that an agentAgentId is allowed to be member of the
roleRole . A tuple of template:

forbidden membership( Role , AgentId )
means that an agentAgentId is forbidded to be member of
the roleRole .

Role-Role relationships– The templates involved are:
• role not compatible( RoleA , RoleB )
• role excludes( RoleA , RoleB )

• role requires( RoleA , RoleB )
A tuple of template:

role not compatible( RoleA , RoleB )
means that the two roles can not be played at the same time by
the same agent. Note that this is an equivalence relationship. A
tuple of template:

role excludes( RoleA , RoleB )
means that if an agent is playing the roleRoleA , it cannot as-
sume the roleRoleB . Note that this relationship is not sym-
metric. A tuple of template:

role requires( RoleA , RoleB )
means that in order to assume the roleRoleA , an agent must
be playing the roleRoleB .

Context dynamics– Tuples of template:
player( AgentId , Role )

describe agents currently inside a coordination context, in par-
ticular that the agentAgentId is currently playing the role
Role . Instead, tuples of template:

tuple centre( TupleCentreId )
describe the tuple centres actually created (accessed at least
once) in theTuCSoN node.

D. Organisational Rules

1) Ruling Agent Entrance:These rules are applied by the
TuCSoN node during the negotiation of the agent coordina-
tion context, when entering the coordination context. Typically,
in role-based models these rules are calledrole admission con-
straintsand role activationpolicies. The request of an agent
AgentId to enter the coordination context in the roleRole
is satisfied (and the agent coordination context released) if and
only if three constraints are verified:

• the agent is allowed to assume that role. This constraint
is satisfied if(i) agent identity can be authenticated ac-
cording to the authentication type possibly required by the
role and expressed byauthentication required
tuples;(ii) directly allowed membership is found, or
forbidden membership is not found;

• the pre-condition on roles applies (such as role cardinal-
ity). This rule if satisfied if number of current agents play-
ing the role (a sub set of theplayer tuple set) is less than
the cardinality specified in therole description tuple;

• the role assignment is compatible with roles currently
played by the agent, according to the role relation-
ships described the tuple centre. This rule is sat-
isfied if (i) the new role Rn is compatible with
all the roles specified for eachplayer( Id , R) tu-
ple, i.e. no tuplerole not compatible( Rn, R)
and role not compatible( R, Rn) are found, (ii)
each role R currently played by the agent (tuples
player( Id , R) ) must not exclude the new roleRn,
i.e. norole excludes( R, Rn) tuples must be found,
and (iii) each roleR required by the new roleRn (found
in tuplesrole requires( Rn, R) ), must be currently
played by the agent, that is a tupleplayer( Id , R) ) must
be found.

2) Ruling Agent Actions:The ACC embodies the possibili-
ties and constraints related to a role in a coordination context, in



particular by enforcing the constraints specified asPolicy in
the role which the ACC represents. In particular, current prop-
erty set ontology for thePolicy list accounts for:

allowed actions( ActionList )
forbidden actions( ActionList )

These templates define what actions the agent is al-
lowed/forbidden to do. More specifically, an agent is allowed
to execute a generic actiona if a matches some action in the list
given by allowed actions tuple, or does not match any
action in the list given byforbidden actions tuple. An
action can be in the form

Tid ? op( T)
for op in {out , in , rd , rdp , inp }, and

Tid ? op spec ( Spec )
for op in {set spec , get spec }.
Then

validity date( DateFrom , DateTo )
defines the period in terms of date range in which
the agent coordination context used by the agent is
valid; DateFrom and DateTo must have the form

date( Year , Month , Day, Hour , Minute )
Finally

validity time( Time )
defines the period of validity (in milliseconds) of the agent co-
ordination context, starting from the moment in which the agent
enters the context.

Summing up, according to the configuration currently sup-
ported, an agent actionTid ?op(T) issued at the timet and
datedate (which are local to and provided by the ACC), is
allowed iff

• the temporal validity of the ACC described by the policy
still holds (t is less than the validity time specified and/or
thed is comprised in the range of the validity dates);

• an action matchingTid ?op(T) can be found in the al-
lowed actions, or no action matchingTid ?op(T) can be
found in the forbidden actions.

E. Dynamic Inspectability and Modifiability of Organisa-
tional/Security Setting

Dynamic inspectability and adaptability of the organisa-
tional/security settings are fundamental properties of the model.
First, the organisational and security settings defining the coor-
dination context can be dynamically obsered by inspecting the
tuple set content of theconfig tuple centre, either by means of
tools such as the inspectors [13], or by reading/retrieving tuples
throughrd andin coordination primitives. This makes it pos-
sible for intelligent agents(i) to inspect the coordination con-
text to understand what constraints and possibility they have,
according to their possible role,(ii) analyse and reason about
organisation dynamics and evolution.

Then, the organisational and security settings defining the
coordination context can be changed dynamically by changing
the logic tuples contained in theconfig tuple centre; this is
a fundamental property for managing organisation and securi-
ties issues in open systems, when rules and knowledge must be
changed adapted according to the organisation and environment
dynamics, unpredictable situations and problems, as happens in

the case of dynamic and environmental role based systems [14],
[8].

Since theconfig tuple centre itself is part of the organ-
isation and the ruled coordination context, it contains also the
roles and rules for accessing to its dynamic state – both in terms
of tuple set and specification set. For instance, in its default
configuration, only agents belonging to theAdministrator
role can change/remove tuples defining roles and role rules. So,
both in the cases of inspectability and modifiability, the agent
action on/perception of theconfig tuple centre is ruled by
agent coordination contexts.

Finally, the behaviour of theconfig tuple centre as organ-
isation/security virtual machine can be extended by adding co-
ordination laws (asReSpecT reaction tuples), for instance, to
trace the basic events occurring in the coordination contexts as
reified tuples. Examples of basic events currently traced are:

event( AgentId , enter( Role ), When)
event( AgentId , exit( Role ), When)

Tuples of the first template represent the event concerning an
agentAgentId entrance in current context in the roleRole ;
conversely, the tuples of the second template represent the event
concerning the exit of an agentAgentId – playing the role
Role – from the coordination context.

F. Advanced Policies

The agent coordination context notion promotes the support
of multiple models for role policy; in the case ofTuCSoN,
the description of policies according to different models are
eventually supported as a list of facts and rules interpreted and
enacted by the ACC. For instance, to support a basic form of
history based constraints, it could be useful to specify allowed
sequences of actions, and so, more generally, theprotocol re-
lated to the role. Other useful constraints that we are evaluating
(that in part can be conceived by a suitable description of the
protocol, according previous discussion) could be:

• themaximum numberof specific tuples that an agent is al-
lowed to place in a specific tuple centres of the node which
provides the coordination context;

• temporal rules: the maximum number of interactions per
seconds that an agent is allowed to execute; the minimum
latency that must present between two agent specific coor-
dination operations.

Moreover, not only constraints, but also quality of service
(QoS) issues could be interesting to include in the policy, for
instance:

• minimum throughput of the coordination service;
• maximum latencies of the coordination service. For in-

stance: maximum latency between two agent operation re-
quests.

These aspects concerning advanced role policies are subject of
undergoing explorations and development.

III. C OORDINATION AS A SERVICE

The notion of agent coordination concept allows issues about
the coordination as a service[35] concept to be better mod-
elled, making easier to conceive the explotation ofTuCSoN
coordination services in service-oriented computing contexts



[22]. In particular, ACC can be used to model explicitly QoS as-
pects and the context-awareness issues (in terms of both aware-
ness of the agent with respect to services, and viceversa); for in-
stance: non-functional aspects related to time (service duration,
leasing, validity time, etc.), space (resource usage, such as CPU
time, memory,etc.), quality of the communication (bandwidth,
latency, etc.), and cost of interaction/communication. Security
issues play an important role also in this case, and by means of
the ACC can be faced at different abstraction levels:

• from the service point of view, in terms of both(i) the
privileges/credentials that an agent must posses in order
to exploit the service, when negotiating the ACC, and(ii)
the actions allowed or forbidden for an agent exploiting a
specific service, according its ACC;

• from themeta-service point of view, in terms of the way
the service is exploited, in particular the security proper-
ties that characterise the medium enabling the interaction
and the exchange of information (for instance, encryp-
tion).

So, the ACC abstraction becomes the key point to support the
vision of TuCSoN as acoordination provider, providing co-
ordination as service with existent service-oriented infrastruc-
tures, such as OSGi [29], SOLACE [16], Web Services [36], Jini
[37], and the Grid [3]. The general idea is to enable the partic-
ipation to the sameTuCSoN coordination space through het-
erogeneous service-oriented infrastructures (see Fig. 1), upon
which theTuCSoN coordination service has been registered
accordingly, according to the environment in which agents are
immersed.

Through the specific service discovery protocol of the host-
ing service-oriented architecture, theTuCSoN Agent Meta Co-
ordination Context can be obtained to negotiate the ACC (as al-
ready seen in Fig. 2). In the Jini case for instance (Fig. 3),
a proxy object acting as MCC is registered to a lookup ser-
vice (point 1); after that, the proxy can then be retrieved by
clients asking the lookup service for theTuCSoN MCC inter-
face (point 2), and then used to negotiate ACCs with the Jini
Welcome Service of theTuCSoN node (point 3). In the Web
Service case (Fig. 4), theTuCSoN Meta Coordination Con-
text is published as Web service by theTuCSoN node through
a SOAP request to an UDDI Service (point 1). Thus, the reg-
istry information from UDDI about theTuCSoN service lo-
cation can be find by an agent (point 2), and used to locate a
WSDL document that details the interface semantics (related
to the Agent Meta Coordination Context) for interacting with
the TuCSoN Web (Welcome) Service (point 3). Then, with
the WSLD document representing the MCC interface, the agent
can contact the Welcome Service though a SOAP request (point
4) in order to negotiate the ACC, describing anenter com-
mand and related ACC properties. As a result of (a success-
ful) negotiation, the ACC is published as a web service, and its
WSLD document is released to the agent to bind and use its
agent coordination context.

IV. B ENEFITS

The agent coordination context notion makes it possible to
suitably model both static and dynamic issues of agent or-
ganisations, in terms of role management, dynamic security

Fig. 3. Retrieval of the Agent Meta Coordination Context in the case Jini case.

Fig. 4. Retrieval of the Agent Meta Coordination Context in Web Service case.

model, integrated uniformly with coordination model. Mod-
elling a MAS organisation implies giving explicit account for
its structure, pattern and rules [38]. As requirement, organisa-
tions must be dynamics, flexible, and context-awareness. The
TuCSoN ACC model explicitly provides a role-based organisa-
tional model, getting the benefits largely described in different
contexts: MAS [21], [4], [20], [17], CSCW [33], distributed
systems [24]. In particular, Role Based Access Model (RBAC)
have been extensively studied and used to effectively model se-
curity aspects in distributed systems [1], [30]. The joint effort
of the ACC model and tuple centre coordination model makes
it possible to support explicitly organisational rules and con-
straints, involving the specification of polices concerning mul-
tiple roles, team, and contextual information, for which RBAC
models have been found to be not fully adequate [18], [32],
[8]. From this perspective, theTuCSoN approach provides fea-
tures found in policy-driven middleware [6], [34], [24], provid-
ing means for encapsulation of organisational rules as policies,
their dynamic management, and their deployment for enact-
ing dynamic security models. In the context of agent-oriented
software engineering, this property makesTuCSoN a suitable
model for supporting smoothly the transition to the develop-
ment and deployment stages from the design stages carried on



with methodologies explicitly focusing on the organisational
and societal issues [26], [38].

A. Separation of Duty

The models support various degree ofseparation of duty
[31], [33], a security principle used to formulate multi-agent
control policies, requiring that two or more different agents be
responsible for the completion of a task or set of related tasks.
Typically separation of duties are enforced by constraints on
role membership, on role activation and on role use. In our
model, the constraints on role membership and on role ac-
tivation are enforced during the negotiation stage, while the
constraints on role use are enforced by the ACC used by the
agent. More specifically, the simplest form of separation of
duty is thestaticone, which accounts for strongly exclusion of
agents performing a specific role, and, consequently, exclusion
relationship among roles. Typically, static separation of duty
is realised by constraints on role membership; In our model,
this is provided by specifying organisational rules such as
allowed membership , forbidden membership and
by therole not compatible relationships. A more com-
plex separation of duty strategy is thedynamicone (also called
weak separation of duty), considered more suitable than the
static to support the actual functioning of dynamic/complex or-
ganisation [31]. Instead of focusing on role membership, it
concerns role activations, expressing user-role conflict accord-
ing to current user’s roles and role relationships. The simplest
form of dynamic separation of duty makes it possible to spec-
ify roles with common members, but with users that cannot
assume both roles at the same time; in our model this con-
straints can be expressed throughrole not compatible ,
role excludes androle requires relationships. Con-
straints on role use are generally adopted to provideoper-
ational, object-basedand history-basedseparation of duty,
which are the most complex form of dynamic separation of du-
ties; generally speaking they account for constraining agent ac-
tions according to dynamic evaluation of the action contexts,
involving shared objects/targets and interaction histories. Cur-
rently these constraints can be supported in theTuCSoN model
not directly by the ACC, but as coordinations laws embedded
in tuple centres. The advanced policies sketched in Subsec-
tion II-F provide the expressivity required for the purpose: ac-
cordingly, while tuple centres are conceptually better suited for
enforcing the constraints related to shared objects/targets (tu-
ples in our case), ACC, along with the advanced policy models
is suitable to manage constraints related to individual agents in-
teraction history, as required by operational and history-based
separation of duty.

B. Dynamic Security Model

The notion of agent coordination context makes it possible
to explicitly model the authentication and authorisation issues
pointed out in [9], in particular:

• the negotiation of the ACC with a welcome service of a
node can require the agent not only to provide but also to
prove its identity, according to the agent coordination con-
text requested. Standard authentication strategies, based

on public key infrastructures, are exploited: if the agent
coordination context requested by the agent need some
form of authentication (for instance, because of the role
the agent aims at playing), then the agent must provide a
certificate proving its identity along with the enter request
(through the service provided by theTuCSoN Meta Agent
Coordination Context); the request is then encrypted with
the private key of the target welcome service.

• the authorisation issues discussed in [9] are directly mod-
elled by the ACC role policies: altogether, the policies en-
forced by ACC and the coordination policies embedded in
tuple centres define the effect of the communication prim-
itives used by agent;

[9] clearly remarks the dualism and relationship between coor-
dination and security, in terms of modelling and shaping (con-
straining) the agent interaction space; here we extend this point
of view, remarking the dualism between coordination and or-
ganisation, understanding the ACC (and related role model) as
a tool to model not only security issues, but also (and mostly)
the organisation of multiagent systems

C. Organisation Inspection and Analysis

The model provides direct support for observation and anal-
ysis of organisation rules and dynamics: theconfig tuple
centre can be inspected by intelligent agents, and the organi-
sation state and behaviour read retrieved in terms of logic tu-
ples, thus promoting agent reasoning. This properties is es-
pecially important when considering open computational soci-
eties of agents [2]. Key characteristics of such societies are
agent heterogeneity, possibly conflicting individual goals, lim-
ited trust and high probability of non-conformance to specifica-
tions. E-markets are a good examples of application domains
where agents form such open computational societies in order
to achieve their goals. Consequently, it is very important that
the activity of such societies could be inspected, eventually us-
ing the observed information to reason about their current or-
ganisation and coordination state; This capability turns out to
be fundamental in order to both make predictions about society
evolution, and to change the coordination laws and the organi-
sational rules in order to lead the society behaviours toward the
desired patterns.

V. CONCLUSIONS ANDFUTURE WORKS

By these first experiments, modelling and developing the no-
tion of agent coordination context inTuCSoN model and in-
frastructure makes it possible to face some important issues re-
lated to MAS organisation and integration with service-oriented
infrastructures as first class aspects. Nevertheless, we plan
to evaluate and test current role model/ontology within com-
plex real world scenarios previously considered without the
agent coordination context framework, related to Virtual En-
terprises and workflow management systems, pervasive com-
puting (smart home and health care, in particular), and CSCW
environments. In particular, this exploration should drive the
enhancement of the basic agent coordination context with the
advanced policies sketched in Subsection II-F; Also, we aim at



developing a formal theory related to agent coordination con-
texts and the role model, which – along with formal foundation
of the coordination as a service notion [35], and more specifi-
cally of tuple centre model and of theReSpecT language se-
mantics – would enhance the possibilities of analysis and rea-
soning sketched in Subsection IV-C.
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