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Abstract— The notion of agent coordination context has been
introduced as a means to model and shape the space of agent in-

teraction and communication, and the agent presence in a situ- cioomn e O e |
ated environment. This paper describes experiments in modelling 77777/ \ . \ """"""" '
and developing the notion of agent coordination context within the ,
TuCSoN model for agent coordination, and discusses the related e t

benefits in terms of the engineering of multiagent system organi- X ' !
sation and integration with service-oriented infrastructures. :

I. INTRODUCTION {TuCSoN | TTucoon | e
iNode ! : i
The notion ofagent coordination contexs introduced in

Node 7
25 (context) |
[27] as a means to model and shape the space of agent in g
teraction and commumcatl(_)n, _generahsmg upon the c_oncept - TuCSoN Coordination Space layer |
of context-depended coordinatigb]. From the theoretical
perspective, agent coordination contexts both enable agentsigol. TuCSoN Overview- Agents access tHBuCSoN coordination con-
model the environment where they interact and communica%ts (services) — located at the coordination space layer — throuGisoN

. . ent Coordination Contexts — located at the ACC layer. The ACCs are nego-
and provide a framework to express how the environment akted (gray dotted thick line) with the Welcome Services, located at the service

fects the interpretation of agent communication acts. Duallypanagement layer.
from an engineering perspective, agent coordination contexts

enable agents to perceive the space where they act and interact, , o )
reason about the effect of their actions and communicatioff@nSidered by models supporting organisation, integrated with

and possibly affect their environment to achieve their goal€0rdination; moreover, they have been exploited to define the
also, agent coordination contexts allow engineers to encapg[ﬁt basic ontology, concerning the coordination context de-

late rules for governing applications built as agent systems, n#&!Ption, in particular the role management part. From this

diate the interactions amongst agents and environment, and geSPective, this work can be considered a natural following of

sibly affect them so as to change global application behavio%'previogs work Wherg the relationships between coordination
incrementally and dynamically. and the issue of security and topology have been explored, and
In this work we describe how the notion of agent coordind® TUCS0oN model extended accordingly [9].
tion context is modelled in th€uCSoN coordination model,
discussing the benefits in terms of organisation and coordina-
tion of multiagent system (MAS). In particular, we consider the
benefits in terms of both modelling aspects of MAS organisa- In order to introduce the concept of agent coordination con-
tion, and modelling issues related ¢oordination as service text, let's recall here some basic elements of TheCSoN
concept [35] — in the context of service-oriented environmentsodel for agent coordination. CoordinationTinCSoN is pro-
[22]. For this exploration, we considered requirements comided as aservice[35] to agents byTuCSoN nodes through
ing from state-of-the-art research work about role models, inple centred28] hosted by the nodes. EaduCSoN node
particular supporting dynamic issues, in the context of AOStefines acoordination contextwhere the coordination services
[4], [20], [21], [17], in the context of Computer Supported Coare situated; a coordination context can be conceived as an
operative Work (CSCW) [33], [14], [7], [23], and access corepen set of services enacted through tuple centres, organisa-
trol models developed to manage security in distributed sytfenal rules (roles, policies, ...) and dynamics that concern
tems [15], [1], [19], with particular attention for Role Base Aca TuCSoN node, its static and dynamic context. The collec-
cess Control (RBAC) models [30], [24] and systems providingon of all the TuUCSoN coordination contexts provided by the
policies to rules and promote organisation dynamics [34], [10fuCSoN nodes constitute th&uCSoN coordination space
These references have been exploited to understand the bgsicin the following when we speak about a coordination con-
requirements about dynamism and security model that musttbgt, the scope is a node. In order to access the services, an
o o ) L ) . agent musénterthe coordination context provided by the node,
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layers is provided in Fig. 1, described in more details in Sec- service layer coordination

tion Ill, where theTuCSoN service architecture is considered. e (1) Tosicome” context layer
Agents can enter the node coordination contexinbygoti- o iservies

ating a TUCSoN Agent Coordination ConteXACC) with the f i

node. The ACC is the means that allows the agent to exploit

the coordination services provided by a node; in other word,

the agent can act upon and perceive the coordination contexi ,cc conguration out. in. rd....

through the actions provided by ACC, it can participate to mul- O |'m [ ~\°C ‘

tiple coordination contexts simultaneously, by means of differ- e cente LAce TuCSoN |

ent agent coordination contexts. On the one side, the coordina- ACC layer Node

tion context concept does not concern a specific agent; on the

other side, ,the, e,lgem coordination ConteXt cpncept 1S _SpeCIflcaA!g. 2. ACC Negotiation and UsageThe negotiation of an agent coordination

tailored to individual agents, and their relationship with the cQontext involves (1) the agent issuing to a node Welcome Service the request

ordination context which they entered. The ACC provide the getenter, providing the description of the ACC in terms of role and qualities of

ofthe possible actions and observations that the agent can {SooTinaton servce: (2.3 he euluaton of e fecuestuih e creaton of

form in the context: as for theontrol roommetaphor described figuration in the ACC layer, exploited then by the agent to access coordination

in [27], it establishes the admissible agent inputs and the &gotext (5).

missible agent outputs. The idea (and related modelling and

engineering discipline) is to use the ACC to embed and enforggrole is characterised by a logic name, which must be unique

subject-centeredules, i.e. rules constraining agent actions binside the coordination context; the role name is specified in the

virtue of its own position (role) inside the organisation, its owagent coordination context description provided by the agent

actions in the specific coordination context related to that rolguring the negotiation stage. Alsmvironmental/implicit role

but also as the means to model and provide the quality it ngre supported, i.e. role not explicitly identified by a specific

gotiated for the coordination. Accordingly, the ACC concegiame but from dynamic/organisation properties; In this case, in

is strictly related to the notion d€ontroller that is provided the negotiation stage the agent does not specify directly the a

the Law Governed Interaction model [25]. Instead, as alreaghle name in the agent context description, and identifies it by

described extensively in other papers [28], [12], the tuple ceproviding some logic facts describing it.

tres are used to embed and enforce coordination laws toward

the fulfilment of social tasks, the prescription of social norms#,. Agent Coordination Context Negotiation

so rules and constraints that are mseogiety/organisatiocen- As already pointed out, the negotiation stage is engaged by
tered. Accordingly, in this context, they will be used to modejn agent with a specifiEtuCSoN node, providing the context
rules concerning the entrance and exit of an agent fromirawhich the agent wants to participate. More specifically, the
coordination context, and organisational/security policies thagent issues the enter request to sdm€SoN welcome ser-
can be found in policy-driven middleware [33], [10] So, ACGyice, representing thEuCSoN coordination service in the con-
and tuple centres together provide different and complementagyt of aservice-oriented infrastructurgsee Fig. 1), as will be
means for modelling and shaping agent interaction space witligplained better in Section Ill. The agent issues the enter re-
the context of an agent society/organisation: ACCs focus on t§gest through &uCSoN Meta Agent Coordination Context
individuals, tuple centres focus on societies. In this way, WR1CC), whose interface is described in details later on; the en-
recall the dualism between security and coordination issues @g-request must include the description of the agent coordina-
scribed in [9], and we generalise it toward the organisation afién context characterising its participation inside the node con-
coordination aspects. text (point 1, Fig. 2). Such a description is provided as a set of
The ACC enables agent participation to the context in spfirst logic facts. The ontology concerning ACC description can
cific role: each coordination context is characterised by a djxclude information about agent role inside the context (such
namic set of roles, asontext policy constructs extending the asrole( RoleName) ), and, more generally, information that
notion of role as a security construct [31], [30] toward the ogefine agent presence inside the coordination context and the
ganisation / coordination extent [38], [26], [21], [33]. The samguallities of the coordination service. The agent request is eval-
role can be found in different coordination contexts (so differegtted (point 2) according the current (dynamic) context charac-
nodes), with different properties. An agent can assume diff@érising theTuCSoN node, its security and organisational rules.
ent roles also in the same coordination context, by participatiffighe requested is accepted, the specific ACC configuration is
with different ACCs. Following [31], a role is meant to: built (point 3), and the ACC for the agent is setup in the ACC
« group subjects who may act in a role; layer (point 4). After that, the agent can exploit the released
« group the operations/actions comprising what may B&CC to act inside the coordination context (point 5), according
done in the role, and what obligations are charged upon tttethe constraints, rules, possibilities and qualities provided by
role; in our case the actions are based on the basic cooiti-agent coordination context.
nation primitivesin,out,rd,inp,rdp , the extended
onesset _spec, get _Spec ; B. Agent Coordination Context Structure
« group the objects/targets that may be acted upon, that inAs shown in Fig. 2, th@uCSoN Meta Agent Coordination
our case are tuples and tuple centres; Context is deployed to request an ACC and enter the coordina-




tion context. In particular, the model of the MCC account for
the following logic interface: CoordinationOp ::= _
L out(M)|in(TT)|rd(TT)|inp(TT)|rdp(TT)|

MCC Interface ::= o set_spec(S)|get_spec(S)

enter|enter(Node)|enter(Node, Description)

current(Contextld)|select(Contextld) The set {out( T), in( TT), rd( TT), inp( TT),
rdp( TT), set _spec( S), get _spec( S)} is the set
of the classic Linda coordination primitives, extended with

tifier of the agent coordination context released to the agem?.pr'.m't'\./es to manage tuplg cgntr.e behav!our, setting and
it is provided by the system and it can be used by the agéﬁ{“evmg |ts. behaviour speC|f|F:at|on, accordlng t.o the rules
for distinguish locally different coordination contexts which itt”‘hnd consgamtsf 3: the sgecmc _?r?ent g?ord|nat|on tc onte>;)t,
is participating simultaneoushDescription is a text pro- -1 €Xeculion of these actions with Specilic argument can be

viding a Prolog (first logic) theory. Thenter commands are allowed or forbidden, and in this last case the agent request
used to enter a coordination context: for executing the action would fail, reporting aperation not
enter used by an agent to énter the default Coordin(gjzllllowedexception. A target tuple centre can be either specified
. - -
tion context and get an agent coordination context, accor%{—nm' L . e
CoordinationOp  — without specifying a target tuple

ing to its identity. For instance, it could be the local node * .
where the agent is executing, or the nearest node that is centre, thelefault tuple centre of the node (context) is
i considered implicitly as the target;

available to an agent in the case of nomadic computing: Tid 2 Goordinationd i thi h ¢
the agent has not to know this details, it simply asks to * ''¢ ¢ ©00r inationOp ~ — in this case the target o
the action is the tuple centre identified by thid identi-

enter the coordination context; fier- this identifi b lid logic t
« enter( Node) — used by an agent to enter the coordina- 1er, this identifier must be any valid logic term.

tion context provided by a specifituCSoN node: By means of thdid @ Node ? CoordinationOp  com-

. enter( Node, Description ) — used by an agent to mand it is possible to execute an action on a different context
enter the coordination context provided by a specifi@@n the current one, provided by the nddede, according to
TuCSoN node, describing the properties and features 8¢ 9lobal space perception supportedliyCSoN along with

the agent coordination context which defines agent parti@€ local one; if the agent has not yet an ACC to act inside that
ipation: context, the entrance is negotiated as in ¢éiméer( Node)

According to the organisational rules enforced by the speciﬁ@se' Flnally,. thg ACC prowdes_tlmut commands to leave
urrent coordination context. This could be important when the

TuCSoN nodes — whose model is described in the followin ) L .

sections — the entrance can be allowed — providing the ag | time of agent participation to the context matters, for in-

with an ACC with a specific configuration — or forbidden stance when computing the cost of the coordination services.
Since the agent can participate to multiple contexts at the L

same time, the system provides a way to identify and seléet The Organisational Model

the agent coordination context previously retrieved: Contexts and roles description, including inter-role relation-
. current( Contextld ) — gets an identifier of current Ships and role admission/activation policies used in the ne-

agent coordination context; it is provided by the syste§ptiation stage to accept/build or refuse agent request, are

and it can be used while the agent is inside the relatégclaratively described by tuples in tleenfig  tuple cen-
coordination context, for Se|ecting it or exiting it. Aftertre of eachTuCSoN node. The coordination laws that define

leaving it, it is no more valid; the behaviour of theonfig tuple centre — expressed in the
. select( Contextld ) — selects current coordinationReSpecT language' — coordinate agent entering requests del-
context target of agent actions, by means of the ACC idefidated to the welcome services, by either allowing requests to
tified by Contextld . The operations succeeds only i€ satisfied and building the specific ACC configuration, or re-
Contextld refers to a valid agent coordination contextiecting them, according to the the organisational rules and se-
that is the agent is yet inside the coordination context; Ccurity constraints that occur (in that moment, dynamically) as
Itis worth noting that the node name/address can not be dired#jp!es in the tuple set. In this way, we exploit a general pur-
used as identifier, since an agent can participate to the saPRge coordination virtual machine — thenfig ~ tuple centre
node (context) with different ACCs — related, for instance, with {0 realise a general purposgganisation/security virtual ma-
different roles. ching similarly to what can be found in some policy-driven and
Once entered a context, the agent can act and perceive @@CW middleware [34], [6], [23], [7]. As will be in details in
cording to the coordination actions provided/ruled by its AC&e following, theconfig  tuple centre content is updated dy-
configuration[27]; the model of the actions provided by theh@mically, according to the organisation and environment dy-
ACC — which are the analogous of the commands ottherol namics, tracing agents currently playing roles, dynamic infor-

Node is the identifier of thefTuCSoN node providing the con-
text which the agent aims at enterir@ontextld is an iden-

room[27]) — accounts for: matli((j)nbfror_n gpvirqnmfentdar;_d events — _reifi_ed als tugles - t_hat
ACC Interface ::= COIU e significative for defining organistational and security
CoordinationOp | rules.
T!d ? CoordinationOp .| . IThe ReSpecT source code defining the behaviouraainfig tuple cen-
Tid @ Node ? CoordinationOp | tre is not reported here because of lack of space, but it is available with the

exit TuCSoN open source distribution at tHeiICSoN web site [11]



In the following we describe the basic ontology currenly used « role _requires( RoleA, RoleB)

to define role properties and the organisation rules as logic Wtuple of template:
ples in theconfig tuple centre. role _not _compatible( RoleA, RoleB)
means that the two roles can not be played at the same time by
the same agent. Note that this is an equivalence relationship. A
tuple of template:

role _excludes( RoleA, RoleB)
means that if an agent is playing the r&leleA , it cannot as-
sume the roleRoleB . Note that this relationship is not sym-
metric. A tuple of template:

role _requires( RoleA, RoleB)

Role description The templates involved are:

« role( Name Cardinality , Policy )

o default _role( Role)

o default _role( Agentld , Role)
A tuple of template:

role( Name Cardinality , Policy )
means that a role calledameis defined in the coordination
context; Cardinality .indicates the maximum. number of 1 aans that in order to assume the rBlaleA , an agent must
aggnts that can pl_ay S|m_ultane0usl_y the raRylicy dg- be playing the rol&RoleB .
scribed the constraints ruling the actions of agents playing the
role; policies are defined as a list of facts and rules concernif@ntext dynamics Tuples of template:
the constraints and properties of the role, and are described in player( Agentld , Role )
details later. Each coordination context (node) defines a defaifscribe agents currently inside a coordination context, in par-
role, that is assumed by agents not specifying explicitly the rdigular that the agengentld is currently playing the role
name in the description provided in agent coordination contd%le . Instead, tuples of template:
negotiation; this is described by tuples of template: tuple _centre( TupleCentreld )
default _role( Role) describe the tuple centres actually created (accessed at least
Also, a specific default role for a particular agent can be speéce) in theTuCSoN node.
fied. The template is:
default _role( Agentld , Role) D. Organisational Rules

When an agengentld asks to enter the coordination con- 1) Ruling Agent Entrance: These rules are applied by the
text without specifying any role, the default role specific for ryCSoN node during the negotiation of the agent coordina-
is considered. If this information is not present, then the defaﬁksn Context, when entering the coordination context. Typ|ca||y’
role for the context is considered. The default values enable gfyole-based models these rules are caltéd admission con-
fectiveawarenes®f the coordination service toward the agendtraints androle activationpolicies. The request of an agent
entering the context, by setting up specific agent coordinatigjentid to enter the coordination context in the rétele

context according to its identity, without requiring it to explic{s satisfied (and the agent coordination context released) if and
itly provide this information. The same agent could have dign|y if three constraints are verified:

ferent default roles in different coordination nodes, according to, e agent is allowed to assume that role. This constraint
the information stored in theonfig  tuple centres. Some ba-
sic roles are provided by the default: Guest, Inspector, Admin-
istrator. Finally, information about authentication requirement 4 and expressed bguthentication _required
for agents assuming a specific role can be specified be means of tuples:(ii) directly allowed _membership is found, or

tuples of template: , forbidden _membership is not found;

authentication ~_required(  Role , Type) « the pre-condition on roles applies (such as role cardinal-
If no tuples of this kind are present, the rdkole does not ) This rule if satisfied if number of current agents play-
require the authentication of the agent in order to be played; in- ing the role (a sub set of thgayer  tuple set) is less than
stead, if specified, it requires the identity of agents assuming the o cardinality specified in thele description tuple;
role Role to be authenticated according to the authentication, e role assignment is compatible with roles currently

is satisfied if(i) agent identity can be authenticated ac-
cording to the authentication type possibly required by the

typeType. played by the agent, according to the role relation-
Role-User relationship- The templates involved are: ships described the tuple centre. ~ This rule is sat-
. allowed _membership( Role , Agentld ) isfied if (i) the new role Rn is compatible with
. forbidden _membership( Role , Agentid ) all the roles specified for eacplayer( Id, R) tu-

ple, i.e. no tuplerole _not compatible( Rn, R)
and role _not _compatible( R, Rn) are found, (i)

means that an ageAgentld is allowed to be member of the elach roIeIdR Igurrentlyt pletyed |bél t?ﬁ agent l(;;ples
role Role . A tuple of template: player( » R)) must not exclude the new rolgn,

forbidden _membership( Role , Agentld ) i.e. norole _excludes( R, Rn) tuples must be found,

means that an ageigentld is forbidded to be member of and(iii) each roleR required by the new rol&n (found
in tuplesrole _requires( Rn, R)), must be currently

A tuple of template:
allowed _membership( Role , Agentld )

the roleRole . played by the agent, that is a tuplayer( Id , R) ) must
Role-Role relationships The templates involved are: be found.
« role _not _compatible( RoleA, RoleB) 2) Ruling Agent Actions:The ACC embodies the possibili-

o role _excludes( RoleA, RoleB) ties and constraints related to a role in a coordination context, in



particular by enforcing the constraints specifiedPaticy in the case of dynamic and environmental role based systems [14],
the role which the ACC represents. In particular, current prof8].

erty set ontology for th&olicy list accounts for: Since theconfig tuple centre itself is part of the organ-
allowed _actions( ActionList ) isation and the ruled coordination context, it contains also the
forbidden _actions( ActionList ) roles and rules for accessing to its dynamic state — both in terms

These templates define what actions the agent is af-tuple set and specification set. For instance, in its default
lowed/forbidden to do. More specifically, an agent is alloweconfiguration, only agents belonging to tAdministrator

to execute a generic actianf a matches some action in the listrole can change/remove tuples defining roles and role rules. So,
given byallowed _actions tuple, or does not match anyboth in the cases of inspectability and modifiability, the agent

action in the list given byorbidden _actions tuple. An action on/perception of theonfig tuple centre is ruled by

action can be in the form agent coordination contexts.

Tid ? op(T) Finally, the behaviour of theonfig tuple centre as organ-
forop in {out ,in ,rd , rdp ,inp }, and isation/security virtual machine can be extended by adding co-
Tid ? op_spec ( Spec) ordination laws (afkeSpecT reaction tuples), for instance, to
for op in {set _spec, get _spec }. trace the basic events occurring in the coordination contexts as
Then reified tuples. Examples of basic events currently traced are:

validity  _date( DateFrom , DateTo ) event( Agentld , enter( Role), When
defines the period in terms of date range in which event( Agentld , exit( Role), When

the agent coordination context used by the agent Tsiples of the first template represent the event concerning an
valid; DateFrom and DateTo must have the form agentAgentld entrance in current contextin the rdkele ;

date( Year, Month, Day, Hour, Minute ) conversely, the tuples of the second template represent the event
Finally concerning the exit of an ageAgentld - playing the role
validity  _time( Time) Role — from the coordination context.

defines the period of validity (in milliseconds) of the agent co-
ordination context, starting from the moment in which the ageRt Advanced Policies

enters the context. _ . _ The agent coordination context notion promotes the support
Summing up, according to the configuration currently SURt myitiple models for role policy; in the case GLCSON,
ported, an agent actiohid ?op(T) issued at the timé and o gescription of policies according to different models are
datedate (which are local to and provided by the ACC), issyentually supported as a list of facts and rules interpreted and
allowed iff enacted by the ACC. For instance, to support a basic form of
« the temporal validity of the ACC described by the policyistory based constraints, it could be useful to specify allowed
still holds ¢ is less than the validity time specified and/osequences of actions, and so, more generallyptb®col re-
thed is comprised in the range of the validity dates);  |ated to the role. Other useful constraints that we are evaluating
« an action matchingid ?op(T) can be found in the al- (that in part can be conceived by a suitable description of the
lowed actions, or no action matchifigd ?op(T) canbe protocol, according previous discussion) could be:

found in the forbidden actions. « themaximum numbeof specific tuples that an agent is al-
lowed to place in a specific tuple centres of the node which
E. Dynamic Inspectability and Modifiability of Organisa-  Provides the coordination context, _ _
tional/Security Setting « temporal rules the maximum number of interactions per

seconds that an agent is allowed to execute; the minimum
latency that must present between two agent specific coor-
dination operations.

Dynamic inspectability and adaptability of the organisa-
tional/security settings are fundamental properties of the model.
e el s Sty sl el e Cfforeover, not only consains, bt siso sy of senie
tuple set content of theonfig  tuple centre, either by means Ofinsct);)]clzsues could be interesting to include in the policy, for
tools such as the inspectors [13], or by reading/retrieving tuples =~ .. I .
throughrd andin coordination primitives. This makes it pos- * minimum throughput of the coord!nat!on Service; .
sible for intelligent agent§) to inspect the coordination con- * ma""’”?”‘ Ia_tenues of the coordination service. Fgr n-
text to understand what constraints and possibility they have, stance: maximum latency between two agent operation re-
according to their possible rol€j) analyse and reason about quests. ) . )
organisation dynamics and evolution. These aspects concerning advanced role policies are subject of

Then, the organisational and security settings defining tHQdergomg explorations and development.
coordination context can be changed dynamically by changing
the logic tuples contained in tteonfig  tuple centre; this is I1l. COORDINATION AS A SERVICE
a fundamental property for managing organisation and securi-The notion of agent coordination concept allows issues about
ties issues in open systems, when rules and knowledge mustheecoordination as a servicg35] concept to be better mod-
changed adapted according to the organisation and environmedtgd, making easier to conceive the explotationTafCSoN
dynamics, unpredictable situations and problems, as happensdordination services in service-oriented computing contexts



[22]. In particular, ACC can be used to model explicitly QoS as-

pects and the context-awareness issues (in terms of both aware

ness of the agent with respect to services, and viceversa); for in-

stance: non-functional aspects related to time (service duration,

. _— . | TUCSoN ; :
leasing, validity time, etc.), space (resource usage, such as CPL | oo mertace | Tucsan |

time, memory,etc.), quality of the communication (bandwidth, I T
latency, etc.), and cost of interaction/communication. Security g"‘ T '
issues play an important role also in this case, and by means o

the ACC can be faced at different abstraction levels: @ { Jini Lookup Service |

« from the service point of view, in terms of boti) the
privileges/credentials that an agent must posses in order G) PR — 3
to exploit the service, when negotiating the ACC, &iid 1
the actions allowed or forbidden for an agent exploiting a
specific service, according its ACC;

« from themetaservice point of view, in terms of the way
the service is exploited, in particular the security propeFig- 3. Retrieval of the Agent Meta Coordination Context in the case Jini case.
ties that characterise the medium enabling the interaction
and the exchange of information (for instance, encryp-

tion). @ Find
TuCSoN Web Service
So, the ACC abstraction becomes the key point to support the T SOAP request
vision of TUCSoN as acoordination providey providing co-

ordination as service with existent service-oriented infrastruc-

service layer

TuCSoN Welcome Service

Address

tures, such as OSGi [29] R ACE [16], Web Services [36], Jini (3)  service layer
[37], and the Grid [3]. The general idea is to enable the partic- Bind Weleer\Snce """ |
. . . . TuCSoN Web Service i Welcome Service !
ipation to the sam@uCSoN coordination space through het- = sorp s (=
erogeneous service-oriented infrastructures (see Fig. 1), upor (g DI Mccwsmmwmm\j

which the TUCSoN coordination service has been registered
accordingly, according to the environment in which agents are
immersed.

Through the specific service discovery protocol of the host-
ing service-oriented architecture, theCSoN Agent Meta Co- "TuCSON ACC WSDL Documen
ordination Context can be obtained to negotiate the ACC (as al-
ready Seen, In Flg'_ 2). In the Jl_m ca;e for instance (Fig. %ig.4. Retrieval of the Agent Meta Coordination Context in Web Service case.
a proxy object acting as MCC is registered to a lookup ser-
vice (point 1); after that, the proxy can then be retrieved by
clients asking the lookup service for tieCSoN MCC inter- model, integrated uniformly with coordination model. Mod-
face (point 2), and then used to negotiate ACCs with the Jisiling a MAS organisation implies giving explicit account for
Welcome Service of th#uCSoN node (point 3). In the Web its structure, pattern and rules [38]. As requirement, organisa-
Service case (Fig. 4), theuCSoN Meta Coordination Con- tions must be dynamics, flexible, and context-awareness. The
text is published as Web service by fieCSoN node through TuCSoN ACC model explicitly provides a role-based organisa-
a SOAP request to an UDDI Service (point 1). Thus, the regonal model, getting the benefits largely described in different
istry information from UDDI about th&uCSoN service lo- contexts: MAS [21], [4], [20], [17], CSCW [33], distributed
cation can be find by an agent (point 2), and used to locatgystems [24]. In particular, Role Based Access Model (RBAC)
WSDL document that details the interface semantics (relatedve been extensively studied and used to effectively model se-
to the Agent Meta Coordination Context) for interacting witkurity aspects in distributed systems [1], [30]. The joint effort
the TUCSoN Web (Welcome) Service (point 3). Then, withof the ACC model and tuple centre coordination model makes
the WSLD document representing the MCC interface, the agénpossible to support explicitly organisational rules and con-
can contact the Welcome Service though a SOAP request (pajtthints, involving the specification of polices concerning mul-
4) in order to negotiate the ACC, describing emter com- tiple roles, team, and contextual information, for which RBAC
mand and related ACC properties. As a result of (a successedels have been found to be not fully adequate [18], [32],
ful) negotiation, the ACC is published as a web service, and [8]. From this perspective, tiEUCSoN approach provides fea-
WSLD document is released to the agent to bind and use titges found in policy-driven middleware [6], [34], [24], provid-

service layer
[ Web Service |
i Welcome Service !

agent coordination context. ing means for encapsulation of organisational rules as policies,
their dynamic management, and their deployment for enact-
IV. BENEFITS ing dynamic security models. In the context of agent-oriented

The agent coordination context notion makes it possible software engineering, this property makesCSoN a suitable
suitably model both static and dynamic issues of agent enodel for supporting smoothly the transition to the develop-
ganisations, in terms of role management, dynamic secunitbent and deployment stages from the design stages carried on



with methodologies explicitly focusing on the organisational on public key infrastructures, are exploited: if the agent

and societal issues [26], [38]. coordination context requested by the agent need some
form of authentication (for instance, because of the role
A. Separation of Duty the agent aims at playing), then the agent must provide a

certificate proving its identity along with the enter request
(through the service provided by thieCSoN Meta Agent
Coordination Context); the request is then encrypted with
the private key of the target welcome service.

the authorisation issues discussed in [9] are directly mod-
elled by the ACC role policies: altogether, the policies en-
forced by ACC and the coordination policies embedded in
tuple centres define the effect of the communication prim-
itives used by agent;

The models support various degree s#paration of duty
[31], [33], a security principle used to formulate multi-agent
control policies, requiring that two or more different agents be
responsible for the completion of a task or set of related tasks.
Typically separation of duties are enforced by constraints on®
role membership, on role activation and on role use. In our
model, the constraints on role membership and on role ac-
tivation are enforced during the negotiation stage, while the

constraints on role use are enforced by the ACC used by g]? learl ks the duall d relationshio b
agent. More specifically, the simplest form of separation ] clearly remarks the dualism and relationship between coor-

duty is thestaticone, which accounts for strongly exclusion of Nation and security, in terms of modeliing and shaping (con-

agents performing a specific role, and, consequently, exclusi} ining) the agent interaction space; here we extend this point

relationship among roles. Typically, static separation of dufj VIEW: remarking the dualism between coordination and or-
is realised by constraints on role membership; In our mod ginisation, understanding the ACC (and related role model) as

this is provided by specifying organisational rules such tool to model not only security issues, but also (and mostly)

allowed _membership , forbidden _membership and the organisation of multiagent systems
by therole _not _compatible relationships. A more com-

plex separation of duty strategy is tbgnamicone (also called ¢, Organisation Inspection and Analysis

weak separation of duty), considered more suitable than theTh del ides direct t for ob i d |

static to support the actual functioning of dynamic/complex or- . € model provides direct support for observation and anal-
is of organisation rules and dynamics: tenfig tuple

ganisation [31]. Instead of focusing on role membership, e " be i ted by intelligent ¢ d th .
concerns role activations, expressing user-role conflict accoFc?—tr_‘ re ctart1 e L;]Sl;pic ed by in g 'gtef‘ a?je_n ? an ff o_rgatml-
ing to current user’s roles and role relationships. The simpl lon state and benhaviour read retrieved In terms of fogic tu-

form of dynamic separation of duty makes it possible to spee—es’ thus promoting agent reasoning. This properties is es-

ify roles with common members, but with users that cannBFC'a”y important when considering open computational soci-

assume both roles at the same time: in our model this COqi_es of agents [2]. Key characteristics of such societies are

straints can be expressed throughe _not _compatible ggent heteroggneity, posgi'bly conflicting individual goals,'llim-
role _excludes androle _requires relationships. Con- 'FEd trust and high probability of non-conformange t_o speCIflcg-
straints on role use are generally adopted to prowger- tions. E-markets are a good examples (.)f appllcgtlo_n d_omams
ational, object-basedand history-basedseparation of duty, where agents form such open computational societies in order

which are the most complex form of dynamic separation of e achieve their goals. Consequently, it is very important that

ties: generally speaking they account for constraining agenté e activity of such societies could be inspected, eventually us-

tions according to dynamic evaluation of the action context8d the observed information to reason about their current or-

involving shared objects/targets and interaction histories. C anisation and coordination state; This capability turns out to

rently these constraints can be supported inih@SoN model € fun-damental in order to both mgke predictions about society
not directly by the ACC, but as coordinations laws embeddgéfOIUt'on' and to change the coordination laws and the organi-
’ tional rules in order to lead the society behaviours toward the

in tuple centres. The advanced policies sketched in Subs ql«
. i L ; . desired patterns.

tion II-F provide the expressivity required for the purpose: ac-

cordingly, while tuple centres are conceptually better suited for

enforcing the constraints related to shared objects/targets (tu- V.. CONCLUSIONS AND FUTURE WORKS

ples in our case), ACC, along with the advanced policy models ) ) . )
By these first experiments, modelling and developing the no-

is suitable to manage constraints related to individual agents in- N :
Qn of agent coordination context iIUCSoN model and in-

teraction history, as required by operational and history—basté ) i _ )

separation of duty. frastructure makes_lt p955|ble t_o face s_ome_|mportz_ant issues re-
lated to MAS organisation and integration with service-oriented

infrastructures as first class aspects. Nevertheless, we plan
to evaluate and test current role model/ontology within com-
The notion of agent coordination context makes it possibjgex real world scenarios previously considered without the
to explicitly model the authentication and authorisation issuagent coordination context framework, related to Virtual En-

pointed out in [9], in particular: terprises and workflow management systems, pervasive com-
« the negotiation of the ACC with a welcome service of auting (smart home and health care, in particular), and CSCW
node can require the agent not only to provide but also émvironments. In particular, this exploration should drive the
prove its identity, according to the agent coordination conhancement of the basic agent coordination context with the

text requested. Standard authentication strategies, baaddanced policies sketched in Subsection II-F; Also, we aim at

B. Dynamic Security Model



developing a formal theory related to agent coordination cof9]
texts and the role model, which — along with formal foundation
of the coordination as a service notion [35], and more specifjy;
cally of tuple centre model and of tHieeSpecT language se-
mantics — would enhance the possibilities of analysis and rea-

soning sketched in Subsection IV-C.

(1]

[2]

(3]
[4]

(5]

(6]

(71

(8]

9]

[10]

(11]

(12]

(23]

(14]

(15]

(16]

(17]

(18]

[21]

REFERENCES [22]
G.-J. Ahn and R. Sandhu. Role-based authorization constraints specifica-
tion. ACM Transactions on Information and System Security (TISSEQ23]
3(4):207-226, 2000.

A. Artikis, J. Pitt, and M. Sergot. Animated specifications of computa-
tional societies. IfProceedings of the first international joint conferencef24]
on Autonomous agents and multiagent systgrages 1053-1061. ACM
Press, 2002.

F. Berman, G. Fox, and T. Hey, editor&rid Computing: Making the [25]
Global Infrastructure a RealityWiley, Dec. 2002.

G. Cabri. Role-based infrastructures for agents.Ptaceedings of the

8th IEEE Workshop on Future Trends of Distributed Computing Systems
(FTDCS 2001)IEEE, 2001. [26]
G. Cabri, L. Leonardi, and F. Zambonelli. Context-dependency in
Internet-agent coordination. In A. Omicini, R. Tolksdorf, and F. Zam-
bonelli, editorsEngineering Societies in the Agents Wordlume 1972

of LNAI, pages 51-63. Springer-Verlag, Dec. 2000. [27]
A. Corradi, N. Dulay, R. Montanari, and C. Stefanelli. Policy-driven man-
agement of agent systems. In M. Sloman, J. Lobo, and E. Lupu, editors,
Policies for Distributed Systems and Networks, International Workshoj28]
POLICY 2001 Bristol, UK, January 29-31, 2001, Proceedjngdume

1995 ofLecture Notes in Computer Sciengmges 214-229. Springer- [29]
Verlag, 2001.

M. Cortes. A coordination language for building collaborative applica-
tions. International Journal of Computer Supported Cooperative Worf30]
(CSCW)9(1):5-31, 2000.

M. J. Covington, W. Long, S. Srinivasan, A. K. Dev, M. Ahamad, and31]
G. D. Abowd. Securing context-aware applications using environment
roles. InProceedings of the Sixth ACM Symposium on Access control
models and technologiggages 10—20. ACM Press, 2001. [32]
M. Cremonini, A. Omicini, and F. Zambonelli. Multi-agent systems on
the Internet: Extending the scope of coordination towards security and
topology. In F. J. Garijo and M. Boman, editofdulti-Agent Systems
Engineering volume 1647 of.NAI, pages 77-88. Springer-Verlag, 1999.[33]
9th European Workshop on Modelling Autonomous Agents in a Multi-
Agent World (MAAMAW’99), Valencia (E), 30 June — 2 July 1999, Pro-
ceedings. [34]
N. Damianou, N. Dulay, E. Lupu, and M. Sloman. The ponder policy
specification language.ecture Notes in Computer Sciend®95:18-39,
2001.

DEIS Universia di Bologna/CesenduCSoN home page.
http://lia.deis.unibo.it/tucson/ .

E. Denti, A. Natali, and A. Omicini. Programmable coordination media.

In D. Garlan and D. Le Mtayer, editorsCoordination Languages and
Models — Proceedings of the 2nd International Conference (COORDINA-
TION'97), volume 1282 oLLNCS pages 274-288, Berlin (D), 1-3 Sept.[36]
1997. Springer-Verlag.

E. Denti, A. Omicini, and A. Ricci. Coordination tools for the develop{37]
ment of agent-based systempplied Artificial Intelligence16(9), Oct.
2002. Special Issue "From Agent Theory to Agent Implementation”.
W. K. Edwards. Policies and roles in collaborative applicationsPriz
ceedings of the ACM 1996 conference on Computer supported coopera-
tive work pages 11-20. ACM Press, 1996.

D. F. Ferraiolo, R. Sandhu, S. Gavrila, D. R. Kuhn, and R. Chandramouli.
Proposed nist standard for role-based access coff@M Transactions

on Information and System Security (TISSET3):224-274, 2001.

M. Fredriksson and R. Gustavsson. Theory and practice of behavior in
open computational systems. In R. Trappl, edi@ybernetics and Sys-
tems 2002Vienna, Austria, 2002. Austrian Society for Cybernetic Stud-
ies. 16th European Meeting on Cybernetics and System Research (EM-
CSR 2002), 2-5 Apr. 2002, Vienna, Austria, Proceedings.

L. Gasser. Mas infrastructure: Definitions, needs, and prospects.
T. Wagner and O. Rana, editoisfrastructure for Agents, Multi-Agent
Systems, and Scalable Multi-Agent Syster@ume 1887 ofLNAL
Springer-Verlag, 2001.

C. K. Georgiadis, |. Mavridis, G. Pangalos, and R. K. Thomas. Flexible
team-based access control using contexts.Prisceedings of the Sixth
ACM Symposium on Access control models and techno|quapges 21—
27. ACM Press, 2001.

(35]

(38]

In

J. B. D. Joshi, W. G. Aref, A. Ghafoor, and E. H. Spafford. Security mod-
els for web-based application€ommunications of the ACM4(2):38—

44, 2001.

A. Karageorgos, S. Thompson, and N. Mehandjiev. Semi-automatic de-
sign of agent organisations. Proceedings of the 17th symposium on
Proceedings of the 2002 ACM symposium on applied compytizges
306-313. ACM Press, 2002.

E. A. Kendall. Role modelling for agent systems analysis, design and
implementation|EEE Concurrency8(2), 2000.

V. Kotov. Towards service-centric system organization. Technical Report
HPL-2001-54, Computer Systems and Technology Laboratory — Hewlett
Packard (HP), Palo Alto, Mar. 2001.

D. Li and R. R. Muntz. COCA: Collaborative objects coordination ar-
chitecture. InComputer Supported Cooperative Wopages 179-188,
1998.

E. Lupu and M. Sloman. Reconciling role based management and role
based access control. Rroceedings of the second ACM workshop on
Role-based access contrpages 135-141. ACM Press, 1997.

N. H. Minsky and V. Ungureanu. Law-governed interaction: a coor-
dination and control mechanism for heterogeneous distributed systems.
ACM Transactions on Software Engineering and Methodology (TOSEM)
9(3):273-305, 2000.

A. Omicini. SODA: Societies and infrastructures in the analysis and de-
sign of agent-based systems. In P. Ciancarini and M. J. Wooldridge, edi-
tors,Agent-Oriented Software Engineeringlume 1957 o£ NCS pages
185-193. Springer-Verlag, 2001.

A. Omicini. Towards a notion of agent coordination context. In D. Mari-
nescu and C. Lee, editof3rocess Coordination and Ubiquitous Comput-
ing, pages 187-200. CRC Press, 2002.

A. Omicini and E. Denti. From tuple spaces to tuple centf@sience of
Computer Programmingt1(3):277—294, Nov. 2001.

OSGi - Open Services Gateway Initiatives Consortium. OSGi home
page.

http://www.osgi.org/ .

R. S. Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman. Role-based
access control model$£EE Computer29(2):38—-47, 1996.

R. Simon and M. E. Zurko. Separation of duty in role-based environ-
ments. InIEEE Computer Security Foundations Workshppges 183—
194, 1997.

R. K. Thomas. Team-based access control (tmac): a primitive for apply-
ing role-based access controls in collaborative environmengrolceed-

ings of the second ACM workshop on Role-based access comags
13-19. ACM Press, 1997.

A. Tripathi, T. Ahmed, R. Kumar, and S. Jaman. A coordination model
for secure collaboration. In D. Marinescu and C. Lee, editBrecess
Coordination and Ubiquitous Computingages 1-20. CRC Press, 2002.
A. Tripathi, T. Ahmed, R. Kumar, and S. Jaman. Design of a Policy-
Driven Middleware for Secure Distributed Collaboration.|hnproceed-
ings of the 22nd International Conference on Distributed Computing Sys-
tems (ICDCS)pages 393—-400, July 2002.

M. Viroli and A. Omicini. Coordination as a service: Ontological and
formal foundation. In A. Brogi and J.-M. Jacquet, editdisiindations of
Coordination Languages and Software Architectures — Papers from FO-
CLASA'02 volume 68 ofElectronic Notes in Theoretical Computer Sci-
ence Elsevier Science B. V., 2002.

W3C. Web services activity home page.

http://www.w3.0rg/2002/ws/

J. Waldo. The Jini architecture for network-centric computi@@mmu-
nications of the ACM42(7):76-82, July 1999.

F. Zambonelli, N. R. Jennings, and M. Wooldridge. Organisational rules
as an abstraction for the analysis and design of multi-agent sysiteters.
national Journal of Software Engineering and Knowledge Engineering
11(3):303-328, 2001.



