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Abstract

A peer-to-peer(P2P) network consists of nodes
that are capable of sharing resources and
services with each other in a decentralized and
distributed manner. A mnode joining a P2P
network uses the node discovery protocol to
discover other modes already in the network.
A node then wuses the resource discovery
protocol to distribute and acquire resources
from other nodes in the network. Existing
algorithms for P2P networks optimize the
resource discovery protocol to guarantee rapid
and reliable resource sharing. In this paper,
we describe an intelligent node discovery
protocol using a mobile agent enabled P2P
system.  Our simulation results show that
agent based node discovery techniques in
P2P systems can compare to and even out-
perform traditional node discovery techniques.
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1 Introduction

The peer-to-peer(P2P) model[9] provides a
suitable paradigm for agents to interact and
cooperate with each other. P2P systems con-
sist of a network of peer nodes that are capa-
ble of sharing resources and services with each
other. A P2P network is dynamically created
and destroyed as peer nodes join and leave the
network. Therefore, the topology of a P2P net-
work is determined largely by the incentives to

the users at the peer nodes to share and dis-
tribute resources. These incentives comprise
several factors including the connectivity of the
nodes in the network that the user wishes to
join, availability of resources at those nodes
and the user’s requirements. Current meth-
ods for discovering nodes in a P2P network
include naive techniques such as flooding the
network[6] and refined algorithms such as local
indexed based node discovery [16] and rumor
mongering (gossip)[11].

We envisage that a significant performance
improvement can be achieved in discovering
nodes in P2P networks by using mobile intel-
ligent agents that dynamically determine the
network topology. Experimental simulations of
the node discovery protocol using our mobile
agent based P2P system indicate that agent
based techniques compare favorably with tra-
ditional node discovery techniques in P2P net-
works.

2 Peer-to-Peer (P2P)
Network Protocols

A P2P system is a decentralized and dis-
tributed network of nodes that is capable
of sharing and distributing resources between
themselves. The primary objective of a node
in a P2P network is to search and acquire re-
sources and services available on other nodes
in the network and, simultaneously allow other
nodes to access resources present on the node
itself. For this every node uses a node discov-
ery protocol to determine other nodes in the



network and a resource discovery protocol to
determine resources on other peer nodes. The
node discovery protocol consists of two mes-
sages. A node uses a ping message to probe
and discover other nodes in the network. A
pong message is a response to a ping message
and it contains information about the reply-
ing node including the Internet address, avail-
able bandwidth, and networking resources. Af-
ter a node becomes aware of its peer nodes it
uses the resource discovery protocol to discover
resources that are possibly present on those
peers. The resource discovery protocol com-
prises the query message that is forwarded to
successive peers until the resource is discovered
or the lifetime of the message expires. If the
resource is found on a peer node a queryHit
message is sent back to the node originating the
query. The requesting node and the providing
node then decide on the exchange protocol for
the resource.

2.1 Incentive Driven
Node Discovery

The nodes in a P2P network join and leave the
network in an ad-hoc manner. A node joins
the P2P network when the user at the node
either wishes to download resources from users
on other peer nodes in the network, or, desires
to share resources with other users. In both
situations, the decision of the user to join the
P2P network is driven by an incentive based
on the availability of resources. The objective
of a user joining a P2P network is always to
connect to peer nodes that promise the best
incentives from the resulting association.

The incentive driven model can be also ap-
plied to node discovery in the P2P network.
The incentive for the user node would be to
connect to nodes that are potentially resource-
ful. At the network level, resourceful nodes are
characterized by the following parameters:

e Node Availability: A highly available
node is one that remains accessible for a
considerable time and also responds rea-
sonably quickly to information queries.
Highly available nodes are suitable candi-
dates to connect to in a P2P network be-

cause they might have acquired substan-
tial resources over time. Moreover, a rea-
sonable response time guarantess that un-
successful resource queries do not delay
other users.

e Node Connectivity: A well-connected
node is likely to interact with several
nodes in the network and can provide in-
formation about other suitable nodes to
connect to.

¢ Reliability of Information: The in-
formation provided by a node cannot be
guaranteed to be authentic. Reliability of
the information exchanged in a P2P net-
work is not addressed in the traditional
P2P model[9]. In our model, we have ac-
comodated information reliablity by ap-
pending the information with a reliability
value. It can be argued that this relia-
bility value can be manipulated by mali-
cious nodes. However, during node dis-
covery, information about other nodes in
the network and the reliability of that in-
formation is continuously updated as the
network discovery protocol proceeds. Dy-
namic update of the reliability informa-
tion of a node from different nodes can
reduce collusions to malign the reputaion
of a node.

A node joining the P2P network should se-
lectively connect to nodes that possess the
best values for the above parameters. Dur-
ing node discovery, the parameters already ob-
tained from a node can change even as other
nodes are getting discovered. Therefore, the
information about other nodes discovered by
a node should be continuously updated. Mo-
bile agents can be suitably used to determine
the network related parameters of the nodes
in a P2P network, select a node based on the
incentives offered to the user and dynamically
update the network and node information that
has already been collected. In the next sec-
tion we describe an agent based framework for
dynamically discovering nodes that offer best
incentives for a new node to connect to, using
a gossip based learning mechanism.



3 Mobile Agent Based Node
Discovery in P2P Networks

A mobile agent is a piece of software code that
can be sent across a network to a remote loca-
tion, and continue its execution after it reaches
the remote site. A mobile agent that is intel-
ligent can also react to changes in the envi-
ronment, learn from the environment and use
the information learnt to refine its operation so
that it can perform its tasks more efficiently.
Mobile intelligent agents can be used to im-
plement the node discovery protocol in P2P
networks by adaptively learning about suitable
nodes to visit while migrating through different
nodes in the network.

3.1 Agent Framework

To support the node discovery protocol in a
P2P system, every node contains the agents
shown in Figure 1.

We have used the Java based IBM Aglets
SDK [8] to implement the agent framework. In
the Aglets SDK, agents called aglets are imple-
mented as Java threads that can be serialized
into a TCP/IP message and sent to a remote
location. On arrival at the remote location, the
thread is deserialized and the aglet can perform
the task designated for that location. Aglets
are executed inside an aglet server. Therefore,
each node in our P2P network should run an
aglet server so that it can send and receive
aglets. In our system, aglets communicate with
each other using asynchronous messages in a
language similar to FIPA ACL[3]. Aglets are
also capable of remote messaging. However,
we have restricted aglets to communicate lo-
cally with other aglets within the same server
to ensure communication security and improve
congestion.

4 Node Discovery Protocol

The node discovery protocol is implemented in
our system by the reconnaissance agent. The
aglet server running on a node contains a con-
troller agent that receives the user requests.
When a user wishes to join the P2P network,

he sends a join request to the controller agent.
To join the P2P network, the controller agent
requires the address of at least one more node
from which the address requests can be fur-
ther forwarded. We have used a central server
model similar to Napster[10] to enable a node
discover at least one neighbor. A central server
contains the address of well connected nodes
in the network. The addresses of nodes within
the central server get updated as nodes join
and leave the network.

The controller agent requests the central
server to respond with the address of a well-
connected node. The controller agent then cre-
ates a reconnaissance agent with the following
attributes:

1. unvisitedURLList that initially contains
the address of the well-connected node re-
turned by the central server. The unvisit-
edURLList gets updated as the reconnais-
sance agent visits different nodes,

2. numConn, the desired number of nodes
that the user wishes to have as immedi-
ate neighbors, and,

3. an incentive function used by the recon-
naissance agent to determine the suitabil-
ity of a node that it visits to be an imme-
diate neighbor of its origin node

4.1 Agent Interaction Protocol

The reconnaissance agent visits each site in its
unvisitedURL List and interacts with the infor-
mation agent using the following protocol:

1. On arriving at a remote site, the recon-
naissance agent submits the address of its
origin node to the information agent.

2. The information agent responds with
a communication key that is used to
uniquely identify all communication the
information agent has with the current re-
connaissance agent.

3. The reconnaissance agent and informa-
tion agent exchange information about ad-
dresses of other nodes that they are aware
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Figure 1: Different types of agents inside a node of an agent enabled P2P system for implementing

the node discovery protocol.

of using a gossiping algorithm. FEach ad-
dress is accompanied by a score based on
an incentive function and the reliability of
the score.

4. The reconnaissance agent uses an incen-
tive function to calculate a score for the
node being currently visited. Simultane-
ously, the information agent on the node
also uses its incentive function to deter-
mine a score for the origin node of the
reconnaissance agent based on its interac-
tions with the reconnaissance agent.

5. The reconnaissance agent updates the un-
visitedURLList to include the addresses
learnt from the information agent and
ranks the addresses based on their score
and score reliability.

6. The reconnaissance agent then proceeds to
visit the nodes contained in the unwvisite-
dURLList and repeats the same protcol on
arriving at each node.

Reliability of Score

Address | Score

Figure 2: Gossip format exchanged during the
agent interaction protocol.

7. When the reconnaissance agent has visited
numConn nodes it reverts back to the ori-
gin and submits the list of addresses to the
controller agent.

The controller agent selects the nodes re-
turned by the reconnaissance agent that pro-
vide a high incentive to connect to based on
the nodes’ score and score-reliability.

4.2 Incentive Function

The gossip information format exchanged be-
tween the reconnaissance agent and informa-
tion agent is shown in Figure 2. The address of
a node in the P2P network is associated with a



score for the node and a reliability of the score
information. The score for a node is computed
using the incentive function shown in Equation
2 when the reconnaissance agent from a node
interacts with the information agent on a node
it is visiting during step 4 of the agent interac-
tion protocol described above.

Score(node) = (1)
w1 (No. of successful communications-
with agent representing the node) +
wa(No. of addresses obtained from agent)
+w3(No. of previously undiscovered-

addresses obtained from agent)

The terms on the rhs of Equation 1 are
compatible with the incentive parameters of a
node discussed in Section 2.1. The number of
successful communications indicates that the
agent and the node containing the agent have
a reasonable response time and are available
for communication with other nodes. The to-
tal number of addresses obtained from a node
indicates the connectivity of the node, and, the
number of new addresses discovered indicates
that the node has been recently active and is
aware of nodes that have recently joined the
P2P network. The weights w;,ws and w3 in-
dicate the preferences of the agent that is as-
sessing the score of the node. For example, a
high value of w; indicates that node availabil-
ity is an incentive for the agent to attribute a
high score, while high values for wy and w3 in-
dicate that the agent prefers highly connected
and active nodes respectively.

The reliability of the score obtained in equa-
tion 2 is based on the inverse proximity of the
source of the information. For example, when
a reconnaissance agent and information agent
interact and assign a score to each other, the
score information is considered to be reliable.
Each agent has directly interacted with the
other and is aware of each others parameters on
the rhs of Equation 1. On the other hand, the
score information about another node that the
reconnaissance agent receives from the infor-
mation agent is considered less reliable because

the reconnaissance agent has not had direct in-
teraction with that node. Reliable information
is assigned a low numeric value.

The reconnaissance agent and controller
agent use a weighted sum of the score and
score reliability obtained through gossip to
rank nodes and select suitable nodes to visit
or connect to as shown in Equation 2. w, is
a weight that the agents use to express their
preference for reliable versus unreliable nodes.

Rank(address) = (2)
Score of address +

w, * (Reliability of score)

5 Simulation Results

Our objective for the simulation runs was to
verify the operation of our algorithm for in-
centive based node discovery. Therefore, we
assumed that a P2P network with 10 nodes is
already available and 3 of those nodes are well-
connected. We assume that a well-connected
node is a node with 3 or more active connec-
tions represented by gossip information that
contains three addresses that have a highly re-
liable score. In all our simulation runs, we cre-
ated a new node that wishes to join the P2P
system. The desired number of connections
numConn in the P2P network required by the
joining node was set to 8. The agent prefer-
ences while determining the score of a node
using Equation 1 was set to node availability
(w; = 1.0) and node connectivity (we = 1.0)
with a moderate preference for discovering new
nodes (w3 = 0.7). The reconnaissance agent
assigns a high weight » = 0.8 to the score reli-
ability information while ranking the nodes us-
ing Equation 2. Results shown on the graphs
were averaged over 5 simulation runs.

Figure 3(a) shows the number of actual ac-
tive connections that the different nodes in the
P2P network have, normalized over the maxi-
mum number of connections (9) that a node
can have, and, the normalized score for the
different nodes determined by the reconnais-
sance agent sent by the node that joins the
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Figure 3: (a) Number of active connections of the nodes in a P2P network and the score of the node
calcuated by the reconnaissance agent. (b) Time vs. the number of nodes discovered by flooding
and the gossiping algorithm using mobile agents.

P2P network. The high degree of correlation
between the actual number of connections and
the score determined by the reconnnaissance
agent shows that our algorithm is successful in
determining nodes with high availability and
connectivity and is suitable for node discovery.

Figure 3(b) compares the performance of
our intelligent node discovery algorithm to the
flooding technique used in P2P systems. Our
experimental results show that the agent based
technique is capable of detecting nodes more
rapidly than flooding. The first node detected
by the agent based node discovery technique is
the well conneccted node returned by the cen-
tral server. Thereafter, flooding initially de-
tects more nodes because the reconnaissance
agent expends time in migrating to remote
nodes, gossiping and determining the score of
a node. However, the reconnaissance agent
returns to the origin node around 15 seconds
through the simulation after discovering 6 out
of the 10 nodes. Some of the nodes in the net-
work were pendant nodes with only one con-
nection and were therefore, difficult to reach
by the reconnaissance agent. Although the re-
connaissance agent obtained the information
about these nodes through gossip, it did not
visit the nodes because they had a low value for
the reliability of the score information. Since
the number of nodes discovered(6) was less

than numConn(8), the controller agent sent
another reconnaissance agent to possibly dis-
cover more nodes and that agent returned in
about another 5 seconds. By changing the
value of r in Equation 2 from 0.8 to 0.4 all
the nodes were discovered in one trip of the
reconnaissance agent. Our simulation results
illustrate that the agent based node discovery
technique in P2P systems performs better than
flooding the network to discover peer nodes.

6 Related Work

P2P systems have become an area of active
research and development since the popular-
ity of online resource sharing services such
as Freenet [4], Gnutella [6], Napster[10] and
SETI@home[14]. Most of the P2P research lit-
erature [12, 15] has focussed on building scal-
able and distributed resource location systems
for wide-area peer-to-peer applications. The
Anthill framework[1] uses intelligent agents for
node and resource discovery in a P2P sys-
tem. Mobile agents called ants move across the
nodes in a P2P network to discover resources
and accomplish distributed tasks. However,
most of these systems address issues related to
resource discovery in P2P networks.
Techniques for intelligent node discovery in
P2P networks in [16] use searches of limited



diameter from the node originating the search
along with data caching at every node to in-
crease data replication. In [11] rumor mon-
gering techniques are used to limit the num-
ber of nodes visited during node discovery and
avoid flooding of the entire network by multi-
cast messages. However, in both these tech-
niques information about network parameters
of the nodes is not incorporated in the node
discovery strategy leading to an uninformed
search among the peer nodes. In contrast, the
technique described in this paper selects peer
nodes based on an incentive function so that
the nodes selected by the user for connecting
to, reflect the user’s interests.

7 Conclusion

In this paper, we have described an algorithm
for intelligent node discovery in a P2P system
using mobile agents. Our simulation results
indicates that dynamic node discovery based
on user incentives improves the node discovery
protocol a P2P network.

This work is the first step in our research on
agent enabled P2P systems. We have already
started developing an incentive based model
for resource discovery. We envisage that re-
source discovery can be improved by forming
topic based sub-communities of nodes within a
larger P2P network. We are also working on
secure P2P interactions and studying the over-
head of secure communication between agents
in a P2P system.

The P2P system described in this paper is a
simulation of P2P network using agent servers
to model peer nodes. In the future, we plan to
overlay our agent framework over a large P2P
community such as JXTA [7] to compare the
performance of agent enabled intelligent P2P
systems with traditional P2P networks. From
our preliminary results described in this paper,
we envisage that agent enabled P2P systems
are likely to compare favorably with network
based P2P systems.
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