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Summary. The routing of traffic between Internet domains, 1 Introduction

or Autonomous System@#Ss), a task known asterdomain

routing, is currently handled by the Border Gateway Protocol The Internetis comprised of many separate administrative d
(BGP). In this paper, we address the problem of interdomainmains known agutonomous Syster(dSs). Routing occurs
routing from a mechanism-design point of view. The applica-on two levels, intradomain and interdomain, implemented by
tion of mechanism-design principles to the study of rouisng two different sets of protocols. Intradomain-routing rot
the subject of earlier work by Nisan and Ronen [15] and Her- cols, such as OSPF, route packets within a single AS. In-
shberger and Suri [11]. In this paper, we formulate and solveterdomain routing, currently handled by the Border Gateway
aversion of the routing-mechanism design problem thafis di Protocol (BGP), routes packets between ASs. Although rout-
ferent from the previously studied version in three ways thaing is a very well-studied problem, it has been approached by
make it more accurately reflective of real-world interdomai computer scientists primarily from an engineering or “pro-
routing: (1) we treat the nodes as strategic agents, rathant  tocol-design” perspective.

the links; (2) our mechanism computes lowest-cost routes fo  In their seminal paper oalgorithmic mechanism design

all source-destination pairs and payments for transit mde Nisan and Ronen [15] advocate combining an economic, “inc-
on all of the routes (rather than computing routes and pay-entive-compatibility” approach with the more traditiomabto-
ments for only one source-destination pair at a time, as iscol-design approach to the problem. Internet routing isxan e
done in [15,11]); (3) we show how to compute our mecha-tremely natural problem in which to consider incentives, be
nism with a distributed algorithm that is a straightforwaed-  cause ownership, operation, and use by numerous indepen-
tension to BGP and causes only modest increases in routingdent, self-interested parties give the Internet the chierise
table size and convergence time (in contrast with the centics of an economy as well as those of a computer. In this
tralized algorithms used in [15,11]). This approach of ugin paper, we continue the study of routing from a mechanism-
an existing protocol as a substrate for distributed computa design perspective, concentrating specifically on interaio

tion may prove useful in future development of Internet al-routing, for reasons explained below.

gorithms generally, not only for routing or pricing problem In our formulation of the routing-mechanism design prob-
Our design and analysis of a strategyproof, BGP-based routlem, each AS incurs a per-packebst for carrying traffic,

ing mechanism provides a new, promising directiordis-  where the cost represents the additional load imposed on the
tributed algorithmic mechanism desigmhich has heretofore internal AS network by this traffic. To compensate for these
been focused mainly on multicast cost sharing. incurred costs, each AS is paidpaice for carrying transit
traffic, which is traffic neither originating from nor destid

for that AS. It is through these costs and prices that con-
sideration of “incentive compatibility” is introduced tde
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form at the 2002 ACM Symposium on Principles of Distributed owest-cost paths (LCPs). We are following previous work on

Computing [5]. mechanism design for routing [15, 11] by introducing incen-
** Supported in part by ONR grants N00014-01-1-0795 andtives in this way, and focusing on lowest-cost paths.
N00014-01-1-0447 and NSF grant CCR-0105337. The main difference between this paper and previous al-
*** Supported in part by NSF grants ITR-0081698 and ITR- gorithmic mechanism design for routing is our focus on com-
0121555 and by an IBM Faculty Development Award. puting the routes and prices irdéstributedfashion. Further-
 Supported by ONR grant NO0014-01-1-0795. more, in order to steer the mechanism-design approach to-

 Supported in part by NSF grants ITR-0205519, ANI-0207399, wards practical implementation, we consider only distieoli
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protocol of BGP. We develop a “BGP-based computational
model” to capture these requirements and seek to compute
the routes and prices in this model.

Given a set of costs, the LCPs can be computed usinge
standard routing protocols (such as BGP). However, under
many pricing schemes, an AS could be better off lying about
its costs} such lying would cause traffic to take non-optimal
routes and thereby interfere with overall network efficignc

To prevent this, we first ask how one can set the prices
so that ASs have no incentive to lie about their costs; as we
discuss in Section 2, such pricing schemes are called éstrat
gyproof.” We also require that ASs that carry no transitficaf
receive no payment. We prove that there is only one strate-
gyproof pricing scheme with this property; it is a member of
the Vickrey-Clarke-Groves (VCG) class of mechanisms [23,
3,10]. This mechanism requires a per-packet price to be paid
to each transit nodg; this price is determined by the cost of
the LCP and the cost of the lowest-cost path that does not pass
throughk. We next ask how the VCG prices should be com-

choice in order to model more accurately the interdomain-
routing scenario. This complicates the problem, because
there are now:? LCP instances to solve.

Third, we compute the routes and the payments not with
a centralized algorithm, as is done in [15,11], but with
a distributed protocol based on BGP. This is necessary
if the motivation for the mechanism-design problem is
Internet routing, because interdomain-route computation
is in fact done in a distributed fashion, with the input
data (AS-graph topology) and the outputs (interdomain
routes) stored in a distributed fashion as well. The various
domains are administratively separate and in some cases
competitors, and there is no obvious candidate for a cen-
tralized, trusted party that could maintain an authowxati
AS graph and tell each of the ASs which routes to use.
Real-world BGP implementations could be extended eas-
ily to include our pricing mechanism, and we prove that
such an extension would cause only modest increases in
routing-table size and convergence time.

puted, and we provide a “BGP-based” distributed algorithm
that accomplishes this. Our approach of using an existing network protocol as
Our results contribute in several ways to the understanda substrate for realistic distributed computations maywero
ing of how incentives and computation affect each other inuseful generally in Internet-algorithm design, not onlyont-
routing-protocol design. Nisan and Ronen [15] and Hersh-ng or pricing problems. Algorithm design for the Internesh
berger and Suri [11] considered the LCP mechanism-desigihe extra subtlety that adoption is not a decision by a system
problem, motivated in part by the desire to include incentiv.manager, concerned only with performance and efficiency,
issues in Internet-route selection. The LCP mechanism studdut rather a careful compromise by a web of autonomous
ied in [15,11] takes as input a biconnected graph, a singléntities, each with its own interests and legacies. Bac#twar
source, a single destination, and a (claimed) transmigsisn ~ compatibility with an established protocol is a constraind
for each link; the strategic agents are the links, and thehmec criterion that is likely to become increasingly importanta
anism computes, in a strategyproof manner, both an LCP foprevalent.
this single routing instance and a set of payments to thelink  Despite these efforts to formulate the problem realisti-
on the LCP. This mechanism is a member of the VCG familycally, there are several aspects of reality that we delibgra
and forms the point of departure for our work. However, our ignore. First, per-packet costs are undoubtedly not thé bes
formulation of the problem differs in three respects, eath o cost modelg.g, in some cases transit costs are more admin-
which makes the problem more representative of real-worldstrative than traffic-induced. Second, BGP allows an AS to
routing: choose routes according to any one of a wide variety of local
policies; LCP routing is just one example of a valid policy,
and, in practice, many ASs do not use it [22]. Furthermore,
. : ) €most ASs do not allow non-customer transit traffic on their
because we are trying to modatgrdomamroutmg. ASS network? In this paper, we ignore general policy routing and
a_ctuallya_relnd(_apendenteconomlc actors \.Nho CO.UId Stratey o nsit restrictions; we only use LCPs. Lastly, BGP does not
gize f_OT financial advantage in mterdomam-routmg deci- currently consider general path costs; in the cases in which
sions; in the BGP computational model into which we AS policy seeks LCPs, the current BGP simply computes

seek to incorporate incentive issues, it is the nqdes th‘f"'.g.hortestAS paths in terms of number of AS hops. This last
represent ASs and that are called upon to *advertise’ the'E’;lspect is minor, because it would be trivial to modify BGP so
inputs to the protocol. Formulations in which the links :

. . . > that it computes LCPs; in what follows, we assume that this
are the strategic agents might be more appropriate for in

8 . o ! Lo modification has been made.
tradomain routing, but it is not clear that incentive issues Because of these limitations. our results clearlv do not
are relevant in that context; because all links and routers ’ Y

within a domain are owned and managed by a single enconstitute a definitive solution to the incentive problem in

tity, they are unlikely to display strategic behavior. interdomain rout|fng. Nor';_ethelelsrf, th(;y. rzpresent mebﬁura
e Second, instead of taking as input a single source—destinF-)frotﬂre.SS on :wot frontts. ws;, _att (()jug I oest_not capt ret;a\

ation pair and giving as output a single LCP, our mech-lO fe |mp|or_an_ eatures ot inter omalnhrou Ing, our prob-

anism takes im AS numbers and constructs LCPs for €M formulation is an improvement over the previous ones in

all source-destination pairs. Once again, we make thisEhe. algorithmic mechanism-design literature [15,11], es e
plained above. Second, we have expanded the scogis-of

e First, in our formulation, it is the nodes that are the strate
gic agents, notthe links asin [15, 11]. We make this choic

! There are two ways in which lying might increase the AS’sltota
welfare: Announcing a lower-than-truthful cost might attr more
than enough additional traffic to offset the lower price, onaunc-
ing a higher-than-truthful cost might produce an increasbé price
that is more than sufficient to offset any resulting decraaseaffic.

2 We say that two ASs are “interconnected” if there is a traffic-
carrying link between them. Interconnected ASs carpbers or
one can be a customer of the other. Most ASs do not acceptttrans
traffic from peers, only from customers.
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tributed algorithmic mechanism desigmhich has heretofore valuation functions are?(Z,t') = — > ez t'. Except for

been focused mainly on multicast cost sharing [6,1,4]. the private-type information, everything else in the sc&na
In the next section, we give a brief review of algorith- js public knowledge.

mic mechanism design. In Section 3, we provide a formal A mechanisndefines for each agenta set of strategies

statement of the problem and in Section 4 derive the pnC”']gAAZ Each agem “p|ays” a Strategyl’i c AZ, the input to the
scheme. In Section 5, we describe the BGP-based computgnechanism is the vector of strategies, . . ., ™). For each

tional model that we use for the distributed price-caldofat input vector(a, ..., a™) the mechanism computes antput

algo_nthr_n givenin Section 6. We conclude in Section 7 with , — o(a',...,a™) and apayment vectop = (p,...,p"),

a brief discussion of open problems and future work. wherep’ = pi(al,...,a™). The paymenp’ is used to incen-
tivize agent; to behave in accordance with the mechanism’s
overall goals. Agent’s utility is v’(t*, 0) + p?, and it is this

2 Algorithmic Mechanism Design quantity that the agent seeks to maximizesthategyproof
mechanism is one in which types are part of the strategy space

The purpose of this section is to review the basics of algo-4? and each agent maximizes his utility by giving his type

rithmic mechanism design. Readers already familiar with th as input regardless of what other agents do. In other words,

area,e.g.,through the early papers of Nisan and Ronen [15]the relation

and Feigenbaum, Papadimitriou, and Shenker [6], shoufd ski o o ) o

to the next section. v'(t',0(a™", ")) + p'(a™",t")

In designing efficient, distributed algorithms and network > v*(t',0(a™",a")) + p'(a™",a’)

protocols, computer scientists typically assume eithetré¢bm- _ )

putational agents ambedient(i.e., that they follow the pro- ~ (Wherea™" denotes the vector of strategies of all players ex-

tocol) or that they ard®yzantine adversarie§.e., that they ~ Cept player) must hold for alli and all possible values of

may deviate from the protocol in arbitrary ways that harm t';a”" anda’. ) o

other users, even if the deviant behavior does not bring them Thus, the mechanism wants each agent to report his pri-

any obvious tangible benefits). In contrast, economists devate type truthfully, and it is allowed to pay agents in ortber

Sign market mechanisms in which it is assumed that agenterOVide incentives for them to do so. In the task-allocation

are neither obedient nor adversarial but ratteategic They ~ Problem described above, an agent may be tempted to lie

respond to well-defined incentives and will deviate from the@bout the times he requires to complete each task, in the hope
protoco| on|y for tangib|e gain_ Until recenﬂy’ Comput@i'.s that his resultlng allocation will have a hlgher \_/aluatldjh.
entists ignored incentive compatibility, and economiggs i tasks were allocated by a strategyproof mechanism, he would
nored computational efficiency. have no incentive to do this, because his resulting payment

The emergence of the Internet as a standard, W|de|y usewould be_Ipwer; indeed it would be SUﬁ|C|ent|y lower that hIS
distributed-computing environment and of Internet-egelbl overall utility would be no greater than it would have been if
commerce (both in traditional, “real-world” goods and ir@l e had told the truth.

tronic goods and computing services themselves) has drawn For a thorough introduction to economic mechanism de-

computer scientists’ attention to incentive-compatipijues- ~ Sign, see Chapter 23 of the book by Mas-Colell, Whinston,

tions in distributed computation. In particular, there is\g- ~ and Green [12].

ing interest in incentive compatibility in both distributend In their seminal paper oalgorithmic mechanism design

centralized computation in the theoretical computer seen Nisan and Ronen [15] add computational efficiency to the set

community (seeg.g.,[2,6,7,11,15,18])and in the “distributed of concerns that must be addressed in the study of how pri-
agents” part of the Al community (seeg.,[14,16,17,20,24, vately known preferences of a large group of selfish entities

25)). can be aggregatedinto a “social choice” that results imaglti

A standard economic model for the design and analysis ofillocation of resources. Succinctly stated, Nisan and Rsne
scenarios in which the participants act according to theino  contribution to the mechanism-design framework is the no-
self-interest is as follows: There areagents. Each ageint  tion of a (centralizedpolynomial-time mechanisme., one

fori € {1,...,n}, has some private informatiaf, called its  in whicho() and thep’()'s are polynomial-time computable.
type For each mechanism-design problem, there isuput ~ They also provide strategyproof, polynomial-time mecbers
specificatiorthat maps each type vector= (t!,...,t") to for some concrete problems of interest, including LCPs and

a set of allowed outputs. Intuitively, the specificatiodstels  task allocation.

what a well-meaning planner would do, if she could access To achieve feasible algorithmic mechanisms within an In-
all the agents’ private information. Each agent has his owrternet infrastructure, the mechanism-design frameworktmu
preferences over the possible outputs, which may depend obe enhanced with more than computational efficiency; it also
his private information. Agents preferences are given by a requires a distributed computational model. After all, iifeo
valuation functionv’ that assigns a real numbef(t?, 0) to assumes that massive numbers of far-flung, independertsagen
each possible output For example, in an instance of the are involved in an optimization problem, one cannot reason-
task-allocation problem studied in the original paper adai ~ ably assume that single, centralizedmechanism” receives
and Ronen [15], there aretaskszy, ..., zx, agenti's type  all of the inputs and doles out all of the outputs and pay-
th = (t,...,t}) is the set of minimum times in which it is ments. The first work to address this issue is the multicast
capable of completing each of the tasks, the space of feastost-sharing paper of Feigenbaum, Papadimitriou, and
ble outputs consists of all partitions = Z! U ... U Z7", Shenker [6]. This work does not attempt to provide a gen-
in which Z? is the set of tasks assigned to agénand the eral decentralized-mechanism computational model. Rathe
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it achieves the more modest goal of using the same network- We also assume that each nddés given a paymeng*

algorithmic infrastructure that is needed for multicastéon-  to compensate it for carrying transit traffic. In generalsth

pute two natural mechanisms for assigning cost shares to theayment can depend on the costghe traffic matrix[T;;],

recipients of the multicast. It puts forth a general conadpt and the network topology. Our only assumption, which we

“network complexity” that requires the distributed algbrn invoke in Section 4, is that nodes that carry no transit taffi

executed over an interconnection netwdrkto be modest whatsoever receive no payment.

in four different respects: the total number of messagets tha  Our goal is to send each packet along the LCP, according

agents send ovér, the maximum number of messages sentto the true cost vectat. We assume the presence of a rout-

over any one link ifl’, the maximum size of a message, and ing protocol (such as BGP, suitably configured) that, given a

the local computational burden on agents. set of node costs, routes packets along LCPs. Furthermore,

Routing has been part of the algorithmic mechanism-desigre assume that, if there are two LCPs between a particular

agenda from the beginning. Nisan and Ronen [15] provide gource and destination, the routing protocol has an appropr

polynomial-time, strategyproof mechanism for optimalteou ate way to break ties. Ldi;(c; 7, j) be the indicator function

selection in a centralized computational model. In their fo for the LCP fromi to j; i.e., I (c;i,j) = 1, if nodek is an

mulation, the network is modeled as an abstract gidpk  intermediate node on the LCP fronto j, andI(c;4,7) = 0

(V, E). Each edge of the graph is an agent and has a privateotherwise. Note thaf;(c;4,j) = I;(c;i,j) = 0; only the

typet¢, which represents the cost of sending a message alonigansitnode costs are counted.

this edge. The mechanism-design goal is to find an CP Consider the routes specified by the indicator functions

between two designated nodesandy. The valuation of an  {Ix(c; i, j)}. When the traffic is sent along these paths, each

agente is —t¢ if e is part ofo and O otherwise. Nisan and transit node will incur a cost. Nodk incurs a costy, for a

Ronen show that the following simple mechanism is stratepacket sent fromi to j if and only if k lies on the selected

gyproof: The payment to agentis O if e is not on the LCP  route fromi to j. The total cost.;, incurred by transit nodg

0, and the payment i |c—.. — dg|e—o if € is ono, where s thus given by:

dg|e=c is the cost of the LCP througi when the cost oé o

is set to bec. The graph needs to be biconnected to prevent“k@ = Ck Z Tijli(c i, j)

the charging of monopoly prices. Note that LCP computa- LIEN

tion and biconnectivity testing can both be accomplished byThe objective function we want to minimize is the total cost

standard, polynomial-time algorithms in a centralized eom to societyV’ (c) of routing all packets:

putation model.

As explained in the previous section, our goal in this pa-V(C) = Zuk(c) = Z 0y Z Ii(cyi, )k

per is to reformulate the LCP mechanism-design problem so k i,jEN  kEN

that it more accurately reflects the real-world problem t8at  \inimizing V" is equivalent to minimizing, for every, j €

the motivation for studying iti(e., interdomain routing) and 7| the cost of the path betweémndy.

to develop a distributed algorithmic mechanism that can be  \ye treat the routing problem as a game in which the ASs

computed by a BGP-based protocol. are the strategic agents. Each node plays the game by report-
ing a transit cost. A node’s transit cost is private informa-
tion not known to any other node, and thus no other agent

3 Statement of Problem can assess the correctness of an agent’s claimed transit cos

Moreover,V (-) is defined in terms of the true costs, whereas

the routing algorithm operates on the declared costs; the on

way we can be assured of minimizing(-) is for agents to

input their true costs. Therefore, we must rely on the pgcin

scheme to incentivize agents to do so.

To do so, we design an algorithmic mechanism as de-

bed in Section 2. The mechanism takes as input the AS

graph and the vectar of declared cosfsand produces as

output the set of LCPs and pricéghe pricing mechanism

must be strategyproof so that agents have no incentive to lie

about their costs. For a given cost vectothe paymenp”

minus the total costs incurred by a nolés 7;.(c) = p* —

Zm T; ;I (c; 4, j)c. In the terminology of Section 2 ()

The network has a set of nod@g, n = ||N||, where each
node is an AS. There is a sétof (bidirectional) links be-
tween nodes inV. We assume that this network, called the
AS graphis biconnected; this is not a severe restriction, be-
cause the route-selection problem only arises when a nade h%cri
multiple potential routes to a destination. For any two reode
i,j € N, Tj; is the intensity of traffic (number of packets)
originating from: destined for;.

We assume that a nodeincurs a transit cost, for each
transit packet it carries. In the terminology of Sectior2is
the type of agent. For simplicity, we assume that this cost
gnlg(\j/\?r?igﬂdneer;;ﬁfb\(’)v;Iggnr::ieslgtrr:g%r;i(l:g;/te: tl:?uet ?)?J?I;ep:;:g?ch is the utiIit.y of agent. In this context, the mechanism is strat-
could be extended to handle a more general Wi £ yproof if for allz, 74 (c) > 71.(c|*z), where the expression

: : genera’ case. We COUT: ; means thatc|*z); = ¢;, foralli # k, and(c|*z); = .
have a different cost depending on which neighbaends aw L ' k
the packet to, in which case we would have a cost associateds \we will often usec to denote the declared costs and the true
with each edge, as in the cost model of [15, 11]. (The strategi costs; usually, the context will make clear which we mean.
agents would still be the nodes, and hence the VCG mecha-* BGP (or any other protocol configured for lowest-cost ragiin
nism we describe here would remain strategyproof.) We writecan be viewed as taking the AS graph aras input and producing
cforthe vector(cy, . . ., c,) of all transit costs and~* forthe  the set of LCPs. We use this output of BGP in our mechanism and
vector(cy, ..., Ck—1,Ck+1, - - - Cn) OF All cOSts excepty. do not alter this aspect of BGP in our algorithm.
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4 The Pricing M echanism

Recall that we assume we have a biconnected graph with a
routing algorithm that, when given a vector of declared sost
¢, will produce a set of LCPs, breaking ties in an appropriate
manner; these paths are represented by the indicator unscti
{Ix(c;i,7) }ken. Furthermore, both the inputs and the out-
puts are distributed,e., neither ever resides at a single node
in the network. In this section, we derive the pricing scheme
and, in Sections 5 and 6, we describe the distributed compu-
tation.

We require that the pricing mechanism be strategyproof
and that nodes that carry no transit traffic receive no pagmen
We now show that these two conditions uniquely determine
the mechanism we must use. Moreover, we show that they
require that the payments take the form of a per-packet price
that depends on the source and destination; that is, the pay-
mentsp® must be expressible as

P = Z Ti;pl;,
ijEN

Fig. 1. Example AS graph from Section 4

where

Wherepfj is the per-packet price paid to noldor each tran-

sit packet it carries that is sent from noddestined for node pfj = cpli(c;i, j) +

7

Theorem 1 When routing picks lowest-cost paths, and the Z L (c|*o0si, j)er — Z Ln(e; 4, j)er

network is biconnected, there is a unique strategyproaf-pri reN reN

ing mechanism that gives no payment to nodes that carry no _ ) i O

transit traffic. The payments to transit nodes are of the form _This mechanism belongs to the Vickrey-Clarke-Groves

PP =3 Tipk where (VCG) fam|ly [23,3,10]. Itisin essence a ngde—cent_rlc—, all
LIEN T pairs extension of the LCP mechanism studied by Nisan and

pfj = cplr(ci,j) + Ronen [15] and Hershberger and Suri [11]. There are several

aspects of this result that are worth noting. First, althoug

Z I (c[foo3i, 5)e, — Z I(c;i, j)er | - the payments could have taken any form and could have de-
N N pended arbitrarily on the traffic matrix, it turns out the pay

. L ments are a sum of per-packet payments that do not depend on
Proof. Consider a vector of costs Recall that our objective  a traffic matrix. Second, the price§, are zero if the LCP
functionV(c) = 3, u(c), and note that the routing function  hetyeen and; does not traverse. Thus, these payments can
{Ii(¢;4, ) }re v minimizes this quantity. A classic result due e computed, once one knows the prices, merely by counting
to Green and Laffont [8] states that any strategyproof pgci e packets as they enter the node. Third, although the costs

mechanism that minimizes a function of the foifiic) = 44 not depend on the source and destination of the packet,
> ke uk(c) (i-e, minimizes the total cost) must be 2 VCG he prices do. Lastly, the payment to a nodéor a packet
mechanism, with payments expressible as from i to j is determined by the cost of the LCP and the cost
PP =ur(c) = V(e) + hp(c™"), of the lowest-cost path that does not pass thraotgive use

the termk-avoiding pathto refer to a path that does not pass
through nodek.

For example, consider the AS graphFigure 1, and sup-
: ose the traffic consists of a single packet fraito Z. The
because we require that paymentsthand (2)us(c) = 0. ECP is X BDZ, which has transi% copsi. How much should
Thus, AS D be paid? The lowest-cog?-avoiding path fromX to
hi(¢™%) = V(c|Foo). Z is X AZ, which has transit cost. Hence, Theorem 1 says
that D should be paid:p + [5 — 3] = 3. Similarly, AS B
is paidcg + [5 — 3] = 4. Note that the total payments to

whereh,(-) is an arbitrary function ot —*. Whenc;, = oo,
we havely(c|Foo;i,j) = 0, for all i, j (because the graph
is biconnected, and all other costs are finite); sop(1)= 0,

This, in turn, implies that

p* =V (c|foo) +uk(c) — V(c) nodes on the path is greater than the actual cost of the path.
A more extreme example afverchargingoccurs in sending a
= Z "y {Ckfk(c; i,J) + packet fromY” to Z. The LCP isY DZ, which has transit cost
i,jEN 1. However, the next best path¥sBX AZ which has cos9,
e o and hencé’s payment for this packet is+[9—1] = 9, even
Z I (c|*o03 4, j)er — Z I (¢, j)e } thoughD's cost is still1. We return to this issue of overcharg-
reN reN ing in Section 7. These examples also show why the network
- Z Tijpfj-, must be biconnected; if it weren't, the payment would be un-

iGEN defined.
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5 BGP-based Computational M odel computes all LCPs, withid stages of computation (where,

] ) againd is the maximum number of AS hopsin an LCP). Each
We now seek to compute these priggs using a computa-  stage involve€)(nd) communication on any link.The com-
tional model based on BGP, which is the repository of Inter-pytation time required by noden a single stage i€ (nd x
domain routing information. We start with the abstract mode gegre¢;)).
of the BGP protocol described by Griffin and Wilfong [9], Because this level of complexity is already deemed fea-
which involves several simplifying assumptions. Specifica  siple in the current Internet, we seek to compute the prices

we assume that there is at most one link between any tweyith a similar (or better) complexity and state requirensent
ASs, that the links are bidirectional, that there is no routeye describe such an algorithm in the next section.

aggregation, and that each AS can be treated as an atomic

entity without regard to intradomain routing issues. The ne

work can then be modeled as a graph in which every nodg pjgributed Price Computation
represents an AS, and every edge represents a bidirectional

interconnection between the corresponding ASs. We want to compute the priceéj using the BGP computa-

BGP is apath-vectoprotocol in which every nodestores, s model described in Section 5. The input to the cakcula
for each ASj, the lowest-cosS Path(the sequence of ASS i, s the cost vector, with eache; known only to nods.

traversed) from to j; in this vector, ASs are identified by The qytput we desire is the set of prices, with noéieowing
their AS numbers. In addition, in our treatment, the LCP is 5, thepf’j values® In describing our algorithm we assume a
Static environment (no route changes). The effect of remov-
ing this assumption is that the process of “converging” begi
again each time a route is changed.

Our algorithm introduces additional state to the nodes and
to the message exchanges between nodes, but it does not in-
troduce any new messages to the protocol. In particular, all

essages are between neighbors in the AS graph. The added
tate at each node consists of the reported cost of each tran-
it node and the set of prices. Thist&nd) additional state,
esulting in a small constant-factor increase in the state r

costs). Ifd is the diameter of the network (the maximum num-
ber of ASs in an LCP), a router storé¥nd) AS numbers
andO(n) path costs. BGP’s route computation is similar to
all path-vector routing protocols. Each router sends itsing
table and, in our treatment, its declared cost, to its neighbors
and each node can then, based on this information, compu
its own LCPs. When there is more than one LCP, our model o
BGP selects one of them in a loop-free manner (to be define
more precisely below). As mentioned earlier, we are making,

the oversimplifying assumption that every node is usinglow 4 irements of BGP. The costs and prices will be included in

est CﬁSt as its _routinglpolicyr.] | h h the routing message exchanges, and so there will be a corre-
. These routing-table exchanges only occur when a c aNY8ponding constant-factor increase in the communicatien re
is detected; that is, a router only sends its routing tablésto quirements of BGP.

neighbors when that table is different from what was sentpre * | ¢ P(c;i, 7) denote the LCP fromto j for the vector of
viously. Routing tables can change either because a link waggc|ared CC’)S,IS, and let(4, ) denote the cost of this path. For
inserted or deleted (which would be detected by the nodes %9ny nodek on this LCP d’eﬁndyk(c.i 4) to be the lowest-
either end) or when updated routing-table information is re ; o
ceived from some other router that changes the paths and/
costs in the current tabfe.

costk-avoiding path from to j. Then, the paymer;dfj can
Ye written as:

The computation of a single router can be viewed as conp}; = ¢, + CostP~"(c;1, j)) — (i, ) (1)
sisting of an infinite sequence stages where each stage ) ) ] )
consists of receiving routing tables from its neighbors; fo Our price-computation algorithm computes the prices at

lowed by local computation, followed (perhaps) by sendingeaCh node from the costs gnd current prices at ne|_ghbor|ng
its own routing table to its neighbors (if its own routing ta- nedes, and then iterates this procedure until the prices con
ble changed). The communication frequency is limited by theVerge to a stable value. We first investigate how the priges
need to keep network traffic low, and hence the local com-&t node: are related to the prices & neighbors.
putation is unlikely to be a bottleneck. Thus, we adopt as Recall that, if there are multiple LCPs between two nodes,
our measures of complexity the number of stages required® routing mechanism selects one of them in a loop-free
for convergence and the total communication (in terms of theManner.Loop-freemeans that the routes are chosen so that
number of routing tables exchanged and the size of those tdh€ overall set of LCPs from every other nodejtéorms a
bles). tree. In other words, for each destinatigpnwe assume that
If we assume that all the nodes run synchronously (exthe LCPs selected form a tree rootegiatall this tree7’(j).

change routing tables at the same time), BGP conveiges, FOréxample, the tre(Z) corresponding to the graphig-
ure 1is shown inFigure 2 We say thatD is theparentof B

5 The routing table is the set of adelectedroutes, one for each in T(Z) or, equivalently, thaf3 is achild of D in T'(Z).
destination.

® In practice, BGP only sends the portion of the routing tabi t " Because of the incremental nature of updates, where noées ne
has changed. Nodes keep the routing tables received fromafac only process and forward routing entries that have charthed,om-
their neighbors so that they can reconstruct the new routibte munication and computational load is likely to be much lovver
from the incremental update. Because the worst-case h@hawo practice.
send the entire routing table, and we care about worst-case ¢ 8 More precisely, these are the parts of the input and outgait th
plexity, we ignore this incremental aspect of BGP in theest@ints  we introduce; BGP, with its standard distributed input (A8gh and
of our bounds. costs) and distributed output (LCPs) is used as a substrate.
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Fig. 2. Tree T(Z) for the example ifigure 1

We treat each destinatignseparately. Consider the com-
putation ofpi?j at some nodeé for another nodé: on the path
fromitoj. Leta be any neighbor of. The tre€l’(j) provides
the structure we need to characterize the relationshipdsesiw
the prices at nodé and the prices at node There are four
cases:

e Case(i): aisi's parentinT’(j)
In other words, the LCP fromto j passes through. In
fact, it consists of the linka followed by the LCP fronu
to j; thus, its cost is given by(4, j) = ¢(a, j) + c,. Now,
suppose: is some node on the LCP fromto ;5. Then,k
is also on the LCP froni to j. In this case, we can ex-
tend anyk-avoiding path fronu to j to ak-avoiding path
from i to j by appending the linka to it. In particular, we
can extend the patR—*(c; a, 7) in this fashion; thus, the
lowest-cosk-avoiding path fromi to j has cost at most,
greater than the cost d?~*(c; a, 7). Observing that the
difference in cost of the corresponding LCPs is exactly
cq, Equation 1 gives us:

Pl < vk )
Case (ii): aisi's child in T'(5)

In other words;; is on the LCP fronu to j. Thus, the
costs of the two LCPs are related &y, j) = ¢(a, j) —c¢;.
Consider any nodé on the LCP fromi to j; it must be
on the LCP fromu to j. Now, consider &-avoiding path
from « to j. If this path passes through then we can
simply take the suffix of this path fromto j; this gives
us ak-avoiding path from to j. If the k-avoiding path
from a to j does not pass throughthen we can append
the linkia to it, to get ak-avoiding path from to j. Thus,
here too we see that the costBf *(c; 1, ) is at moste,
more than the cost aP~*(c; a, ). Combining this with
the difference in LCP costs, we get:

3
Case (iii): a is neither parent nor child afin T'(5), andk
isonP(c;a,j).

In other wordsk is on the LCPs from both and: to ;.
The cost difference between the LCPsdg (j)—c(a, j))-

P?j SP'Z]- + ¢+ ca

As in case (i), given &-avoiding path fronu to j, we can
construct &-avoiding path fromu to j by either shorten-
ing the path or appending the edge Thus, the difference
in cost of the lowest-cost-avoiding paths is at most,,
and so we get:

Pl < ol + ca + cla, 5) — (i, §) 4)

Case (iv): a is neither parent nor child afin T'(j), andk

is notonP(c;a, j).

In this case, considé?(c; a, j), the LCP froma to j. The
nodek does not lie on this path, and so we can append
the edgeia to construct ak-avoiding path fron to j.
This k-avoiding path has cost(a, j) + c.), and hence
Equation 1 gives us:

Pk < en + e+ cla, ) — eli, 5) )

Note that these four cases are not exhaustive. In partjcular
the case in which = k is the parent of are excluded. In this
case, the linka will not be used inP~*(c; 7, 7); thus, we can
ignore neighbors in this category.

Let b be the neighbor of on P=%(c;1, §); i.e., the linkib
is the first link on the lowest-codt-avoiding path from to
j. We claim that, for this neighbor, the upper bounds in the
previous inequalities are tight:

Lemma 1. Let ib be the first link onP~*(c; 4, j). Then, the
corresponding inequality (2)-(5) attains equality fior

Proof. We can consider each of the four cases separately.

e Case (i): Given thatP~*(c;1, j) goes through its parent,

it follows thatb is notk. Now, the suffix of P=*(c; i, 5)
from b to j is a k-avoiding path fromb to j; it follows
that it must beP~*(c; b, j). Thus, in this case, we have
Cos(P~*(c;4, 5))—Cos(P~*(¢; b, j)) = ey = (b, j) —
c(i, j), and Scpfj = P]zfj-

Case(ii): If P=%(c; i, j) passes through a chilgthen the
same reasoning as in case (i) above shows that it must
have cost exactly, more thanP~*(c; b, j), and hence
we getpfj = plgj + ¢ + cp.

Case(iii): Again, a similar argument to the previous cases
shows that ifP~*(c; i, j) passes through, it must con-
tain P~%(c; b, j), and hence have cost exactyygreater
than that ofP—*(c; b, 7). Hence, Inequality 4 holds with
equality.

Case(iv): In this case, the lowest-cogtavoiding path
throughb must containP(c; b, j), as that is the lowest-
cost path frond to j. Thus, CostP~*(c; 4, 7)) = c(b, j) +

¢p, and so Inequality 5 is exact. 0

Inequalities (2)-(5) and Lemma 1 together mean ﬂj’;at
is exactly equal to the minimum, over all neighbarsf 7, of
the right-hand side of the corresponding inequality.

Thus, we have the following distributed algorithm to com-
pute the payment values:

The Algorithm

Consider each destinatighseparately. The BGP table at
contains the LCP tg:

P(Calaj) = ’US,’Usfl,"',fUO :j7
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and the cost of this patle(i, j), wherevg, vs_1, - -
the nodes on the LCP tpandc(i, j) = >0 _; ¢y,
Note that each node can infer from the routing tables it
receives from its neighbors whetheiis its parent, child, or
neither in the tred’(j), for each neighbod.
At the beginning of the computation, all the entriepgf
are set taxo. Whenever any entry of this price array changes,
the array and the patR(c; i, j) are sent to all neighbors of
As long as the network is static, the entries decrease mong
tonically as the computation progresses. If the networlyis d
namic, price computation (and, as explained above, conve
gence) must start over whenever there is a route change.
When node receives an updated price from a neighbor
a, it performs the following updates to its internal state.

-, vp are

If aisi's parentinT(j), then: scans the incoming array
and updates its own values if necessary:

py; =min(p;7,py7) Vr<s-—1

If a is a child ofi in T'(j), ¢ updates its payment values
using

T‘+Ci+ca

j ) Vr<s

pij = min(p;;, p,
If a is neither a parent nor a child,first scansa’s up-
dated path to find the nearest common ancestofhen
i performs the following updates:

Vr <t p;r =min(p;}, p,; + ca + cla, j) — (i, 5))
vp

Vr >t Py}

min(pyjra Cp +cq + C(a’aj) - C(Zvj))

The algorithm is summarized in Figure 3.

Correctness of the algorithm

Inequalities (2)-(5) can be used to show that the algorithm
never computes a valqé’j that is too low. In order to show
that thepfj values will ultimately converge to their true val-
ues, we observe that, for every naden P~*(c; 1, j), the suf-
fix of P=%(c; i, j) fromstojis eitherP(c; s, j) or P=%(c; s, 7).
It follows that, in general, the patR—*(c; i, j) consists of a
sequence of nodés;, v;_1, -+, U1, Um, Um—1, -, u1] SUCh that,
foreachu,, P(c; uy, j) is the suffixu,, uy—1, -+, u1], and, for
eachv,, P=*(c; vy, j) is the suffiX(vy, vy_1, -+, v1, Um, Um—1,
-,u1]. Note that, once the LCPs are computeg,will know
the correctP(c; w,,, ) and cost(a, j). This information will

Initialize ()

/* Conpute routes, initialize paynments */
for each destination j
Compute P(ci,j) and c(i,7)

[Vs,Vs—1, "+, v1] = P(c;4,5)
for each node k on P(c¢4,J)
pfj = 00
3
_Update (CL, j! C(a7j)v P(C;a7.j)7 [pZ;7pau§77pZ;])
/* Called when an UPDATE nessage */
[* for destination j is received */
/* from nei ghbor a. */
/* wi,us,---u; are the transit nodes */
/* on the route P(ca,j) froma to j */
nmodi fied : = FALSE
if ais on P(gi,j) /* parent */
/* u.=wv., for r=1,2,---1 %/
for each k in {vi,ve, - v}
if ply > pi
pfj L= pgj
nodi fied : = TRUE
else if i on P(ga,j) [* child */

| * Upr = Vp, for r:1727...(l_1) * [
for each k in {vi,ve, - v_1}

if p > phitcata
P 1= pejtcate
nodi fied : = TRUE
el se /*neither parent nor child*/
t:= largest index such that wu;=uwv:

for each k in {vi,va, - v}

if pfj > p§j+ca+c(a,j)—c(i,j)
p']:J L= p(’:J + ¢a + C(a7j) - 6(7‘7.7)
modi fi ed : = TRUE

for each k in {veg1---vs}

if p > ck+catcla,g) —cli,f)
pE o= ek tca +cla,g) — (i j)
nodi fied : = TRUE
if nodified = TRUE

/* Send UPDATE nessage to nei ghbors*/
for each nei ghbor b of 1
send UPDATE (i, j, c(i,5), P(c¢i,j),
?]1717;}]2771):;]) to b

be sent tay; in the next update message fram to vy ; thus,
vy will then be able to compute the correet *(c; vy, j) and
pﬁlj. Proceeding by induction o, we can show that will
ultimately have all the corre@i{ﬂ’j values.

In fact, the preceding inductive argument shows that all
prices will be stable aftei’ stages, wheré’ is the maximum
over alli, j, k, of the number of nodes adR~*(c; 4, §). In gen-
eral,d’ can be much higher than the lowest-cost diaméter
of a graph. However, we don't find that to be the case for the
current AS graph, as we explain in Section 7.

Fig. 3. Price-computation algorithm run by AS
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Convergence tinfe e Case (ii): v;,—1 satisfies condition 2

In this casew,,_1 advertises a path of cost less than
' (v, j) tO vy, Thus, the LCP from,, to j after themth
stage must pass throughor else it would be part of the
lowest-cost-avoiding path fromi to j. Now, the adver-
tisement fromy,,,_1 (which includes the pric;affwlj) al-

Up to this point, we have assumed for simplicity that the
prices computation begins only after the LCPs have beerdfoun
In reality, however, the algorithm can start to compute gsic
even before the routes have stabilized. This leads to the fol

lowing bound: lows vy, to infer that there is a candidateavoiding path
of costc’ (v, 7); this is the lowest-cost-avoiding path,
Lemma?2. Letd; = max{|P(c;i,5)|,|P~*(c;i,5)|}, where and so condition 2 will be satisfied.

1P| denotgs the number of hops in pa%_hThen, after the first Extending this inductive argumenttp = i, we see that, after

d; stages; knows the correct patf(c; i, j), and the correct . gaq6s; will know of the existence of &-avoiding path of

price pj;- costc' (v, 7). Thus, afterd; stages; will know the correct
LCP toj and its cost, as well as the cost of the lowest-cost

Proof. The intuition behind this prOOf is as follows: The criti- k_avoiding path tq, and SO |t will Compute the correct price

cal information that needs to compute the correct prjﬁ% is Pﬁ“j- 0

the cost ofP(c; 4, j) and the cost oP ~*(c; 4, 7). (The costy,

can be distributed with LCPs fg and so it will be known t@ Corollary 1. Aftermax(d, d’) stages, every node has the cor-

before or at the same time as the cosP¢¢; 4, j).) Afterthese  rect LCPs and prices.

costs have been discovered, the pp’f;eNiII not change. The

key observation is that, for botR(c;4,5) and P=%(c;1, ),

all suffixes of the path are also LCPs or minimum-chkst

avoiding paths; moreover, this is true even at intermediat

stages of the computation. Using this, we can show that th

costs along these paths will be propagated further in eac

nd hence will reac¢hn d; . . L
stage and hence eadn d; stages a full set of prlcegyfj. The next question is how we can use

Firs\tlvi)kr)]gévr\jgrtmh:!clZt)%:EI?h?ergLug?Der;:)Q?;nn dlrt]r?gcur\i/fezr%z]:} etpese prices actually to compute the revenue due each node.
' P The simplest approach is to have each noéteep run-

;?greaas‘tehaffotr?]e_ tcoomE/)vl;:ﬁt?gsfroi?grj]&a'?tz\;v, gt;heers usvgn ning tallies of owed charges; that is, every time a packet is
mupstphavec(‘ .Z) <j It foIIowiithat"disco(/,ers t%e ’LCP sent from source to a destinationj, the counter for each
f ek, ) = a. ¢ HIs nodek # i,j that lies on the LCP is incremented b§,.
in |P(c;i,7)| < d; stages from the beginning. ) . » J

ks .k, « Thiswould requireD(n) additional storage at each node. At

Now, supposeP~"(c; 14, j)| = r. We can writeP~"(¢; 4, §) C oo

. . f . various intervals, nodes can send these quantities in to-wha
asvr, U1, U1, j, Wherev, = i. Letc' (v, j) denote the o o oo nting and charging mechanisms are used to enforce
total costalong this pathfrom v, to j. We show by induc- - 9 ging S
. - the pricing scheme. We assume that the submission of these
tion onm that, afterm stages, node,, satisfies one of the . . . A

. L running totals is done infrequently enough that the communi
following two conditions: . ;
cation overhead can be easily absorbed.

1. ¢(Um,j) = ¢ (vm,j), and the current LCP from,, to j In summary, we have:

5 (_jr(r)]es not pasl_ségr?ugh , hrouah. and th Theorem 2 Our algorithm computes the VCG prices cor-
- The current LCP from,, 10 j passes through, and the  racyly yses routing tables of size(nd) (i.e., imposes only

currentpy, ; = ¢ (vm, j) — c(vm, j). a constant-factor penalty on the BGP routing-table sizej a
H !

The base case for, is easy: Afterl stage of computation, CONVerges in at moshax(d, d’) stages.

condition 1 is clearly satisfied. Suppose it is true forralk

(m —1). After (m — 1) stagesy,,—1 satisfies one of the two

conditions; we consider the two cases separately:

sing the Prices

rAt the end of the above price computation, each notlas

7 Conclusions and open problems

e Case (i): v,,—1 satisfies condition 1 In this paper, we considered some incentive issues that aris
In this case, in thenth stagey,,, will receive an advertised  in interdomain routing. We asked what payments are needed
path fromw,,_; that has cost'(v,,, j) and does not pass to elicit truthful revelation of AS transit costs and whathe
throughk. If this is the lowest-cost path tpthatv,, has  they can be efficiently computed. We showed that the pay-
seen, themn,, will satisfy condition 1 at the end of this ments take the form of a per-packet price and that they can be
stage. If not, then the current LCP fram, to j must pass computed using a simple extension to BGP that requires only
throughk, or else P~%(c; i, j) would not pass through a constant factor increase in communication costs. There ar
vm—1. In this scenario, the path advertiseddyy_; must  several promising directions for additional research.
be the lowest-cost-avoiding path fromw,, to j; hence Our results are based on a simple model in which ASs at-
after this stage condition 2 will be satisfied. tempt to minimize per-packet transit costs. In practicesAS

have more complex costs and route preferences that are em-
® The convergence-time analysis given here is a modest iraprov bodied in theirrouting policies We are currently extending

ment over the one in [5]. There, it was shown that the cormatas ~ the algorithmic-mechanism-design approach to handle
and prices are known aftéd + d') stages. more general routing policies. The main challenge is to find
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a class of routing policies that is expressive enough to inodeWe find thatd = 8 andd’ = 11, and so the convergence
real policies, yet simple enough to allow for a practical dis time of the pricing algorithm is not substantially worserha
tributed algorithmic mechanism. Another interesting dire that of BGP. The highest transit node price v#asind, with
tion is to augment the network model with link or node ca- uniform traffic between all pairs, the mean node payment is
pacities in order to tackle the problem of routing in congdst 1.44. In fact,64% of the node prices were and28% of them
networks. This is particularly natural because it seema-pla were2. Thus, overcharging appears not to be a problem in this
sible that transit traffic imposes costs only in the presarice case, reflecting the high connectivity of the current Inétrn
congestion. Of course, the values afandd’ and the overcharging margin
One important issue that is not yet completely resolvedwould be different with non-uniform transit costs; however
is the need to reconcile the strategic model with the compuwe expect them to exhibit similar trends towards léyd’,
tational model. On the one hand, we acknowledge that ASsind overcharging margin.
may have incentives to lie about costs in order to gain finan- It would be interesting to ask whether this is because of
cial advantage, and we provide a strategyproof mechanisrthe incentive issues in AS-grafirmation In this paper, we
that removes these incentives. On the other hand, it is thesmerely looked at the routing aspects of a given AS graph.
very ASs that implement the distributed algorithm we haveHowever, if one considers the incentives present when an AS
designed to compute this mechanism; even if the ASs inputecides whether or not to connect to another AS, the regultin
their true costs, what is to stop them from running a differ- transit prices would be a serious consideration. In padicu
ent algorithm that computes prices more favorable to them®ve conjecture that high node prices will not be sustainable i
This issue does not arise in [15,11], where the mechanisnthe Internet precisely because, if present, they would give
is a centralized computational device that is distinct fithk  incentive for another AS to establish a link to capture part o
strategic agents who supply the inputs, or in previous wark o that revenue, thereby driving down the transit prices. Ve ar
distributed multicast cost-sharing mechanisms [6,1, #fgre  currently working on models of network formation to verify
the mechanism is a distributed computational devige, @  this conjecture.
multicast tree) that is distinct from the strategic agemtsq
are users resident at various nodes of the tree but not in con-
trol of those nodes). If ASs are required to sign all of the 8 Acknowledgments
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