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Abstra
t: Flow Caml is an extension of the Obje
tive Caml language with a type system tra
inginformation �ow. Its purpose is basi
ally to allow to write �real� programs and to automati
ally
he
k that they obey some 
on�dentiality or integrity poli
y. In Flow Caml, standard ML typesare annotated with se
urity levels 
hosen in a user-de�nable latti
e. Ea
h annotation gives anapproximation of the information that the des
ribed expression may 
onvey. Be
ause it has full typeinferen
e, the system veri�es, without requiring sour
e 
ode annotations, that every information�ow 
aused by the analyzed program is legal with regard to the se
urity poli
y spe
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Le système Flow CamlDo
umentation et manuel de l'utilisateurRésumé : Flow Caml est une extension du language Obje
tive Caml ave
 un système de typespermettant de tra
er les �ots d'information. Son but est de permettre l'é
riture de � vrais �programmes et de véri�er ensuite automatiquement qu'ils obéissent à une 
ertaine politique de
on�dentialité ou d'intégrité des données. Dans Flow Caml, les types habituels de ML sont annotésave
 des niveaux de sé
urité 
hoisis dans un treillis dé�nissable par l'utilisateur. Chaque annotationdonne une approximation de l'information portée par l'expression qu'elle dé
rit. Par
e qu'il estdoté d'un algorithme d'inféren
e 
omplet, le système véri�e, sans né
essiter d'annotations du 
odesour
e, que 
haque �ot d'information réalisé par le programme analysé est 
orre
t vis à vis de lapolitique de sé
urité dé�nie par le programmeur.Mots-
lés : Caml, Analyse de �ots d'information, Inféren
e de type, Sé
urité des languages deprogrammation
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Chapter 1Overview1.1 Language-based Information Flow AnalysisA 
omputer system generally handles 
onsiderable amount of data. It may be dire
tly stored inmemory (e.g. a physi
al drive) or transit through some network interfa
e or intera
tive devi
e.Thus, programs running on the system potentially have a

ess to this information, as inputs�e.g. the program may read data stored in memory or listen to a network interfa
e�but also asoutputs�e.g. the program may write data to memory (appending new information to existing oneor repla
ing it) or emit some message on a network interfa
e. Then, they may violate the priva
yor the integrity of data in the system by releasing se
ret information or 
orrupting sensitive one.That is the reason why it is mandatory in many situations to 
ontrol manipulations performed bya program in order to ensure they ful�ll some integrity or se
urity poli
y.A 
ommon solution is to provide an a

ess 
ontrol system. Roughly speaking, this 
onsists inatta
hing to every fragment of data some a

ess rights that spe
ify who may read and/or writeit; then, only authorized programs are allowed to read or write sensitive information. Su
h ame
hanism is deployed by most operating systems, in
luding all UNIX variants. However, thisaddresses only a part of the problem be
ause it just 
ontrols a

esses to information but does nottra
e the se
urity or integrity laws through 
omputation: for example, a program exe
uted withprivileged rights 
an read a se
ret lo
ation and 
opy its 
ontents to a publi
 pla
e. Thus, a

ess
ontrol me
hanisms provide some prote
tion but require the programs to whi
h a

ess is grantedto be trusted without any restri
tion.Information �ow analysis 
onsists in stati
ally analyzing the sour
e 
ode of a program beforeits exe
ution, in order to ensure that all the operations it performs respe
t the se
urity poli
y ofthe system. In short, this requires to tra
e every information �ow performed by the program andto 
he
k it is legal. Su
h an analysis may be formulated as a type system; this 
hoi
e presents manyadvantages: types may serve as a formal spe
i�
ation language and o�er automated veri�
ationof 
ode�provided type inferen
e is available. Moreover, be
ause the analysis may be performedentirely at 
ompile-time, it has no run-time 
ost.Flow Caml is an extension of the Obje
tive Caml language with a type system tra
ing informa-tion �ow. Its purpose is basi
ally to allow to write real programs and to automati
ally 
he
k thatthey obey some se
urity poli
y. In Flow Caml, usual ML types are annotated with se
urity levels
hosen in a suitable latti
e. Ea
h annotation gives an approximation of the information whi
h theexpression that it des
ribes may 
onvey. Be
ause it has full type inferen
e, the system veri�es,without requiring sour
e 
ode annotations, that every information �ow performed by the analyzedprogram is legal w.r.t. the se
urity poli
y spe
i�ed by the programmer.
RT n° 0282



10 Vin
ent Simonet1.2 Relating Flow Caml to Obje
tive CamlLet us brie�y dis
uss the relationship between Flow Caml and Obje
tive Caml [LDG+02b℄. First ofall, one may mention that the Flow Caml system�in
luding its type inferen
e engine�is entirelywritten in Obje
tive Caml. Although some part of Flow Caml's sour
e 
ode 
omes from that ofObje
tive Caml, the system is distributed as a standalone program�not just a pat
h on Obje
tiveCaml�be
ause its heart, the type inferen
e engine, totally di�ers from the original one.Putting aside these implementation issues whi
h do not really 
on
ern the �nal user, the mostimportant relationship between Flow Caml and Obje
tive Caml lies in the fa
t that the formerhandles a (large) subset of the language of the latter. Roughly speaking, this means that a FlowCaml programmay also be read as an Obje
tive Caml one. However, this is not exa
tly true be
auseFlow Caml type expressions in
lude se
urity annotations. Flow Caml handles all the 
ore 
onstru
tsof the Caml language, in
luding imperative features (referen
es, mutable values), ex
eptions (withthe slight di�eren
e that ex
eption names are no more �rst 
lass values), datatypes and patternmat
hing. It also features most of the module layer of the language, in
luding fun
tors. However,Flow Caml does not support the obje
t-oriented features of Obje
tive Caml, nor polymorphi
variants and labels. (In fa
t, the programming language of Flow Caml is approximately the sameas that of the now defun
t Caml Spe
ial Light.)For the reason explained above, a Flow Caml program is generally not a valid input for theObje
tive Caml 
ompiler. Nevertheless, the Flow Caml 
ompiler outputs legal Obje
tive Caml
ode from Flow Caml 
ode. This allows to 
ompile every program written in Flow Caml, using thebyte-
ode or the native 
ompiler, and running it as for every Obje
tive Caml program. Moreover,it is possible to easily interfa
e a program written in Flow Caml with Obje
tive Caml 
ode andhen
e to bene�t from a large amount of existing libraries.1.3 How to get the Flow Caml system ?The Flow Caml system is freely available on the World Wide Web at the following address:http://
ristal.inria.fr/~simonet/soft/flow
aml/The sour
e distribution should 
ompile on almost every UNIX ma
hine where re
ent versions ofGNU Make and Obje
tive Caml are installed (in
luding the Cygwin environment for Mi
rosoftWindows). A binary distribution for Mi
rosoft Windows operating systems is also provided.1.4 Theoreti
al ba
kground and related workThe type system implemented in the Flow Caml system for tra
ing information �ow has beendeveloped by François Pottier and Vin
ent Simonet and is fully presented in [PS02, PS03℄. Thesepapers give a formal presentation of the type algebra and typing rules for the 
ore of the language,that is Core ML (a λ-
al
ulus with referen
es, ex
eptions, primitives and let-polymorphism). Theyalso provide a 
orre
tness proof of the type system. That means that the (non-interferen
e)property that the system is supposed to enfor
e has been formally stated and veri�ed.The design of a type inferen
e engine for a system providing both subtyping and polymorphismformed another part of the work. The form of subtyping present in Flow Caml is generally said to bestru
tural. Dealing with subtyping 
onstraints in an e�
ient way requires quite subtle algorithms;they are presented (and proved 
orre
t) in another arti
le [Sim03℄. In fa
t, the type inferen
eengine of Flow Caml has been implemented independently of its �nal use and is also distributedas a separate library [Sim02℄. Hen
e, we hope it will be suitable for a variety of appli
ations.The last step of the job 
onsisted in integrating the information �ow analysis in the Camllanguage itself. This required to extend in some way every programming 
onstru
t provided by
INRIA
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The Flow Caml System 11the language, in
luding datatype de�nitions, the module system, the implementation/interfa
eme
hanism; in order to obtain a 
omplete programming language.To the best of our knowledge, the only other real size implementation of a language-basedinformation �ow analysis is the Jif system by Myers et al. [MNZZ01℄, based on the type systempresented in Myers' thesis [Mye99℄. This prototype handles a large subset of the Java language,whi
h is roughly 
omparable to that of Flow Caml. Sket
hing a 
omparison, one of the maindi�eren
es between Flow Caml and Jif is that, going up with the ML tradition, the former featurespolymorphism and has a full type inferen
e algorithm, while the latter performs only lo
al typere
onstru
tion, in the Java style. In parti
ular, in Jif programs, methods arguments must beannotated with their whole type, in
luding the se
urity annotations. On the other hand, Jifprovides an interesting me
hanism of dynami
 labels whi
h allows performing some 
he
ks at run-time. This has, for the time being, no 
ounterpart in Flow Caml.

RT n° 0282
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The Flow Caml System 13
Chapter 2A TutorialThis 
hapter introdu
es various features of the Flow Caml language through examples, beginningwith simple expressions, and �nally tou
hing upon more advan
ed points like the module systemand the intera
tion with the outside world. Our goal is to provide an introdu
tion to Flow Caml forsomeone who has some experien
e with programming in the Caml language (or possibly anotherfun
tional language based on the ML type system, su
h as SML or Haskell). If the reader wishesto learn more about basi
 programming in Caml, we highly re
ommend the reading of the �rst
hapter (�The 
ore language�) of Obje
tive Caml's tutorial [LDG+02a℄.Ex
epted in the last se
tion, we use for this tutorial the intera
tive toplevel, whi
h 
an bestarted by running the flow
aml 
ommand from the shell. Under the intera
tive toplevel, the usertypes Flow Caml phrases, terminated by ;;, in response to the # prompt. The system type-
he
ksthem on the �y and prints the inferred type s
heme.We en
ourage the reader to run a Flow Caml toplevel while reading this tutorial in orderto intera
tively dis
over the language and its type system, by testing the given examples andexperimenting his/her own pie
es of 
ode. However, this tutorial is also self-
ontained, so it 
anbe read o�-line as well.2.1 Se
urity levels and data stru
turesIn this se
tion, we explain how ML (data)types are annotated in Flow Caml with se
urity levelsin order to des
ribe information �ow.2.1.1 Simple typesLet us begin with this �rst de�nition:let x = 1;;x : 'a int(In this tutorial, pie
es of Flow Caml 
ode are typeset in roman typewriter. They are generallyfollowed by the output produ
ed by the toplevel in slanted typewriter .) Our �rst examplesimply binds the identi�er x to the integer 
onstant 1. The toplevel answers that this 
onstanthas type 'a int. In Flow Caml, the type 
onstru
tor int takes one argument, whi
h is a se
uritylevel belonging to an arbitrary latti
e. These annotations allow the system to tra
e information�ow. In the above example, the se
urity level is a variable, 'a; as every variable appearing freein a type, it is impli
itly universally quanti�ed. Basi
ally, this means that outside of any 
ontext,the 
onstant 1 may have any se
urity level.
RT n° 0282



14 Vin
ent SimonetThe se
urity level of su
h a 
onstant may be spe
i�ed thanks to a simple type 
onstraint.Assume we re
eive three integers from di�erent sour
es named Ali
e, Bob and Ce
il (su
h sour
esare often 
alled prin
ipals in the literature):let x1 : !ali
e int = 42;;val x1 : !ali
e intlet x2 : !bob int = 53;;val x2 : !bob intlet x3 : !
harlie int = 11;;val x3 : !
harlie intIn Flow Caml, ea
h data sour
e may be symbolized by a 
onstant se
urity level su
h as !ali
e,!bob or !
harlie (Any alphanumeri
 identi�er pre
eded by a ! is a suitable 
onstant se
uritylevel.) Initially, these se
urity levels are in
omparable points in the latti
e: this means that theprin
ipals they represent 
annot ex
hange any information. We will further on see how to allowsome (see se
tion 2.6).The above bindings are global in the toplevel, hen
e you 
an use them in the next expressionsyou enter:x1 + x1;;- : !ali
e intx1 + x2;;- : [> !ali
e, !bob℄ intx1 * x2 * x3;;- : [> !ali
e, !bob, !
harlie℄ intThe �rst expression 
ontains information about only x1, so its se
urity level is !ali
e. The sumx1 + x2 is liable to leak information about x1 and x2. Then, its se
urity level must be greaterthan those of x1 and x2: [> !ali
e, !bob℄ stands for any level whi
h is greater than or equal to!ali
e and !bob. This 
an be read as the �symboli
 union� of these two prin
ipals. Similarly, these
urity level of the last expression must be greater than or equal to !ali
e, !bob and !
harlie.However, some programming experien
e in Flow Caml shows that using su
h expli
it level
onstants is most of the time unne
essary: thanks to ML polymorphism, universally quanti�edtype s
hemes are generally expressive enough to des
ribe a pie
e of 
ode (su
h as a fun
tion) w.r.t.information �ow. In fa
t, the fundamental use of level 
onstants appears in the intera
tion withexternal 
hannels (e.g. �le i/o or networking) and will be dis
ussed in se
tion 2.6 of the 
urrenttutorial. For the time being, we will only use them in a somewhat arti�
ial way, just for guidingyour intuition.We now de�ne a fun
tion whi
h 
omputes the su

essor of an integer:let su

 = fun
tion x -> x + 1;;val su

 : 'a int -> 'a intOn
e again, the system automati
ally 
omputes the most general typing for this de�nition, whi
his 'a int -> 'a int. This type means that the fun
tion su

 takes as argument one integerof some level 'a and returns another integer whose se
urity level is exa
tly the same: indeed theresult of this fun
tion 
arries information about its input. Be
ause its type is polymorphi
 w.r.t.the se
urity level of the integer argument, you 
an apply su

 on arguments of di�erent levels:su

 x1;;- : !ali
e intsu

 x2;;- : !bob int
INRIA



The Flow Caml System 15This example is su�
ient to illustrate that polymorphism on se
urity levels is a prominent featurefor type systems tra
ing information �ow: here, in the absen
e of polymorphism, one have to writea spe
ialized version of the fun
tion su

 for every level it is used with.It is worth noting that information �ow is tra
ed in a somewhat 
onservative way: in theunderlying se
urity model, there is an information �ow from an input to an output as soon asknowing the latter reveals some information, even in
omplete, about the former. Let us for instan
e
onsider the following fun
tion whi
h 
omputes the eu
lidean division of an integer by 2 thanks toa logi
al shift.let half = fun
tion x -> x lsr 1;;val half : 'a int -> 'a intThe inferred s
heme for half is exa
tly the same as that of su

: it re�e
ts that the resultprodu
ed by half reveals some information about its input. However, this leak is only partial,be
ause it is, for instan
e, not possible to 
ompletely retrieve x1 from the result of half x1. Insome situations, this may yield typings whi
h are surprising at �rst sight:let return_zero = fun
tion x -> x * 0;;val return_zero : 'a int -> 'a intIn this example, the system dete
ts a dependen
y between the input and the output of the fun
tion,although there is none: return_zero always returns zero! Roughly speaking, this is be
ause forthe system, the result of a produ
t always leaks information about the two fa
tors, whatever theyare. Obviously, if you rewrite the fun
tion as follows:let return_zero' = fun
tion x -> 0;;val return_zero' : 'a int -> 'b intyou obtain a more pre
ise statement: in the inferred type, the se
urity level of the result of thefun
tion (denoted by the variable 'b) is not related to that of the input ('a), re�e
ting the absen
eof information �ow from the latter to the former.return_zero x1;;- : !ali
e intreturn_zero' x1;;- : 'a intIn addition to integers, Flow Caml o�ers the usual basi
 datatypes: booleans, �oating-pointnumbers and 
hara
ters. Like int, the 
orresponding type 
onstru
tors 
arry one se
urity level:let y0 = true;;- : 'a boollet z0 = 'a';;val z0 : 'a 
harThese do not raise parti
ular di�
ulties, sin
e they behave exa
tly like integers w.r.t. information�ow analysis. For instan
e, usual arithmeti
 fun
tions for �oating point numbers are available:let pi = 3.14159265359;;val pi : 'a floatlet pi' = 4.0 *. atan 1.0;;val pi' : 'a float
RT n° 0282



16 Vin
ent Simonet2.1.2 StringsThere are two �avors of 
hara
ter strings in Flow Caml: immutable strings (type string) mutableones (type 
harray). One may wonder why we distinguish them, sin
e in Obje
tive Caml everystring is mutable�even if it is not used as su
h�and everything works well. This design 
hoi
e ismotivated be
ause, in type systems tra
ing information �ow, mutable values require some parti
ular
are whi
h in
reases the 
omplexity of types (we will dis
uss this point in se
tion 2.3) whereas, inmany situations, strings are used without in pla
e modi�
ation. Hen
e, providing a distin
t typefor su
h 
ases allows better typings.Immutable string literals appear in sour
e 
ode between double quotes:let s = "Flow Caml";;val s : 'a stringAs illustrated by the above example, the type 
onstru
tor for immutable strings is string andit has one argument whi
h is a se
urity level. It naturally des
ribes all information atta
hed tothe string. The module String provides fun
tions for manipulating immutable strings.2.1.3 ListsThe variables 'a, 'b, et
. we have en
ountered in type s
hemes up to now stand for levels of these
urity latti
e. In Flow Caml, polymorphism applies naturally on whole types (as in Obje
tiveCaml) too. For instan
e, de�ne the identity fun
tion:let id x = x;;val id : 'a -> 'aIn this s
heme, the variable 'a stands for a type. Indeed, in Flow Caml, a variable appearing in atyping 
an be of di�erent kinds: it may stand either for a level or for a type (in se
tion 2.4, we willsee it also may denote a row). What is more, kinds are not given expli
itly by the system (and theprogrammer does not have to give them when he enters a type expression) be
ause they always
an be dedu
ed from the 
ontext. The type s
heme inferred for id does not involve any se
urityannotation: it simply says that the fun
tion takes an argument of some type 'a and produ
es aresult of the same type. For instan
e, if you spe
ialize the identity fun
tion so that it applies onlyto integers, it will have the type 'b int -> 'b int.In Flow Caml, the list type 
onstru
tor has two arguments (while in Obje
tive Caml it hasonly one). Thus, in the type ('a, 'b) list, 'a is a type variable whi
h gives the type of theelements of the list; 'b is a level variable des
ribing the information atta
hed to the stru
ture ofthe list. This 
orresponds for instan
e to the information leaked by testing whether the list isempty.let l1 = [1; 2; 3; 4℄;;val l1 : ('a int, 'b) listlet l2 = [x1; x2℄;;val l2 : ([> !ali
e; !bob℄ int, 'b) listAs usual in ML, fun
tions manipulating lists generally perform pattern-mat
hing on their stru
-ture. Here is su
h a simple fun
tion testing whether a list is empty:let is_empty = fun
tion[℄ -> true| _ :: _ -> false;;val is_empty: ('a, 'b) list -> 'b bool
INRIA



The Flow Caml System 17In this type, the se
urity annotation of the boolean produ
ed by the fun
tion, 'b does not dependon the type of the list's elements, 'a, but is the same as the level of the input list, be
ause thefun
tion reveals information only about its stru
ture of the list. Fun
tions manipulating lists areoften re
ursive, but this does not raise any parti
ular di�
ulty 
on
erning typing:let re
 length = fun
tion[℄ -> 0| _ :: tl -> 1 + length tl;;val length: ('a, 'b) list -> 'b intThe type s
heme obtained for length is similar to that of is_empty: the length of the list 
ontainssome information about its stru
ture, but not about its elements. On the 
ontrary, a fun
tiontesting whether the integer 0 appears in a list reveals information about both the stru
ture of thelist and its elements, hen
e its type:let re
 mem0 = fun
tion[℄ -> false| hd :: tl -> hd = 0 || mem0 tl;;val mem0: ('a int, 'a) list -> 'a boolThe module List of the standard library provides usual fun
tions operating on lists, in
ludingthe following examples:let re
 rev_append l1 l2 =mat
h l1 with[℄ -> l2| hd :: tl -> rev_append tl (hd :: l2);;val rev_append: ('a, 'b) list -> ('a, 'b) list -> ('a, 'b) listlet rev l = rev_append l [℄;;val rev: ('a, 'b) list -> ('a, 'b) list2.1.4 OptionsIn ML, an option is a value whi
h may be of two di�erent forms: either None (the empty option)or Some v, where v is another value, the 
ontent of the option. The type option behaves similarlyto that of lists. It has two arguments too: in ('a, 'b) option, 'a is the type of the 
ontent ofthe option while 'b is the se
urity level atta
hed to the option itself, des
ribing the informationatta
hed to the knowledge of its form. This is illustrated by the following fun
tions:let is_none = fun
tionNone -> true| Some _ -> false;;val is_none: ('a, 'b) option -> 'b boolThe fun
tion is_none tests whether an option is None, by a simple pattern mat
hing. Thus,the se
urity level of the obtained integer is exa
tly that of the option: the test is likely to leakinformation only about the form of the argument.let default = fun
tionNone -> 0| Some x -> x;;RT n° 0282



18 Vin
ent Simonetval default: ('a int, 'a) option -> 'a intSimilarly, default mat
hes an integer option. If it is None, it returns the default value 0, andotherwise the 
ontent of the option itself. Thus, the result produ
ed by an appli
ation of default
arries information about both the form of the option and its 
ontent.2.1.5 TuplesTuples of arbitrary length are also available in Flow Caml: if x1, . . ., xn are values whose respe
tivetypes are t1, . . ., tn then (x1, ..., xn) is a tuple of type t1 * ... * tn. For instan
e:let pair0 = (0, true);;val pair0 : 'a int * 'a boollet triple0 = (0, 1, 'a');;val triple0 = 'a int * 'a int * 'a 
harProdu
t types 
arry no parti
ular se
urity annotation be
ause�with the slight ex
eption ofobservations made by the physi
al equality operator, see ?�all the information 
arried by a tupleis in fa
t 
arried by its 
omponents. However, ea
h 
omponent of a tuple has its own se
urityannotation, whi
h may di�er from those of the others. For instan
e, one may de�ne a pair ofintegers whose �rst integer has level !ali
e and the se
ond !bob :let pair1 = x1, x2;;val pair0 : !ali
e int * !bob int2.2 Constrained type s
hemesWe will now show that Flow Caml features a 
onstraint-based type system with subtyping. ML'stype system (whi
h is the basis of SML, Obje
tive Caml or Haskell) relies on uni�
ation; whi
hmeans that the only expressible relationship between (type) variables is equality. Unfortunately,as will be demonstrated by our next examples, this is not expressive enough to faithfully tra
einformation �ow in many 
ases, and then type s
hemes must in
lude 
onstraints between se
uritylevels su
h as inequalities.2.2.1 SubtypingSubtyping between se
urity levels Let us 
onsider a �rst example of fun
tion whose types
heme 
omprises an inequality: f1 takes one integer x as argument and returns a pair formed ofits su

essor and its sum with the global 
onstant x1 de�ned above:let f1 x = (x + 1, x + x1);;val f1 : 'a int -> 'a int * 'b intwith 'a < 'band !ali
e < 'bThe type s
heme returned by the system involves two level variables, 'a and 'b. The �rst one, 'a,is the se
urity level of the fun
tion's argument. Naturally, it is also that of the �rst 
omponent ofthe pair returned by the fun
tion. The se
ond integer returned by the fun
tion is labeled by thevariable 'b. This se
urity level is related to 'a by the �rst inequality appearing after the keywordwith: 'a < 'b tells us that 'b must be greater than or equal to 'a (note that the 
hara
ter <output by your terminal stands, in Flow Caml, for the mathemati
al symbol ≤). In what 
on
ernsinformation �ow, this inequality re�e
ts the fa
t that the integer labeled by 'b depends on the onelabeled 'a; in other words that there is a �ow from the latter to the former. The other 
onstraint,!ali
e < 'b requires 'b to be greater than or equal to the 
onstant !ali
e. It says that there isINRIA



The Flow Caml System 19a possible �ow from data (namely x1) 
oming from the external sour
e symbolized by the 
onstant!ali
e (the prin
ipal Ali
e) to the se
ond output of the fun
tion.Now, we 
an apply this fun
tion to di�erent integers:f1 0;;- : 'a int * !ali
e intf1 x1;;- : !ali
e int * !ali
e intf1 x2;;- : !bob int * [> !ali
e, !bob℄ intFrom a type-theoreti
 point of view, the type s
heme inferred for f1 means that every instan
eof 'a int -> 'a int * 'b int for some 'a and 'b whi
h satisfy the inequalities 'a < 'b and!ali
e < 'b is a valid type for the fun
tion. This statement 
annot be expressed as pre
iselyin a uni�
ation-based type system. Indeed, in su
h a framework, every < must be read as =, i.e.the variables 'a and 'b must be uni�ed with the 
onstant !ali
e. Thus we would obtain thefollowing judgment:val f1 : !ali
e int -> !ali
e int * !ali
e intwhi
h is mu
h more restri
tive than the previous one: here, applying f1 to the integer 0 wouldyield a result of type !ali
e int (instead of 'a int), while the expression f1 x2 would be ill-typed. The same observation 
an be made with the following fun
tion, f2, whi
h takes threeinteger arguments and 
omputes the sums of ea
h pair of them:let f2 x y z =(x + y, y + z, x + z);;val f2 : 'a int -> 'b int -> '
 int -> 'd int * 'e int * 'f intwith 'a < 'd, 'fand 'b < 'd, 'eand '
 < 'e, 'fThe obtained type s
heme involves three 
onstraints; ea
h of them relates one argument of thefun
tion to two of its outputs. For instan
e, the 
onstraint 'a < 'd, 'f (whi
h is a shorthandfor 'a < 'd and 'a < 'f) tra
es the information �ow from the �rst argument, x to the �rstand third 
omponents of the result, x + y and x + z respe
tively. The next two 
onstraints dealsimilarly with the se
ond and third arguments of the fun
tion, respe
tively. Obviously, the systemperforms some arbitrary 
hoi
e when it typesets a list of 
onstraints. For instan
e, f2's s
hememay equivalently be written:val f2 : 'a int -> 'b int -> '
 int -> 'd int * 'e int * 'f intwith 'a, 'b < 'dand 'b, '
 < 'eand 'a, '
 < 'fWhen one applies the fun
tion to the three 
onstants x1, x2 and x3, the 
onstraints allow to
ompute the respe
tive levels of the resulting integer:f2 x1 x2 x3;;- : [> !ali
e, !bob℄ int * [> !bob, !
harlie℄ int* [> !ali
e, !
harlie℄ intOn
e again, if the system did not feature subtyping but only uni�
ation, f2 would have a mu
hmore restri
tive typingval f2 : 'a int -> 'a int -> 'a int -> 'a int * 'a int * 'a intwhi
h tells only that ea
h 
omponent of the returned tuple is likely to depend on all three argumentsgiven to the fun
tion.RT n° 0282



20 Vin
ent SimonetSubtyping between types In the previous examples, inequalities involve only se
urity levels.However, types are also ordered by the partial order <, whi
h is said to be a subtyping order. Ingeneral terms, subtyping 
onsists of a partial order on types and a subsumption rule that allowsevery expression whi
h has a given type to be used with any greater type, i.e. if an expression ehas some type t and t is a subtype of t′ (t < t′) then e also has type t′. In Flow Caml, subtypingis stru
tural and de�ned by lifting the order between se
urity levels throughout the stru
ture oftypes: two 
omparable types must have the same �stru
ture� and only their annotations maydi�er. For this purpose, every type 
onstru
tor (su
h as int, list or ->) has a signature whi
hgives the varian
e (and the kind) of ea
h of its argument. A varian
e is either + (
ovariant),- (
ontravariant) or = (invariant). The signature of a type 
onstru
tor 
an be displayed in thetoplevel thanks to the dire
tive #lookup_type:#lookup_type "int";;type (#'a:level) intThis tells that the only argument ('a) of int is a level and is 
ovariant. (The # symbol is adistinguished form of +, whose role will be explained in se
tion 2.2.2. For the time being, you 
ansimply read it as if it were +.) This de�nes the subtyping order on integer types: given two se
uritylevels 'a and 'b, 'a int < 'b int holds if and only if 'a < 'b. Similarly, the two arguments oflist are also 
ovariant:#lookup_type "list";;type (+'a:type, #'b:level) list = ...Then, ('a1, 'b1) list < ('a2, 'b2) list is equivalent to 'a1 < 'a2 and 'b1 < 'b2. Asa result, subtyping 
onstraints involving two type stru
tures 
an be de
omposed re
ursively: forinstan
e ('a1 int, 'b1) list < ('a2 int, 'b2) list produ
es 'a1 int < 'a2 int and'b1 < 'b2 and then 'a1 < 'a2 and 'b1 < 'b2.The fun
tion f3 takes three arguments and build three lists of two elements ea
h:let f3 x y z =([x; y℄, [y; z℄, [x; z℄);;val f3 : 'a -> 'b -> '
 -> ('d, 'e) list * ('f, 'g) list * ('h, 'i) listwith 'a < 'd, 'hand 'b < 'd, 'fand '
 < 'f, 'hThe typing inferred by the system is similar to that of f2. Ea
h 
onstraint relates the type of oneinput to those of the result: thus, the type of the �rst argument, 'a is �inje
ted� in those of theelements of the �rst and third lists, re�e
ting the dependen
y. However, it is worth noting thathere, the variables 'a, 'b, '
, 'd, 'e and 'f are types, not levels.The arrow type 
onstru
tor -> we have en
ountered in the previous examples has the followingsignature:type (-'a:type) -> (+'b:type)As usual in the presen
e of subtyping, the result type is a 
ovariant parameter while the argumentis a 
ontravariant one. This means that the inequality 'a1 -> 'b1 ≤ 'a2 -> 'b2 holds if andonly if 'b1 ≤ 'b2 and 'a2 ≤ 'a1.Simpli�
ation of type s
hemes Flow Caml automati
ally performs some simpli�
ations beforeit outputs a s
heme in order to make the printing as 
on
ise as possible. Indeed, be
ause of thepresen
e of subtyping, the same type s
heme 
an be written in di�erent but equivalent forms. Toillustrate this, let us 
onsider the integer sum operator, +. In the Flow Caml standard library, itis de
lared with the following s
heme: INRIA



The Flow Caml System 21val ( + ) : 'a int -> 'a int -> 'a intThis type s
heme apparently 
onstrains its two arguments to have the same se
urity level. However,it is still possible to 
ompute the sum of two integers whi
h have di�erent se
urity levels, as in thefollowing example:x1 + x2;;- : [> !ali
e, !bob℄ intThe integer x1 has the type !ali
e int. By subsumption, it 
an be freely used with any greatertype, e.g. [> !ali
e, !bob℄ int. (The system is able to perform the 
oer
ion itself when needed,no expli
it annotation is therefore required.) Similarly, x2 has type !bob int but it 
an alsobe used as a value of type [> !ali
e, !bob℄ int. It follows that the expression x1 + x2 iswell-typed and produ
es a value of type [> !ali
e, !bob℄ int. Generalizing this pro
ess, onemay naturally propose another type s
heme for ( + ), whi
h expli
itly in
ludes the subsumptionme
hanism:val ( + ) : 'a1 int -> 'a2 int -> 'a3 intwith 'a1, 'a2 < 'a3Nevertheless Flow Caml tries to output every type s
heme in a form that is as 
on
ise as possible(for e�
ien
y reasons, its simpli�
ation algorithm is however in
omplete). In order to help youin reading types, ea
h o

urren
e of a variable is printed with a 
olor whi
h indi
ates its polarity:negative o

urren
es appear in green while positive ones are in red. Then, when interpreting atype, any negative (resp. positive) o

urren
e of a variable 'a 
an be repla
ed by a fresh variable'b with the 
onstraint 'b < 'a (resp. 'a < 'b). Applying this prin
iple to the s
hemeval ( + ) : 'a int -> 'a int -> 'a intone obtainsval ( + ) : 'a1 int -> 'a2 int -> 'a3 intwith 'a1 < 'aand 'a2 < 'aand 'a < 'a3whi
h be
omes, by transitivity of <,val ( + ) : 'a1 int -> 'a2 int -> 'a3 intwith 'a1 < 'a3and 'a2 < 'a32.2.2 level 
onstraintsFlow Caml provides the 
onditional 
onstru
t if . . . then . . . else . . ., whi
h has the samesemanti
s as that of Obje
tive Caml, as well as polymorphi
 
omparison primitives. As explainedabove, the type of boolean values 
arries one se
urity level:let y1 : !ali
e bool = false;;val y1 : !ali
e boollet y2 : !bob bool = false;;val y2 : !bob boolWhen it en
ounters a 
onditional 
onstru
t, the exe
ution of a program evaluates the 
ondition,and depending on the result, 
ontinues with one of the two bran
hes. Thus, the result produ
edby the whole expression is that of one of the two sub-expressions appearing after then and else.Hen
e, the type of the former must be a super-type of the latter. For instan
e, in the simple 
asewhere a 
onditional produ
es integers, this means that the se
urity level of the whole expressionmust be the union of those of the two bran
hes:RT n° 0282



22 Vin
ent Simonetif y0 then x1 else x2;;- : [> !ali
e, !bob℄ intIn this example, x1 has type !ali
e int, x2 has type !bob int, so the whole expression has type[> !ali
e, !bob℄ int. The value produ
ed by a 
onditional also 
arries information about theresult of the test. Hen
e, in order to take in a

ount this possible information �ow, the se
uritylevel of the latter must guard the type of the former, this means that its se
urity level(s) must begreater than or equal to that of the 
ondition:if y1 then 1 else 0;;- : !ali
e intHere, the 
ondition, y1, has level !ali
e; hen
e the result of the whole expression must have thislevel too. Similarly, if a 
onditional evaluates to a tuple, the type of ea
h of its 
omponents mustbe guarded by the level atta
hed to the test:if y1 then (x1, (true, 'a')) else (x2, (false, 'b'));;- : [> !ali
e, !bob℄ int * (!ali
e bool * !ali
e 
har)We now introdu
e some fun
tions whose result depends on some test(s) performed on theirargument(s). The fun
tion int_of_bool simply 
onverts a boolean into an integer:let int_of_bool x =if x then 1 else 0;;val int_of_bool : 'a bool -> 'a intHowever, be
ause of polymorphism, it is possible for the type produ
ed by a 
onditional 
onstru
tnot to be known, for instan
e if it depends on that of some argument in an abstra
tion:let 
hoose y1 y0 x =if x then y1 else y0;;val 
hoose : 'a -> 'a -> 'b bool -> 'awith 'b < level('a)The result produ
ed by 
hoose 
learly depends on the value of the boolean x, and hen
e mustbe guarded by its se
urity level, 'b. However, it has the type of the two other arguments of thefun
tion, y0 and y1, but this may be arbitrary. That is the reason why this example involves anew form of 
onstraint, 'b < level('a). (In [PS03℄, this is written 'b ⊳ 'a.) Let us �rst remarkthat in this 
onstraint 'b and 'a are variables of di�erent kinds: 'b stands for a se
urity levelwhile 'a is a type. This 
onstraint 
an be viewed as an inequality delayed until the stru
tureof the type 'a is known: roughly speaking, it means that the topmost se
urity level(s) of thetype 'a must be greater than or equal to 'b. For instan
e, if you instantiate 'a by 'a1 int, the
onstraint is simply de
omposed as 'b < 'a1, but, if you instantiate 'a by 'a1 int * 'a2 bool,it produ
es 'b < 'a1 and 'b < 'a2. To illustrate how this de
omposition me
hanism works, one
an 
onsider some partial appli
ations of the fun
tion:let 
hoose1 y = 
hoose 1 0 y;;val 
hoose : 'a bool -> 'a intlet 
hoose2 y = 
hoose (1, 1) (0, 0) y;;val 
hoose : 'a bool -> 'a int * 'a intIn the �rst example, 'a is instantiated by 'a1 int and the 
onstraint 'b < level('a1 int) isde
omposed as 'b < 'a1. This yields the s
heme'b bool -> 'a1 int with 'b < 'a1
INRIA



The Flow Caml System 23whi
h is simpli�ed into 'a bool -> 'a int. In the se
ond example, 'a is instantiated by'a1 int * 'a2 int. The 
onstraint be
omes su

essively'b < level('a1 int * 'a2 int)'b < level('a1 int) and 'b < level('a2 int)'b < 'a1 and 'b < 'a2The obtained s
heme 
an be simpli�ed into 'a bool -> 'a int * 'a int. Similarly, we 
analso 
onsider lists:let 
hoose3 y = 
hoose [℄ [1;2℄ y;;val 
hoose3 : 'a bool -> ('b, 'a) listHere, the type variable 'a is instantiated by ('a1, 'a2) list, whi
h yields the 
onstraint'b < level(('a1, 'a2) list) that is de
omposed into 'b < 'a2.A question naturally arises: how does the type-
he
ker determine on whi
h arguments of ea
htype 
onstru
tor the destru
tor level must be de
omposed? This information is retrieved fromsignatures: the arguments on whi
h level applies are those whi
h are marked as �guarded � by asharp symbol (#):#lookup_type "int";;type (#'a:level) int#lookup_type "list";;type (+'a:type, #'b:level) list = ...This means for instan
e that level applies on the single argument of int while it 
onsiders onlythe se
ond one of list. It is worth noting that # is a distinguished form of +, that means thatguarded arguments are always 
ovariant.2.2.3 
ontent 
onstraintsFlow Caml supports the polymorphi
 
omparison primitives of Obje
tive Caml, su
h as = or <=.These operators 
an be used to 
ompare data stru
tures of any type, so, in Obje
tive Caml, theyhave the following type'a -> 'a -> boolwhi
h means they expe
t two arguments of the same type and returns a boolean. In Flow Caml,the type of the boolean result must 
arry a se
urity annotation, say the level variable 'b. Moreover,be
ause, the result produ
ed by the operator is liable to 
arry information about the two 
omparedvalues, 'b must be related to the se
urity levels whi
h des
ribe them, i.e. those that appear withinthe type 'a. For instan
e, spe
ialized versions of the equality for integers, pairs of integers, listsof integers and lists of pairs of integers should have the following type s
hemes:val eq_int : 'a int -> 'a int -> 'b boolwith 'a < 'bval eq_int_pair : ('a1 int * 'a2 int) -> ('a1 int * 'a2 int) -> 'b boolwith 'a1, 'a2 < 'bval eq_int_list : ('a1 int, 'a2) list -> 'b boolwith 'a1, 'a2 < 'bval eq_int_pair_list : ('a1 int * 'a2 int, 'a3) list -> 'b boolwith 'a1, 'a2, 'a3 < 'bIndeed, 
omparing two pairs 
an leak information about ea
h member of ea
h pair while 
omparingtwo lists gives some knowledge about the stru
ture of the lists (e.g. their length) and/or theirelements. Similarly, an equality operator whi
h applies to integer referen
es has the followingtype:RT n° 0282



24 Vin
ent Simonetval eq_int_ref : ('a1 int, 'a2) ref -> ('a1 int, 'a2) ref -> 'bwith 'a1, 'a2 < 'bComparing two referen
es reveal information about their respe
tive addresses�hen
e 'a2 < 'b�and their 
ontents, hen
e 'a1 < 'b.We observe that in all 
ases, the se
urity level 'b that labels the boolean produ
ed by the
omparison must be greater than or equal to every se
urity level that appears in the type ofthe arguments. This re�e
ts how 
omparison applies re
ursively on data-stru
tures. Thus, inorder to give a prin
ipal type to these polymorphi
 operators, we need an additional form of
onstraint, 
ontent('a) < 'b where 'a is a type and 'b is a level. (In [PS03℄, this is writ-ten 'b ◭ 'a.) This 
onstraint requires every se
urity annotation of the type 'a to be less thanor equal to the se
urity level 'b. For instan
e, 
ontent('a1 int * 'a2 int) < 'b is equiva-lent to 'a1 < 'b and 'a2 < 'b while 
ontent('a1 ref, 'a2) < 'b stands for 'a1 < 'b and'a2 < 'b. This de�nition mimi
s the behavior of generi
 
omparison operators whi
h traversedata stru
tures re
ursively. Then, in Flow Caml, = and <= have the following type:val ( = ) : 'a -> 'a -> 'b boolwhen 
ontent('a) < 'bval ( <= ) : 'a -> 'a -> 'b boolwhen 
ontent('a) < 'bThey 
an be used to implement a polymorphi
 fun
tion mem whi
h sear
hes whether an elementis amember of a list:let re
 mem x = fun
tion[℄ -> false| hd :: tl -> (x = hd) || mem x tl;;val mem : 'a -> ('a, 'b) list -> 'b boolwith 
ontent('a) < 'bor an insertion sort on lists:let re
 insert x = fun
tion[℄ -> [x℄| hd :: tl -> (min hd x) :: insert (max hd x) tl;;val insert : 'a -> ('a, 'b) list -> ('
, 'b) listwith 'a < '
and 
ontent('a) < level('
)let re
 sort = fun
tion[℄ -> [℄| hd :: tl -> insert hd (sort tl);;val sort : ('a, 'b) list -> ('
, 'b) listwith 'a < '
and 
ontent('a) < level('
)In Obje
tive Caml, it is even possible to apply polymorphi
 
omparison primitives to fun
-tional values: for instan
e, if f1 and f2 are two fun
tions, (f1 = f2) either returns true (ifthe two fun
tions have the same memory address) or raises an ex
eption in all other 
ases. Su
han expression seems to have a very limited interest and is not really used be
ause it largely de-pends on the implementation: for instan
e let f = fun x -> x in (f = f) returns true while(fun x -> x) = (fun x -> x) raises an ex
eption. However, the Caml type system has no wayto prevent su
h 
alls from arising. The SML [MTHM97℄ diale
t of ML addresses these issuesINRIA



The Flow Caml System 25by introdu
ing �eq� types, and hen
e refuses at 
ompile time any appli
ation of a 
omparisonprimitive to values whi
h (are likely to) 
ontain 
losures. The same approa
h is followed in FlowCaml, where non-eq types are marked by the keywork noneq in their de�nition, and the 
onstraint
ontent('a) < 'b 
annot be satis�ed if 'a is a non-eq type. Hen
e, the following pie
e of 
odeyields a type error:(fun x -> x) = (fun x -> x);;Magi
 generi
 primitives 
annot be applied on expressionsof type ~a -> ~a2.2.4 Same-skeleton 
onstraintsIn addition to inequalities, Flow Caml type s
hemes may involve another sort of 
onstraints, whi
hare referred to as same-skeleton 
onstraints. Let us 
onsider the following fun
tion:let skel x y =if x = y then ();x;;val skel : 'a -> 'b -> 'awith 'a ~ 'bskel x y tests whether x equals y, then returns x. In the 
ase where the test su

eeds, thefun
tion skel does nothing parti
ular, but it should for instan
e be possible to repla
e () by anexpression whi
h performs side-e�e
ts, as we will do in se
tion 2.3.2. However, the 
urrent fun
tionis su�
ient to illustrate the need of same-skeleton 
onstraints.In Obje
tive Caml, the two arguments of skel, x and y, will be required to be of the sametype, in order to allow 
omparing them: skel's prin
ipal type s
heme would be 'a -> 'a -> 'a.However, in Flow Caml, thanks to subtyping, it is no longer ne
essary to require them to haveexa
tly the same type: indeed, they may have di�erent se
urity annotations, e.g. be two integersof di�erent se
urity levels. Formally, if x has type 'a and y has type 'b, it is su�
ient to requirethe existen
e of a super-type '
 of 'a and 'b (i.e. su
h that 'a < '
 and 'b < '
). This is whatexpresses the ~ 
onstraint. Indeed, the above type s
heme is equivalent to:val skel : 'a -> 'b -> 'awith 'a < '
and 'b < '
where '
 is an extra type variable. It is easy to 
he
k that su
h a '
 exists if and only if 'aand 'b are two types of the same shape or skeleton i.e. di�er only by their non-invariant se
urityannotations.It is worth noting that the ~ predi
ate is transitive and asso
iative (it is indeed the symmetri
,transitive 
losure of <), so that same-skeleton 
onstraints whi
h involve a 
ommon variable 
an bemerged, as in the following example:let skel3 x y z =if x = y or y = z then ();x;;val skel3 : 'a -> 'b -> '
 -> 'awith 'a ~ 'b ~ '
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26 Vin
ent Simonet2.2.5 Fun
tions as valuesFlow Caml is a fun
tional language: fun
tions are �rst 
lass 
itizens and hen
e 
an be manipulatedas regular values. Thus, one may de�ne a fun
tion whose result itself is a fun
tion:let pred x = x + 1;;val pred : 'a int -> 'a intlet pred_or_su

 y = if y then pred else su

;;val pred_or_su

 : 'a bool -> 'b int -{|| 'a}-> 'b int(To help 
omprehension, the inferred type s
heme may be parenthesized as follows:val pred_or_su

 : 'a bool -> ('b int -{|| 'a}-> 'b int)However, this is naturally unne
essary be
ause the arrow type 
onstru
tor is right asso
iative.)Knowing whi
h fun
tion among pred or su

 an appli
ation of pred_or_su

 returns naturallyleaks information about the boolean given as argument. In order to re�e
t this information �ow,the type assigned to the fun
tion returned by pred_or_su

 
omprises an additional se
urity level,'a, printed inside the arrow symbol: it intends to des
ribe how mu
h information is atta
hed tothe knowledge of the fun
tion. For instan
e, an appli
ation of pred_or_su

 with a boolean oflevel !ali
e yields a fun
tion whose identity has level !ali
e too:pred_or_su

 y1;;- : 'a int -{|| !ali
e}-> 'a intThe language naturally allows to observe the �identity� of a fun
tion by wat
hing the result pro-du
ed by some appli
ation of it. For instan
e, when one applies (pred_or_su

 y1) to someinteger, the result must be guarded by the level !ali
e, be
ause it allows determining whetherthe fun
tion was pred or su

 and hen
e the boolean y1.(pred_or_su

 y1) 0;;- : !ali
e int(pred_or_su

 y1) x2;;- : [> !ali
e, !bob℄ intIn fa
t, arrows in Flow Caml involve three se
urity annotations; then, the general form of afun
tion type is'a -{'b | '
 | 'd}-> 'ewhere 'a and 'e are the types of the argument expe
ted by the fun
tion and the result it produ
es,respe
tively. Furthermore, 'b and 'd are levels. The former is a lower bound on the side e�e
tsperformed by the fun
tion (it will be introdu
ed in se
tion 2.3) while the latter represents informa-tion about the fun
tion's identity, as explained above. Lastly, '
 is a row des
ribing the ex
eptionsthe fun
tion may raise (we will detail its usage in se
tion 2.4). However, in order to improve read-ability, Flow Caml does not print annotations on arrows that 
arry no information, i.e. that areuniversally quanti�ed and un
onstrained type variables. For instan
e 'a -> 'b is a shorthand for'a -{'
 | 'd | 'e}-> 'b (where '
, 'd and 'e are fresh variables), while 'a -{|| 'b}-> '
stands for 'a -{'d | 'e | 'b}-> '
 (where 'd and 'e are fresh).2.2.6 Interlude: the graphi
al output of type s
hemesFlow Caml's toplevel is able to give a graphi
al representation of type s
hemes, in addition to thestandard textual one. The graphi
al output is enabled when the toplevel is laun
hed with the-graph option, or�at any time�by entering the following dire
tive in the toplevel:#open_graph;;
INRIA



The Flow Caml System 27The graphi
al representation of a type s
heme may be easier to interpret than its textual 
oun-terpart, be
ause it gives a visual des
ription of information �ow. Let us explain how to read su
hrepresentations on some examples.let su

 x = x + 1;;val su

 : 'a int -> 'a intThe graphi
al representation of a type s
heme is made of two parts: at the bottom appears theskeleton of the s
heme, whi
h 
onsists in the type expression where se
urity annotations have beenrepla
ed with bullets •. Roughly speaking, ignoring these bullets, this 
an be read as a Caml type.A 
olor 
ode is adopted for drawing se
urity annotations: 
ontravariant annotations (whi
h standfor inputs) appear in green while 
ovariant ones (outputs) are drawn in red. Invariant annotationsare in orange. Then subtyping 
onstraints are represented in the top part of the drawing byarrows. In su

's type s
heme, the dashed arrow from the green bullet to the red one symbolizesan inequality whose left- (resp. right-) hand-side is the se
urity annotation symbolized by the green(resp. red) bullet. Then, the drawing must be read as the following s
hemeval su

 : 'a int -> 'b intwith 'a < 'bwhi
h is equivalent to 'a int -> 'a int. Let us now show how type variables are graphi
allyrepresented.let skel x y =if x = y then ();x;;val skel : 'a -> 'b -> 'awith 'a ~ 'bIn the body of the graphi
al representation of skel's type s
heme, the boxes labeled ~a stand fora skeleton 
lass : ea
h o

urren
e of ~a must be read as a di�erent type variable a1, a2, ..., an,with the 
onstraint a1 ~ a2 ~ ...~ an. For instan
e, ~a -> ~a -> ~a represents'a1 -> 'a2 -> 'a3with 'a1 ~ 'a2 ~ 'a3The same 
olor 
ode is followed for boxes as for bullets. Subtyping 
onstraints between typevariables are represented by bla
k arrows: in skel's type s
heme, the arrow from the �rst box tothe third one stands for the 
onstraint 'a1 < 'a3.Arrows heads and tails 
an be shared, as in the following examples:let sum x y = x + y;;val sum : 'a int -> 'a int -> 'a intlet make_pair x = (x, x);;val make_pair : 'a -> 'a -> 'aIt remains to show how spe
ial forms of inequalities, i.e. 
onstraints su
h as 
ontent('a) < 'b,'a < level('b) and level('a) < 
ontent('b), are drawn. All of them are represented by adashed arrow from (the box/bullet whi
h stands for) 'a to (the box/bullet whi
h stands for) 'b.No 
onfusion 
an arise thanks to kinding as illustrated by the following table:
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28 Vin
ent Simonetkind of 'a kind of 'b meaning of a dashed arrow from 'a to 'blevel level 'a < 'blevel type 'a < level('b)type level 
ontent('a) < 'btype type 
ontent('a) < level('b)This is illustrated by the two following examples:let 
hoose y1 y0 x =if x then y1 else y0;;val 
hoose : 'a -> 'a -> 'b bool -> 'awith 'b < level('a)( = );;val ( = ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'bIn the type s
heme of 
hoose, the dashed arrow symbolizes the 
onstraint 'b < level('a), whilein that of ( = ) it stands for 
ontent('a) < 'b.2.3 Imperative featuresThough all the examples given so far in this tutorial are in a �purely fun
tional� style, Flow Camlalso provides full imperatives features. This in
ludes mutable data stru
tures su
h as referen
esand arrays, as well as usual while and for loops.2.3.1 Dire
t and indire
t information �owsUnfortunately, in a programming language equipped with side e�e
ts, it is possible to leak infor-mation in indire
t ways. Let us 
onsider the following pie
es of 
ode:r := not yr := if y then false else trueif y then r := false else r := truer := true; if y then r := falseAll of them are semanti
ally equivalent: they update the 
ontent of the referen
e r, storing in itthe negation of the boolean y. Hen
e, this produ
es some information �ow from y to r. However,depending on the 
ases, it is of a di�erent nature. In the two �rst examples, the �ow is said to bedire
t : a value depending from y is 
omputed and then stored in r; this is very similar to whatwe have en
ountered up to now. On the 
ontrary, in the last two expressions, the value in everyright-hand-side of the := operator does not involve y: it is even given expli
itly in the sour
e
ode. However, the referen
e's update is performed in a bran
h of the program whose exe
utionis 
onditioned by the value of y. In this situation, we say there is an indire
t �ow form y to r.The last example 
alls for an additional 
omment: in the 
ase where the boolean y is false, thereferen
e r is never updated in a 
ontext 
onditioned by y. However, the information �ow fromthe latter to the former still exists: it is indeed possible to leak information through the absen
eof a 
ertain e�e
t. (This last example shows that it would be very di�
ult to dete
t information�ow at run time.)
INRIA
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esIn Flow Caml, the type 
onstru
tor for referen
es, ref, has two arguments:#lookup_type "ref";;type (='a:type, +'b:level) ref = ...The �rst one is the type of the value stored in the referen
e. Be
ause the 
ontent of a referen
eis a

essible in reading and writing, it must be at the same time 
ovariant and invariant, i.e. itis invariant. The se
ond argument of ref is a se
urity level, whi
h is guarded and 
ovariant. Itdes
ribes how mu
h information is atta
hed to the identity of the referen
e, in other words itsmemory address.Let us now illustrate how information �ow with mutable stru
tures is tra
ed by some examplesof Flow Caml 
ode. We �rst de�ne two referen
es r1 and r2 whose 
ontents are de
lared to bebooleans of levels !ali
e and !bob, respe
tively.let r1 : (!ali
e bool, 'a) ref = ref true;;val r1 : (!ali
e bool, 'a) reflet r2 : (!bob bool, 'a) ref = ref true;;val r2 : (!bob bool, 'a) refIn the above example, the 
ontent of referen
e r1 has type !ali
e bool. This means it mayre
eive any boolean whose se
urity level is less than or equal to !ali
e, i.e. a boolean Ali
e isallowed to read. The boolean y1 (de�ned in se
tion 2.1) has level !ali
e. Hen
e it 
an legally bestored in r1:r1 := y1;;- : unitThis expression only produ
es a side-e�e
t, so it has type unit. Be
ause there is only one valueof this type, the 
onstant (), the value of a unit expression yields no information. At a result,the unit type 
onstru
tor does not 
arry any se
urity annotation. On the 
ontrary, the booleany2 has been de
lared with the level !bob. Be
ause information �ow from !bob to !ali
e is notallowed (see se
tion 2.6), assigning it to r1 raises a typing error:r1 := y2;;This expression generates the following information flow:from !bob to !ali
ewhi
h is not legal.Similarly, the referen
e r1 
an be updated in a 
ontext whose exe
ution depends on y1 but noty2: if y1 then r1 := false else r1 := true;;- : unitif y2 then r1 := false else r1 := true;;This expression generates the following information flow:from !bob to !ali
ewhi
h is not legal.Lastly, reading the 
ontent of r1 naturally yields a boolean of level !ali
e:!r1;;- : !ali
e bool
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30 Vin
ent SimonetLet us explain in a few words how the type system is able to tra
e indire
t information �ow inthe above examples. Flow Caml asso
iates to every 
ontext of an expression (i.e. every point ofthe program) a se
urity level telling how mu
h information the given sub-expression gains when itis exe
uted. (In the literature, this se
urity level is generally written pc, in referen
e to program
ounter.) Basi
ally, ea
h time a 
onditional 
onstru
t is traversed, this level is augmented with theannotation of the 
ondition, as illustrated in this example:if y1 (* y1 has type !ali
e bool *) then... (* this bran
h is type
he
ked at level !ali
e *)elseif y2 (* y2 has type !bob bool *) then... (* this bran
h is type
he
ked at level [> !ali
e, !bob℄ *)else... (* this bran
h is type
he
ked at level [> !ali
e, !bob℄ *)Moreover, when some data is written in a referen
e, the system 
onstrains the level of its 
ontentto be greater than or equal to the se
urity level atta
hed to the 
ontext, re�e
ting the fa
t that,be
ause of the update, the 
ontent of the referen
e is liable to 
arry information about all the teststraversed to rea
h this point of the program.The purpose of the se
ond argument of the type 
onstru
tor ref appears when a referen
e isused as �rst 
lass value, e.g. if it is the result of some fun
tion. For instan
e, let us de�ne a versionof the fun
tion 
hoose spe
ialized for referen
es by a type 
onstraint:let 
hoose_ref y r1 r0 : (_, _) ref =if y then r1 else r0;;val 
hoose_ref : 'a bool ->('b, 'a) ref -> ('b, 'a) ref -> ('b, 'a) refThe se
urity level of the referen
e returned by this fun
tion must be greater than or equal to thatof the boolean given as argument. Indeed, revealing whi
h referen
e is returned by the fun
tionmay leak information about the value of the 
ondition, y. Su
h an observation 
an be performed,for instan
e, by updating its 
ontent.Some additional di�
ulty arises when one de�nes a fun
tion performing side-e�e
ts: be
ausethe body of a fun
tion is exe
uted at the point of the program where it is applied �and not theone where it is de�ned� it must be type-
he
ked at the level of the former rather than the latter.This is the purpose of the �rst se
urity annotation appearing in fun
tion types (see se
tion 2.2.5).For instan
e, 
onsider a fun
tion whi
h sets the 
ontent of r1 to false:let reset_r1 () =r1 := false;;val reset_r1 : unit -{!ali
e ||}-> unitThis fun
tion 
an only be exe
uted in a 
ontext whose level is less than or equal to !ali
e. Thisis re�e
ted by the annotation !ali
e printed �inside� the arrow symbol of the above type: thisse
urity level is a lower bound on the e�e
ts performed by the fun
tion and an upper bound onthe 
ontexts where it 
an be applied. In many 
ases, it is a variable related to (parts of) the typeof the fun
tion's argument:let reset r =r := false;;val reset : ('a bool, 'a) ref -{'a ||}-> unit
INRIA



The Flow Caml System 31The fun
tion reset takes a referen
e as argument and sets its 
ontent to false. The typesystem 
onstrains the level of the 
ontent of the referen
e to be equal to or greater than (1) the levelatta
hed to the referen
e's identity and (2) the level atta
hed to the 
ontext where the fun
tion isapplied.The identity of the referen
e returned by this fun
tion 
arries information about those of thereferen
es given as argument, but also about the boolean y. This is re�e
ted in the inferreds
heme by the fa
t that all of them are annotated by the same se
urity level, 'a.We now re-implement the fun
tion 
al
ulating the length of a list, length, in imperative style:let length' list =let 
ounter = ref 0 inlet re
 loop = fun
tion[℄ -> ()| _ :: tl ->in
r 
ounter;loop tlinloop list;!
ounter;;val length' : ('a, 'b) list -{'b ||}-> 'b intThe obtained s
heme appears more restri
tive than length's type:val length: ('a, 'b) list -> 'b intIndeed, with length', the result's se
urity level must be greater than or equal to the fun
tion's
pc parameter. However, the di�eren
e is only super�
ial; it 
an be 
he
ked that both types in fa
thave the same expressive power.2.3.3 Arrays, strings and loopsWe 
on
lude this se
tion by a few words about arrays and (mutable) strings. In Flow Caml, thetype 
onstru
tor for arrays (array) 
arries two arguments:[|0; 1; 2|℄;;- : ('a int, 'b) arrayThe respe
tive roles of these arguments are similar to those of ref: the former is the type of the
ontent of the 
ells of the array, and the latter is a se
urity level, related to the array identity. Aslight novelty is that this 
omprises information atta
hed to the length of the array. Indeed, thefun
tion returning the length of an array has the following type:Array.length;;- : ('a, 'b) array -> 'b int(whi
h is similar to that of the fun
tion 
al
ulating the length of a list.)In the Caml language, the only di�eren
e between a mutable string and an array of 
hara
ters
on
erns its representation in the runtime system. Hen
e, the type of mutable strings is isomorphi
to that of an array of 
hara
ters:[|'a'; 'b'; '
'|℄;;- : ('a 
har, 'b) array"ab
";;- : ('a, 'b) 
harrayIndeed, the type 
onstru
tor 
harray expe
ts two se
urity levels as arguments. The �rst onedes
ribes information atta
hed to the 
hara
ters stored in the string while the se
ond one is relatedto the identity of the string (in
luding its length).RT n° 0282



32 Vin
ent Simonet2.4 Dealing with ex
eptionsIn this se
tion, we explain how Flow Caml deals with ex
eptions. For the programmer, ex
eptionsare a powerful me
hanism for signaling and handling ex
eptional 
onditions. As in Obje
tiveCaml, ex
eptions names are de
lared with the ex
eption 
onstru
t and signaled with the raiseoperator:ex
eption X;;ex
eption Xex
eption Y;;ex
eption Yraise X;;- : 'aHowever, the ex
eption ma
hinery provided by Flow Caml is slightly restri
ted in 
omparisonwith that of Obje
tive Caml, mostly be
ause ex
eptions are not �rst 
lass values. Basi
ally, anex
eption name (su
h as X in the above example) is not a value, and hen
e 
annot be bound toa variable or passed as argument to a fun
tion (while in Obje
tive Caml, it is a legal value oftype exn). Similarly, in Obje
tive Caml, raise is a regular fun
tion whi
h a

epts an arbitraryargument (of type exn), but, in Flow Caml, it is a built-in 
onstru
t whi
h requires the name ofthe raised ex
eption to be stati
ally spe
i�ed. For instan
e, the following Obje
tive Caml pie
e of
ode 
annot be written in Flow Caml:let f x =raise (if x then X else Y);;but, in this parti
ular 
ase, it may be rewritten into:let f x =if x then raise X else raise Y;;Although it should theoreti
ally be possible to deal with ex
eptions as �rst 
lass 
itizens inFlow Caml [PS02℄, we believe our design 
hoi
e to be a good balan
e between expressiveness andsimpli
ity: having �rst 
lass ex
eptions would generate 
omplex typings (whi
h involve 
onditional
onstraints), whereas, a

ording to our experien
e, the use of ex
eptions as values in real programsseems to be rather limited. To mitigate the loss in expressiveness and provide alternatives for themost 
ommon usages of ex
eptions as �rst 
lass values made in Caml programs, Flow Caml providestwo additional 
onstru
ts for handling ex
eptions: try ... finally and try ... propagate(see se
tion 2.4.3).2.4.1 RowsThe ex
eptions that an expression is likely to raise are tra
ed in Flow Caml's type system using arow. A row is a mapping from ex
eption names to se
urity levels: for every ex
eption name, it tellshow mu
h information is leaked if the related expression e�e
tively raises an ex
eption of this name.Be
ause the set of ex
eption names is open (in the sense that the programmer 
an in
rementallyde�ne an arbitrary number of them), rows must range over all potentially de�nable ex
eptionsnames; hen
e they are in�nite obje
ts. So, in order to allow denoting them in a �nite 
on
retesyntax, Flow Caml uses row variables and adopts Rémy's row syntax. For instan
e, the (row)expression X: 'a; Y: 'b; '
 stands for the row whi
h maps the ex
eption name X to 'a, Y to 'band whose other entries are given by '
. Here, 'a and 'b are levels while '
 is a row variable ofdomain {X, Y}: it stands for a row ranging over all ex
eption names ex
ept X and Y. The order inwhi
h �elds appear is not signi�
ant: the above row is equal to Y: 'b; X: 'a; '
. Row variablesINRIA
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an appear in 
onstraints: the subtyping order is extended point-wise to rows. Indeed, if '
1 and'
2 are two row variables of the same 
o-domain, the 
onstraint '
1 < '
2 means that every entryof '
1 must be less than or equal to the 
orresponding one in '
2. Hen
e, 
onstraints involvingexpanded row terms may be de
omposed: X: 'a1; Y: 'b1; '
1 < X: 'a2; Y: 'b2; '
2 isequivalent to 'a1 < 'a2 and 'b1 < 'b2 and '
1 < '
2. Lastly, for the sake of 
on
iseness,when it prints a type s
heme, Flow Caml omits un
onstrained universally quanti�ed row variables:for instan
e, A: 'a; Y: 'b stands for A: 'a; Y: 'b; '
 where '
 is a fresh row variable.Be
ause ex
eptions 
onstitute an observable form of result for fun
tions, they must be taken ina

ount in their types. Let us for instan
e de�ne a simple fun
tion whi
h raises the ex
eption X:let raise_X () =raise X;;val raise_X : unit -{'a | X: 'a |}-> 'bThe se
ond annotation appearing on the arrow is a row des
ribing the ex
eptions that the fun
tionis likely to raise when it is 
alled. Here, X: 'a, tells that the given fun
tion may raise an ex
eptionof name X: 
at
hing this ex
eption leaks information about the 
ontext where the fun
tion is
alled, so the se
urity level asso
iated to X is 
onstrained to be at least that of the 
ontext wherethe fun
tion is applied (whi
h appears as usual in �rst pla
e in the arrow). In the following example,let raise_X' y =if y then raise X;;val raise_X' : 'a bool -{'a | X: 'a |}-> unit
at
hing the ex
eption X gives information about both the 
ontext where raise_X' has beenapplied and the boolean argument given to the fun
tion. Thus, the annotation asso
iated to theentry X in the row of this fun
tion must be greater than or equal to the se
urity levels of both.When a fun
tion is likely to raise ex
eptions of di�erent names, its row 
omprises one entry forea
h of them:let raise_X_or_Y x y =if x then raise X;if y then raise Y;;val raise_X_or_y : 'a bool -> 'b bool -{'a | X: 'a; Y: 'b |}-> unitwith 'a < 'bThe type s
heme inferred by the system distinguishes one se
urity level for ea
h ex
eption name:handling X yields information only about the �rst argument, x; while handling Y about both.Let us now de�ne a fun
tion whi
h takes an integer as argument, raises X if it is zero andreturns false otherwise:let test_zero x =if x = 0 then raise X;false;;val test_zero: 'a int -> {'a | X: 'a |}-> 'b boolThe inferred type s
hemes states that the boolean returned by the fun
tion does not depend onits argument. Indeed, if the fun
tion e�e
tively produ
es a value, it is invariably false. However,this fun
tion 
an reveal information about its argument through its e�e
t. This is re�e
ted by these
urity level asso
iated to the ex
eption X in its type: it must be greater than or equal to thelevels of the 
ontext where the fun
tion is applied and the integer argument.Ex
eptions 
an be trapped with the try ... with 
onstru
t.RT n° 0282



34 Vin
ent Simonettrytest_zero x1withX -> true;;- : !ali
e boolIn this example, test_zero x1 is liable to raise an ex
eption X with the level !ali
e, whi
h willbe 
at
hed by the handler try ... with X ->. Thus, the value produ
ed by the whole 
onstru
tmust be guarded by the level of the handled ex
eption, i.e. !ali
e. Let us embed this pie
e of
ode in a fun
tion:let f5 x =trytest_zero xwithX -> true;;- : 'a int -{'a ||}-> 'a boolThe type s
heme output by the system re�e
ts that the output of f 
arries information about itsargument, but also about the 
ontext where the fun
tion is 
alled although it does not. However,we witness the same phenomenon as for side e�e
ts: on
e again this is only a super�
ial di�eren
ewith the typing obtained for the fun
tion written in a dire
t style:let f6 x =if x = 0 then true else false;;val f6 : 'a int -> 'a boolThe with part is a
tually a kind of pattern-mat
hing on ex
eption names (however, this isnot a regular pattern mat
hing sin
e ex
eptions are not values). In parti
ular, one try .. with
onstru
t 
an 
at
h several ex
eptions names (or even all of them using the _ pattern), as illustratedby the following example:let f7 x y =tryraise_X_or_Y x y;0withX -> 1| Y -> 2;;val f7 : 'a bool -> 'a bool -{'a ||}-> 'a intMany fun
tions in the standard library raise an ex
eption when they 
annot 
omplete normally.For instan
e, the integer division yields Division_by_zero when its se
ond argument is zero, asre�e
ted by its type:val ( / ) : 'a int -> 'b int -{'
 | Division_by_zero: '
 |}-> 'a intwith 'b < '
, 'aIt is noti
eable that there is no relationship between the level of the �rst argument and that ofthe ex
eption Division_by_zero . This re�e
ts that this operator does not need to mat
h its �rstargument before raising the ex
eption.For the purpose of obtaining a pre
ise information �ow analysis, the evaluation order of expres-sions must be spe
i�ed. As a result, the right-to-left evaluation order of the 
urrent implementationINRIA
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tive Caml language is made part of the spe
i�
ation of the Flow Caml 
ore language.For instan
e, Flow Caml type system takes into a

ount that the arguments passed to a fun
tionare evaluated from left to right:let f8 x y =(if x = 0 then raise X else x) + (if y = 0 then raise Y else y);;val f8 : 'a int -> 'b int -{'
 | X: 'd; Y: 'e |}-> 'f intwith 'b < 'd, 'e, 'fand '
 < 'd, 'eand 'a < 'd, 'fThe inferred type s
heme re�e
ts that the 
ondition y = 0 is 
onsidered before x = 0, so theex
eption X 
arries information about x and y while Y only about y. Assuming a left-to-rightevaluation order, one would obtain the following s
heme, where the roles of the variables 'a and'b are ex
hanged:'a int -> 'b int -{'
 | X: 'd; Y: 'e |}-> 'f intwith 'b < 'd, 'fand '
 < 'd, 'eand 'a < 'd, 'e, 'fLastly, if the evaluation order were not spe
i�ed, the type system would have to 
onsider everypossible strategy. In this 
ase, the type s
heme for f8 would be mu
h less informative about thefun
tion:'a int -> 'a int -{'b | X: 'b; Y: 'b |}-> 'a intwith 'a < 'bIndeed, the se
urity levels asso
iated to the two ex
eptions are no longer di�eren
ed and must bothbe greater than or equal to those of the two integer arguments.2.4.2 Ex
eptions and side-e�e
tsWhen, in a toplevel phrase, an ex
eption is raised outside of any handler, it will not be trappedand hen
e the program must terminate. As a 
onsequen
e, if they gain 
ontrol, the next phrasesof the program observe that the ex
eption was not raised; and this must be taken in a

ount inthe type system.test_zero x1;;- : 'a boolCurrent evaluation 
ontext has level !ali
eIn this example, if x1 is zero, evaluating this toplevel phrase 
auses the program to terminate.Hen
e, if this does not happen and exe
ution 
ontinues, the remaining expressions re
eive someinformation about x1 when they are evaluated. Therefore, they must be type-
he
ked in a 
ontextaugmented with the se
urity level of the information 
arried by x1, i.e. !ali
e. This point isexpressed by the se
ond line output by the system. Thus, all side-e�e
ts performed afterward bythe program must a�e
t data of levels greater than or equal to !ali
e. For instan
e, the referen
er1 (whose 
ontent has level !ali
e) 
an be updated while r2 (whose 
ontent has level !bob)
annot:r1 := false;;- : unitr2 := false;;
RT n° 0282
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ent SimonetThis expression is exe
uted in a 
ontext of level !ali
ebut has an effe
t at level !bob.This yields the following information flow:from !ali
e to !bobwhi
h is not legal.Similarly, if one feeds test_zero with x2, the level of the toplevel 
ontext is in
reased by !bob:test_zero x2;;- : 'a boolCurrent evaluation 
ontext has level !bob, !ali
eand now, the referen
e r1 
an no longer be updated, be
ause information �ow from !ali
e to!bob is not allowed (i.e. !ali
e is not inferior to !bob).In a regular program, any in
rease of the se
urity level asso
iated with the topmost evaluation
ontext is naturally irremediable. However, in the intera
tive toplevel, for the 
onvenien
e of theuser, it is possible to reset it to its initial value�as if a new program was started�by the simpledire
tive:#reset_
ontext;;Level of evaluation 
ontext resetThe previous examples illustrate how the se
urity level atta
hed to the evaluation 
ontextin
reases through a sequen
e of toplevel phrases. Sequen
ing of statements is also possible insideexpressions, thanks in parti
ular to the ; operator. Let us for instan
e 
onsider the followingfun
tion:let f9 x r =if x = 0 then raise X;r := false;;val f9 : 'a int -> ('b bool, 'b) ref -{'a | X: 'a |}-> unitwith 'a < 'bf9 takes two arguments: an integer x and a boolean referen
e r. If the integer is 0 then theex
eption X is raised, and the following statement is not performed. Otherwise, exe
ution 
ontinuesand the referen
e r is set to false. We now explain the typing inferred by the system, whi
h re�e
tsthe two possible observable e�e
ts of the fun
tion. First of all, it may raise the ex
eption X. These
urity level atta
hed to this e�e
t, 'a, must be greater than or equal to that atta
hed to the
ontext where the fun
tion is applied and that of the integer argument, be
ause the ex
eptionraising is 
onditioned by a test on x. The se
ond e�e
t that the fun
tion is liable to have is theupdate of the referen
e r. Observing it gives information naturally about the 
ontext where f hasbeen 
alled, but also reveals whether the ex
eption X has been raised, and, as a 
onsequen
e, aboutthe integer x. That is the reason why, the se
urity level of the 
ontent of the referen
e, 'b, mustbe greater than the levels of the 
ontext where the expression is applied and the �rst argument, asre�e
ted by the 
onstraint 'a < 'b.Similarly, every side-e�e
t performed in an ex
eption handler must have a level greater thanor equal to that of the trapped ex
eption. If one rewrites f9 into the following, the inferred types
heme is similar:let f10 x r =tryif x <> 0 then raise X;()withX -> r := false;; INRIA



The Flow Caml System 37val f10 : 'a int -> ('a bool, 'a) ref -{'a ||}-> unitIndeed the referen
e update, r := false is in
reased by the se
urity level asso
iated to X in theexpression between try and with.2.4.3 The spe
ial 
onstru
ts: try ... finally and try ... propagateIn addition to the traditional try ... with, Flow Caml features two other ways of handlingexpressions. Two reasons have motivated their introdu
tion: �rstly, they partially 
ounterbalan
ethe loss of expressiveness resulting of our de
ision to make ex
eption names se
ond-
lass 
itizens;se
ondly, they allow a more pre
ise typing (w.r.t. information �ow) of 
ommon idioms.Ea
h 
lause appearing in the with part of a try ... with may be terminated by the keywordpropagate. In this 
ase, the ex
eption trapped by the handler is re-raised at the end of itsexe
ution. For instan
e:tryewithX | Y -> e'; propagateevaluates e. If it raises X or Y then e' is exe
uted and, then, the trapped ex
eption, X or Y, is raisedagain. In Obje
tive Caml, this 
an be implemented by binding the ex
eption to an identi�er:tryewithX | Y as x -> e'; raise xIn addition to the fa
t that this is not possible with the se
ond-
lass ex
eptions of Flow Caml,providing a dedi
ated idiom for this idiom allows a �ne-grained typing: the ex
eption 
at
hed bythe handler is propagated with exa
tly the same level than it was in e. In parti
ular, two di�erentlevels may be asso
iated to X and Y.The try ... finally 
onstru
t of Flow Caml is a translation of the Java's 
onstru
t for theCaml language. Indeedtrye1finallye2�rst, evaluates e1, whi
h yields either a regular value or an ex
eption. In both 
ases, e2 isexe
uted, and the result produ
ed by e1 is returned. On
e again, this 
an be en
oded in regularCaml (without even using ex
eption values):trylet r = e1 in e2; rwithexn -> e2; raise exn(assuming e2 does not raise any ex
eption). However, using the dedi
ated 
onstru
t try ...finally allows better typings (w.r.t. information �ow): this makes expli
it that the expression e2is always exe
uted (whether e1 raises an ex
eption or not). Thus, the type system is able to takethis in a

ount and type-
he
ks e2 in a 
ontext whose level is not altered by those of the ex
eptionspossibly raised by e1, whereas, in the proposed en
oding, it is. For instan
e the following pie
e of
ode is a

epted by the type system:
RT n° 0282



38 Vin
ent Simonettryif y1 then raise Xfinallyr2 := false;;while its expansion is reje
tedtryif y1 then raise X;r2 := false;with_ -> r2 := false; propagate;;2.4.4 Parameterized ex
eption namesIn Obje
tive Caml, it is possible to de
lare an ex
eptions name whi
h takes some argument whenit is raised. The type of the argument is given when the ex
eption is de�ned, this may be forinstan
e an integer 
orresponding to some error 
ode:ex
eption Error of int;;In Flow Caml, su
h a de�nition is also possible. However, the type of integers is parameterizedby a se
urity level whi
h must in 
onsequen
e appear in the de
laration of the ex
eption. Forinstan
e, one may introdu
e the ex
eption ErrorAli
e whi
h is parameterized by an integer oflevel !ali
e:ex
eption ErrorAli
e of !ali
e int;;and then this ex
eption 
an be raised with di�erent integers of level less than or equal to !ali
eas argument:raise (ErrorAli
e 0);;raise (ErrorAli
e x1);;However, this has two limitations: �rst, it is not possible to raise the ex
eption ErrorAli
ewith an argument whose level is, for instan
e, !bob. Obviously, a workaround may 
onsist inde�ning another ex
eption name:raise (ErrorAli
e x2);;This expression generates the following information flow:from !bob to !ali
ewhi
h is not legal.ex
eption ErrorBob of !bob int;;raise (ErrorBob x2);;However, this does not seem pra
ti
al. That is the reason why, in Flow Caml, the type ofex
eptions arguments may be parameterized by some se
urity level:ex
eption Error : 'a of 'a int;;To explain how the se
urity level of the argument given to an ex
eption is tra
ed, let us de�ne thefollowing fun
tion:let error 
ode =raise (Error 
ode);; INRIA



The Flow Caml System 39val error: 'a int -{'a | Error: 'a |}-> 'bThe se
urity level asso
iated to the ex
eption Error in the row of this fun
tion 
ombines twopie
es of information: �rst, the se
urity level of the 
ontext where the ex
eption is raised and,that of the integer argument. Merging these two annotations into a single one is relatively ad ho
;however, this allows keeping 
on
ise typings, and works well with most 
ommon usage of ex
eptionswith arguments. It should be possible to provide a more �exible me
hanism for parameterizingtypes of ex
eptions arguments, for instan
e by allowing several se
urity levels as arguments, whi
hwill also appear in rows. However, this would in
rease the 
omplexity of the system, as well as theverbosity of fun
tion types.To 
on
lude this se
tion about ex
eptions, let us mention that some of the built-in ex
eptionsof Obje
tive Caml are not de�ned in the Flow Caml library. This is the 
ase for instan
e ofOut_of_memory and Sta
k_overflow whi
h are respe
tively raised by the garbage 
olle
tor whenthere is insu�
ient memory to 
omplete the 
omputation and the byte
ode interpreter when theevaluation sta
k rea
hes its maximal size. Indeed, analyzing them with Flow Caml would be oflittle sense, be
ause, in absen
e of sophisti
ated memory and sta
k analyzes, one must assumethem to be possibly raised at almost every point of the program. That is the reason why they arenot provided in Flow Caml library: thus, they 
annot be 
at
hed by programs and be
ome fatalerrors.Before reading further this tutorial, please reset the se
urity level of the evaluation 
ontext inyour toplevel by entering:#reset_
ontext;;2.5 De�ning new typesIn Flow Caml, the programmer 
an introdu
e types thanks to the type de
laration. First andforemost, this allows to de�ne new data stru
tures using re
ords and variants. The me
hanismused to de�ne types in Flow Caml is similar to that of Obje
tive Caml. However, type de
larationsinvolve additional information, in order to deal with the extra features of the type system relatedto the se
urity analysis.2.5.1 VariantsWe begin this introdu
tion with some examples of variant datatypes. Let us �rst de�ne a typewhose values are the four 
ardinal points:type 'a 
ardinal =North| West| South| East# 'a;;type (#'a:level) 
ardinal = North | West | South | East # 'aIn the Flow Caml type system, information 
arried by a value of type 
ardinal (whi
h is one ofthe four symboli
 
onstants listed in the de
laration) is des
ribed by one se
urity level, similarlyto the built-in enumerated types, su
h as integers or 
hara
ters. Indeed, the type 
onstru
tor
ardinal has one argument whi
h is a se
urity level. In the above de�nition, this argument, 'a,is de
lared to be the information level related to the sum by the 
lause # 'a.The answer produ
ed by the system when a type is de�ned gives its signature, whi
h is au-tomati
ally inferred. This gives the kind and the varian
e of every argument: #'a:level meansthat 'a is a parameter of kind level, is 
ovariant and must be guarded.RT n° 0282



40 Vin
ent Simonetlet p0 = North;;val p0 : 'a 
ardinallet p1 : !ali
e 
ardinal = North;;val p1 : !ali
e 
ardinallet p2 = if y2 then North else South;;val p2 : !bob 
ardinalWe now de�ne the fun
tion rotate, whi
h takes as argument a 
ardinal point and returns itssu

essor in the 
lo
kwise order:let rotate = fun
tionNorth -> East| West -> North| South -> West| East -> South;;val rotate: 'a 
ardinal -> 'a 
ardinalAs re�e
ted by the inferred type s
heme, this fun
tion takes a 
ardinal point of any level asargument and returns another 
ardinal point of the same level as a result.In se
tions 2.1.3 and 2.1.4, we have en
ountered two examples of variant datatypes, whi
h areprede�ned in the system. Obviously, there is nothing magi
 with them and, now, we 
an give theirregular de�nition:type ('a, 'b) option =None| Some of 'a# 'b;;type (+'a:type, #'b:level) option = None | Some of 'a # 'bThe de�nition lists all the possible forms of a value of type ('a, 'b) option: it is either the
onstant None or the 
onstru
tor Some with some argument of type 'a. The fourth line of thede
laration, # 'b tells that 'b is the se
urity level atta
hed to the knowledge of the form of theoption, i.e. whether it is None or Some. (Let us re
all that, in the se
ond 
ase, information 
arriedby Some's argument is re�e
ted by the se
urity levels appearing in the type 'a itself.)The output produ
ed by the system after the de�nition of this type gives the signature of thetype option: +'a:type means that the �rst argument is 
ovariant and is a type; while #'b:levelmeans that the se
ond argument is a level, and is 
ovariant and guarded.The de�nition of the type list is naturally re
ursive; but this has no parti
ular 
onsequen
eand the de
laration is therefore similar to the previous one:type ('a, 'b) list =[℄| :: of 'a * ('a, 'b) list# 'b;;type (+'a:type, #'b:level) list = [℄ | (::) of 'a * ('a, 'b) list # 'bFollowing the same prin
iple, one 
an also de�ne binary trees as follows:type ('a, 'b) tree =Leaf| Node of ('a, 'b) tree * 'a * ('a, 'b) tree# 'b;; INRIA



The Flow Caml System 41type (+'a:type, #'b:level) tree =Leaf| Node of ('a, 'b) tree * 'a * ('a, 'b) tree# 'band de�ne the fun
tion whi
h 
omputes the height of a tree:let re
 height = fun
tionLeaf -> 0| Node (tl, _, tr) -> max (height tl) (height tr);;val height: ('a, 'b) tree -> 'b intAs for the fun
tion whi
h 
al
ulates the length of a list, the inferred type s
heme re�e
ts that theheight of a tree depends on its stru
ture (i.e. the embedding of 
onstru
tors Leaf and Node) butnot on the values stored inside the nodes.Equipping a type de�nition taken from an Obje
tive Caml program in order to obtain a FlowCaml one whi
h in
ludes se
urity annotations, generally requires to make some design 
hoi
es,related to the se
urity properties one wants to enfor
e. For instan
e, let us 
onsider the de�nition,in Obje
tive Caml, of binary trees whose nodes are labeled by integers:type int_tree =ILeaf| INode of int_tree * int * int_tree;;There are at least two relevant ways to �de
orate� this de�nition in order to obtain a Flow Camltype. A �rst solution 
onsists in spe
ializing the de�nition of the type tree given above:type ('a, 'b) int_tree =ILeaf| INode of ('a, 'b) int_tree * 'a int * ('a, 'b) int_tree# 'b;;type (+'a:level, #'b:level) int_tree =ILeaf| INode of ('a, 'b) int_tree * 'a int * ('a, 'b) int_tree# 'b;;In this 
ase, the type of a integer tree 
arries two se
urity annotations, 'a and 'b: the formerdes
ribes information atta
hed to the integers stored in the tree while is related to the stru
tureof the tree. In fa
t, the type ('a, 'b) int_tree is isomorphi
 to ('a int, 'b) tree. Thisallows distinguishing the knowledge of the stru
ture of a tree from that of its labels. To illustratethis point, let us de�ne two fun
tions: size whi
h 
al
ulates the number of nodes of a tree andsum whi
h 
al
ulates the sum of its labels:let re
 size = fun
tionILeaf -> 0| INode (tl, x, tr) -> size tl + 1 + size tr;;val size : ('a, 'b) int_tree -> 'b intlet re
 sum = fun
tionILeaf -> 0| INode (tl, x, tr) -> sum tl + x + sum tr;;RT n° 0282



42 Vin
ent Simonetval sum : ('a, 'a) int_tree -> 'a intThe result of the �rst fun
tion depends only on the stru
ture of the tree, and not on its 
ontent.As a result its se
urity level is related only to the se
ond annotation of the tree given as argument.On the other hand, the sum of the labels of a tree 
arries information about the stru
ture of thetree and about its labels, so in the type of sum, the se
urity level of the returned integer must begreater than or equal to the two ones of the tree.A possible alternative 
onsists in equipping the type of trees labeled by integers with only onese
urity level:type 'a int_tree1 =ILeaf1| INode1 of 'a int_tree1 * 'a int * 'a int_tree1# 'a;;type (#'a:level) int_tree1 =ILeaf1| INode1 of 'a int_tree1 * 'a int * 'a int_tree1# 'a;;Information 
arried by the labels is no longer distinguished from the knowledge of the stru
ture ofthe tree. This 
hoi
e allows more 
on
ise and simpler but less pre
ise typings. For instan
e, withthis de�nition, both fun
tions 
omputing respe
tively the size of a tree and the sum of its labelshave the same types:let re
 size1 = fun
tionILeaf1 -> 0| INode1 (tl, x, tr) -> size1 tl + 1 + size1 tr;;val size1 : 'a int_tree1 -> 'a intlet re
 sum1 = fun
tionILeaf1 -> 0| INode1 (tl, x, tr) -> sum1 tl + x + sum1 tr;;val sum1 : 'a int_tree1 -> 'a intThe type obtained for size1 gives a less pre
ise des
ription of the behavior of the fun
tionw.r.t. information �ow than that of size: it does not re�e
t that the size of a tree does not dependon the value of its labels, as re�e
ted by these 
omputations:size (INode (ILeaf, x1, ILeaf));;- : 'a intsize1 (INode1 (ILeaf1, x1, ILeaf1));;- : !ali
e int2.5.2 Re
ordsRe
ords as tuples Re
ords are an improved form of tuples, with named �elds. Here, we de
larea re
ord type to represent points or ve
tors in a two-dimensional spa
e.type 'a ve
tor ={ x: 'a int;y: 'a int};; INRIA



The Flow Caml System 43type (#'a:level) ve
tor = { x: 'a int; y: 'a int }As re�e
ted by the output of the toplevel, the type 
onstru
tor ve
tor has one argument whi
his the 
ommon level of the two integers it is made of. This argument is 
ovariant and guarded. Asfor tuples, there is no parti
ular se
urity level atta
hed to the re
ord stru
ture itself, sin
e it is notreally observable in the language.So, when a ve
tor is built from two integers, its se
urity level is nothing but the union of thoseof the given integers:let v = { x = x1; y = x2 };;val v : [> !ali
e, !bob℄ ve
torOne 
an also de�ne some of the 
lassi
al fun
tions operating on ve
tors:let add_ve
tor v1 v2 ={ x = v1.x + v2.x;y = v1.y + v2.y};;val add_ve
tor: 'a ve
tor -> 'a ve
tor -> 'a ve
torlet rot_ve
tor v ={ x = - v.y;y = v.x};;val rot_ve
tor: 'a ve
tor -> 'a ve
torThe manner we equip the type ve
tor with se
urity annotations is somehow arbitrary. Indeed,it is also possible to distinguish the information 
arried by ea
h of its 
omponents and hen
e havetwo se
urity levels:type ('a, 'b) ve
tor2 ={ x2: 'a int;y2: 'b int};;type (#'a:level, #'b:level) ve
tor = { x2: 'a int; y2: 'b int }Su
h a de
laration allows in some 
ases more pre
ise, but also more verbose, typings.let add_ve
tor2 v1 v2 ={ x2 = v1.x2 + v2.x2;y2 = v1.y2 + v2.y2};;val add_ve
tor2: ('a, 'b) ve
tor -> ('a, 'b) ve
tor -> ('a, 'b) ve
torlet rot_ve
tor2 v ={ x2 = - v.y2;y2 = v.x2};;val rot_ve
tor2: ('a, 'b) ve
tor2 -> ('b, 'a) ve
tor2In parti
ular, the type obtained for the fun
tion rot_ve
tor2 
learly shows that the fun
tionperforms some permutation of the two 
omponents of the ve
tor.RT n° 0282
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ent SimonetMutable re
ords As in Obje
tive Caml, re
ords 
an also have mutable �elds whose 
ontentmay be modi�ed in pla
e. They are de
lared with the mutable keyword:type ('a, 'b) mve
tor ={ mutable mx: 'a int; mutable my: 'a int } # 'b;;type (='a:level, #'b:level) mve
tor = {mutable mx : 'a int;mutable my : 'a int;} # 'bThis de�nes a type for mutable ve
tors. This de
laration 
alls for two 
omments. Firstly, a mutable�eld is at the same time an input and an output 
hannel of a value: it 
ontents 
an be writtenand read. Be
ause it is des
ribed by an only type, it must be invariant. Hen
e, in the abovede�nition, the parameter 'a is invariant, as re�e
ted in the signature by the =. Se
ondly, a re
ordinvolving some mutable �eld is no longer a simple tuple: the information it 
arries is not entirely
ontained by its 
omponents be
ause its identity (i.e. its address in memory) 
an be observed in thelanguage. Hen
e, its type must 
arry an additional se
urity level whi
h tells how mu
h informationis atta
hed to the knowledge of its identity. In our example, this role is played by the argument'b, whi
h is spe
i�ed by the 
lause # 'b at the end of the de�nition. To illustrate the use of su
ha datatype, let us de�ne the fun
tion rot_mve
tor whi
h rotates in pla
e a ve
tor:let rot_mve
tor v =let x = v.mx inv.mx <- v.my;v.my <- x;;val rot_mve
tor : ('a, 'a) mve
tor -{'a ||}-> unitBe
ause of their update, the integers of the ve
tor given as argument 
ontain information aboutboth the 
ontext where the fun
tion is applied and the identity of the re
ord given as argument.In se
tion 2.3, we have introdu
ed referen
es. However, they are only a parti
ular 
ase ofmutable re
ords and 
an be de�ned as follows:type ('a, 'b) ref ={ mutable 
ontents: 'a } # 'b;;type (='a:type, #'b:level) ref = { mutable 
ontents: 'a } # 'bWhat is more, the three primitives operations ref, := and ! on referen
es are regular fun
tionswhi
h 
an be implemented from the re
ord representation of referen
es:let ref x ={ 
ontents = x };;val ref : 'a -> ('a, _) reflet (:=) r x =r.
ontents <- x;;val ( := ) : ('a, 'b) ref -> 'a -{'b ||}-> unitwith 'b < level('a)let ( ! ) r =r.
ontents;; INRIA



The Flow Caml System 45val ( ! ) : ('a, 'b) ref -> '
with 'b < level('
)and 'a < '
2.6 Intera
ting with the outside worldA whole Flow Caml program may be viewed as a pro
ess that re
eives information from one orseveral sour
es, performs some 
omputation and sends its results to one or several re
eivers. Then,the �nal purpose of the Flow Caml type system is to 
he
k that every information �ow from asour
e to a re
eiver generated by the exe
ution is legal w.r.t. the se
urity poli
y of the system. Inthis se
tion, we des
ribe how su
h external entities are modeled in Flow Caml and how the desiredse
urity poli
y may be spe
i�ed by the programmer.In the literature, holders of information are generally referred to as prin
ipals (from the pro-gram's viewpoint, ea
h of them 
an be a sour
e, a re
eiver, or both). Depending on the 
ontext,prin
ipals may stand for a variety of 
on
epts: (groups of) human beings, se
urity 
lasses (e.g. pub-li
 or se
ret), subsets of the system's memory, 
ommuni
ation 
hannels through some peripheralor network interfa
e. However Flow Caml is not 
on
erned with the real existen
e of su
h entities,and provides a general and uniform manner to deal with them: in its type system, prin
ipals arerepresented by 
onstant se
urity levels. In the beginning of this tutorial, Ali
e, Bob and Charliewere examples of prin
ipals and represented by the se
urity levels !ali
e, !bob and !
harlie,respe
tively. However, they remained relatively abstra
t, be
ause we just de
lared a series of valuesto have these levels�thanks to some type 
onstraint�but we did not say how a program 
an reallyintera
t with them.2.6.1 The example of the standard input and outputMore 
on
rete examples of external 
ommuni
ation 
hannels for a program 
onsist in its standardinput and output. Both 
an be viewed as prin
ipals and we therefore de
ide to represent themby the two se
urity levels !stdin and !stdout, respe
tively. A program 
an intera
t with themusing the usual fun
tions of the standard library. For instan
e, print_int outputs an integer onthe standard output:print_int;;- : !stdout int -{!stdout ||}-> unitBe
ause the integer provided as argument is sent to the standard output, its se
urity level mustbe less than or equal to !stdout. To print the integer 1, one writes:print_int 1;;- : unitThe literal 
onstant 1 has type 'a int for every 'a; hen
e one 
an instantiate 'a < !stdoutand the 
all to the fun
tion is possible. However, printing the integer x1 (whi
h 
omes from theprin
ipal Ali
e and hen
e has the se
urity level !ali
e) is not, in the default se
urity poli
y, legal:print_int x1;;This expression generates the following information flow:from !ali
e to !stdoutwhi
h is not legal.Indeed, this pie
e of 
ode generates a �ow from Ali
e to the standard output and hen
e requiresthe inequality !ali
e < !stdout. This is not satis�ed in the default se
urity poli
y whi
h is theempty one: it never allows any 
ommuni
ation from one prin
ipal to another. It 
an be re�nedusing de
larations introdu
ed by the keyword flow:RT n° 0282
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ent Simonetflow !ali
e < !stdout;;This makes the se
urity level !ali
e less than or equal to !stdout. In other words, this allowsinformation �ow from the prin
ipal represented by !ali
e (Ali
e) to that of !stdout (the standardoutput). These de
larations are naturally �transitive�. For instan
e, if one de
lares:flow !bob < !ali
e;;then Bob is allowed to send information to Ali
e, but also, by transitivity, to the standard output:print_int x2;;- : unitIt is worth noting that the 
onstant se
urity levels are global as well as the de
larations thatrelate them. This is natural be
ause the prin
ipals and the se
urity poli
y they represent are so.However, for 
onvenien
e, the intera
tive toplevel allows the programmer to re�ne the se
uritypoli
y in
rementally. This is always safe be
ause a pie
e of 
ode that is legal in some se
uritypoli
y is still allowed in another one where more information �ow is possible.Similarly, the se
urity level !stdin intends to represent the standard input in the type system.For instan
e, the fun
tion read_line has the following type:read_line;;- : unit -{[< !stdout, !stdin℄ | End_of_file: !stdin |}-> !stdin stringQuoting the do
umentation of the standard library, read_line ��ushes standard output, thenreads 
hara
ters from standard input until a newline 
hara
ter is en
ountered [and℄ returns thestring of all 
hara
ters read, without the newline 
hara
ter at the end �. Thus, invoking read_linea�e
ts both the standard input and output, whi
h explains the �rst annotation in the arrow ofits type. Furthermore, if the user sent the �end-of-�le� sequen
e (e.g. by typing ^D), the fun
tionraises the ex
eption End_of_file, hen
e the se
ond annotation on the arrow. Lastly, a stringobtained by reading on the standard input must have the level !stdin:let s1 = read_line ();;val s1 : !stdin stringCurrent evaluation 
ontext has level !stdinLet us note that, if one wants to print on the standard output a string read on the standardinput, the se
urity poli
y of the program must allow information �ow from the latter to the former.This is de
lared by the following statement:flow !stdin < !stdout;;and then, it is possible to write a fun
tion e
ho whi
h �pipes� the standard input to the standardoutput:let e
ho () =trywhile true dolet s = read_line () inprint_string sdonewithEnd_of_file -> ();;val e
ho : unit -{[< !stdout, !stdin℄ ||}-> unit
INRIA



The Flow Caml System 472.6.2 Modeling prin
ipalsReal programs are liable to 
ommuni
ate with external entities through other 
hannels than thesimple standard input and output, e.g. the �le system, network interfa
es or display devi
es. How-ever, the Flow Caml library does not provide fun
tions allowing su
h 
ommuni
ations: analyzingthese low-level operations with its type system would not yield any relevant information about theirbehavior w.r.t. the se
urity poli
y, be
ause �ne-grained 
onsiderations are in general mandatoryto prove they are safe. Then, the intera
tion with external entities must be modeled in Flow Camlat a higher level.That is the reason why a program written and veri�ed with the Flow Caml system mustgenerally be divided in two parts. The purpose of the �rst one is to provide a high level model ofthe external prin
ipals 
onsidered by the program. This should 
onsist in a series of fun
tions forintera
ting with them, whi
h are implemented in one or several regular Caml modules, using forinstan
e the standard i/o interfa
e, the Unix library or some graphi
al toolkit. This part of the
ode 
annot be veri�ed by the Flow Caml system: the programmer must supply itself an interfa
efor these �high level� fun
tions whi
h spe
i�es their behavior w.r.t. the se
urity poli
y. The se
ondpart 
onsists in the body of the program, whi
h intera
ts with the outside world only with themodel of prin
ipals provided by the previous modules. This part 
an be written and type-
he
kedin Flow Caml, whi
h automates its veri�
ation. In se
tion 2.8, we will give more details about thisprogramming s
heme: be
ause this requires dividing the program at hand into several 
ompilationunits. Be
ause they are roughly a parti
ular 
ase of top-level modules, we �rst say a few wordsabout the module layer of the Flow Caml language.2.7 The module languageThe broad outline of the Flow Caml module language is the same as that of Obje
tive Caml:it provides stru
tures, whi
h are sequen
es of de�nitions, and signatures whi
h are interfa
es forstru
tures. Besides fun
tors are �fun
tions� from stru
tures to stru
tures, whi
h allow expressingparameterized stru
tures.Although, there is no major novelty 
ompared with Obje
tive Caml, this se
tion des
ribes howits module language has been extended to handle the type system of Flow Caml and its information�ow analysis; and illustrates with some examples its basi
 usage.2.7.1 Stru
tures and signaturesA stru
ture 
onsists in an arbitrary sequen
e of de�nitions, whi
h are pa
kaged together. It isintrodu
ed by the stru
t ... end 
onstru
t, and is usually given a name with the modulebinding. For instan
e, one may de�ne a stru
ture implementing sets of integers (with binarytrees):module IntSet = stru
ttype 'a t =Empty| Node of 'a t * 'a int * 'a t# 'alet empty = Emptylet re
 add x = fun
tionEmpty -> Node (Empty, x, Empty)| Node (l, y, r) ->
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ent Simonetif x < y then Node (add x l, y, r)else Node (l, y, add x r)let re
 mem x = fun
tionEmpty -> false| Node (l, y, r) ->(x = y) || mem x (if x < y then l else r)end;;module IntSet : sigtype (#'a:level) t = Empty | Node of 'a t * 'a int * 'a t # 'aval empty : 'a tval add : 'a int -> 'a t -> 'a tval mem : 'a int -> 'a t -> 'a boolendThis stru
ture 
omprises one type de�nition (the type of sets of integers, t), and three values: theempty set, empty, and two fun
tions operating on sets, add (to add an integer to a set) and mem(to test whether an integer belongs to a set). The system outputs the signature of the stru
ture,whi
h is a list of its 
omponents with their de
laration. Outside the stru
ture, its 
omponents
an be referred to using the �dot notation�, that is, identi�ers quali�ed by a stru
ture name. Forinstan
e, IntSet.add refers to the fun
tion add of this stru
ture.IntSet.add x1 (IntSet.add x2 IntSet.empty);;- : [> !ali
e, !bob℄ IntSet.tSignatures allows to abstra
t some 
hara
teristi
s of the implementation of a stru
ture by hidingsome 
omponents or exporting them with a restri
ted de
laration or type. For instan
e, one mayhide the 
on
rete representation of integer sets:module type INTSET = sigtype (#'a:level) tval empty: 'a tval add: 'a int -> 'a t -> 'a tval mem: 'a int -> 'a t -> 'a boolend;;module Abstra
tIntSet = (IntSet : INTSET);;module Abstra
tIntSet : INTSETIt is worth noting that parameters in de
larations of abstra
t types must be annotated with theirkind and varian
e in signatures: be
ause the representation of the type is not given, they 
an nolonger be inferred by the system. However, they are required to properly type-
he
k the rest ofthe program.2.7.2 Fun
torsFun
tors are �fun
tions� from stru
tures to stru
tures. They are used to express parameterizedstru
tures. A 
ommon example is a de�nition of a generi
 set library, parameterized by a stru
turegiving the type of the elements of the set and a fun
tion 
ompare de�ning a total order betweenthem:module type ORDERED_TYPE = sigtype (#'a:level) tval 
ompare : 'a t -> 'a t -> 'a intend;; INRIA
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ompare x y is expe
ted to return 0 if x is equal to y, a negative integer ifx is less than y and a positive integer otherwise.) In this signature, the type of the elements, t,is parameterized by one se
urity level whi
h des
ribes all the information leaked by a 
omparison(as re�e
ted by the type of 
ompare). However, this does not prevent to instantiate it with more
omplex data types, whi
h are originally parameterized by several se
urity levels:module IntList : ORDERED_TYPE = stru
ttype 'a t = ('a int, 'a) listlet re
 
ompare l1 l2 =mat
h l1, l2 with[℄, [℄ -> 0| [℄, _ :: _ -> -1| _ :: _, [℄ -> 1| hd1 :: tl1, hd2 :: tl2 ->let 
 = Pervasives.
ompare hd1 hd2 inif 
 = 0 then 
ompare tl1 tl2else 
end;;module IntList : sigtype (#'a:level) tval 
ompare : 'a t -> 'a t -> 'a intendWe now de�ne the fun
tor implementing sets of arbitrary type. This fun
tor takes the stru
tureElt as argument whi
h must have the signature ORDERED_TYPE:module Set (Elt: ORDERED_TYPE) = stru
ttype 'a element ='a Elt.ttype 'a t =Empty| Node of 'a t * 'a element * 'a t# 'alet empty = Emptylet re
 add x = fun
tionEmpty -> Node (Empty, x, Empty)| Node (l, y, r) ->if Elt.
ompare x y < 0 then Node (add x l, y, r)else Node (l, y, add x r)let re
 mem x = fun
tionEmpty -> false| Node (l, y, r) ->let 
 = Elt.
ompare x y in(
 = 0) || mem x (if 
 < 0 then l else r)end;;module Set : fun
tor (Elt : ORDERED_TYPE) -> sigtype (#'a:level) element = 'a Elt.t
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ent Simonettype (#'a:level) t = Empty | Node of 'a t * 'a Elt.t * 'a t # 'aval empty : 'a tval add : 'a Elt.t -> 'a t -> 'a tval mem : 'a Elt.t -> 'a t -> 'a boolendAs in the IntSet example, it would be good style to hide the a
tual implementation of thetype of sets. This 
an be a
hieved by restri
ting Set by a suitable fun
tor signature. Firstly, letus de�ne the type of a module implementing a set stru
ture:module type SET = sigtype (#'a:level) elementtype (#'a:level) tval empty: 'a tval add: 'a element -> 'a t -> 'a tval mem: 'a element -> 'a t -> 'a boolend;;This signature lists the type of elements and sets as well as the fun
tions operating on them. Then,the Set fun
tor takes a stru
ture of signature ORDERED_TYPE and returns one of signature SET, soit may be de
lared with the following type:module Set (Elt: ORDERED_TYPE): (SET with type 'a element = 'a Elt.t) = stru
t...endThe type 
onstraint with type 'a element = 'a Elt.t has the same purpose as in Obje
tiveCaml: it points out the fa
t that the sets 
ontain elements of type Elt.t, i.e. that the fun
tionsadd and mem 
an be applied with arguments of this type. To 
on
lude with this example, one 
anretrieve our �rst implementation of integer sets, the module IntSet, as an instan
e of the fun
torSet:module IntSet' = Set (stru
ttype 'a t = 'a intlet 
ompare = Pervasives.
ompareend);;module IntSet' : sigtype 'a element = 'a inttype 'a tval empty : 'a tval add : 'a element -> 'a t -> 'a tval mem : 'a element -> 'a t -> 'a boolendIn the previous examples, the intera
tion between the module language and the se
urity analysisfeatured by the type system of Flow Caml remains relatively basi
: roughly speaking, it simply
onsists in in
luding the relevant se
urity annotations in value and type de
larations in signatures.However, it is sometimes ne
essary to parameterize a signature with some se
urity level. Forinstan
e, one may de�ne a module type for a stru
ture implementing some input 
hannel:
INRIA



The Flow Caml System 51module type IN = siglevel Datalevel Promptval read : unit -{[< Prompt℄ ||}-> Data stringend;;This signature involves two abstra
t levels: Data is the se
urity level of data read on the input
hannel; and Prompt represents the information leaked on the 
hannel when one starts listening onit. At the time being, nothing is known about these levels, so they remain �abstra
t�. The fun
tionread is intended to read one line on the underlying 
hannel. It naturally produ
es a string whoselevel is Data (let us remark that, in this model, reading 
an never fail). An implementation of thissignature using the standard input would be as follows:module Stdin = stru
tlevel Data = !stdinlevel Prompt less than !stdin, !stdoutlet read () =try read_line ()with End_of_file -> ``end;;module Stdin : siglevel Data = !stdinlevel Prompt less than !stdout, !stdinval read : unit -{[< !stdout, !stdin℄ ||}-> !stdin stringendStrings read on the standard input have level !stdin, so Data is de
lared to equal to it in Stdin.Invoking read_line a�e
ts the standard input and the standard output (be
ause it is �ushed), soPrompt must be less than or equal to !stdin and !stdout. Then, the module Stdin implementsthe signature IN, whi
h may be immediately veri�ed by a type 
onstraint:module Abstra
tStdin = (Stdin : IN);;module Abstra
tStdin : INSimilarly, we de
lare the module type for output 
hannels, and implement an instan
e of itdevoted to the standard output:module type OUT = siglevel Dataval print : Data string -{Data ||}-> unitend;;In this 
ase, we only need one se
urity level Data whi
h represents the information whi
h may besent on the 
hannel. (We do not 
onsider the possibility of re
eiving information from an output
hannel, for instan
e be
ause of a bu�er over�ow.) The module Stdout implements this signaturefor the standard output:module Stdout = stru
tlevel Data = !stdoutlet print = print_endlineend;;module Stdout : siglevel Data = !stdoutval print : !stdout string -{!stdout ||}-> unitend;;
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ent SimonetNow, we aim at writing a fun
tor whi
h takes as argument two stru
tures, de�ning an input
hannel and an output 
hannel, respe
tively. The body of the fun
tor will de�ne a fun
tion 
opywhose purpose is simply to read one line on the input 
hannel and print it on the output 
hannel.However, it is not enough to require the two stru
tures parameterizing the fun
tor to have therespe
tive signature INPUT and OUTPUT: indeed, the fun
tion 
opy implemented by the fun
torgenerates an information �ow from the 
hannel represented by the former to that of the latter.Hen
e the se
urity level Data of the input 
hannel, must be de
lared to be less than or equal tothat of the output 
hannel.module Copier (I : IN)(O : OUT with level Data greater than I.Data) = stru
tlet 
opy () =O.print (I.read ())end;;module Copier :fun
tor (I : IN) ->fun
tor(O : siglevel Data greater than I.Dataval print : Data string -{Data ||}-> unitend) ->sigval 
opy : unit -{[< O.Data, I.Prompt℄ ||}-> unitendThat is the purpose of the 
onstraint with level appearing in the type of the se
ond argumentof the fun
tion. Its semanti
s is similar to that of with type or with module in Obje
tiveCaml: it re�nes the de�nition of the level Data in the signature of the module O. The 
lausegreater than I.Data de
lares that this se
urity level must be that of a prin
ipal allowed to�re
eive� information from the 
hannel implemented by the stru
ture I whose level is I.Data.It is worth noting that the order in whi
h parameters appear in the fun
tor de�nition generatessome asymmetry, be
ause the 
onstraint is applied on the se
ond stru
ture. Obviously, it is alsopossible to permute the two arguments:module Copier' (O : OUT)(I : IN with level Data less than O.Data) = stru
tlet 
opy () =O.print (I.read ())end;;module Copier' :fun
tor (O : OUT) ->fun
tor(I : siglevel Data less than O.Datalevel Promptval read : unit -{Prompt ||}-> Data stringend) ->sigval 
opy : unit -{[< I.Prompt, O.Data℄ ||}-> unitendThe 
onstraint now states that the prin
ipal represented by the level sour
e in I must be allowedto send information to O.Data.
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on
lude with this example, let us build an instan
e of Copier dedi
ated to the standardinput and output. This requires to allow information �ow from the former to the latter, whi
h 
anbe done by the toplevel de
laration:flow !stdin < !stdout;;Now, the se
urity level Stdin.Data is less than or equal to Stdout.Data, so Stdin and Stdoutare legal arguments for Copier:module StdCopier = Copier (Stdin) (Stdout);;module StdCopier :sig val 
opy : unit -{[< Stdout.Data, Stdin.Prompt℄ ||}-> unitend2.7.3 Side-e�e
ts, ex
eptions and the module languageLet us brie�y explain how the type system of Flow Caml tra
es information �ow due to side-e�e
tsand ex
eptions throughout the evaluation of module expressions. Evaluating a stru
ture 
onsistsin 
onsidering su

essively ea
h of its de�nitions; 
omputation really arises only at let de�nitionsand their evaluation may have side-e�e
ts or raise ex
eptions. It is worth noting that an ex
eptionwhi
h es
apes the s
ope of a top-level let de�nition 
annot be trapped further, so it terminatesthe program.In fa
t, Flow Caml's type system asso
iates not only a type to the body of a let de�nitionbut also two lists of se
urity levels, or bounds written from ... to ... where ea
h ... standsfor a list of se
urity levels. The lower bound (appearing after the from keyword) des
ribes theside-e�e
ts performed by the evaluation of the de�nition, roughly speaking it in
ludes the se
uritylevel(s) of data stru
tures the de�nition may a�e
t. The upper bound (appearing after the tokeyword) tells how mu
h information is atta
hed to the ex
eptions the de�nition may raise. Thispro
ess is generalized to the whole module language by asso
iating to every de�nition and moduleexpression a pair of bounds. Be
ause they have no 
omputational 
ontent, the bounds of external,type, level, ex
eption, module type, open and in
lude de�nitions are always empty. Thebounds of a module de�nition are obtained by 
onsidering re
ursively the module expression whi
happears in the right-hand-side.For instan
e, the evaluation of a stru
ture stru
t def1 ... defn end 
onsists in evaluatingsu

essively ea
h of the de�nitions, then the bounds asso
iated to the whole module expression arenaturally obtained by merging those of the de�nitions def1 to defn. Moreover, while 
onsideringthis sequen
e of de�nitions, defi is evaluated if and only if none of def1 to defi−1 raised anex
eption. As a result, to prevent any illegal information �ow, the upper bounds of the formermust be less than or equal to the lower bound of the latter.However, the toplevel system does not output the bounds of the de�nitions the user enters.Instead, at every prompt, it 
onsiders all de�nitions entered so far as members of a single stru
-ture, whose upper bound 
orresponds to the evaluation 
ontext's se
urity level introdu
ed in se
-tion 2.4.2. When one enters a new de�nition, the system 
he
ks that its lower bound is less thanor equal to that of the 
urrent evaluation 
ontext's se
urity level, and then it is extended with theupper bound of the new de�nition. A message giving the new evaluation 
ontext's se
urity levelis output in the 
ase it is di�erent from the previous one.A fun
tor de�nition does not perform any 
omputation, so it has empty bounds. Indeed, thebody of the fun
tor is exe
uted only when the fun
tor is applied. In order to tra
e bounds fromfun
tors de�nitions to fun
tors appli
ations, the arrow symbols of fun
tors types are annotated�when ne
essary�by bounds:module type S = sigval x : 'a intend;;RT n° 0282
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ent Simonetmodule F (X: S) = stru
tlet _ =r1 := X.x;if X.x = x2 then raise Exitend;;module F : fun
tor (X : S) -{!ali
e | !bob}-> sig endThis module type means that any appli
ation of the fun
tor F may generate a side-e�e
t on 
ellsof level !ali
e and may raise an ex
eption at level !bob. Then, an appli
ation of F inserts !bobin the evaluation 
ontext's se
urity level:module F0 = F (stru
t let x = 1 end);;Current evaluation 
ontext has level !bobMoreover, it is only possible to instantiate F if the evaluation 
ontext's se
urity level is less thanor equal to !ali
e, whi
h is no longer the 
ase after a �rst appli
ation of F:module F1 = F (stru
t let x = 1 end);;This expression is exe
uted in a 
ontext of level !bobbut has an effe
t at level !ali
e.This yields the following information flow:from !bob to !ali
ewhi
h is not legal.2.8 Standalone programsAll examples given so far were entered under the intera
tive system. However, Flow Caml 
ode 
analso be written in separate �les: the bat
h �
ompiler� flow
aml
 allows to type-
he
k them, andalso translates them into regular Obje
tive Caml sour
e 
ode �les, so that they 
an be 
ompiledusing the 
ompilers o
aml
 or o
amlopt, yielding a standard exe
utable.In this se
tion, we aim at explaining how it is possible to write su
h programs in Flow Caml.To illustrate our dis
ussion, we 
onsider as example the 
omplete program whose sour
e 
odeis given pages 59 to 60. Let us brie�y introdu
e the operation this example program performs:on Unix systems with shadow passwords, information about user a

ounts is stored in two �les.The �le /et
/passwd registers the list of logins, with, for ea
h of them, a password and someadministrative information su
h as a numeri
 id, the user's home dire
tory and shell. Besides,the �le /et
/shadow asso
iates to every login a password stored in a en
rypted form (with someoptional aging information), whi
h is used in pla
e of that in /et
/passwd. Our program aimsat syn
hronizing these two �les, i.e. generating an entry in /et
/shadow for every a

ount whi
his listed only in /et
/passwd. In the forth
oming subse
tions, we will explain step by step howthe sour
e 
ode is organized, how it is veri�ed and 
ompiled thanks to the Flow Caml system.The type system will allow us to 
he
k that running the program 
annot reveal to the user whi
hinvokes the 
ommand any information about the passwords stored in the two �les.2.8.1 Compilation units and bat
h 
ompilationThe sour
e 
ode of a program is generally split into several �les, 
alled 
ompilation units, that 
anbe 
ompiled separately. In Flow Caml, a 
ompilation unit A 
omprises one or two �les, among:� the implementation �le a.fml, whi
h 
ontains a sequen
e of de�nitions, analogous to theinside of a stru
t...end 
onstru
t;
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The Flow Caml System 55� the interfa
e �le a.fmli, whi
h 
ontains a sequen
e of spe
i�
ations, analogous to the insideof a sig...end 
onstru
t.(In addition to de�nitions and spe
i�
ations, the implementation and the interfa
e may in
lude twoparti
ular �headers�, made of a flow de
laration and optional affe
ts and raises statements,whose respe
tive purposes will be explained in the se
tions 2.8.2 and 2.8.3.) Both �les de�ne astru
ture named A (same name as the base name of the two �les, with the �rst letter 
apitalized),as if the following de�nition was entered at top-level:module A : sig (* spe
ifi
ations of file a.fmli *) end= stru
t (* definitions of file a.fml *) end;;The �les de�ning a set of 
ompilation units 
an be handled separately using flow
aml
, fol-lowing for ea
h unit A one of the three above s
hemes:1. The 
ompilation pro
edure of a unit A de�ned in �les a.fmli and a.fml is des
ribed in�gure 2.1. First, the Flow Caml interfa
e a.fmli is fed to flow
aml
, whi
h 
he
ks its well-formedness and produ
es a 
ompiled version of it, a.f
mi. It also translates the interfa
e �leinto a regular Obje
tive Caml one, namely a.mli. Se
ond, the implementation a.fml 
an betype-
he
ked by flow
aml
. The 
ompiler 
omputes the most general interfa
e for the imple-mentation, and 
he
ks it ful�lls the de
lared one (i.e. that stored in a.f
mi). Furthermore,the sour
e 
ode of the unit in a.fml is translated into a Obje
tive Caml implementation �le,a.ml. Then, a.mli and a.ml 
an be 
ompiled with o
aml
 to produ
e a 
ompiled interfa
ea.
mi and a byte
ode obje
t �le a.
mo.2. However, as in Obje
tive Caml, it is possible to build a unit A by providing only an implemen-tation �le a.fml but no interfa
e �le. This yields the 
ompilation s
heme of �gure 2.2: theimplementation a.fml 
an be dire
tly passed through flow
aml
 and the interfa
e 
omputedby type inferen
e is stored itself in a.f
mi.3. Lastly, as we have explained in se
tion 2.6.2, some pie
es of 
ode 
annot be satisfyingly typedwith Flow Caml's system. Su
h de�nitions may be provided by a 
ompilation unit with aFlow Caml interfa
e a.fmli but only an Obje
tive Caml implementation a.ml, as illustratedby the 
ompilation s
heme of �gure 2.3. Then, the system will not 
he
k that the 
ode ina.ml ful�lls the interfa
e a.fmli w.r.t. the se
urity poli
y�this is left to the programmer'sresponsibility�but the de�nitions exported by the unit (and registered in a.f
mi) will beavailable to the rest of the program.Our example program is made of four 
ompilation units. Passwd and Shadow are low-levelmodules whi
h implement fun
tions for a

essing the /et
/passwd and /et
/shadows �les: theirimplementations are dire
tly written in Obje
tive Caml (�les passwd.ml and shadow.ml), andonly interfa
es are provided in Flow Caml (�les passwd.fmli and shadow.fmli). These interfa
esassign se
urity levels to the information manipulated by the units: data stored in /et
/passwd hasthe level !passwd_file, ex
ept the passwords, whi
h have level !password. Similarly, informationfrom /et
/shadow re
eives the level !shadow_file and !shadow_password . The unit Verboseprovides a verbose mode: if the user runs the program with the -v option, then the exe
utionis tra
ed on the standard output. The body of the program is in Main. These last two unitsare fully implemented in Flow Caml: implementation (verbose.fml and main.fml) and interfa
e(verbose.fmli and main.fmli) �les are provided for ea
h of them.2.8.2 flow de
larations in implementations and interfa
esIn se
tion 2.6.1, we explained how flow de
larations allow spe
ifying the se
urity poli
y by settinginequalities between prin
ipals. We have seen that the toplevel system allows the programmer to
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a.fml a.ml a.
moflow
aml
 o
aml

a.fmli a.mlia.f
mi a.
miflow
aml
 o
aml


interfa
e 
he
k (redundant) interfa
e 
he
k
Figure 2.1: Compilation s
heme of a unit de�ned in a.fmli and a.fml

a.fml a.ml a.
moflow
aml
 o
aml

a.f
mi a.
mi

Figure 2.2: Compilation s
heme of a unit de�ned in a.fml

a.ml a.
moo
aml

a.fmli a.mlia.f
mi a.
miflow
aml
 o
aml


interfa
e 
he
k
Figure 2.3: Compilation s
heme of a unit de�ned in a.fmli and a.ml
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The Flow Caml System 57re�ne the se
urity poli
y in
rementally, by entering new flow de
larations whi
h remain valid untilthe end of the intera
tive session.In programs written for the bat
h 
ompiler flow
aml
, every 
ompilation unit must 
ome withits own se
urity poli
y, i.e. a flow de
laration whi
h spe
i�es su�
ient assumptions on prin
ipalsfor its sour
e 
ode to be well-typed. This de
laration must be provided at the beginning of theimplementation and interfa
e �les. For instan
e, the 
ompilation unit Verbose of our examplebegins with the following de
laration:flow !arg < !stderr, !stdoutBy 
onvention, the prin
ipals !stderr and !stdout represent the standard error and the standardoutput of the program, respe
tively. !arg is the se
urity level of the 
ommand-line arguments.The de
laration is a shorthand forflow !arg < !stderrand !arg < !stdoutIt means that the unit is well-typed under every se
urity poli
y whi
h enfor
es at least the twoinequalities !arg < !stdout and !arg < !stderr. When a 
ompilation unit in
ludes no flowde
laration�as Passwd and Shadow in the example�this simply means it is well-typed in everyse
urity poli
y.The se
urity poli
y under whi
h a program made of several 
ompilation units 
an be 
onsideredto be veri�ed is the union of those de
lared in the units, i.e. the least one whi
h satis�es theassumptions made by every unit. This is safe be
ause if a pie
e of 
ode is well-typed in a givenpoli
y, it remains so under a re�nement of it, i.e. a latti
e whi
h de
lares more information �ow.However, the possibility to provide a di�erent flow de
laration in every 
ompilation unit of aprogram is of main importan
e for modularity of programming and re-usability of 
ode, in the
ontext of separate 
ompilation. Indeed, this allows for instan
e having libraries (su
h as thestandard one) used in programs whi
h have di�erent se
urity poli
ies. Otherwise, one would haveto write or 
ompile a spe
ialized version of these libraries for ea
h program whi
h expe
ts a di�erentpoli
y.The Flow Caml system provides a tool, flow
amlpol, to 
ompute the (minimal) se
urity poli
yunder whi
h a program is (
he
ked to be) safe. The usage of flow
amlpol is�to some extent�similar to that of a linker of obje
t �les: it expe
ts as argument the name of the 
ompiled interfa
esof the program's units, in the same order as the 
orresponding obje
t �les will be linked. For ourexample, one must run the 
ommand:flow
amlpol passwd.f
mi shadow.f
mi debug.f
mi main.f
miwhi
h leads the system to sum up all information �ow the example program is liable to perform:!shadow_file < !shadow_password!shadow_file < !stdout!passwd_file < !shadow_file!password < !shadow_password!arg < !stderr!arg < !stdoutThe graphi
al representation 
an be obtained if the 
ommand is run with the -graph option. Itshows some interesting properties of the information �ow graph of the program, whi
h have beenestablished automati
ally by the type system. For instan
e, the standard output is not related tosensitive data stored in the /et
/passwd and /et
/shadow �les, i.e. the user passwords.Lastly, you may wonder why the minimal assumptions ne
essary for a 
ompilation unit arenot inferred by the system while it type-
he
ks the sour
e 
ode. Indeed, doing so is possible forexpressions of the 
ore language. For instan
e, the following pie
e of 
ode
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58 Vin
ent Simonetprint_string Sys.argv.(0);;is well-typed if and only if the inequality !arg < !stdout is enfor
ed. However, the existen
e ofa �minimal� solution to this problem is no longer ensured when 
onsidering the module language.Indeed, typing module expressions requires 
omparing type s
hemes, i.e. verifying that a givens
heme is an instan
e of another one, whi
h 
annot yield prin
ipal flow de
larations. For instan
e,the 
omparison of [< !ali
e, !bob℄ int with !
harlie int requires the least upper boundof the levels !ali
e and !bob to be less than or equal to !
harlie, whi
h is not expressible in aflow statement.2.8.3 affe
ts and raises statements in interfa
esThe exe
ution of a program made of one or several 
ompilation units 
onsists in evaluating su

es-sively ea
h top-level stru
ture, in the order spe
i�ed at linking. For instan
e, our example programis linked with the following 
ommand:o
aml
 -o passwd2shadow passwd.
mo shadow.
mo verbose.
mo main.
mothen, when running the 
ompiled exe
utable passwd2shadow, the de�nitions of Passwd, Shadow,Verbose and Main are su

essively evaluated, until an un
aught ex
eption is raised or the end isrea
hed. Then, when gaining 
ontrol, ea
h unit a
quires the information that the previous onesnormally terminated. So, in order to tra
e this possible information �ow, one has to 
onsider thebounds of the underlying stru
tures, as if the program where de�ned in a single unit su
h as:module Passwd = stru
t...endmodule Shadow = stru
t...endmodule Verbose = stru
t...endmodule Main = stru
t...endFor this purpose, every interfa
e �le 
an mention the lower and upper bounds of the underlyingstru
ture thanks to the affe
ts and raises statements, respe
tively , whi
h appears betweenthe flow de
laration and the signature (as usual, omitted bounds are supposed to be empty). Forinstan
e, the interfa
e of Verbose de
lares the following boundsaffe
ts !argraises !argwhi
h means that the unit Verbose has side-e�e
t of level !arg and 
an raise an ex
eption at thislevel. This statement appears only in the interfa
e: when type-
he
king the implementation, thebounds are inferred from the sour
e 
ode and 
ompared to those provided in the interfa
e.Then, when linking a series of 
ompilation units Unit1, . . ., Unitn to produ
e an exe
utable,one has to 
he
k that, for every i, the upper bounds of Unit1 to Uniti−1 are less than or equal tothe lower bound of Uniti, whi
h is in fa
t a
hieved by the flow
amlpol 
ommand, at the sametime it 
omputes the se
urity poli
y:flow
amlpol passwd.f
mi shadow.f
mi debug.f
mi main.f
mi
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The Flow Caml System 59A 
omplete examplepasswd.fmli(* An entry of "/et
/passwd" is represented by a re
ord oftype [(!passwd_file, !password) entry℄ *)type ('a, 'b) entry ={ login: 'a string;password: 'b string}(* Input from "/et
/passwd" *)type noneq in_
hannelval open_in: unit -{!passwd_file ||}-> in_
hannelval input_entry: in_
hannel-{!passwd_file | End_of_file: !passwd_file |}->(!passwd_file, !password) entryval 
lose_in: in_
hannel -{!passwd_file ||}-> unitpasswd.mltype entry ={ login: string;password: string}type in_
hannel = Pervasives.in_
hannellet open_in () =Pervasives.open_in "/et
/passwd"let re
 input_entry 
han =let line = input_line 
han intrylet i1 = String.index line ':' inlet i2 = String.index_from line (i1 + 1) ':' in{ login = String.sub line 0 i1;password = String.sub line (i1 + 1) (i2 - i1 - 1)}withNot_found -> input_entry 
hanlet 
lose_in 
han =Pervasives.
lose_in 
hanshadow.fmli(* An entry of "/et
/shadow" is represented by a re
ord oftype [(!shadow_file, !shadow_password) entry℄ *)type ('a, 'b) entry ={ login: 'a string;password: 'b string;rem: 'b string;}(* Input from "/et
/shadow" *)type noneq in_
hannelval open_in: unit -{!shadow_file ||}-> in_
hannelval input_entry: in_
hannel-{!shadow_file | End_of_file: !shadow_file |}->(!shadow_file, !shadow_password) entryval 
lose_in: in_
hannel -{!shadow_file ||}-> unit(* Output to "/et
/shadow" *)type noneq out_
hannelval open_out: unit -{!shadow_file ||}-> out_
hannelval output_entry:out_
hannel -> (!shadow_file, !shadow_password) entry-{!shadow_file ||}-> unitval 
lose_out: out_
hannel -{!shadow_file ||}-> unit

shadow.mltype entry ={ login: string;password: string;rem: string;}type in_
hannel = Pervasives.in_
hannellet open_in () =Pervasives.open_in "/et
/shadow"let re
 input_entry 
han =trylet line = input_line 
han inlet i1 = String.index line ':' inlet i2 = String.index_from line (i1 + 1) ':' inlet ln = String.length line in{ login = String.sub line 0 i1;password = String.sub line (i1 + 1) (i2 - i1 - 1);rem = String.sub line (i2 + 1) (ln - i2 - 1)}withNot_found -> input_entry 
hanlet 
lose_in 
han =Pervasives.
lose_in 
hantype out_
hannel = Pervasives.out_
hannellet open_out () =Pervasives.open_out "/et
/shadow"let output_entry 
han e =Printf.fprintf 
han "%s:%s:%s\n" e.login e.password e.remlet 
lose_out 
han =Pervasives.
lose_out 
hanverbose.fmliflow !arg < !stderrand !arg < !stdoutaffe
ts !argraises !argval message : !stdout string -{!stdout ||}-> unitverbose.fmlflow !arg < !stderr, !stdout(** [!verbose_mode℄ is true if the verbose mode isa
tive. *)let verbose_mode : (!arg bool, _) ref = ref false(** Parse 
ommand-line arguments. If the option "-v" iffound then [verbose_mode℄ is set to true. If any otheroption is en
ountered then an error message is printedand the ex
eption [Exit℄ is raised. *)
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60 Vin
ent Simonetlet _ =for i = 1 to Array.length Sys.argv - 1 domat
h Sys.argv.(i) with"-v" -> verbose_mode := true| option ->prerr_string "Invalid option ";prerr_endline option;raise Exitdone(** [print message℄ print a message on the standard outputif the verbose mode is enabled. Otherwise, it doesnothing. *)let message s =if !verbose_mode then print_endline smain.fmlflow !passwd_file < !shadow_fileand !passwd_file, !shadow_file < !stdoutand !passwd_file, !shadow_file < !shadow_passwordand !password < !shadow_password(** The module [StringMap℄ implements asso
iation tablesindexed by strings. *)module StringMap = Map.Make (stru
ttype 'a t = 'a stringlet 
ompare = Pervasives.
ompareend)(** [read_shadow ()℄ reads the 
ontent of /et
/passwdand returns a map asso
iating ea
h login to itsentry. *)let read_shadow () =let in_
han = Shadow.open_in () inlet re
 loop a

u =trylet entry = Shadow.input_entry in_
han inloop (StringMap.add entry.Shadow.login entry a

u)with End_of_file ->Shadow.
lose_in in_
han;a

uin

loop StringMap.empty(** [read_passwd shadow_map℄ generates /et
/shadow from/et
/passwd and the entries in [shadow_map℄ *)let read_passwd shadow_map =let in_
han = Passwd.open_in ()and out_
han = Shadow.open_out () inlet re
 loop () =trylet passwd_entry = Passwd.input_entry in_
han inVerbose.message passwd_entry.Passwd.login;let shadow_entry =tryStringMap.find passwd_entry.Passwd.login shadow_mapwithNot_found ->Verbose.message " 
reating an entry";{ Shadow.login = passwd_entry.Passwd.login;Shadow.password = passwd_entry.Passwd.password;Shadow.rem = ""}inShadow.output_entry out_
han shadow_entrywithEnd_of_file -> ()inloop ();Passwd.
lose_in in_
han;Shadow.
lose_out out_
hanlet _ =let shadow_map = read_shadow () inread_passwd shadow_map
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Part IIReferen
e manual
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Chapter 3The Flow Caml languageThis 
hapter is a brief des
ription of the Flow Caml language. It lists the language 
onstru
ts, andgives their syntax and semanti
s. However, this des
ription is only informal, without the attemptto provide a mathemati
al formalization of the language. For a more detailed des
ription of the
ore language and its type system, the reader is refereed to [PS03℄. Moreover, many aspe
ts ofthe Flow Caml language are dire
tly derived from Obje
tive Caml, so they are des
ribed onlysu

in
tly, the reader is refereed to the Obje
tive Caml's do
umentation [LDG+02a℄ for furtherdetails.Notations The syntax of the language is given in BNF-like notation. Terminal symbols are setin typewriter font (like this). Non-terminal symbols are set in itali
 font (like that). Squarebra
kets [...℄ denote optional 
omponents. Curly bra
kets {...} denotes zero, one or several repe-titions of the en
losed 
omponents. Curly bra
ket with a trailing plus sign {...}+ denote one orseveral repetitions of the en
losed 
omponents. Parentheses (...) denote grouping.3.1 Lexi
al 
onventionsFlow Caml adopts the same lexi
al 
onventions as Obje
tive Caml.ident ::= (letter | _) {letter | 0...9 | _ | '}letter ::= A...Z | a...zin�x-symbol ::= (= | < | > | � | ^ | | | & | + | - | * | / | $ | %) {operator-
har}pre�x-symbol ::= (! | ? | ~) {operator-
har}operator-
har ::= ! | $ | % | & | + | - | . | / | : < | = | > | ? | � | ^ | | | ~Flow Caml integer, �oat and 
hara
ter literals are identi
al to those of Obje
tive Caml. Thereare two �avors of string literals in Flow Caml: mutable ones (
harray-literal), introdu
ed betweenba
kquotes (`) and immutable ones (string-literal), between double quotes ("). It is worth notingthat es
ape sequen
es are the same for both. In parti
ular, \` is not a valid es
ape sequen
e, evenbetween `, so one has to write \096.
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ent Simonetinteger-literal ::= [-℄ {0...9}+

| [-℄ (0x | 0X) {0...9 | A...F | a...f}+

| [-℄ (0o | 0O) {0...7}+

| [-℄ (0b | 0B) {0...1}+�oat-literal ::= [-℄ {0...9}+ [. {0...9}℄ [(e | E) [+ | -℄ {0...9}+℄
har-literal ::= ' regular-
har '
| ' es
ape-sequen
e 'es
ape-sequen
e ::= \ (\ | " | ' | n | t | b | t)
| \ (0...9) (0...9) (0...9)string-literal ::= " {string-
hara
ter} "
harray-literal ::= ` {
harray-
hara
ter} `string-
hara
ter ::= regular-
har-string
| es
ape-sequen
e
harray-
hara
ter ::= regular-
har-
harray
| es
ape-sequen
eThe identi�ers below are reserved as keywords, and 
annot be employed otherwise. The �rstgroups in
lude all Obje
tive Caml keywords while the se
ond group lists Flow Caml additionalones.and as assert asr begin 
lass
losed 
onstraint do done downto elseend ex
eption external false for funfun
tion fun
tor if in in
lude inheritland lazy let lor lsl lsrlxor mat
h method mod module mutablenew of open or parser privatere
 sig stru
t then to truetry type val virtual when whilewithaffe
ts 
ontent finally flow greater lesslevel noneq propagate raise raises rowthanThe following 
hara
ter sequen
es are also keywords:# & ' ( ) * , -> ??? . .. .( .[ : :: := ;;; <- = [ [| [< {< ℄ |℄>℄ >} _ ` { | } ~-{ }-> ={ }=>
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The Flow Caml System 653.2 The 
ore language3.2.1 ValuesValues of Flow Caml are those of Obje
tive Caml: integer numbers, �oating-point numbers, 
har-a
ters, 
hara
ter strings, tuples, arrays, variant values and fun
tions. (Polymorphi
 variants andobje
ts are not supported.)3.2.2 NamesNaming obje
ts Identi�ers are used to give names to several 
lasses of language obje
ts andrefer to these obje
ts by name later:
• Value names: value-name ::= lower
ase-ident | ( operator-name )operator-name ::= pre�x-symbol | in�x-symbol

| * | = | or | & | :=
• Value 
onstru
tors: 
onstr-name ::= 
apitalized-ident | false | true | [℄ | () | ::
• Re
ord �elds: �eld-name ::= lower
ase-ident
• Type 
onstru
tors: type
onstr-name ::= lower
ase-ident
• Level names: level-name ::= upper
ase-ident
• Prin
ipals: prin
ipal ::= ! lower
ase-ident
• Ex
eption names: ex
eption-name ::= 
apitalized-ident
• Module name: module-name ::= 
apitalized-ident
• Module type names: modtype-name ::= identThese nine name-spa
es are distinguished both by the 
ontext and by the 
apitalization of theidenti�er. In 
omparison with Obje
tive Caml, we have three additional 
lasses: level names andprin
ipals (see se
tion 3.2.3), and ex
eption names. Ex
eption names are synta
ti
ally distinguishedfrom value 
onstru
tors be
ause ex
eptions are not �rst 
lass values in Flow Caml.Referring to named obje
ts A named obje
t 
an be referred to either by its name (followingthe usual stati
 s
oping rules for names) or by an a

ess path pre�x.name, where pre�x designatesa module and name is the name of an obje
t de�ned in that module. The �rst 
omponent of thepath, pre�x is either a simple module name or an a

ess path name1.name2. . ., in 
ase the de�ningmodule is itself nested inside other modules. For referring to type 
onstru
tors, levels, ex
eptions(in type expressions) or module types, the pre�x 
an also 
ontain simple fun
tor appli
ations (asin the synta
ti
 
lass ext-module-path), in 
ase the de�ning module is the result of a fun
torappli
ation.value-path ::= value-name | module-path . lower
ase-ident
onstr ::= 
onstr-name | module-path . 
apitalized-identtype
onstr ::= type
onstr-name | extended-module-path . lower
ase-ident
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66 Vin
ent Simonetlevel ::= level-name | extended-module-path . 
apitalized-identex
eption ::= ex
eption-name | extended-module-path . 
apitalized-ident�eld ::= �eld-name | module-path . lower
ase-identmodule-path ::= module-name | module-path . 
apitalized-identext-module-path ::= module-name
| ext-module-path . 
apitalized-ident
| ext-module-path ( ext-module-path )modtype-path ::= modtype-name | module-path . identPrin
ipal names need not be quali�ed be
ause they are global labels.3.2.3 Se
urity levelsFlow Caml types are annotated by se
urity levels, whi
h are supposed to belong to a latti
e (the
orresponding partial order is denoted by <, although it is not stri
t). The latti
e must in
ludeprin
ipals (prin
ipal) and levels introdu
ed by level de
larations (level), whi
h form �(
onstant)se
urity levels�:se
urity-level ::= prin
ipal | levelHowever, in order to preserve the latti
e stru
ture, it may also 
ontains other se
urity levels, whi
hare not representable in Flow Caml syntax: they never will appear in type expressions; however,assuming their existen
e is ne
essary to interpret type s
hemes. Prin
ipals are intended to representexternal entities or 
hannels whi
h programs may intera
t with.The partial order on se
urity levels is the smallest order whi
h satis�es:� The inequalities between prin
ipals provided in flow de
larations (see se
tion 3.3.3),� and the assumptions made in level de�nitions (see se
tion 3.2.4).Information �ow is allowed from a sour
e labeled by the se
urity level se
urity-level1 to a sinklabeled by se
urity-level2 if and only if se
urity-level1 < se
urity-level2 holds.3.2.4 Level de�nitionsLevel names 
an be bound to se
urity levels of the latti
e thanks to level de�nitions.level-de�nition ::= level level-name level-reprlevel-repr ::= [greater than se
urity-level-list℄ [less than se
urity-level-list℄
| = se
urity-levelse
urity-level-list ::= se
urity-level {, se
urity-level}A level de�nition is introdu
ed by the level keyword. It 
onsists in a 
apitalized identi�er followedby two optional sets of assumptions or bounds. The identi�er is the name of the level being de�ned.The assumptions relate this new level with existing ones: INRIA



The Flow Caml System 67� If a 
lause greater than se
urity-level1 , ... , se
urity-leveln is provided, then the new levelis made greater than or equal to se
urity-leveli, for all i.� If a 
lause less than se
urity-level1 , ... , se
urity-leveln is provided, then the new level ismade less than or equal to se
urity-leveli, for all i.The representation = se
urity-level is a shorthand for greater than se
urity-level less thanse
urity-level. The de�nition 
annot introdu
e new relationships about levels listed in these as-sumptions: every level whi
h appears in the former must be known to be less than or equal to ea
hof those appearing in the latter.3.2.5 Type expressionsType expressions denote types, se
urity levels and rows in types s
hemes, de�nitions of data-typesas well as in type 
onstraints over patterns and expressions. A type expression is of one of the threekinds: level, type or row (this last kind is parametrized with a (possibly empty) set of ex
eptionswhi
h is the 
omplementary of its domain).kind ::= level | type | row [ [ex
eption {, ex
eption}℄ ℄A row of kind row [ex
eption1, ..., ex
eptionn℄ is a mapping from ex
eptions distin
t of ex
eption1,..., ex
eptionn to se
urity levels.typexpr ::= ' ident
| ( typeexpr )
| typexpr -{typexpr | typexpr | typexpr }-> typexpr
| typexpr {* typexpr}+

| type
onstr
| typeexpr type
onstr
| ( typexpr {, typexpr} ) type
onstr
| ex
eption : typexpr ; typexprType expressions involve type variables 'ident. A type variable 
an be used with any kind(i.e. there is a not a distinguished name-spa
e for every kind of variables); however in a given
ontext (i.e. a type s
heme, a data-type de�nition or a type 
onstraint), every o

urren
e of agiven type variable must be used with the same kind. In type de�nitions, type variables are namesfor the type parameters. In type s
hemes, they are impli
itly universally quanti�ed.A fun
tion type 
omprises 5 type expressions: typexpr1 -{typexpr2 | typexpr3 | typexpr4}->typexpr5. typexpr1 and typexpr5 have the kind type; the former is the type of the argument ofthe fun
tion and the latter that of its result. typexpr2 and typexpr4 are levels (of kind level).The former is the se
urity level of the 
ontext (generally written pc in the literature) where thefun
tion is 
alled while the latter is the annotation atta
hed to the fun
tion's identity. Lastly,typexpr3 is the row (of kind row [℄) des
ribing the ex
eptions raised by the fun
tion.Tuples types typexpr1 * ... * typexprn is the type of tuples whose elements belong to typestypexpr1, . . ., typexprn respe
tively.Constru
ted types 
onsists either of a type 
onstru
tor with no parameter (type
onstr) orwith one (typeexpr type
onstr) or several (( typeexpr {, typeexpr} )) arguments. Every type
onstru
tor is supposed to have a signature whi
h gives the number of parameters it expe
ts andtheir respe
tive kind, see se
tion 3.2.7.The row term ex
eption : typexpr1 ; typexpr2 stands for the row whose entry at indexex
eption is typexpr1 and whose other entries are given by the row typexpr2.
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68 Vin
ent Simonet3.2.6 Type s
hemesType s
hemes intend to des
ribe the set of admissible types for some expression or value. Be
auseof the presen
e of subtyping, this set 
annot be represented by a single type expression with(universally quanti�ed) free variables but must involve 
onstraints.type-s
heme ::= typexpr [with 
onstraint {and 
onstraint}℄
onstraint ::= left-hand-side {, left-hand-side} < right-hand-side {, right-hand-side}
| typexpr {~ typexpr}+left-hand-side ::= typexpr | 
ontent (typexpr)right-hand-side ::= typexpr | level (typexpr)A type s
heme 
onsists in a type expression (the body) and an optional list of 
onstraints,stating assumptions between the variables appearing in the body. Type variables whi
h appearin a type s
heme are impli
itly universally quanti�ed: intuitively, the type s
heme stands for theset of all instan
es of the body whi
h satisfy then 
onstraints. A 
onstraint is either an inequality,i.e. a pair of a left-hand-side and a right-hand-side, separated by the symbol <, or a same-skeleton
onstraint, i.e. a ~-separated list of type expressions.Some abbreviations are allowed in type expressions whi
h appear as the body of a type s
heme:� A simple 
onstant level se
urity-level stands for a fresh level variable 'a with the two 
on-straints se
urity-level < 'a and 'a < se
urity-level.� [< se
urity-level1 , ... , se
urity-leveln℄ is a shorthand for a fresh level variable 'a withthe 
onstraint 'a < se
urity-level1 , ... , se
urity-leveln. Similarly, [> se
urity-level1 , ... ,se
urity-leveln℄ is a shorthand for a fresh level variable 'awith the 
onstraint se
urity-level1 ,... , se
urity-leveln < 'a. Lastly, [< se
urity-level1 , ... , se
urity-leveln |> se
urity-leveln+1, ... , se
urity-leveln+k℄ is a shorthand for a fresh level variable 'a with the 
onstraintsse
urity-level1 , ... , se
urity-leveln < 'a and 'a < se
urity-leveln+1 , ... , se
urity-leveln+k.� _ stands for an anonymous fresh variable of any kind.� On fun
tions arrows, anonymous variables 
an be omitted. For instan
e, -{| typexpr1 |typexpr2 }-> is a shorthand for -{ 'a | typexpr1 | typexpr2 }-> where 'a is a fresh variable.Furthermore, an arrow whose three annotations are omitted, -{ | | | }->, 
an be written->.We do not give here a pre
ise des
ription of the interpretation of type s
hemes and 
onstraints.The reader is referred to se
tion 2.2 for an informal presentation and to [PS03℄ for a formal de�nitionof the type system.3.2.7 Type de�nitionsType de�nitions bind type 
onstru
tors to data types: either variant types, re
ord types, typeabbreviations, or abstra
t data types. They also bind the value 
onstru
tors and re
ord �eldsasso
iated with the de�nition.type-de�nition ::= type typedef {and typedef }typedef ::= [noneq℄ [type-params℄ type
onstr-name [= typexpr℄ [type-repr℄type-params ::= type-param | ( type-param {, type-param} ) INRIA



The Flow Caml System 69type-param ::= [+ | - | = | #℄ ' ident [: (level | type row [ [ex
eption-list℄ ℄ )℄type-repr ::= 
onstr-de
l {| 
onstr-de
l} [# 'ident℄
| { �eld-de
l {; �eld-de
l} } [# 'ident℄
onstr-de
l ::= 
onstr-name | 
onstr-name of typexpr�eld-de
l ::= [mutable℄ �eld-name : typexprType de�nitions are introdu
ed by the type keyword, and 
onsist in one or several simplede�nitions, possibly mutually re
ursive, separated by the and keyword. Ea
h simple de�nitionde�nes one type 
onstru
tor. A simple de�nition 
onsists in a lower
ase identi�er, possibly pre
ededby a noneq �ag and one or several type parameters, and followed by an optional type equation,and then an optional type representation. The identi�er is the name of the type 
onstru
tor beingde�ned.The optional type parameters are either one type variable 'ident or a list of type variables ('ident1 , ... , identn) for type 
onstru
tors with several parameters. Ea
h parameter may beannotated by its varian
e and its kind. In the 
ase where the type de�nition introdu
es an abstra
ttype (i.e. no type equation is provided), these annotations are mandatory and reprodu
ed in thesignature of the type 
onstru
tor. In other 
ases, the signature 
omputed for the type 
onstru
toris the minimal one whi
h �ts the type equation, the type representation and these annotations.The optional type equation = typexpr makes the de�ned type equivalent to the type expressiontypexpr on the right of the = sign: one 
an be substituted for the other during typing. If no typeequation is given, a new type is generated whi
h is in
ompatible with any other type.The optional type representation des
ribes the data stru
ture representing the de�ned type, bygiving the list of asso
iated 
onstru
tors (if it is a variant type) or asso
iated �elds (if it is a re
ordtype):� The type representation = 
onstr-de
l {| 
onstr-de
l} [# ' ident℄ des
ribes a variant type.The optional annotation [# ' ident℄ de
lares the se
urity level atta
hed to variant values. Itmust be one of the parameters of the type 
onstru
tor and it is required if the variant type
omprises several 
onstru
tors.� The type representation = { �eld-de
l {; �eld-de
l } } des
ribes a re
ord type. The optionalannotation [# ' ident℄ de
lares the se
urity level atta
hed to re
ords values. It must be oneof the parameter of the type 
onstru
tor and it is required if the re
ord type 
omprises oneor several mutable �elds.If no type representation is given, nothing is assumed on the stru
ture of the type besides what isstated in the optional type equation.3.2.8 Ex
eption de�nitionsEx
eption de�nitions introdu
e new ex
eption names.
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70 Vin
ent Simonetexntypexpr ::= ' ident
| se
urity-level
| ( typeexpr )
| exntypexpr -{exntypexpr | exntypexpr | exntypexpr }-> exntypexpr
| exntypexpr {* exntypexpr}+

| type
onstr
| typeexpr type
onstr
| ( exntypexpr {, exntypexpr} ) type
onstr
| ex
eption : exntypexpr ; exntypexprex
eption-de�nition ::= ex
eption ex
eption-name [ex
eption-argument℄ [= ex
eption-name℄ex
eption-argument ::= [: 'ident℄ of exntypexprThey 
onsist in an upper 
ase identi�er, followed by an optional argument de
laration, then anoptional equation.If no argument de
laration is provided, then the ex
eption name is 
onstant. Otherwise, theargument de
laration 
onsists in an optional parameter and a type expression. The parameter isa level variable 'ident whi
h 
an appear in the type expression. The type expression exntypexprgives the type of the ex
eption's argument, it is a type expression whi
h may involve 
onstantse
urity levels.If no equation is provided, then the de�nition generates a new ex
eption, distin
t from all otherex
eptions in the system. Otherwise, it only gives an alternate name to an existing ex
eption. Inthis 
ase, the optional argument de
laration must be identi
al to that of the re-binded de�nition.3.2.9 ConstantsThe synta
ti
 
lass of 
onstants 
omprises literals from the �ve base types (integers, �oating-pointnumbers, 
hara
ters, mutable 
hara
ters strings and immutable 
hara
ters strings) and 
onstant
onstru
tors.
onstant ::= integer-literal
| �oat-literal
| 
har-literal
| string-literal
| 
harray-literal
| 
onstr3.2.10 PatternsFlow Caml provides the same patterns as Obje
tive Caml (at the ex
eption of the forms dealingwith polymorphi
 variants). Their respe
tive semanti
s is naturally preserved.
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The Flow Caml System 71pattern ::= value-name
| _
| pattern as value-name
| ( pattern )
| ( pattern : type-s
heme )
| pattern | pattern
| 
onstr pattern
| { �eld = pattern {; �eld = pattern} }
| [ pattern {; pattern} ℄
| pattern :: pattern
| [| pattern {; pattern} |℄Be
ause ex
eptions are not �rst 
lass values and ex
eption names are not regular value 
on-stru
tors, Flow Caml has a 
lass of patterns dedi
ated to ex
eptions:ex
eption-pattern ::= _
| ex
eption [pattern℄ {| ex
eption [pattern℄}The �rst kind of pattern mat
hes every ex
eption. The se
ond mat
hes the ex
eptions of the givennames, with an argument value mat
hing the additional pattern (if any).
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ent Simonet3.2.11 Expressionsexpr ::= value-path
| 
onstant
| ( expr )
| begin expr end
| ( expr : type-s
heme )
| expr , expr {, expr}
| n

onstr expr
| expr :: expr
| [ expr {; expr} ℄
| [| expr {; expr} |℄
| { �eld = expr {; �eld = expr} }
| { expr with �eld = expr {; �eld = expr} }
| expr {expr}+

| pre�x-symbol expr
| expr (in�x-symbol | * | = | or | &) expr
| expr . �eld
| expr . �eld <- expr
| expr .( expr )
| expr .( expr ) <- expr
| expr .[ expr ℄
| expr .[ expr ℄ <- expr
| if expr then expr [else expr℄
| while expr do expr done
| for ident = expr (to | downto) expr do expr done
| expr ; expr
| mat
h expr with pattern-mat
hing
| fun
tion pattern-mat
hing
| fun multiple-mat
hing
| raise (ex
eption | ( ex
eption expr ))
| try expr with [|℄ handler {| handler}
| try expr finally expr
| let [re
℄ let-binding {and let-binding} in exprpattern-mat
hing ::= [|℄ pattern [when expr℄ -> expr {| pattern [when expr℄ -> expr}multiple-mat
hing ::= {pattern}+ [when expr℄ -> exprlet-binding ::= pattern [: type-s
heme℄ = expr
| value-name {pattern}+ [: type-s
heme℄ = exprhandler ::= ex
eption-pattern -> expr [propagate℄The only di�eren
es between the syntax of Flow Caml expressions and those of Obje
tive Camlrely in the fa
t that ex
eptions are �rst 
lass values in the former while they are not in the latter.Thus, raise is no longer a regular fun
tion but a 
onstru
t of the language. Two ex
eptionshandlers are provided: the expression
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The Flow Caml System 73tryexprwithpattern1 -> expr1 [propagate℄...
| patternn -> exprn [propagate℄evaluates the expression expr and returns its value if the evaluation does not raise any ex
eption.If it raises an ex
eption, it is mat
hed against the patterns pattern1 to patternn. If the mat
hingagainst patterni is the �rst whi
h su

eeds, the asso
iated expression expri is evaluated (in anenvironment enri
hed by the bindings performed during the mat
hing). If the handler is terminatedwith the keyword propagate, the trapped ex
eption is propagated (in this 
ase, ex
eptions raisedby expri are not thrown), otherwise the value produ
ed by the evaluation of expri be
omes thatof the whole try expression. If none of the patterns mat
hes the ex
eption raised by expr, theex
eption is raised again, thereby transparently �passing through� the try 
onstru
t.The expression try expr1 finally expr2 evaluates the expression expr1. This produ
es a resultwhi
h is either a value of a raised ex
eption. In both 
ases, the expression expr2 is evaluated andits result (value or ex
eption) dis
arded. Finally, the result produ
ed by expr1 be
omes the resultof the whole expression.Evaluation order For the purpose of obtaining a pre
ise information �ow analysis, the evalu-ation order of expressions must be spe
i�ed. As a result, the right-to-left evaluation order of the
urrent implementation of the Obje
tive Caml language is made part of the spe
i�
ation of theFlow Caml 
ore language.3.3 The module language3.3.1 Module types (module spe
i�
ations)Module types are the module-level equivalent of type expressions: they spe
ify the general shapeand type properties of modules.module-type ::= modtype-path

| sig {spe
i�
ation [;;℄} end
| fun
tor ( module-name : module-type ) fun
tor-arrow module-type
| module-type with mod-
onstraint {and mod-
onstraint}
| ( module-type )spe
i�
ation ::= val value-name : type-s
heme
| external value-name : type-s
heme = external-de
laration
| type-de�nition
| level-de�nition
| ex
eption-de�nition
| module module-name module-args : module-type
| module type modtype-name = [module-type℄
| open module-path
| in
lude module-typemodule-args ::= {( module-name : module-type )}mod-
onstraint ::= type [type-parameters℄ type
onstr = typexpr
| level level level-repr
| module module-path = ext-module-pathRT n° 0282
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ent Simonetfun
tor-arrow ::= -> | -{ [se
urity-level-list℄ | [se
urity-level-list℄ }->This language of module types is largely identi
al to that of Obje
tive Caml, so we only mentionthe signi�
ant di�eren
es:� A new for of spe
i�
ations, level de�nitions, may appear in signatures.� In Flow Caml signatures, ex
eption de
larations (introdu
ed by the keyword ex
eption) maymention an equality between ex
eptions (as in stru
tures). This is made ne
essary be
auseex
eptions appears in types for values.� Fun
tors arrows may mention two lists of se
urity levels, a pair of bounds whose purpose isexplained in se
tion 2.7.3 of the tutorial.3.3.2 Module expressions (module implementations)Module expressions are the module-level equivalent of value expressions: they evaluate to modules,thus providing implementations for the spe
i�
ations expressed in module types. There is nodi�eren
e with Obje
tive Caml to be mentioned.module-expr ::= module-path
| stru
t {de�nition [;;℄} end
| fun
tor ( module-name : module-type ) -> module-expr
| module-expr ( module-expr )
| ( module-expr )
| ( module-expr : module-type )de�nition ::= let [re
℄ let-binding {and let-binding}
| external value-name : type-s
heme = external-de
laration
| type-de�nition
| level-de�nition
| ex
eption-de�nition
| module module-name module-args = module-expr
| module type modtype-name = module-type
| open module-path
| in
lude module-exprEvaluation order The remark about the evaluation order made for the 
ore language alsoapplies to the module language. As a result, the right-to-left evaluation order of the 
urrentimplementation of the Obje
tive Caml language is made part of the spe
i�
ation of the Flow Camlmodule language.3.3.3 Compilation unitsinterfa
e ::= �ows-de
laration [affe
ts se
urity-level-list℄ [raises se
urity-level-list℄

{spe
i�
ation}implementation ::= �ows-de
laration {spe
i�
ation}�ows-de
laration ::= flow prin
ipal-list < prin
ipal-list {and prin
ipal-list < prin
ipal-list}
INRIA



The Flow Caml System 75prin
ipal-list ::= prin
ipal {, prin
ipal}A Flow Caml program 
an be made of one or several 
ompilation units. Ea
h 
ompilationis made of an interfa
e and an implementation. It also has a name unit-name, derived from thenames of the �les 
ontaining the interfa
e and the implementation (see se
tion 4.2 for details).An implementation 
onsists in two parts: a list of flow de
larations and a spe
i�
ation. Theflow de
larations de�ne the partial order < between prin
ipals whi
h is used throughout the type-
he
king of the spe
i�
ation: it is the smallest one whi
h satis�es all the listed inequalities. Thespe
i�
ation is the body of a stru
ture whi
h lists the values, types, levels, ex
eptions, modulesand module types implemented by the unit.An interfa
e is made of three se
tions: a list of flow de
larations, the affe
ts and raisesstatements and a spe
i�
ation. The flow de
larations de�ne the partial order < between prin
ipalswhi
h has been used throughout the type-
he
king of the unit: in short, it provides a des
ription ofthe possible information �ow generated by the 
ode of the unit. The inequality between prin
ipalsprovided in the interfa
e of a unit must imply (possibly by transitivity) all those mentioned inthe implementation of the unit. Lastly, the statements affe
ts and raises mentions respe
tivelythe lower and upper bounds of the module expression underlying the 
ompilation unit. They areomitted when the bound is empty.
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Chapter 4Tools4.1 The intera
tive toplevel (flow
aml)The toplevel tool for Flow Caml, flow
aml, permits intera
tive use of the Flow Caml systemthrough a read�type-
he
k loop. In this mode, the system repeatedly reads Flow Caml phrasesfrom the input, type-
he
ks them and outputs the inferred type, if any. The system prints a #(sharp) prompt before reading ea
h phrase.Input to the toplevel 
an span several lines. It is terminated by ;; (a double-semi
olon). Thetoplevel input has the following syntax.toplevel-input ::= {toplevel-phrase} ;;

| �ows-de
laration ;;
| # ident [dire
tive-argument℄;;toplevel-phrase ::= de�nition
| exprdire
tive-argument ::= string-literal | integer-literal | value-path | level | type
onstr | ex
eptionA toplevel input 
an 
onsists in a series of de�nition, similar to those found in implementationsof 
ompilation units or in stru
t ... end module expressions. It 
an also 
onsist in a flowde
laration, whi
h extend the 
urrent se
urity poli
y, or in a toplevel dire
tive, starting with #(the sharp sign). These dire
tives 
ontrol the behavior of the toplevel; they are listed below inse
tion 4.1.3.4.1.1 Graphi
al outputThe toplevel o�ers a graphi
al output of inferred type s
hemes. It is enabled by the -graph
ommand line option or the dire
tive #open_graph. For a des
ription of the graphi
al output oftype s
hemes, see se
tion 2.2.6 of the tutorial.4.1.2 OptionsThe following 
ommand-line options are re
ognized by the flow
aml 
ommand.-display host:displaySpe
ify the host and s
reen to be used for displaying the graphi
 window (see the option-graph). By default this is obtained from the environment variable DISPLAY.
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ent Simonet-font fontnameSet the font used on the graphi
al window.-geometry widthxheight+x-o�set+y-o�setSpe
ify the initial geometry of the graphi
al window. The four parameters are numbersgiving (in pixels) the width, height, horizontal o�set and verti
al o�set respe
tively. Partialspe
i�
ations of the form widthxheight or +x-o�set+y-o�set are also allowed.-graphEnable the graphi
 window. The toplevel may produ
e a graphi
al representation of inferredtype s
hemes (in addition to the textual standard one), displayed a X graphi
al window.The display and geometry of this window may be 
ontrolled by the options -display and-geometry.-I dire
toryAdd the given dire
tory to the list of dire
tories sear
hed for sour
e and 
ompiled �les. Bydefault, the 
urrent dire
tory is sear
hed �rst, the standard library dire
tory. Dire
toriesadded with -I are sear
hed after the 
urrent dire
tory, in the order in whi
h they were givenon the 
ommand line, but before the standard library dire
tory.-linewidth widthSets the number of 
olumns of the terminal used for printing messages. Default is 78.-nopervasivesDoes not initially open then Pervasives module.-pprint �agsCon�gure the pretty-print of types. The argument is a string of one or several 
hara
ters,with the following meaning for ea
h 
hara
ter:C/
 enable/disable use of 
olors for displaying polarities of type variables (onVT100 
ompatible terminals).0/1/2 Set whi
h universally quanti�ed and un
onstrained type variables are hidden.In mode 0, all are hidden or repla
ed by _, in mode 1, only those whi
h appearon fun
tions arrows are hidden, in mode 2, all are displayed.H/h enable/disable the hiding of universally quanti�ed and un
onstrained typevariables (h implies g).V/v enable/disable printing of the polarities of type variables (with the symbols +,- and =)Default is Cv1.4.1.3 Toplevel dire
tivesThe following dire
tives 
ontrol the toplevel behavior.#
lose graphClose the graphi
al window (see se
tion 4.1.1).#lookup ex
eption "ident"Lookup for an ex
eption in the environment and print its de
laration.#lookup level "ident"Lookup for a level in the environment and print its de
laration.#lookup type "ident"Lookup for a type in the environment and print its de
laration. INRIA



The Flow Caml System 79#lookup value "ident"Lookup for a value in the environment and print its des
ription.#open graphOpen the graphi
al window (see se
tion 4.1.1).#pprint "�ags"Set �ags for pretty-print (see option -pprint above for a des
ription of available �ags).#reset 
ontextReset the se
urity level asso
iated to the toplevel evaluation 
ontext to its initial value, as ifa new program were started.#quitExit the toplevel loop and terminate the flow
aml 
ommand.4.2 The bat
h 
ompiler (flow
aml
)This se
tion is interested with the Flow Caml bat
h 
ompiler flow
aml
. To des
ribe in a fewwords its working, let us say that it reads Flow Caml �les as input, type-
he
ks their 
ontent andprodu
es regular Obje
tive Caml 
ode as output. These may be later 
ompiled using the standardo
aml
 or o
amlopt 
ompilers to obtain exe
utables.4.2.1 OverviewThe flow
aml
 
ommand has a 
ommand-line interfa
e similar to that of the Obje
tive Caml
ompilers. It a

epts several types of arguments:� Arguments ending in .fmli are taken to be sour
e �les for 
ompilation unit interfa
es. Fromthe �le x.fmli, the flow
aml
 
ompiler produ
es a 
ompiled interfa
e in the �le x.f
mi andan Obje
tive Caml 
ompilation unit interfa
e in the �le x.mli.� Arguments ending in .fml are taken to be sour
e �les for 
ompilation unit implementations.From the �le x.fml, the flow
aml
 
ompiler produ
es a Obje
tive Caml 
ompilation unitimplementation in the �le x.ml.If the interfa
e �le x.fmli exists, the implementation x.fml is 
he
ked against the 
orre-sponding 
ompiled interfa
e x.f
mi, whi
h is assumed to exist. If no interfa
e x.fmli isprovided, the 
ompilation of x.ml produ
es a 
ompiled interfa
e �le x.f
mi in addition tox.ml. The �le x.f
mi produ
ed 
orresponds to an interfa
e that exports everything that isde�ned in the implementation x.fml.4.2.2 OptionsThe following 
ommand-line options are re
ognized by the flow
aml
 
ommand:-dumpProdu
e dumped abstra
t syntax tree for Obje
tive Caml as output, instead of literal sour
e
ode �le. These dumped tree 
an be used as input for the Obje
tive Caml 
ompiler, whi
hwon't need to parse again the sour
e 
ode. However, the format of the abstra
t syntax treedepends on the version of the Obje
tive Caml 
ompiler, so it may be not 
ompatible withyours.
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80 Vin
ent Simonet-i Cause the 
ompiler to print the inferred interfa
e when 
ompiling an implementation (.fml�le). This 
an be useful to 
he
k the types inferred by the 
ompiler. Also, sin
e the outputfollows the syntax of interfa
e �les, it 
an help in writing an expli
it interfa
e (.fmli �le) fora �le: just redire
t the standard output of the 
ompiler to a .fmli �le, and edit that �le toremove all de
larations of unexported names.-I dire
toryAdd the given dire
tory to the list of dire
tories sear
hed for sour
e and 
ompiled �les. Bydefault, the 
urrent dire
tory is sear
hed �rst, the the standard library dire
tory. Dire
toriesadded with -I are sear
hed after the 
urrent dire
tory, in the order in whi
h they were givenon the 
ommand line, but before the standard library dire
tory.-nostdlibDo not add the standard library dire
tory in the default sear
h path.-pprint �agsCon�gure the pretty-print of types. See the do
umentation of the 
ommand flow
aml for ades
ription of available �ags.-runlibPrint the lo
ation of the run-time library and exit.-stdlibPrint the lo
ation of the standard library and exit.-v Print the 
ompiler version and lo
ation of libraries and exit.-versionPrint the 
ompiler version and exit.-nopervasivesDoes not initially open the Pervasives module.4.3 The se
urity poli
y displayer (flow
amlpol)4.3.1 OverviewThe flow
amlpol tool aims at verifying that a series of 
ompilation units 
an be linked togetherin order to produ
e a se
ure program. It moreover 
omputes the minimal se
urity poli
y underwhi
h the program 
an be safely run (whi
h is the �union� of the se
urity poli
ies de
lared in the
ompilation units).The flow
amlpol 
ommand takes as argument the list of the 
ompiled interfa
e �les of theunits whi
h form the program, in the order they should be passed to the linker. For instan
e,for a program made of the 
ompilation units unit1, unit2, ..., unitn, whi
h is linked with the
ommand o
aml
 unit1.
mo unit2.
mo ... unitn.
mo, one have to run:flow
amlpol unit1.f
mi unit2.f
mi ... unitn.f
miThis outputs the smallest set of assumptions between prin
ipals under whi
h the whole programis type safe, i.e. the smallest se
urity poli
y whi
h allow its exe
ution. (The tool 
an give a graphi
alrepresentation of this set of inequalities with the -graph option.) flow
amlpol also 
he
ks thatthe bounds of the 
ompilation units �t together, i.e. that for every i, the lower bound of uniti isgreater than or equal to the upper bounds of unit$_1$, ..., uniti−1, in the printed se
urity poli
y.A 
on
rete example of use of flow
amlpol is given in se
tions 2.8.2 and 2.8.3 of the tutorial.INRIA



The Flow Caml System 814.3.2 OptionsThe following 
ommand-line options are re
ognized by the flow
amlpol 
ommand.-display host:displaySpe
i�es the host and s
reen to be used for displaying the graphi
 window (see the option-graph). By default this is obtained from the environment variable DISPLAY.-font fontnameSets the font used on the graphi
al window.-geometry widthxheight+x-o�set+y-o�setSpe
ify the initial geometry of the graphi
al window. The four parameters are numbersgiving (in pixels) the width, height, horizontal o�set and verti
al o�set respe
tively. Partialspe
i�
ations of the form widthxheight or +x-o�set+y-o�set are also allowed.-graphGives a graphi
al representation of the se
urity latti
e. The display and geometry of thiswindows may be 
ontrolled by the options -display and -geometry.-linewidth widthSets the number of 
olumns of the terminal used for printing messages. Default is 78.4.4 The dependen
y generator (flow
amldep)The flow
amldep 
ommand s
ans a set of Flow Caml sour
e �les (.fml and .fmli �les) forreferen
es to external 
ompilation units, and outputs dependen
y lines in a format suitable for themake utility. This ensures that make will 
ompile the sour
e �le in the 
orre
t order, and re
ompilethose �les that need to when a sour
e �le is modi�ed.The typi
al usage isflow
amldep *.fmli *.fml > Depend.flow
amlwhere *.fmli *.fml expands to all sour
e �les in the 
urrent dire
tory and Depend.flow
aml isthe �le that should 
ontain the dependen
ies. (See below for a typi
al Makefile.)Let us note that flow
amldep generates only the dependen
ies needed to the Flow Caml 
om-piler, that is those relating .fmli and .fml �les to .mli and .ml. To 
ompile the �les generatedby Flow Caml with one of the Obje
tive Caml 
ompilers, you will need to run o
amldep on theintermediate �les .mli and .mli.4.4.1 OptionsThe following 
ommand-line options are re
ognized by flow
amldep:-I dire
toryAdd the given dire
tory to the list of dire
tories sear
hed for sour
e �les. If a sour
e �lefoo.fml mentions an external 
ompilation unit Bar, a dependen
y on that unit's interfa
ebar.mli is generated only if the sour
e for bar is found in the 
urrent dire
tory or in one ofthe dire
tories spe
i�ed with -I. Otherwise, Bar is assumed to be a module from the standardlibrary, and no dependen
ies are generated.
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82 Vin
ent Simonet4.4.2 A typi
al Make�leHere is a template Makefile for a Flow Caml program.# CompilersOCAMLC=o
aml
 -I +flow
amlrunOCAMLOPT=o
amlopt -I +flow
amlrunFLOWCAMLC=flow
aml
OCAMLDEP=o
amldepFLOWCAMLDEP=flow
amldep# The list of obje
t files for the programOBJECTS=mod1.
mo mod2.
mo mod3.
mo# To 
he
k the se
urity poli
ypol: $(OBJECTS.
mo=.f
mi)flow
amlpol $^# To build the programprog: $(OBJECTS)$(OCAMLC) -o $� flow
amlrun.
ma $(OBJECTS)# Common rules.SUFFIXES: .ml .mli .fml .fmli .
mi .
mo .
mx .f
mi.ml.
mo:$(OCAMLC) -
 $<.mli.
mi:$(OCAMLC) -
 $<.ml.
mx:$(OCAMLOPT) -
 $<.fmli.mli:$(FLOWCAMLC) -
 $<.fml.ml:$(FLOWCAMLC) -
 $<# Clean uprm -f progrm -f *.
m[iox℄ *.f
mifor i in *.mli; do \if test -f `basename $$i .mli`.fmli; then rm -f $$i; fi \donefor i in *.ml; do \if test -f `basename $$i .ml`.fml; then rm -f $$i; fi \done# Dependen
iesdepend-flow
aml: INRIA



The Flow Caml System 83$(FLOWCAMLDEP) *.fml *.fmli > Depend.flow
amldepend-o
aml:$(OCAMLDEP) *.ml *.mli > Depend.o
aml# Dependen
iesdepend-flow
aml:$(FLOWCAMLDEP) *.fml *.fmli > Depend.flow
amldepend-o
aml: $(patsubst %.fml,%.ml,$(wild
ard *.fml))\$(patsubst %.fml,%.ml,$(wild
ard *.fml))$(OCAMLDEP) *.ml *.mli > Depend.o
amlin
lude Depend.flow
amlin
lude Depend.o
aml

RT n° 0282



84 Vin
ent Simonet

INRIA



The Flow Caml System 85
Chapter 5The Flow Caml libraryThis 
hapter des
ribes the Flow Caml library. This library is a translation of (a subset of) theObje
tive Caml standard library for the Flow Caml language, whi
h in
ludes all the ne
essaryse
urity annotations. As in Obje
tive Caml, the Pervasives module is automati
ally �opened�when a 
ompilation starts or when the toplevel is laun
hed.5.1 Built-in types and prede�ned ex
eptionsThe following built-in types and prede�ned ex
eptions are always de�ned in the 
ompilation en-vironment, but are not part of any module. As a 
onsequen
e, they 
an only be referred by theirshort names.5.1.1 Prede�ned typesThese are prede�ned types :type (#'a:level) intThe type of integer numbers.type (#'a:level) int32The type of 32 bits integer numbers.type (#'a:level) int64The type of 64 bits integer numbers.type (#'a:level) nativeintThe type of pro
essor-native integer numbers.type (#'a:level) 
harThe type of 
hara
ters.type (#'a:level) stringThe type of immutable strings.type (='a:level, #'b:level) 
harray
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86 Vin
ent SimonetThe type of mutable 
hara
ter strings.type (#'a:level) floatThe type of �oating-point numbers.type (#'a:level) boolThe type of booleans (truth values).type noneq unit = ()The type of the unit value.type (+'a:type, #'b:level) arrayThe type of arrays whose elements have type 'a.type (+'a:type, #'b:level) list = [℄ | :: of 'a * ('a, 'b) list # 'bThe type of lists whose elements have type 'a.type (+'a:type, #'b:level) option = None | Some of 'a # 'bThe type of optional values.5.1.2 Ex
eptionsThese are prede�ned ex
eptions :ex
eption Invalid_argument : 'a of 'a stgEx
eption raised by library fun
tions to signal that the given arguments do not make sense.(For 
ompatibility reasons with the Obje
tive Caml library, this ex
eption isun
at
hable for some parti
ular values of its string argument.)ex
eption Failure : 'a of 'a stgEx
eption raised by library fun
tions to signal that they are unde�ned on the given arguments.(For 
ompatibility reasons with the Obje
tive Caml library, this ex
eption isun
at
hable for some parti
ular values of its string argument.)ex
eption Not_foundEx
eption raised by sear
h fun
tions when the desired obje
t 
ould not be found.ex
eption End_of_fileEx
eption raised by input fun
tions to signal that the end of �le has been rea
hed.ex
eption Division_by_zeroEx
eption raised by division and remainder operations when their se
ond argument is null.
INRIA



The Flow Caml System 875.2 Module ArrayArray operations.val length : ('a, 'b) array -> 'b int
(~a, ) array −>  intReturn the length (number of elements) of the given array.val get : ('a, 'b) array -> 'b int -> '
with 'a < '
and 'b < level('
)
(~a, ) array −>  int −> ~aArray.get a n returns the element number n of array a. The �rst element has number 0.The last element has number Array.length a - 1.Terminate the program if n is outside the range 0 to (Array.length a - 1). You 
analso write a.(n) instead of Array.get a n.val set : ('a, 'b) array -> 'b int -> 'a -{'b ||}-> unitwith 'b < level('a)
(~a, ) array −>  int −> ~a −{  ||}−> unitArray.set a n x modi�es array a in pla
e, repla
ing element number n with x.Terminate the program if n is outside the range 0 to Array.length a - 1. You 
an alsowrite a.(n) <- x instead of Array.set a n x.val make : 'a int -> 'b -> ('b, 'a) array
 int −> ~a −> (~a, ) arrayArray.make n x returns a fresh array of length n, initialized with x. All the elements of thisnew array are initially physi
ally equal to x (in the sense of the == predi
ate). Consequently,if x is mutable, it is shared among all elements of the array, and modifying x through one ofthe array entries will modify all other entries at the same time.Terminate the program if n < 0 or n > Sys.max_array_length. If the value of x is a�oating-point number, then the maximum size is divided by 2.val 
reate : 'a int -> 'b -> ('b, 'a) array
 int −> ~a −> (~a, ) arrayDepre
ated. Array.
reate is an alias for Array.make.val init : 'a int ->('a int -{'b | '
 | 'd}-> 'e) -{'d | '
 |}-> ('e, 'a) arraywith 'a, 
ontent('
), 'd < 'band 'a, 
ontent('
), 'd < level('e)
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ent Simonet
 int −> (  int −{  |  | }−> ~a) −{  |  |}−> (~a, ) arrayArray.init n f returns a fresh array of length n, with element number i initialized to theresult of f i. In other terms, Array.init n f tabulates the results of f applied to the integers0 to n-1.val make_matrix : 'a int ->'b int -> '
 -{'b ||}-> (('
, 'b) array, 'a) arraywith 'a < 'b
 int −>  int −> ~a −{  ||}−> ((~a, ) array, ) arrayArray.make_matrix dimx dimy e returns a two-dimensional array (an array of arrays) with�rst dimension dimx and se
ond dimension dimy. All the elements of this new matrix areinitially physi
ally equal to e. The element (x,y) of a matrix m is a

essed with the notationm.(x).(y).Terminate the program if dimx or dimy is less than 1 or greater than Sys.max_array_length.If the value of e is a �oating-point number, then the maximum size is only Sys.max_array_length / 2.val 
reate_matrix : 'a int ->'b int -> '
 -{'b ||}-> (('
, 'b) array, 'a) arraywith 'a < 'b
 int −>  int −> ~a −{  ||}−> ((~a, ) array, ) arrayDepre
ated. Array.
reate_matrix is an alias for Array.make_matrix.val append : ('a, 'b) array -> ('
, 'b) array -> ('d, 'b) arraywith 'a, '
 < 'd
(~a, ) array −> (~a, ) array −> (~a, ) arrayArray.append v1 v2 returns a fresh array 
ontaining the 
on
atenation of the arrays v1 andv2.val 
on
at : (('a, 'b) array, 'b) list -> ('
, 'b) arraywith 'a < '

((~a, ) array, ) list −> (~a, ) arraySame as Array.append, but 
on
atenates a list of arrays.val sub : ('a, 'b) array -> 'b int -> 'b int -> ('
, 'b) arraywith 'a < '
and 'b < level('
)
(~a, ) array −>  int −>  int −> (~a, ) array

INRIA



The Flow Caml System 89Array.sub a start len returns a fresh array of length len, 
ontaining the elements numberstart to start + len - 1 of array a.Terminate the program if start and len do not designate a valid subarray of a; that is,if start < 0, or len < 0, or start + len > Array.length a.val 
opy : ('a, 'b) array -> ('
, 'b) arraywith 'a < '

(~a, ) array −> (~a, ) arrayArray.
opy a returns a 
opy of a, that is, a fresh array 
ontaining the same elements as a.val fill : ('a, 'b) array -> 'b int -> 'b int -> 'a -{'b ||}-> unitwith 'b < level('a)
(~a, ) array −>  int −>  int −> ~a −{  ||}−> unitArray.fill a ofs len x modi�es the array a in pla
e, storing x in elements number ofs toofs + len - 1.Terminate the program if ofs and len do not designate a valid subarray of a.val blit : ('a, 'b) array ->'b int -> ('
, 'b) array -> 'b int -> 'b int -{'b ||}-> unitwith 'a < '
and 'b < level('
)
(~a, ) array −>  int −> (~a, ) array −>  int −>  int −{  ||}−> unitArray.blit v1 o1 v2 o2 len 
opies len elements from array v1, starting at element numbero1, to array v2, starting at element number o2. It works 
orre
tly even if v1 and v2 are thesame array, and the sour
e and destination 
hunks overlap.Terminate the program if o1 and len do not designate a valid subarray of v1, or if o2 andlen do not designate a valid subarray of v2.val to_list : ('a, 'b) array -> ('
, 'b) listwith 'a < '
and 'b < level('
)
(~a, ) array −> (~a, ) listArray.to_list a returns the list of all the elements of a.val of_list : ('a, 'b) list -{'
 ||}-> ('a, 'b) arraywith 'b, '
 < level('a)
(~a, ) list −{  ||}−> (~a, ) arrayArray.of_list l returns a fresh array 
ontaining the elements of l.
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90 Vin
ent Simonetval iter : ('a -{'b | '
 | 'b}-> 'd) -> ('e, 'f) array -{'b | '
 |}-> unitwith 'e < 'aand 'f < level('a), 'band 
ontent('
) < 'b
(~a −{  |  | }−> ~b) −> (~a, ) array −{  |  |}−> unitArray.iter f a applies fun
tion f in turn to all the elements of a. It is equivalent tof a.(0); f a.(1); ...; f a.(Array.length a - 1); ().val map : ('a -{'b | '
 | 'd}-> 'e) ->('f, 'g) array -{'d | '
 |}-> ('e, 'g) arraywith 'f < 'aand 'g < level('a), 'b, level('e)and 'd < 'b, level('e)and 
ontent('
) < 'b, level('e)
(~a −{  |  | }−> ~b) −> (~a, ) array −{  |  |}−> (~b, ) arrayArray.map f a applies fun
tion f to all the elements of a, and builds an array with the resultsreturned by f: [| f a.(0); f a.(1); ...; f a.(Array.length a - 1) |℄.val iteri : ('a int -{'b | '
 | 'd}-> 'e -{'f | '
 | 'f}-> 'g) ->('h, 'a) array -{'d | '
 |}-> unitwith 'd < 'b, 'fand 'a < 'b, level('e), 'fand 
ontent('
) < 'b, 'fand 'h < 'e
(  int −{  |  | }−> ~a −{  |  | }−> ~b) −> (~a, ) array −{  |  |}−> unitSame as Array.iter, but the fun
tion is applied to the index of the element as �rst argument,and the element itself as se
ond argument.val mapi : ('a int -{'b | '
 | 'd}-> 'e -{'f | '
 | 'g}-> 'h) ->('i, 'a) array -{'d | '
 |}-> ('h, 'a) arraywith 'd < 'b, 'f, level('h)and 'g < 'f, level('h)and 'a < 'b, level('e), 'f, level('h)and 
ontent('
) < 'b, 'f, level('h)and 'i < 'e
(  int −{  |  | }−> ~a −{  |  | }−> ~b) −> (~a, ) array −{  |  |}−> (~b, ) arraySame as Array.map, but the fun
tion is applied to the index of the element as �rst argument,and the element itself as se
ond argument. INRIA



The Flow Caml System 91val fold_left : ('a -{'b | '
 | 'd}-> 'e -{'f | '
 | 'g}-> 'a) ->'a -> ('h, 'i) array -{'d | '
 |}-> 'awith 'i < level('a), 'b, level('e), 'fand 'd < level('a), 'b, 'fand 'g < level('a), 'fand 
ontent('
) < level('a), 'b, 'fand 'h < 'e
(~a −{  |  | }−> ~b −{  |  | }−> ~a) −> ~a −> (~b, ) array −{  |  |}−> ~aArray.fold_left f x a 
omputes f (... (f (f x a.(0)) a.(1)) ...) a.(n-1), wheren is the length of the array a.val fold_right : ('a -{'b | '
 | 'd}-> 'e -{'f | '
 | 'g}-> 'e) ->('h, 'i) array -> 'e -{'d | '
 |}-> 'ewith 'h < 'aand 'i < level('a), 'b, level('e), 'fand 'd < 'b, level('e), 'fand 'g < level('e), 'fand 
ontent('
) < 'b, level('e), 'f
(~a −{  |  | }−> ~b −{  |  | }−> ~b) −> (~a, ) array −> ~b −{  |  |}−> ~bArray.fold_right f a x 
omputes f a.(0) (f a.(1) ( ... (f a.(n-1) x) ...)), wheren is the length of the array a.5.3 Module BufferExtensible string bu�ers.This module implements string bu�ers that automati
ally expand as ne
essary. It provides a

u-mulative 
on
atenation of strings in quasi-linear time (instead of quadrati
 time when strings are
on
atenated pairwise).type (='a:level, #'b:level) tThe abstra
t type of bu�ers.val 
reate : 'a int -> ('a, 'b) t
 int −> ( , ) t
reate n returns a fresh bu�er, initially empty. The n parameter is the initial size of theinternal string that holds the bu�er 
ontents. That string is automati
ally reallo
ated whenmore than n 
hara
ters are stored in the bu�er, but shrinks ba
k to n 
hara
ters when resetis 
alled. For best performan
e, n should be of the same order of magnitude as the number of
hara
ters that are expe
ted to be stored in the bu�er (for instan
e, 80 for a bu�er that holdsone output line). Nothing bad will happen if the bu�er grows beyond that limit, however. Indoubt, take n = 16 for instan
e. If n is not between 1 and Sys.max_string_length, it willbe 
lipped to that interval.RT n° 0282



92 Vin
ent Simonetval 
ontents : ('a, 'b) t -> 'b stringwith 'a < 'b
( , ) t −>  stringReturn a 
opy of the 
urrent 
ontents of the bu�er. The bu�er itself is un
hanged.val length : ('a, 'b) t -> 'b intwith 'a < 'b
( , ) t −>  intReturn the number of 
hara
ters 
urrently 
ontained in the bu�er.val 
lear : ('a, 'a) t -{'a ||}-> unit
( , ) t −{  ||}−> unitEmpty the bu�er.val reset : ('a, 'a) t -{'a ||}-> unit
( , ) t −{  ||}−> unitEmpty the bu�er and deallo
ate the internal string holding the bu�er 
ontents, repla
ing itwith the initial internal string of length n that was allo
ated by Buffer.
reate n. For long-lived bu�ers that may have grown a lot, reset allows faster re
lamation of the spa
e used bythe bu�er.val add_
har : ('a, 'a) t -> 'a 
har -{'a ||}-> unit
( , ) t −>  char −{  ||}−> unitadd_
har b 
 appends the 
hara
ter 
 at the end of the bu�er b.val add_substring : ('a, 'a) t ->'a string -> 'a int -> 'a int -{'a ||}-> unit
( , ) t −>  string −>  int −>  int −{  ||}−> unitadd_substring b s ofs len takes len 
hara
ters from o�set ofs in string s and appendsthem at the end of the bu�er b.val add_string : ('a, 'a) t -> 'a string -{'a ||}-> unit
( , ) t −>  string −{  ||}−> unitadd_string b s appends the string s at the end of the bu�er b.val add_buffer : ('a, 'a) t -> ('b, 'a) t -{'a ||}-> unitwith 'b < 'a
( , ) t −> ( , ) t −{  ||}−> unitadd_buffer b1 b2 appends the 
urrent 
ontents of bu�er b2 at the end of bu�er b1. b2 isnot modi�ed. INRIA



The Flow Caml System 935.4 Module CharChara
ter operations.val 
ode : 'a 
har -> 'a int
 char −>  intReturn the ASCII 
ode of the argument.val 
hr : 'a int -{'b | Invalid_argument: 'b |}-> 'a 
harwith 'a < 'b
 int −{  | Invalid_argument:  |}−>  charReturn the 
hara
ter with the given ASCII 
ode. Raise Invalid_argument "Char.
hr" ifthe argument is outside the range 0�255.val es
aped : 'a 
har -> 'a string
 char −>  stringReturn a string representing the given 
hara
ter, with spe
ial 
hara
ters es
aped followingthe lexi
al 
onventions of Obje
tive Caml.val lower
ase : 'a 
har -> 'a 
har
 char −>  charConvert the given 
hara
ter to its equivalent lower
ase 
hara
ter.val upper
ase : 'a 
har -> 'a 
har
 char −>  charConvert the given 
hara
ter to its equivalent upper
ase 
hara
ter.5.5 Module CharrayString operations.type (='a:level, #'b:level) t = ('a, 'b) 
harrayval length : ('a, 'b) t -> 'b int

( , ) t −>  intReturn the length (number of 
hara
ters) of the given string.val get : ('a, 'b) t -> 'b int -> 'b 
harwith 'a < 'b
( , ) t −>  int −>  charRT n° 0282
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ent SimonetCharray.get s n returns 
hara
ter number n in string s. The �rst 
hara
ter is 
hara
ternumber 0. The last 
hara
ter is 
hara
ter number Charray.length s - 1.Terminate the program if n is outside the range 0 to (Charray.length s - 1). You 
analso write s.[n℄ instead of Charray.get s n.val set : ('a, 'a) t -> 'a int -> 'a 
har -{'a ||}-> unit
( , ) t −>  int −>  char −{  ||}−> unitCharray.set s n 
 modi�es string s in pla
e, repla
ing the 
hara
ter number n by 
.Terminate the program if n is outside the range 0 to (Charray.length s - 1). You 
analso write s.[n℄ <- 
 instead of Charray.set s n 
.val make : 'a int -> 'b 
har -> ('b, 'a) t
 int −>  char −> ( , ) tCharray.make n 
 returns a fresh string of length n, �lled with the 
hara
ter 
. Terminatethe program if n < 0 or n > Sys.max_string_length.val 
opy : ('a, 'b) t -> ('
, 'b) twith 'a < '


( , ) t −> ( , ) tReturn a 
opy of the given string.val sub : ('a, 'b) t -> 'b int -> 'b int -> ('
, 'b) twith 'a, 'b < '

( , ) t −>  int −>  int −> ( , ) tCharray.sub s start len returns a fresh string of length len, 
ontaining the 
hara
tersnumber start to start + len - 1 of string s.Terminate the program if start and len do not designate a valid substring of s; that is,if start < 0, or len < 0, or start + len > Charray.length s.val fill : ('a, 'a) t -> 'a int -> 'a int -> 'a 
har -{'a ||}-> unit
( , ) t −>  int −>  int −>  char −{  ||}−> unitCharray.fill s start len 
 modi�es string s in pla
e, repla
ing the 
hara
ters numberstart to start + len - 1 by 
.Terminate the program if start and len do not designate a valid substring of s.val blit : ('a, 'b) t ->'b int -> ('b, 'b) t -> 'b int -> 'b int -{'b ||}-> unitwith 'a < 'b
( , ) t −>  int −> ( , ) t −>  int −>  int −{  ||}−> unit
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The Flow Caml System 95Charray.blit sr
 sr
off dst dstoff len 
opies len 
hara
ters from string sr
, startingat 
hara
ter number sr
off, to string dst, starting at 
hara
ter number dstoff. It works
orre
tly even if sr
 and dst are the same string, and the sour
e and destination 
hunksoverlap.Terminate the program if sr
off and len do not designate a valid substring of sr
, or ifdstoff and len do not designate a valid substring of dst.val 
on
at : ('a, 'b) t -> (('
, 'b) t, 'b) list -> ('d, 'b) twith 'a, 'b, '
 < 'd
( , ) t −> (( , ) t, ) list −> ( , ) tCharray.
on
at sep sl 
on
atenates the list of strings sl, inserting the separator string sepbetween ea
h.val iter : ('a 
har -{'b | '
 | 'b}-> unit) -> ('d, 'e) t -{'b | '
 |}-> unitwith 
ontent('
), 'e < 'band 'd, 'e < 'a
(  char −{  |  | }−> unit) −> ( , ) t −{  |  |}−> unitCharray.iter f s applies fun
tion f in turn to all the 
hara
ters of s. It is equivalent tof s.(0); f s.(1); ...; f s.(Charray.length s - 1); ().val es
aped : ('a, 'b) t -> ('
, 'b) twith 'a < 'b, '

( , ) t −> ( , ) tReturn a 
opy of the argument, with spe
ial 
hara
ters represented by es
ape sequen
es,following the lexi
al 
onventions of Obje
tive Caml. If there is no spe
ial 
hara
ter in theargument, return the original string itself, not a 
opy.val index : ('a, 'b) t -> 'b 
har -{'
 | Not_found: '
 |}-> 'd intwith 'b < '
, 'dand 'a < '
, 'd
( , ) t −>  char −{  | Not_found:  |}−>  intCharray.index s 
 returns the position of the leftmost o

urren
e of 
hara
ter 
 in strings. Raise Not_found if 
 does not o

ur in s.val rindex : ('a, 'b) t -> 'b 
har -{'
 | Not_found: '
 |}-> 'd intwith 'b < '
, 'dand 'a < '
, 'd
( , ) t −>  char −{  | Not_found:  |}−>  intCharray.rindex s 
 returns the position of the rightmost o

urren
e of 
hara
ter 
 in strings. Raise Not_found if 
 does not o

ur in s.
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96 Vin
ent Simonetval index_from : ('a, 'b) t ->'b int -> 'b 
har -{'
 | Not_found: '
 |}-> 'd intwith 'b < '
, 'dand 'a < '
, 'd
( , ) t −>  int −>  char −{  | Not_found:  |}−>  intSame as Charray.index, but start sear
hing at the 
hara
ter position given as se
ond argu-ment. Charray.index s 
 is equivalent to Charray.index_from s 0 
.val rindex_from : ('a, 'b) t ->'b int -> 'b 
har -{'
 | Not_found: '
 |}-> 'd intwith 'b < '
, 'dand 'a < '
, 'd
( , ) t −>  int −>  char −{  | Not_found:  |}−>  intSame as Charray.rindex, but start sear
hing at the 
hara
ter position given as se
ond argu-ment.Charray.rindex s 
 is equivalent to Charray.rindex_from s (Charray.length s - 1) 
.val 
ontains : ('a, 'b) t -> 'b 
har -> 'b boolwith 'a < 'b
( , ) t −>  char −>  boolCharray.
ontains s 
 tests if 
hara
ter 
 appears in the string s.val 
ontains_from : ('a, 'b) t -> 'b int -> 'b 
har -> 'b boolwith 'a < 'b
( , ) t −>  int −>  char −>  boolCharray.
ontains_from s start 
 tests if 
hara
ter 
 appears in the substring of s startingfrom start to the end of s. Terminate the program if start is not a valid index of s.val r
ontains_from : ('a, 'b) t -> 'b int -> 'b 
har -> 'b boolwith 'a < 'b
( , ) t −>  int −>  char −>  boolCharray.r
ontains_from s stop 
 tests if 
hara
ter 
 appears in the substring of s startingfrom the beginning of s to index stop.Terminate the program if stop is not a valid index of s.val upper
ase : ('a, 'b) t -> ('a, 'b) t
( , ) t −> ( , ) tReturn a 
opy of the argument, with all lower
ase letters translated to upper
ase, in
ludinga

ented letters of the ISO Latin-1 (8859-1) 
hara
ter set.val lower
ase : ('a, 'b) t -> ('a, 'b) t
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( , ) t −> ( , ) tReturn a 
opy of the argument, with all upper
ase letters translated to lower
ase, in
ludinga

ented letters of the ISO Latin-1 (8859-1) 
hara
ter set.val 
apitalize : ('a, 'b) t -> ('a, 'b) t
( , ) t −> ( , ) tReturn a 
opy of the argument, with the �rst letter set to upper
ase.val un
apitalize : ('a, 'b) t -> ('a, 'b) t
( , ) t −> ( , ) tReturn a 
opy of the argument, with the �rst letter set to lower
ase.5.6 Module ComplexComplex numbers.This module provides arithmeti
 operations on 
omplex numbers. Complex numbers are repre-sented by their real and imaginary parts (
artesian representation). Ea
h part is represented by adouble-pre
ision �oating-point number (type float).type (#'a:level) t = { re : 'a float; im : 'a float; }The type of 
omplex numbers. re is the real part and im the imaginary part.val zero : 'a t
 tThe 
omplex number 0.val one : 'a t
 tThe 
omplex number 1.val i : 'a t
 tThe 
omplex number i.val neg : 'a t -> 'a t
 t −>  tUnary negation.val 
onj : 'a t -> 'a t
 t −>  tRT n° 0282



98 Vin
ent SimonetConjugate: given the 
omplex x + i.y, returns x - i.y.val add : 'a t -> 'a t -> 'a t
 t −>  t −>  tAdditionval sub : 'a t -> 'a t -> 'a t
 t −>  t −>  tSubtra
tionval mul : 'a t -> 'a t -> 'a t
 t −>  t −>  tMultipli
ationval inv : 'a t -> 'a t
 t −>  tMultipli
ative inverse (1/z).val div : 'a t -> 'a t -> 'a t
 t −>  t −>  tDivisionval sqrt : 'a t -> 'a t
 t −>  tSquare root. The result x + i.y is su
h that x > 0 or x = 0 and y >= 0. This fun
tion hasa dis
ontinuity along the negative real axis.val norm2 : 'a t -> 'a float
 t −>  floatNorm squared: given x + i.y, returns x^2 + y^2.val norm : 'a t -> 'a float
 t −>  floatNorm: given x + i.y, returns sqrt(x^2 + y^2).val arg : 'a t -> 'a float
 t −>  float
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The Flow Caml System 99Argument. The argument of a 
omplex number is the angle in the 
omplex plane betweenthe positive real axis and a line passing through zero and the number. This angle ranges from-pi to pi. This fun
tion has a dis
ontinuity along the negative real axis.val polar : 'a float -> 'a float -> 'a t
 float −>  float −>  tpolar norm arg returns the 
omplex having norm norm and argument arg.val exp : 'a t -> 'a t
 t −>  tExponentiation. exp z returns e to the z power.val log : 'a t -> 'a t
 t −>  tNatural logarithm (in base e).val pow : 'a t -> 'a t -> 'a t
 t −>  t −>  tPower fun
tion. pow z1 z2 returns z1 to the z2 power.5.7 Module DigestMD5 message digest.This module provides fun
tions to 
ompute 128-bit �digests� of arbitrary-length strings or �les.The digests are of 
ryptographi
 quality: it is very hard, given a digest, to forge a string havingthat digest. The algorithm used is MD5.type (#'a:level) t = 'a stringThe type of digests: 16-
hara
ter strings.val string : 'a string -> 'a t
 string −>  tReturn the digest of the given string.val to_hex : 'a t -> 'a string
 t −>  stringReturn the printable hexade
imal representation of the given digest.
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100 Vin
ent Simonet5.8 Module FilenameOperations on �le names.val 
urrent_dir_name : 'a string
 stringThe 
onventional name for the 
urrent dire
tory (e.g. . in Unix).val parent_dir_name : 'a string
 stringThe 
onventional name for the parent of the 
urrent dire
tory (e.g. .. in Unix).val 
on
at : 'a string -> 'a string -> 'a string
 string −>  string −>  string
on
at dir file returns a �le name that designates �le file in dire
tory dir.val is_relative : 'a string -> 'a bool
 string −>  boolReturn true if the �le name is relative to the 
urrent dire
tory, false if it is absolute (i.e. inUnix, starts with /).val is_impli
it : 'a string -> 'a bool
 string −>  boolReturn true if the �le name is relative and does not start with an expli
it referen
e to the
urrent dire
tory (./ or ../ in Unix), false if it starts with an expli
it referen
e to the rootdire
tory or the 
urrent dire
tory.val 
he
k_suffix : 'a string -> 'a string -> 'a bool
 string −>  string −>  bool
he
k_suffix name suff returns true if the �lename name ends with the su�x suff.val 
hop_suffix : 'a string ->'a string -{'b | Invalid_argument: 'b |}-> 'a stringwith 'a < 'b
 string −>  string −{  | Invalid_argument:  |}−>  string
hop_suffix name suff removes the su�x suff from the �lename name. The behavior isunde�ned if name does not end with the su�x suff.val 
hop_extension : 'a string -{'b | Invalid_argument: 'b |}-> 'a stringwith 'a < 'b
 string −{  | Invalid_argument:  |}−>  string INRIA



The Flow Caml System 101Return the given �le name without its extension. The extension is the shortest su�x startingwith a period, .xyz for instan
e.Raise Invalid_argument if the given name does not 
ontain a period.val basename : 'a string -> 'a string
 string −>  stringSplit a �le name into dire
tory name / base �le name.
on
at (dirname name) (basename name) returns a �le name whi
h is equivalent to name.val dirname : 'a string -> 'a string
 string −>  stringSee Filename.basename.val quote : 'a string -> 'a string
 string −>  stringReturn a quoted version of a �le name, suitable for use as one argument in a shell 
ommandline, es
aping all shell meta-
hara
ters.5.9 Module FmarshalMarshaling of data stru
tures.This module provides fun
tions to en
ode arbitrary data stru
tures as sequen
es of bytes, whi
h
an then be written on a �le or sent over a pipe or network 
onne
tion. The bytes 
an then beread ba
k later, possibly in another pro
ess, and de
oded ba
k into a data stru
ture. The formatfor the byte sequen
es is 
ompatible a
ross all ma
hines for a given version of Obje
tive Caml.val to_string : 'a -> 'b stringwith 
ontent('a) < 'b
~a −>  stringFmarshal.to_string v flags returns a string 
ontaining the representation of v as a se-quen
e of bytes.val from_string : 'a string -> 'bwith 'a < level('b)
 string −> ~aFmarshal.from_string buff ofs unmarshals a stru
tured value stored in stg.
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102 Vin
ent Simonet5.10 Module HashtblHash tables and hash fun
tions.Hash tables are hashed asso
iation tables, with in-pla
e modi�
ation.Generi
 interfa
etype (='a:type, ='b:type, ='
:level, #'d:level) tThe type of hash tables from type 'a to type 'b.val 
reate : 'a int -> ('b, '
, 'a, 'd) t
 int −> (~a, ~b, , ) tHashtbl.
reate n 
reates a new, empty hash table, with initial size n. For best results, nshould be on the order of the expe
ted number of elements that will be in the table. Thetable grows as needed, so n is just an initial guess.val 
lear : ('a, 'b, '
, '
) t -{'
 ||}-> unit
(~a, ~b, , ) t −{  ||}−> unitEmpty a hash table.val add : ('a, 'b, '
, '
) t -> 'd -> 'b -{'
 ||}-> unitwith 'd < 'aand 
ontent('a), 
ontent('d) < '

(~a, ~b, , ) t −> ~a −> ~b −{  ||}−> unitHashtbl.add tbl x y adds a binding of x to y in table tbl. Previous bindings for x are notremoved, but simply hidden. That is, after performing Hashtbl.remove tbl x, the previousbinding for x, if any, is restored. (Same behavior as with asso
iation lists.)val 
opy : ('a, 'b, '
, 'd) t -> ('e, 'f, 'd, 'g) twith 'a < 'eand 'b < 'fand '
 < 'd
(~a, ~b, , ) t −> (~a, ~b, , ) tReturn a 
opy of the given hashtable.val find : ('a, 'b, '
, 'd) t -> 'e -{'f | Not_found: 'f |}-> 'gwith 'e ~ 'aand 
ontent('a), '
, 'd, 
ontent('e) < level('g)and 'b < 'gand 
ontent('a), '
, 'd, 
ontent('e) < 'f
(~a, ~b, , ) t −> ~a −{  | Not_found:  |}−> ~b
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The Flow Caml System 103Hashtbl.find tbl x returns the 
urrent binding of x in tbl, or raises Not_found if no su
hbinding exists.val find_all : ('a, 'b, '
, 'd) t -> 'e -> ('b, 'd) listwith 'a ~ 'eand 
ontent('a), '
, 
ontent('e) < 'd
(~a, ~b, , ) t −> ~a −> (~b, ) listHashtbl.find_all tbl x returns the list of all data asso
iated with x in tbl. The 
urrentbinding is returned �rst, then the previous bindings, in reverse order of introdu
tion in thetable.val mem : ('a, 'b, '
, 'd) t -> 'e -> 'd boolwith 'a ~ 'eand 
ontent('a), '
, 
ontent('e) < 'd
(~a, ~b, , ) t −> ~a −>  boolHashtbl.mem tbl x 
he
ks if x is bound in tbl.val remove : ('a, 'b, '
, '
) t -> 'd -{'
 ||}-> unitwith 'a ~ 'dand 
ontent('a), 
ontent('d) < '

(~a, ~b, , ) t −> ~a −{  ||}−> unitHashtbl.remove tbl x removes the 
urrent binding of x in tbl, restoring the previous bind-ing if it exists. It does nothing if x is not bound in tbl.val repla
e : ('a, 'b, '
, '
) t -> 'd -> 'b -{'
 ||}-> unitwith 'd < 'aand 
ontent('a), 
ontent('d) < '

(~a, ~b, , ) t −> ~a −> ~b −{  ||}−> unitHashtbl.repla
e tbl x y repla
es the 
urrent binding of x in tbl by a binding of x to y.If x is unbound in tbl, a binding of x to y is added to tbl. This is fun
tionally equivalent toHashtbl.remove tbl x followed by Hashtbl.add tbl x y.val iter : ('a -{'b | '
 | 'd}-> 'e -{'f | '
 | 'f}-> 'g) ->('a, 'e, 'h, 'd) t -{'d | '
 |}-> unitwith 
ontent('
), 'd, 'h < 'fand 
ontent('
), 'd, 'h < 'b
(~a −{  |  | }−> ~b −{  |  | }−> ~c) −> (~a, ~b, , ) t −{  |  |}−> unitHashtbl.iter f tbl applies f to all bindings in table tbl. f re
eives the key as �rst ar-gument, and the asso
iated value as se
ond argument. The order in whi
h the bindings arepassed to f is unspe
i�ed. Ea
h binding is presented exa
tly on
e to f.
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104 Vin
ent Simonetval fold : ('a -{'b | '
 | 'd}-> 'e -{'f | '
 | 'g}-> 'h -{'i | '
 | 'j}-> 'h) ->('a, 'e, 'k, 'd) t -> 'h -{'d | '
 |}-> 'hwith 
ontent('
), 'd, 'g, 'j, 'k < 'iand 
ontent('
), 'd, 'g, 'k < 'fand 
ontent('
), 'd, 'k < 'band 
ontent('
), 'd, 'g, 'j, 'k < level('h)
(~a −{  |  | }−> ~b −{  |  | }−> ~c −{  |  | }−> ~c) −> (~a, ~b, , ) t −> ~c −{  |  |}−> ~cHashtbl.fold f tbl init 
omputes (f kN dN ... (f k1 d1 init)...), where k1 ... kNare the keys of all bindings in tbl, and d1 ... dN are the asso
iated values. The order inwhi
h the bindings are passed to f is unspe
i�ed. Ea
h binding is presented exa
tly on
e tof.Module type HashedTypeThe input signature of the fun
tor Hashtbl.Make.module type HashedType = sigtype (#'a:level) tThe type of the hashtable keys.val equal : 'a t -> 'a t -> 'a bool

 t −>  t −>  boolThe equality predi
ate used to 
ompare keys.val hash : 'a t -> 'a int
 t −>  intA hashing fun
tion on keys. It must be su
h that if two keys are equal a

ording toequal, then they have identi
al hash values as 
omputed by hash. Examples: suitable(equal, hash) pairs for arbitrary key types in
lude ((=), Hashtbl.hash) for 
omparingobje
ts by stru
ture, and ((==), Hashtbl.hash) for 
omparing obje
ts by addresses (e.g.for mutable or 
y
li
 keys).endModule type SThe output signature of the fun
tor Hashtbl.Make.module type S = sigtype (#'a:level) keytype (='a:level, ='b:type, ='
:level, #'d:level) tval 
reate : 'a int -> ('b, '
, 'a, 'd) t
 int −> ( , ~a, , ) t INRIA



The Flow Caml System 105val 
lear : ('a, 'b, '
, '
) t -{'
 ||}-> unit
( , ~a, , ) t −{  ||}−> unitval 
opy : ('a, 'b, '
, 'd) t -> ('e, 'f, 'd, 'g) twith '
 < 'dand 'a < 'eand 'b < 'f
( , ~a, , ) t −> ( , ~a, , ) tval add : ('a, 'b, '
, '
) t -> 'a key -> 'b -{'
 ||}-> unitwith 'a < '

( , ~a, , ) t −>  key −> ~a −{  ||}−> unitval remove : ('a, 'b, '
, '
) t -> '
 key -{'
 ||}-> unitwith 'a < '

( , ~a, , ) t −>  key −{  ||}−> unitval find : ('a, 'b, '
, 'd) t -> 'd key -{'e | Not_found: 'e |}-> 'fwith 'a, '
, 'd < 'eand 'a, '
, 'd < level('f)and 'b < 'f
( , ~a, , ) t −>  key −{  | Not_found:  |}−> ~aval find_all : ('a, 'b, '
, 'd) t -> 'd key -> ('b, 'd) listwith 'a, '
 < 'd
( , ~a, , ) t −>  key −> (~a, ) listval repla
e : ('a, 'b, '
, '
) t -> 'a key -> 'b -{'
 ||}-> unitwith 'a < '

( , ~a, , ) t −>  key −> ~a −{  ||}−> unitval mem : ('a, 'b, '
, 'd) t -> 'd key -> 'd boolwith 'a, '
 < 'd
( , ~a, , ) t −>  key −>  bool
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106 Vin
ent Simonetval iter : ('a key -{'b | '
 | 'd}-> 'e -{'f | '
 | 'f}-> 'g) ->('a, 'e, 'h, 'd) t -{'d | '
 |}-> unitwith 
ontent('
), 'd, 'h < 'fand 
ontent('
), 'd, 'h < 'b
(  key −{  |  | }−> ~a −{  |  | }−> ~b) −> ( , ~a, , ) t −{  |  |}−> unitval fold : ('a key -{'b | '
 | 'd}->'e -{'f | '
 | 'g}-> 'h -{'i | '
 | 'j}-> 'h) ->('a, 'e, 'k, 'd) t -> 'h -{'d | '
 |}-> 'hwith 
ontent('
), 'd, 'g, 'j, 'k < 'iand 
ontent('
), 'd, 'g, 'k < 'fand 
ontent('
), 'd, 'k < 'band 
ontent('
), 'd, 'g, 'j, 'k < level('h)
(  key −{  |  | }−> ~a −{  |  | }−> ~b −{  |  | }−> ~b) −> ( , ~a, , ) t −> ~b −{  |  |}−> ~bendmodule Make : fun
tor (H : HashedType) -> S with type 'a key = 'a H.tFun
tor building an implementation of the hashtable stru
ture. The operations perform sim-ilarly to those of the generi
 interfa
e, but use the hashing and equality fun
tions spe
i�ed inthe fun
tor argument H instead of generi
 equality and hashing.The polymorphi
 hash primitiveval hash : 'a -> 'b intwith 
ontent('a) < 'b

~a −>  intHashtbl.hash x asso
iates a positive integer to any value of any type. It is guaranteed that ifx = y, then hash x = hash y. Moreover, hash always terminates, even on 
y
li
 stru
tures.val hash_param : 'a int -> 'a int -> 'b -> 'a intwith 
ontent('b) < 'a
 int −>  int −> ~a −>  intHashtbl.hash_param n m x 
omputes a hash value for x, with the same properties as forhash. The two extra parameters n and m give more pre
ise 
ontrol over hashing. Hashingperforms a depth-�rst, right-to-left traversal of the stru
ture x, stopping after n meaningfulnodes were en
ountered, or m nodes, meaningful or not, were en
ountered. Meaningful nodesare: integers; �oating-point numbers; strings; 
hara
ters; booleans; and 
onstant 
onstru
tors.Larger values of m and n means that more nodes are taken into a

ount to 
ompute the �nalhash value, and therefore 
ollisions are less likely to happen. However, hashing takes longer.The parameters m and n govern the tradeo� between a

ura
y and speed.
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The Flow Caml System 1075.11 Module Int3232-bit integers.This module provides operations on the type int32 of signed 32-bit integers. Unlike the built-inint type, the type int32 is guaranteed to be exa
tly 32-bit wide on all platforms. All arithmeti
operations over int32 are taken modulo 232.Performan
e noti
e: values of type int32 o

upy more memory spa
e than values of type int, andarithmeti
 operations on int32 are generally slower than those on int. Use int32 only when theappli
ation requires exa
t 32-bit arithmeti
.val zero : 'a int32
 int32The 32-bit integer 0.val one : 'a int32
 int32The 32-bit integer 1.val minus_one : 'a int32
 int32The 32-bit integer -1.val neg : 'a int32 -> 'a int32
 int32 −>  int32Unary negation.val add : 'a int32 -> 'a int32 -> 'a int32
 int32 −>  int32 −>  int32Addition.val sub : 'a int32 -> 'a int32 -> 'a int32
 int32 −>  int32 −>  int32Subtra
tion.val mul : 'a int32 -> 'a int32 -> 'a int32
 int32 −>  int32 −>  int32Multipli
ation.val div : 'a int32 -> 'b int32 -{'
 | Division_by_zero: '
 |}-> 'a int32with 'b < 'a, '

 int32 −>  int32 −{  | Division_by_zero:  |}−>  int32RT n° 0282



108 Vin
ent SimonetInteger division. Raise Division_by_zero if the se
ond argument is zero. This divisionrounds the real quotient of its arguments towards zero, as spe
i�ed for Pervasives.(/).val rem : 'a int32 -> 'b int32 -{'
 | Division_by_zero: '
 |}-> 'a int32with 'b < 'a, '

 int32 −>  int32 −{  | Division_by_zero:  |}−>  int32Integer remainder.val su

 : 'a int32 -> 'a int32
 int32 −>  int32Su

essor. Int32.su

 x is Int32.add x Int32.one.val pred : 'a int32 -> 'a int32
 int32 −>  int32Prede
essor. Int32.pred x is Int32.sub x Int32.one.val abs : 'a int32 -> 'a int32
 int32 −>  int32Return the absolute value of its argument.val max_int : 'a int32
 int32The greatest representable 32-bit integer, 231 - 1.val min_int : 'a int32
 int32The smallest representable 32-bit integer, -231.val logand : 'a int32 -> 'a int32 -> 'a int32
 int32 −>  int32 −>  int32Bitwise logi
al and.val logor : 'a int32 -> 'a int32 -> 'a int32
 int32 −>  int32 −>  int32Bitwise logi
al or.val logxor : 'a int32 -> 'a int32 -> 'a int32
 int32 −>  int32 −>  int32Bitwise logi
al ex
lusive or. INRIA



The Flow Caml System 109val lognot : 'a int32 -> 'a int32
 int32 −>  int32Bitwise logi
al negationval shift_left : 'a int32 -> 'a int -> 'a int32
 int32 −>  int −>  int32Int32.shift_left x y shifts x to the left by y bits. The result is unspe
i�ed if y < 0 ory >= 32.val shift_right : 'a int32 -> 'a int -> 'a int32
 int32 −>  int −>  int32Int32.shift_right x y shifts x to the right by y bits. This is an arithmeti
 shift: the signbit of x is repli
ated and inserted in the va
ated bits. The result is unspe
i�ed if y < 0 ory >= 32.val shift_right_logi
al : 'a int32 -> 'a int -> 'a int32
 int32 −>  int −>  int32Int32.shift_right_logi
al x y shifts x to the right by y bits. This is a logi
al shift: zeroesare inserted in the va
ated bits regardless of the sign of x. The result is unspe
i�ed if y < 0or y >= 32.val of_int : 'a int -> 'a int32
 int −>  int32Convert the given integer (type int) to a 32-bit integer (type int32).val to_int : 'a int32 -> 'a int
 int32 −>  intConvert the given 32-bit integer (type int32) to an integer (type int). On 32-bit platforms,the 32-bit integer is taken modulo 231, i.e. the high-order bit is lost during the 
onversion.On 64-bit platforms, the 
onversion is exa
t.val of_float : 'a float -> 'a int32
 float −>  int32Convert the given �oating-point number to a 32-bit integer, dis
arding the fra
tional part(trun
ate towards 0). The result of the 
onversion is unde�ned if, after trun
ation, thenumber is outside the range [Int32.min_int, Int32.max_int℄.val to_float : 'a int32 -> 'a float
 int32 −>  floatRT n° 0282



110 Vin
ent SimonetConvert the given 32-bit integer to a �oating-point number.val of_string : 'a string -{'b | Failure: 'b |}-> 'a int64with 'a < 'b
 string −{  | Failure:  |}−>  int64Convert the given string to a 32-bit integer. The string is read in de
imal (by default) orin hexade
imal, o
tal or binary if the string begins with 0x, 0o or 0b respe
tively. RaiseFailure "int_of_string" if the given string is not a valid representation of an integer.val to_string : 'a int32 -> 'a string
 int32 −>  stringReturn the string representation of its argument, in signed de
imal.type (#'a:level) t = 'a int32An alias for the type of 32-bit integers.val 
ompare : 'a t -> 'a t -> 'a int
 t −>  t −>  intThe 
omparison fun
tion for 32-bit integers, with the same spe
i�
ation as Pervasives.
ompare.Along with the type t, this fun
tion 
ompare allows the module Int32 to be passed as argu-ment to the fun
tors Set.Make and Map.Make.5.12 Module Int6464-bit integers.This module provides operations on the type int64 of signed 64-bit integers. Unlike the built-inint type, the type int64 is guaranteed to be exa
tly 64-bit wide on all platforms. All arithmeti
operations over int64 are taken modulo 264Performan
e noti
e: values of type int64 o

upy more memory spa
e than values of type int, andarithmeti
 operations on int64 are generally slower than those on int. Use int64 only when theappli
ation requires exa
t 64-bit arithmeti
.val zero : 'a int64
 int64The 64-bit integer 0.val one : 'a int64
 int64The 64-bit integer 1.val minus_one : 'a int64
 int64The 64-bit integer -1. INRIA



The Flow Caml System 111val neg : 'a int64 -> 'a int64
 int64 −>  int64Unary negation.val add : 'a int64 -> 'a int64 -> 'a int64
 int64 −>  int64 −>  int64Addition.val sub : 'a int64 -> 'a int64 -> 'a int64
 int64 −>  int64 −>  int64Subtra
tion.val mul : 'a int64 -> 'a int64 -> 'a int64
 int64 −>  int64 −>  int64Multipli
ation.val div : 'a int32 -> 'b int32 -{'
 | Division_by_zero: '
 |}-> 'a int32with 'b < 'a, '

 int32 −>  int32 −{  | Division_by_zero:  |}−>  int32Integer division. Raise Division_by_zero if the se
ond argument is zero. This divisionrounds the real quotient of its arguments towards zero, as spe
i�ed for Pervasives.(/).val rem : 'a int32 -> 'b int32 -{'
 | Division_by_zero: '
 |}-> 'a int32with 'b < 'a, '

 int32 −>  int32 −{  | Division_by_zero:  |}−>  int32Integer remainder.val su

 : 'a int64 -> 'a int64
 int64 −>  int64Su

essor. Int64.su

 x is Int64.add x Int64.one.val pred : 'a int64 -> 'a int64
 int64 −>  int64Prede
essor. Int64.pred x is Int64.sub x Int64.one.val abs : 'a int64 -> 'a int64
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 int64 −>  int64Return the absolute value of its argument.val max_int : 'a int64
 int64The greatest representable 64-bit integer, 263 - 1.val min_int : 'a int64
 int64The smallest representable 64-bit integer, -263.val logand : 'a int64 -> 'a int64 -> 'a int64
 int64 −>  int64 −>  int64Bitwise logi
al and.val logor : 'a int64 -> 'a int64 -> 'a int64
 int64 −>  int64 −>  int64Bitwise logi
al or.val logxor : 'a int64 -> 'a int64 -> 'a int64
 int64 −>  int64 −>  int64Bitwise logi
al ex
lusive or.val lognot : 'a int64 -> 'a int64
 int64 −>  int64Bitwise logi
al negationval shift_left : 'a int64 -> 'a int -> 'a int64
 int64 −>  int −>  int64Int64.shift_left x y shifts x to the left by y bits. The result is unspe
i�ed if y < 0 ory >= 64.val shift_right : 'a int64 -> 'a int -> 'a int64
 int64 −>  int −>  int64Int64.shift_right x y shifts x to the right by y bits. This is an arithmeti
 shift: the signbit of x is repli
ated and inserted in the va
ated bits. The result is unspe
i�ed if y < 0 ory >= 64.val shift_right_logi
al : 'a int64 -> 'a int -> 'a int64

INRIA
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 int64 −>  int −>  int64Int64.shift_right_logi
al x y shifts x to the right by y bits. This is a logi
al shift: zeroesare inserted in the va
ated bits regardless of the sign of x. The result is unspe
i�ed if y < 0or y >= 64.val of_int : 'a int -> 'a int64
 int −>  int64Convert the given integer (type int) to a 64-bit integer (type int64).val to_int : 'a int64 -> 'a int
 int64 −>  intConvert the given 64-bit integer (type int64) to an integer (type int). On 64-bit platforms,the 64-bit integer is taken modulo 263, i.e. the high-order bit is lost during the 
onversion.On 32-bit platforms, the 64-bit integer is taken modulo 231, i.e. the top 33 bits are lost duringthe 
onversion.val of_float : 'a float -> 'a int64
 float −>  int64Convert the given �oating-point number to a 64-bit integer, dis
arding the fra
tional part(trun
ate towards 0). The result of the 
onversion is unde�ned if, after trun
ation, thenumber is outside the range [Int64.min_int, Int64.max_int℄.val to_float : 'a int64 -> 'a float
 int64 −>  floatConvert the given 64-bit integer to a �oating-point number.val of_int32 : 'a int32 -> 'a int64
 int32 −>  int64Convert the given 32-bit integer (type int32) to a 64-bit integer (type int64).val to_int32 : 'a int64 -> 'a int32
 int64 −>  int32Convert the given 64-bit integer (type int64) to a 32-bit integer (type int32). The 64-bitinteger is taken modulo 232, i.e. the top 32 bits are lost during the 
onversion.val of_nativeint : 'a nativeint -> 'a int64
 nativeint −>  int64Convert the given native integer (type nativeint) to a 64-bit integer (type int64).val to_nativeint : 'a int64 -> 'a nativeint
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 int64 −>  nativeintConvert the given 64-bit integer (type int64) to a native integer. On 32-bit platforms, the64-bit integer is taken modulo 232. On 64-bit platforms, the 
onversion is exa
t.val of_string : 'a string -{'b | Failure: 'b |}-> 'a int64with 'a < 'b
 string −{  | Failure:  |}−>  int64Convert the given string to a 64-bit integer. The string is read in de
imal (by default) orin hexade
imal, o
tal or binary if the string begins with 0x, 0o or 0b respe
tively. RaiseFailure "int_of_string" if the given string is not a valid representation of an integer.val to_string : 'a int64 -> 'a string
 int64 −>  stringReturn the string representation of its argument, in de
imal.val bits_of_float : 'a float -> 'a int64
 float −>  int64Return the internal representation of the given �oat a

ording to the IEEE 754 �oating-point�double format� bit layout. Bit 63 of the result represents the sign of the �oat; bits 62 to 52represent the (biased) exponent; bits 51 to 0 represent the mantissa.val float_of_bits : 'a int64 -> 'a float
 int64 −>  floatReturn the �oating-point number whose internal representation, a

ording to the IEEE 754�oating-point �double format� bit layout, is the given int64.type (#'a:level) t = 'a int64An alias for the type of 64-bit integers.val 
ompare : 'a t -> 'a t -> 'a int
 t −>  t −>  intThe 
omparison fun
tion for 64-bit integers, with the same spe
i�
ation as Pervasives.
ompare.Along with the type t, this fun
tion 
ompare allows the module Int64 to be passed as argu-ment to the fun
tors Set.Make and Map.Make.5.13 Module ListList operations.Some fun
tions are �agged as not tail-re
ursive. A tail-re
ursive fun
tion uses 
onstant sta
k spa
e,while a non-tail-re
ursive fun
tion uses sta
k spa
e proportional to the length of its list argument,whi
h 
an be a problem with very long lists. When the fun
tion takes several list arguments, anapproximate formula giving sta
k usage (in some unspe
i�ed 
onstant unit) is shown in parentheses.The above 
onsiderations 
an usually be ignored if your lists are not longer than about 10000elements. INRIA



The Flow Caml System 115val length : ('a, 'b) list -> 'b int
(~a, ) list −>  intReturn the length (number of elements) of the given list.val hd : ('a, 'b) list -{'
 | Failure: '
 |}-> 'awith 'b < level('a), '

(~a, ) list −{  | Failure:  |}−> ~aReturn the �rst element of the given list. Raise Failure "hd" if the list is empty.val tl : ('a, 'b) list -{'
 | Failure: '
 |}-> ('a, 'b) listwith 'b < '

(~a, ) list −{  | Failure:  |}−> (~a, ) listReturn the given list without its �rst element. Raise Failure "tl" if the list is empty.val nth : ('a, 'b) list ->'b int -{'
 | Invalid_argument: '
; Failure: '
 |}-> 'awith 'b < level('a), '

(~a, ) list −>  int −{  | Invalid_argument: ; Failure:  |}−> ~aReturn the n-th element of the given list. The �rst element (head of the list) is at position 0.Raise Failure "nth" if the list is too short.val rev : ('a, 'b) list -> ('a, 'b) list
(~a, ) list −> (~a, ) listList reversal.val append : ('a, 'b) list -> ('a, 'b) list -> ('a, 'b) list
(~a, ) list −> (~a, ) list −> (~a, ) listCatenate two lists. Same fun
tion as the in�x operator �. Not tail-re
ursive (length of the�rst argument). The � operator is not tail-re
ursive either.val rev_append : ('a, 'b) list -> ('a, 'b) list -> ('a, 'b) list
(~a, ) list −> (~a, ) list −> (~a, ) listList.rev_append l1 l2 reverses l1 and 
on
atenates it to l2.This is equivalent to List.rev l1 � l2, but rev_append is tail-re
ursive and more e�
ient.
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116 Vin
ent Simonetval 
on
at : (('a, 'b) list, 'b) list -> ('a, 'b) list
((~a, ) list, ) list −> (~a, ) listCon
atenate a list of lists. Not tail-re
ursive (length of the argument + length of the longestsub-list).val flatten : (('a, 'b) list, 'b) list -> ('a, 'b) list
((~a, ) list, ) list −> (~a, ) listFlatten a list of lists. Not tail-re
ursive (length of the argument + length of the longestsub-list).5.13.1 Iteratorsval iter : ('a -{'b | '
 | 'b}-> 'd) -> ('a, 'b) list -{'b | '
 |}-> unitwith 
ontent('
) < 'b
(~a −{  |  | }−> ~b) −> (~a, ) list −{  |  |}−> unitList.iter f [a1; ...; an℄ applies fun
tion f in turn to a1; ...; an. It is equivalent tobegin f a1; f a2; ...; f an; () end.val map : ('a -{'b | '
 | 'd}-> 'e) ->('a, 'f) list -{'b | '
 |}-> ('e, 'f) listwith 
ontent('
), 'd, 'f < 'band 'd < level('e)
(~a −{  |  | }−> ~b) −> (~a, ) list −{  |  |}−> (~b, ) listList.map f [a1; ...; an℄ applies fun
tion f to a1, ..., an, and builds the list [f a1; ...; f an℄with the results returned by f. Not tail-re
ursive.val rev_map : ('a -{'b | '
 | 'd}-> 'e) ->('a, 'f) list -{'b | '
 |}-> ('e, 'f) listwith 
ontent('
), 'd, 'f < 'band 'd < level('e)
(~a −{  |  | }−> ~b) −> (~a, ) list −{  |  |}−> (~b, ) listList.rev_map f l gives the same result as List.rev (List.map f l), but is tail-re
ursiveand more e�
ient.

INRIA



The Flow Caml System 117val fold_left : ('a -{'b | '
 | 'd}-> 'e -{'f | 'g | 'h}-> 'a) ->'a -> ('e, 'i) list -{'b | 'g |}-> 'jwith 
ontent('
), 'd, 
ontent('g), 'i < 'band 'b, 
ontent('
), 'd, 
ontent('g), 'h, 'i < 'fand '
 < 'gand 'd, 'h, 'i < level('j)and 'a < 'jand 'd, 'h < level('a)
(~a −{  |  | }−> ~b −{  |  | }−> ~a) −> ~a −> (~b, ) list −{  |  |}−> ~aList.fold_left f a [b1; ...; bn℄ is f (... (f (f a b1) b2) ...) bn.val fold_right : ('a -{'b | '
 | 'd}-> 'e -{'f | 'g | 'h}-> 'i) ->('a, 'd) list -> 'i -{'b | 'g |}-> 'iwith 
ontent('
), 'd, 
ontent('g) < 'band 'b, 
ontent('
), 'd, 
ontent('g), 'h < 'fand '
 < 'gand 'd, 'h < level('e)and 'i < 'eand 'd, 'h < level('i)
(~a −{  |  | }−> ~b −{  |  | }−> ~b) −> (~a, ) list −> ~b −{  |  |}−> ~bList.fold_right f [a1; ...; an℄ b is f a1 (f a2 (... (f an b) ...)). Not tail-re
ursive.5.13.2 Iterators on two listsval iter2 : ('a -{'b | Invalid_argument: '
; 'd | 'e}->'f -{'g | Invalid_argument: '
; 'h | 'g}-> 'i) ->('a, '
) list ->('f, '
) list -{'
 | Invalid_argument: 'j; 'h |}-> unitwith '
, 
ontent('d), 
ontent('h) < 'jand '
, 
ontent('d), 'e, 
ontent('h) < 'band '
, 
ontent('d), 'e, 
ontent('h) < 'gand 'd < 'h
(~a −{  | Invalid_argument: ;  | }−> ~b −{  | Invalid_argument: ;  | }−> ~c) −> (~a, ) list −> (~b, ) list −{  | Invalid_argumenList.iter2 f [a1; ...; an℄ [b1; ...; bn℄ 
alls in turn f a1 b1; ...; f an bn. RaiseInvalid_argument if the two lists have di�erent lengths.
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118 Vin
ent Simonet5.13.3 List s
anningval for_all : ('a -{'b | '
 | 'd}-> 'e bool) ->('a, 'd) list -{'b | '
 |}-> 'e boolwith 'd < 'b, 'eand 
ontent('
) < 'b
(~a −{  |  | }−>  bool) −> (~a, ) list −{  |  |}−>  boolfor_all p [a1; ...; an℄ 
he
ks if all elements of the list satisfy the predi
ate p. That is,it returns (p a1) && (p a2) && ... && (p an).val exists : ('a -{'b | '
 | 'd}-> 'e bool) ->('a, 'd) list -{'b | '
 |}-> 'e boolwith 'd < 'b, 'eand 
ontent('
) < 'b
(~a −{  |  | }−>  bool) −> (~a, ) list −{  |  |}−>  boolexists p [a1; ...; an℄ 
he
ks if at least one element of the list satis�es the predi
ate p.That is, it returns (p a1) || (p a2) || ... || (p an).val mem : 'a -> ('a, 'b) list -> 'b boolwith 
ontent('a) < 'b
~a −> (~a, ) list −>  boolmem a l is true if and only if a is equal to an element of l.val memq : 'a -> ('a, 'b) list -> 'b boolwith 
ontent('a) < 'b
~a −> (~a, ) list −>  boolSame as List.mem, but uses physi
al equality instead of stru
tural equality to 
ompare listelements.5.13.4 List sear
hingval find : ('a -{'b | Not_found: '
; 'd | 'e}-> 'e bool) ->('a, 'e) list -{'f | Not_found: '
; 'd |}-> 'gwith 'a < 'gand 'f < 'b, '
and 'e < 'b, '
, level('g)
(~a −{  | Not_found: ;  | }−>  bool) −> (~a, ) list −{  | Not_found: ;  |}−> ~a INRIA



The Flow Caml System 119find p l returns the �rst element of the list l that satis�es the predi
ate p. Raise Not_foundif there is no value that satis�es p in the list l.val filter : ('a -{'b | '
 | 'd}-> 'd bool) ->('a, 'd) list -{'b | '
 |}-> ('a, 'd) listwith 'd < 'b
(~a −{  |  | }−>  bool) −> (~a, ) list −{  |  |}−> (~a, ) listfilter p l returns all the elements of the list l that satisfy the predi
ate p. The order ofthe elements in the input list is preserved.val find_all : ('a -{'b | '
 | 'd}-> 'd bool) ->('a, 'd) list -{'b | '
 |}-> ('a, 'd) listwith 'd < 'b
(~a −{  |  | }−>  bool) −> (~a, ) list −{  |  |}−> (~a, ) listfind_all is another name for List.filter.val partition : ('a -{'b | '
 | 'd}-> 'e bool) ->('a, 'e) list -{'b | '
 |}-> ('a, 'e) list * ('a, 'e) listwith 'e < 'band 'd < 'b, 'e
(~a −{  |  | }−>  bool) −> (~a, ) list −{  |  |}−> (~a, ) list * (~a, ) listpartition p l returns a pair of lists (l1, l2), where l1 is the list of all the elements of lthat satisfy the predi
ate p, and l2 is the list of all the elements of l that do not satisfy p.The order of the elements in the input list is preserved.5.13.5 Asso
iation listsval asso
 : 'a -> ('a * 'b, '
) list -{'d | Not_found: 'd |}-> 'bwith 
ontent('a) < level('b), 'dand '
 < level('b), 'd
~a −> (~a * ~b, ) list −{  | Not_found:  |}−> ~basso
 a l returns the value asso
iated with key a in the list of pairs l.That is, asso
 a [ ...; (a,b); ...℄ = b if (a,b) is the leftmost binding of a in list l.Raise Not_found if there is no value asso
iated with a in the list l.val mem_asso
 : 'a -> ('a * 'b, '
) list -> '
 boolwith 
ontent('a) < '

~a −> (~a * ~b, ) list −>  boolRT n° 0282



120 Vin
ent SimonetSame as List.asso
, but simply return true if a binding exists, and false if no bindings existfor the given key.val remove_asso
 : 'a -> ('a * 'b, '
) list -> ('a * 'b, '
) listwith 
ontent('a) < '

~a −> (~a * ~b, ) list −> (~a * ~b, ) listremove_asso
 a l returns the list of pairs l without the �rst pair with key a, if any. Nottail-re
ursive.5.13.6 Lists of pairsval split : ('a * 'b, '
) list -> ('a, '
) list * ('b, '
) list
(~a * ~b, ) list −> (~a, ) list * (~b, ) listTransform a list of pairs into a pair of lists:split [(a1,b1); ...; (an,bn)℄ is ([a1; ...; an℄, [b1; ...; bn℄). Not tail-re
ursive.5.13.7 Sortingval sort : ('a -{'b | '
 | 'd}-> 'a -{'e | '
 | 'f}-> 'g int) ->('a, 'h) list -{'i | '
 |}-> ('a, 'h) listwith 'd, 'f, 'g < level('a)and 
ontent('
), 'd, 'f, 'h, 'i < 'eand 
ontent('
), 'd, 'h, 'i < 'b
(~a −{  |  | }−> ~a −{  |  | }−>  int) −> (~a, ) list −{  |  |}−> (~a, ) listSort a list in in
reasing order a

ording to a 
omparison fun
tion. The 
omparison fun
tionmust return 0 if it arguments 
ompare as equal, a positive integer if the �rst is greater,and a negative integer if the �rst is smaller. For example, the 
ompare fun
tion is a suitable
omparison fun
tion. The resulting list is sorted in in
reasing order. List.sort is guaranteedto run in 
onstant heap spa
e (in addition to the size of the result list) and logarithmi
 sta
kspa
e.The 
urrent implementation uses Merge Sort and is the same as List.stable_sort.val stable_sort : ('a -{'b | '
 | 'd}-> 'a -{'e | '
 | 'f}-> 'g int) ->('a, 'h) list -{'i | '
 |}-> ('a, 'h) listwith 'd, 'f, 'g < level('a)and 
ontent('
), 'd, 'f, 'h, 'i < 'eand 
ontent('
), 'd, 'h, 'i < 'b

INRIA
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(~a −{  |  | }−> ~a −{  |  | }−>  int) −> (~a, ) list −{  |  |}−> (~a, ) listSame as List.sort, but the sorting algorithm is stable.The 
urrent implementation is Merge Sort. It runs in 
onstant heap spa
e and logarithmi
sta
k spa
e.5.14 Module MapModule type OrderedTypeInput signature of the fun
tor Map.Make.module type OrderedType = sigtype (#'a:level) tThe type of the map keys.val 
ompare : 'a t -> 'a t -> 'a int

 t −>  t −>  intA total ordering fun
tion over the keys. This is a two-argument fun
tion f su
h thatf e1 e2 is zero if the keys e1 and e2 are equal, f e1 e2 is stri
tly negative if e1 is smallerthan e2, and f e1 e2 is stri
tly positive if e1 is greater than e2. Example: a suitableordering fun
tion is the generi
 stru
tural 
omparison fun
tion Pervasives.
ompare.endModule type SOutput signature of the fun
tor Map.Make.module type S = sigtype (#'a:level) keyThe type of the map keys.type (+'a:type, #'b:level) tThe type of maps from type key to type 'a.val empty : ('a, 'b) t
(~a, ) tThe empty map.val add : 'a key -> 'b -> ('b, 'a) t -> ('b, 'a) t
 key −> ~a −> (~a, ) t −> (~a, ) tadd x y m returns a map 
ontaining the same bindings as m, plus a binding of x to y. Ifx was already bound in m, its previous binding disappears.
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122 Vin
ent Simonetval find : 'a key -> ('b, 'a) t -{'
 | Not_found: '
 |}-> 'bwith 'a < level('b), '

 key −> (~a, ) t −{  | Not_found:  |}−> ~afind x m returns the 
urrent binding of x in m, or raises Not_found if no su
h bindingexists.val remove : 'a key -> ('b, 'a) t -> ('b, 'a) t
 key −> (~a, ) t −> (~a, ) tremove x m returns a map 
ontaining the same bindings as m, ex
ept for x whi
h isunbound in the returned map.val mem : 'a key -> ('b, 'a) t -> 'a bool
 key −> (~a, ) t −>  boolmem x m returns true if m 
ontains a binding for x, and false otherwise.val iter : ('a key -{'b | '
 | 'd}-> 'e -{'f | '
 | 'f}-> 'g) ->('e, 'a) t -{'d | '
 |}-> unitwith 'a, 
ontent('
), 'd < 'fand 'a, 
ontent('
), 'd < 'b
(  key −{  |  | }−> ~a −{  |  | }−> ~b) −> (~a, ) t −{  |  |}−> unititer f m applies f to all bindings in map m. f re
eives the key as �rst argument, andthe asso
iated value as se
ond argument. The order in whi
h the bindings are passedto f is unspe
i�ed. Only 
urrent bindings are presented to f: bindings hidden by morere
ent bindings are not passed to f.val map : ('a -{'b | '
 | 'd}-> 'e) -> ('a, 'f) t -{'b | '
 |}-> ('e, 'f) twith 
ontent('
), 'd, 'f < 'band 'd < level('e)
(~a −{  |  | }−> ~b) −> (~a, ) t −{  |  |}−> (~b, ) tmap f m returns a map with same domain as m, where the asso
iated value a of allbindings of m has been repla
ed by the result of the appli
ation of f to a. The order inwhi
h the asso
iated values are passed to f is unspe
i�ed.val mapi : ('a key -{'b | '
 | 'd}-> 'e -{'f | 'g | 'h}-> 'i) ->('e, 'a) t -{'j | 'g |}-> ('i, 'a) twith 'a, 
ontent('
), 'd, 
ontent('g), 'h, 'j < 'fand 'a, 
ontent('
), 'd, 
ontent('g), 'j < 'band '
 < 'gand 'd, 'h < level('i)
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(  key −{  |  | }−> ~a −{  |  | }−> ~b) −> (~a, ) t −{  |  |}−> (~b, ) tSame as Map.S.map, but the fun
tion re
eives as arguments both the key and the asso-
iated value for ea
h binding of the map.val fold : ('a key -{'b | '
 | 'd}->'e -{'f | '
 | 'g}-> 'h -{'i | '
 | 'j}-> 'k) ->('e, 'a) t -> 'k -{'l | '
 |}-> 'kwith 'a, 
ontent('
), 'd, 'g, 'j, 'l < 'iand 'a, 
ontent('
), 'd, 'g, 'l < 'fand 'a, 
ontent('
), 'd, 'l < 'band 'a, 'd, 'g, 'j < level('h)and 'k < 'hand 'a, 'd, 'g, 'j < level('k)
(  key −{  |  | }−> ~a −{  |  | }−> ~b −{  |  | }−> ~b) −> (~a, ) t −> ~b −{  |  |}−> ~bfold f m a 
omputes (f kN dN ... (f k1 d1 a)...), where k1 ... kN are the keysof all bindings in m, and d1 ... dN are the asso
iated data. The order in whi
h thebindings are presented to f is unspe
i�ed.endmodule Make : fun
tor (Ord : OrderedType) -> S with type 'a key = 'a Ord.tFun
tor building an implementation of the map stru
ture given a totally ordered type.5.15 Module NativeintPro
essor-native integers.This module provides operations on the type nativeint of signed 32-bit integers (on 32-bit plat-forms) or signed 64-bit integers (on 64-bit platforms). This integer type has exa
tly the samewidth as that of a long integer type in the C 
ompiler. All arithmeti
 operations over nativeintare taken modulo 232 or 264 depending on the word size of the ar
hite
ture.Performan
e noti
e: values of type nativeint o

upy more memory spa
e than values of type int,and arithmeti
 operations on nativeint are generally slower than those on int. Use nativeintonly when the appli
ation requires the extra bit of pre
ision over the int type.val zero : 'a nativeint

 nativeintThe native integer 0.val one : 'a nativeint
 nativeintThe native integer 1.RT n° 0282
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ent Simonetval minus_one : 'a nativeint
 nativeintThe native integer -1.val neg : 'a nativeint -> 'a nativeint
 nativeint −>  nativeintUnary negation.val add : 'a nativeint -> 'a nativeint -> 'a nativeint
 nativeint −>  nativeint −>  nativeintAddition.val sub : 'a nativeint -> 'a nativeint -> 'a nativeint
 nativeint −>  nativeint −>  nativeintSubtra
tion.val mul : 'a nativeint -> 'a nativeint -> 'a nativeint
 nativeint −>  nativeint −>  nativeintMultipli
ation.val div : 'a nativeint ->'b nativeint -{'
 | Division_by_zero: '
 |}-> 'a nativeintwith 'b < 'a, '

 nativeint −>  nativeint −{  | Division_by_zero:  |}−>  nativeintInteger division. Raise Division_by_zero if the se
ond argument is zero. This divisionrounds the real quotient of its arguments towards zero, as spe
i�ed for Pervasives.(/).val rem : 'a nativeint ->'b nativeint -{'
 | Division_by_zero: '
 |}-> 'a nativeintwith 'b < 'a, '

 nativeint −>  nativeint −{  | Division_by_zero:  |}−>  nativeintInteger remainder.val su

 : 'a nativeint -> 'a nativeint
 nativeint −>  nativeintSu

essor. Nativeint.su

 x is Nativeint.add x Nativeint.one.
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The Flow Caml System 125val pred : 'a nativeint -> 'a nativeint
 nativeint −>  nativeintPrede
essor. Nativeint.pred x is Nativeint.sub x Nativeint.one.val abs : 'a nativeint -> 'a nativeint
 nativeint −>  nativeintReturn the absolute value of its argument.val size : 'a int
 intThe size in bits of a native integer. This is equal to 32 on a 32-bit platform and to 64 on a64-bit platform.val max_int : 'a nativeint
 nativeintThe greatest representable native integer, either 231 - 1 on a 32-bit platform, or 263 - 1 on a64-bit platform.val min_int : 'a nativeint
 nativeintThe greatest representable native integer, either -231 on a 32-bit platform, or -263 on a 64-bitplatform.val logand : 'a nativeint -> 'a nativeint -> 'a nativeint
 nativeint −>  nativeint −>  nativeintBitwise logi
al and.val logor : 'a nativeint -> 'a nativeint -> 'a nativeint
 nativeint −>  nativeint −>  nativeintBitwise logi
al or.val logxor : 'a nativeint -> 'a nativeint -> 'a nativeint
 nativeint −>  nativeint −>  nativeintBitwise logi
al ex
lusive or.val lognot : 'a nativeint -> 'a nativeint
 nativeint −>  nativeintBitwise logi
al negation
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126 Vin
ent Simonetval shift_left : 'a nativeint -> 'a int -> 'a nativeint
 nativeint −>  int −>  nativeintNativeint.shift_left x y shifts x to the left by y bits. The result is unspe
i�ed if y < 0or y >= bitsize, where bitsize is 32 on a 32-bit platform and 64 on a 64-bit platform.val shift_right : 'a nativeint -> 'a int -> 'a nativeint
 nativeint −>  int −>  nativeintNativeint.shift_right x y shifts x to the right by y bits. This is an arithmeti
 shift: thesign bit of x is repli
ated and inserted in the va
ated bits. The result is unspe
i�ed if y < 0or y >= bitsize.val shift_right_logi
al : 'a nativeint -> 'a int -> 'a nativeint
 nativeint −>  int −>  nativeintNativeint.shift_right_logi
al x y shifts x to the right by y bits. This is a logi
al shift:zeroes are inserted in the va
ated bits regardless of the sign of x. The result is unspe
i�ed ify < 0 or y >= bitsize.val of_int : 'a int -> 'a nativeint
 int −>  nativeintConvert the given integer (type int) to a native integer (type nativeint).val to_int : 'a nativeint -> 'a int
 nativeint −>  intConvert the given native integer (type nativeint) to an integer (type int). The high-orderbit is lost during the 
onversion.val of_float : 'a float -> 'a nativeint
 float −>  nativeintConvert the given �oating-point number to a native integer, dis
arding the fra
tional part(trun
ate towards 0). The result of the 
onversion is unde�ned if, after trun
ation, thenumber is outside the range [Nativeint.min_int, Nativeint.max_int℄.val to_float : 'a nativeint -> 'a float
 nativeint −>  floatConvert the given native integer to a �oating-point number.val of_int32 : 'a int32 -> 'a nativeint
 int32 −>  nativeintConvert the given 32-bit integer (type int32) to a native integer.
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The Flow Caml System 127val to_int32 : 'a nativeint -> 'a int32
 nativeint −>  int32Convert the given native integer to a 32-bit integer (type int32). On 64-bit platforms, the64-bit native integer is taken modulo 232, i.e. the top 32 bits are lost. On 32-bit platforms,the 
onversion is exa
t.val of_string : 'a string -{'b | Failure: 'b |}-> 'a nativeintwith 'a < 'b
 string −{  | Failure:  |}−>  nativeintConvert the given string to a native integer. The string is read in de
imal (by default) orin hexade
imal, o
tal or binary if the string begins with 0x, 0o or 0b respe
tively. RaiseFailure "int_of_string" if the given string is not a valid representation of an integer.val to_string : 'a nativeint -> 'a string
 nativeint −>  stringReturn the string representation of its argument, in de
imal.type (#'a:level) t = 'a nativeintAn alias for the type of native integers.val 
ompare : 'a t -> 'a t -> 'a int
 t −>  t −>  intThe 
omparison fun
tion for native integers, with the same spe
i�
ation as Pervasives.
ompare.Along with the type t, this fun
tion 
ompare allows the module Nativeint to be passed asargument to the fun
tors Set.Make and Map.Make.5.16 Module PervasivesThe initially opened module.This module provides the built-in types (numbers, booleans, strings, ex
eptions, referen
es, lists,arrays, input-output 
hannels, ...) and the basi
 operations over these types.This module is automati
ally opened at the beginning of ea
h 
ompilation. All 
omponents of thismodule 
an therefore be referred by their short name, without pre�xing them by Pervasives.ex
eption ExitThe Exit ex
eption is not raised by any library fun
tion. It is provided for use in yourprograms.val invalid_arg : 'a string -{'a | Invalid_argument: 'a |}-> 'b
 string −{  | Invalid_argument:  |}−> ~aRaise ex
eption Invalid_argument with the given string.val failwith : 'a string -{'a | Failure: 'a |}-> 'b
 string −{  | Failure:  |}−> ~aRaise ex
eption Failure with the given string.RT n° 0282



128 Vin
ent Simonet5.16.1 Comparisonsval ( = ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boole1 = e2 tests for stru
tural equality of e1 and e2. Mutable stru
tures (e.g. referen
es andarrays) are equal if and only if their 
urrent 
ontents are stru
turally equal, even if the twomutable obje
ts are not the same physi
al obje
t. Equality between 
y
li
 data stru
turesmay not terminate.val ( <> ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boolNegation of Pervasives.=.val ( < ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boolSee Pervasives.>=.val ( > ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boolSee Pervasives.>=.val ( <= ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boolSee Pervasives.>=.val ( >= ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boolStru
tural ordering fun
tions. These fun
tions 
oin
ide with the usual orderings over integers,
hara
ters, strings and �oating-point numbers, and extend them to a total ordering over alltypes. The ordering is 
ompatible with (=). As in the 
ase of (=), mutable stru
tures are
ompared by 
ontents. Comparison between 
y
li
 stru
tures may not terminate.val 
ompare : 'a -> 'a -> 'b intwith 
ontent('a) < 'b
~a −> ~a −>  int
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ompare x y returns 0 if x=y, a negative integer if x<y, and a positive integer if x>y. Thesame restri
tions as for = apply. 
ompare 
an be used as the 
omparison fun
tion required bythe Set and Map modules.val min : 'a -> 'a -> 'bwith 'a < 'band 
ontent('a) < level('b)
~a −> ~a −> ~aReturn the smaller of the two arguments.val max : 'a -> 'a -> 'bwith 'a < 'band 
ontent('a) < level('b)
~a −> ~a −> ~aReturn the greater of the two arguments.val ( == ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boole1 == e2 tests for physi
al equality of e1 and e2. On integers and 
hara
ters, it is thesame as stru
tural equality. On mutable stru
tures, e1 == e2 is true if and only if physi-
al modi�
ation of e1 also a�e
ts e2. On non-mutable stru
tures, the behavior of (==) isimplementation-dependent, ex
ept that e1 == e2 implies e1 = e2.val ( != ) : 'a -> 'a -> 'b boolwith 
ontent('a) < 'b
~a −> ~a −>  boolNegation of Pervasives.==.5.16.2 Boolean operationsval not : 'a bool -> 'a bool
 bool −>  boolThe boolean negation.val ( && ) : 'a bool -> 'a bool -> 'a bool
 bool −>  bool −>  boolThe boolean �and�. Evaluation is sequential, left-to-right: in e1 && e2, e1 is evaluated �rst,and if it returns false, e2 is not evaluated at all.
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ent Simonetval ( & ) : 'a bool -> 'a bool -> 'a bool
 bool −>  bool −>  boolDepre
ated. Pervasives.&& should be used instead.val ( || ) : 'a bool -> 'a bool -> 'a bool
 bool −>  bool −>  boolSee Pervasives.or.val ( or ) : 'a bool -> 'a bool -> 'a bool
 bool −>  bool −>  boolThe boolean �or�. Evaluation is sequential, left-to-right: in e1 || e2, e1 is evaluated �rst,and if it returns true, e2 is not evaluated at all.5.16.3 Integer arithmeti
Integers are 31 bits wide (or 63 bits on 64-bit pro
essors). All operations are taken modulo 231 (or263). They do not fail on over�ow.val ( ~- ) : 'a int -> 'a int
 int −>  intUnary negation. You 
an also write -e instead of ~-e.val su

 : 'a int -> 'a int
 int −>  intsu

 x is x+1.val pred : 'a int -> 'a int
 int −>  intpred x is x-1.val ( + ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intInteger addition.val ( - ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intInteger subtra
tion.val ( * ) : 'a int -> 'a int -> 'a int
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 int −>  int −>  intInteger multipli
ation.val ( / ) : 'a int -> 'b int -{'
 | Division_by_zero: '
 |}-> 'a intwith 'b < 'a, '

 int −>  int −{  | Division_by_zero:  |}−>  intInteger division. Raise Division_by_zero if the se
ond argument is 0. Integer divisionrounds the real quotient of its arguments towards zero. More pre
isely, if x >= 0 and y > 0,x / y is the greatest integer less than or equal to the real quotient of x by y. Moreover,(-x) / y = x / (-y) = -(x / y).val ( mod ) : 'a int -> 'b int -{'
 | Division_by_zero: '
 |}-> 'a intwith 'b < 'a, '

 int −>  int −{  | Division_by_zero:  |}−>  intInteger remainder. If y is not zero, the result of x mod y satis�es the following proper-ties: x = (x / y) * y + x mod y and abs(x mod y) < abs(y). If y = 0, x mod y raisesDivision_by_zero. Noti
e that x mod y is negative if x < 0.val abs : 'a int -> 'a int
 int −>  intReturn the absolute value of the argument.val max_int : 'a int
 intThe greatest representable integer.val min_int : 'a int
 intThe smallest representable integer.Bitwise operationsval ( land ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intBitwise logi
al and.val ( lor ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intBitwise logi
al or.RT n° 0282
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ent Simonetval ( lxor ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intBitwise logi
al ex
lusive or.val lnot : 'a int -> 'a int
 int −>  intBitwise logi
al negation.val ( lsl ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intn lsl m shifts n to the left by m bits. The result is unspe
i�ed if m < 0 or m >= bitsize,where bitsize is 32 on a 32-bit platform and 64 on a 64-bit platform.val ( lsr ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intn lsr m shifts n to the right by m bits. This is a logi
al shift: zeroes are inserted regardlessof the sign of n. The result is unspe
i�ed if m < 0 or m >= bitsize.val ( asr ) : 'a int -> 'a int -> 'a int
 int −>  int −>  intn asr m shifts n to the right by m bits. This is an arithmeti
 shift: the sign bit of n isrepli
ated. The result is unspe
i�ed if m < 0 or m >= bitsize.5.16.4 Floating-point arithmeti
Caml's �oating-point numbers follow the IEEE 754 standard, using double pre
ision (64 bits)numbers. Floating-point operations never raise an ex
eption on over�ow, under�ow, division byzero, et
. Instead, spe
ial IEEE numbers are returned as appropriate, su
h as infinity for1.0 /. 0.0, neg_infinity for -1.0 /. 0.0, and nan (�not a number�) for 0.0 /. 0.0. Thesespe
ial numbers then propagate through �oating-point 
omputations as expe
ted: for instan
e,1.0 /. infinity is 0.0, and any operation with nan as argument returns nan as result.val ( ~-. ) : 'a float -> 'a float
 float −>  floatUnary negation. You 
an also write -.e instead of ~-.e.val ( +. ) : 'a float -> 'a float -> 'a float
 float −>  float −>  floatFloating-point addition
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The Flow Caml System 133val ( -. ) : 'a float -> 'a float -> 'a float
 float −>  float −>  floatFloating-point subtra
tionval ( *. ) : 'a float -> 'a float -> 'a float
 float −>  float −>  floatFloating-point multipli
ationval ( /. ) : 'a float -> 'a float -> 'a float
 float −>  float −>  floatFloating-point division.val ( ** ) : 'a float -> 'a float -> 'a float
 float −>  float −>  floatExponentiationval sqrt : 'a float -> 'a float
 float −>  floatSquare rootval exp : 'a float -> 'a float
 float −>  floatExponential.val log : 'a float -> 'a float
 float −>  floatNatural logarithm.val log10 : 'a float -> 'a float
 float −>  floatBase 10 logarithm.val 
os : 'a float -> 'a float
 float −>  floatSee Pervasives.atan2.val sin : 'a float -> 'a float
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 float −>  floatSee Pervasives.atan2.val tan : 'a float -> 'a float
 float −>  floatSee Pervasives.atan2.val a
os : 'a float -> 'a float
 float −>  floatSee Pervasives.atan2.val asin : 'a float -> 'a float
 float −>  floatSee Pervasives.atan2.val atan : 'a float -> 'a float
 float −>  floatSee Pervasives.atan2.val atan2 : 'a float -> 'a float -> 'a float
 float −>  float −>  floatThe usual trigonometri
 fun
tions.val 
osh : 'a float -> 'a float
 float −>  floatSee Pervasives.tanh.val sinh : 'a float -> 'a float
 float −>  floatSee Pervasives.tanh.val tanh : 'a float -> 'a float
 float −>  floatThe usual hyperboli
 trigonometri
 fun
tions.val 
eil : 'a float -> 'a float
 float −>  floatSee Pervasives.floor. INRIA



The Flow Caml System 135val floor : 'a float -> 'a float
 float −>  floatRound the given �oat to an integer value. floor f returns the greatest integer value lessthan or equal to f. 
eil f returns the least integer value greater than or equal to f.val abs_float : 'a float -> 'a float
 float −>  floatReturn the absolute value of the argument.val mod_float : 'a float -> 'a float -> 'a float
 float −>  float −>  floatmod_float a b returns the remainder of awith respe
t to b. The returned value is a -. n *. b,where n is the quotient a /. b rounded towards zero to an integer.val frexp : 'a float -> 'a float * 'a int
 float −>  float *  intfrexp f returns the pair of the signi�
ant and the exponent of f. When f is zero, thesigni�
ant x and the exponent n of f are equal to zero. When f is non-zero, they are de�nedby f = x *. 2 ** n and 0.5 <= x < 1.0.val ldexp : 'a float -> 'a int -> 'a float
 float −>  int −>  floatldexp x n returns x *. 2 ** n.val modf : 'a float -> 'a float * 'a float
 float −>  float *  floatmodf f returns the pair of the fra
tional and integral part of f.val float : 'a int -> 'a float
 int −>  floatSame as Pervasives.float_of_int.val float_of_int : 'a int -> 'a float
 int −>  floatConvert an integer to �oating-point.val trun
ate : 'a float -> 'a int
 float −>  intRT n° 0282
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ent SimonetSame as Pervasives.int_of_float.val int_of_float : 'a float -> 'a int
 float −>  intTrun
ate the given �oating-point number to an integer. The result is unspe
i�ed if it fallsoutside the range of representable integers.val infinity : 'a float
 floatPositive in�nity.val neg_infinity : 'a float
 floatNegative in�nity.val nan : 'a float
 floatA spe
ial �oating-point value denoting the result of an unde�ned operation su
h as 0.0 /. 0.0.Stands for �not a number�.val max_float : 'a float
 floatThe largest positive �nite value of type float.val min_float : 'a float
 floatThe smallest positive, non-zero, non-denormalized value of type float.val epsilon_float : 'a float
 floatThe smallest positive �oat x su
h that 1.0 +. x <> 1.0.type (#'a:level) fp
lass =FP_normal| FP_subnormal| FP_zero| FP_infinite| FP_nan # 'aThe �ve 
lasses of �oating-point numbers, as determined by the Pervasives.
lassify_floatfun
tion.val 
lassify_float : 'a float -> 'a fp
lass
 float −>  fpclassReturn the 
lass of the given �oating-point number: normal, subnormal, zero, in�nite, or nota number. INRIA



The Flow Caml System 1375.16.5 String operationsMore string operations are provided in the modules String (immutable strings) and Charray(mutable strings).val ( ^ ) : 'a string -> 'a string -> 'a string
 string −>  string −>  stringString 
on
atenation.val ( $$ ) : 'a string -> 'a int -> 'a 
har
 string −>  int −>  charChara
ter a

ess.val ( ^^ ) : ('a, 'b) 
harray -> ('a, 'b) 
harray -> ('a, 'b) 
harray
( , ) charray −> ( , ) charray −> ( , ) charrayCharray 
on
atenation.val string_of_
harray : ('a, 'b) 
harray -> 'b stringwith 'a < 'b
( , ) charray −>  stringCoer
es a mutable string into an immutable one.val 
harray_of_string : 'a string -> ('a, 'a) 
harray
 string −> ( , ) charrayCreates a mutable string from an immutable one.5.16.6 Chara
ter operationsMore 
hara
ter operations are provided in module Char.val int_of_
har : 'a 
har -> 'a int
 char −>  intReturn the ASCII 
ode of the argument.val 
har_of_int : 'a int -{'b | Invalid_argument: 'b |}-> 'a 
harwith 'a < 'b
 int −{  | Invalid_argument:  |}−>  charReturn the 
hara
ter with the given ASCII 
ode. Raise Invalid_argument "
har_of_int"if the argument is outside the range 0�255.
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ent Simonet5.16.7 Unit operationsval ignore : 'a -> unit
~a −> unitDis
ard the value of its argument and return (). For instan
e, ignore(f x) dis
ards theresult of the side-e�e
ting fun
tion f. It is equivalent to f x; (), ex
ept that the latter maygenerate a 
ompiler warning; writing ignore(f x) instead avoids the warning.5.16.8 String 
onversion fun
tionsval string_of_bool : 'a bool -> 'a string
 bool −>  stringReturn the string representation of a boolean.val bool_of_string : 'a string -{'b | Invalid_argument: 'b |}-> 'a boolwith 'a < 'b
 string −{  | Invalid_argument:  |}−>  boolConvert the given string to a boolean. Raise Invalid_argument "bool_of_string" if thestring is not "true" or "false".val string_of_int : 'a int -> 'a string
 int −>  stringReturn the string representation of an integer, in de
imal.val int_of_string : 'a string -{'b | Failure: 'b |}-> 'a intwith 'a < 'b
 string −{  | Failure:  |}−>  intConvert the given string to an integer. The string is read in de
imal (by default) or inhexade
imal, o
tal or binary if the string begins with 0x, 0o or 0b respe
tively. RaiseFailure "int_of_string" if the given string is not a valid representation of an integer.val string_of_float : 'a float -> 'a string
 float −>  stringReturn the string representation of a �oating-point number.val float_of_string : 'a string -{'b | Failure: 'b |}-> 'a floatwith 'a < 'b
 string −{  | Failure:  |}−>  floatConvert the given string to a �oat. Raise Failure "float_of_string" if the given string isnot a valid representation of a �oat. INRIA



The Flow Caml System 1395.16.9 Pair operationsval fst : 'a * 'b -> 'a
~a * ~b −> ~aReturn the �rst 
omponent of a pair.val snd : 'a * 'b -> 'b
~a * ~b −> ~bReturn the se
ond 
omponent of a pair.5.16.10 List operationsMore list operations are provided in module List.val ( � ) : ('a, 'b) list -> ('a, 'b) list -> ('a, 'b) list
(~a, ) list −> (~a, ) list −> (~a, ) listList 
on
atenation.5.16.11 Input/outputOutput fun
tions on standard outputval print_
har : !stdout 
har -{!stdout ||}-> unit
 char −{  ||}−> unit

!stdoutPrint a 
hara
ter on standard output.val print_string : !stdout string -{!stdout ||}-> unit
 string −{  ||}−> unit

!stdoutPrint a string on standard output.val print_int : !stdout int -{!stdout ||}-> unit
 int −{  ||}−> unit

!stdoutPrint an integer, in de
imal, on standard output.val print_float : !stdout float -{!stdout ||}-> unit
 float −{  ||}−> unit

!stdoutPrint a �oating-point number, in de
imal, on standard output.
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ent Simonetval print_endline : !stdout string -{!stdout ||}-> unit
 string −{  ||}−> unit

!stdoutPrint a string, followed by a newline 
hara
ter, on standard output.val print_newline : unit -{!stdout ||}-> unit
unit −{  ||}−> unit

!stdoutPrint a newline 
hara
ter on standard output, and �ush standard output. This 
an be usedto simulate line bu�ering of standard output.Output fun
tions on standard errorval prerr_
har : !stderr 
har -{!stderr ||}-> unit
 char −{  ||}−> unit

!stderrPrint a 
hara
ter on standard error.val prerr_string : !stderr string -{!stderr ||}-> unit
 string −{  ||}−> unit

!stderrPrint a string on standard error.val prerr_int : !stderr int -{!stderr ||}-> unit
 int −{  ||}−> unit

!stderrPrint an integer, in de
imal, on standard error.val prerr_float : !stderr float -{!stderr ||}-> unit
 float −{  ||}−> unit

!stderrPrint a �oating-point number, in de
imal, on standard error.val prerr_endline : !stderr string -{!stderr ||}-> unit
 string −{  ||}−> unit

!stderrPrint a string, followed by a newline 
hara
ter on standard error and �ush standard error.val prerr_newline : unit -{!stderr ||}-> unit
unit −{  ||}−> unit

!stderrPrint a newline 
hara
ter on standard error, and �ush standard error.
INRIA
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tions on standard inputval read_line : unit -{[< !stdout, !stdin℄ | End_of_file: !stdin |}->!stdin string
unit −{  | End_of_file:  |}−>  string

!stdout
!stdinFlush standard output, then read 
hara
ters from standard input until a newline 
hara
ter isen
ountered. Return the string of all 
hara
ters read, without the newline 
hara
ter at theend.val read_int : unit -{[< !stdout,!stdin℄ | Failure: !stdin; End_of_file: !stdin |}-> !stdin int

unit −{  | Failure: ; End_of_file:  |}−>  int

!stdout
!stdinFlush standard output, then read one line from standard input and 
onvert it to an integer.Raise Failure "int_of_string" if the line read is not a valid representation of an integer.val read_float : unit -{[< !stdout, !stdin℄ | End_of_file: !stdin |}->!stdin float

unit −{  | End_of_file:  |}−>  float

!stdout
!stdinFlush standard output, then read one line from standard input and 
onvert it to a �oating-point number. The result is unspe
i�ed if the line read is not a valid representation of a�oating-point number.5.16.12 Referen
estype (='a:type, #'b:level) ref = { mutable 
ontents : 'a; } # 'bThe type of referen
es (mutable indire
tion 
ells) 
ontaining a value of type 'a.val ref : 'a -> ('a, 'b) ref

~a −> (~a, ) refReturn a fresh referen
e 
ontaining the given value.val ( ! ) : ('a, 'b) ref -> '
with 'a < '
and 'b < level('
)
(~a, ) ref −> ~a!r returns the 
urrent 
ontents of referen
e r. Equivalent to fun r -> r.
ontents.val ( := ) : ('a, 'b) ref -> 'a -{'b ||}-> unitwith 'b < level('a)
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ent Simonet
(~a, ) ref −> ~a −{  ||}−> unitr := a stores the value of a in referen
e r. Equivalent to fun r v -> r.
ontents <- v.val in
r : ('a int, 'a) ref -{'a ||}-> unit
(  int, ) ref −{  ||}−> unitIn
rement the integer 
ontained in the given referen
e. Equivalent to fun r -> r := su

 !r.val de
r : ('a int, 'a) ref -{'a ||}-> unit
(  int, ) ref −{  ||}−> unitDe
rement the integer 
ontained in the given referen
e. Equivalent to fun r -> r := pred !r.5.16.13 Program terminationval exit : !exit_
ode int -{'a | exit: 'a |}-> 'bwith 'a < !exit_
ode
 int −{  | exit:  |}−> ~a

!exit_codeFlush all pending writes on Pervasives.stdout and Pervasives.stderr, and terminate thepro
ess, returning the given status 
ode to the operating system (usually 0 to indi
ate noerrors, and a small positive integer to indi
ate failure.) An impli
it exit 0 is performedea
h time a program terminates normally (but not if it terminates be
ause of an un
aughtex
eption).5.17 Module QueueFirst-in �rst-out queues.This module implements queues (FIFOs), with in-pla
e modi�
ation.type (='a:type, ='b:level, #'
:level) tThe type of queues 
ontaining elements of type 'a.ex
eption EmptyRaised when Queue.take or Queue.peek is applied to an empty queue.val 
reate : unit -> ('a, 'b, '
) t
unit −> (~a, , ) tReturn a new queue, initially empty.val add : 'a -> ('a, 'b, 'b) t -{'b ||}-> unit
~a −> (~a, , ) t −{  ||}−> unitadd x q adds the element x at the end of the queue q. INRIA



The Flow Caml System 143val take : ('a, 'b, 'b) t -{'
 | Empty: 'd |}-> 'ewith 'a < 'eand '
 < 'b, 'd, level('e)and 'b < 'd, level('e)
(~a, , ) t −{  | Empty:  |}−> ~atake q removes and returns the �rst element in queue q, or raises Empty if the queue is empty.val peek : ('a, 'b, '
) t -{'d | Empty: 'd |}-> 'ewith 'a < 'eand '
 < 'd, level('e)and 'b < 'd, level('e)
(~a, , ) t −{  | Empty:  |}−> ~apeek q returns the �rst element in queue q, without removing it from the queue, or raisesEmpty if the queue is empty.val 
lear : ('a, 'b, 'b) t -{'b ||}-> unit
(~a, , ) t −{  ||}−> unitDis
ard all elements from a queue.val length : ('a, 'b, '
) t -> '
 intwith 'b < '

(~a, , ) t −>  intReturn the number of elements in a queue.val iter : ('a -{'b | '
 | 'b}-> 'd) -> ('a, 'e, 'b) t -{'b | '
 |}-> unitwith 
ontent('
), 'e < 'b
(~a −{  |  | }−> ~b) −> (~a, , ) t −{  |  |}−> unititer f q applies f in turn to all elements of q, from the least re
ently entered to the mostre
ently entered. The queue itself is un
hanged.5.18 Module RandomPseudo-random number generator (PRNG).val init : !random int -{!random ||}-> unit
 int −{  ||}−> unit

!randomInitialize the generator, using the argument as a seed. The same seed will always yield thesame sequen
e of numbers.RT n° 0282
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ent Simonetval full_init : ([< !random℄ int, !random) array -{!random ||}-> unit
(  int, ) array −{  ||}−> unit

!randomSame as Random.init but takes more data as seed.val self_init : unit -{!random ||}-> unit
unit −{  ||}−> unit

!randomInitialize the generator with a more-or-less random seed 
hosen in a system-dependent way.val bits : unit -{!random ||}-> !random int
unit −{  ||}−>  int

!randomReturn 30 random bits in a nonnegative integer.val int : 'a int -{!random ||}-> 'a intwith !random < 'a
 int −{  ||}−>  int

!randomRandom.int bound returns a random integer between 0 (in
lusive) and bound (ex
lusive).bound must be more than 0 and less than 230.val float : 'a float -{!random ||}-> 'a floatwith !random < 'a
 float −{  ||}−>  float

!randomRandom.float bound returns a random �oating-point number between 0 (in
lusive) andbound (ex
lusive). If bound is negative, the result is negative. If bound is 0, the result is0.val bool : unit -{!random ||}-> !random bool
unit −{  ||}−>  bool

!randomRandom.bool () returns true or false with probability 0.5 ea
h.type (='a:level, #'b:level) stateValues of this type are used to store the 
urrent state of the generator.val get_state : unit -> (!random, !random) state
unit −> ( , ) state

!randomReturns the 
urrent state of the generator. This is useful for 
he
kpointing 
omputations thatuse the PRNG.val set_state : ([< !random℄, !random) state -{!random ||}-> unit
( , ) state −{  ||}−> unit

!randomResets the state of the generator to some previous state returned by Random.get_state.INRIA



The Flow Caml System 1455.19 Module SetModule type OrderedTypemodule type OrderedType = sigtype (#'a:level) tval 
ompare : 'a t -> 'a t -> 'a int
 t −>  t −>  intendModule type Smodule type S = sigtype (#'a:level) elttype (#'a:level) tval empty : 'a t
 tval is_empty : 'a t -> 'a bool
 t −>  boolval mem : 'a elt -> 'a t -> 'a bool
 elt −>  t −>  boolval add : 'a elt -> 'a t -> 'a t
 elt −>  t −>  tval singleton : 'a elt -> 'a t
 elt −>  tval remove : 'a elt -> 'a t -> 'a t
 elt −>  t −>  tval union_ : 'a t -> 'a t -> 'a t
 t −>  t −>  tRT n° 0282
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ent Simonetval inter_ : 'a t -> 'a t -> 'a t
 t −>  t −>  tval diff : 'a t -> 'a t -> 'a t
 t −>  t −>  tval 
ompare : 'a t -> 'a t -> 'a int
 t −>  t −>  intval equal : 'a t -> 'a t -> 'a bool
 t −>  t −>  boolval subset : 'a t -> 'a t -> 'a bool
 t −>  t −>  boolval iter : ('a elt -{'b | '
 | 'b}-> 'd) -> 'a t -{'b | '
 |}-> unitwith 'a, 
ontent('
) < 'b
(  elt −{  |  | }−> ~a) −>  t −{  |  |}−> unitval fold : ('a elt -{'b | '
 | 'd}-> 'e -{'f | '
 | 'g}-> 'h) ->'a t -> 'h -{'i | '
 |}-> 'hwith 'a, 
ontent('
), 'd, 'g, 'i < 'fand 'a, 
ontent('
), 'd, 'i < 'band 'a, 'd, 'g < level('e)and 'h < 'eand 'a, 'd, 'g < level('h)
(  elt −{  |  | }−> ~a −{  |  | }−> ~a) −>  t −> ~a −{  |  |}−> ~aval for_all : ('a elt -{'b | '
 | 'd}-> 'e bool) ->'a t -{'b | '
 |}-> 'e boolwith 'a, 'd < 'eand 'a, 
ontent('
), 'd < 'b
(  elt −{  |  | }−>  bool) −>  t −{  |  |}−>  bool

INRIA



The Flow Caml System 147val exists : ('a elt -{'b | '
 | 'd}-> 'e bool) ->'a t -{'b | '
 |}-> 'e boolwith 'a, 'd < 'eand 'a, 
ontent('
), 'd < 'b
(  elt −{  |  | }−>  bool) −>  t −{  |  |}−>  boolval filter : ('a elt -{'b | '
 | 'd}-> 'e bool) -> 'a t -{'b | '
 |}-> 'e twith 'a, 'd < 'eand 'a, 
ontent('
), 'd < 'b
(  elt −{  |  | }−>  bool) −>  t −{  |  |}−>  tval partition : ('a elt -{'b | '
 | 'd}-> 'e bool) ->'a t -{'b | '
 |}-> 'e t * 'e twith 'a, 'd < 'eand 'a, 
ontent('
), 'd < 'b
(  elt −{  |  | }−>  bool) −>  t −{  |  |}−>  t *  tval 
ardinal : 'a t -> 'a int
 t −>  intval elements : 'a t -> ('a elt, 'a) list
 t −> (  elt, ) listval min_elt : 'a t -{'b | Not_found: 'b |}-> 'a eltwith 'a < 'b
 t −{  | Not_found:  |}−>  eltval max_elt : 'a t -{'b | Not_found: 'b |}-> 'a eltwith 'a < 'b
 t −{  | Not_found:  |}−>  eltval 
hoose : 'a t -{'b | Not_found: 'b |}-> 'a eltwith 'a < 'b
 t −{  | Not_found:  |}−>  eltendmodule Make : fun
tor (Ord : OrderedType) -> S with type 'a elt = 'a Ord.t

RT n° 0282
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ent Simonet5.20 Module Sta
kLast-in �rst-out sta
ks.This module implements sta
ks (LIFOs), with in-pla
e modi�
ation.type (='a:type, ='b:level, #'
:level) tThe type of sta
ks 
ontaining elements of type 'a.ex
eption EmptyRaised when Sta
k.pop or Sta
k.top is applied to an empty sta
k.val 
reate : unit -> ('a, 'b, '
) t
unit −> (~a, , ) tReturn a new sta
k, initially empty.val push : 'a -> ('a, 'b, 'b) t -{'b ||}-> unit
~a −> (~a, , ) t −{  ||}−> unitpush x s adds the element x at the top of sta
k s.val pop : ('a, 'b, 'b) t -{'
 | Empty: 'd |}-> 'ewith 'a < 'eand '
 < 'b, 'd, level('e)and 'b < 'd, level('e)
(~a, , ) t −{  | Empty:  |}−> ~apop s removes and returns the topmost element in sta
k s, or raises Empty if the sta
k isempty.val top : ('a, 'b, '
) t -{'d | Empty: 'd |}-> 'ewith 'a < 'eand '
 < 'd, level('e)and 'b < 'd, level('e)
(~a, , ) t −{  | Empty:  |}−> ~atop s returns the topmost element in sta
k s, or raises Empty if the sta
k is empty.val 
lear : ('a, 'b, 'b) t -{'b ||}-> unit
(~a, , ) t −{  ||}−> unitDis
ard all elements from a sta
k.val 
opy : ('a, 'b, '
) t -> ('d, '
, 'e) twith 'a < 'dand 'b < '
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(~a, , ) t −> (~a, , ) tReturn a 
opy of the given sta
k.val length : ('a, 'b, '
) t -> '
 intwith 'b < '

(~a, , ) t −>  intReturn the number of elements in a sta
k.val iter : ('a -{'b | '
 | 'b}-> 'd) -> ('a, 'e, 'b) t -{'b | '
 |}-> unitwith 
ontent('
), 'e < 'b
(~a −{  |  | }−> ~b) −> (~a, , ) t −{  |  |}−> unititer f s applies f in turn to all elements of s, from the element at the top of the sta
k tothe element at the bottom of the sta
k. The sta
k itself is un
hanged.5.21 Module StringString operations.val length : 'a string -> 'a int
 string −>  intReturn the length (number of 
hara
ters) of the given string.val get : 'a string -> 'a int -> 'a 
har
 string −>  int −>  charString.get s n returns 
hara
ter number n in string s. The �rst 
hara
ter is 
hara
ternumber 0. The last 
hara
ter is 
hara
ter number String.length s - 1. Terminate theprogram if n is outside the range 0 to (String.length s - 1). You 
an also write s.[n℄instead of String.get s n.val make : 'a int -> 'a 
har -> 'a string
 int −>  char −>  stringString.make n 
 returns a fresh string of length n, �lled with the 
hara
ter 
. Terminatethe program if n < 0 or n > Sys.max_string_length.val sub : 'a string -> 'a int -> 'a int -> 'a string
 string −>  int −>  int −>  stringString.sub s start len returns a fresh string of length len, 
ontaining the 
hara
ters num-ber start to start + len - 1 of string s.Terminate the program if start and len do not designate a valid substring of s; that is,if start < 0, or len < 0, or start + len > String.length s.RT n° 0282



150 Vin
ent Simonetval 
on
at : 'a string -> ('a string, 'a) list -> 'a string
 string −> (  string, ) list −>  stringString.
on
at sep sl 
on
atenates the list of strings sl, inserting the separator string sepbetween ea
h.val iter : ('a 
har -{'b | '
 | 'b}-> 'd) -> 'a string -{'b | '
 |}-> unitwith 'a, 
ontent('
) < 'b
(  char −{  |  | }−> ~a) −>  string −{  |  |}−> unitString.iter f s applies fun
tion f in turn to all the 
hara
ters of s. It is equivalent tof s.(0); f s.(1); ...; f s.(String.length s - 1); ().val es
aped : 'a string -> 'a string
 string −>  stringReturn a 
opy of the argument, with spe
ial 
hara
ters represented by es
ape sequen
es,following the lexi
al 
onventions of Obje
tive Caml. If there is no spe
ial 
hara
ter in theargument, return the original string itself, not a 
opy.val index : 'a string -> 'a 
har -{'b | Not_found: 'b |}-> 'a intwith 'a < 'b
 string −>  char −{  | Not_found:  |}−>  intString.index s 
 returns the position of the leftmost o

urren
e of 
hara
ter 
 in string s.Raise Not_found if 
 does not o

ur in s.val rindex : 'a string -> 'a 
har -{'b | Not_found: 'b |}-> 'a intwith 'a < 'b
 string −>  char −{  | Not_found:  |}−>  intString.rindex s 
 returns the position of the rightmost o

urren
e of 
hara
ter 
 in strings. Raise Not_found if 
 does not o

ur in s.val index_from : 'a string -> 'a 
har -{'b | Not_found: 'b |}-> 'a intwith 'a < 'b
 string −>  char −{  | Not_found:  |}−>  intSame as String.index, but start sear
hing at the 
hara
ter position given as se
ond argu-ment. String.index s 
 is equivalent to String.index_from s 0 
.val rindex_from : 'a string -> 'a 
har -{'b | Not_found: 'b |}-> 'a intwith 'a < 'b
 string −>  char −{  | Not_found:  |}−>  int INRIA



The Flow Caml System 151Same as String.rindex, but start sear
hing at the 
hara
ter position given as se
ond argu-ment.String.rindex s 
 is equivalent to String.rindex_from s (String.length s - 1) 
.val 
ontains : 'a string -> 'a 
har -> 'a bool
 string −>  char −>  boolString.
ontains s 
 tests if 
hara
ter 
 appears in the string s.val 
ontains_from : 'a string -> 'a 
har -> 'a int -> 'a bool
 string −>  char −>  int −>  boolString.
ontains_from s start 
 tests if 
hara
ter 
 appears in the substring of s startingfrom start to the end of s. Terminate the program if start is not a valid index of s.val r
ontains_from : 'a string -> 'a 
har -> 'a int -> 'a bool
 string −>  char −>  int −>  boolString.r
ontains_from s stop 
 tests if 
hara
ter 
 appears in the substring of s startingfrom the beginning of s to index stop. Terminate the program if stop is not a valid indexof s.val upper
ase : 'a string -> 'a string
 string −>  stringReturn a 
opy of the argument, with all lower
ase letters translated to upper
ase, in
ludinga

ented letters of the ISO Latin-1 (8859-1) 
hara
ter set.val lower
ase : 'a string -> 'a string
 string −>  stringReturn a 
opy of the argument, with all upper
ase letters translated to lower
ase, in
ludinga

ented letters of the ISO Latin-1 (8859-1) 
hara
ter set.val 
apitalize : 'a string -> 'a string
 string −>  stringReturn a 
opy of the argument, with the �rst letter set to upper
ase.val un
apitalize : 'a string -> 'a string
 string −>  stringReturn a 
opy of the argument, with the �rst letter set to lower
ase.
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ent Simonet5.22 Module SysSystem interfa
e.val argv : (!arg string, 'a) array
(  string, ) array

!argThe 
ommand line arguments given to the pro
ess. The �rst element is the 
ommand nameused to invoke the program. The following elements are the 
ommand-line arguments givento the program.val exe
utable_name : !arg string
 string

!argThe name of the �le 
ontaining the exe
utable 
urrently running.val getenv : 'a string -{'b | Not_found: 'b |}-> '
 stringwith !env < '
and !env < 'band 'a < 'b, '

 string −{  | Not_found:  |}−>  string

!envReturn the value asso
iated to a variable in the pro
ess environment. Raise Not_found if thevariable is unbound.val os_type : 'a bool
 boolOperating system 
urrently exe
uting the Caml program. One of - "Unix" (for all Unixversions, in
luding Linux and Ma
 OS X), - "Win32" (for MS-Windows, OCaml 
ompiledwith MSVC++ or Mingw), - "Cygwin" (for MS-Windows, OCaml 
ompiled with Cygwin), -"Ma
OS" (for Ma
OS 9).val word_size : 'a int
 intSize of one word on the ma
hine 
urrently exe
uting the Caml program, in bits: 32 or 64.val max_string_length : 'a int
 intMaximum length of a string.val max_array_length : 'a int
 intMaximum length of an array.val o
aml_version : 'a string
 stringo
aml_version is the version of Obje
tive Caml.It is a string of the form "major.minor[additional-info℄" Where major and minor areintegers, and additional-info is a string that is empty or starts with a '+'. INRIA
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