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ABSTRACT

This paper presents secure protocols for runtime man-
agement of activities in role-based distributed collabo-
ration systems constructed from their high level spec-
ifications. The system architecture and the protocols
presented here take into account two different aspects
of the security requirements: collaboration specific re-
quirements, and system level requirements to manage
the distributed runtime environment. We identify dif-
ferent modes of interactions among the various entities
in a collaboration system — users, roles and objects —
and develop protocols for their secure execution under
distributed trust relationships.

1 INTRODUCTION

In computer supported cooperative work (CSCW) sys-
tems, multiple users cooperate and collaborate using
shared objects to achieve some common objectives [8].
Examples of CSCW systems include synchronous on-
line conferencing, product design and development, au-

thoring of documents, health care activities, asynchronous

workflow in an office environment, and collaboration
among different organizations. Due to the dynamic na-
ture of collaboration requirements, policy based approa-
ches have been proposed for CSCW systems [6, 15,
3]. Most of these systems mainly support coordina-
tion policies to enforce synchronization and precedence
constraints on user activities. However, CSCW systems
need to support security policies related to secrecy and
integrity of the shared data, confidentiality, auditabil-
ity and non-repudiation of users’ actions, and integrity

of operations to ensure that only authorized participants
perform certain sensitive tasks.

With the advent of communication technologies, cur-
rent collaboration systems are inherently distributed as
users from different administrative domains may need
to cooperate. Even within a single domain, participat-
ing users can be competing. It may not be possible
to trust a single domain or site with the management
of all aspects of a distributed collaboration. Moreover,
from the security point of view, centralized solutions
introduce a single point of attack. Managing a policy
based distributed collaboration introduces challenging
runtime security requirements for interactions among
the collaborating users and the system.

The primary objective of our research is on developing
techniques for constructing secure distributed collabo-
ration environments from their high level specifications.
We have developed a role based specification model
capturing coordination and security requirements [Ref-
erence removed for anonymity]. Based on the speci-
fication, we derive the runtime middleware to enforce
the security and coordination policies by the distributed
collaboration entities. We presented the distributed run-
time execution model in [Reference removed for anony-
mity, to appear in an IEEE conference]. Only few sys-
tems, such as COCA [15] and DCWPL [3], have taken
this kind of approach of building a collaboration envi-
ronment by coupling its high level specifications with a
middleware. In contrast to our work, these systems do
not have a security model for supporting meta-policies
for role management, discretionary access control for
an object, or active security policies like dynamic “sep-
aration of duty” constraints. Another limitation of these
systems is that all user nodes are equally trusted.



The focus of this paper is on the design of middleware
protocols for securely managing activities, roles, shared
objects, and user interactions in a policy based distributed
collaboration system. The objective of this work is to
support construction of such secure collaboration envi-
ronments. In this paper, we discuss the important se-
curity requirements for securely managing the runtime
system and facilitating secure user interactions. In the
context of the policy driven middleware, following are
the main contributions:

e An ownership delegation model based on a trust re-
lation which allows the runtime system to determine
which sites can be trusted to manage specific tasks.

e The protocols for secure interactions among users,
role managers, and object managers based on differ-
ent paradigms of interactions between a user and shared
objects.

The following section presents our role-based collabo-
ration model, identifying different interaction models in
a collaboration. Section 3 presents the security require-
ments and challenges in managing the runtime func-
tions of a collaboration system. Section 4 discusses
owner assignments for managing distributed collabora-
tion entities. Section 5 gives an overview of the runtime
execution environment and describes the basic middle-
ware services. Section 6 gives the protocols for secure
interactions within the system. Finally, we present the
related work and conclusions.

2 A ROLE BASED COLLABORATION MODEL

In a collaboration, a group of users cooperate and co-
ordinate using shared objects towards some common
goal. Based on the responsibilities and privileges within
a collaboration, many collaboration systems [23, 4, 8,
11] identify users’ roles to specify coordination and se-
curity policies. Roles facilitate the specification of these
policies for collaboration systems without knowing the
users who will participate in the collaboration.

In a collaboration environment, users may be distributed
over a network, and they may be associated with differ-
ent administrative domains. In our model, a user par-
ticipates in a collaboration by joining a role. An action
performed by a user through a role can result in a se-
guence of interactions between the invoker and a set of
shared objects. Each user’s execution environment con-
sists of a generic facility called the User Coordination
Interface (UCI), which provides to the user mechanisms
for participating in a collaboration. Basic entities of a
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Figure 1: Entities in a role based collaboration model
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role based collaboration model are shown in Figure 1.

In our collaboration model, an activity defines how a
group of users cooperate towards some common objec-
tives by performing their individual tasks on a set of
shared objects. It represents a protection domain and
a scope for the roles, objects, and privileges in a col-
laboration. In an activity, users are represented by their
roles, and roles are assigned privileges to perform cer-
tain tasks. We term these role specific tasks as opera-
tions. Operations can be method invocations on shared
objects, synchronization actions, or activity manage-
ment actions. Operations may have preconditions to
coordinate users’ actions. An activity can be structured
hierarchically, consisting of multiple nested concurrent
activities.

The collaboration model that we have developed and
adopted in our work has been motivated to support dif-
ferent forms of interactions between users, roles, and
objects. The modes of interactions are outlined below.
Moreover, this model supports specification of coordi-
nation requirements and security policies in regard to
management of roles, objects, and hierarchically struc-
tured activities. Following is a brief description of the
design requirements for this model. Further details of
this model and its specification language can be found
in [Reference removed for anonymity].

2.1 Interaction Models

In our collaboration model, coordination and security
policies are specified using roles. As all tasks within our
collaboration system are modeled as role operations, a
user may not need to know which methods are invoked
as part of a role operation. Consistency of the collab-
oration system depends on the coordination states of
the roles. To maintain the consistency of roles’ inter-
nal states in the execution environment, we impose the



restriction that all the interactions among users and ob-
jects must be initiated through a role. A role opera-
tion can result in multiple method invocations. These
method invocations can be on a single or multiple ob-
jects. In such cases, an adapter object is constructed to
handle issues related to multiple method invocations.
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Figure 2: Interaction models
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The users participate in a collaboration through UCIs,
and roles and objects are managed on trusted servers.
Different interaction models that emerge among these
entities within our collaboration model are shown in
Figure 2. In (i), a role operation is invoked by a user
only for coordination reasons, and no object method
needs to be invoked. Completion or failure of this coor-
dinating operation is notified to the user. In (ii), the role
invokes object methods on behalf of the user. In many
cases, a user may require multiple interactions with a
single or multiple objects, which is initiated through a
role operation. Such cases are illustrated in (iii) and
(iv), when a role operation may result in establishing a
session for direct interactions between the user and the
object. The object server sets up a session, and the ob-
jects’ references and session information are passed to
the user either through the role, as in case (iii), or di-
rectly using mechanisms like transportable mobile ob-
jects/agents, as in case (iv).

2.2 Role Management

The security policies need to determine who can be ad-
mitted in a role, who can admit a user to a role, when
a role specific access right can be exercised, how many
members should be present in a role, or which roles a
user is allowed to join or activate concurrently. Role
admission constraints are required to specify the condi-
tions that need to be satisfied before a user can join a
role. These constraints can be based on: a list of users
allowed to join a role, a list of those who should never
be admitted, previous qualifications, role membership

cardinality, or occurrence of certain events. Many of
these role management requirements have been addressed
by research in role based access control (RBAC) [20]
and policy based system management [17].

In this model, preconditions are associated with role ad-
mission constraints, role operations, and activity termi-
nation. An operation execution request is allowed to
proceed only if its precondition is true. The precon-
ditions are used for enforcing coordination constraints
and dynamic security policies. The preconditions are
expressed as event counts using the model presented in
[19]. Events correspond to instantiation of activities,
execution of role operations, admission of users in roles
etc. In our model, related to each role operation are
two types of events: rolename.opname.start and role-
name.opname.finish. The start event for an operation
indicates beginning of its execution, and the finish event
signifies its completion.

Meta roles, such as Owner, Creator, need to be defined,
which can admit users in a role, deactivate a role, or
perform other administrative tasks on the role.

Privacy can also become an issue when one may need
to hide the identity of one participant from another. In
such cases, the presence of a participant may only be
visible through his/her role or a pseudonym in a role but
not by name. Privacy requirements of group members
and group protocols are addressed in [5].

2.3 Object Management

In a collaboration environment, shared objects must be
stored on trusted and reliable object servers. The tradi-
tional concerns of confidentiality and integrity of shared
data are naturally present in collaboration systems. How-
ever, access rights, privileges, and ownership of objects
may change in collaborative environments as activities
progress.

Objects may move from one object server to another or
from one collaboration to another, possibly across ad-
ministrative domains. In such cases, security require-
ments may change based on the object’s location, and
access control policies may need to be modified at run-
time. Moreover, when an object needs to be shared in a
newly instantiated collaboration, its access control poli-
cies may need to be updated by authorized entities. If
access control depends on coordination constraints, the
object manager may need to verify operation precondi-
tions.



2.4 Dynamic Access Control Policies

Access control policies may depend on the runtime con-
text of a collaboration environment. The privileges as-
signed to a user in a role may change with time due
to the actions executed by other participants. Some-
times permissions may change due to the user’s own
actions, such as making a final agreement on a docu-
ment, after which the creator of the document may not
have the right to modify it. In some cases only during a
specified period of time, certain operations may be per-
formed. History-based access control policies, like var-
ious “separation of duties” constraints [22, 25, 21, 25]
also require support for dynamic access control mech-
anisms. We use role admission constraints, and opera-
tion preconditions to facilitate the specification of such
dynamic policies.

2.5 Hierarchical Organization of Activities

In an organization, many activities exist and new ac-
tivities are constantly created. EXxisting roles and new
roles participate in these activities. A large collabo-
rative environment may sometimes need to be struc-
tured hierarchically. For example, a system supporting
a team-based design project running over several weeks
or months may need to have a number of dynamically
created synchronous shared ‘whiteboard-like” activities
of relatively shorter life-spans. Such requirements for
role based policy specification have been addressed us-
ing domain [17], scope [10], role template [9], and au-
thorization template [14].

2.6 Decentralized Trust and Ownership Management

In a distributed collaboration, all users’ nodes may not
be equally trusted to maintain shared objects or enforce
coordination and security policies. Policies specified
on activities, roles and, objects need to be enforced at
trusted sites. In a collaboration environment, activities
may have participants from different administrative do-
mains. In such a case, a single domain may not be
trusted to manage all the activities and enforce collab-
oration policies. There needs to be a meta-role, such
as the Owner, which is trusted by the participants to
manage the activity. The selection of owners can be
based on the fact that the owners have a vested inter-
est to maintain the activity consistently. However, it
may not be possible to trust the activity owner for man-
aging all the roles within its scope, as participants in
these roles may be from domains other than that of the
owner. In such cases, different roles within the same
activity may need to be managed by different Owners

from different domains.

3 REQUIREMENTS FOR SECURE RUNTIME COLLABO-
RATION SYSTEMS

The runtime environment, based on our collaboration
model, requires management entities for objects, roles,
and activities. A role manager needs to enforce policies
for role admissions and operation invocations, and pro-
vide synchronization among collaborating participants.
An object manager must enforce access control for
shared objects. An activity manager is needed for se-
curely distributing the collaboration policies to the role
managers and object managers within its scope. Chal-
lenges in securely managing the runtime collaboration
environment are discussed below.

3.1 User-Role Interaction

To perform any task within the runtime collaboration
system, a user must join some role in the collaboration
activity. The following issues need to be addressed dur-
ing any interaction between a user and a role manager.

e During admission to a role, the role manager must
authenticate the user and admit the user only if the
admission constraints are satisfied.

e During an operation invocation, the role manager must
authenticate the user, ensure that the user is a mem-
ber of that role and check the operation preconditions
before performing any operation related tasks.

3.2 User-Role-Object Interaction

In our model, coordination among collaborating users is
enforced by operation preconditions and the role man-
agers are responsible for maintaining the collaboration
state. This requires that the users initiate their inter-
actions with shared objects through role managers. If
a role operation involves method invocations, the role
manager is responsible for contacting the appropriate
object manager. Once the object manager verifies the
role operation context, it may provide the user a session
with an interface through which the user may invoke
objects” methods directly.

e Since the role manager invokes operations on behalf
of the user, the role manager may need a ticket from
the user which is presented to the appropriate object
manager.

e As a malicious role manager may try to get extended
privileges by not enforcing operation preconditions,
the object managers may not always trust the role
manager to enforce them. Since preconditions are a



means for enforcing dynamic access control policies,
the object manager needs to verify the preconditions
for the operations in whose context the method is be-
ing invoked.

e |f an object’s access control policy is based on users’
identities or dynamic “separation of duty” policies,
the role manager may need to communicate the user’s
identity to the object manager.

o If a session is setup between the user and the object,
each subsequent method invocation by the user must
have the appropriate session information for the ob-
ject manager to perform access control.

3.3 Role-Role Interaction
Role managers are responsible for maintaining mem-
bership information.

e Role membership may depend on membership in an-
other role. In such cases, the two role managers need
to cooperate to enforce role constraints. Moreover,
role membership information may need to be pro-
tected based on confidentiality and privacy require-
ments.

e Two roles can have operation preconditions that de-
pend on each other, for example mutually exclusive
operations. If these operations result in a common
method invocation, the object manager allows only
one request to proceed. However, if the operations do
not have any such method invocation, a trusted entity
needs to be assigned responsibility to enforce precon-
ditions for such operations.

3.4 Secure Event Delivery
The requirements for secure event delivery are the fol-
lowing:

e A policy specifying which entities can generate spe-
cific events may be needed. Moreover, the source of
an event needs to be verified and checked against this
policy.

e Events need to be delivered only to authorized enti-
ties. In some cases, event filtering, where certain at-
tributes of the event are hidden, may be required to
prevent unwanted flow of information within the sys-
tem.

3.5 Activity Creation

When a new activity is instantiated, new roles in the
context of the new activity are created within the col-
laboration system.

e Activities are created as part of some role operation.

Access control policies are required to specify who
can create an activity. Instantiation of a nested ac-
tivity within an existing activity must also be access
controlled.

e Sites must be selected to manage the newly created
activities as well as nested entities. In our model, the
owner of a role or an activity is trusted to manage the
corresponding entity. However, an Owner role can
have multiple members, possibly spanning different
administrative domains. Therefore, a mechanism is
needed to select a site trusted by all the owners.

e The newly created roles may require access privileges
for existing objects. The access control policies of
these objects must be appropriately updated to reflect
the existence of these new roles.

e In addition, policies for event subscriptions and noti-
fications and access control need to be distributed to
the managing sites.

4 OWNERSHIP MANAGEMENT OF ACTIVITIES, ROLES,
AND OBJECTS

We present here an example to illustrate owner assign-
ments to roles, activities, and objects in our collabo-
ration model. Owner assignment rules are presented
based on a trust relationship among the collaboration
entities. The runtime system follows these rules to as-
sign trusted servers to manage activities, roles, and ob-
jects. Additionally, we use the example to illustrate ac-
tivity template, nested and concurrent activities, and ob-
ject passing to nested activities.

ACTIVITY Examination.midterm Owner=Convener

[ ROLE Grader} [ ROLE Examiner} [ROLE Student }

‘ ExamPaper ‘ ‘ AnswerBook ‘
N N\
n v R ‘

ACTIVITY ExamSession.1 ExamPaper‘ ‘AnsmerBook ‘

Owner=Grader
ROLE Checker| ROLE Candidate
Owner=Examiner

Figure 3: Hierarchical structuring of collaborative ac-
tivities

In our model, an activity is defined using an activity
template which encapsulates roles and object types. An
activity template specifies a generic collaboration pat-
tern among a set of roles using some shared objects.



Activities are instantiated from templates. Any number
of instances of a template can be dynamically and con-
currently created. Figure 3 shows an example of an Ex-
amination activity instance, named midterm. This ex-
amination activity contains three roles: Grader, Exam-
iner, and Student. This midterm activity instance is cre-
ated based on the Examination activity template, which
has the nested ExamSession activity template. Each stu-
dent creates an instance of the ExamSession activity to
take the exam. An exam-session activity contains two
roles: Candidate and Checker. The midterm activity
instance has multiple concurrent exam-session activity
instances initiated by different participants of the Stu-
dent role. Only the student creating an exam session
activity can be admitted to the Candidate role. A mem-
ber of the Grader role is assigned to the Checker role
for grading that exam session.

When an activity is instantiated, the user initiating that
activity becomes a member of the Creator role for that
instance. The creator may not always be trusted for
managing the activity or a role within its scope. The
Owner role, therefore, specifies which users can man-
age the activity instance or the roles. The example pre-
sented here is motivated to express the following re-
quirements:

1. The student cannot be trusted to manage the exam
session activity instance. Therefore, the Grader role
of the midterm activity is made responsible for man-
aging all the nested ExamSession activity instances.

2. Anonymity of the candidate during grading requires
that the Checker role should not know the identity
of the member in the Candidate role. Because the
Checker role member is also a member of the Grader
role, the Grader role cannot be trusted with the man-
agement of the Candidate role. Therefore, we specify
that the management of the Candidate role to be done
by the Examiner role.

3. References to two objects — ExamPaper and Answer-
Book — are passed as parameters to an exam session
activity. A single ExamPaper object is shared by all
the sessions. On the other hand, a new AnswerBook
object is created for each exam session. The entity re-
sponsible for managing the midterm activity instance
is responsible for managing all these objects.

In our model, an Owner role associated with an entity

— an activity, role, or object — is trusted and delegated
with the management tasks of that entity. The rules for
assigning owners to entities at runtime are discussed be-
low.

Activity Owner Assignment Rules:

1. The activity definition, i.e. activity template, may in-
dicate which role is the owner of an instance of that
activity template. The role assigned as the owner
should be selected from the outer scope of the activity
in our nested activity template structure. This ensures
that when an activity instance is created, the role as-
signed as the owner is already created in its parent or
ancestor activity instances.

2. If owner is not explicitly specified in an activity tem-
plate, the owner of the parent activity becomes the
owner of the new child activity.

3. Inthe nested activity structure, a Convener role is de-

fined as the owner of the top level activity instance.

Role Owner Assignment Rules:

1. Similar to the first rule for activity owner assignment,
the activity template may specify a role in the outer
scope as the owner of a role.

2. If the owner for a role is not specified in an activ-
ity template, the owner of the activity instance is as-
signed as the owner of the role.

Object Owner Assignment Rules:

1. In our model, the owner of the role that creates an
object becomes the owner of the object.

2. When an object is passed to a nested activity, addi-

tional access rights to the object, which are required
by the roles in the nested activity, are added to the ob-
ject’s access control policy. Only if explicitly speci-
fied in the activity template, ownership for an object
is passed to the roles of the nested activity.

In Figure 3, the Convener role is the owner of the top
level midterm activity. By the default rule, the Con-
vener is the owner of the Grader, Examiner, and Stu-
dent roles. As expressed in requirement (1), the Student



role is not trusted to manage the ExamSession activity
instances. Therefore, the Grader role is specified as the
owner for the nested ExamSession activity instances.
As no owner is specified for the Checker role, by the
default rule the Grader role, the owner of ExamSession
activity instance, becomes the owner. Based on require-
ment (2), the Examiner is specified as the owner of the
Candidate role. This ensures only the Examiner has
access to the Candidate role’s membership information
and the participant’s identity.

In the specification of this example, the Examiner role
creates the ExamPaper object. Moreover, the Student
role creates an AnswerBook object and initiates an Ex-
amSession activity instance passing the AnswerBook ob-
ject to the activity instance. As the Convener role is the
owner for both the Examiner and Student roles, it is also
the owner for the objects created by them, such as the
ExamPaper and the AnswerBook objects. This satisfies
the requirement (3).

Trusted Server Selection Rules: In our model, each
role has a trusted server, which is trusted to manage
entities owned by the role. These entities include activ-
ities, roles, and objects. A trusted server for arole is not
the server where the role itself is managed, rather where
the role manages the entities that it owns and is re-
sponsible to manage. In the above example, the trusted
server of the Convener role manages the midterm ac-
tivity instance and its roles. The trusted server of the
Grader role manages all ExamSession activity instances
and their nested Checker roles. On the other hand, the
Candidate roles for all the ExamSession activity instances
are maintained in the trusted server of the Examiner
role. The trusted server for a role is assigned when an
activity is instantiated.

5 MIDDLEWARE SERVICES

The runtime environment constructed for a collabora-
tion by our middleware is composed of activity man-
agers, role managers, and object managers. These com-
ponents are organized in a tree structure, reflecting the
static nesting of these entities in the specification. Each
such node functions as the manager for the correspond-
ing entity. Every participant in an activity maintains in
his/her local host environment a replica of the execution
tree for that activity. UClIs provide to the user mecha-
nisms for participating in a collaboration through the
local view of the execution tree. For any node in a tree,
a trusted server contains the manager node, whereas the

other replicas in participants’ UCIs contain proxy ob-
jects for the manager node. A proxy object contains the
Java RMI stub for the manager. An operation invoked
on a node in the local tree, results in an invocation on
the manager node.

UCls and trusted servers provide protocols for authenti-
cated remote operations and installation of new nodes in
the local execution tree when requested by other trusted
servers. This facilitates creation of tree nodes for new
activities, roles, and objects. As new activities are in-
stantiated, the participants’ tree views in their UClIs are
updated.

We illustrate through an example, shown in Figure 4,
the runtime management structures. In our model, the
middleware initiates the top level activity termed sys-
tem. When a user initially joins a collaboration envi-
ronment, the execution tree in his/her UCI contains only
one node, which represents the system activity. This ac-
tivity has a Convener role, which can load new activity
templates, and create activity instances. In this exam-
ple, the Convener role creates an instance of the Ex-
amination activity called midterm at its trusted server,
S1. By the default ownership rule, the Convener be-
comes the owner of this new activity and its nested role
managers. In this activity, user A is assigned to the Stu-
dent role, user B is assigned to the Examiner role, and
user C is assigned to the Grader role. At this point, the
UCls of these three users have been updated to reflect
the midterm activity in their execution trees.

The entities with dashed outlines in Figure 4 are created
as part of a create activity request for ExamSession.1 by
user A in Student role. In step 1, this request is send
to the Student’s role manager, which is managed at the
Convener’s trusted server S1. In step 2, following the
ownership specification as discussed in Section 4, the
new managers for ExamSession.1 activity instance and
its Checker role are created in the Grader role’s trusted
server, S3. Also, the manager for the Candidate role
of the ExamSession.1 activity instance is created in the
Examiner role’s trusted server, S2. As user A initiated
the ExamSession.1 activity instance, user A is assigned
to the Candidate role. Moreover, user C of the Grader
role is assigned to the Checker role. In step 3, the UCIs
of these two users are updated to reflect the new roles
in the context of the new ExamSession.1 activity.

In our example, as part of the role’s create operation,
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Figure 4: Activity creation and distribution — execution tree management

an AnswerBook object is created in the midterm activity
and is passed to the new nested ExamSession.1 activity
instance. Also, the access control policies for the An-
swerBook object and the existing ExamPaper object in
the parent midterm activity are updated.

Following are the basic services provided by the mid-
dleware, which are required to securely manage the run-
time environment.

5.1 Naming and Certificate Service

A secure name service assigns a globally unique name
(URN) to every entity within a collaboration system.
Identity Certificates are issued by the name service, rep-
resenting a mapping between an entity’s name and its
public key. Names in our URN based name service are
hierarchically structured. Hence, an instance of the Ex-
amSession activity has the name:
““system.Examination.midterm.ExamSession.1”.

Role managers issue Membership Certificates to all role
members. The owner of an activity issues Ownership
Certificates to the owners of nested activities and roles.
All certificates are verified by the issuer.

5.2 Secure Event Delivery

The middleware employs a peer-to-peer event service
where event communication is based on authenticated
remote invocations between publishers and subscribers.
Activity managers, role managers, and object managers
are the publishers and subscribers. Subscription and
notification policies are derived from the collaboration
specification and distributed to the appropriate managers
at the time of activity creation. The Subscription Policy
lists the events that the entity expects to receive from
other entities, while the Notification Policy contains in-
formation about which other entities would be subscrib-
ing events from it. All incoming events are checked
against the subscription policy to ensure their integrity.
For auditing purposes each domain maintains all the
events generated within its scope.

Role managers and object managers, if in different ad-
ministrative domains, may not trust each other. In such
cases, which entity - the role manager or the object
manager - generates the start and finish events for an
operation can have security consequences. When an
operation does not involve any method invocations, as
shown in Figure 2 case(i), the role manager generates
the start and finish events. However, if two such role



operations are inter-dependent, such as mutually exclu-
sive operations, neither of the roles may be trusted to
resolve the dependency as roles in our model can be
competing. However, the collaboration entities are or-
ganized hierarchically in a tree structure following the
ownership delegation rules presented in Section 4. We
exploit the ownership hierarchy in our model to find an
entity which can resolve such conflicts. In Figure 3, the
Checker and Candidate roles in an ExamSession activ-
ity have different owners, Grader and Examiner. The
Convener, being the owner of the Grader and Exam-
iner roles, can resolve mutual exclusion like conflicts
for the Checker and Candidate roles, if any.

On the other hand, when an operation has method invo-
cations (Figure 2 cases (ii), (iii), (iv)), the role manager
may not be trusted to generate the start event, as it may
be to the role’s advantage to send the event even when
access is denied by the object manager. In our event ser-
vice, the start event guarantees agreement between the
role and object managers. In all these cases, the object
manager is responsible for generating the finish event to
signal the completion of the operation when the method
invocation completes successfully (Figure 2 case (ii)),
or when the user terminates the session (Figure 2 cases
(iif) and (iv)). However to ensure that the role man-
ager agrees that such an operation was indeed initiated,
we need to ensure that the finish event is preceded by
a corresponding start event. In our peer-to-peer event
delivery model, the subscriber of the finish event also
subscribes the corresponding start event.

6 PROTOCOLS FOR SECURE INTERACTIONS
We describe here protocols for secure interactions among
the various entities in the collaboration.

6.1 Basic Authentication Protocol

The interaction protocols presented in this paper ex-
tend the basic challenge response protocol [18] shown
in Figure 5. The tickets generated by these protocols
are represented as

[signer’s context, [messagelg;gn(signer)

An aggregated ticket is represented as
[Tickety, Tickets, ..]

The ticket, Ticket., generated at the end of the chal-
lenge response protocol is termed as the basic ticket,
which is either aggregated with other tickets or extended
for the secure interaction protocols presented here.
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Figure 5: Challenge response protocol for authentica-
tion

1. Initially, the client sends its identity, and a challenge,
N,, to the server.

2. The server responds with its signature on the client’s
challenge to allow the client to authenticate the server,
and provides the client with server’s identity and a
nonce, N, as a challenge to be signed by the client to
authenticate itself.

which contains the client’s identity, and it’s signature
on the nonce N,. The server authenticates the client
by verifying the client’s signature on the nonce, Nj.
The server’s identity is included in the signature to
thwart the “man in the middle attack”. To prevent the
client ticket T'icket. from being replayed, the nonce,
N, is incremented in each subsequent request.

6.2 Role Operation Invocation Protocol

Figure 6 illustrates the role operation invocation proto-
col. It is executed after the execution of the basic au-
thentication protocol. When an object is accessed by
a user indirectly through a role, the role manager may
need to present a ticket from the user to the appropri-
ate object manager. This ticket is required to prevent
the role manager from making unauthorized requests
on behalf of a user. The basic ticket obtained in the
challenge response protocol is aggregated with another
ticket, which authorizes the role manager to invoke a
method on behalf of the user in the given operation con-
text. The protocol presented below corresponds to the
message 1 in Figure 2.

To execute a role operation, a user invokes the generic
invokeOperation method on the role manager provid-
ing a context-sensitive ticket, Ticket,p. The Ticketop
contains the basic ticket, as well as a ticket, Ticket,,

The request from the client must contain a ticket, T'icket.,
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Figure 6: Role operation invocation protocol

which authorizes the role to act on the user’s behalf.
Ticket, contains the user’s signed context, which con-
sists of his/her identity, U, the user’s UCI information,
the operation being invoked, and a timestamp, T'S,.
The signature also contains the role’s identity to pre-
vent the role manager from delegating the authorization
to another role manager. By including the timestamp
in the context, replay of the user’s context is prevented.
Since the signed context includes the operation name, a
malicious role is prevented from changing the operation
context.

6.3 Role-Object Interaction Protocols

When the role manager invokes an object method, it
may need to provide the user’s context to the object
manager for access control. The protocol for the spe-

cific case when the object manager needs the user’s signed

context is shown in Figure 7.

RoleR Object O

obj Re f.method(parameters, Ticketm)

Ticketm = [[R, [0, Nolg; g ry], Ticketu]
Ticket, = ticket provided by user U

Figure 7: Object method invocation protocol

1. The role manager includes with the method invoca-
tion a ticket, Ticket,,, which contains a basic ticket
signed by the role manager as well as the user’s au-
thorization ticket, T'icket,, which was provided to the
role manager during the role operation invocation pro-
tocol described earlier.

2. The object manager verifies the basic ticket, and en-
sures that the role manager’s identity matches the iden-
tity provided in the user authorization ticket, Ticket,,.
The user’s identity from this ticket, Ticket,, is then
used for enforcing any user-id based access or dy-
namic “separation of duties” constraints.
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6.4 User-Object Interaction Protocol

In our model, a user may have extended interactions
with an object, which is initiated through a role opera-
tion, as shown in Figure 2 case(iv). To facilitate direct
user-object interaction, a session is established by the
object manager when requested by a role. During ses-
sion establishment, message 4 in Figure 2 case(iv), the
object manager needs to prove to the user that the user
has requested this session through a role operation. For
this specific case, when a session establishment is re-
quired, the protocol presented in Figure 7 is extended to
include an additional ticket as shown in Figure 8. This
interaction between the role and object corresponds to
the message 2 in Figure 2 case(iv).

RoleR Object O
obj Re f.method(parameters, Ticket,,)

Ticketm = [[R, [0, Nolg;gn(ryls Ticketro]
Ticket,o = [[O, Ticketu]g, g (r)]
Ticket,, = ticket provided by user U

Figure 8: Object method invocation protocol to initiate
a user-object session

In Figure 8, an additional ticket, T'icket,., is provided to
the object manager when a session needs to be initiated.
Having verified the basic ticket, [R, [O, No|g; g, (r)], from
the role, the object manager initiates a session establish-
ment protocol. The protocol for user-object session is
shown in Figure 9.

User U Object O

{inter faceRef, O, Noy, session_id, Ticketro }

Ticketro = Ticket provided byR to O to initiate a session

inter face Re f.method(paramaters, Tickets)

Tickets = [[Nou, O, s_context] g, ,, 7y, S-context]
s-context = {U,UCI, session_id, T Suo}

Figure 9: User-Object interaction protocol

1. The object manager initiates a challenge response pro-

tocol with the user by sending the object interface, the
object manager’s identity, a session id, a nonce, Ny,
as well as the ticket, Ticket,,, provided by the role
manager ( Figure 8). The Ticket,, contains T'icket,,
the role’s authorization from the user, and identity of
the object to whom the role has passed the authoriza-
tion.



2. The user verifies that the user context provided in the
ticket, Ticket,,, is the same as that given by the user
to the role manager when invoking the role operation.
The object manager’s identity in the ticket allows the
user to verify that the interface is really coming from
the right object manager. The object manager asso-
ciates the session id with the user and the role opera-
tion context.

3. To invoke a method directly on the object, the user in-
cludes a session sensitive ticket, T'ickets. This ticket
contains the user’s signature on the nonce, N,,, and
the user’s context, which includes the user’s identity,
UCI location, the session id, and a timestamp, T°S ..
The nonce, N,,, is incremented with each method in-
vocation. The signature includes the session id to en-
sure the integrity. Replay of the ticket, Tickets, is
prevented by including the timestamp, 7'S,, in the
context.

. During a session, one of the method invocations on
the underlying object signifies the end of the session.
On invocation of this method, the object manager in-
validates the session id, nullifying the user’s authen-
ticated role context. The finish event is generated by
the object manager to signify the completion of the
role operation which initiated the user session.

The secure interaction protocols presented in the sec-
tion are based on the interaction models presented in
Section 2.1. Our requirement of initiating object in-
teractions through roles, ensures the confidentiality of
roles’ internal information and various policies, such as
activation constraints and intra-role coordination poli-
cies.

6.5 Activity Creation and Distribution Protocol

In our model activities are created either by installing
a new activity template and instantiating it or by in-
stantiating a nested activity through a role operation.
The installation of an activity template and its subse-
quent instantiation is usually performed by the Con-
vener on its trusted server. From the security point of
view, this activity creation protocol is simple as all the
steps in the protocol are performed on the Convener’s
trusted server. However, when a nested activity is in-
stantiated, the activity creation and distribution protocol
has to manage several security aspects:

e The role manager, which initiated the nested activity
creation, contacts its activity manager to create the
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new activity instance. The activity manager, on be-
half of the initiating role manager, contacts the owner
of the nested activity to create the new activity in-
stance’s manager.

The initiating role manager has to prove to the role
manager of the new activity’s owner that it is autho-
rized to create the requested activity.

Similarly, if the activity has encapsulated roles, the
role managers of the owners of these roles have to be
contacted and provided with the proof that the initi-
ating role manager has the rights to create the corre-
sponding role managers.

The new activity and its nested roles have to be cre-
ated on their owners’ trusted servers.

If users are assigned to roles as part of activity in-
stantiation, the new role managers have to update the
users’ UClIs with the user specific views of the activ-

ity.

Using the example in Figure 4, here we present the steps
for creating and distributing ExamSession:1 activity in-
stance. However, we only present the steps for create
role request for the Candidate role initiated by the Stu-
dent role manager to the Examiner role manager.

1. The owner of the midterm activity, Convener, dele-

gates the ownership of the new Candidate role to the
Examiner role with the following certificates: (Iden-
tity Certificates for the Convener role is not shown)

e [Owner(..Examiner,..Candidate)]: a role own-
ership certificate signed by the owner of the midterm
activity, i.e., the Convener. This signifies the dele-
gation of the ownership of the Candidate role. All
names are hierarchically nested (however, not shown
in this discussion for simplicity). For example, the
fully qualified name of the Examiner is
“system.Examination.midterm.Examiner”.

This nested naming ensures that the Examiner role
in the certificate is indeed created in the scope of
midterm activity instance.

e [Owner(Convener,..midterm)]: an activity own-
ership certificate signed by the Convener role. This
proves that the Convener is the owner of the parent
midterm activity and can delegate the ownership of
the Candidate role.

. The Examiner role manager verifies Student role’s ac-

cess right to create the Candidate role.

3. The Examiner role manager contacts its trusted server



S2 to create the role manager for the Candidate role.
The certificates provided with the create role request
are shown in Figure 10. These certificates are re-
quired by the new Candidate role manager when del-
egating ownership of the entities it manages and owns.

Examiner’s
Truster Server S2

Role Manager
Examiner

create role

o o — — — — — o

' [Owner(..Ezaminer, ..Candidate)| g, convener) !
|

Figure 10: Certificates to create the Candidate role

4. The role manager for the Candidate role is created at
the trusted server S2. This role manager initiates a
distribute activity for its members, i.e., user A.

5. The user A’s UCI authenticates the Examiner role man-
ager using basic ticket of challenge-response proto-
col.

User A’s UCI then inserts the proxy objects into it’s ex-
ecution tree. A’s view of the activity contains the proxy
for the Candidate role. During distribution, user A is
also provided with its membership certificate for the
Candidate role. Similarly the proxy for the Checker
role in the context of the ExamSession.1 activity is dis-
tributed to user C’s UCI.

7 RELATED WORK

The existing research on security in collaboration sys-
tems targets either synchronous groupware applications
or asynchronous workflow. However, the security re-
quirements and solutions proposed for these two areas
differ. In groupware environments, an access control
model with unique sets of rights for shared-view based
GUI interface control has been presented in [6]. In
workflow, database oriented security is prevalent [2, 14].
A task-based constraint specification language for work-
flow management systems is discussed in [2]. There,
constraints are specified with a mapping between roles
and tasks. SecureFlow [14] imposes workflow autho-
rization constraints on tasks using Authorization Tem-
plate (AT), similar to activity template in our model.
AT is a tuple specifying privileges to be granted to a
subject of a given role on an object of a given type dur-
ing a given time interval. In contrast, an activity tem-
plate is a collaboration pattern, which involves multi-
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ple roles, objects, and their coordination. Decentralized
management of workflow system to enforce Chinese
wall security policies are presented in [1] introducing
concepts, such as self-describing workflows and work-
flow stubs. Compared to these works, in our collabora-
tion model, we are concerned with a role based specifi-
cation of collaboration environments using activity tem-
plates and automated realization of such distributed ac-
tivities.

Our goal is similar to those of COCA [15] and DCWPL
[3] in their approach of constructing a distributed col-
laboration environment from a high level specification.
COCA [15] is a logic-based coordination policy spec-
ification language for interactive CSCW applications.
DCWHPL [3] addresses user level mechanisms to deal
with group interaction issues and is limited to its pre-
defined policies and functions. Intermezzo [7] is one
of the first systems to introduce the basic concepts of
role based policies in CSCW systems, with primary fo-
CUS On user-presence awareness environments. How-
ever, the concept of role has been used in the past in
many CSCW systems[12, 4]. These systems do not ad-
dress most of runtime security requirements presented
in this paper, such as management of user interactions
with roles and shared objects, and secure protocols for
activity management.

The concept of cascaded authentication is presented in
[24], in the context of delegating client requests from
one server to another. The idea of delegating author-
ity is extended in [16] using self authenticating proxies
where authorization is embedded in a signed token. The
tickets used in our secure interaction protocols serve
similar purpose of cascaded authentication[24] and self
authenticating proxies[16]. A distributed and decentral-
ized management of roles in a distributed service model
is presented in [13]. In comparison, we take into con-
sideration the trust among the collaboration entities for
delegating management responsibilities.

8 CONCLUSIONS

The focus of this paper is on securely managing roles,
shared objects, activities, and user interactions in a role
based distributed collaboration. We have presented here
security requirements of a policy driven collaboration
system and its runtime environment for managing in-
teractions among users, roles, activities, and objects.
Rules for managing ownership of the distributed col-
laboration entities, such as activities, roles, and objects,



are presented in this paper. Importantly, based on differ-
ent interaction models, protocols for secure role oper-
ation invocation, user-role-object interactions, activity
and role creation and distribution are presented. These
protocols are based on distributed trust relationships among
various entities, considering the fact that all participants
and sites in a distributed collaboration system may not
be equally trusted. The protocols presented here utilize
a ticket based mechanism to delegate the appropriate
management tasks to different sites based on a trust re-
lationship model.
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