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0.1 Introduction

Electronic commerce, telephone switching networks, himyhand air traffic con-
trol systems, medical instruments are examples of systhats provided with
a proper integration with the Internet and embedded sys{eorssidering both
hardware and software implementations), surely are ingarovith respect to the
tasks they have been designed for. Clearly, the need foblellzardware and
software systems is critical, and even if failure is not-tifeeatening, the conse-
guences can be economically devastating, so it has beembermore and more
important to develop methods that increase our confidenteeircorrectness of
such systems. For these reasons, over the last past decadiewvavassisted to a
growth of interest around the so calliedmal methodswhich are defined as math-
ematically based techniques for the specification, devedsyt and verification of
software and hardware systems.

The model checkindgechnique is an automatic approach for verifying finite
state concurrent systems, having a number of advantagesrag#ional formal
methods that are based on simulation, testing and deduets®ning. It is basi-
cally a procedure that checks, for every reachable statesptaific system, if a
given property of interest holds, or does not. The propewieder investigation,
which formalize the specification, are usually given in teraf some appropri-
ate logics, often provided with an explicit or an implicittrom of time, while the
system specification is described using either a high levgl Petri Nets, Process
Algebra, etc.) or a low level (e.g. Timed Automata, Continsidime Markov
Chain, etc.) formalism.

In this work we are primarily interested in two classes oteyss:

¢ thereal-timesystems, so called because the correctness of an operation d
pends not only upon the logical correctness of the operdtiralso upon
the time at which it is performed. In a real-time system thevaies oc-
cur (within) by a given (period of) time duration. The stardlalassifica-
tion is that in ahard real-time system the completion of an operation after
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its deadline is considered useless (or even a catastropéit)ewhile a
softreal-time system will tolerate such lateness, and for examgspond
with a decreased service quality (e.g. skipping imagesdea). Example
of real-time systems are: a car engine control system, rakslystems and
industrial process controllers, etc.

e the stochastic systems which the activities have a duration specified by
a stochastic probability distribution; typical exampldésoch systems are:
stock market and exchange rate fluctuations, signals suspegsh, audio
and video; medical data such as a patient's EKG, EEG, bloedspre or
temperature; and random movements such as Brownian moti@ndom
walks. On these systems the attention is usually focusedeowerification
of performance and dependability properties.

Given our level of expertise in the use of Petri nets, a ma#tigal formal-
ism which is well suited for modeling concurretliscrete event dynamic systems
(DEDS) and for all those systems exhibiting complex behavitue to the pres-
ence of synchronization and resource sharing mechanisméiawe chosen the
class of Time Petri nets and two classes of stochastic Ragi(named General-
ized Stochastic Petri nets and Stochastic Well-formed net®iodel and analyze
real-time systems and stochastic systems, respectivefgct, the mathematical
foundations of the Petri net formalism allow both corresg@.e., logical) and ef-
ficiency (i.e., performance) analysis, while its graphegaproach lets to produce
self documented specification.

For these and the above motivations we have decided to igagstabout
the possibility to add model checking capabilities into Betri nets tool, named
GREATSPN. Of course, as pointed out before, this implied thezatilon of ap-
propriate temporal logics, to specify the requirementdefdpecific real-time or
stochastic systems under investigation; we have utilizedtmed Computational
Tree Logic for the former and the Continuous Stochastic Lémithe latter.

This thesis is organized as follows. Chapter 1 and Chapter @@osluctory
chapters providing the basics about Petri nets and abou¢lnsbdcking, respec-
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tively. In Chapter 3 we present our first main contribute, csiirgy in a technique
for model checking Time Petri nets against the Timed Comjfumurtak Tree Logic.
Chapter 4 is devoted to our second main contribute, illusgaiur solutions for
model checking Generalized Stochastic and Stochasticféfelied nets against
the Continuous Stochastic Logic. Chapter 5 concludes thesthesalling the
contributes, within the advantages, the open problemstanfliture directions of
the proposed solutions.



Part Il

Backgrounds



Chapter 1
The PN formalisms

Petri nets(PN) [53, 58, 59] are a mathematical formalism which is weited for
modeling concurrentliscrete event dynamic systefEDS) and for all those
systems exhibiting complex behaviors due to the preseny/méhronization
and resource sharing phenomena; it has been satisfacpphed to fields such
as communication networks, computer systems, discretem@arufacturing sys-
tems, etc. [32].

The mathematical foundations of the formalism allow bothreciness (i.e.,
logical) and efficiency (i.e., performance) analysis, whis graphical approach
let to produce self documented specification.

To be noticed, in addition, is the fact that, rather than glsiformalism, PN
are a family of formalisms, ranging from low to high level,chaof them best
suited for different purposes [66].

A PN model of a dynamic system consists of two parts:

e A net structurei.e., an inscribed bipartite directed graph, that reprsse
the static part of the system. There are two kinds of nodiexes corre-
sponding to state variables, amdnsitions representing transformations of
state variables, pictorially represented as circles amdfiagespectively. We
may have arcs from place to transition (in this case, we havepait place



for the transition, or autput transitionfor the place) owviceversgin this
case, we have anutput placefor the transition, or amnput transitionfor
the place). The inscriptions may be very different, leadmgarious fam-
ilies of nets: if the inscriptions are simply natural nungassociated with
the arcs, named weights or multiplicitig3lace/Transition(P/T) nets are
obtained [53, 58, 59], while more elaborate inscriptiorssagiated with
places, transitions, and arcs, lead to the so cadliggh Level Petri Nefor-
malisms [41].

e A marking pictorially represented by tokens inside the places, riite-
sents a distributed overall state on the structure. The imgudf a place,
calledstate variableis its state value.

A net systenis a net structure together with an initial marking. The sgstdy-
namics (i.e., the system behavior) is given by the evolutides for the marking:
a transition occurs when the input state values fulfill sormed@ion expressed
by the arc inscriptions. The occurrence of a transition gearthe values of its
adjacent state variables, according again to the arc ptaons.

In Figure 1.1 we show a simple PN model with five pladdse, working,
working, waiting;, andwaitingy, differently linkedto andfromtransitions named
start, end;, enc, synchronizedThe arc inscriptions, when not explicitly indi-
cated, indicate that one token is required (for every arosecting places to tran-
sitions) or produced (for every arcs connecting transgitmplaces). The initial
marking is given by the presence of two tokens in platie. Figure 1.2 shows
the net evolution after the firing of the transition calktdrt: one token is deleted
from placeidle, and two tokens are deposed in plagerkingg and working,
respectively.

Theinterpretationof a model precises the semantics of objects and their be-
havior: so, an interpretation may give a physical meaninigemet entities (places,
transitions, tokens), evolution conditions and, possillf define the actions gen-
erated by the evolutions.



working working

end

waitingg

synchronized

Figure 1.1: A PN model

waitingy

synchronized

Figure 1.2: The PN model of Figure 1.1, after the firing of tramsitionstart



Considering the example depicted in Figure 1.1, we could tyedollowing
interpretation to the static and dynamic aspects of the net.

e placeidle: contains tasks of a given job; with the given marking, weehav
two tasks, indicated by two tokens within it.

e transitionstart: lets one task be removed (arc from pladée to transi-
tion start) and divided into two subtasks that are assigned to two rdiffe
ent processing systems (arcs from transisbart to placesworking; and
working, respectively), in order to be processed .

e placesworkingg andworking: indicates the two subtasks are working (in
parallel) on the two assigned processing systems.

e transitionsend, andend: depict the ending of computational activities of
the above cited subtasks on the two processing systems.

e placeswaiting; andwaiting: indicates each subtask is waiting for the other
respective subtasks of the second task.

e transitionsynchronizedfinally, the two subcomponents of both two the pro-
cessing systems may synchronized each others (arcs, wittigtion equals
to 2, from placesvaiting; andwaiting to transitionsynchronizeyl and the
processing cycle is initialized again (arc, with insciptiequals to 2, from
transitionsynchronizedo placeidle).

Taking into account the purposes of this thesis, a partiyulateresting family of
net interpretations is obtained when time and probalsliiee associated with the
model, as will be illustrated lated.

The chapter is organized as follows. In Section 1.1 we intcedvhat is con-
sidered the basic PN formalism, and explore its abilitieglie modeling of sys-
tems. Section 1.2 is dedicated to the introduction of time the basic PN for-
malism.
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1.1 ThePN basic model

A Place/Transition(P/T) net [53, 58, 59] is a tupl§ = (P,T,l,0,M°), whereP
is the set of placed; is the set of transitiong, O : P — T — 2 define the input
and output arcs with associated multiplicity, @ : P — N describes the initial
marking.

The structure of a net is something static. Assuming thattteavior of a
system can be described in terms of the state and its chahgedynamics on a
net structure is created by defining its initial state andstage evolution rule.

The marking of a nel is a place indexed vecton € NP which assigns a non
negative integer (number of tokens) to each plac&/T net systens the pair
S(N, mp), whereN is a P/T net andn is its initial marking. The number of tokens
at a place represents the local state of the place, i.e.athe of the state variable
represented by that place, which in the P/T formalism is é&ger. The state of
the overall net system is defined by the collection of locatest of the places.
Therefore, the vectan is the state vector described by the net system. Pictarially
we putm(p) black dots tokens in the circle representing plac&he marking in
a net system evolves as follows:

1. Atransition is said to benabledat a given marking when each input place
has at least as many tokens as the weight of the arc joinimg.thiee num-
ber of simultaneous enabling of a transition t at a given imnagrkn is called
its enabling degree

2. Theoccurrence or firing, of an enabled transition is an atomic operation
that removes from (adds to) each input (output) place a numibekens
equal to the weight of the arc joining the place (transitimnjhe transition
(place).

Lets be a P/T system:

e An occurrence ofiring sequencérom m is a sequencg =ty - - -tx--- such
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thatm % my--- LY m - - -. If the firing of sequence yields the markingy,
this is denoted byn > ',

e The languageof s, denoted byL(s), is the set of all the occurrence se-
quences fronmg.

e Thereachability se{RS) ofs, denoted byRSs), is the set of all the mark-
ings reachable frormg by firing some sequenceslifs).

e Thereachability graph(RG) of s, denoted byRG(s), is a labeled graph
where the vertices are the reachable markings and thereedganlabeledl
from vertexm to vertexm’ if and only if m LN

Taking again our running example, as shown in Figure 1.1, avepgrovide the
following examples to what was theoretically exposed is #&ction.

¢ the setP is given by the elementslle, working;, working, waiting;, and
waitingy;

e the sefl is given by the elementtart, endy, enc, synchronized
e My = 2-idle (using a vector-like notation to indicate markings).

¢ the functionl is so defined:
{idle — synchronized- 2,
waiting; — end, — 1,
waitingp — end — 1,
working, — start — 1,
working — start — 1};

¢ the functionO is so defined:
{idle — start — 1,
waiting; — synchronized- 2,
waitingp — synchronized- 2,
workingg — endp — 1,
workingg — enc — 1};
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4 ™\
2-idle
o J
" start
4 N\
1-idle+1-wkg +1-wky
- J
end, end
Y stat
1-idle+1-wt; +1-wky 2-wky +2-wky 1-idle+1-wkq +1-wty

\
2-wky +1-wky +1-wtp [1wk1+1»wt1+24wk2

Figure 1.3: A portion of the RG of the PN model of Figure 1.1

e 0; =Start-start-end -end, ... ando, = start-end, -end ... are two (par-
tially listed) allowed firing sequences;

e aportion of the RG is given in Figure 1.3, in which every ncglan element
of the RS; starting from the root node, corresponding tonitel marking,
we obtain a set of paths, given by all possible firing sequendete that,
for readability reasons, in Figure 1.3 we abbreviatedking with wk and

waiting wt;.

Observe that, in the firing rule, enabled transitions arenéwced to fire: this is
a form ofnon determinismit must also be noticed that it is not specified whether
the occurrence of a transition takes some time, since tim@bgbeen introduced
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yet. This is again matter of the interpretation we give tortiael.
Properties of interest

The properties usually considered with this basic formalgse calledquali-
tative, and they may be synthesized as follows:

e boundedness.e., finiteness of the state space; every place in the redha
bounded number of token within it.

¢ livenessrelated to potential fireability in all reachable markings

e deadlock-freeneds a weaker condition w.r.t. liveness, in which only global
infinite activity (i.e., fireability) of the net system modslrequested, even
if some parts of it do not work at all.

e reversibility: characterizing recoverability of the initial marking fnoany
reachable marking;

e mutual exclusiondealing with the impossibility of simultaneous sub-mads
(p-muteX or firing concurrencytmutey.

Our running example (Figure 1.1) is a bounded, live (therdiek-free), and
reversible system. An example of p-mutex (t-mutex) propéstgiven by the
fact that is not possible having simultaneously the markif@pabled transitions)
2-idle and 2 waiting; + 2 - waitingy (start and synchronizeyl Figure 1.4, de-
rived by Figure 1.1 by labeling with one token (i.e., by an gmipscription),
instead of two tokens, the input arcs of the transiggnchronized is affected by
unboundedness, because every task generates two new ttéis&sead of every
computational cycle. Figure 1.5, obtained by Figure 1.1p$mdeleting the arc
connecting transitiosynchronizedvith placeidle, depicts a non-live (then, also
a prone-to-deadlock) system (after the second firing ofsttimm synchronized
there are no more tokens in the net, so none of the transitemée able to fire);
obviously such system is also not reversible.
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working

waitingy

synchronized

Figure 1.4: A PN model, derived from Figure 1.1, affected bppaundedness of
the state space

idle

working

end end
. waitingy

synchronized

working

waiting

Figure 1.5: A PN model, derived from Figure 1.1, prone to deadand non-
reversibility
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Analysis techniques

Conventionally, analysis techniques for PN are classified as

e Enumeration which are based on the construction of a RG which repre-
sents, individually, the net markings and single transifioings between
them. If the net system is bounded, the RG is finite and theraifit qualita-
tive properties can be easily verified. If the net system oumded, the RG
is infinite and its construction is not possible. In this cagaphs known as
coverability graphsan be constructed [44]. Despite of its power, enumer-
ation is often difficult to apply, even in small nets, due ®abmputational
complexity (it is strongly combinatorial).

e Transformationlt proceeds transforming a net syst&imto S, preserving
the set of properties to be verified, in such a way the stateespS8 may
be bigger than that o8, but S may belong to a subclass for which state
enumeration can be avoided.

e Reductiormethods are a special class of transformation methods ichwhi
a sequence of net systems preserving the properties to thedtis con-
structed, and for which the respective RG s appear as deweiasthe
cardinality of nodes or edges.

e Structural Investigate the relationships between the behavior ot @y
tem and its structure, while the initial marking acts, balycas a parameter.
In this last class of analysis techniques, we can distitnguw® subgroups:

— Linear algebrabased techniques, which permit a fast diagnosis with-
out the need for enumeration.

— Graph based techniquesm which the net is seen as a bipartite graph
and somed-hocreasoning (frequently derived from the firing rule) is
applied.

Simulationmethods have also been applied to study systems modeledPyilith
nets. It proceed playing themken gamefiring enabled transitions) on the net
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system model under certain strategies. In general, sironlatethods do not allow
to prove properties, but they might be of great help for us@erding the modeled
system or to fix the manifested problems during simulation.

1.2 Introducing temporal information into PN

Petri nets were originally proposed as a causal model,@ttplheglecting time.
Subsequently, the need to face with timing aspects in theetmggactivity, for

example for describing stochastic or real time systemsiel@do different ap-
proaches for introducing time aspects into the PN formalidior example, time
concerns may be associated to places, token, transitindscaon.

We will consider PN formalisms in which timing is associavgth transitions.

The introduction of time into the basic net model entails ynaubtle diffi-
culties in the definition of a coherent model. In particuthg specification of the
timed behavior, in order to evaluate performance, reqaiig®at deal of interpre-
tation to be added over the basic net system model.

First of all, it is needed to specify what happens when thélema degree
of a transition is greater then one; since a timed transitiay be thought as a
server performing the required task, we could taking intooaat the following
alternatives, when multiple instances of the activity &guesting a service to the
hypothetical server associated to the the enabled transiti

e l-serversemantics: they are queued and served 1-at-time;

¢ infinite-server semantics: they are served in parallel (like if there are infi
nite servers);

e k-server semantics: they are serv&eht-time in parallel (this approach co-
incides with the previous one, when the enabling degreesgsde equal to
K).
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The first alternative suggests the need to specify @lsuing policies

It is necessary, in addition, to associate with the modedyxatution policy
comprising two specifications: a rule to choose the nexisttam to fire in any
marking (thefiring policy) and a criterion to account for the past history of the
model whenever a transition fires (themory policy.

As regards the firing policy, two alternatives are basigadigsible: either using
the delays associated with transitions to decide which alé&ne next, or adding
a specific metrics for this purpose. In this thesis, we wik atasses of PN in
which the transition with the minimum remaining delay is tiree that fires first;
this approach is callecce policy

As regards the memory policy, again two basic alternativespassible at
every change of marking:

e continue: the timers associated with transitions hold their present values
and will continue being decremented later on.

e restart: the timers associated with transitions are restartedhieg present
values are discarded, and new values will be generated wdeted.

The memory policy affects transitions that fire as well asgitons that lose their
enabling due to the change of marking, and transitions thap kheir enabling in
the new marking. The memory of transitions that fire is ivef#, since in this
case a new delay instance must alway be generated. The mefmoansitions

that do not fire is often assumed to be of the following types:

e re-sampling: the timer of the transition is reset to a new value at any ghan
of marking.

e enabling memory. if in the new marking the transition is still enabled, the
value of the timer is kept; otherwise, it is reset to a new @alu

lwe can associate a timer with each transition, in order tordesthe evolution of a timed PN
model: timers are decremented at constant speed whildtioaissare enabled, and when a timer
runs down to zero the corresponding transition may fire.
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e age memory the timer is kept at any change of marking.

Given a specific class of systems to be described, an apate@N formalism,
given form the combination of the above depicted differesititons, may be
chosen.

In the following we will concentrate on two (classes of) f@aimms useful for
describing real-time (Section 1.2.1) or stochastic ($ecli.2.2) systems.

1.2.1 TheTPN formalism

The two main timed extensions of PN are Merlin and Faber ' tipetri nets
(TPN) [51] and Ramchandani’s timed Petri nets [64]. Wheredkearformer the
transitions have to fire in a given temporal interval, in thgdr system’s timing
characteristics are represented by minimal durationsdmivhe firing of transi-
tions ("as soon as” semantics).

Since the class of timed Petri nets is included in the clags2di [60], we are
mainly interested in this latter formalism.

As an example of TPN model, look at Figure 1.6, in which we @grsagain
our running model, adding to it a transitiamtialize, with input and output arcs
linked to placeidle, for taking into account an initialization procedure foeth
tasks accessing the system; as it can be observed we prowidg tnformation,
by means of temporal intervals depicted near to every tiansi

In the original TPN specification non-deterministic beloaws not associated
with a measure of probability over the variety of feasiblédagors. Moreover, an
enabled transition, can be disabled before firing and beéaehing its maximum
enabling time: none of memory, server semantics or queueigmlis definech
priori.

In the following we will consider the so callestrong semanticéhe elapsing
of time must not disable transitions), as specified in [8] aBPIN, referring to it
simply as TPN.
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idle

initialize
working working
end end
[0,1] [0,1]
waitingg ﬁ waitingy
[0,0] synchronized

Figure 1.6: A TPN model, derived by the PN model of Figure 1.1

Finally, it is important to notice that non interpreted ngttems may be rede-
fined as TPN, putting the minimum and maximum bounds equadio, zvithout
changing their non deterministic behavior. On the conjtiybehavior of a timed
model may be different from the one of the uninterpreted pstesn. For exam-
ple, taking the example in Figure 1.6, it is possible to ustderd that the firing
sequences starting frostart are interdicted by the timing information provided
with transitioninitialize.

In the following we provide the formal syntax and semantitSBN (Sec-
tion 1.2.1), but first we need to recall, in Section 1.2.1 titmed transition system
notation, useful for a rigorous behavioral description &fN.

The TTS formalism

A timed transition systeriT TS) is a state-transition graph, where the labels of
transitions can belong to a finite set of eventsr can be real numbers. A TTS
can be represented by a tup(@, QO.z. —)whereQis a set of the stateQ% € Qis
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an initial statey is the set of the events (or labels), ard- Q x (XUR>g) x Qis

the transition relation (i.e. the set of transitions). Wkeyo, q') €—, it is denoted
q A d, and denotes that when the state of the systegnii€an change tg' upon
eventa. The transitions that are labeled with an elemenk @fre calleddiscrete
transitionsand the transitions that are labeled with a real positive bemare
calledcontinuous transitions

TPN syntax and semantics

Syntax of TPN
A time Petri ne{TPN) 7 [51, 8] is a tuple(P, T,W~ W™ Mo, (a,B)) where :

P={p1,..., Pm} is a finite set of places;

T ={ty,...,tn} is a finite set of transitions;

W™ e (NP)T is the backward incidence mapping;

Wt e (NP)T is the forward incidence mapping;

MO € NP is the initial marking;

a € (Qs0)" andB € (Q=oU {})T are the earliest and latest firing time
mappings.

Semantics of TPN

The semantics of a TPK can be represented with a TTS5 . Before defin-
ing the semantics of , we first introduce the following definitions. Aarking
is an element oNP. A valuationis a vectorv € (R>o)" such that each valug
represents the elapsed time since the last timas enabled or since the launch-
ing of the system ift; was never enabled. The initial valuatine (R>o)" is
the valuation withQ; = 0 for all i € {1,...,n}. A transitiont is said to been-
abledfor a markingM if and only if M > W~ (t). A transitionty is said to be
newly enabledafter the firing of a transitiot; from a markingM if tg is not
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enabled for the markingd —W~(t) and it is enabled for the markinil’ =
M —W~(t) + W*(t). The functionfenabled: T x N° x T — {true, falsg} is
defined byfenabledty,M,tj) = true if tx is newly enabled after the firing af
from M. Formally, for all(t, M.t;) € T x N x T,we havelenabledty, M, t;) =
(M—=W~(t) +W*(t) =W (ti)) A((M =W (1) <W~(t)) V (tc =)

The TTSS; = (Q,qo, T,—) associatedtoa TP = (P, T,W~ W™ Mo, (a,B))
is defined by:

e —c Qx (TUR>p) x Qis the transition relation defined by:

— (discrete transitions) for all € T, we have:
(M >W—(t) AM =M —W-~(t) + W+ (t)
aft) <vi <B(t)

y 0 if Tenabledty, M. t)
k =
vk otherwise

(M,v) 5 (M',V) &

\

— (continuous transitions) for al € R, we have:

vV =v+9d

(M,v) 2 (M,\/)@{
vke {1,...,n}, (M >W~(t) = Vi < B(t))

The last condition on continuous transitions ensures tiatine that elapses
in places cannot increase to a value which would disablesititans that were
enabled by the marking.

When defining the semantics of TPN, three kinds of policiestrnedixed:

e The choice policyconcerning the next event to be fired. For our TPN mod-
els the choice is non deterministic.
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e The service policyconcerning the possibility fo simultaneous instances of
a same event to occur. Here we adoptgimgle servepolicy.

e The memory policy concerning the updating of timing information when
a discrete step occurs.The key issue in the semantics iditeedehen we
reset the clock measuring the time since a transition walslethaHere we
will use theenabling memorpolicy.

1.2.2 TheSPN GSPN and SWN formalisms

A Stochastic Petri Net [52] (SPN) is a tupge= (P, T,l,0,W, mg), whereP is
the set of placesT is the set of transitiond, O : P — T — 2 define the input
and output arcs with associated multipliciy,: T — R defines the rate of the
exponential distributions associated to transitions, mpdP — N describes the
initial marking.

It is well-known that the stochastic process underlying &N3s a Contin-
uous Time Markov Chain (@uc) which is isomorphic to RG of the SPN built
disregarding the timing aspects.

Generalized SPN (GSPN) [1] are an extension of SPN in whiels&tT is
split into immediate and stochastic transitions. Immegtednsitions fire in zero
time, with priority over timed ones, and conflicts are resdlyprobabilistically.

As a consequence the RG includes also sgareshingstates in which zero
time elapses. We distinguish the RG from the Tangible RG (TR®vhich only
tangible (non-vanishing) states are preserved.

The stochastic process associated to a GSPN is a semi-Mar&ogss from
which a Crmc can be produced considering only the tangible states.

Figure 1.7, in its right-most path, describes the soluticocess usually per-
formed for the GSPN models: the RG is built first, and eachsliaieled with the
name of the transition that causes that change of statethigevanishing states
are eliminated, thus creating the TRG, in which each archisléd with either
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SWN Unfolding

Symbolic RG
constructio

Colored RG Ordinary RG
onstruction construction

vanishing vanishing
elimination elimination

vanishing
elimination

CTMC
construction

CTMC CTMC
construction construction

Figure 1.8: The SWN model of a simple computing system

the name of a timed transition or of a timed followed by a segeeof immediate
transitions. The €mc is then built using the TRG and the rates and probabilities
associated to the transitions of the net.

Stochastic Well-formed Nets [15] are a colored extensic@ 8P N. The pecu-
liarity of SWN is that thecolor domainof places is built as the Cartesian product
of a limited number ofbasic color classesand that functions on arcs are ex-
pressed as linear combination of a few basic functions éptmn to select an
element, sum function to select the whole color class).

We do not provide a formal definition (see [15]) of SWN in thantext, but
we recall the main points by using an example.

The net of Figure 1.8 shows an SWN model of a simple computistesy.
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there is a central server, modelled by plémeand transitiortloc, at which there
are initially N jobs.

Once the computation local to the central server terminatgeb chooses
one of the peripherical devices, and a request for that dasiput in placewait.
Different devices are modelled as different colors of thieicodassD. HenceD =
{d1,d,...,dk } indicates that there at¢ different devices. A devicd can be in
one of the following states: available (one token of calam placeav), being used
by a job (one token of colat in placesrv), and unavailable (one token of coldr
in placeun_av). The choice of a device by a job is modelled by the singleeserv
transitiontloc that, due to the free variableassociated to the arc out tdc, puts
in placewait a token of colod, randomly chosen with equal probability amongst
all K colors of the color clasb.

A function (x), such as the one on the arc framit to s_srv, is called a pro-
jection function and evaluates to one of the elemeni3:af in a marking there is
a token in placédoc then there ar& instancef transitiontloc enabled, one per
each possible color assignmentxto

Transitions_srv can fire for an assignment to varialdef colord only if there
is at least one token of colarin placewait and at least one token of coldrin
placeav. The firing ofs_srv for x = d puts a token of the same colordrv. Observe
that, once the device has provided the required serviagsitian e_srv fires, and
puts an uncolored token (the job) back to the server plageand a coloredi
token (the device) into placen_av. Placeun_av models some reset time of the
device (a period in which the device is unavailable). We @essthat all devices
have the same speed and that each device can work on a sibgiegdime (the
service policy of transitios_srv ande_srv is “single server per color”).

The other basic function of SWN is the constant funcif we change the
function on the arc out afoc to (S), then each firing ofloc addsK tokens to place
wait, one token per color iD, thus representing a fork of a job intothreads, one
per device. If the functionlS) is associated also to the arc framv to e srv then
the transition can fire only if there is Biv at least one token per color: therefore
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loc_ tloc 0 wait_dl1 s j%rv_o srv._dl e _srv 0

av_dl back_ 0 un_av_dl

tloc_1 wait_d2 Sﬁrv_l srv_d2  e_srv

av_d2 back_1 un_av_d2

Figure 1.9: Unfolding of the SWN of Figure 1.8

it expresses a synchronization in the elaboration ahiberipherical devices.

From an SWN an equivalent GSPN can be generated, which hasathe
structure, replicated as many times as there are colors€iexample above there
areK replicas of all colored places). The process of generat@& BN equivalent
to a given SWN is calledinfolding[42]: each place is duplicated as many times
as there are distinguished colored tokens assigned to khet,dransitions are
duplicated as many times as there are transition instaandsarcs are computed
according to the functions associated to the arcs of the SKHire 1.9 shows
the GSPN model obtained through unfolding of the SWN modeigafe 1.8.

Figure 1.7, in its central path, describes twored solution process of an
SWN: the Colored Reachability Graph (CRG) is built first, falkx by a colored
TRG, from which the @mc is computed. While a state in a GSPN is an assign-
ment of tokens to places, in SWNSs, as in all colored nets,ta &@an assignment
of colored tokens to places. Listed in the last three lin€gable 1.1 are three col-
ored markings: stat€;, corresponds to a situation in which there is a job waiting
for devicedl, while a job is using devicd2, and another one is usimi}.

Figure 1.7 depicts also the relationship between an SWN t&ndnifolded
GSPN: the CRG and the RG are isomorphic, and the same Markain ishpro-
duced.
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State State Description Z Cardinality

S M(wait) = 1-Zp 1, M(srv) =1-Zp |Zpal=1,|Zp2| =2
S M(wait) =1-Zp1,M(srv) =1-Zp1+1-Zpo |Zpa|=1,|Zp2| =1

Cia M(wait) = 1-dg, M(srv) =1-do+1-d3 n.a.
Cip M(wait) = 1-dp, M(srv) =1-d;+1-d3 n.a.
Cic M(wait) = 1-d3, M(srv) =1-d;+1-dp n.a.

Table 1.1: Symbolic and colored states for the SWN of Figuse 1.

The real advantage of colored nets in general, and of SWN riticpkar, is
the ability to exploit the symmetries described by the coldnis exploitation is
fully automatic for SWN. Figure 1.7, in its left-most patlestribes theymbolic
solution process of an SWN: the Symbolic Reachability GrapRG) is built
first, followed by a symbolic TRG, from which theT®c is computed. We do
not enter in the details of the SRG construction [15] heraveéwer, we recall
that a state of the SRGyYmbolic markinyjis an equivalence class of colored
markings. The equivalence classes are represented in tdrepartition of a
color class into dynamic subclass@&sorciassindex Characterized simply by the
subclass cardinality.

Examples of symbolic markings for the central server modelgiven in the
first two lines of Table 1.1. Stat®, is the equivalence class of all markings that
have a job waiting for a device and two other jobs in servidgegithe two other
devices: indeed stat® corresponds to the three colored markidjg, C1p and
Cic. StateS, corresponds to all colored markings that have a job waitorgaf
device that is already in use by another job (the same dynanficlassZp 1 is
associated to placesait andsrv), and a different device (one of the remaining
two) in use by another job.

An interesting feature of SWN is that the equivalence ckaase directly com-
puted from the initial marking of the SWN, thanks to a defomtiof symbolic
transition firing a firing in which dynamic subclasses, instead of specifiorsol
are assigned to variables. Therefore in the SRG, out of Siateere is an arc in
whichxis associated tép 1: the single arc represents the three arcs corresponding
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to the possible assignmentimf a color inD.

The SRG is a bisimulation of the CRG (although the bisimatatelation is
never computed), while theT®c built from the SRG is a lumped @1C with
respect to the @vc generated from the CRG, as summarized by Figure 1.7.
Observe that, for each symbolic marking, it is possible titddaihe list of corre-
sponding colored markings.



Chapter 2
Model checking temporal logics

Electronic commerce, telephone switching networks, heghand air traffic con-
trol systems, medical instruments are examples of systhats provided with
a proper integration with the Internet and embedded sys{eorssidering both
hardware and software implementations), surely are imgarovith respect to the
tasks they have been designed for. Clearly, the need fobleli@ardware and
software systems is critical, and even if failure is not-tifeeatening, the conse-
guences can be economically devastating, so it is becomorg and more im-
portant to develop methods that increase our confidenceiodirectness of such
systems.

Taking into account the deeply heterogeneous purpose®afite different
application fields, we could reasoning about which kind afparties and about
which idea of correctness we are interested in. Stated tlsgs#&m is correct
whenit does what it was designed foone of the basic axioms of the software
and hardware engineering is that the concept of the “coresst of a system ”
has always to be referred to a specific set of requiremerdsefibre, we can not
saythe system is correcbut we will saythe system is correct with respect the
designed specificationsince it is not possible to verify the abstract view of the
complete absence of errors that can not be derived from thafilment of the
specifications.
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Given that, we can roughly distinguish among the followingrectness mean-
ings:

e functional e.g., the system output is correct with respect to the mpepd
is designed for (e.g., “the mainframe processes the joliswiterrors”);

e performancee.g., the system is able to execute a task within a temporal
deadline (e.g., “the mainframe processes the jobs withitini® units”);

e dependabilitye.g., the system is able to react and to recover from interna
or external failure (e.g., “the mainframe is able to recdr@m a deadlocked
job”);

¢ fairness e.g., the system is able to act, taking into account speszficice
policies (e.qg., “the mainframe does not process indefintted same jobs”);

According to the given list of different items, a wide numlaérdifferent prop-
erty classes may be obtained from the combination of themgfample, the
performabilityclass is given when performance and dependability prasedie
quite undistinguishable.

In this chapter, we will introduce th@odel checkingechnique: an automatic
approach for verifying finite state concurrent systemsjrigaa number of advan-
tages over traditional procedures that are based on siowl&tsting and deduc-
tive reasoning. It is basically a procedure that checksevery reachable state of
a specific system, if a property of interest holds, or doesTiwt properties under
investigation, which formalize the specification, are giveterms of some appro-
priate logics, usually provided with an explicit or an ingiinotion of time [21].

This chapter is organized as follows. In Section 2.1, we ige@a panoramic
excursustaken from [21] on the main model checking motivationstdrg and
application fields. In Section 2.2 and in Section 2.3 we itlte how the model
checking techniques was applied to two specific logics g@mimportant rule in
the formal specification of real-time and performabilityemted systems.
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2.1 The model checking verification technique

In this section we provide an overview about the conceptaaishof the model
checking technique, specifically by delineating the framdwn which the model
checking may be contextualized (Section 2.1.1), by listimg most important
model checking techniques, according to the different wnaddogics it was ap-
plied for (Section 2.1.2), and by furnishing an informal cdgstion about the
model checking process (Section 2.1.3). This section iptaddrom [21].

2.1.1 Formal methods for hardware and software verification

The widest validation methods for hardware and softwartegys aresimulation
testing deductive verificatiomndmodel checking

Simulation and testinfh4] both involve making experiments before deploying
the system in the field, but while the former is performed orabstractionor a
modelof the system, testing is performed on the actual produchoith cases,
these methods are typically based on the coherence chdmkivwgen the injected
inputs and the obtained outputs, and they can be a costeeffigiay to find many
errors, even if checking all of the possible interactiond aotential pitfalls is
guite impossible.

With deductive verificatiorit is intended the use of axioms and proof rules
to prove the correctness of systems [40]. The importancaic $echnique is
widely recognized by computer scientists; however, dedecterification is a
time-consuming process that can be performed only by expérod are educated
in logical reasoning and have considerable experience.ggoestly, the uses of
deductive methods are rare, and are primarily applied toljgensitive systems,
such as security protocols, where enough resources needredsted to guaran-
tee their safe usage [21]. An important limitation of sucpraach is highlighted
by the theory of computability: it shows that there cannoabarbitrary algorithm
that decides the termination of an arbitrary computer @ogrthus, most proof
systems cannot be completely automated. Despite this,\emtdje of deductive
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verification is that it can be used for reasoning about irdistate systems, and
this can be automated to a limited extent. However, evereiptioperty to be ver-
ified is true, no limit can be placed on the amount of time andory that may
be needed to find a proof.

Model checkings a technique for verifying finite state concurrent systems
one benefit of this restriction is that verification can bef@enedautomatically
The procedure normally uses an exhaustive search of theegiate of the sys-
tem to determine if some specification is true or not. Giveffigent resources,
the procedure always terminate witly@s/noanswer. Although the restriction to
finite state systems may seem be a major disadvantage, ntbddieg is applica-
ble to several very important classes of systems (for exanhglrdware controller
or communication protocol are finite state systems); intamdisystems that are
not finite state may be verified using model checking in comtam with various
abstraction andhductionprinciples. Finally, in many cases errors can be found
by restricting unbounded data structures to specific instmithat are finite state.
Because model checking can be performed automatically piteferable to de-
ductive verification, whenever it can be applied; howeveere will always be
some critical applications in which theorem proving is reseey for complete
verification.

2.1.2 Temporal logics and model checking

Temporal logics are useful for specifying concurrent systebecause they can
describe the ordering of events in time without introdudiimge explicitly, and
they are often classified according to whether time is asduméave a linear
or branching structure: in the first case, we consider only possible sequence
of possible events, while in the latter case, we analyzeaastible futures (i.e.,
computations).

Several researchers have proposed using temporal logiesgsoning about
computer programs; among all, Pnueli [61] was the first tathise for reasoning
about concurrency: his approach involved proving propsitif the program under
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investigation from a set of axioms that described the bemasi the individual
statements in the program.

The introduction of temporal logic model checking algamthby Clarke and
Emerson [17] in the early 1980s allowed this type of reaspbmautomated, be-
cause checking that a single model satisfies a formula is masier that proving
the validity of a formula for all models. The algorithm demeéd by Clarke and
Emerson for the branching time Computational Tree logicL()Gvas polynomial
in both the size of the model and in the length of its specificaih temporal logic;
they also showed how fairness properties could be handlguutichanging the
complexity of the algorithm. This was an important step,suse the correctness
of many concurrent programs depends on some type of faiassssnption; for
example, absence of starvation in a mutual exclusion dlgonmay depend on the
constraint that each process makes progress infiniteln.dfegter, Clarke, Emer-
son and Sistla [18] devised an improved algorithm that waesli in the product
of the length of the formula and the size of the state traorsigraph.

Sistla and Clarke [67] analyzed the model checking problenafeariety of
temporal logics and showed, in particular, that for the Birieemporal logici(TL)
the problem was PSPACE-complete. Pnueli and Lichtenst&jrganalyzed the
complexity of checking linear time formulae and discovetldt although the
complexity appears exponential in the length of the formitiia linear in the size
of the global state graph: based on this observation, tlgeyearthat the high com-
plexity of linear time model checking might still be accdg&afor short formulae.

CTL* is a very expressive logic that combines both branching &nlinear
time operators. The model checking problem for this logis Vst considered by
Clarke, Emerson and Sistla in [18], where it was shown to beAR&ERcomplete;
this result can be exploited to show thatlC andLTL model checking are of the
same algorithmic complexity in both size of the state grapdhaf the size of the
formula. Thus, for purposes of model checking, there is ra@firal complexity
advantage to restricting oneself to a linear time logic [29]

Computers are frequently used in critical applications whaedictable re-
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sponse times are essential for correctness. Such systerallad real-time sys-
tems. The above cited temporal logics are not able to exghesguantitative tem-
poral specifications usually required to hold in real timsteyns, for example “
eventp will happen within at most time units”, despite of their expressive power,
which let them to express qualitative temporal specificetidor example “ event
p will happen in the future”. Real-time @ (RtcTL) [30] and and Timed CL
(TcTL) [2] are two examples of logics for which model checking aitioms were
introduced for the above cited goals; where the former isvlE extension of
the CrL logic, providing a syntactical sugar for expressing boyadsl it is based
on a discrete view of time (useful for describing synchransystems), the latter
was developed for specifying asynchronous systems, inhathie notion of time
IS necessary continuous, and for which the consequenttptgmon-finitness of
the state space has to be handled.

An important class of logics is related to the capability xpress properties
connected to the performance and dependability evaluatitvities, in the field
of the stochastic model checking. Continuous Stochastic IggsL) [5, 6] and
Continuous Stochastic Reward logicqRL) [35], are two examples of such ap-
proaches, letting to specify probabilistic specificatithreformer), even combined
with purely performance requirements (the latter).

In the original implementation of the model checking algans, transition
relations were represented explicitly by adjacency liBts. concurrent systems
with small numbers of processes, the number of states walyigairly small,
and the approach was often quite practical: the EMC tool for @odel check-
ing, developed by Clarke, Emerson and Sistla [18] was abldéalctransition
graphs with between fand 10 states at a rate about 100 states per second for
typical formulae. In systems with many concurrent partsyéncer, the number of
states was too large to handle. For facing with that probMoMlillian [49] real-
ized that by using a symbolic representation for the statesttion graph, much
larger systems could be verified and implemented the SMVusiolg the ordered
binary decision diagrams; using tegmbolic model checkinghe original EMC
tool could verify systems that had more tharfd6tates [43]. Since then, various
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refinements of such approach let to manage up to more thigf dtates [28].

Verifying software causes some problem for model checkireg:ause soft-
ware tends to be less structured then hardware and, in @gdancurrent soft-
ware is usually asynchronous. For these reasonssttte space explosion phe-
nomenonis a particularly serious problem for software. Conseqyemtiodel
checking has been used less frequently for software vdrditahan for hard-
ware verification. The most successful techniques for dgadiith this problem
are based on theartial order reduction33], which let to reduce the state space
by selecting only a subset of the way one can interleave mrdgntly executed
transition (two transitions are calleddependenbf each other when executing
them in either order results in the same global state).

Although symbolic representation and the partial ordencéidn have greatly
increased the size of the systems that can be verified, mafigtie systems are
still too large to be handled: so some other approaches wasoped.

The first technique exploits threodular structureof complex circuits and pro-
tocols: if it is possible to show that the system satisfiehdacal property (i.e. a
property involving only a small part of the whole system)ddfrthe conjunction
of the local properties implies the overall specificatidrgrt the complete system
must satisfy the specification as well (see, for exampld)[34

The second technique involves the usabs$traction usually applied by giv-
ing a mapping between the actual data values in the systena andhll set of
abstract data values; by extending the mapping to statesamgitions , it is pos-
sible to produce an abstract version of the system underdamasion, often much
smaller then the original system, and usually much simpleetify (see, for ex-
ample, [20]).

Symmetrycan also be used to reduce the state explosion problem (see, f
example, [68]): having symmetry in a system implies thetexise of nontrivial
permutation group that preserves the state transitionhgrapd that can be ex-
ploited to define an equivalence relation on the state spattesystem and to
reduce the state space.



2.1 The model checking verification technique 31

Inductioninvolves the use of parameterization to reason about fasnilf sys-
tems and it is called in this way, because an inductive argtiiseused to verify
that an invariant process (a representative of a family sifesys) is an appropriate
representative (see, for example, [19]).

2.1.3 The model checking process

The model checking problens easy to describe. Given a Kripke sructivle=
(SL,R), that represents a finite state concurrent system (WBésethe set of
statesR the transition relation between the states hnsla function labeling the
set of states with assertions that hold in such states) agmhaaral logic formula
f expressing some desired specification, find the set of adsstaSthat satisfy
f:

{seS|M,sf=f}.

Normally, some states of the concurrent system are desigaatinitial states.
The system satisfies the specification provided that all @fititial states are in
the set. Applying model checking consists of several taskihe following syn-
thesized.

e Modeling: itis performed by converting a design into a formalism g@ted
by a model checking tool. In some cases this is simply a canpil task;
in other cases , due to memory and time limitations, it mayireqhe use
of abstractions to eliminate irrelevant details.

e Specification useful to express the properties the system has to satisfy,
usually given in some logical formalism, and it is common $e temporal
logic, which can assert how the system evolves over time. portant
iIssue in specification isompletenessnodel checking provides means for
evaluating if a given model of the design satisfies a giverifipation, but
itis impossible to determinate whether the given specitioatovers all the
properties that the system should satisfy.
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¢ Verification: ideally, the verification is completely automatic. Howeva

practice it often involves human assistance, for examplé¢hi® analysis of
the verification results. In case of negative result, the issesually pro-
vided with an error trace, that can be used as a countererafopkhe
checked property and can help the designer in tracking doherevthe
error occurred. In this case, analyzing the error trace ragyire a modifi-
cation to the system and the reapplication of the model chg@&{gorithm.
An error trace can also result from incorrect modeling ofsyxgtem or from
an incorrect specification (often callededse negative The error trace can
also be useful for identifying and fixing these two problemdinal possi-
bility is that the verification task will fail to terminate nmally, due to the
size of the model, which is too large to fit into the computenmegy. In this
case it may be necessary to redo the verification after chgrsgime of the
parameters of the model checker or by adjusting the modgl . using
additional abstractions).

2.2 Model checkingTcTL formulae

The TcTL logic was defined to specify the real-time requirements ¢haser-
specified system model by mean of the TA formalism must ekhibithis sec-
tion we provide an informal introduction to TA (Section 2.¢.and to the model
checking problem of TTL formulae (Section 2.2.2).

2.2.1 TheTA formalism

TA [4] are automata extended with clocks, which are reali@dlvariables, which
increase at the same rate as real time. X & a set otlocks and®(X) be the
set of theclock constraint®ver X, which are defined by the following grammar:
d :=x<c|x>clx<cx>c|d1Ad2, wherex € X, c € Q>p. A timed automaton A
is atuple(L, L% %, X,1,E) where:L is afinite set ofocations L° C L is a set of the
initial locations | is a (total) functiornL — ®(X) that associates to each location
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aninvariant condition(i.e. a clock constraintlE C L x = x ®(X) x 2X x 2¥° x L
represents the set of tlevitches The switch(s,0,¢,A,p,s) € E represents a
switch fromsto s’ on the evenu; ¢ is the clock constraint (or guard) associated to
this switch A C X gives the set of clocks that are reset when the switch is ésdcu
andp C X2 is a clock renaming function. In [4] the semantics of TA isctézed

by means of a TTS, and the problems and the possible solutgasding the
infinite number of states and symbols of such a TTS are algstidted. This
leads to the use of abstraction methods, for exampledagen graphand the
zone graphThe semantics of TA is standard (in particular, see [10,fdB}he
semantics of the variant of TA with clock renaming), then watat here.

An example of TA

As an example of TA consider the simple system, as shown inorég2.1,
depicting a trivial communication sub-system. The congdeTA has two loca-
tions, one of them is labelesknding to indicate a message is going to be sent
by the sub-system, and it is the initial location, the otlsdabeledreceiving for
describing it is waiting for an acknowledgment to the pregionessage. It is also
defined a clock namexl Thesendinglocation has got the invariantQ x < 10,
suggesting that it is not possible to stay in that state forentioan 10 time units.
There is an arc frormendingo receiving namedsendand provided with the clock
constraint 8< x < 10, that establishes the action may be performed not before 8
and not after 10 time units. In addition, the clocis reset, because it will be used
to count the time elapsing in the arrival location. Tieeeivinglocation has got
the invariant 0< x < 15, suggesting that it is not possible to stay in that state fo
more than 15 time units. There is an arc frogaeivingto sending namedeceive
and provided with the clock constraint ¥2x < 15, that establishes the action
may be performed not before 12 and not after 15 time unitsddiitian, the clock
X is reset, for the just before cited motivation.
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send

8<x<10
X

receive

12<x<15
X

sending receiving

0<x<10 0<x<15

Figure 2.1: An example of TA, modeling a simple communiaggsabsystem

2.2.2 TheTcTL logic

The TCTL syntax

Let A be a TA,AP the set of atomic propositions, afbdthe non-empty set of
clocks, disjoined by the clocks iy, i.e.,CND = @. z€ D is often calledormula
clock Fora € AP, ze D, anda € W(CUD), the syntax of TTL [2] is defined as
follows:

Wi=ala|-@|y Vv |zny|EWUY] | AlYUY].

The boolean operatorsue, false A, = e < may be easily derived, as the
operatorsEF (eventually in the futurelsG (eventually globally) AF (always in
the future) eAG (always globally). The in zing is namedreeze identifigrand it
limits the formula clock scope ig; informally speakingziny holds in the stats
if Y holds ins, whenz starts inswith the value 0; it is usually used toghether with
the U (Until) operator, for specifying temporal requirements.

For example, a property like ‘starting from the currentestaind considering
all possible computations (paths), the propeptyolds continuously until, within
7 time units,P will hold’, may be expressed in this way:

ZnA[(pAz < 7)Uy).

The TcTL semantics

The semantics of @TL is defined by a satisfaction relation (written |a3,
which relates the transition systdvh a states (i.e., alocation I plus a clock eval-
uationv, on the automata clocks), a clock evaluatigron the clocks occurring in
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Y, and a formulap. It may be written(M, (s,w), ) €=, or M, (s,w) =, if and
only if Y holds in the state of theM, being considered a formula clock evaluation
w. The states= (I,v) satisfieq), if the ‘extended’ statés, w) satisfies), wherew
is a clock evaluation, so that(z) = O for all formula clockz. The formal seman-
tics of TCTL can be found in [2]. Here we give an informal description. Atss
satisfies the atomic propositianf sis labelled witha, the operators. and— have
the usual interpretation. The clock constrainholds in(s,w), if the clock value
in v, the evaluation irs andw satisfya. The formulaziny holds in(s,w), if {
holds in(s,w), wherew is obtained byw resettingz. The formulaE[@Uy] holds
in (s,w), if exists a patto time-diverging, which starts from s, and that satisfies
in some point in the future, satisfyingA @in all previous positions. The formula
A[@UY] holds in(s,w), if all the pathso time-diverging start frons, satisfyy in
some point, and satisty vV @ in all previous positions.

The TcTL model checking problem

Model checkin@ TA against a TTL formula® consists of computing the set
of statesSat{®) such thas € Sat(®) if and only if @ is true ins. The setSaf®) is
constructed by computing recursively the sets of statésfaiy the sub-formulae
of .

An examples of property specification usingr cTL

We take the example in Figures 2.1. We could ask the followlags of prop-
erties on it:

1. Reactivity specifies a maximal delay between an event occurrence and a
reaction. For example: ‘every transmission of a messagalmafed by an
acknowledgment within 5 time units’. Formally,

AG]receiving= AF <>sending

2. Punctuality specifies an exact delay between two events. For example: ‘i
exists a computation so that the delay between waiting facknowledg-
ment and sending of a message is exactly 11 time units’. Hyyma

=11

EG|receiving= AF~"'sending
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3. Periodicity. specifies periodical occurences. For example: ‘The system
waiting for an acknowledgment every 25 time units’. Formall

AG[AF <%receiving

4. Minimal delay specifies a maximal delay between two events. For example:
“After a message is sent, the system is sending again a neessayjefore
15 time units”. Formally,

>15

AG [sending= —sendingJ=">sending

5. Interval delay specifies that, since an event occurs, the subsequent event
has to occur in a specific timing interval. For example: ‘Aemessage is
sent, the system is sending again a message between 15 anw30its’.
Formally,

<30

AG[sending= —sendind)='°sending\ —sending)=3’sending

2.3 Model checkingCsL formulae

The CsL logic was defined to specify properties that are typical osthsystems
characterized by a stochastic evolution of the dynamic$acnit is interpreted
over models specified by mean of &c. In this section we provide a brief recall
of the Crmc formalism (Section 2.3.1), and to the model checking pnobtd
CsL formulae (Section 2.3.2).

2.3.1 TheCtmMmc formalism

Consider a @Mc as an ordinary finite transition system (Kripke structurégve
the edges are equipped with probabilistic timing inforrmatiLet AP be a fixed,
finite set of atomic propositions. A (labeled)r@c M is a tupleM = (SR,L)
with Sas a finite set of stateR,: Sx S— R as the rate matrix, and: S— 2AP
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as thelabeling function Intuitively, functionL assigns to each stasec Sthe set
L(s) of atomic propositions € AP that are valid ins. In the traditional inter-
pretation, at the end of a sojourn in statghe system will move to a different
state. Instead, we consider the definition in according Joifiewhich self-loops
at states are possible and are modeled by havii,s) > 0. We thus allow the
system to occupy the same state before and after taking sitioen The inclu-
sion of self-loops neither alters the transient nor thedstestate behavior of the
CTMC, but allows the usual interpretation of linear-time tengy@perators like
next stemanduntil, and it will be exploited when we address the semantics of the
logic CsL in 2.3.2. A states is calledabsorbingif and only if R(s,s') = 0 for
all statess'. Intuitively, R(s,s) > 0 if and only if there is a transition fromto
<. Furthermore, 1 e R(5S)t js the probability that the transition— s can be
triggered withint time units. Thus, the delay of transitien— s’ is governed by
the exponential distribution with rate(s,s). If R(s,s') > 0 for more than one
states, a competition between the transitions originating éxists, known as the
race condition The probability to move from a non-absorbing state a partic-
ular states’ within t time units, i.e., the transitioa — s wins the race, is given
by: P(s,8,t) = RE8). (1 e E(S1) whereE(s) = T4csR(s,§) denotes théotal

E(s)
rate at which any transition outgoing from stadés taken. More preciself (s)

specifies that the probability of taking a transition outgpfrom states within t
time units is 1— e (91, due to the fact that the minimum of two exponentially
distributed random variables is an exponentially disteduandom variable with
as rate the sum of their rates. Consequently, the probabflityoving from a non-
absorbing stateto s’ by a single transition, denotd(s,s), is determined by the
probability that the delay of going fromto s finishes before the delays of other
outgoing edges froms; formally, P(s,s') = R(s,s')/E(s). For an absorbing state
s, the total rateE(s) is 0. In that case, we haw(s,s') = 0 for any states'. The
matrix P is usually known as thgansition matrixof the embedded discrete-time
Markov chain ofM (except that usually’(s,s) = 1 for absorbings). An initial
distribution onM, is a functiona : S— [0, 1], such thaty s-sa(s) = 1.

For a CTMC, two major types of state probabilities are distigiged:steady-
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stateprobabilities where the system is considered “on the lomng, fiLe., when an
equilibrium has been reached, amansient-statgorobabilities where the system
is considered at a given time instant

An example of aCTMcC model

We take the example illustrated in [6]. Consider thiple modular redun-
dant systemconsisting of three processors and a single (majoritygrvdive
model this system as aT@C where states ; models thai (0 <i < 3) proces-
sors andj (0 < j < 1) voters are operational. As atomic propositions, we use
AP = {up|0<i < 4}uU{down}. The processors generate results and the voter
decides upon the correct value by taking a majority voteidihy, all components
are functioning correctly, i.eq = 0@3‘1. The failure rate of a single processor is
A and of the votew failures per houf. The expected repair time of a processor is
1/pand of the voter 15 hours. It is assumed that one component can be repaired
at a time. The system is operational if at least two procesand the voter are
functioning correctly. If the voter fails, the entire systés assumed to have failed
and, after a repair (with ra@®, the system is assumed to start as good as new. The
details of the CTMC modeling this system are shown in Figur2g\ith a clock-
wise ordering of states for the matrix/vector-represematstarting withsz ;).
States are represented by circles and there is an edge bettages and states’ if
and only ifR(s,s) > 0. The labeling is defined hbly(s 1) = {up}, for 0<i < 4,
by L(s0,0) = {down}, and it is indicated, in the depicted example, near thestate
For the transition probabilities, we have, eB(s21,531) = 1/ (2A + p+ V) and
P(s0.1,50) =V/(H+V).

2.3.2 TheCsL logic

The CsL syntax

Let AP be a set of atomic propositions, andlRetg be the set of non-negative
real numbers. The syntax ofSC [5, 6] is defined as follows:

Dr=a|DAD | D | 2, (X' ®) | 2,p (PU' D) | 5,00 (P)
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Figure 2.2: An example of @uc, modeling a triple modular redundant system,
taken from [6]

wherea € APis an atomic proposition,C R>¢ is a nonempty interval, interpreted
as a time interval<e {<,<,>,>} is a comparison operator, ainde [0,1] is
interpreted as a probability.

The CsL semantics

Formulae of GL are evaluated over continuous-time Markov chairms\C s),
each state of which is labeled with the subset of atomic EBitpasAP that hold
true in that state.

The logic GsL can be divided intcstate formulagwhich are true or false
in a state, angbath formulae which are interpreted as being true or false for a
path of the system (where a path is a sequence of transitibithwepresents a
computation of the €@mc). The interpretation of the state formulae is as follows:
a states satisfies the atomic propositianif sis labelled witha, the operatorg
and - have the usual interpretation, whife,, (®) is true ins if, assumings as
initial state, the sum of the steady state probabilitieshef states that satisi$p
is>a A, For a path formulg € {X'®, ®;U'd,}, the state formulap, () is true
in sif the probability of the paths leavingwhich satisfy¢ is > A. We say that
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7. (9) is aprobabilistic formula whereas,., (®) is asteady-state formula

The interpretation of the path formuld@® and ®,U' d, is as follows. The
Next formulaX'® is true for a path if the state reached after the first traomsiti
along the path satisfig, and the duration of this transition lies in the interlal
The Until formula®,U' ®- is true along a path b is true at some state along the
path, possibly also the initial state of the path under aw@rsition, the time elapsed
before reaching this state lies inand®; is true along the path until that state.
The formal semantics of €& can be found in [6]. The usual abbreviations for
propositional and temporal logic will be used throughowt plaper; for example,
Old=truel! ®, 2.\ (O'D) =24 5 (O'-D).

The CsL model checking problem

Model checkinga CTtmcC against a GL formula® consists of computing the
set of statesSat(®) such thats € Saf(®) if and only if ®is true ins. The set
Sa(®) is constructed by computing recursively the sets of sta#isfying the
sub-formulae ofp. When probability bounds are present in thetGormula (7,
or S.»), the model-checking algorithm requires the computatibtransient or
steady-state probabilities of the originati@c as well as, depending on the for-
mula, a number of additional @ c s built through manipulation of the original
one: see [6] for more details.

An example of property specification usingCsL

As an example of a &L property specification of a TiCc model, we take
again the example illustrated in [6]. Consider thele redundant systepas in
Figure 2.2, provided with a set of atomic propositions as@efiby its own label-
ing function. We could check the following requirement:sidering statez 1 as
initial state:

e Steady-state availabilitye.g.:

S>0.99(UP2 V UP3)
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is valid insz 1, if in the long run, for at least 99 percent of time, at least tw
processors are operational (startingdn).

e Instantaneous availability at time &.9.:

?>0.99(o" (UP2 V UP3))

is valid in s3 1, if the probability to have at least two processors running a
timet exceeds ®9 (starting insz 1).

e Conditional interval availabilitye.qg.:
P-0.01((upz vV ups)U @19 own)

is valid in sz 1, if the probability of the system beindgownwithin 10 time
units, after having continuously operated with at least pracessors is at
most Q01 (starting in stateg 7).

e Steady-state interval availabilite.g.:
520_9(T20.8D[O’10] —~down)

is valid in those states guaranteeing that, in equilibriumth ywrobability at
least 09, the probability that the system will not go down within 1é¢
units is at least 8 (starting in statag 7).

¢ Conditional time-bounded steady-state availabjléyg.:
?-05((~downU 10295 g(upp v ups))

is valid in those states guaranteeing that, with probgtditleast (b, will

reach a statebetween 10 and 20 time units, which assures the system to be
operational with at least two processors when the systemesguilibrium
(starting in statesg ;).
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Model Checking Petri Nets



Chapter 3

TcTL model checking of TPN
models

3.1 Introduction

Time Petri Nets (TPN) [51] and Timed Automata (TA) [4] are efyg used for-
malisms to model and analyze timed systems. TPN and TA arsceiéme for-
malisms, which implies that their underlying state-spacdafinite, and therefore
verification techniques which enumerate exhaustively theesspace cannot be
applied. In general, this difficulty is addressed by apmysymbolic methods or
by partitioning the infinite state-space. With regard to The well-known re-
gion graph [4] or zone-based graph [3] techniques are twd soethods, the
latter of which forms the basis of the techniques implemembetools such as
UPPAAL [26] and KRONOS [70]. With regard to TPN, in [8, 50] apmoach
based on the so-called state class graph (SCG) construigtipresented. In the
SCG the nodes are sets of states, represented by a pair fgarkng domain),
where the firing domain represents the set of times at whichresition can be
fired. The SCG construction allows the verification of unimeachability and
LTL properties [8, 50], while variants of this method allow ttegification of CrL,
and a subset of @TL [2] properties [9, 72].
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A different approach to allow &1L model checking of TPN is to produce
from a TPN a timed bisimilar TA which maintainscTL properties, and verify-
ing it using some well-known tools for model checking (fomexole, the above
cited UPPAAL and KRONOS). In literature there are two diéfier techniques
derived from it: the first is based on the Petri net (PN) stieecf12], and is gen-
erally characterized by a potentially high number of clock¢he produced TA;
the second is based on exploration of the timed state sparcexample in [48],
in which a method based on an extended version of the SCG dstasmmpute
the so-called state class timed automaton (SCTA), and i \{8iere zone-based
timed reachability analysis (see [3]) allows the constacof the so-called mark-
ing timed automaton, that in the following will be named zdrased marking
timed automatonZBMTA). The zBMTA always has a less or equal humber of
locations and edges than the SCTA, while the latter is optim#ne number of
clocks with respect to the former. Finally, it should be oetl that, in [31, 48], the
reachability techniques for the generation of a TA is gehemmployed again
subsequently to analyze the produced TA; this fact coulcesmse the verification
time of the TPN under investigation.

In this chapter we present a different technique (presemtdd4]) for the
translation of a TPN into a (strong) timed bisimilar TA, byngsthe reachability
graph of the underlyingntimedPetri Net to build what we have called theark-
ing class timed automatofMCTA). We will show that the SCTA, obtained by
applying [48], and the MCTA, obtained by applying our apminaare incompa-
rable in the number of locations and edges, while the MCTAlpces a greater
or equal number of locations and edges with respect tz#MTA approach,
obtained by applying [31]); finally, the number of clocks ntmyequal to those of
the SCTA, and less or equal to those of ##MTA. From these considerations it
may be deduced that our approach represents a competitieedior a number
of classes of systems, especially when a trade-off is neleeldeen the number
of the produced locations and clocks; we will present expental evidences to
show this. The main disadvantage of our method is the remeiné of bounded-
ness of the underlying untimed PN, while [31, 48] are lesimdse, needing
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only TPN boundedness. In order to address this problem, veesgime sugges-
tions to partially bound specific PN subnets of the TPN undeestigation. In

addition, because our method may explore some paths in tiv@ad Petri net

which are unreachable in the TPN, resulting in a greater mumblocations than
necessary, we consider an adjustment to the MCTA construatgorithm which,

for some TPN, can alleviate this problem.

This chapter is organized as follows: Section 3.2 explainsapproach to ver-
ify TPN by translation to TA using the reachability graph bétuntimed Petri
net. Our method is also compared with the above cited SCTAzalITA ap-
proaches. Section 3.3 presents some optimization teobstigusimple method to
partially resolve the above cited unreachable path prokdevariant for minimiz-
ing the location cardinality of the produced TA, and someagleo address the
boundedness requirements of our approach. Section 3.4ilskestiow we have
interfaced the new tool, REATSPN2TA with the KRONOS model checker, in
order to perform verification, and reports some testingltgsabtained on a set
of case studies, also comparing them against the resulie 6ol ROMEO [65],
which implements the SCTA arkBMTA approaches. Section 4.5 concludes the
chapter.

3.2 FromTPNto TA

Inspired by [31, 48], here we will show our approach (presénh [24]) for
translating a TPN model into a TA, that we term marking clasged automa-
ton (MCTA), in order to subsequently perform analysis onThAe Section 3.2.1
is devoted to this technique, also providing a proof thattimed transition sys-
tem (TTS) of the TPN and of the TA are timed bisimilar, whileSaction 3.2.2
our approach will be compared with the similar ones, basetti®$CTA and the
ZBMTA, as illustrated in [48] and [31] respectively.
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3.2.1 MCTA ofaTPN

In this section we present the MCTA construction, where thestructed TA has
an equivalent (timed bisimilar) behavior to that of a TPN. Wi# consider the
TPN7 = (P T,W—, W+ MO (a,B)). We will “untime” the TPN 7 in order to
obtain a Place/Transition PR = (P, T,W—, W+ M%. We denote by,n(M°) C
NP the reachability set of (the set of markings that can reach from its initial
markingM®). When bounded (i.€3k € N)(Vp € P)(YM € Ryn(M%))(M(p) <K)),
the behavior of this PN can be represented byrdlaehability graph which is an
untimed finite-state transition syste® = (Q,qo, T,—) whereQ = ®yn(M?),
0o = MO, and the transition relation- is defined by, for alM,M’ € £,,,(M°), for
allteT:

W {M >W-~(t) and

M'=M+WT(t)-W~(t).

From this reachability graph, we will build a TA which will i@ the same behav-
ior as the TPN up to timed bisimulation.

The MCG construction.

We now present the algorithm which builds tharking class graphMCG) ' (7)

of the TPN7 , which is a transition system(7 ) = (MC,Mcp, T, —mc). The states
MC of ' (7) are callednarking classe€ach marking class is a triple of the form
(M, x,trans), comprising a markingM of 7, a sety of clocks, and a function
trans: x — 2" associating a set of transitions to each clock.iifhe initial mark-
ing classMcy = (MO, {Xo},trans) is such thaM? is the initial marking ofr , the
set of clocksyo of Mcg is composed of a single clool, andtrans is defined by
trans(xo) = {t € T | t is enabled foM°}. To build the graph, we also need the
notion of clock similarity (adapted from [48]), in order toogip certain marking
classes together.

Definition Two marking classe€ = (M, x,trans) andC’' = (M’,X/,trans) are
clock-similar, denotedC ~ C/, if and only if they have the same markings, the
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same number of clocks and their clocks are mapped to the damersts, written
formally as:

M = M’ and
C~C'+ {|x|=[x|and

Vx € x,3IX € x/,trangx) = trang(X) .

To build the MCG we use a breadth-first graph generation dgkgor shown in
Algorithm 1. It begins by computing the children of the ialtimarking class,
then it proceeds by computing progressively the childresaah computed mark-
ing class. The algorithm terminates when it cannot compete marking classes
anymore. In line 13, the first marking class of the queNewis taken (i.eC :=
(Mc, Xc,trans:)), and the computation of the marking cl&s= (Mc/, X/, trans),
a child ofC, is performed from line X to line 120. Line 15 regards th&l~ por-
tion, while X andtrans are computed from line.& to line 114. Lines 115 to
1.19 are devoted to check if the newly computed cklldvas already reached in
a previous iteration, modulo a renaming application. Weandrthat the construc-
tion of this graph can be done by following the different gaiththe reachability
graph of the underlying PN adding a clock %éaind a relatioirans, and possi-
bly “unlooping” some loops of the reachability graph when arking is reached
many times with associated marking classes which are nok-cmnilar.

The MCTA Construction.

From the MCG defined previously, it is possible to build a P4z ) which
has the same behavior as the TEBN as we will show in the next section. Let
7 = (P, T,W~,W* ,M° (a,B)) be a TPN and (7 ) = (MC,Mco, T, —mc) its as-
sociated marking class graph. Timarking class timed automat§MCTA) A(7 )
associated ta is the TA(L,L° =, X, 1,E) defined by:

e L =MC is the set of the marking classes ;

o 0= {Mco}, whereMcy is the initial marking classMco = (MO, {Xo},transy));
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input : The initial marking clas#lco of a TPNT
output: The MCG of7

11 MCG:=0; New:= Mcp;

1.2 while New is NOT emptglo

1.3 C:=renove(New;

1.4 for all transitions t enabled for M do

15 Mg i= Mc +WT(t) =W~ (t);

1.6 For each clock € Xc, remove frontrans:(x) all the transitions
ty such thaty is enabled ifMc and is not inMc — W™ (t), to
obtain a relatiortrans;

17 The clocks whose image lisans is empty are removed from
Xc, to obtain a set of clockg';

1.8 for all transitions { which verifyTenabledty, Mc,t) = Truedo

1.9 if a clock x has already been created for the computation ¢

C’ then
1.10 ty is added tdrans (x);
111 else
1.12 a new clockx, is createdn is the smallest available
index among the clocks ¢f andtrans(x,) = t;
1.13 end
1.14 end
1.15 if there is a marking class’Gn MCG such that C~ C” then
116 | MCG:=MCGU{C “mcC"};
1.17 else
118 | MCG:=MCGU{C »mcC'} andadd(NewC');
1.19 end
1.20 end
121 end

Algorithm 1: MCG construction

—
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* X=Umytrangemc X;
e 2 =T,

e E is the set of switches defined by:
VG = (Mj, Xi,trang) € MC,VC; = (Mj, Xj,transj) € MC
G imch < 3(li,a,@,A,p,1j) € E such that
l; :Ci,lj =Cj,a=tj,
= (trang 1(ti,) > a(t)),A = {trans; ()| 1 enabledty, M;,t) = True},
Vx € Xi, VX € Xj, such thatrans;j(x') C trans(x),X € A,p(X) =

e VCi = (M, Xi,trang) € MC, | (C) = /\xexi,tetrans(x) (X <B(1)).

Remark In order to build the MCTA of a TPN, the number of marking ckss
has to be bounded, otherwise the construction of the MCG nwillterminate.
Note that a TPN has a bounded number of marking classes if alydifahe
underlying PN (i.e. the PN obtained by untiming the TPN) iaaed. We recall
that in contrast to the case of the boundedness of TPN [8lhd@dedness of
a PN is decidable. In Section 3.3.3 we will introduce an erogirapproach that
allows, by an iterative technique, to build the MCTA for teéBPN that have an
unbounded RG but a bounded set of reachable markings wherngitaken into
consideration.

Bisimulation.

In this section, we define a binary relation between the swit¢the TPN7 and
the states of its associated MCTA, and we will prove that téiation is a timed
bisimulation. Our results are analogous to those of in theesd of the SCTA
[48] and thezBMTA [31].

First, we recall the definition of timed bisimulation. L&t = (Ql,Q‘f,Zl,—q
yand S = (Qz,Qg,Zg,—>2> be two TTS. Let~C Q; x Q2 be an equivalence
relation onQ; andQ.. The equivalence relatios is atimed bisimulationf and
only if, for all ae€ ZUR>(:
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o if 51~ 5 ands; > & then there exists; - s, such thas) ~ s);

e if 51~ 5 ands, > s, then there exists; >, such thas, ~ s,.

Let7 = (P,T,W~,W*,M° (a,B)) be a TPN and\(7) its associated MCTA.
We consideQ, the set of reachable statesofandQa the set of states &%(7).
We define the relatioryy,C Q, x Qa by the following rule. For alb= (M,v.;) €
Q,, forallr = (Mc,va) € Qa (with Mc = (M;, X, trans )):

M = M, and

S~mcl < § Vt € T such that is enabled irM,

Vo (t) = va(X) with x € X, such that € trans (x)
Given the definition of the relatiory ¢, we have the following result.
Theorem 3.2.1 The binary relationr~yn.C Q, x Qa is a timed bisimulation.
The proof of Theorem 3.2.1 relies on the following two lemmas
Lemma 3.2.2 For all (s,r) € Q; x Qa, if s~mcathen:

1. forall d € Ry, if s2 g, then there exists-& 1’ such that S~mcl’;

2. forallteT,if st g, then there exists 4> r’ such that S~met’.

Proof.Lets= (M,v, ) be a state iiQ, andr = (Mc,va) with Mc= (M, X, trans)
be a state ifQa such thas ~ncr.

We first consider part 1. Led € R>o and suppose that there existsc Q.
such thats 2 ¢. Thens = (M,v?) with vi. = v, + 0. For allt € T, such that
t is enabled fromM, we havev,, (t) + & < B(t) (by the definition of continuous
transitions). Since ~ncr, we can deduce that for dlie T such that is enabled
from M, and for the unique € X, such that € trans (x), we haveva(x) + 0 <
B(t). Forallx € x, forallt € T, if t € trans (x) thent is enabled fromM; =M
(by construction of the relatiottans). Then we have\,y. icrans (x) (Va(X) +8 <
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B(t)), which means thata + 0 satisfiesl (Mc) = Axey, tetrans (x (X < B(t)). We
deduce that there existe Qa such that B with r’ = (Mc,Vv,) andv, =va+0.

The markings which appear ihands' are equal because the marking class of
r’ is the same as the onemfthe marking of' is the same marking as the one from
sand the marking of and the marking of the marking classradire equal (due to
the fact thas ~n,cr). We considet € T such that is enabled fronM, and denote
x the clock inx, such that € trans (x); thenv. (t) = va(x), and consequently
Vi (t) + 8= Va(X) + 0. Sincev,, = v, +dandv, = va+9, and since the marking
classes ir and inr’ are the same, we can deduce that fot @lT such that is
enabled fromM, for x € X; such that € trans (x), we havev/, (t) = v4(x); hence
s ~mcI’. Hence, we have shown part 1.

We now consider part 2. For abyg T, suppose that there exists= (M’,v/,) €
Q, such thats - . We can deduce thdtis enabled fromM; consequently
there exists an edge of the formc me Mc in the MCG associated to the
TPN and hence there exists a switeh- (Mc,t,@ A,p,Mc) in the associated
MCTA. Furthermore, since we hawL ¢ for the TPN we can deduce that
v (t) > a(t). We consider the uniquec X, such that € trang(x). Sinces ~pcr,
we haveva(x) > a(t), and since the guarg on the switche is by construc-
tion x > a(t), we conclude thatp satisfiesp. We can conclude that there exists
r' = (Mc,V,) € Qa such that L andMmc = (M/,X},trans. ) with, by construc-
tion of Mc/, M/ = M; +WT(t) =W~ (t) =M +WT(t) —W~(t) = M".

Now we want to prove thatt’ € T such that’ is enabled fromM’, for the
uniquex’ € x; such thatt < trang (x’), we havev,(x') = v, (t'). We consider a

transitiont’ € T such that’ is enabled fronM’. Two cases are possible :

1. Tenabledt’,M,t) = False This means that is enabled fronM, and we
deduce that for the uniquec X, such that < trans (x), we havev, (t) =
va(x). By definition ofs - ¢, we havev,, (t') = v/ (t'). We denotex’ the
clock of x; such that’ € trang (X). By construction of the MCTA, sinc
is not newly enabled, we deduce thi@ns (X') C trans (x). In fact, during
the construction of the MCG, when a deans(x) that contains enabled
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transitions which are not newly enabled, is built, no traosit is added to
this set; only removal of transitions is performed, and teisenot removed
because the associated transition is not disabled by thg &ft. We deduce
that the renaming functiop of the switch is such thai(x') = p(x). Hence
we have, by construction of- 1/, VA(X') = va(p(X)) = va(x). Recalling
thatva(x) = v (t), we havev,y (X') = v/ (t').

2. Tenabledt’,M,t) = True We have by definition o§-5 g, v, (t') =0.By
construction of the MCG, a new cloekhas been created fc’ such that
t’ € trang (x’) and such that’ € A. Hence we have,(x') =v’ (t') =0.

We conclude that' ~mcr’. |}

Lemma 3.2.3 For all (s,r) € Q; x Qa, if S~mcr then:

1. foralld € Rxo, if r A r’, then there exists-& ¢ such that 5~mcl”;

2. forallteT,ifr LR r’, then there exists & ¢ such that S~mel’.

The proof of this lemma proceeds in the converse mannertothamma 3.2.2.
Lemma 3.2.2 and Lemma 3.2.3 can be combined to obtain Thedizh

If we considera TPN- = (P, T,W—,W* M, (a,B)) and its associated MCTA
A(T ), because we have by constructidn®, 0) ~m¢ (Mco,0), we conclude that a
markingm is reachable fronM® in 7 if and only if there exists a state &7 )
whose associated markinghé. The timed bisimulation property also allows us
to obtain the set of states of which satisfy a TTL property: the TTL property
can be verified oA(7 ), and the resulting set of statesofsatisfying the property
can then be obtained usingy..

An example.

Now we show an application of our procedure to the TPN of Feg8ul. The
corresponding MCTA is given in Figure 3.2. The structurelions and arcs) of
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the MCTA is directly derived by the MCG, which furnishes atbe following
information:

o for every location, information regarding the correspaoigdinarking of the
considered (PN underlying the) TPN, as well as informatibou which
clock is linked to the currently enabled transitions in tberesponding state
of the original model.

e for every arc, the transition which fires in the TPN.

The MCTA construction step labels the locations with theamants, while guards,
clock resets and clock renaming functions are added to tise @uards are written
above the line labeling each arc, whereas resets and cloakniag are indicated
below. Starting from the initial locatioMCp, we have two newly enabled transi-
tions,t; andty, to which an unique clock, namegis assigned; the corresponding
invariants and guards, indicated on the correspondingomugcarcs, are indicated
with respect to the timing intervals in the TPN under tratista When the outgo-
ing arc labeled, is taken from locatioMCg to locationMC; (between time 4 and
5), the transition namet is still enabled, so the clockremains assigned to,
and must not be reset before enterivi@:. In locationMC; the automaton cycles
forever, taking the arc labeldg every 1 time unit, and always resetting the clock
x before entering the same location, becap$ealways newly enabled after each
firing. When the outgoing arc labeleglis taken from locatiorMCyp to location
MC; (after 1 time unit), the transition namedis still enabled, so the clockre-
mains assigned to ik{s not reset before), while the just fired transittpis newly
enabled, and so is assigned to a new clgclyhich must be reset before entering
in MCo. In locationMC, the automaton can cycle every 1 time unit, resetting the
clocky on every cycle, becausgis always newly enabled after each firing. When
the outgoing arc labeldd is taken from locatioMC,; to locationMC, (between 4
and 5 time units since it was enabled), the transition namesdstill enabled, but

in MC; the transitiont; is already assigned to a clock namedhis implies that
the clocky must be renamed into while taking the arc. Note that the guard on
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p1 Po
t t
4,5 11

Figure 3.1: A TPN model

| MC ‘ M | trans |
MCo | Po+p1 | X« (t1,t2)
MCy Po X ()
MCz | po+p1 | x(ta)
y— (t2)

Figure 3.2: The MCTA corresponding to TPNin Figure 3.1

the arc betweeMCy andMC; is never true, due to the invariant associated with
MCy, but thatMC; is reachable viMCo.

3.2.2 Comparing theMCG, ESCG and zBMCG approaches

In this section we compare the ESCG, MCG, a®mMCG approaches, taking
into account the cardinality of locations and edges, as a®lthe number of
needed clocks of the produced TA. We recall that, with respe¢he MCG,
the ESCG nodes are enriched by the firing domain constrai8is\vhile in the
zBMCG nodes the available information regards only the redoharkings [31].

Remark The MCG and the ESCG approaches are incomparable with tespec
the cardinality of locations generated.

We provide two examples to substantiate this remark|M& G|, and|ESCQG.,
be the cardinality of locations of the MCG and ESCG respebtiof a TPNT
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and consider the TPN of Figure 3.1MCG| = 3 can be derived from the TA
shown in Figure 3.2, while the ESCG construction foleads toESCQ = 9.
The ESCG and correspondent TA are shown in Figure 3.3. Theaébigure 3.3
defines, for each extended class ESC, the net maMinfpe association of tran-
sitions to clockdrans, and the firing domains of transitiolx It is clear that, in
this net, the ESCG construction distinguishes more thaiMiG& one. This hap-
pens because, in the ESCG, to each reachable marking thgdeenaanumber of
associated firing domains. Figure 3.4, instead, gives usamgle of a TPN7,
for which|[MCG|, > |[ESCQG,;, as shown in Figures 3.5 and 3.6. In this case, the
MCG algorithm, being unable to identify unreachable pagineduces an higher
number of locations, some of which are unreachable in the M.Gif fact, the
ESCG construction process, thanks to the firing domain ceeipua, correctly
cuts off the untakeable andtz transitions, and so th®1C, and MCs locations
are not reached, while this does not happen, as explainetpsty, during the
MCG step. Observe that, thanks to the timed bisimulationlte§ Theorem 3.2.1,
reachability on the timed automaton will reveal that twotoé four locations of
the TA built from MCG are not reachable.

Remark ThezBMCG approach results in no more locations and edges than the
MCG and ESCG approaches.

The zBMCG method generates only markings which are reachablesi BN,
whereas our MCG approach generates markings which areaigl@ah the under-
lying untimed PN. For this reason alone, it is easy to showxamgle in which
the number of locations and edges produced by#MdCG method is less than
or equal to the number of locations and edges produced by @& NMhethod.
Now note that each location produced by #®MCG method corresponds to a
set of locations produced by the ESCG method: the markingsponding to the
locations will be the same, but, in the case of the ESCG metihedlocations
are enriched with firing domains. A similar argument can bedusr the edges.
Taking again the TPN as in Figure 3.1, in Figure 3.7 we givelthebtained by
applying thezMCG technique.
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|EsC | M D trans |
ESG | po+p1 4<t;<5 X (tg,t2)
1<t, <1

Y12 3I<ti—tr <4
ESG | po+p1 <t < X (t1)
1<t <1 Y (t2)

t2 2<t1 -1, <3
ESG | po+p1 <t1 <3 X (t1)
<t <1 Y (t2)

e 1<t—tp<2
ESG | po+p1 1<p<2 X (t)
1<t <1 Y (t2)

0<t1—tb<1
ESG Po 0<t, <0 y — (t2)

—“1<ti—th<-1

= ESG | po+p1 0<ti<1 X (tg)
1<tp<1 Y (t2)

-1<t1 -t <0
ESG Po 1<t <1 y < (i)
ESG Po 0<t;<1 y— (t2)
ESG | po+p1 0<t;<0 X {ta)
1<t <1 y—(t2)

t1—tro=-1

Figure 3.3: The SCTA corresponding to TPNin Figure 3.1

Despite the fact that the ESCG and #t®MCG can result in smaller TA in
terms of locations and edges or clocks, we show in Sectiothat4when applied

to a number of examples from the literature, the sizes of thefitained by the

MCG approach are competitive with respect to those obtdiyatie ESCG and

thezBMCG approaches.

3.3 Improving the effectiveness of théICG approach

In this section we present some modifications of the MCG &lyor, in order to

improve the effectiveness and applicability of our prombselution.
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Figure 3.4: A TPN modefl, with [MCG|, > |ESCQG,

|EsC | M | D | trans |
ESG | po | i=1t=2tz3=4 | x (tz,to,t3)

th—-t1=1
%‘ t3—th=2
t3—t, =3
ESG | p 0 0

t1

Figure 3.5: The SCTA corresponding to TPNin Figure 3.4

3.3.1 Reducing the number of unreachable locations

The first modification allows to cut off paths that could oty be taken, such as
the firing ofty in MCy of the example in Figures 3.1 and 3.2. As observed before in
the TPN of Figure 3.1, whet3 andt; are newly enabled onltg can fire. Cutting
off the edge fronMCp to MC; does not chang®MCG,| in this case, but it does for
the TPN of Figure 3.4, since it discards the possibility ah@irof t, andts. The
MCG computation algorithm can be changed after ling &s in Algorithm 2,
that introduces a simple check of the earliest and latesgfiime of the newly
enabled transitions to remove from consideration traorsstithat are not firable.
Observe that this modification takes timing informatioroiaccount, as ESCG
andzsMCG do, but with the difference that the check is on the sirstgee and
no history of the enabling time of transitions is kept. TheNIrén the left part
of Figure 3.8 is the most effective case of the modificatiothef algorithm: the
original MCG is infinite (since th&, is unbounded), but the modified algorithm
stops since, as shown on the central and right part of Fig8elge firing ofty in
MC; is not considered.
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x>2

5 j; ’ © | MC | M ‘ trans ‘
MCo | po | X« (t1,t2,3)
MC: | p1 0
MC, p2 0
MCs3 P3 0

Figure 3.6: The MCTA corresponding to TPNin Figure 3.4

ROFNONOSCNN: ==~
5 i . MCo | 0 | x«(t)
v

4, 23

MCy | po | X (t1,t2)
MCz | 2pp | X« (t2)
Y (t1)

Figure 3.8: A TPN modet, for which the application of the local optimization
is useful

3.3.2 Trading clocks for locations and speed

The second modification increases the number of clocks, dxredses the num-
ber of locations and the computation time. The variant toM{&TA generation

2.1 for all transitions t, t newly enabled for M do

2. if a(t) > B(t') then

N

23 ] t will not fire in Mc:
2.4 end
25 end

Algorithm 2 : The local optimization to the MCG construction
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procedure proposed consists of the assignment of a unige& @r every en-
abled transition, and not a unique clock for every set of gemiabled transitions.
In doing so, we aim to avoid the duplication of locations ville same marking,
the same set of used clocks, but different (everrenaming) mapping functions
trans Basically, we do not need anymore the notion of clock sintjfaan ex-
pensive condition to check, and we consider equivalent theimg classes that
have the same marking and use the same set of clocks. We calN#€ the au-
tomata obtained with such a procedure. Figure 3.7 gives ampbe showing the
benefits provided by the MCT# by an application to the TPN of Figure 3.1:
assigning two different clocks,andy, to the newly enabled transitiotisandt in
locationMCq let us mergeMCpy andMC;, into a unique location, decreasing from
3 to 2 the number of required locations. Notice that the ME1%is the same as
thezBMTA of the TPN of Figure 3.1.

3.3.3 Dealing with unboundedness

Consider the TPN on the left part of Figure 3.9, illustratingadel provided by
the ROMEO package, that depicts an example of a producesioters system.
The setryn of this net is unbounded, but the TPN itself has a boundedviaha
because the consumers (top part of the net) are always thstéine producers,
so that tokens never “pile-up” in plade8. Observe that in TPN models whose
boundedness depends of time, even the smallest changetiméeefinition may
cause non-termination of the ESCG arteMCG algorithms; on the other hand
such models may be of interest in many application fields.riié#od we propose
here is to artificially bound the net, using an initial, randguess for this bound,
and then to check on the corresponding TA whether the boutabisow. We
proceed as follows: compute the P-semiflows of the untimed iP&ll places
are covered by at least one P-semiflow, then the net is bousmwi@dhe MCG
algorithm terminates; else, for all placesnot covered by a P-semiflow, build
the complementary placgs, and seM?(;) to a guessed value (we terimthe
set of complementary places); then build the MCTA using Atpon 1; finally,
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Figure 3.9: An unbounded TPN (left), and the same model #fiebounding
procedure (right)

check on the MCTA whether there is a reachable state of thefTAaoking M,
in which the complementary place is actually limiting thegoral timed behavior
(formally, 3t: Vp € P,M(p) > W~ (p,t) A3p € P,M(P) < W~ (p,t)); if such a
state exists, increase the initial guessNtfl{ p) and repeat. Note that, if the TPN
is unbounded the algorithm does not stop. P-semiflow and leongntary places
are standard PN concepts, and we do not recall them here. Westoow how
the net on the left part of Figure 3.9 is modified into the nettlom right part
of the same Figure. P-semiflow analysis reveals that ff&ces unbounded and
the complementary pladeis inserted. Choosinlyl°(P4) = 6 bounds alsd3 to
a maximum of 6 tokens. The check on the MCTA reveals that tlais & good
choice, and we can safely use the MCTA built from the net orritjiet part of
Figure 3.9, rather than the TPN on the left part of the Figthve (inderlying PN
of which is unbounded), since they have the same behavioreaehable states.

3.4 TheGREATSPN2TAtool

In this section we present the tool we have implemented toctimputation of the
MCTA (or MCTA®°%Y of a given TPN, where the underlying PN is described
with the tool GREATSPN [16]. We will first describe how the tool can be used,
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then we will discuss some experimental results and also paoson with the tool
ROMEO, which can compute the SCTA and #®MTA of a specified TPN.

3.4.1 UsingGREATSPN2TA

In the following we describe briefly &EATSPN and KRONOS. Finally, we de-
scribe how to use our tool.

GREATSPNand KRONOS. QREATSPN [57] is a software package for the
modeling, validation and performance evaluation of distiéd systems using
models based on stochastic Petri netREGTSPN offers a graphical interface
which can be used to create and save PN modelséinand .def files) to be
subsequently analyzed. It is also possible to interact GREATSPN in a com-
mand line manner, for example using the scsimwRG to obtain the reachabil-
ity graph of a given PN. The version ofREATSPN we used i$reatSPN2.0
KRONOS [70] is a tool which allows the verification of realre systems, de-
scribed by means of TA. KRONOS accepts renaming of clocksjtas possible
to label each location with a set of identifiers; we use thigetdact to associate
in the TA the description of the markings with the correspogdC.

GREATSPN2TAfeatures The tool we have developed allows the computa-
tion of the MCTA of a given TPN and its translation into the umgormat of
KRONOS. The user has to define the TPN model, calkadh the following, us-
ing GREATSPN. When the user calls the executaldg?ta Kronos, the program
showRG of GREATSPN is executed in order to compute the reachability graph of
the untimed PN. The obtained reachability graph is storeduser readable file,
callednet.rg_desc. The executableet2ta_kronos is invoked next: it takes the net
description, the time constraints and the reachabilitplgraomputes the MCTA,
and outputs it in KRONOS input format.
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3.4.2 Experiments and comparison wittROMEO

The software ROMEO [65] permits the state space computafidiP N, on-the-
fly TcTL model-checking and the translation from TPN to TA with eqiewt
behavior. ROMEO incorporates two tools of interest in ounteat: GPN and
MERCUTIO. The former exploits the SCTA computation for sérming a
given TPN in the UPPAAL or KRONOS input format, while the &tuses the
ZBMTA.

We ran MERCUTIO, GPN, and REATSPN2TA (using also the variant
GREATSPN2TAM0%k which implements the MCTAK variant), on a number
of different models. Our experiments were executed on6@ GHz Pentium 4
PC with 512 MB of RAM, running Linux. Table 3.1 lists, for everyodel, the
number of locations, the number of clocks of the TA, and tlastd time to
compute the TA. We considered two classical PN model: thagiphilosophers
(with 4 philosophersPhilo4, as shown in Figure 3.11), the slotted ring with 4 de-
vices BSR4, as shown in Figure 3.10), and three models taken from th®1RO
package: a producer-consumer with 6 producers and 7 comsyR&E7, as de-
scribed before), and a set of parallel sequen@ei(5, as shown in Figure 3.12),
that we have also modified so that each sequence cyOled Y% as shown
in Figure 3.13). FoPhilo4 andOex15%°€ a number of different timings of the
TPN were considered. The results, shown in Table 3.1, peosidmples of the
various trade-off that the three methods offer. Due to ttierdint characteris-
tics of the four algorithms, it makes sense to compare theridigns by pairs:
GREATSPN2TA with GREATSPN2TA°k GPN and MERCUTIO, GPN with
GREATSPN2TA and MERCUTIO with @EATSPN2TAIock

GREATSPN2TA and GREATSPN2TAOK GREATSPN2TA always has
a bigger number of locations and a smaller number of clockan tthe
GREATSPN2TAM9%k variant: the smaller number of clock is nevertheless paid
for in terms of execution time, especially in models in whitheach state, there
is an high number of enabled transitions (indeed we stoppedexecution of
GREATSPN2TA onP6C7). The larger number of locations can be explained ob-
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serving that in the MCTA of Figure 3.2, if we assign a clocki@nd one tdp,
thenMCpy andMC;, collapse into a single state. As expected, execution tires d
not change when changing the timing of transitions.

GPN and MERCUTIO. As already observed, GPN optimizes clocks and
MERCUTIO optimizes locations: there is not a definitive wennn terms of
execution times, although they are all very sensitive totittnéng of transitions
(most notably in thé>hilo4 case).

GPNand GREATSPN2TA For the examples considered, the two tools gener-
ate the same number of clocks, but in tR6C7 case the MCTA computation
explodes while computing clock similarity, due to the highmber of transi-
tions enabled in each state. In all other cases, the exectitne is smaller for
GREATSPN2TA.

MERCUTIO and GREATSPN2TAok MERCUTIO statically assigns one
clock per transition and leaves to the TA tool (UPPAAL or KRORN) the job of
minimizing the number of clocks, while GEATSPN2TAK assigns a different
clock to each enabled transition: this explains the smalienber of clocks in the
GREATSPN2TAM9%k column. As expected, the number of locations is smaller in
MERCUTIO (which is optimal in this respect), but the exeonttimes can be
much worse, especially when changing transition timings.

3.5 Conclusions and future works

In this chapter we have presented a method to translate adBRNA by exploit-
ing reachability of the underlying untimed PN of the TPN. §technique has a
disadvantage that the untimed PN can be unbounded, evenTRN is bounded;
to address this issue, we have described an empirical mé&ahbdunding the PN
using complementary places, and then checking if this b@awd restrictive. The
experimental results show that the computation time usemlibynethod is com-
petitive for a number of classes of system, and the produéegknierally offer a
good compromise between the number of locations and the ewafilzlocks. In
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[ Model | GPN [ MERCUTIO | GREATSPN2TA | GREATSPN2TAI |

SR 22907loc 5136loc 7327loc 5136loc
4clocks 33clocks 4 clocks 8clocks

4.30s 3.86s 2.63s 2.08s

Philo4 4406loc 322loc 1161loc 322loc
6 clocks 17clocks 6 clocks 8clocks

Timing 1.50s 0.16s 0.11s 0.07s

Timing 6.7s 6.2s 0.11s 0.07s

Timings > 300s > 300s 0.11s 0.07s

Timings > 300s > 300s 0.11s 0.07s

Timing > 300s > 300s 0.11s 0.07s

Timings 6s 0.2s 0.11s 0.07s
P6C7 11490loc 449loc n.a 896loc
3clocks 21clocks n.a. 13clocks

3.44s 4.70s > 300s 1.24s

Oext5 1048loc 360loc 625loc 625loc
4clocks 17 clocks 4 clocks 4 clocks

0.36s 0.63s 0.12s 0.11s

Oexl5%¢ | 3510loc 256loc 369loc 256loc
4 clocks 17clocks 4clocks 4 clocks

Timing 3.10s 79s 0.07s 0.06s

Timing 7.8s 325s 0.07s 0.06s

Timings 4.7s 327s 0.07s 0.06s

Timing 4.8s 259s 0.07s 0.06s

Table 3.1: Experiments results for GPN, MERCUTIOREATSPN2TA, and
GREATSPN2TAFIock,

future work, we plan to address methods for obtaining infttan about bounds
on the number of tokens in places of the TPN, which can thersbd in our ap-

proach based on complementary places. We also intend temapit a translation
to UPPAAL TA (which requires a translation of the MCTA, whibhas clock re-

naming, to an equivalent TA without renaming [10]), and tosider the use of
clock reduction, as implemented in model-checking tooisTia, in the context

of our technique. Finally, the exploitation of some notidrcolors and of the use
of some symbolic representation for the underlying reatibhagraph could be a
promising approach to be investigated on.
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Figure 3.10: The slotted ring TPNmodel
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Write [0,2]
Owney 1,2
Other (1,2
GoOn [0,1]
Put [0,1]
Get [0,1]
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GoEat0 GokEatl GoEat2 GoEat3

‘ WaitRight1 . WaitRight2

Transition | Timingy ‘ Timing | Timing | Timings | Timings | Timings |
GoEay [0,3] [10,10] | [100,100 | [100Q100Q (1,1 [100,inf]
GoEap [0,3] (1,1 [1,1] 1,1 [1000 1009 (1,1]
GoEag [0,3] (1,1 [1,1] (1,1 [1000 1009 (1,1]
GoEay [0,3] (1,1 [1,1] 1,1 [1000 1009 (1,1]
WaitLe ft [0,2] 0,2 [0,2] [0,2] 0,2] 0,2]
WaitRight 0,2 0,2 [0,2] 0,2 0,2 0,2]
Releasg 1,2 (1,2 1,2 (1,2 (1,2 (1,2

Figure 3.11: The philosopher TPN model
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Figure 3.12: The TPN model of a four task parallel compuratio
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Figure 3.13: The modified TPN model of Figure 3.12, with dif& timings
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| Transitions | Timing | Timing ‘ Timings | Timing |
T1,T2,T3,T4 (2,10 (1,3 [1,5] [1,10]
T5,T6,T7,T8 1,3 (4,6] [3,7] [3,10]
T9,T10,T11,T12 [4,6] [7,9] [5,9] [5,10]
T13T14,T15T16 [0,1] [10,12] [7,11] [7,10]




Chapter 4

CsL model checking ofGSPNand
SWN models

4.1 Introduction

Systems which exhibit non-trivial probabilistic or stoshia behavior are mod-
eled more appropriately using formalisms such as stoch&stiri nets [52] or
stochastic process algebra [39], the underlying semaatiedich take the form
of Markov chains. Model-checking algorithms for contingetime Markov chains
(CTMCs) have been developed, where the property to be verdiddscribed in
terms of Continuous Stochastic Logicf0 [5, 6]. The logic GL provides a for-
mal way to describe potentially complex properties reaspabout both the func-
tional behavior and the performance of a stochastic sydtantludes a steady-
state operator, which can refer to the probabilities of tystesn being in certain
states in equilibrium, and a probabilistic operator, wtaah refer to the probabil-
ity with which a certain (possibly timed) property is sagsfj such as “does the
system reach an error state within 5 minutes with probgtglieater than 0.01?”
The model-checking tools ETMCC [38], its successor MRM( [48d PRISM
[46, 62], have been used to analyzeL(oroperties of stochastic systems in appli-
cation areas such as fault-tolerant systems, manufagtsyistems and biological
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processes.

In this chapter, we focus on the use ofilOmodel-checking tools for the veri-
fication of systems described usi@gneralized Stochastic Petri N¢i§ (GSPN)
and Stochastic Well-formed Nef$5] (SWN)t. SWN are the colored extension
GSPN, and have two main advantages over them. Firstly, SWiW als to de-
fine models that are parametric in the “structure” of the eaystfor example, a
GSPN model of a system in which a pool of servers visit a setaifois in a
given order is parametric in the number of servers, in the bamof clients at
each station, but not in the number of stations, whereas 8Ve8N model a color
can be used to distinguish the stations, without the neegjditating station sub-
nets. The second advantage of SWN is related to the solutowresgs: if the color
is used to represent a symmetric behavior of the systemsyhisnetric behavior
can be exploited to build a “compact” state space, thus ginigthe size of sys-
tems that can be solved. Despite the appealing charamteregtSWN, and the
availability of an associated tool @&ATSPN [7, 57] of the University of Torino
and the University of Paris 6), SWN modelling is not widesiskeOne reason
for this is the limited support available to validate an SWNdal (for example,
structural analysis, such as P- and T- invariant computat®onot available for
SWN models).

In order to (partially) address this problem, model-chegiiechniques have
been used previously to provide support for the validatibi®@/N models: in
[27], an extension of GEATSPN that allows the use of the PROD tool [63] (a
reachability graph analyzer defined for predicate-tramsihets) to model check
an SWN net against a number of temporal logic properties sgoted. However,
this approach considers only functional properties of Weesn, such as “can
the system reach an error state”, rather than performanteesy and hence is
only partially adequate when considering analysis of sietitb formalisms such
as SWN.

1Since a GSPN model may be considered a degenerate case of an®| what will be
illustrated for this latter formalism will hold also for tHermer one; however, when needed in the
context, the two formalisms will be distinguished
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In this chapter, we extend the work of [27], and our work aL@odel check-
ing of stochastic Petri nets [25], by consideringlOmodel checking of GSPN
and SWN.

Following our work in [25], we have not built a newsC model checker, but
we have provided a €. model-checking facility for SWN models inf&EATSPN
by linking GREATSPN to MRMC and PRISM. These links take the form of pro-
grams which translate SWN from the format used REBGTSPN to the (different)
input languages of PRISM and MRMC.

We have preferred to consider two “stand-alone” model caexckecause they
have been built and are maintained by researchers in théispietd of stochastic
modelling and verification, and are constantly updated fiecerecent research
results. Moreover, although neither tool is based on Pets,we considered that
they would not be difficult to connect with theREATSPN modules for SWN,
given that there is already some reported experience imfaciag these tools
with other tools (ETMCC, the precursor of MRMC, has beenriatzed with
the Petri net tool DaNAMICS [55] and the process algebra téBPT[37], while
PRISM has been interfaced with the PEPA process algebra [8®8]observe that
this choice is based on re-use, and it has the significantéatya of being able to
profit of all future developments of MRMC and PRISM. Howewan,the other
hand, there is the drawback of not being able to exploit &lghculiarities and
properties of nets in the model checking algorithm, as itldave been the case
if an ad-hoc solution had been devised. Note that both of $en@bdel-checking
tools which we consider in this chapter, PRISM and MRMC, dioatlow actions
to happen in zero-time and with priority over exponentidhates: therefore we
limit our scope to nets without immediate transitions only.

Note that, as a by-product of the translation fronrREATSPN models to
PRISM models, we have implemented a method for unfolding SWé to
GSPN nets within @EATSPN, which can be used in other contexts aside from
CsL model checking.

Another contribution of this chapter is the consideratiéthe way in which
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meaningful GL properties of GSPN and SWN may be specified. In particular,
we concentrate on the way in which “atomic propositions”jckihare used in
model checking to identify portions of the state space dafrigst (for example,
error states or goal states), can be described. Note tha§WoN, this task is
not always straightforward, as the model-checking toor umsay need to refer

to complex expressions including net places, transitiang, colored tokens, to
identify the required part of the state space.

In this chapter we concentrate on SWN and on tiRe&SPN tool, but there
are other colored extensions of stochastic Petri nets wgba@ated tools. The tool
APNN has a built-in GL model checker [11] which works on the colored GSPN
class defined in APNN; however, we were unfortunately no¢ abluse APNN
extensively due to lack of documentation. A notion of coloased on replication
is present in SAN nets in UltraSAN [23] anddYius [22]. There are plans to add
a CsL model checker to the latter.

The chapter is derived by our work presented in [13], and sibi®rganized:
Section 4.2 discussessC model-checking of SWN, in particular with respect
to the choice of the set of atomic propositions. Section 48cdbes linking
GREATSPN to PRISM and to MRMC with the help of the running exampte, a
depicted in Figure 1.8 and illustrated in Section 1.2.2ti8act.4 presents some
study cases, useful for understanding the operative segden to model check
GSPN/SWN by means of our presented approaches. Sectiormdctudes the
chapter.

4.2 CsL model checking of SWN

CsL model checking of SWN requires the following set of ingredise a SWN
model, a set of atomic propositions expressed in terms otleebents, a €L
model checker, and a way to interpret the results of modalkihg.

Let us consider the set of atomic propositié# With regard to place-related
atomic propositions, which we henceforth qalthce propositionsthe expressions
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of interest are of the form:

(TypeM): Y pepWp-M(p) ~ K
(Type Mcol): 3 pepcecn(p) WpcM(p)[c] ~ K

wherewp andwp ¢ are integersCD(p) is the color domain of place (set of
possible colors of tokens i), and~¢c {<,=,>}: observe that, sinog, andwp ¢
can be zero, the atomic propositions can refer also to atranpset of places or
to an arbitrary set of colors and places.

Examples of place propositions, using the net of Figure dr&,M(loc) = 1
(there is one job at the central servan)wait)[d2] > 2 (there are at least two jobs
waiting for the services of devia?).

With regard to transition-related atomic propositions,ckhwe henceforth
call transition propositionsthe expressions of interest are of the foffgpe T)
the transitiont is enabled, o(Type Tcol) the transitiont is enabled for a given
assignment to the variablestoExamples of transition propositions, using the net
of Figure 1.8, are: transitiosisrv is enabled (a device has been assigned to a job),
transitions_srv is enabled for variable instantiated to colodl (devicedl has
been assigned to a job).

For what concerns the evaluation of atomic propositions ar again dis-
tinguish marking propositions from transition propogito Propositions of type
M can be defined for GSPN and SWN, and can be computed triviaihguhe
RG for GSPN, and with some effort using the CRG or SRG for SWhidded
a sum over all colors is necessary for the CRG case, whileatgimality of the
dynamic subclasses is used for the SRG case). PropositidyysedVicol are de-
fined instead only for SWN, and can be computed only for the C8liite this
is a type of proposition that may hold in some of the statesesponding to a
symbolic marking, but not in all of them. In the running exdeyphe proposition
M(srv)[di] > 1, which is of typeMcol, is valid only for two of the three states
represented by the symbolic marki&g (more precisely, statgs;, andCyc). In
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this case, the proposition distinguishes more than theandtrequires a modified
SRG construction. We do not consider this possibility irs tthapter.

Propositions of typd can be defined for GSPN and SWN, and can be com-
puted trivially on the three types of reachability graphgsbmply checking the
name of the transitions associated to the arcs out of a stedpositions of type
Tcol are defined instead only for SWN, and can be computed easily the
CRG, where this information is explicitly present, while tbe SRG the consid-
erations are similar to thidcol case; again using the example, if we consider the
Tcol proposition %_srv enabled for an assignmentxof d;,” then not all colored
states represented by a symbolic marking enable transitsown for the required
variable assignment.

There is another type of proposition of interest when dealith SWN,
which we callsymbolic these are proposition that consider the color, but not the
specific value of the color. Examples of such propositionnen$WN of Fig. 1.8
are: there are at least two tokens of the same color in plaitgtransitions_srv is
enabled for a value of variableequal to the value of variable(assuming a mod-
ified example in which the function on the arc freawnto s_srv is y). Observe that
the first (second) atomic proposition can be computed a®tied! disjunction of
atomic propositions of typ®icol (Tcol respectively).

Instead of defining two new types of properties that may bebmrsome to
compute, we prefer to consider the use of “observation itians”: the SWN is
modified so as to include a new transition for each such ptaperd the property
is associated to a colored or symbolic marking only if thagrgon is enabled in
that marking. In the first case we can add to the net a transiawing an arc to and
from wait, with the function 2x), and in the second case we have to split transition
s_srv in two transitions with the same input and output functiaut, Wwith a guard
to distinguish whethex =y or not. Observe thakcol can be rephrased in terms
of enabling of an observation transition.

Observation transitions have been introduced by the asiif@POT, a model
checker for colored (non-stochastic) nets [69], and arerde=d in detail in [71]:
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“observation” transitions are there defined as transitigitls a modified seman-
tics (they are enabled but they never fire), a change in theustrs that is not
necessary in our case, if we exclude the use of the Next aperb€CsL, because
an exponential transition which does not change the marétoes not alter the
(infinitesimal generator of the) CTMC.

Running example: properties of interest. The verification of our running ex-
ample (see Figure 1.8 in Section 1.2.2) can range from clsBetri net proper-
ties like liveness of transitions and marking invarianbsptobabilistic properties
that ensure that the service is provided according to cedaality criteria. The
liveness of a transitioncan be restated as thesCformula:

(W1) : $>1.0(P>1.0(00®)t( is enabled > 1))

Less trivial is the check of marking invariants. The factlmany state, there is
only one device per type, can be checked as the logical cotjumover alld € D
of following property:

(W2) : 5>1.0(M(av)[d] +M(srv)[d] +M(un_av)[d] = 1)

Note thatm(av)[d] + M(srv)[d] + M(un_av)[d] = 1 is an atomic proposition of
Mcol type and it is not simple to define the property in a symbolieinga using
an observation transition.

If we are interested instead in proving that each dedligdll be available upon
request, we can verify that the following formula is satidfie all states:
(W3) : M(wait)[d] > 1= ?21‘0(0[0*”)M(srv) [d] > 1)

For what concerns probabilistic aspects, assume we arestéel in identify-
ing states that are “hot spots”, in which the number of jobdingfor a device
exceeds a certain amount. Given a constanthe atomic propositiodlS is valid
in states in which the number of tokens in plaest exceedshs HS[d] is valid
in those states in which the number of tokens of cdlan placewait exceedss,
while HSx is valid in those states in which there are at ldasjobs waiting for
the same device (independently of the device identity).fireetwo propositions
belong to thev andMcol types, while the third requires the introduction of an ob-
servation transitionHS having an arc to and fromait, with the functionhsx (x).
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In the following propertieshot_spot can be eitheHS, HS[d], or HSx.

(P1) : S-o0.7(hot_spot): in steady state the sum of the probabilities of states that
are hot spots is greater tharyOThe running example has a CTMC with a single
strongly connected component, herieis either true in all states or false in all
states.

(D) : S<0.2(?>0.9(0%hot_spot)): this property is true for those states in which
the probability of being, in equilibrium, in “bad” states igh can reach a hot spot
within 5 time units with probability 0.9 or greater, is at 2.

(D3) 1 P>0.9(O5 (hot_spot A 2-07(03=hot_spot)): this property is true for
those states in which the probability of reaching “good hmit’ states within

5 time units is at least 0.9, where “good hot spot” states atespot states in
which, with probability 0.7 or greater, the system exitgiirbot spot states within

3 time units.

In the following sections, we illustrate two different appches to SWN
model checking using existing tools: the first is the integfavith PRISM, and
is realized at thenet level The second is the interface with MRMC, and is re-
alized at theCTMC level The two approaches will be illustrated on our central
server example.

4.3 Linking GREATSPNto PRISMand MRMC

4.3.1 FromGREATSPNto PRISM

PRISM [62] is a probabilistic model-checking tool of the Uarisity of Birming-

ham. The PRISM input language is a state-based languageiah ahstate of
a system is described in terms of a valuation of a number ohded variables
declared by the user. The variables may be organized intdess#d interacting
modules. The dynamics of the system is represented by a sptanfled com-
mands which define sets of state-to-state transitions oCIHdC model. Each
command is of the fornEeUARD — RATE : UPDATE, whereGUARD specifies a
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logical condition on the system variables describing théestin which the com-
mand is enabledRATE is the rate of the command, angDATE is a set of as-

signments that specify the new values of the variables mgef old ones (where
a prime is used to distinguish the new value from the old cenaj,thus describes
the target states of the CTMC transitions defined by the comrdman

The generation of a PRISM model corresponding to an SPN hexs jee-
sented in [25]: a single PRISM module is created with as mamniakles as there
are places, and as many commands as there are transitioee ®IMMRD en-
codes the transition enabling conditions, aiMbATE encodes the state modifica-
tion caused by the firing. The sAP of atomic propositions is implicitly defined
in PRISM models, as the user is allowed to include ins. @®rmula any logi-
cal condition on the values of the variables. In the implet@@rranslation place
names are mapped one-to-one to variable names, and tleesefgriogical ex-
pression on place markings is allowed and is realized tipf#here is no need to
translate typeM and Mcol atomic propositions, whereasand Tcol propositions
have to be restated in terms of markipgs

Based on our experience with the translation of SPN modelsxamimed
two possible ways of connectingREATSPN to PRISM for SWN: producing
directly a PRISM module that is equivalent to the SWN, megutinat the CRG
of the SWN and the state space of the PRISM module are isonmrid that
the same CTMC (up to state numbering) is producedidoldingthe SWN into
an SPN, followed by the translation of the SPN into a PRISM uhedising the
already-existing translation for SPN.

Let us consider the feasibility of the first option. Becausgaides in PRISM
are simple, unstructured variables, it is not possible soasate a single variable
to an SWN place; moreover, since transitions can fire foreckfit assignment
of colors to transition variables, it is not possible to &$s® a single PRISM
command to an SWN transition. Furthermore, the enablinglitons are much
more complicated to write. Basically, to translate an SWN amPRISM module
means that we have to address the same problems as defininépéding of the
SWN into an SPN.
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We have therefore taken the second option: the SWN is urdoidi® an
equivalent SPN, and then the translator to PRISM is appledortunately, al-
though unfolding algorithms have been defined for Coloreds Nfetr example
in [42]), there is no such detailed definition for SWN, andréis no implemen-
tation available for the complete SWN class. The algorithat tve implemented
works as follows:

e for each colored place, and for each distinct tuple of colors in the color
domain ofp, a neutral placg_colortupleis generated,;

e for each colored transition) and for each possible assignmenif colors
to the variables in the input and output colored functions,d neutral
transitiont_y is created, if it does not violate the predicate associated t

e for each neutral transitiony, and for each colored plage (input or out-
put place ot), the colored function associated with the arc frprto t (or
viceversa) is evaluated on the variable assignngahie result of the evalu-
ation is a multiset on the set of neutral places generated frcand which
can be used to assign a multiplicity to the arcs betwegand the neutral
places.

As an example of the application of the algorithm, we consageinput the
net of Figure 1.8 with only two devices: the SPN of Figure %.¢hie algorithm’s
output. The uncolored pladec is translated in the uncolored plaice_, whereas
the colored placeait of color domainD = {dj,d,} is translated in two uncolored
placeswait_d1 andwait_d2.

The color domaincd of transitions in SWN is defined by a pair
(transition parameterstype guard). For example, for transitionloc we have
cd(tloc) = ((x) € D,true). The set of possible assignmeftsor tloc is I' (tloc) =
{X « d1,x < dy}. Transitiontloc is therefore replaced by two new transitions:
tloc_0, for binding of variablex with d_1, andtloc_1 for binding ofx with d_2. The
resulting output arcs connect transitidoc_0 with uncolored placevait_d1, for
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assignmeny;, and transitionloc_1 with uncolored placevait d2, for assignment
y2; the multiplicity of each arc is 1.

Some care is necessary when translating arc expressiofs asufx #
Z)(x+'y,2) + (W, Sg where the multiset returned by a tuple of basic functions is
obtained by Cartesian product composition of the multisstisrned by the tuple
elements and where there are predicates associated te smmponents of the
arc expression.

Unfolding in SWN is non-trivial to implement due to the sttuieed form of
the color domains, the complexity of the functions (whichynmave a variable
number of terms), and the use of predicates associatedrtsitiomms and arcs.
The current implementation included in th&kEaT2PRISM translator treats the
full class of SWN, except for server semantics differentrfrtsingle server per
color”, and for the use of dynamic subclasses to define thi@limarking.

Although efficiency was not the main objective of the unfolglithe tool was
able to translate an SWN net with composite color domain ef éhasses, pro-
ducing a SPN of about 100 places and 3500 transitions in amaftiminutes.
For the examples in this chapter the time required to produeainfolding was
negligible. The resulting SPN model is then translated @BRISM module us-
ing the QREAT2PRISM translator [25]. As for the SPN case, theLGormulae
are expressed using variable names, which, as explainetehehcode the place
names and the color.

Running example. We will now show the results of the<t model-checking of
the properties defined for the running example. We consibaneariable number
of jobs (N), and a variable number of devicéB(is either 2 or 3).

First the net has been unfolded and translated into a PRISMilaaising the
program QREAT2PRISM. Following is a fragment of PRISM code obtained for
the case in whictN is equal to 4. Note that the colored plageav is translated
into two PRISM variablesyn_av_d1 andun_av_d2, one for each device. Instead,
the neutral placéc corresponds to the single PRISM variabte: _.
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const int N =4
modul e M

un_av_d2 : [0..1];
loc_ : [0..4] init 4;
un_av_dl : [0..1];
wait_d2 : [0..4];
av_d2 : [0..1] init 1;
srv_d2 : [0..1];
wait_dl : [0..4];
av_dl : [0..1] init 1;
srv_dl : [0..1];

[tloc_0] (loc_ > 0) & (wait_dl < N
-> 1.000000 : (wait_dl'" =wait_dl +1) & (loc_' =loc_ -1);

[tloc_1] (loc_ > 0) & (wait_d2 < N)
-> 1.000000 : (wait_d2' = wait_d2 +1) & (loc_' =loc_ -1);

[back_0] (un_av_dl > 0) & (av_dl < 1)
-> 10. 000000 : (av_dl’ = av_dl +1) & (un_av_dl' = un_av_dl -1);

[back_1] (un_av_d2 > 0) & (av_d2 < 1)
-> 10. 000000 : (av_d2' = av_d2 +1) & (un_av_d2' = un_av_d2 -1);

Observe that amcol atomic proposition, such as(p)[d] > k, is translated as
p-d >k, wherep_d is the PRISM variable representing the place&ith colord.
Given an appropriate choice for the constasfwe chosehs= L%J), the atomic
propositionHS, HS[d] andHSx can then be defined in terms of PRISM variables
and used as input to the tool.

Table 4.1 shows the results for the various instances of taeh{with differ-
ent values oN, different numbers of devices in the §&tand different choices for
the atomic propositiohot_spot) for the CsL formulae®4, ®, and®3. The prob-
abilities illustrated in the table correspond to those coteg for the outermost
probabilistic or steady-state operators in the formulad,vaere computed for the
initial state of the system, as in Figure 1.8. The caseB;adnd®, for HS[d1] are
combined, as they result in the same probability for all galof|D| andN. The
results were obtained using the backwards Gauss-Seidebohetith a maximum
number of iterations equal to 100000, and with an error of*\M¥e note that all
of the other properties listed in Section 4'2;( W, andW¥3) are satisfied in all
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Dimension HS HS[d1] HSx
Dl N [States | @ , O3 | 01, P, o | @ ® ®3
2 4 106 0.6207 1.0 0.9461] 0.2559 0.5121| 0.5115 0.8336 0.8580
16 1276 0.9064 0.9289 0.0695% 0.3583 0.0053| 0.7166 0.7494 0.0107

32 4852 0.9826  0.9858 2.0745e-4 0.4175 4.4289e-7 0.8351 0.8495 8.8578e-7
48 10732 | 0.9968 0.9973 6.5822e-8 0.4447 1.8819%e-12 0.8894 0.8987 3.7638e-12
64 18916 | 0.9994 0.9995 3.2673e-12 0.4590 8.4724e-19 0.9180 0.9248 1.6944e-18

3 4 584 0.5756 1.0 0.9929 0.1411 0.3800| 0.2821 0.2821 0.6712
16 22184 | 0.9298 0.9663 0.2231 0.1728 0.0057| 0.3456  0.3456 0.0116
32 16184 | 0.9885 0.9920 0.0035 0.1964 4.4399%e-7 0.3928 0.3928 8.8798e-7
48 529640| 0.9980 0.9984 0.0053 0.2098 1.8819e-17 0.6294 0.6294 5.6458e-12

64 123614| 0.9996 0.9997 8.9402e-5 0.2177  8.4724e-19 0.6531 0.6531 2.5417e-18

Table 4.1: PRISM results (16 error) for the running example of Figure 1.8

states of the system.

4.3.2 FromGREATSPNto MRMC

MRMC [45] is a probabilistic model-checking tool for Markohains of the Uni-
versities of Twente and Aachen. When interfacingeaTSPN to MRMC, we
consider verification of the CTMCs corresponding to the CRGher$RG. To
link GREATSPN to MRMC itis necessary to provide the two MRMC input files:
a .tra file that contains an ASCII description of the CTMC ratdrimaand a
Jab file that lists all possible atomic propositions andagses to each state the
atomic propositions valid in that state. The link for SWN rabchecking has been
realized as an upgraded version of our previous taeE & SPN2ETMCC [25],
which linked GREATSPN to ETMCC, and which had the limitation of working
only for SPN and of being able to express only atomic promosstof typeM.
The resulting tool, named REATSPN2MRMC, consists of two main modules,
GMC2MRMC and ARSENERATOR

The operational flow to model check an SWN witREATSPN2MRMC is
the following. Firstly, GREATSPN is used to define a SWISecondlythe user
creates a .ap text file that contains the atomic propositdnsterest of them,
Mcol, T, Tcol types.Thirdly, the description of the net (.net and .def-file) is passed
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to the GMC2MRMC module, which uses offline solvefer the generation of
the net's CRG or SRG and associated CTMC. Two output files arergtsd:
the .tra-file, in the MRMC syntax, and a .xlab-file, which ig thase for the pro-
duction of the .lab file required by MRMC. The .xlab-file canttriples of the
form (CTMC- state—id, corresponding- net— marking enabled- transitiong

if the CRG is considered, or pair€TMC-— state— id, enabled- transitiong

if the SRG is usedFinally, the .xlab-file and the .ap-file are processed by the
APGENERATORMOodule; if the SRG is used, on andT propositions present
in the .ap-file are evaluated and the labelled CTMC is produ€&RG is used,
alsoMcol andTcol propositions are considered.

Running example. We now discuss the approaches to the specification of
atomic propositions in term of SWN elements for the casesR&&Nd SRG. To

do this, we describe some of the steps involved in the vetidicaf the running
example (withN = 8 and|D| = 2) against propertyPs, using either the CRG or
the SRG option.

CRG approachif we pass the .net and .def-file to the GMC2MRMC mod-
ule, then we obtain the following MRMC-ready-to-use .tla;fconsisting of a
list of transitions, each described in terms of a source statget state and rate,
respectively:

STATES 352
TRANSI TI ONS 1206
1 2 1.000000

1 3 1.000000
2 4 10.000000

GMC2MRMC also produces an .xlab file, which encodes the mgrkif each
state and the transition enabled in the state:

°These are stand-alone SWN solvers that are not yet part ofutinent GREATSPN distri-
bution, and for which we would like to thank Marco Beccutirfrahe University of Piemonte
Orientale.
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1 av(1<d2>1<d1>) loc(8) tloc
2 av(1<d2>1<d1>)loc(7)wait(1l<dl>) s_srv_1 ...

With the latter file, we are able to derive thet_spot definitions. To achieve
this, we create an .ap-file (the content of which is shown d4.2) and call the
APGENERATORMOdule, which scans the .xlab-file and the .ap file, and presluc
the final .lab file for MRMC. The .lab file, which associatesraio propositions
to each state, takes the following form:

#DECLARATI ON
t_HS
H#END

25 wai t>=4 wait_d1>=4

34 wait>=4 wait_d2>=4

SRG approachor the SRG case, onlgS and HSx will be considered as
hot_spot (sinceHS|[d] cannot be checked against the SRG, as explained in Sec-
tion 4.2). If we pass the .net and .def-file to the GMC2MRMC uied(after
having modified the net by the addition of observation triémss calledt_HS and
t_HSx, the meaning of which will be clear in the following), then wbtain the
MRMC-ready-to-use .tra-file and the .xlab-file. The lattée iontainsonly the
enabled transitions for each state, and not the encodirtgeahiirkings (which is
lost because we are working with the SRG). We consider thehtwapot def-
initions HS andHSx as enabling conditions of two observation transitionsechll
t_HS (self-loop transition on placeait, labelled as< x1 > + < x2 > + < x3 >
+ < x4 >) andt_HSx (self-loop transition on placeait, labelled as 4 < x >).
Therefore, the .ap file contains two lines, foHS andt_HSx, and will be passed,
with the .xlab-file, to the ABENERATORModule, in order to produce the .lab file
for MRMC.

We performed a set of model-checking tests for tlse @©@rmulae described in
Section 4.2, obtaining identical results as those obtaimeldRI1SM for properties
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Atomic proposition Content of .ap-file
hot_spot CRGapproach SRGapproach
HS wait >=4 t_HS
HS[d] wait_d1 >=4 N/A
HSx (wait_d1 >= 4)||(wait_d2 >= 4) t_HSx

Table 4.2: Atomic proposition specification for the runnex@ample of Figure 1.8

Y, Wy, W3 and®P3, and results which differ with an error of approximately—io
for the steady-state computations in propertlgsand®,. We note that the size
of the CRG for each instance of the model was the same as thieladfPRISM
model, as shown in Table 4.1, and as expected. Instead, thbanwf states of
the SRGs were approximately a half of the CRG/unfolded sipéees in the
case of two devices (for example, whin= 64 the SRG contained 9507 states),
and approximately one fifth of the CRG/unfolded state spactse case of three
devices (for example, whel = 48 the SRG contained 90992 states).

4.4 Study cases

In this section we present three study cases, in order tridite in a deeper way
the main differences of the two above described approadhmgsmrticular with
regards to:

¢ input and output formats;
e property specifications;

e expressiveness and computational capabilities;

4.4.1 The ad-hoc system

This study case was chosen because the under{gingc has few states; this
fact let us to show the full content of the involved input antpat files of the
two tools under investigation, in order to well understanddiféerences between
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disconnect
. ahActive

reconfirm

Figure 4.1: The SPN of a battery powered mobile station incaha network
(from [35])

working at the net levelGREAT2PRISM and PRISM) or at the CTmc level
(GREATSPN2MRMCand MRMC) during the model and property specification
and analysis

The example is a GSPN taken from [35], and that describes simplified
manner, the behavior of a battery powered mobile statiomiadzhoc network.
Figure 4.1 shows the model: a station can bedozestate (plac&doz@ in which
it cannot treat concurrently ad-hoc traffic (right portidintiee net) and ordinary
calls (left portion). When it exits from the doze state (titas wakeup, it acti-
vates the right and left portion: ad-hoc traffic is modellgdasimple cycle, while
ordinary traffic is split into outgoing calls (upper part tietnet) and incoming
calls (lower part).

The model is very simple (the CTMC has only 9 states), and fentle have
checked the properties defined in [35]: observe that sing85hthe underlying
logic is CSRL (CSL with rewards) we had to simplify the formulgerbmoving
the bounds on rewards.

All properties was coded by usingitype propositions
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Property (1) and (2} Steady state probability of station in doze state and ih cal
active state.
S>o [Pdoze> 0] and s>o [clActive> 0]

Property (3)- Reproducibility of initial marking
?>1 [true U Pdoze= 1])]

The property is satisfied by all states.

Property (4)- Reproducibility of initial marking with deadline
P-o [true U < 10Pdoze= 1]

Satisfied by all states (only in the initial marking the prbitigy is 1.0).
Property (5)- Probability to receive an incoming call within 24 time it

P_» [true U < 24clincom> Q]
Again, only the states in which there is at least a token icgtdlncom have
probability 10 (there are only two of them).
Property (6)- Probability of launching an outbound call within 24 timeitgn
without using the phone except for ad hoc transfer beforghan

?_»[(clldle > 0)|(Pdoze> 0) U < 24clInit > Q]

This property is satisfied by 5 states (whose that do not h&vlees inclincomor
clActivg: of the five states only the two that have a tokenlimit have probability
one.

Now we will show how the above specified properties was chiaksing the
GREAT2PRISM/PRISM and GEATSPN2MRMC/MRMC approaches.

GREAT2PRISM/PRISM case.

In the following we show the content of the PRISM input .smesfdescribing
the ad-hoc system model, and obtained by using tREAG2PRISM executable
on the net of Figure 4.1, specified in the .net and .def-fileh@TREATSPN tool.
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/1 adhoc

stochastic

/'l nunber of tokens
const int T,

/1 const doubl es

const doubl e wakeup = 3.75;
const doubl e | aunch = 0.75;
const doubl e gi veup = 60;
const doubl e connect = 360;
const doubl e di sconnect = 15;
const doubl e msg = 0.75;
const double interrupt = 60;
const doubl e accept = 180;
const doubl e doze = 12;
const doubl e request = 6;

const doubl e reconfirm= 15;

modul e station

Pdoze : [0..T] init T,
cidle : [0..T];
clinit : [0..7];
clinc : [0..T];
clActive : [0..T];
ahldle : [0..T];
ahActive : [0..T];

[] (Pdoze>0) & (clldle<T) & (ahldle<T) -> wakeup : (Pdoze' =Pdoze-1) & (clldle' =clldle+l) & (ahldle’=ahldle+l);

[1 (clidle>0) & (ahldle>0) &
-> launch : (clldle =clldle-1
+ nmsg : (cllidle =clldle-1) & (cllnc' =cllnc+l)

+ request : (ahldle =ahldle-1) & (ahActive =ahActive+l)

+ doze : (clldle =clldle-1) & (ahldle =ahldle-1) & (Pdoze' =Pdoze+l);

clInit<T) & (cllnc<T) & (Pdoze<T)

(
) & (clInit’=cllnit+1)
(
)

[T (clldle>0) & (ahldle=0) & (clInit<T) & (cllnc<T)
-> launch : (clldle =clldle-1) & (clInit’=cllnit+1)
+ msg : (clldle =clldle-1) & (clInc’=cllnc+l);

[T (cllnit>0) & (clActive<T) & (clldle<T)
-> connect : (cllnit’'=cllnit-1) & (clActive =clActive+l)

+ giveup : (cllnit'=clinit-1) & (clldle =clldle+l);

[T (cllnc>0) & (clActive<T) & (clldle<T) -> accept : (clinc’=cllnc-1) & (clActive' =clActive+l)



4.4 Study cases 87

+interrupt : (cllinc’=cllInc-1) & (clldle =clldle+l);

[1 (clActive>0) & (clldle<T) -> disconnect : (clActive =clActive-1) & (clldle =clldle+l);

[T (clldle=0) & (ahldle>0) & (ahActive<T) -> request : (ahldle =ahldle-1) & (ahActive' =ahActive+l);
[1 (ahActive>0) & (ahldle<T) ->reconfirm: (ahActive’ =ahActive-1) & (ahldle’ =ahldle+l);

endnodul e

As may be noticed, after the declaration of constants (gpithe rates at which
the net’s transitions fire) and variables (coding the makiof the net’s place), a
set of guards and commands specifies the net evolution; onpbe, the second
guard-command pair, say us that when the valuesidfe andahldleare greater
than 0 and the values dalinit, clinc and Pdozeare less thai, then one of
the specified commands, rated by labdalsnch msg request anddoze must be
executed. If, for example, the first command is executedafataunch, then the
values ofclinit andcllidle will be incremented and decremented, respectively,
by 1 (coding that, in the net under investigation, the firidgransitionlaunch
consumes one token in plackdle and produces one token in placiénit.

In the following we give the content of the PRISM input .cé&fiwhich con-
tains the first of the above describegdiQoroperties to be verified.

S=? [ Pdoze>0 ]

Note the use of the ?, which let us to request the PRISM modskehr for a
precise value, instead of a specific comparison. We do netti@same capability
using the MRMC model checker, as will be show later.

In the following we give the content of the output .out-fil&eathe run of the
PRISM tool against the .sm and .csl files, just described.

Version: 2.0.beta3
Date: Mon May 10 17:07:13 MEST 2004
Command |ine: prismadhocl0-5.sm-const T=1 adhoc. csl
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Parsing nodel file "adhocl0-5.snf...
Parsing properties file "adhoc.csl"...

1 PCTL property:
(1) S=? [ Pdoze>0 ]

Bui | di ng nodel (T=1)...

Conputing reachabl e states...

Reachability: 5 iterations in 0.00 seconds (average 0.000000, setup 0.00)
Time for nodel construction: 0.131 seconds.

Type: Stochastic (CTMO)

Mbdul es: station

Vari abl es: Pdoze clldle clInit clinc clActive ahldle ahActive
States: 9

Transitions: 24
Rate matrix: 119 nodes (9 termnal), 24 minterns, vars: 7r/7c

PROPERTY (1):
Mbdel checking: S=? [ Pdoze>0 ]

CSL Steady State:

b =1 states

Conputing (B)SCCs... SCCs: 1 BSCGCs: 1

Conputing steady state probabilities for BSCC 1

Bui | di ng hybrid MIBDD matrix... [nodes=119] [2.8 KB]

Addi ng sparse bits... [levels=7, bits=1] [0.3 KB]

Creating vector for diagonals... [0.1 KB]

Allocating iteration vectors... [2 x 0.1 KB]

TOTAL: [3.3 KB]

Starting iterations...

Jacobi: 102 iterations in 0.00 seconds (average 0.000000, setup 0.00)
BSCC 1 Probability: 0.6780560062419575

All states are in a BSCC (so no reachability probabilities conputed)
Time for nodel checking: 0.011 seconds.

RESULT: 0.6780560062419575

As may be noticed, the output of PRISM model checker is vergnty struc-
tured, and it also provides some indications about usedidigts and data struc-
tures, as well as memory and space consumptions for eveseplud the verifi-
cation task.

GREATSPN2MRMC/MRMC case.

When using the GEATSPN2MRMC tool for interfacing GEATSPN with
MRMC, the .net and .def- files, specifying the ad-hoc systewh ereated by
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GREATSPN are given in input to the GMC2MRMC executable, which pioss
the underlying @mc, which may be observed in the following MRMCinput .stc-
file:

STATES 9
TRANSI TI ONS 24
2 3.750000
12. 000000
6. 000000
0. 750000
0. 750000
15. 000000
0. 750000
0. 750000
60. 000000
6. 000000
180. 000000
60. 000000
6. 000000
360. 000000
60. 000000
15. 000000
360. 000000
60. 000000
15. 000000
180. 000000
15. 000000
6. 000000
15. 000000
15. 000000

© © 0 00 N N N o oo o g ol g A B DB W W WNDDNDDNDDND P
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After the two declarative lines at the beginning, eachetipt the above listed
file indicates the source state, the target state and thatathich the transition
occurs.

During the previous step, another file, with .xlab extensisrproduced. It
labels every @mc state with the corresponding marking in the original net an
also with the enabled transitions (not shown here). WeHistftle just below:

#DECLARATI ON
Pdoze(1)
clidlie(l)
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ahActive(1)
cl I'ncon(1)
clinit(1)
ahl dl e(1)
cl Active(1)
wakeup

| aunch

gi veup
connect

di sconnect
nsg

i nterrupt
accept

doze
request
reconfig
#END

Pdoze(1) wakeup
clidle(l) ahldle(l)
clldle(l) ahActive(
clIncon(1) ahldle(l
clinit(1) ahldle(1)
clInit(1l) ahActive(l) connect giveup reconfig

cl I'ncon(1) ahActive(1l) accept interrupt reconfig
cl Active(l) ahldle(1l) disconnect request

cl Active(1) ahActive(1) disconnect reconfig doze

request |aunch nsg doze

1) reconfig launch msg doze
) accept interrupt request doze
connect giveup request doze

© 00 N O O~ W N P

The .xlab-file is useful because it is used by theGERERATOR executable
of the GREATSPN2MRMC tool, in order to produce at@c labeled with the
atomic propositions of interest for the verification of aegvset of GL require-

ments. So, we launch the ABNERATOR binary, giving the .xlab file and the

below listed .ap file to it.

Pdoze>0

Since we want to show only the verification process for the éifshe above

explained GL properties of our ad-hoc system, we need to specify the amdy o

atomic proposition in the above .ap-file.

In the following we give the content of the AJENERATOROUtput .lab-file.
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#DECLARATI ON
Pdoze>0
#END

1 Pdoze>0

As we can observe, only in state 1 the atomic propositiontef@st holds.

At this point we can pass the .stc, .ap and .lab-files to MRM@hiw the
requirement script file:

$S(>=0 ) [ Pdoze>0] $

As may be seen, in MRMC we do not have the ? operator, but we usest
the comparison operator and, subsequently, look in theubfitp, that we show
below, for the real value.

Runti meTask: Checking formula S(>=0 )[Pdoze>0]
For mul aCodi ng: S(>=0.0) [ Pdoze>0] encoded to 1. Stored.
For nul aCodi ng: Pdoze>0 encoded to 2. Stored.

Verifier: CheckingAP Pdoze>0

Label ling: Property Pdoze>0 encoded to 2 satisfied by state:
1

Label Iing: #success states = 1 (out of 9 states)

Verifier: Time consunption: 0.0 seconds.

Verifier: CheckingSteadyState S(>=0.0)[Pdoze>0]

Steady State analysis: 1 bottomstrongly connected conponent(s) detected.
Steady State analysis: Conputing Probablitities for ergodic chain
SSGaussSei del Pred: Running with Accuracy = 1.0E-4, MaxLoopCount = 1000000
SSCaussSei del Pred: Initial solution:

.1111111119389534

.1111111119389534

.1111111119389534

.1111111119389534

.1111111119389534

.1111111119389534

.1111111119389534

.1111111119389534

.1111111119389534

O O O O O O O o o
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SSGaus
3.75

19.5

16.5

246.0
426.0
435.0
255.0
21.0

30.0

SSGaus
SSGaus
. 6780
.2118
. 0847
. 6216
. 7837
.5135
. 6486
. 0170
0. 0068
St eady
St eady

O N P W o O O O

sSei del Pred: Positive diagonal elenents

sSei del Pred: Loops: 10
sSei del Pred: Result
558854635154
9246521358907
5698618951026
39538500187E- 4
94021871297E- 4
176104656432E- 4
55818244424E- 4
27073175809627
108292586673514

State anal ysis: SS-Probablitity for ergodic chain
-state probabilities:

. probability

. 6780558854635154
. 6780558854635154
. 6780558854635154
. 6780558854635154
. 6780558854635154
. 6780558854635154
. 6780558854635154
. 6780558854635154
. 6780558854635154

= 0.6780558854635154

Label Iing: Property S(>=0.0)[Pdoze>0] encoded to 1 satisfied by state

© 00 N o OB~ W N P

Label

ing: #success states = 9 (out of 9 states)
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Verifier: Time consunption: 0.07 seconds.
RuntimeTask: Time consunption for fornula S(>=0 )[Pdoze>0] : 0.07 seconds.

Runti meTask: Conplete time consunption: 0.14 seconds.
RuntimeTask: Verification term nated.
Qutput witten to adhoc.stc.log

We can say that the output provided by MRMC is less intuitivd 800 much
verbose (all verbosity parameters was, however, set to thienmm). In addition
it is not structured very well and this represents a quit®asiproblem, when the
produced G@McC has got a great number of states, without an automatic scanne
which extract the results.

4.4.2 The multi-server polling system

This example is presented in order to exemplify howbelogics may be used to
specify some properties of interest regarding the prolistinl behavior of typical
systems. Finally, a brief comparison betwdeREATSPN2MRMOMRMC and
GREAT2PRISMPRISMwill be provided

Consider a cyclic multiserver polling system, as for exanmpld.]-chapter 9.
Polling systems comprise a set of stations and a numberwérseshared among
the stations and that move from station to station. The sefe#fow a given order
and a precise policy determining when and for how long theeseshould serve a
given station before moving to the next one. Figure 4.2 depic SPN model of a
polling system consisting ™ = 4 stations an&servers. In each statiothere are
K clients that execute the cycle composed by pl&asPg, andPs. A client in
Pag; is doing some local work (transitiaarrive; which has single server policy), it
then goes to a queue pladey) where it waits for a server. When a server arrives,
one client in the queue is selected and receives serviceg(Pg and transition
serve which has infinite server policy). A server which has prodidervice to
queuei “walks” to the next queue (queye+ 1) mod 4 since we are assuming a
circular ordering), represented by a token in pl&ve. When the server arrives
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PaO ®
arrivel
Pqo  walkOa Pal walkla Psl
ol O o-l O eervel

Pq3 w\k3a p53

erve3

Figure 4.2: The SPN of a four-stations multiple server pglisystem (from [1]).

at station (transitiorwalk;a) it provides service if some client is waiting in the
gueue; if not it moves on to the next queue (transiti@tk b). Below we show the
fragment of the PRISM code in which the variables and commafdne station
are defined.

Il variables: stationl
Ps1 : [0..K];

Pwl : [0..5];

Pal : [0..K] init K;
Pgl : [0..K];

/1 commands: stationl

/1 of transition wal kla

[1 (Pg1>0) & (Pwi>0) -> 1 : (Pgl'=Pgl-1) & (Pwl'=Pwl-1) & (Psl'=Psl+l);
/1 of transition wal klb

[1 (Pg1=0) & (Pwi>0) -> 1 : (Pwl’'=Pwl-1) & (Pw2' =Pw2+1);

/1 of transition servel

[1 (Ps1>0) -> 1 : (Psl'=Psl-1) & (Pw2’=Pw2+1) & (Pal' =Pal+l);

/1 of transition arrivel

[] (Pal>0) -> 1 : (Pal'=Pal-1) & (Pgl' =Pql+l);

Our experiments have considered three models. Model A haslent in
each station, a single server and all transitions of ratedde¥IB has ten clients in
station 0, two clients in the remaining stations, and tweeses. All rates in model
B are set to 1, apart from the rate of arrival of clients inistaD, which is 0.25,
and the rate of arrival for all other stations is set to 0.5dkIaC has thirty clients
in station 0, four clients in the remaining stations, an@é¢hservers. All rates in
model C are set to 1, apart from the rate of arrival of clientstation 0, which
is 0.4, and the rate of arrival for all other stations is séd.2b. All transitions in
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each model have a single server policy. Models A, B and C héy&¢902 and
360104 states respectively.

We have verified the following properties using PRISM and MM

All the atomic propositions used are Mftype, being based on place proposi-
tions of uncolored models

Property (1) - Steady state probability of at least one dliargueue 0
S—2[Pgp>0].

We are using here the PRISM notatign-, to indicate that we do not want to
check a value, but we ask the tool to compute the steady stalbalpility for all
states that veriffgp > 0. In MRMC we have checked insteado [Pqo > 0]. As
expected, this property is satisfied in all states in all nmyd#ecause the models
are ergodic.

Property (2) - Absence of starvatigclients waiting in a queue will be served):
(Pgp > 0= 251 [trueU P =0]) .

In all models, the property is true in all states reachabdenfthe initial state
(including those in whichPgy = 0, since the second operand of the implication
is satisfied in all states of each model). This property tleesdnot require the
CTMC solution, and instead relies on reachability analysthe model’s under-
lying graph.

Property (3) - Probability of service within a deadlinsince all transitions
have infinite support and the CTMC is ergodic, then all statéishave a non-
null probability of service within a deadline, while onlyettstates in which the
service is being provided will have a 1 probability. The CSiniala that we have
checked is:

P_5[(Pgp > 0APs=0)ULS pgy > 0] .

The output of PRISM and MRMC lists the probability of satisfy the until
formula from each state.
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Property (4) - Reproducibility of the initial markingince we are working
only with reachable states, we can check the simple property

P>1 [true U “init” ]

where “init” is a logical condition that fully characterigéhe initial marking (and
it is therefore different for the various systems that weeheerified). This prop-
erty is satisfied by all states in all models.

Property (5) - Reproducibility of the initial marking with addline
?_5 [true UIO10 «injt"].

This property is similar to property (3): it is satisfied by states and the same
comments as above apply.

The tools produce the probability of reaching the “init"tstérom any of the
states of the model. This probability is 1 from the “init” ®atself and is instead
very low for all other states: for model A, these probalabtfor all states are less
than 0.01, whereas, after changing the interval to [0,1,a0@]probabilities of all
states are less than 0.25.

Property (6) - Circularity of a servemwe wish to check whether a server will
present itself more than once at station 0.

P>1[G (Pwo=1= 2>1 [X (PW=0= P>1]true U Pwy = 1])])]

where?1 [GP] (read “globally® with probability 1”) abbreviates the €L for-
mula—?<q [true U —-®]. The property is satisfied by all states in all models.

CommentWe observed that the speed of the two tools MRMC and PRISM
in obtaining results for our polling system models was coraple. Note that we
chose the fully sparse verification engine of PRISM in ordebeé able to make
this comparison; instead, PRISM also supports MTBDD anditiy®rification
engines, which can facilitate verification of larger systelive experimented with
the Jacobi and Gauss-Seidel options, and generally fowatdsénification using
Gauss-Seidel was more efficient for our models (we termihtdte experiments
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using Jacobi on model C after one hour). Finally, we obsetlratifor models B
and C (which both have thousands of states) methods forriffige the results
of model checking were required, in order to output the pbdhies for a small
number of states of interest.

4.4.3 The workstation cluster system

This last example is important because provides some figfislion the different
ways for specifying the atomic propositions occurring i€aL formula, when a
user is working orGSPNor on aSWN, and when it chooses to work with place
propositions or with transition propositions

Consider a workstation cluster, as described in [36], whsch computer net-
work system decomposed into two sub-clusters consistihgwbrkstations con-
nected by a central switch and linked by a backbone. Eacheottimponents
of the system can break, and can be repaired by the systepas umit. The
GSPN model of the workstation cluster system is shown in rféigu3, and is
taken from [36], where a more complete description of théesgsnay be found.
In the table provided in Figure 4.3 the meaning of each placestransitions
modeling a left workstation life cycle is given. For the atlseibnets analogous
names are usedjutatis mutandisrw refers to the right clustels andrs refer to
the left and right switches, respectiveby refers to the backbone, anitdle con-
tains a token if the repair unit is idle. As in the PRISM moa€62], we consider
an exponential transition also for the acquisition of thgaieunit.

The SWN model of the workstation cluster is illustrated igue 4.4: the
subnets for left and right cluster have been folded into asayell as the subnets
for left and right switch. To maintain the left and right imfioation a color clas€
has been defined with two colofk r}.

For each model we check the followingsCproperties (taken from [36]):

Property(®1). s-0.7(premium): in the long run, premium QOS will be delivered
with probability at least 0.7.
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Basic formula Meaning
LeftOperational 1 LeftWorkstationUR> i A f Le ftSwitchUP> 0
RightOperational  RightWorkstationUP> i A § RightSwitchUP> 0
Conn f LeftSwitchUP> 0§ RightSwitchUP> 0A § BackboneUP> 0
Operationa ¢ Le ftWorkstationU P+ § RightWorkstationUP> i AConn
Minimum LeftOperational vV RightOperational V O perationak
Premium LeftOperational v RightOperationa| v Operational

Table 4.3: Basic formula abbreviations for the workstatiturster model in Fig-
ure 4.3

Property(®2). S<0.05(—minimum): in the long run, the chance that QOS is below
its minimum level is less than 0.05.

Property(®3). 2>1(trueUpremium): the system will always be able to offer pre-
mium QOS at some point in the future.

Property(®4). 2—_»(t r ueU®TI=minimum): the probability that the QOS drops
below the minimum quality level within T time units.

whereminimum andpremium are defined as in Table 4.3

Using GREAT2PRISMPRISMapproach

We will now show the use of the REAT2PRISM translator on the workstation
cluster example. We considered the SPN and equivalent SWWd\fare¢he exam-
ple with N=8, 16, 32, 64; each models differs only in number of workstaper
cluster.

Model checking of properties (1)-(3) produces “yes” or “nahswers,
whereas formula (4) produces probability values for thehpé&rmula
(trueU®Tl=minimum). The atomic propositiongremium andminimum are ex-
pressed by PRISM formulae which characterize the qualityeo¥ice provided
by the system. Each formula is expressed in terms of varizdobees taken from
the PRISM module obtained from the translation of the SPNSWN nets.
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SPNcase. The following is a fragment of PRISM code obtained from tlaang-
lation of SPN net in Figure 4.3. The fragment models the |eftlkstation cluster.

const int N = 8;

modul e M

Iwa : [0..8] init N

Iwd : [0..8];

IWN : [0..1];

ruldle : [0..1] init 1;

[Twf] (Iwu > 0)->0.002000: (Iwu' =lwu -1) & (Iwd" = Iwd +1);

[Iwi] (Iwd >0) & (ruldle > 0)->10.000000 : (Iwd" =1Iwd -1) &
& (ruldle’ =ruldle -1) &
& (IWN' = [WN +1);

[Iw] (IWN > 0) ->2.000000 : (IWN' = IWN -1) &
& (lw' = Tw +1) &
& (ruldle’ =ruldle +1);

Every place of the nets has been translated into a varialttetine same name
(no renaming occurs). An atomic proposition, suclmig| > 0, is then translated
as the equivalent PRISM formuka> 0. In this way we achieve the maximum
expressiveness forsI formulae: i.e. every 6L formula on the SPN model can
be translated in an equivalent PRISM formula.

Note that in this case all obtained atomic propositions arédype

The two expressions f@remium andminimum are the following:

const int k =floor(0.75*N);

[abel "minimnt = (lw>=k & Isu>0) | (rw>=k & rsu>0) |
((Twutrwi) >=k & Isu>0 & bbu>0 & rsu>0);

I abel "premunt = (Iwu>=N & [su>0) | (rwu>=N & rsu>0) |
((1wutrwu) >=N & | su>0 & bbu>0 & rsu>0);

where k is set to B4 of the workstation number per cluster. The conditien >

k states for "the number of workstation in the left cluster iseajer than three
guarters of total workstations per cluster”, whereas theltmn 1su > O states
for "the switch in left cluster is up”. Similarly the formulainimum indicates that
there are at least three quarters of the total workstatiotisei left cluster and the
left switch is up, or in the right cluster and the right swiistup, or there are at
least three quarter of total workstation in either of thestdus and each switch and
the backbone line is up.
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Note that, while the size of the models obtained by the tedosbhgreed with
those of the models on the PRISM web-page, the size of the MTEipDesen-
tation of the transition matrix of the models produced bytth@slator generally
exceeded those of the web-page models, to the point thatidpest models were
not solvable. The MTBDD representation of the transitionriratepends heav-
ily on the ordering of the PRISM variables in the module diggiom. A good
ordering for the variables of the workstation cluster isant¢d by declaring the
variableslwd, lwu,rwd andrwu together, and last in the ordering, as suggested
by the developers of PRISM [56], so that related MTBDD vaealdre ordered
close together. The translator does not have any assotiatgttic: for the pur-
poses of this chapter we chose to manually change the vareallering in the
PRISM models obtained by our translator.

SWNcase. To translate the SWN model the net has first been unfoldedhend
unfolded model has been translated usirREGT2PRISM: the net resulting from
the unfolding is the same as in Figure 4.3, but the name ogplaad transitions
are different, since the unfolding appends the color to Hmaaof the place. What
follows is a fragment of PRISM code obtained from the unfoddi

const int N=8;

modul e M
wu_l : [0..8] init N
wd_| : [0..8];
WN_I o [0..1];
ruldle : [0..1] init 1;
[wf 1] (wu_| > 0)->0.002000: (wu_|' = wu | -1) & (wd_|' = wd_| +1);
[wi ] (wd_| >0) & (ruldle > 0)->10.000000 : (wd_|' = wd_| -1) &
& (ruldle’ =ruldle -1) &
& (WN_I" = wN_| +1);
[w 1] (MN_L>0) ->2.000000: (WN_|I' =wN_| -1) &
& (wu_l' = wu_| +1) &

& (ruldle’ =ruldle +1);

In this case, places of color domdn= {l,r} has been translated in two vari-
ables: for example, plac&u has been translated in variabderl, which repre-
sents instances of a token of colpand variablevu_r, which represents a token



4.4 Study cases 101

N
8 16 32 64
SPN SWN SPN SWN SPN SWN SPN SWN
Py true true true true true true true true
®, true true true true true true true true
®3 true true true true true true true true
®4 with T = 2500 | 0.00148460| 0.00148460| 0.00130158| 0.00130158| 0.00129237| 0.00129237| 0.00130603| 0.00130603

Table 4.4: PRISM results (18 error) for the workstation cluster models of Fig-
ures4.3and 4.4

of color r. Placeruldle is neutral, therefore has been translated as one variable

with the same name as in SPN case.

For the SWN case, the two atomic propositiomisimum andpremium trans-
late to:

[abel "minimun = (wi_| >k & su_|>0) | (wu_|l>=k & su_|>0) |
((wu_l +wu_r)>=k & su_I>0 & bbu>0 & su_r>0);
[ abel "premunt = (wu_I>=N & su_I>0) | (wu_l>=N & su_|>0) |

((wu_l +wu_r)>=N & su_I >0 & bbu>0 & su_r>0);

where each ofminimum andpremium have the same meaning as in the SPN case.

Note that even in this case, the atomic propositions ate tfpe, and not of
Mcol type, since we are working on the unfolda@/ N.

Table 4.4 shows the results for the various models: obsée/pérfect match
of GSPN and SWN results that is actually not surprising sihesunderlying
CTMC is the same, and the same ordering of variables has bedn us

Using GREATSPN2MRMQOMRMC approach

SPNcase. Consider again the SPN model of the workstation cluster el@mp
Here is a portion of the .xlab file for thid = 8 case: labels are listed first, one
label for every possible numbers of tokens in a place in aaghable state, and

then each state is associated with the labels valid in th&g §in this case state 1

is the initial marking of the net).

#DECLARATI ON
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QoS definition Translation

Minimum (lwu>=6&& Isu>0) || (rwu>=6&& rsu>0) || (lwu+rwu>=6 && (Isu> 0 && rsu> 0 && bbu> 0))

Premium (lwu>=8&& Isu>0) || (rwu>=8&& rsu>0) || (lwu+rwu>=8&& (Isu> 0 && rsu> 0 && bbu> 0))

Table 4.5: Translation of Qos definitions, to be used with MBMising the
GSPN net elements of Figure 4.3

I'su(l) Iwu(8) rsu(l) bbd(1) ruidle(l) rw(8) ......
#END

1 Isu(l) Iwi(8) rsu(l) bbu(l) ruidle(l) rwi(8)

2 I'su(1) Iwi(8) bbu(l) rsd(1) ruidle(l) rwi(8)

Table 4.5 lists the definition of th&iNIMUM and PREMIUM QoS for the
GSPN model, in terms of expression on the markings, wea 8 andK = 6
(three quarters d¥). The expression is parsed by APNERATORto produce the
Jab file, that is then given in input to MRMC, a small portioiwmehich is shown
in the following:

#DECLARATI ON

[wu>=6 | wu>=8 rwu>=6 rwu>=8 | su>0 rsu>0
bbu>0 | wu+rwu>=6 | wu+r wu>=8

#END

1 bbu>0 Isu>0 wu>=6 |wu>=8 | wu+rwu>=6 |wu+rwu>=8......
2 Isu>0 Iwu>=6 |wu>=8 | wu+rwu>=6 | wu+rwu>=8 .....

As may be observed, the states are labeled with atomic progposofM type

The obtained results with MRMC will be discusses at the enthefnext
paragraph.

SWN case. In this paragraph we provide an example that utilizes the olase
tion transitions for specifyin@col atomic propositions
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QoS definition Translation
Minimum (PARTGperational) | | (operational && conn)
Premium (PARTGperationa}) | | (operationah && conn)

Table 4.6: Translation of Qos definitions, to be used with M&Msing the SWN
net elements of Figure 4.5

Type | N | [TRS | @ | & | @3 Py

GSPN | 8 2772 yes | yes | yes | 0.001484433
SWN 8 1413 yes | yes | yes | 0.001484439
GSPN | 16 | 10132 | yes | yes | yes | 0.001301666
SWN | 16 5117 yes | yes | yes | 0.001284814
GSPN | 32 | 38676 | yes | yes | yes | 0.001293746
SWN | 32 9885 | yes | yes | yes | 0.001289851
GSPN | 64 | 151060 | yes | yes | yes | 0.001306365
SWN | 64 | 38819 | yes | yes | yes | 0.001304252

Table 4.7: MRMC results (1@ error) for the workstation cluster models of Fig-
ures 4.3 and 4.5

Figure 4.5 shows how we added the observation transitiofégiare 4.4, in
order to manage the colored instances of the net elemergpédaoifying the prop-
erties of interest.

Table 4.6 lists the definition of theiINniMuM andPREMIUM QoS for SWN in
terms of observation transitions.

Table 4.7 shows the results for the GSPN and SWN models farusavalues
of N.

4.5 Conclusions and future works

This chapter discusses how we have exploited twa @odel checkers, PRISM
and MRMC, to add GL model checking facilities for GSPN and SWN in the
GREATSPN tool.

We allow checking of the unfolding of an SWN via PRISM perinit us
to take advantage of the efficient MTBDD data structures usddRISM. We
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can alternatively check the CRG or SRG of an SWN, in the ca8R® taking
advantage of the symmetries of the SWN, using MRMC.

We note that model-checking methods for variants ef @hich refer to re-
wards have also been implemented in MRMC and PRISM, and carsdx to
verify an even wider variety of performance properties ttieose considered by
CsL. The presence of rewards is orthogonal to our translatichoads, and there-
fore our programs can be extended easily to accommodatedewa

We intend to improve the links betweenREATSPN and the two model-
checking tools by reducing the level of expertise thatRreGrSPN user requires
to have of the tools. In particular, we aim to automate as nmagpossible the
description of GL properties, so that the user can express such propertiee at t
net level. For example, in the context of the translation RI$M models, the
mapping of places to variables is partially lost due to utifuy, and therefore it
may be advantageous to have a translator frosn formulae ofMcol and Tcol
type to formulae given in terms of PRISM variables. Anotheslglem that we
will address is the presentation of the model checking tesalthe GREATSPN
user.

With regard to the translation to PRISM, the MTBDD represgotaof the
transition matrix depends heavily on the ordering of the $RIvariables in the
module description. A good ordering for the variables ofélkample is obtained
by declaring together the variables which are closely eeléas suggested by the
developers of PRISM [56]). For example, in general, plackglvare connected
to each other by transitions are listed together in the kgiardering. The trans-
lator does not have any associated heuristic: for the pegokthis chapter we
chose to manually change the variable ordering in the PRISMdats obtained by
our translator. To avoid such manual intervention, we idtenexploit the struc-
ture of the Petri net model to define an efficient ordering efvariables used in
the PRISM model’s description.

Finally, recall that the reachability graph of a GSPN/SWNresponds to a
semi-Markov process, from which a CTMC can be obtained byirating van-
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ishing states (in which no time elapses). As noted in [1H,glimination of van-
ishing states removes information about the dynamic behafthe system which
may be relevant for the evaluation of &Cproperty. The problem is considered
in [14], in which the &L logic and its related model checking algorithms are
modified to allow the use of immediate transitions in GSPN et®dTherefore
other future work includes extensions of our tools in thigdiion.
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Iwi

Iwr

Figure 4.3: The SPN of a workstation cluster system (fron})[36

i

Iwu Iwf Iwd IWINF
/ rwu rwi rwd rwi rwINr wr
su Isf Isd Isi ISINF Isr
rsu rsf rsd rsi rsINr rsr
bbu bbf bbd bbi bbINF bbr
ruldle OV
Net Element Meaning
Iwu A left workstation is up
lwd A left workstation is down
IwlINr A left workstation is in repair
Iwf A left workstation is failing
Iwi A left workstation is being inspecte
Iwu A left workstation is being repaired
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Figure 4.4: The SWN obtained from the SPN of Figure 4.3.
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PART_operational_N

operationali

3
operationaln

Figure 4.5: The SWN with observation transitions, obtainenfthe SWN of
Figure 4.4.



Part IV

Conclusions



Chapter 5

Conclusions, open problems and
future works

In this thesis we have presented our contributes regardetheds and tools for
the model checking of PN, in particular TPN, GSPN and SWNh&following
we recall all contributes within their open problems andeptial future develop-
ments.

Contribute 1.

We have presented a method to translafeRiN to a TA by exploiting reach-
ability analysis of the underlying untimdeN of the considered PN. By using
such approach, the obtaindth may be used to perforiicTL model checking us-
ing theKRONO Smodel checker. The proposed method was implemented, finally,
to addTcTL model checking capabilities to oBREATSPNtool'.

AdvantegesThe experimental results show that the computation tinee by
our method is competitive for a number of classes of systew,tlhe produced

1This work is based on a translation defined in the Master Fhefghe student Arnaud Sang-
nier, of the "Universite’ de Paris 6", prepared while he wagsiting student in our research group.
Afirst preliminary translation was also implemented, buwtdss completely re-done in this thesis to
efficiently compute the bisimulation. A similar translatizvas present also in my Laurea Thesis,
presented at the end of 2002
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TA generally offer a good compromise between the numberaztions and the
number of clocks.

Open problems and future work§he untimed PN can be unbounded, also
if the TPN is bounded; even if, for addressing the just citeasbfem, we have
described an empirical method for bounding the PN using ¢emgntary places,
and then checking if this bound is too restrictive, we plaratinress methods
for obtaining information about bounds on the number of tekim places of the
TPN, which can then be used in our approach based on compilameiaces. We
also intend to implement a translation to UPPAAL TA. Finatlye exploitation
of some notion of colors and of the use of some symbolic remtesion for the
underlying reachability graph could be a promising appno@cbe investigated
on.

Contribute 2.

We have exploited tw&€sL model checkersPRISM 2 and MRMC, to
add CsL model checking facilities foGSPNand SWN into the GREATSPN
tool; this led to the implementation of two tool&GREAT2PRISM and
GREATSPN2MRMC.

AdvantagesWith respect to SWN:

¢ we allow checking of the unfolding of an SWN via PRISM, petmig us
to take advantage of the efficient MTBDD data structures usétRISM,;

e we can alternatively check the CRG or SRG of an SWN, in the oése
SRG taking advantage of the symmetries of the SWN, using MRMC

Open problems and future workg/e intend to improve the links between
GREATSPN and the two model-checking tools by reducing the levekpkrtise
that a GREATSPN user requires to have of the tools. In particular, we a@m t
automate as much as possible the descriptionaf @operties, so that the user
can express such properties at the net level.

°The link to PRISM was implemented by Davide Cerotti, a PhDistu belonging to our
research group
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With regard to the translation to PRISM, the MTBDD represgoteof the
transition matrix depends heavily on the ordering of the $RIvariables in the
module description. We intend to exploit the structure @ Betri net model to
define an efficient ordering of the variables used in the PRIS8ddlel's descrip-
tion.

Since the elimination of vanishing states during the rebitityagraph of a
GSPN/SWN removes information about the dynamic behaviothefsystem
which may be relevant for the evaluation of &\Cproperty, we want to extend
the CsL and associated tools to allow the use of immediate transiijas in [14]).

Finally, we will address the presentation of the model civegrkesults to the
GREATSPN user.

We want to recall, as a by-product of the above contribueefdhowings.
Contribute 2.1.

We have implemented a method for unfoldiB§VN to GSPN within
GREATSPN which can be used in other contexts aside flésL model check-
ing®.

Contribute 2.2.

We concentrate on the way in which meaningfslL properties ofGSPNand
SWN may be specified. In particular, we considered how “atomigoitions”,
which are used in model checking to identify portions of theestpace of interest
(for example, error states or goal states), can be described

3This contribute was given by Davide Cerotti, a PhD studetdriming to our research group
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