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ABSTRACT In this paper, we modify the detection algorithm of [6]

o  th bl ‘ i ‘ ks i bust and improve the robustness against excessive geometric dis-
ne of the problems for audio watermarks 1S robusinesSq +iqns - while multiple correlations are calculated also

against signal processing causing de-synchronization of thqn the paper, the proposed algorithm chooses one correla-
pseudo-random sequences. To tackle the problem, we preg,, 1 the strength of a synchronization signal. Because
viously introduced an audio watermarking method using @ y,q grength of the synchronization signal and that of the
two-dimensional pseudo-random array, which is robust againgt s ye signal are independent, the false alarm rate is pre-
pitch shifting and random stretching to some extent. In this goeq” Furthermore, because the same synchronization sig-
paper, we explain a modification to the detection algorithm nal, which was necessary for the original detection algo-
to improve the robustness against excessive distortion. The&i 1 to search the head of the message, is used for the scale

method uses multiple pseudo-random arrays each of whichgg|action, this method does not decrease the data payload.
is stretched assuming a certain amount of distortion. Since

most of the detection process for the multiple arrays is shared,

the additional computational cost is limited. 2. THE PREVIOUS METHOD

In this section, we summarize the method introduced by [6].
1. INTRODUCTION The method can embed a multiple-bit message in the
content by dividing it to short messages and embedding
Robustness of image watermarks against geometric distoreach of them ira pattern block The patter block is defined
tion has been gathering increasing attention recently [1, 2].as a two-dimensional segmented area in the time-frequency
When the image is rotated, translated, or scaled, the misplane of the content (Fig. 1), which is constructed from the
synchronization of the embedded pseudo-random sequencsequence of power spectrums calculated using short-term
(PRS) and the PRS which the detection algorithm uses pre-DFTs. A pattern block is further divided intiles. We
vents the detector from properly correlating the PRSs, andcall tiles in row asubband A tile consists of four consecu-
leads to serious damage on watermark detection. tive overlapping DFT frames. A pseudo-random number is
Similarly, there is a class of audio signal processing whictselected corresponding to each tile. If the pseudo-random
effects on audio watermark as geometric distortion effects value assigned to a tile is positive, the embedding algorithm
on image watermark. Audio processing such as pitch shift-increases the magnitudes of frequency bins of the first two
ing, random stretching, and wow-and-flutter changes theframes in the tile and decreases those of the last two frames.
time and frequency property of the embedded PRS, and is
hence difficult for watermark to survive. To tackle this prob-

lem, several audio watermarking techniques modifying mag- =t ... x— Frame Tile  _— Subband
nitudes in the frequency domain were proposed in the past §
two years [3, 4, 5]. We introduced an audio watermark- a?r) )
ing method that is robust against pitch shifting and random .t / : f—fPattern Block
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scale change in [6]. owever, it was still difficult for the U ket e
method to survive excessive geometric distortions. [7, 8] AL 10T LA L L T e T L =
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One possible problem with the multiple correlation tests is _
that that may increase the false alarm rate. Fig. 1. A pattern block



The detection algorithm calculates the magnitudes for
all tiles of the content and correlates them with the pseudo-
random array by applying the following steps.

1. Windowing DFT
The magnitude; ; of the f-th frequency in the-th
frame of a pattern block of the content is calculated by
the DFT analysis of a frame of the content. A frame
overlaps the adjacent frames by a half window.

. Normalization
The magnitudes are then normalized by the average
of the magnitudes in the frame. A normalized magni-
tude is
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The difference between the logarithmic magnitudes
of a frame and the next non-overlapping frame is taken
aSPt7'f = logatyf — lOgat7'f+2.

. Magnitudes of tiles
The magnitude of a tile located at the¢h subband of
thet-th frame in the block is calculated by
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wheref/ andf; are the highest and lowest frequen-
cies in theb-th subband, respectively.

. Watermark strength
The detected watermark strength for th¢h bit in
the tile is calculated as the cross-correlation of the

pseudo-random numbers and the normalized magni-

tudes of the tiles by
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whereQ = 7 S 0%, Q1.p, D is the number of tiles
assigned for a bit, andfk is thek-th pseudo-random
number of thej-th bit corresponding to the tile at the
b-th subband in the-th frame. Similarly, the synchro-

nization strength is calculated by
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Because this detection algorithm calculate the differ-

ence of magnitudes of a frame and the next non-overlapping
frame per tile, the pattern block regarding detection

can be illustrated as Fig. 2.
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Fig. 2. A detection pattern block
3. IMPROVING ROBUSTNESS

In this section, we explain a method to improve the robust-
ness of the audio watermarking method against pitch shift-
ing and random stretching. In the experiment, we used a
software system that can embed and detect a 64-bit message
in 30-second pieces of music. Its details and parameters
that are not explained below are same as explained in [6].
All the following graphs are experimental results using ten
100-second music samples. The watermark strength data
plotted in the figures or shown in the table are measured af-
ter the accumulation of doubly-encoded watermafkisch
shiftingis performed using linear interpolation without anti-
alias filtering. Random stretchinlgis a transformation that
changes the length of the total content to a different length
by omitting or inserting a random number of sample blocks
from 50 up to 500 samples per block.

When the content is distorted by pitch shifting or ran-
dom stretching, the time and frequency location of the em-
bedded tiles are displaced. Accordingly, our idea for im-
proving robustness is to detect watermark using multiple
patterns each of which is stretched in advance assuming a
certain amount of distortion. As for random stretching, be-
cause it changes the length of the content, watermark is ex-
pected to be detectable using a pattern that is also stretched

1Random sample croppirggn be considered as random stretching with
the target length smaller than 100%.



with respect to time(Fig. 3). The watermark strength using
the pattern that is stretched at the rate,af calculated by
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Fig. 3. Pattern block stretched with respect to time
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To detect watermark from a sample whose pitch is shifted n=1

at the rate ofry, we correspondingly shift the subbands wherei is the index of stretched detectorsis the index of

(Fig. 4) asf"" = r;fL and " = r; fF. Moreover, since  synchronization signals detected in the 30-second period,

linear pitch shifting changes the duration of the block as and Ng is the number of synchronization signals detected

well as its frequency, we also stretch the pattern using Eq. 5.in the period. After the stretched detector that gives the
In this way, we define atretched detectorD(r;,r ), maximumA () is selected, the watermark strengths detected

which matches best to a time expansion rajeand a fre-  from the stretched detector are used for the message recon-

quency shifting ratey ;. Figure 5 and Figure 6 show mean struction.

watermark strengths detected by0.90, 1.00), D(0.935, 1.07), The mean ofA(*) detected from five stretched detectors

D(1.00,1.00), D(1.075,0.93), andD(1.10, 1.00) from dis- are shown in Fig. 8 and Fig. 9. It can be seen in Fig. 9 that,

torted content. While the strength detected by the regularfor example,D(1.08,0.93) is selected for the pitch-shifting

detector,D(1.00, 1.00), decreases as the content is severely rate ranging fron90% up t096%.

distorted, the stretched detectors have their maximum strengthsConsequently, the mean strengths by the selected stretched

approximately at their assumed distortion rates. detectors become as shown in Fig. 10 and Fig. 11, and are
These experiments indicate that if several stretched de-enough high for every degree of tested distortion. Corre-

tectors detect watermark in the music sample using differ- sponding bit error rates are also shown in the figures.

ently stretched patterns in parallel, and an appropriate stretchedTable 1 shows (1) the means of the detected strengths,

detector is selected, we can detect watermark even from ar(2) the bit error rates (BER) which are plotted in Fig.10 and

excessively distorted music sample by some of the stretched-ig.11, and (3) the correct detection rates (CDR) at which
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Fig. 7. Detection flow with three stretched detectors
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Fig. 11 Mean strength and BER for pitch-shifted samples

correct 64-bit message was detected. CDR over 80% were
seen for every one of the tested degradation. The error cor-
rection and detection algorithm and the counting of weak

bits successfully avoided detection of an incorrect message.

Table 1. The means of the detected strengthy ¢the bit
error rates (BER), and the correct detection rates (CDR)

| Processing | » | BER] CDR]|
| Original watermark | 4.17] 0.000] 100% |
Pitch shifting -10% 2.61| 0.008| 96%
Pitch shifting -8% 3.56 | 0.001| 100%
Pitch shifting -6% 3.25| 0.000 | 100%
Pitch shifting -4% 2.29| 0.013| 90%
Pitch shifting -2% 3.27 | 0.002 | 100%
Pitch shifting +2% 3.25| 0.001| 100%
Pitch shifting +4% 2.85| 0.005| 100%
Pitch shifting +6% 3.59| 0.001| 100%
Pitch shifting +8% 3.49| 0.001| 100%
Pitch shifting +10% 2.71| 0.005| 100%
Random stretching -10%| 2.06 | 0.067 | 83%
Random stretching -8% || 2.25 | 0.027| 87%
Random stretching -6% || 2.27 | 0.018| 87%
Random stretching -4% || 2.72 | 0.005| 100%
Random stretching -2% || 3.30 | 0.003 | 100%
Random stretching +2%|| 3.32 | 0.002 | 100%
Random stretching +4%/|| 2.82 | 0.006 | 100%
Random stretching +6%|| 2.48 | 0.012| 93%
Random stretching +8%/|| 2.49 | 0.015| 93%
Random stretching +10% 2.38 | 0.026| 87%

PerformanceWe also measured the detection speed us-
ing a PC with 600 MHz Pentium Il running Windows NT.
While, when the detector uses only a regular detector, de-
tection takes 7.72% of the length of the content, when the
Fig. 10. Mean strength and bit error rate(BER) for randomly  getector uses five stretched detectors, it is performed within
8.96% of the length of the content. That is only 16% in-



crease for four more stretched detectors. This is because th§7]
Fourier transform and calculation of the normalized mag-
nitudes take most of the processing time, and the stretched
detectors can share this part of calculation. Therefore, using
stretched detectors in a detector is much faster than simply
using multiple detectors. 8]

4, SUMMARY

We improved robustness of our previous audio watermark-
ing method by using multiple stretched pattern blocks. With
the improvement, robustness against pitch shifting and ran-
dom stretching up tat10% was achieved with only6%
additional computational time. Further improvement is re-
quired to shorten the duration of content required to carry a
message.
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