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Abstract

Fujisaki-Okamoto (FOPKC) conversion [14] and REACT conversion [18] are widely known to be
able to generically convert a weak public key encryption scheme to a strong encryption scheme, i.e.,
indistinguishable against adaptive chosen ciphertext attacks (IND-CCA). In this paper, we discuss
applications of Fujisaki-Okamoto (FOpPKC) conversion and REACT conversion to Identity Based
Encryptions (IBE). It has not been formally verified yet that whether these conversions are generic
in the IBE setting, in other words, capable to upgrade the security of underlying IBE schemes,
although many identity based encryption schemes are in fact built on these conversions. Our
results show that both conversions are effective in the IBE case: plain REACT already achieves
a good security reduction while the plain FOPKC conversion results in bad running time of the
simulator. We further propose a simple modification to the plain FOPKC that solves this problem.
Interestingly, our results may also show a separation between these two different attack models.
Finally, we choose some concrete parameters to explain (visually) the effect of how the modified
FOPKC substantially improves reduction cost regarding the plain conversion.
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1 Introduction

Identity based encryption (IBE) [19] is a public key encryption scheme where the encryption public
key can be an arbitrary string, such as the recipient’s identity, thus the distribution of public key
certificates can be avoided for an IBE scheme. However, only recently did the first practical full-
functional IBE schemes [8, 10] came into birth, which are proven secure in the random oracle model
[11, 4]. Subsequent research further extended to the standard model [9, 6, 5, 20].

It has been shown [2] that the strongest security notion for IBE is indistinguishability against
adaptive chosen D and adaptive chosen ciphertext attacks (IND-ID-CCA). Nevertheless, in the random
oracle model, many IND-ID-CCA IBE schemes (like [8, 15]) are often built with the following strategy:

Full Scheme = Basic Scheme + Transform

where the basic scheme is the one appeared in [7, 8] and the transform may be those proposed
previously for public key encryptions, like FOCRYPTO [13], FOPKC [14] and REACT [18]. We have
confirmed that the FOCRYPTO conversion is generic for any CPA-secure IBE [21]. Here, we would like
to consider the FOpPkC and REACT conversions.

More exactly, we not only try to confirm the feasibility of such transforms in the IBE setting, but
also focus on gaining tight security reduction of such a proof, which is never a trivial job. It is worth
reminding that a loose security reduction usually means lower security level with the same key size,
and one has to adopt longer keys to compensate this security loss.

1.1 Related Work

As mentioned already, Boneh and Franklin proposed the first practical IBE scheme which became the
base for many related researches. The proof given by Boneh and Franklin was quite loose, however,
nobody had considered how to improve the security reduction cost of their proof, even nobody had
challenged the correctness of their proof until recently, Galindo [15] noticed a small flawed step in
the proof of Boneh-Franklin’s paper, however, the reduction in Galindo’s corrected proof was even
looser. We also note that in fact, the proof given in [8, 15] did not take account of applying generic
FO transforms but has mainly considered how to reduce the security of the “full” scheme to that of
an IND-CCA public key encryption scheme.

Another variant of Boneh-Franklin IBE scheme with tighter security reduction was given by Libert
and Quisquater [17], with a REACT-like appearance.Again, there is no clear discussion on generic
transforms for IBE in their paper, since this is not the theme of their work.

1.2 Our Results

We prove that these conversions (FOPkC and REACT) can be applied to IBE generically with good
reduction costs. More precisely, applying the plain FOPKC to Boneh-Franklin’s basic scheme, one
immediately acquires the scheme proposed recently by Galindo [15], yet with a very loose security
reduction. Recall that in the public key setting, the FOPKC conversion can be proven with a “tight”
security reduction to its underlying primitives.

However, we can partially overcome this problem with a tiny modification to the plain FOpkcC. The
modification is itself very simple and computationally efficient: just hash the ID with other inputs to
the random oracle. However, this simple idea actually works! The modified FOPKC conversion admits
exactly tight reduction reduction as its public key counterpart.

On the other hand, the plain REACT already gives a good reduction cost, without any modifica-
tion. Interestingly, these results may indicate a separation between the chosen plaintext attack (CPA)
and plaintext checking attack (PCA) in the IBE setting.



We further choose some concrete parameters to explain how the modified FOPKC improves the
reduction cost, by estimating the average running time of the simulator. For chosen parameters,
using a single PC (or a single dedicated hardware), an IND-ID-CCA adversary breaks the IND-ID-CCA
security of “the basic Boneh-Franklin scheme + the plain FOPKC conversion” with about 104 years in
addition to break the IND-ID-CPA security of the basic Boneh-Franklin scheme. However, it needs only
additional 10® or 10? years in the case of the modified FOPKC conversion. Consider possible paralleled
computing, say 1 million PCs, this becomes 10?> ~ 103 years. Furthermore, applying Moore’s law, in
15 years, this will become only 1.30 years!

Remark 1. Besides the IND-ID-CCA security, there is an another weaker security notion for IBE,
called security against selective ID (sID) attack [9]. This security notion is also very useful and has
applications in constructing CCA-secure public key encryptions. However, with similar discussions of
this paper, one can reach similar results for sID secure IBE: the FOPKC (REACT) are also feasible
to upgrade weak sID secure IBE to acquire CCA security, and the reduction costs follow naturally the
discussions above.

2 Preliminary

In this section we review the definition of IBE, several conventions and security notions.

2.1 Identity Based Encryption
Formally, an IBE scheme II = {S, X, £, D} consists of the four algorithms.

e S, the setup algorithm, takes as input security parameter k € Z, and outputs system parameters
params and the master-key master-key. S is a probabilistic algorithm. params has a description
of a finite message space MSPC and a finite ciphertext space CSPC.

e X, the extraction algorithm, takes as input params, master-key and an arbitrary ID € {0,1}*,
and outputs a private key d. ID is an arbitrary string and it is used as a public key. d is the
corresponding private key (decryption key). This algorithm extracts a private key from ID.

e &, the encryption algorithm, takes as input params, ID and M € MSPC, and outputs a ci-
phertext C' € CSPC. Let COIN(k) € {0,1}* be a finite set. & is a probabilistic algorithm. &
chooses a random bit string r from COIN(k). We write the result of running this algorithm as
E(params, ID, M; 7).

e D, the decryption algorithm takes as input params, a ciphertext C' € CSPC and a private key
d, and outputs the corresponding plaintext M € MSPC. We write the result of running this
algorithm as D(params, d, C).

These algorithms must satisfy the standard consistency constraint,

VM € MSPC : D(params,d,C') = M, where C' = E(params, ID, M;r).

2.2 Notions and Notations

~v-uniformity. A property ~-uniformity is originally defined for conventional public key encryption
schemes [13]. Here, we define y-uniformity for IBE schemes.



Definition 1 (y-uniformity). Let II = {S,X,E, D} be an IBE scheme. For a given 1D € {0,1}*, the
corresponding decryption key d, M € MSPC and C' € CSPC, we define y(params,ID, M,C) = Pr[h g
COIN : C = &(params, ID, M; h)]. We say that I1 is y-uniform, if for any 1D € {0,1}*, any M € MSPC
and any C € CSPC, we have y(params, D, M,C) < ~.

Negligible Function. We say a function ¢ : N — R is negligible if for every constant ¢ > 0 there
exits an integer k. such that e(k) < k¢ for all k > k..

2.3 IND-ID-CCA Security and IND-ID-CPA Security

Boneh and Franklin [8] defined the indistinguishability (IND) for IBE schemes. An IBE which is
indistinguishable against adaptive chosen identity attack (IND-ID-CCA) has the strongest security and
one which is indistinguishable against adaptive chosen identity and chosen plaintext attack (IND-ID-
CPA) has even weaker security.

In their model, the two security notions were defined in the following games. In each game, there
exist two parties, one malicious adversary and one neutral simulator.

2.3.1 IND-ID-CCA Game

This game is described as follows:

Setup: The challenger takes a security parameter k£ and runs the setup algorithm S. It gives the
adversary the resulting system parameters params and keeps the master-key to itself.

Phase 1: The adversary issues queries q1,- - - , ¢m, where query ¢; is one of:

e Extraction query (ID;). The challenger responds by running algorithm X’ to generate de-
cryption key d; which corresponds to the public key ID;. It sends d; to the adversary.

e Decryption query (ID;, C;). The challenger responds by running algorithm X" to generate
the decryption key d; corresponding to the public key ID;. Then it runs algorithm D to
decrypt the ciphertext C; using the decryption key d;. It sends the adversary the resulting
plaintext.

These queries may be asked adaptively, that is, each query ¢; may depend on the replies to
q1,- - 5 4i—1-

Challenge: Once the adversary decides that Phase 1 is over it outputs a pair of messages My, My €
MSPC of equal length and an ID* on which it wishes to be challenged. ID* must not have
appeared in any Extraction query in Phase 1. The challenger picks a random bit b € {0,1} and
sets C' = &(params, ID, Mp,). It sends C to the adversary.

Phase 2: The adversary issues more queries ¢m,+1,- - , qn, Where query ¢; is one of:

e Extraction query (ID;) where ID; # ID*. The challenger responds as in Phase 1.

e Decryption query (ID;, C;) where (ID;, C;) # (ID,C). The challenger responds as in Phase
1.

These queries may be asked adaptively.

Guess: Finally, the adversary outputs a result ¥’ € {0,1} and wins the game if b’ = b.



We refer to such an adversary A as an IND-ID-CCA adversary. The advantage of IND-ID-CCA

adversary A is defined as follows: Adv(k) = |Pr[b = b'] — 1|. The probability is over the random

3 -
bits used by the challenger and the adversary.

Definition 2 (IND-ID-CCA). We say that an IBE scheme is secure in the sense of IND-ID-CCA if
Adv 4 is negligible for any polynomial time algorithm A.

2.3.2 IND-ID-CPA Game

This game is similar to but easier than IND-ID-CCA game except that the adversary A is more limited.
A cannot make decryption queries to simulator in neither Phase 1 nor Phase 2. The advantage of
IND-ID-CPA adversary A is also defined as follows: Adv4(k) = |Pr[b = §'] — 3|. The probability is
over the random bits used by the challenger and the adversary.

Definition 3 (IND-ID-CPA). We say that an IBE scheme is secure in the sense of IND-ID-CPA if
Adv 4 is negligible for any polynomial time algorithm A.

2.4 OW-ID-PCA Security

A notion of security called onewayness against plaintext checking attack (OW-PCA) is an even weaker
notion. The original concept is defined for conventional public key encryption schemes [18]. Roughly
speaking, the security goal, onewayness, means that if given the encryption of a random plaintext
the adversary cannot produce the plaintext in its entirety. In the plaintext checking attack model,
the adversary can access to the PC(plaintext checking) oracle which takes as input a public key ID, a
plaintext M and a ciphertext C and outputs “yes” or “no” whether C' is the ciphertext of M.

Here, we define this security notion for IBE schemes in the following OW-ID-PCA game:

Setup: It is the same as the Setup step in the IND-ID-CCA game.

Phase 1: The adversary issues queries q1, ..., ¢n, where ¢; is one of:

e Extraction query (ID;). It is the same as the Extraction query in the IND-ID-CCA game

e PC query (ID;, M;, C;). The PC oracle responds “yes” if C; is the corresponding ciphertext
of M;. Otherwise the oracle responds “no”.

These queries may be asked adaptively.

Challenge: Once the adversary decides that Phase 1 is over, it outputs a public key ID* on which
it wishes to be challenged. ID* must not have appeared in any Extraction query in Phase 1.
The challenger picks a random M € MSPC and encrypts M using ID* as the public key. It then
sends the resulting ciphertext C' to the adversary.

Phase 2: The adversary issues more Extraction queries and more PC queries. In this phase, the
adversary must not ask Extraction query (ID*). The challenger responds as in Phase 1.

Guess: Finally, the adversary outputs a result M’ € MSPC. The adversary wins the game if M’ = M.

We refer to such an adversary A as an OW-ID-PCA adversary. A’s advantage in attacking the
scheme is defined as: Adv4(k) = Pr[M’ = M]. The probability is over the random bits used by the
challenger and the adversary.

Definition 4 (OW-ID-PCA). We say that an IBE scheme is secure in the sense of OW-ID-PCA if
Adv 4 is negligible for any polynomial time algorithm A.



3 The FOrPkC Conversion for IBE

It is absorbing to find out an authentic way to enhance weak IBE schemes to strongly secure ones. In
the conventional public key cryptosystems, there exist some such conversions, and the FOPKC [12, 14]
is an example, besides, it is very efficient and achieves a tight reduction cost. Since an IBE is a
different primitive from traditional public key encryption, one may think these conversions are not
immediately a solution for IBE.

In this section, we investigate the FOPKC for IBE. More interesting result is that although a
most significant merit of the FOPKC is its tight reduction cost for conventional public key encryption
schemes, however, this merit could not hold if we apply the FOPKC straightforwardly into IBE case.
In order to solve the problem, we slightly revise the plain FOPKC. The modification is quite simple
in shape, but the right thing that we need.

3.1 The plain FOPKC

Let Il = {S, X, &, D} be an IND-ID-CPA IBE. Then, we can construct an another IBE ITy = {Sy, X1, &1, D1 }
as follows: Let [; be a bit length of a plaintext of II, I3 be a bit length of a plaintext of IT; and COIN(k)
be II’s coin-flipping space. The conversion is constructed in Table 1.

The Plain FOPKC

Setup S;:
It is as S. In addition, it picks a hash function H : {0,1}® x {0,1}*~2 — COIN(k).
Extraction Xj:
It is as &X.
Encryption &;:
It takes a system parameter params, an encryption key ID € {0,1}* and a message M € {0,1}.
&1 (params, ID, M; o) = &(params, ID, M ||o; H(M, o)),
where o is a randomly chosen [y — Iy bit string.
Decryption Dy:
Let C be a ciphertext to decrypt. Algorithm D; works in the following steps:
1. Computes D(params,d,C) = M’ and let [M')'? = M and [M'];, ;, = o
where [a]® and [a], denote the first and the last b bits of a string a, respectively.
2. Tests that E(params, ID, M||o; H(M, a)) = C. If not, outputs “reject”.
3. Outputs M as the decryption of C.

Table 1: The Plain FOPKC

Theorem 1. Suppose the hash function H is the random oracle and Il is a y-uniform IBE encryption
scheme. Let B be an IND-ID-CCA adversary which has advantage €(k) against 11y and it runs in
time at most t(k). Suppose B makes at most qg H queries, qg Extraction queries and qp Decryption
queries. Suppose that executing £ once needs at most time 7 Then there is an IND-ID-CPA adversary
A which has advantage at least (e(k) + 5 — qr /(2" 72))(1 — qpvy) — & against I1. Its running time is
t(k) +qu-qp-T.

Proof. We show how to construct adversary A by using adversary B as an oracle. The challenger
starts an IND-ID-CPA game by executing S and generates params and master-key. The master-key is
kept secret by the challenger. A works by interacting with B in an IND-ID-CCA game as follows:

Setup: A gives params to B.



Symbol | Event
Fail A fails to answer a decryption query at some point during the game
SuccA | A wins the IND-ID-CPA game in the case that event Fail does not occur
SuccB B wins the IND-ID-CCA game in the case that event Fail does not occur
AskO | B queries H(My,o0y)
Askl | B queries H (Mg, o3)

Table 2: Definitions of Events in Proof of plain FOPKC

Phase 1: Three sorts of queries are answered as follows:

H-queries: A maintains a list of tuples (M;, 0y, h;) as explained below. We refer to this list as
the H'*. The list is initially empty. When B queries H(M;, o;), A responds as follows:

1. If the query M;, o; already appears on the H' in a tuple (M, oy, h;) then A responds
with H(MZ,JZ) = hz

2. Otherwise, A picks a random element h; from COIN(k) of II.

3. A adds the tuple (M;,0;, h;) to the H'%! and returns h;.

Extraction queries: Let (ID;) be an Extraction query issued by B. A inputs (ID;) to its own
extraction oracle and gets the corresponding decryption key d;. A passes d; to B as the
answer of the query.

Decryption queries: Let (ID;, C;) be a Decryption query issued by B. A responds as follows:

1. Find a pair of tuples (M, o, h) from the H'*! such that £(params, ID;, M||c;h) = C;.
2. Outputs M if there exists such a pair of tuples, or outputs “reject” otherwise.
Challenge: Once B decides that Phase 1 is over it outputs a public key ID* (ID* # ID;) and two

messages My, My on which it wishes to be challenged. A randomly chooses two I1 — s bit strings
oo and o71. A sends (ID*, My||og, Mi|lo1) to the challenger.

The challenger picks a random bit b € {0, 1} and sets C' = E(params, ID*, My||op,). Then A gives
C as the challenge to B.

Phase 2: Three sorts of queries are answered as the same as in Phase 1.
Guess: Once B decides that Phase 2 is over it outputs a guess b'.

After B outputs the guess b, A outputs this bit ¥’ as the answer of the IND-ID-CPA game.

In order to calculate the reduction cost, we first define the five events in Table 2.
Then, we have,

Pr[SuccB] = Pr[SuccB|Ask0] Pr[Ask0]
Pr[SuccB|—Ask0 A Askl] Pr[—Ask0 A Askl]
Pr[SuccB|—-Ask0 A —Ask1] Pr[—Ask0 A —Askl]

+ o+

and

Pr[SuccA| Pr[SuccA|Ask0] Pr[Ask0]
Pr[SuccA|—Ask0 A Askl] Pr[—AskO A Askl]

Pr[SuccA|—=Ask0 A —=Askl] Pr[-Ask0 A —Askl].

+ +



From the specification of A, the following equations holds:
Pr[SuccA|AskO] = 1, Pr[SuccA|-Ask0 A Askl] =0
and
Pr[SuccB|—Ask0 A =Askl] = Pr[SuccA|—-Ask0 A —Ask1].

Thus we have,

Pr[SuccA] — Pr[SuccB] = (1 — Pr[SuccB|Ask0]) Pr[Ask0]
— Pr[SuccB|—Ask0 A —Ask1] Pr[-AskO A ~Ask1]
> — Pr[-Ask0 A Askl].

Since Pr[—Ask0 A Askl] < g /2172, we have

I qH
PI’[SUCCA] Z €+ 5 - m
Next, we estimate Pr[—Fail]. The event Fail occurs only when B submits a Decryption query (ID,C)
such that C = & (params, D, M||o; H(M, o)) without asking H (M, o). This case happens with prob-
ability at most v , and therefore, we have that Pr[—Fail] < (1 — )% ~ 1 — ¢p~.
Hence, we have that

1 qH 1
Adva(k) 2 (e+ 5 = 5 —)1 —apv) = 5.

Finally, we estimate A’s running time. Since in addition to B’s running time, .4 has to run £ for
qp times for responding to each Decryption query, A’s running time is estimated as

t(k) +qu-qp-T
O

Discussion: Running time of 4 Bellare and Rogaway [4] proposed the notion of exact security,
which says, a reduction is meaningful, if given an adversary B against II, an adversary A can be
constructed with essentially the same amount of time and success probability against II;. Now we
focus on the running times of A and B. As shown in Theorem 1, there exists a polynomial time
reduction B to A: in the reduction given above A’s running time is estimated as

t(k) +qu-qp-T

where t(k) is B’s running time. Assuming that g and ¢p are estimated as and respectively, A
has to run & for 2!% times, which are computationally infeasible in practice. (Notice that a Decryption
query requires on-line computation, while a G-query only requires off-line hash computation.)
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3.2 The Modified FOPKC

Since for the plain FOPKC, the simulator cannot determine the ciphertext when it is asked a hash
query, it has to do re-encryption for all the hash queries in the list to extract the plaintext. This is
essentially why the reduction cost was bad. Here we shall slightly modify the plain FOpPKcC: The idea
is very simple: just include the ID as part of a hash query. Though it is very simple, we shall go on
to show it actually solve the above problem.

Let IT = {S,X,&,D} be an IBE scheme which is secure in the sense of IND-ID-CPA. We denote
the new encryption scheme as Iy = {Sa2, X5, &2, Do }. Let [; be a bit length of a plaintext of I, I3 be a
bit length of a plaintext of IIy and COIN(k) be II's coin-flipping space. The conversion is constructed
in Table 3.



The Modified FOPKC

Setup Ss:
It is as S. In addition, it picks a hash function H : {0,1}® x {0,1}}*=%2 x {0,1}* — COIN(k).
Extraction Xs:
It is as X.
Encryption &:
It takes a system parameter params, an encryption key ID € {0,1}* and a message M € {0, 1},
Ex(params, ID, M; o) = &(params, ID, M||o; H(M, 0,1D)),
where o is a randomly chosen [y — Iy bit string.
Decryption D,:
Let C be a ciphertext to decrypt. This algorithm works in the following steps:
1. Computes D(params,d,C) = M’ and let [M']"? = M, [M');,_;, = 0.
2. Tests that €(params, ID,M'; H(M, o, ID)) = C. If not, outputs “reject”.
3. Outputs M as the decryption of C.

Table 3: The Modified FOPKC

Theorem 2. Suppose that the hash function H is the random oracle and 11 is v-uniform IBE encryp-
tion scheme. Let B be an IND-ID-CCA adversary which has advantage (k) against Iy and it runs in
time at most t(k). Suppose B makes at most qg H-queries, qg Extraction queries and qp Decryption
queries. Suppose that encrypting one message needs time 7. Then there is an IND-ID-CPA adversary
A which has advantage at least (e(k) + 3 — qu/(2472))(1 — qp7y) — & against I.Its running time is
t(k) +aqu -

Proof. Similar strategy of the proof of Theorem 1 applies here, i.e., construct IND-ID-CPA adversary
A for Pi by using IND-ID-CCA adversary B for Pis as an oracle. Then what remains here is how to
answer B’s H-queries and Decryption-queries.

Setup: A gives params to B.
Phase 1: Three sorts of queries are answered as follows:

H-queries: A maintains a list of tuples (M;, 0;,1D;, h;, C;) as explained below. We refer to this
list as the H't. The list is initially empty. When B queries H(M;, 0;,1D;), A responds as
follows:

1. If the query M;,0; and ID; already appears on the H'! in a tuple (M;,0;,1D;, hi, C;)
then A responds with H(M;, 0;,1D;) = h;.

2. Otherwise, A picks a random element h; from COIN(k).

3. A generates a ciphertext
C; = E(params, ID;, M;||oi; hs).

4. Aadds the tuple (M;, o5, 1D;, h;, C;) to the H"** and responds to B with H(M;, o;,1D;) =
h;.

Extraction queries: Let (ID;) be an Extraction query issued by B. A inputs (ID;) to its own
extraction oracle and gets the corresponding decryption key d;. A passes d; to B as the
answer of the query.

Decryption queries: Let (ID;, C;) be a decryption query issued by B. A responds this query
in the following steps:
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1. Finds a tuple (o;, M;,1D;, gj, C;) from the H"! such that ID; = ID; and C; = Cj.
2. Outputs M; if there exists such a tuple, or outputs “reject” otherwise.

Challenge: Once B decides that Phase 1 is over it outputs a public key ID* (ID* # ID;)and two
messages Mg, M7 on which it wishes to be challenged. A randomly choose two [; — [y bit strings
oo and o1. A sends (ID*, My||og, Mil||o1) to the challenger and receives a ciphertext C'. Then,
A gives C' as the challenge to B.

Phase 2: Three sorts of queries are answered as the same as in Phase 1.
Guess: Once B decides that Phase 2 is over it outputs a guess b'.

After B outputs the guess V', A outputs this bit &’ as the answer of the IND-ID-CPA game.
The advantage of A can be evaluate in the same way as in Theorem 1, so we omit to describe the
detail of the evaluation here.
Finally, we estimate the running time of A. Since adding the running time of B, A has to run £
once when a new H-query is asked. Therefore, A’s running time is estimated as t(k) 4+ qp - 7.
O

3.3 Comparison: Running Time of A in The Plain FOrkc and The Modified
FOPkC

We compare the running times of simulators for II; and Ils. In this comparison, we especially focus
on times to run the encryption algorithm £ which is required for each simulation. It is believed that
if a simulator has to run £ for more than 28 times, then it does not properly work in a realistic time.
Now, we have that

#E(I ) (~ 2'9) > 2%0 > H#E(TTy) (~ 2%)

where #&(-) denotes the times to run £ in the simulation. This implies that the running time of the
simulator for Ily is considered realistic.

4 REACT Conversion for IBE

REACT conversion [18] was originally designed for (OW-PCA secure) traditional public key cryptosys-
tems, to have CCA security. Again, it was not known if REACT can be applied to IBE generically.
We investigate the fact in this section. Interestingly plain REACT is not only effective for IBE, but
also gives a tight reduction cost, as it does for traditional public key cryptosystems.

4.1 The Plain REACT for IBE

Let IT = {S,X,&,D} be an OW-ID-PCA IBE. Let MSPC be a message space of II and CSPC be a
ciphertext space of II. Then we can construct another IBE IlI3 = {Ss, X3,E3, D3} which is secure
against IND-ID-CCA. Let MSPC’ be a message space of II3 and MSPC’ be a ciphertext space of Il3.
A ciphertext of T3 consists of three components c¢1,co and c3. We denote the bit length of these
components 1, ly and I3 respectively. The definition of Il3 is as follows in Table 4.

Theorem 3. Suppose the hash functions G and H are random oracles. Let B be an IND-ID-CCA
adversary which has advantage €(k) against I3 and its running time is at most t(k). Suppose B
makes at most qq G-queries, qug H-queries, qp extraction queries and qp decryption queries. Then
there is an OW-ID-PCA adversary A which has advantage 2€(k) — qD(2+2 + 2%) Its running time is
t(k) + (gc +qm) - O(1).
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The Plain REACT for IBE

Setup Ss:
It is as S. In addition it picks two hash functions:
G : MSPC — {0,1}2, H : MSPC x MSPC’ x {0, 1} x {0,1}2 — {0,1}%.
Extraction Aj:
It is as X.
Encryption &;5:
For any massage M € MSPC’ and random values R € MSPC, it gets
¢1 = E(paramas, ID, R;r), then it computes
K =G(R),co=K®M,c3 =H(R,M,cy,c3).
The ciphertext consists of the triple C' = (¢, co, ¢3).
Decryption Ds:
We assume that the ciphertext to decrypt is C' = (c1, ¢, ¢3).
First it decrypts ¢; and gets R. Then it computes K = G(R) and M = co @ K.
It returns M if ¢c3 = H(R, M, c1,cz). Otherwise , it outputs “Reject”.

Table 4: The Plain REACT for IBE

Proof. We show how to construct adversary A by using adversary B as an oracle. The challenger
starts an OW-ID-PCA game by executing S and generates params and master-key. The master-key is
kept secret by the challenger. A works by interacting with B in an IND-ID-CCA game as follows:

Setup: A gives params to B.
Phase 1: Four sorts of queries are answered as follows:

G-queries: A maintains a list of tuples (R;, K;) as explained below. We refer to this list as
G'st. The list is initially empty. When B asks G(R;), A responds as follows:

1. If query R; already appears on the G in a tuple (R;, K;) then A responds with
G(R;) = K.
2. Otherwise, A picks a random element K; € {0, 1},
3. A adds the tuple (R;, K;) to the G"* and returns K;.
H-queries: A maintains a list of tuples (R;, M;, c1, co,c3). We refer this list as the H'!. The
list is initially empty. When B queries H (R, M,c1,¢3), A responds as follows:
1. If the query (R, M, c1, o) is already appears on the H'*! in the tuple (R, M, c1, ¢z, c3)
then A responds with H (R, M, c1,c2) = c3.
2. Otherwise, A randomly picks a string c3 from {0, 1},
3. A adds the tuple (R, M, c;,co,c3) to the H! and returns cs.
Extraction queries: Let (ID;) be an Extraction query issued by B. A inputs (ID;) to its own

extraction oracle and receives the corresponding decryption key d;. A sends the key d; to
B as the answer of the query.

Decryption queries: Let (ID;, 1, c2,c3) be a Decryption query issued by B. A responds as
follows:
1. A picks up a tuple (R, M’ ¢}, ch, cs) from H'! such that c3 = c.
2. A computes K' = G(R/).
3. Checks if co = M' @ K'. If this holds, A queries (ID;, R’, 1) to the PC oracle.
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4. If the PC oracle answers “yes”, A returns M’ to B. Otherwise, A outputs “reject”.

Challenge: Once B decides that Phase 1 is over it outputs a public key ID* (ID* # ID;) and two
message My, My on which it wishes to be challenged. A sends ID* to the challenger and receives
a ciphertext C*. A generates a lo bit random string ¢ and a l3 bit random string c3. A gives
(C*, ca,c3) to B as a challenge ciphertext.

Phase 2: Four sorts of queries are answered as the same as in Phase 1.

Guess: Once B decides that Phase 2 is over it outputs a guess .

After B outputs a guess b, A picks all Rs which appear in tuples on the G'*** and the H"!. For
each R, A queries (ID*, R,C*) to PC oracle. If PC oracle returns “yes”, A outputs the R as the answer
of OW-ID-PCA game.

To estimate the advantage of A, we define the following four events in Table 5.

Symbol | Event
SuccA | A wins the OW-ID-PCA game
SuccB | B wins the IND-ID-CCA game
AskB | B asks a query for G(R*) or H(R*, My, c1,c2) at some point during the game
Fail | the simulation fails before the event AskB occurs

Table 5: Definitions of Events in Proof of REACT for IBE
Then we take the same discussion as in the proof of Theorem 1 and we have that
1
Pr[SuccB|—Fail] Pr[-Fail] > e(k) + 3 Pr[Fail].

Since ,
Pr[SuccB|—=Fail A =AskB] = 3

we also have

1
Pr[SuccB|—-Fail] = Pr[SuccB|=Fail A AskB] Pr[AskB] + 5(1 — Pr[AskB])

IN

1 1
— Pr[AskB] + =.
5 Pr[AskB] +
Hence, we have
1 1 1
(5 Pr[AskB| + 5) Pr[=Fail] > e(k) + 3 PrlFail],

and therefore,
Pr[AskB] > 2¢(k) — Pr[Fail].

Next, we estimate Pr[Fail]. The event Fail occurs only in either

Case 1. B submits a Decryption query (ID,c1, G(R) @ M, c3) such that ¢; = E(params, ID, R;7) and
c3 =H(R,M,c1,G(R) ® M) without asking G(R), or

Case 2. B submits a Decryption query (ID, ¢y, co, H(R, M, c1,c2)) without asking H(R, M, ¢y, c2).
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Case 1 and 2 happen with probability at most 272 and 27, respectively, and therefore, we have

that . , X :
PrFail] <1—(1— o0 QTB)QD ~ qD(2T2 + 273)
If B wins the IND-ID-CCA game, then A also win the OW-ID-PCA game. Therefore, Pr[SuccA] >
Pr[SuccB].

Hence, we have that

1 1

Adva(k) = Pr[SuccA] > Pr[SuccB] ~ 2¢(k) — qD(2T2 + 273)

Finally, we estimate a running time of 4. Addition to the running time of 3, A has to answer the
G and H queries. Thus A’s running time is ¢(k) + (qu + qc) - O(1).
]

4.2 The Reduction Efficiency of REACT for IBE

As shown in Section 3.2, the reduction cost of the plain FOPKC is inefficient. Using our simple
technique which we put ID to a part of the hash function’s inputs, the reduction cost could significantly
decreases.

Unlike the plain FOPKC, the plain REACT already gives a tight reduction cost for IBE. We remark
that this is mainly caused by the PC oracle, which implicitly handles the ID by its definition. The
significant differences of reduction costs may indicate a separation between these two attack models:
CPA and PCA.

5 Numerical Explanation

In this section, we evaluate how much better on the cost of security reduction the modified FOPKC is
than the plain FOPKC by numerical explanation and show what this result means in the real world.
As shown in Theorem 1, the plain FOPKC gives a polynomial time reduction and, looking at the
coefficient of ¢, the reduction seems tight, which means that the adversary’s advantage against the
underlying scheme and that of transformed scheme are close. Therefore, at a glance, merit of the
modified FOPKC seems not considerable.

However, we notice that the other terms except for ¢ term have a significant influence on the
reduction cost in the plain FOPKC. So, here, we compare the plain FO and our modified FOPKC by
strictly estimating 7" (= t//¢’) where T” is intuitively the average time for an adversary to succeed
in the attack for the basic IBE scheme. We let Boneh and Franklin’s scheme (BF-IBE) [8] be the
underlying IBE scheme.

5.1 Parameter Setting

Let 7" and T be t'/€' and t/e, respectively, where 77 and T are the expected computational times to
succeed in breaking the underlying IND-ID-CPA IBE scheme and the transformed IND-ID-CCA IBE
scheme, respectively, assuming that a t’-time adversary can break the underlying IBE with advantage
¢ and a t-time adversary can break the transformed IBE with advantage e.

If the value T” is close to T, the reduction is said to be tight. On the other hand, if 7" is much
larger than 7', the reduction is not tight and the adversary might not break the underlying IBE scheme
in practical time. We derive the relation between 7" and T' of both the plain and the modified FOPKC.
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In our estimation, we let gy = 2% gp = 20 and v = 27160, (Notice that ~ is identical to the
inverse of the order of the underlying group in BF-IBE [8].) We set that [ — o = 140 which is the bit
length of the random coin of both FOPKC conversions.

In the evaluation, we consider the case of € = 2719, Encrypting one message needs one pairing
computation in BF-IBE scheme and this is the dominant part. The running time of fastest pairing
algorithms in software and hardware are about

4.33 miliseconds in software implementation (AthlonXP 2GHz)[3]
0.85 miliseconds in hardware implementation (FPGA 15MHz)[16].

Thus, the running time of the encryption function 7 is set to those values.

5.2 T’ of The Plain FOPKcC
In the above setting, we evaluate T” of the plain FOPKc for BF-IBE:

T < t+quqpT N t+ 2100 x 7
T (e+1/2—qu /21 —qpy) —1/2 (e +1/2 —260/2140)(1 — 240 . 2-160) _ 7 /2
t 42190 x 7 110

The additional costs to break BF-IBE scheme (77 — T') are

1.00 x 2192 seconds ( ~ 1.32 x 10** years) in software implementation
0.85 x 2190 seconds ( ~ 0.11 x 10** years) in hardware implementation,

respectively. Each of them needs too long time to break BF-IBE, of course, it is impossible to calculate
in the real world.

5.3 T’ of The Modified FOPKC
In the above setting, we evaluate T” of the modified FOPKC for BF-IBE:

T t+qgT N t 4200 x 7
(e+1/2—qy/2h=2)(1 —qpy)—1/2  (e+1/2 — 260/2140)(] — 240 . 2-160) _ 1 /2
t 4200 x 7 70

The additional costs to break BF-IBE (7" — T') are

1.00 x 202 seconds (=~ 1.33 x 10? years) in software implementation
0.85 x 20 seconds (~ 2.83 x 10® years) in hardware implementation,

respectively. In this case, the additional cost is much smaller than that in the plain FOPKC case.
The additional cost is almost for pairing calculations in encryptions and these operations are easily
parallelized. Nowadays, it is not difficult to gather computing resources like millions order PCs [1]
or to produce a number of specialized 1C chips. For example, consider the case that an adversary
can use a million PCs, that is, it is the software implementation case, the cost is 1.33 x 10 years at
present. By Moore’s law, this cost will be about 1.30 years in 15 years’ time. Thus, it can be said
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that this additional cost will be really feasible to compute in the near future even in the software
implementation case.

Due to the above discussion, we see that if there exists an adversary who can break the modified

FOPKC in a realistic time, then it is also possible to break the underlying IBE scheme in almost

the
the

same computational time. On the other hand, it is not clear whether the plain FOPKC provides
same level of security or not. Consequently, we can say that the modified FOPKC achieves ezact

security in a strict sense while the plain FOPKC does not.

T — T of The Plain FOPKC case T — T of The Modified FOPKC case
Software Implementation 1.32 x 10%* years 1.33 x 10° years
Hardware Implementation 0.11 x 10?3 years 2.83 x 10® years
Application of Moore’s law
for SW Impl. using 10® PCs 1.32 x 10*° years 1.30 years
in 15 years after

Table 6: The Result of the Numerical Explanation
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