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l.
am.a
.ukIn this paper we present a brief a

ount of our work on analysing the anonymity of message-based anonymity systems based on free-route mix networks. A mix system 
onsists of sendersa; a1; : : : who want to send messages to re
eivers r; r1; : : :. They try to preserve unlinkability(i.e. hide who is sending messages to whom) against a global passive atta
ker 
apable ofobserving the entire network by sending ea
h of their messages via a sequen
e of mixes. Ea
hmix 
olle
ts n messages, performs a 
ryptographi
 transform on ea
h, and sends the messageson, ensuring that the adversary is unable to identify whi
h of the in
oming messages to amix 
orresponds to any of the outgoing ones. A message goes through a series of mixes (wedo not dis
uss the details of routing, 
ryptographi
 operations, et
., see [Cha81℄ for details),and we wish to determine what the anonymity of the message is when it 
omes out.What is anonymity and how should it be measured? We borrow the metri
 of [SD02℄, andsay that the sender anonymity of a message arriving at a parti
ular re
eiver is the entropy ofthe probability distribution of the senders who, from the point of view of the atta
ker, 
ouldhave sent this message. The 
entral 
ontribution of our work, then, is providing a sound wayof working out this probability distribution.First of all, we 
onstru
t a model of the mix network. We use a simple operational semanti
s.Given a set of messages whi
h are sent into the network, our semanti
s determines the �nalstate of the network and a \real" tra
e. The real tra
e represents the observation whi
h wouldhave been made by an atta
ker who 
ould see the entire network and inside all the mixes.The atta
ker, in reality, 
annot see inside the mixes. Hen
e, we erase the tra
e to retain onlythe observation whi
h the global passive atta
ker 
an make.The atta
ker 
an see the erased tra
e, and he does not know whi
h of the possible real tra
es
orresponds to the erased tra
e. We 
an then 
onstru
t the set of all possible real tra
eswhi
h erase to the erased tra
e observed by the atta
ker. We take a message M whi
h theatta
ker observes to have arrived at re
eiver R. In ea
h of the real tra
es, we see who sent thismessage, and with what probability (for simpli
ity we leave out this 
ompli
ation). Havingdone this for the entire set of real tra
es, we 
an 
ompute a probability distribution of thesenders who 
ould have sent the message M . The entropy of that probability distributiongives the anonymity.We illustrate this point with an example. Suppose the atta
ker has observed the followingerased tra
e Obs:Obs = [(a;m); (a1;m); (a;m); (a1;m); (m; r; 
); (m; r; 
); (m; r1; 
0); (m; r1; 
0)℄



This represents a message entering the network from a, another from a1, then the messagefrom a arriving at mix m, then the message from a1 arriving at mix m, then a message fromm with 
ontents 
 addressed to r leaving mix m, that message leaving the network, et
1.The set of (two) real tra
es whi
h erase to Obs are:All = [ [(a; ([m℄; r; 
)); (a1; ([m℄; r1; 
0)); (�; (a; ([m℄; r; 
))); (�; (a1; ([m℄; r1; 
0)));(�; (m; ("; r; 
))); (m; ("; r; 
)); (�; (m; ("; r1; 
0))); (m; ("; r1; 
0))℄;[(a; ([m℄; r1; 
0)); (a1; ([m℄; r; 
)); (�; (a; ([m℄; r1; 
0))); (�; (a1; ([m℄; r; 
)));(�; (m; ("; r; 
))); (m; ("; r; 
)); (�; (m; ("; r1; 
0))); (m; ("; r1; 
0))℄℄The �rst tra
e represents the run of the mix system (s
enario) with the message from agoing to r and the message from a1 going to r1 while the se
ond tra
e represents the s
enariowith message from a going to r1 and the message from a1 to r. If the two s
enarios areequiprobable, then the message arriving at r is equally likely to have 
ome from a as it isfrom a1, hen
e its sender anonymity is 1.This example is, naturally, mu
h simpli�ed from the kinds of tra
es whi
h would be observedin real anonymity systems by real adversaries. However, the method of 
omputing anonymityis valid for tra
es of any size. To help us manage big tra
es, we have implemented a toolwhi
h is 
apable of generating a real tra
e given a parti
ular network and some in
omingmessages, erasing it to give the atta
ker's observation Obs, generating the set of real tra
esAll whi
h would erase to Obs and �nally 
ompute the anonymity of any of the messages.This enables us to analyse non-trivial runs in non-trivial networks, although, in general, of
ourse, the analysis is exponential in the number of messages travelling through the network.Nevertheless, our results have some pra
ti
al relevan
e to real-world email anonymity systemssu
h as Mixminion and Mixmaster. As part of our analysis we have also gained a mu
h betterunderstanding of how the anonymity of messages in mix networks should be 
omputed andthe kinds of data that would be required.This a

ount of our work leaves out a lot of detail, does not explain the abstra
tions whi
hare made or explain why they are made. Neither do we dis
uss related work. For full detailsthe reader is invited to refer to Chapter 6 of [Ser04℄.Referen
es[Cha81℄ David Chaum. Untra
eable ele
troni
 mail, return addresses, and digital pseudonyms.Communi
ations of the ACM, 4(2), February 1981.[SD02℄ Andrei Serjantov and George Danezis. Towards an information theoreti
 metri
 foranonymity. In Paul Syverson and Roger Dingledine, editors, Priva
y Enhan
ing Te
hnolo-gies, volume 2482 of LNCS, San Fran
is
o, CA, April 2002.[Ser04℄ Andrei Serjantov. On the Anonymity of Anonymity Systems. PhD thesis, University ofCambridge, 2004.1 The seemingly unne
essary repetition of events is required in more 
omplex 
ases.


