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Abstract This paper presents a game-theoretic
method for analyzing the security of computer
networks. We view the interactions between an
attacker and the administrator as a two-player
stochastic game and construct a model for the
game. Using a non-linear program, we compute
Nash equilibria or best-response strategies for the
players (attacker and administrator). We then ex-
plain why the strategies are realistic and how ad-
ministrators can use these results to enhance the
security of their network.
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1 Introduction

Government agencies, banks, retailers, schools,
and a growing number of goods and service
providers today all use the Internet as an integral
way of conducting their daily business. Individ-
uals, good or bad, can also easily connect to the
internet. Due to the ubiquity of the Internet, com-
puter security has now become more important
than ever to organizations such as governments,
banks, businesses, and universities. Security spe-
cialists have long been interested in knowing what
an intruder can do to a computer network, and
what can be done to prevent or counteract at-
tacks. In this paper, we describe how game theory
can be used to find strategies for both an attacker
and the administrator. We consider the interac-
tions between them as a general-sum stochastic
game.

1.1 Example Case Study

To create an example for our case study, we in-
terviewed one of our university network managers
and put together the basis for several attack sce-
narios. We identified the types of attack actions
involved, estimated the likelihood of an attacker
taking certain actions, determined the types of
states the network can enter, and estimated the
costs or rewards of attack and defense actions.
In all, we had three interviews with the network
manager, with each interview taking one to two
hours.

Based on our discussions with the network
manager, we constructed an example network so
as to illustrate our approach. Figure 1 depicts a
local network connected to the Internet.

A router routes Internet traffic to and from the
local network and a firewall prevents unwanted
connections. The network has two zones or sub-
networks, one containing the public web server
and the other containing the private file server
and private workstation. This can be achieved by
using a firewall with two or more interfaces. Such
a configuration allows the firewall to check traf-
fic between the two zones and provide some form
of protection for the file server and workstation
against malicious internet traffic. The web server
runs an HTTP server and a FTP server for serv-
ing web pages and data. It is accessible by the
public through the Internet. The root user in the
web server can access the file server and worksta-
tion to retrieve updates for web data. For remote
administration, the root users on the file server
and workstation can also access the web server.
For our illustration purposes, we assume that the



firewall rules are lax and the operating systems
are insufficiently hardened. It is thus possible for
an attacker to succeed in several different attacks.
This setup would be the gameboard for the at-
tacker and the administrator.

1.2 Roadmap to Rest of Paper

In Section 2, we introduce the formal model for
stochastic games and relate the elements of this
model to those in our network example. In Section
3, we explain the concept of a Nash equilibrium
for stochastic games and explain what it means
to the attacker and administrator. Then, in Sec-
tion 4, we describe three possible attack scenarios
for our network example. In these scenarios, an
attacker on the Internet attempts to deface the
homepage on the public web server on the net-
work, launch an internal denial-of-service (DOS)
attack, and capture some important data from a
workstation on the network. We compute Nash
equilibria (best responses) for the attacker and
administrator using a non-linear program and ex-
plain in detail, one of the three solutions found for
our example in Section 5. We discuss the strengths
and limitations of our approach in Section 6 and
compare our work with previous work in Section
7. Finally, we summarize our results and point to
future directions in Section 8.
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Fig. 1 A Network Example

2 Networks as Stochastic Games

Game theory has been used in many other prob-
lems involving attackers and defenders. The net-
work security problem is similar because a hacker
on the Internet may wish to attack a network and
the administrator of the network has to defend

against the attack actions. Attack and defense ac-
tions cause the network to change in state, per-
haps probabilistically. The attacker can gain re-
wards such as thrills for self-satisfaction or trans-
fers of large sums of money into his bank account;
meanwhile, the administrator can suffer damages
such as system downtime or theft of secret data.
The attacker’s gains, however, may not be of the
same magnitude as the administrator’s cost. A
general-sum stochastic game model is ideal for
capturing the properties of these interactions.

In real life, there can be more than one at-
tacker attacking a network and more than one
administrator managing the network at the same
time. Thus, it would appear that a multi-player
game model is more apt than a two-player game.
However, the game makes no distinction as to
which attacker (or administrator) takes which ac-
tion. We can model a team of attackers at differ-
ent locations as the same as an omnipresent at-
tacker and similarly, for the defenders. It is thus
sufficient to use a two-player game model for the
analysis of this network security problem.

2.1 Stochastic Game Model

We first introduce the formal model of a stochas-
tic game. We then apply this model to our net-
work attack example and explain how to define or
derive the state set, action sets, transition proba-
bilities, and cost/reward functions.

Formally, a two-player stochastic game is a tu-
ple (S, AY, A%, Q, R', R?, 3) where

- S={&, -, &N} is the state set.

— AR ={af, -+, ok k= 1,2, MF = |A¥],
is the action set of player k. The action set
for player k at state s is a subset of A*, i.e.,
Ak C AF and |, AF = Ak,

—Q : S x A x A2 x S — [0,1] is the state
transition function.

— RF: 8 x A' x A2 - R, k=1,2is the reward
function ! of player k.

— 0 < B < 1is a discount factor for discount-
ing future rewards, i.e., at the current state,
a state transition has a reward worth its full
value, but the reward for the transition from
the next state is worth § times its value at the
current state.

L We use the term “reward” in general here; in later
sections, positive values are rewards and negative val-
ues are costs.



The game is played as follows: at a discrete
time instant ¢, the game is in state s; € S. Player 1
chooses an action a} from A! and player 2 chooses
an action a? from A% Player 1 then receives a
reward i = R'(sy,a},a?) and player 2 receives a
reward r7 = R?(s;,a},a?). The game then moves
to a new state s;41 with conditional probability
Prob(sii1]st, ar,a?) equal to Q(ss, af,a?, s¢y1).

The discount factor, 8, weighs the importance
of future rewards to a game player. A high dis-
count factor means the player is concerned about
rewards far into the future and a low discount
factor means he is only concerned about rewards
in the immediate future. Looking from the view-
point of an attacker, the discount factor deter-
mines how much damage he wants to create in
the future. A high discount factor characterizes
an attacker with a long-term objective who plans
well and takes into consideration what damage he
can do not only at present but far into the future,
whereas a low discount factor means an attacker
has a short-term objective and is only concerned
about causing damage at the present time. For
convenience, we use the same discount factor for
both players.

There are finite-horizon and infinite-horizon
games. Finite-horizon games end when a terminal
state is reached whereas infinite-horizon games
can continue forever, transitioning from state to
state. A reasonable criterion for computing a
strategy in an infinite-horizon game is to max-
imize the long-run discounted return (5 < 1),
which is what we use in our example.

In our example, we let the attacker be player
1 and the administrator be player 2. To aid read-
ability, we separate the graphical representation
of the game into two views: the attacker’s view
(Figure 3) and the administrator’s view (Figure
4). We describe these figures in detail later in Sec-
tion 4.

2.2 Network State

In general, the state of the network contains vari-
ous kinds of features such as hardware types, soft-
ware services, node connectivity, and user privi-
leges. The more features of the state we model,
the more accurately we represent the network, but
also the more complex and difficult the analysis
becomes.

We view the network as a graph (Figure 2).
A node in the graph is a physical entity such as

a workstation or router. We model the external
world as a single computer (node E) and repre-
sent the web server, file server, and workstation
by nodes W, F, and N, respectively. An edge in
the graph represents a direct communication path
(physical or virtual). For example, the external
computer (node FE) has direct access to only the
public web server (node W); this abstraction mod-
els the role of the firewall in the real network ex-
ample. Since the root users in the web server, file
server and workstation can access one another’s
machine, we have edges between node Wand node
F, between node W and node N, and between
node F and node N.

Fig. 2 Network State

Instantiating our game model, we let a super-
state < nw,np,nn,t >€ S be the state of the
network. ny, ng, and ny are the node states for
the web server, file server, and workstation re-
spectively, and ¢ is the traffic state for the whole
network. Each node X (where X € {E, W, F,N})
has a node state nx =< P,a,d > to represent
information about hardware and software config-
urations. P C {f, h,n,p, s, v} is a list of software
applications running on the node and f, h, n,
and p denote ftpd, httpd, nfsd, and some user pro-
cess respectively. For malicious code, s and v rep-
resent sniffer programs and viruses respectively.
The variable a € {u, c} represents the state of the
user accounts; u© means no user account has been
compromised and ¢ means at least one user ac-
count has been compromised. We use the variable
d € {c,i} to represent the state of the data on
the node; ¢ means the data has been corrupted or
stolen and ¢ means the data is in good integrity.
For example, if ny =< (f, h,s),c,i >, then the
web server is running ftpd and hitpd, a sniffer pro-
gram has been implanted, and a user account has
been compromised but no data has yet been cor-
rupted or stolen.



The traffic state t =< {lxy} > where X,Y €
{E,W, F, N} captures the traffic information for
the whole network. Ixy € {0, %, %, 1} and indi-
cates the load carried on the link between nodes
X and Y. A value of 1 indicates maximum capac-
ity. For example, in a 10Base-T connection, the
values 0, %, %, and 1 represent 0Mbps, 3.3Mbps,
6.7Mbps, and 10Mbps respectively. In our exam-
ple, the traffic state is t = < lgw, lwr, lFnN,
Inw >. We let t = < %, %, %, % > for normal
traffic conditions.

The potential state space for our network ex-
ample is very large but we shall discuss how to
handle this problem in Section 6. The full state
space in our example has a size of |nw| X |np| x
Inn| x [t| = (63 x 2 x 2)3 x 4* ~ 4 billion states
but there are only 18 states (fifteen shown in Fig-
ure 3 and three others in Figure 4) relevant in
our application here. In these figures, each state
is represented using a box with a symbolic state
name and the values of the state variables. For
convenience, we shall mostly refer to the states
using their symbolic state names, as summarized

in the Appendix in Table 1.

2.8 Actions

An action pair (one from the attacker and one
from the administrator) causes the system to
move from one state to another in a probabilistic
manner. A single action for the attacker can be
any part of his attack strategy, such as flooding a
server with SYN packets or downloading the pass-
word file. When a player does nothing, we denote
this inaction as ¢. The action set for the attacker
AAttacker consists of all the actions he can take in
all the states,

AAttacker — {

Attack_httpd,

Attack_ftpd,

Continue_attacking,
Deface_website_leave,
Install_sniffer,

Run_DOS_virus,
Crack_file_server_root_password,
Crack_workstation_root_password,
Capture_data,

Shutdown_network,

o}

where again ¢ denotes inaction. His actions in
each state is a subset of AAttecker  For exam-
ple, in the state Normal_operation (see Figure
3, topmost state), the attacker has an action set
Adttacker = { Attack_httpd, Attack_ftpd,

?ormal_operation

Actions for the administrator are mainly pre-

ventive or restorative measures. In our example,
the administrator has an action set

AAdminist’rator — {

Remove_compromised_account_restart_httpd,

Restore_website_remove_compromised_account,

Remove_virus_and_compromised_account,
Install_sniffer_detector,
Remove_sniffer_detector,
Remove_compromised_account_restart_ftpd,
Remove_compromised_account_sniffer,

as

For example, in state Ftpd_attacked (Figure 4),
the administrator has an action set Agdrinsirator |
= { Install_sniffer_detector, ¢}.

A node with a compromised account may
or may not be observable by the administrator.
When it is not observable, we model the situa-
tion as the administrator having an empty action
set in the state. We assume that the administra-
tor does not know whether there is an attacker
or not. Also, the attacker may have several objec-
tives and strategies that the administrator does
not know.

2.4 State Transition Probabilities

In our example, we assign state transition prob-
abilities based on the intuition and experience of
our network manager. In practice, case studies,
statistics, simulations, and knowledge engineering
can provide the required probabilities.

In Figures 3 and 4, we use arrows to rep-
resent state transitions. Each arrow is labeled
with an action, a transition probability, and a
cost/reward. In the formal game model, a state
transition probability is a function of both play-
ers’ actions. Such probabilities are used in the
non-linear program (Section 3) for computing a
solution to the game. However, in order to sepa-
rate the game into two views, we show the tran-
sitions as simply due to a single player’s ac-
tions. For example, with the second dashed arrow



from the top in Figure 3, we show the probabil-
ity Prob(Ftpd_hacked | Ftpd_attacked, Cont-
inue_attacking ) = 0.5 as due to only the attacker’s
action Continue_attacking.

When the network is in state Normal_op-
eration and neither the attacker nor administra-
tor takes any action, it will tend to stay in the
same state. We model this situation as having a
near-identity stochastic matrix, i.e., we let Prob(
Normal_operation | Normal_operation, ¢, ¢)
= 1-¢ for some small € < 0.5. Then Prob(s| Nor-
mal_operation, ¢, ¢)=x5 for all s # Normal-
_operation where NV is the number of states. The
remaining probability is assigned to transition to
a “catch-all” state. There are also state transi-
tions that are infeasible. For example, it may not
be possible for the network to move from a normal
operation state to a completely shutdown state
without going through some intermediate states.
Infeasible state transitions are assigned transition
probabilities of 0.

2.5 Costs and Rewards

There are costs (negative values) and rewards
(positive values) associated with the actions of
the administrator and attacker. The attacker’s ac-
tions have mostly rewards and such rewards are
in terms of the amount of damage he does to the
network. Some costs are difficult to quantify. For
example, the loss of marketing strategy informa-
tion to a competitor can cause large monetary
losses. A defaced corporate website may cause the
company to lose its reputation and its customers
to lose confidence.

In our model, we restrict ourselves to the
amount of recovery effort (time) required by the
administrator. The reward for an attacker’s ac-
tion is mostly defined in terms of the amount of
effort the administrator has to make to bring the
network from one state to another. For example,
when a particular service crashes, it may take the
administrator 10 minutes or one hour to deter-
mine the cause and restart the service 2. In Fig-
ure 4, it costs the administrator 10 minutes to re-
move a compromised user account and to restart
httpd (from state Httpd_hacked to state Nor-
mal_operation). For the attacker, this amount
of time would be his reward. To reflect the sever-
ity of the loss of the important financial data in

2 These numbers were given by our network man-
ager.

our network example, we assign a very high re-
ward for the attacker’s action that leads to the
state where he gains this data. For example, from
state Workstation_hacked to state Workstat-
ion_data_stolen_1 in Figure 3, the reward is 999.
There are also some transitions in which the cost
to the administrator is not the same magnitude as
the reward to the attacker. It is such transitions
that make the game a general-sum game instead
of a zero-sum game.

3 Nash Equilibrium

We now return to the formal model for stochastic
games. Let 2" ={pe R" | Y7 p; =1,p; >0}
be the set of probability vectors of length n. 7 :
S — M s a stationary strategy for player k.
7¥(s) is the vector [7* (s, aq) 7 (s, )] T
where 7%(s, ) is the probability that player k
should use to take action « in state s. A station-
ary strategy 7" is a strategy which is independent
of time and history. A mixed or randomized sta-
tionary strategy is one where 7% (s,a) > 0Vs € S
and Va € AF and a pure strategy is one where
7*(s,a;) = 1 for some «a; € AF.

The objective of each player is to maximize
some expected return. Let s; be the state at time
t and r¥ be the reward received by player k at time
t. We define an expected return to be the column
vector vk, L = [vF, (&) vk ()T
where

U7k1'1,71'2 (8) = Eﬂ'l,ﬂz {’f’f + ﬁrf+1 + (6)2rf+2 +-
<+ () ey | s = s}

H
= B {38 1 |50 = 5)
h=0

The expectation operator E.i r2{-} is used
to mean that player k plays 7%, ie., player k
chooses an action using the probability distri-
bution 7¥(si14) at siyn and receives an imme-
diate reward ry,, = 7 (si1n) T R*(st40)72 (St 40)
for h > 0. R*(s) = [R*(s,a',a*)]a1e a1 a2e a2, for
k = 1,2, is player k’s reward matrix in state s.
(We use [m(i,j)]icr jes to refer to an |I| x |J|
matrix with elements m(¢, 7).)

For an infinite-horizon game, we let H = oo
and use a discount factor § < 1 to discount fu-
ture rewards. v¥(s) is then the expected total dis-
counted rewards that player k will receive when
starting at state s. For a finite-horizon game,



0 < H<ooand g < 1. v* is also called the
value vector of player k.
A Nash equilibrium in stationary strategies

(wl,72) is one which satisfies (component-wise)

ot(rk, 72) > vl (xt,7?), Vit € M and
VA (rl,m2) = 0 (xl, ), vat e @M

Here, v* (7!, 72) is the value vector of the game for
player k£ when both players play their stationary
strategies 7! and 72 respectively and > is used
to mean the left-hand-side vector is component-
wise greater than or equal to the right-hand-side
vector. At this equilibrium, there is no mutual
incentive for either one of the players to devi-
ate from their equilibrium strategies 7} and 72.
A deviation will mean that one or both of them
will have lower expected returns, i.e., v!(n!, 7?)
and/or v2(7t,72). A pair of Nash equilibrium
strategies is also known as best responses, i.e., if
player 1 plays m}, player 2’s best response is 2
and vice versa.

For infinite-horizon stochastic games, we use a
non-linear program by Filar and Vrieze [7], which
we call NLP-1, to find the stationary equilib-
rium strategies for both players. For finite-horizon
games, a dynamic programming procedure found
in the book by Fudenberg and Tirole [8] can
be used. For a thorough treatment on stochastic
games, the reader is referred to the work by Filar
and Vrieze [7].

The following non-linear program is used to
find a Nash equilibrium for a general-sum stochas-
tic game.

min  1T[u” — R¥(o?, 0?) — BP(c*, 0?)u"],

ul u?,0l 02

k=12  (NLP-1)

subject to:
RY(&)o (&) + BT (&, u')o? (&) < u' (&)1,
i=1,---,N
o' (&) R* (&) + ot (&) T (&, u?) < u(&)17,
i=1,---,N
where u”* S RN are variables for value vectors and
ok € QM are variables for strategies. 1 is a unit
vector of appropriate dimensions.
RF(0!,0?) is the vector [0 (&1)TRF(&1)02(&1)

ol (En)TRE(EN)0?(En)]T. Tt contains the re-

wards for each state when the players play o' and

o2,

P(o!,0?) is a state transition probability ma-
trix [0 (s) T[p(s' | s,a', a?)]are a1 a2eaz 0%(8)]s,5cs-
It is the stochastic matrix for a Markov chain in-
duced by the strategy pair (o, 0?).

T(s,u) is the matrix [ [p(& | s,at,a?) ---
p(én | s,at,a®)]T uT Ja1cat q2ea2 Where u is an
arbitrary value vector. T'(s,u) represents future
rewards from the next state onwards in a game
matrix form.

The two sets of constraints (2 x N inequali-
ties) represent the optimality conditions required
for the players and the global minimum to this
non-linear program. A solution (ul,u?, ol,02) to
NLP-1 which minimizes its objective function to

0 is a Nash solution (v},v2, w1, 72) of the game.

) £
In our network example, m' and 72 cor-
responds to the attacker’s and administrator’s

strategies respectively. U1(7T1,7T2) corresponds to

the expected return for the attacker and v2(7t, 72)
corresponds to the expected return for the admin-
istrator when they use the strategies 7' and 72.
In a Nash equilibrium, when the attacker and ad-
ministrator use their best-response strategies m}
and 72 respectively, neither will gain a higher ex-
pected return if the other continues using his Nash
strategy.

Every general-sum discounted stochastic game
has at least one (not necessarily unique) Nash
equilibrium in stationary strategies (see [7]) and
finding these equilibria is non-trivial. In our net-
work example, finding multiple Nash equilibria
means finding multiple pairs of Nash strategies.
In each pair, a strategy for one player is a best-
response to the strategy for the other player and
vice versa. We shall use NLP-1 to find Nash equi-
libria for our network example later in Section 5.

4 Attack and Response Scenarios

In this section, we describe three different attack
and response scenarios. We show in Figure 3 how
the attacker sees the state of the network change
as a result of his actions. Figure 4 depicts the ad-
ministrator’s viewpoint. In both figures, we rep-
resent a state as a box containing the symbolic
name and the values of the state variables for that
state. We label each transition with an action, the
probability of the transition, and the gain or cost
in minutes of restorative effort incurred on the
administrator (detailed state transition probabil-
ities and cost/rewards are in the Appendix). In
Figure 3 we use bold, dotted, and dashed arrows



to denote the three different scenarios. For better
readability, we do not draw all state transitions
for every action. From one state to the next, state
variable changes are highlighted using boldface.

4.1 Scenario 1: Deface website (bold)

A common target for use as a launching base in
an attack is the public web server. The web server
typically runs httpd and ftpd and a common tech-
nique for the attacker to gain a root shell is buffer
overflow. Once the attacker gets a root shell, he
can deface the website and leave. We illustrate
this scenario with state transitions drawn as bold
arrows in Figure 3.

From state Normal operation, the attacker
takes action Attack_httpd. With a probability of
1.0 and a reward of 10, he moves the system to
state Httpd_attacked. This state indicates in-
creased traffic between the external computer and
the web server as a result of his attack action.
Taking action Continue_attacking, he has a 0.5
probability of success of gaining a user or root ac-
cess through bringing down httpd, and the system
moves to state Httpd_hacked. Once he has root
access in the web server, he can deface the web-
site, restart httpd and leaves, moving the network
to state Website_defaced.

4.2 Scenario 2: DOS (dotted)

The other thing that the attacker can do after
he has hacked into the web server is to launch a
denial-of-service attack from inside the network.
We illustrate this scenario with state transitions
drawn as dotted arrows in Figure 3.

From state Webserver_sniffer (where the at-
tacker has planted a sniffer and backdoor pro-
gram), the attacker may decide to launch a DOS
atack and take action Run_DOS_virus. With prob-
ability 1 and a reward of 30, the network moves
into state Webserver_DOS_1. In this state, the
traffic load on all internal links has increased from
% to % From this state, the network degrades
to state Webserver _DOS_2 with probability 0.8
even when the attacker does nothing. The traffic
load is now at full capacity of 1 in all the links.
We assume that there is a 0.2 probability that the
administrator notices this degradation and takes
action to recover the system. In the very last state,
the network grinds to a halt and nothing produc-
tive can take place.

4.8 Scenario 3: Stealing confidential data
(dashed)

Once the attacker has hacked into the web server,
he can install a sniffer and a backdoor program.
The sniffer will sniff out passwords from the users
in the workstation when they access the file server
or web server. Using the backdoor program, the
attacker then comes back to collect his password
list from the sniffer program, cracks the root pass-
word, logs on to the workstation, and searches the
local hard disk. We illustrate this scenario with
state transitions drawn by dashed arrows in Fig-
ure 3.

From state Normal_operation, the attacker
takes action Attack_ftpd. With a probability of 1.0
and a reward of 10, he uses the buffer overflow or
a similar attack technique and moves the system
to state Ftpd_attacked. There is increased traf-
fic between the external computer and the web
server as well as between the web server and the
file server in this state, both loads going from % to
%. If he continues to attack ftpd, he has a 0.5 prob-
ability of success of gaining a user or root access
through bringing down ftpd, and the system moves
to state Ftpd_hacked. From here, he can install
a sniffer program and with probability 0.5 and a
reward of 10, move the system to state Webser-
ver_sniffer. In this state, he has also restarted
ftpd to avoid causing suspicion from normal users
and the administrator. The attacker then collects
the password list and cracks the root password on
the workstation. We assume he has a 0.9 chance of
success and when he succeeds, he gains a reward of
50 and moves the network to state Workstation-
_hacked. To cause more damage to the network,
he can even shut it down using the privileges of
root user on this workstation.

4.4 Recovery

We now turn our attention to the administrator’s
view (see Figure 4). The administrator in our ex-
ample does mainly restorative work with actions
such as restarting fitpd or removing a virus. He
also takes preventive measures with actions such
actions installing a sniffer detector, reconfiguring
a firewall, or deactivating a user account.

In the first attack scenario in which the at-
tacker defaces the website, the administrator can
only take the action Restore_website_remove_com-
promised_account to bring the network from state



Normal_operation
<<(f,h),u,i>,<(f,n),u,i>,<(p),u,i>,
<1/3,1/3,1/3,1/3>>

Attack_httptl.qL.0 /

hRN \Attack_ftpml.O],O
N

4

Continue__
attacking
0.59)

Httpd_attacked
<(f,h),u,i>s(f,n),u,i>(p),u,i>,
<2/3/31/3/3>

Continue
attacking

Ftpd_attacked
<(f,h),u,i>s(f,n),u,i>(p),u,i>,

0.
<2/3, 2/31/31/3> 9

Continue_attackifigs) ¢

Continue_attackifigs) !

v

Httpd_hacked
< (f),ci>(f,n),u,i>(p),u,i>,
<1/3/31/31/3>

Ftpd_hacked
<<(h),c,i>,<(f,n),u,i>(p),u,i>,
<1/3, 1/3/31/3>

7
Deface_website_ Install_sniffe 7
leava99 0.50 7/ Install_sniffer @
' 0.510 @
Website _defaced . -
<@, h).cos(.n)uis<(p),u,i>, Ionst?)ll_snlffer P Ion;?)ll_snlffe
<1/31/31/31/3> - ’ '

Webser ver_sniffer
< (f,h,9),c,i>x(f,n),u,i>(p),u,i>,

Webser ver _sniffer_detector
< (f,hsd).c.i>(f,n),u,i>(p).u,i>,
<1/3/31/31/13>

N

<1/31/31/31/3>
Run_DOS_virds
30 .
Webserver_DOS 1

< (f,h,sV),c,i>x(f,n),u,i>(p),u,i>,
<1/3,2/3, 2/3, 2/3>

pass

N
Crack] file_server_root

19.%50

N

Crack_workstation_root__
N\ passwor@. %0
~

~
~
~

A

! @.80 <(f,h,s),c,i>(f,n),

<1/31/31/31/3>

Fileserver _hacked
c,i>5(p),u,i>,

Wor kstation_hacked
<(f,h,s),c,i>(f,n),u,i>;(p),
<1/31/31/31/3>

C,i>,

v

Webserver_DOS 2
<(f,h,s,v),c,i>x(f,n),u,i>(p),u,i>,
<1/3,1,1, 1>

1999

Capture_data

|
Capture_data |
1999 1

v

Fileserver_data _stolen_1

Workstation_data_stolen_1

P @.80 ) ) <(f,h,s),c,i>(f,n),u,i=(p),c, c>,
A hcmihe euE || S
- -
Shutdown_netwdO _ - -
- - Shutdown_network

Networ k_shut_down & ~
<(s.,v).¢,i>0,u,i>0,u,i>,

<>

Fig. 3 Attacker’s view of the game

Website_defaced to Normal_operation. In the
second attack scenario, the states Webserver _-
DOS_1 and Webserver_ DOS_2 (indicated by
double boxes) show the network suffering from the
effects of the internal DOS attack. All the admin-
istrator can do is take the action Remove_virus-
—and_compromised_account to bring the network

back to Normal_operation. In the third attack
scenario, there is nothing he can do to restore the
network back to its original operating state. Im-
portant data has been stolen and no action al-
lows him to undo this situation. The attacker has
brought the system to state Workstation_data-
_stolen_1 (see Figure 3) and the network can only
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Fig. 4 Administrator’s view of the game

move from this state to Workstation_data_sto-
len_2 (indicated by the dotted box on the bottom
right in Figure 4).

The state Ftpd_attacked (dashed box) is in-
teresting because here, the attacker and adminis-
trator can engage in real-time game play. In this
state, when the administrator notices an unusual
increase in traffic between the external network
and the web server and also between the web

Remove_sniffer_
compromised_accodnt -20

: Workstation_data_stolen_2
i < (f,h),c,ix(f,n),u,i>(p).c, c>,
<1/31/3/31/13>

server and the file server, he may suspect an at-
tack is going on and take action Install_sniffer_de-
tector. Taking this action, however, incurs a cost
of 10. If the attacker is still attacking, the sys-
tem moves into state Ftpd_attacked_detector.
If he has already hacked into the web server, then
the system moves to state Webserver_sniffer_-
detector. Detecting the sniffer program, the ad-
ministrator can now remove the affected user ac-



count and the sniffer program to prevent the at-
tacker from further damaging actions.

5 Nash Equilibria Results

We implemented NLP-1 (the non-linear program
mentioned in Section 3) in MATLAB, a math-
ematical computation software package by The
MathWorks, Inc. To run NLP-1, we require a
complete model of the game defined in Section 2.
The Appendix contains the complete state tran-
sition functions for the attacker (Table 2) and ad-
ministrator (Table 3), the state transition proba-
bilities (Table 4), and the costs/reward function
(Table 5). We now explain the experimental setup
for our example.

In the formal game model, the state of the
game evolves only at discrete time instants. In our
example, we imagine that the players take actions
only at discrete time instants. The game model
also requires actions to be taken simultaneously
by both players. There are some states in which
a player has only one or two non-trivial actions
and for consistency and easier computation using
NLP-1, we add the inaction ¢ to the action set for
such a state so that the action sets are all of the
same cardinality. Overall, our game model has 18
states and 3 actions per state.

We ran NLP-1 on a computer equipped with
a 600Mhz Pentium-IIT and 128Mb of RAM. The
result of one run of NLP-1 is a Nash equilib-
rium. It consists of a pair of strategies (wAttacker
and gAdministrator) and a pair of value vectors
(vAttacker and pAdministrator) for the attacker and
administrator. The strategy for a player consists
of a probability distribution over the action set
for each state and the value vector consists of a
state value for each state.

We ran NLP-1 on 12 different sets of initial
conditions, finding three different Nash equilib-
ria. The three equilibria shown in Tables 9, 10,
and 11 correspond to the three different sets of
initial conditions shown in Tables 6, 7, and 8, re-
spectively (all tables are in the Appendix). We
cannot know exactly how many unique equilib-
ria there are in this example since running NLP-1
with more sets of initial conditions could possibly
find us more. Depending on how close the initial
conditions are to the solution, NLP-1 can take
from 30 minutes to 45 minutes to find a solution.
Of the three equilibria we found, we shall discuss
in detail the first one ( Table 9) and briefly the
other two (Tables 10 and 11 in the Appendix).
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Table 9 shows the first Nash equilibrium. The
first column lists the row numbers and the sec-
ond column gives the names of the states. For
example row 1 corresponds to state Normal_op-
eration. The third and fourth columns contain
the Nash strategies mAttacker and gAdministrator
for the attacker and administrator respectively. A
vector in each of these columns is the probability
distribution over the action set for the state in
the corresponding row. For example, in the first
row (state Normal operation) and third col-
umn (attacker’s strategy), the vector [1.00 0.00
0.00] says that in the state Normal operation,
the attacker should take the first action Attack_-
hitpd with probability 1.00, the second action Att-
ack_ftpd with probability 0.00 and the third action
¢ (inactions are always placed last) with proba-
bility 0.0. (Actions are ordered by the left-to-right
order in which they appear in Figures 3 and 4.)
The last two columns contain the value vectors
pAttacker gapd pAdministrator for the attacker and
administrator respectively. In the first row and
sixth column, the value -206.8 means that the ad-
ministrator will incur a cost of 206.8 minutes of
recovery time when starting the game in the state
Normal_operation and when both attacker and
administrator play their Nash strategies.

We explain the strategies for some of the more
interesting states here. For example, in the state
Httpd_hacked (5" row in Table 9), the attacker
has action set { Deface_website_leave, Install -
sniffer, ¢ }. His strategy for this state says that
he should use Deface_website_leave with probabil-
ity 0.33 and Install_sniffer with probability 0.10.
Ignoring the third action ¢, and after normaliz-
ing, these probabilities become 0.77 and 0.23 re-
spectively for Deface_website_leave and Install_-
sniffer. Even though installing a sniffer may al-
low him to crack a root password and eventu-
ally capture the data he wants, there is also the
possibility that the system administrator detects
his presence and takes preventive measures. He is
thus able to do more damage (probabilistically
speaking) if he simply defaces the website and
leaves. In this same state, the administrator can
either take action Remove_compromised_account.-
restart_httpd or action Install_sniffer_detector. His
strategy says that he should take the former with
probability 0.67 and the latter with probability
0.19. Ignoring the third action ¢ and after nor-
malizing, these probabilities become 0.78 and 0.22
respectively. This tells him that he should im-
mediately remove the compromised account and



restart httpd rather than continue to “play” with
the attacker. It is not shown here in our model
but installing the sniffer detector could be a step
towards apprehending the attacker, which means
greater reward for the administrator. In the state
Webserver _sniffer (8! row in Table 9), the at-
tacker should take the actions Crack_file_server-
_root_password and Crack_workstation_root_pass-
word with equal probability (0.5) because either
action will let him do the same amount of damage
eventually. He should not take action Run_DOS-
_virus (probability 0.0) in this state. Finally, in
the state Webserver DOS_1 (10" row in Table
9), the system administrator should remove the
DOS virus and compromised account, this being
his only action in this state (the other two being
9).

In Table 9, we note that the value vector for
the administrator is not exactly the negative of
that for the attacker. That is, in our example,
not all state transitions have costs whose corre-
sponding rewards are of the same magnitude. In
a zero-sum game, the value vector for one player
is the negative of the other’s. In this table, the
negative state values for the administrator corre-
spond to his expected costs or expected amount
of recovery time (in minutes) required to bring
the network back to normal operation. Positive
state values for the attacker correspond to his ex-
pected reward or the expected amount of damage
he causes to the administrator (again, in minutes
of recovery time). Both the attacker and admin-
istrator would want to maximize the state values
for all the states.

In state Fileserver_hacked (13" row in Ta-
ble 9), the attacker has gained access into the
file server and has full control over the data in
it. In state Workstation_hacked (15! row in
Table 9), the attacker has gained root access to
the workstation. These two states have the same
value of 1065.5, the highest among all states, be-
cause these are the two states that will lead him
to the greatest damage to the network. When at
these states, the attacker is just one state away
from capturing the desired data from either the
file server or the workstation. For the administra-
tor, these two states have the most negative values
(-1049.2), meaning most damage can be done to
his network when it is in either of these states.

In state Webserver_sniffer (8" row in Table
9), the attacker has a state value of 716.3, which is
relatively high compared to those for other states.
This is the state in which he has gained access to
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the public web server and installed a sniffer, i.e.,
a state that will potentially lead him to stealing
the data that he wants. At this state, the value
is -715.1 for the administrator. This is the second
least desirable state for him.

Table 10 shows the strategies and value vec-
tors for the second equilibrium we found. In this
equilibrium, the attacker should still prefer to at-
tack httpd (probability of 0.13 compared to 0.00)
in the state Normal_operation (1% row). Com-
pared to the first equilibrium, the attacker places
a higher probability on ¢ (probability 0.87) here.
Once the attacker has hacked into the webserver,
(state Httpd_hacked, 5" row), he should just
deface the website and leave (probability of 0.91,
compared to 0.06 and 0.04 for Install_sniffer and
¢ respectively). However, if for some reason, he
chooses to plant a sniffer program into the web-
server (state Webserver_sniffer, 8" row) and
manages to collect the passwords to the file-
server and workstation, he should prefer very
slightly (probability of 0.53) to use the password
to hack into the fileserver instead of the worksta-
tion (probability of 0.47). The rest of the attack
strategy is similar to the one in the first equilib-
rium.

The strategy for the administrator is simi-
lar to that in the first equilibrium except that
once he has removed the DOS virus and compro-
mised account from the webserver (state Web-
server_DOS_1, 10" row), he does not need to
do anything more in state Webserver_DOS _-
2 (11*" row), which, presumably, can be avoided
since the system will be brought back to the state
Normal_operation. In this equilibrium, the ad-
ministrator also has lower costs in most of the
states compared to the first equilibrium. In the
first state Normal_operation, the administra-
tor has a cost of only -79.6, compared to -206.8 in
the first equilibrium. We attribute this to the fact
that the attacker places only a probability of 0.13
(compared to 1.00 in the first equilibrium) on the
attack action Attack_httpd in this state.

Table 11 shows yet another equilibrium. This
equilibrium is largely similar to the second ex-
cept for a slight twist. In state Http_hacked (5"
row), instead of choosing to remove the compro-
mised user account and restarting httpd (as in the
first equilibrium), the administrator chooses to in-
stall a sniffer detector (probability of 0.89). This
action leads the system to the state Webserver_-
sniffer_detector (9" row) where the administra-
tor can further observe what the attacker is going



to do before eventually removing the sniffer pro-
gram and compromised account (see Figure 4).
In this equilibrium, the administrator has lower
values in his value vector. For example, in Nor-
mal_operation, the administrator’s state value
is -28.6. This is a much lower value than that in
the first equilibrium (-206.8). Again, this is due to
the attacker placing a smaller probability (0.04,
compared to 1.00 in the first equilibrium) on the
attack action Attack_httpd in this state.

6 Discussion

In our game theory model we assume that the
attacker and administrator both know what the
other can each do. Such common knowledge af-
fects their decisions on what action to take in
each state and thus justifies a game formulation
of the problem. Any formal modeling technique
will have advantages and disadvantages when ap-
plied to a particular domain. We elaborate on the
strengths and limitations of our approach below.

6.1 Strengths of Our Approach

We could have modeled the interaction between
the attacker and the administrator as a purely
competitive (zero-sum) stochastic game, in which
case we would always find only a single unique
Nash equilibrium. Modeling it as a general-sum
stochastic game, however, allows us to find po-
tentially, multiple Nash equilibria. A Nash equi-
librium gives the administrator an idea of the at-
tacker’s strategy and a plan for what to do in each
state in the event of an attack. Finding more Nash
equilibria thus allows him to know more about the
attacker’s best attack strategies.

By using a stochastic game model, we are able
to capture the probabilistic nature of the state
transitions of a network in real life. Admittedly,
solutions for stochastic models are hard to com-
pute, and assigning probabilities can be difficult
(Section 6.2).

In our example, the second and third Nash
equilibria are quite similar to the first. This sim-
ilarity is due to the simplicity of the model we
constructed, but there is nothing precluding us
from constructing a richer, more realistic model.
A model where the administrator has more ac-
tions to take per state would allow us to find more
interesting equilibria. For example, in our model
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the administrator only needs to act when he sus-
pects the network is under attack. A more ag-
gressive administrator might have a larger action
set for attack prevention and attack detection; he
might take the action to set up a “honeypot” net-
work to lure attackers and learn their capabilities.

One might ask why would the administrator
not put in place all possible security measures?
In practice, trade-offs have to be made between
security and usability, between security and per-
formance, between security and cost. Moreover, a
network may have to remain in operation despite
known vulnerabilities (e.g., [6]). Knowing that a
network system is not perfectly secure, our game
theoretic formulation of the security problem al-
lows the administrator to discover the potential
attack strategies of an attacker as well as best de-
fense strategies against them.

6.2 Limitations to Our Approach

Though a disadvantage of our model is that the
full state space can be extremely large, we are in-
terested in only a small subset of states that are
in attack scenarios. One way of generating these
states is the attack scenario generation method
developed by Sheyner et al. [13]. This method uses
an enhancement to the standard model checking
algorithm to generate multiple counterexamples;
an attack graph is simply a succinct and complete
representation of the set of violations (counterex-
amples) of a given desired property (e.g., an at-
tack can never gain root access to a workstation).
To apply our game-theoretic analysis we would
further augment the set of scenario states with
state transition probabilities and costs/rewards as
functions of both players’ actions. We discuss this
idea further in Section 8.

Another difficulty in our approach is in build-
ing the game model in the first place. There are
two challenges: assigning numbers and modeling
the players.

In practice, it may be difficult to assign the
costs/rewards for the actions and the transition
probabilities. We share this difficulty with other
qualitative and quantitative approaches to secu-
rity where similar estimates are required. Qual-
itative approaches avoid the need to give precise
numbers, but still require judgment. For example,
in the National Institute of Standards and Tech-
nology risk management guide [14], system ad-
ministrators are expected to assign high, medium,



and low values for estimating the likelihood of an
attack; and to assign similar qualitative assess-
ments, for estimating impact of attack, cost of as-
set protected, and cost of risk mitigation strategy.
In Meadows’s work on cost-based analysis of DOS
attacks, costs are assigned to an attacker’s actions
using categories such as cheap, medium, expensive,
and very expensive [12]. Such estimates could be
adapted for a game theoretic model, though the
coarseness of the symbolic measures could lead to
an overly conservative model.

The limitation of obtaining good quantitative
estimates is discussed thoroughly in Butler’s dis-
sertation on the Security Attribute and Evalua-
tion Method [5,4]. Butler’s own quantitative cost-
benefit method gives network administrators a
practical way for calculating tradeoffs between se-
curity vulnerabilities and security measures. In-
stead of requiring absolute estimates on costs and
probabilities, she requires only relative estimates,
e.g., a relative ranking of a list of threats with
respect to each other, and similarly for a list of
security measures. Her work is based on the multi-
attribute analysis technique from Decision Sci-
ences. Whereas her estimation technique is for-
mal, her system model is informal. The combina-
tion of her quantitative cost-benefit method and
our game-theoretic system model would be an in-
teresting research direction to pursue.

The second difficulty is in modeling the ac-
tions of the players, in particular the attacker.
The results of our analysis are only as good as
the inputs to our model. If we omit an attacker
action, then we will not be able to represent any
scenario involving that action. In practice, attack-
ers will devise new actions, new ways in which
to attack a system, and hence they will be miss-
ing from our model. This limitation is shared by
other formal modeling techniques, which repre-
sent a system’s environment implicitly (e.g., a set
of assumptions) or explicitly (e.g., a simulator).
For security, however, this limitation may be more
pronounced, than say for fault-tolerance or real-
time control, where environmental actions are also
unknown or unpredictable. Thus, we are limited
in our analysis to modeling known attacks, and at
best a catchall “unknown attack” with a guess at
its probability and cost. Our formal framework at
least gives system administrators a formal basis
for making decisions relative to the accuracy of
the input model.
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7 Related Work

The use of game theory in modeling attackers and
defenders appears in other areas of research. For
example, in military and information warfare, the
enemy is modeled as an attacker and has actions
and strategies to disrupt the defense networks.
Browne describes how to use static games to ana-
lyze attacks involving complicated and heteroge-
neous military networks [2]. In his example, a de-
fense team has to defend a network of three hosts
against an attacking team’s worms. A defending
team member can choose either to run a worm de-
tector or not. Depending on the combined attack
and defense actions, each outcome has different
costs. This problem is similar to ours if we were
to view the actions of each team member as sepa-
rate actions of a single player. The interactions
between the two teams, however, are dynamic,
and can be better represented using a stochas-
tic model as we did here. In his Master’s thesis,
Burke studies the use of repeated games with in-
complete information to model attackers and de-
fenders in information warfare [3]. As in our work,
the objective is to predict enemy strategies and
find defenses against them using a game model.
Using static game models, however, requires the
problem to be abstracted to a very high level and
only simple analyses are possible. Our use of a
stochastic model in this paper allows us to cap-
ture the probabilistic nature of state transitions
in real life.

In the study of network reliability, Bell con-
siders a zero-sum game in which the router has to
find a least-cost path and a network tester seeks
to maximize this cost by failing a link [1]. The
problem is similar to ours in that two players are
in some form of control over the network and that
they have opposite objectives. Finding the least-
cost path in their problem is analogous to find-
ing a best defense strategy in ours. Hespanha and
Bohacek discuss routing games in which an adver-
sary tries to intersect data packets in a computer
network [9]. The designer of the network has to
find routing policies that avoid links that are un-
der the attacker’s surveillance. Finding their opti-
mal routing policy is similar to finding the least-
cost path in Bell’s work [1] and the best defense
strategy in our problem in that at every state,
each player has to make a decision on what ac-
tion to take. Again, their game model a zero-sum
game. In comparison, our work uses a more gen-



eral (general-sum) game model which allows us to
find more Nash equilibria.

MclInerney et al. use a simple one-player game
in their FRIARS cyber-defense decision system
capable of reacting autonomously to automated
system attacks [11]. Their problem is similar to
ours in having cyberspace attackers and defend-
ers. Instead of finding complete strategies, their
single-player game model is used to predict the
opponent’s next move one at a time. Their model
is closer to being just a Markov decision prob-
lem because it is a single-player game. Ours, in
contrast, exploits fully what a (two-player) game
model can allow us to find, namely, equilibrium
strategies for both players.

Finally, Syverson mentions the idea of “good”
nodes fighting “evil” nodes in a network and sug-
gests using stochastic games for reasoning and
analysis [15]. In this paper, we have precisely for-
malized this idea and given a concrete example in
detail.

Thus, to the best of our knowledge, we are
the first to show a formal application of a game-
theoretic model in the context of network secu-
rity. Our formulation and example are different
from previous work in that we employ a general-
sum stochastic game model. This model allows
us to perform a richer analysis for more compli-
cated problems and also allows us to find multiple
Nash equilibria (sets of best responses) instead
of a single equilibrium. Finally, our illustration of
our formal model on a concrete example gives rise
to realistic attack-and-recover scenarios.

8 Conclusions and Future Work

We have shown how the network security prob-
lem can be modeled as a general-sum stochas-
tic game between the attacker and the adminis-
trator. Using the non-linear program NLP-1, we
computed multiple Nash equilibria, each denot-
ing best strategies (best responses) for both play-
ers. For the first Nash equilibrium, we explained
why these strategies make sense and are useful for
the administrator. We showed in the second and
third equilibria that there are more strategies that
the attacker could use. Discussions with one of
our university’s network managers revealed that
these results are indeed useful and provided him
with additional insight. Our analysis allows him
to discover strategies that an attacker can use and
helps him in planning future software and hard-
ware upgrades that will strengthen weak points
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in the network. With proper modeling, the game-
theoretic analysis we presented here can also be
applied to other general heterogeneous networks.

In the future, we wish to develop a system-
atic method for decomposing large models into
smaller manageable components such that strate-
gies can be found individually for them using con-
ventional Markov Decision Process (MDP) and
game-theoretic solution methods such as dynamic
programming, policy iteration, and value itera-
tion. For example, we can regard nearly-isolated
clusters of states as subgames and we can regard
states in which only one player has meaningful ac-
tions as an MDP. We can then compose the overall
best-response for each player from the strategies
for the components. We expect that we can sig-
nificantly reduce the computation time by using
such a decomposition method.

We have recently used the method by Sheyner,
Jha, and Wing [13] for automatically generating
attack graphs to replicate our example, which we
generated manually in this paper. In further work
[10], they show how to augment state transitions
with probabilities to represent the likelihood of a
given atomic action and they formally draw a cor-
respondence between probabilistic attack graphs
and MDPs. Thus, by starting with their model-
checking based algorithm for generating attack
graphs, we hope to experiment with network ex-
amples that are larger and more complicated than
the one given here.

We view our work as a first step in the ap-
plication of game theory to security. While others
have informally suggested this formalism for mod-
eling security, due to the adversarial nature of at-
tackers, we worked out how a very general game
theoretic formalism might actually be applied in
this context. In so doing, we note in Section 6.2
the limitations of our approach; some limitations
are common to other formal modeling techniques,
but others suggest further research work.
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Appendix: Tables for Network Example



State number | State name

1 Normal_operation

2 Httpd_attacked

3 Ftpd_attacked

4 Ftpd_attacked_detector

5 Httpd_hacked

6 Ftpd_hacked

7 ‘Website_defaced

8 ‘Webserver _sniffer

9 ‘Webserver_sniffer_detector
10 ‘Webserver _DOS_1
11 ‘Webserver_DOS_2
12 Network_shutdown

13 Fileserver_hacked

14 Fileserver_data_stolen_1

15 ‘Workstation_hacked

16 Workstation_data_stolen_1
17 Fileserver_data_stolen_2

18 ‘Workstation_data_stolen_2

Table 1 State names and numbers: We provide this and the next 2 summary tables for reading the remaining
tables in this Appendix.

Attacker’s action numbers and names
State no. \ Action no. 1 2 3
1 Attack_httpd Attack_ftpd 10}
2 Continue_attacking ¢ 1)
3 Continue_attacking 10} 1)
4 6 6 6
5 Deface_website Install_sniffer 1)
6 Install_sniffer 1) 10}
7 6 6 6
8 Run_DOS_virus Crack_file_server- | Crack_workstation-
_root_password _root_password
9 6 6 6
10 ¢ 6 6
11 6 6 6
12 6 6 6
13 Capture_data ¢ 1)
14 Shutdown_network 1) 10}
15 Capture_data 1] 10}
16 Shutdown_network ¢ 1)
17 6 6 6
18 6 6 $

Table 2 Attacker’s action names and numbers.
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Administrator’s action numbers and names
State no. \ Action no. 1 2 3

1 ¢ ¢ ¢

2 ¢ ¢ ¢

3 Install_sniffer- ¢ 10)

_detector

4 Remove_sniffer_detector ¢ 1)

5 Remove_compromised- Install_sniffer- | ¢
_account_restart_httpd _detector

6 Remove_compromised- | Install_sniffer- | ¢
_account_restart_ftpd _detector

7 Restore_website_remove- 1) 1)
compromised_account

8 ¢ ¢ ¢

9 Remove_sniffer_and- 1] 10}
compromised_account

10 Remove_virus_and- 1] 1)
compromised_account

11 Remove_virus_and- ¢ 10)
compromised_account

12 Remove_virus_and- 1) 1)
compromised_account

13 ¢ ¢ ¢

14 Remove_sniffer_and- 1] 10}
compromised_account

15 ¢ ¢ ¢

16 Remove_sniffer_and- 1] 10}
compromised_account

17 ¢ ¢ ¢

18 ¢ ¢ ¢

Table 3 Administrator’s action names and numbers.
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State 1 State 2 State 3

P(2|1,1,) =1/3 P(2 | 2,1,)=0.5/3 P(3|3,1,2)= 0.5/2
P(31]1,2,) =1/3 P(512,1,)=0.5/3 P(3] 3,1,3)= 0.5/2
P(1]1,3,) =09 P(1]22,)=1/3 P(6 | 3,1,2)= 0.5/2
P(1]23,)=1/3 P(6 | 3,1,3)= 0.5/2
P(1]3,22)=1/2
P(1]3,23)=1/2
P(1|3,32)=1/2
P(1]3,3,3)=1/2
P9 ] 3,2,1)= 0.5/2
P(9 | 3,3,1)= 0.5/2
P(4]3,1,1) =05
State 4 State 5 State 6
P(1 | 4,, 1)=0.5/3 P(7|5,1,2)=1/2 P(8]6,1,3)=0.5
P(3 | 4,, 2)=0.5/2 P(7]5,1,3)=1/2 P(9 | 6,1,2)=0.5
P(3 | 4,, 3)=0.5/2 P(8 | 5,2,2)=0.5/2 P(1]6,,1)=1/3
P(8]5,2,3)=0.5/2
P(9 | 5,3,2)=0.5
P(1]5,,1)=1/2
State 7 State 8 State 9
P(1|7,, 1)=1/3 P(10]8,1,) = 1/3 P(1]9,-1)=1/3

P(138,2,) = 0.9/3
P(15 | 8,3,) = 0.9/3

State 10 State 11 State 12
P(1] 10,-,1)=1/3 P(1]11,,1)=1/3 P(1]12,-1)=1/3
P(11 ] 10,-,2)= 0.8/3 P(12 ] 11,-,2)= 0.8/3
P(11 | 10,-,3)= 0.8/3 P(12 ] 11,-,3)= 0.8/3
State 13 State 14 State 15
P(14 | 13,1,)=1/3 P(12 ] 14,1,2)=1/2 P(16 | 15,1, -)=1/3
P(12 | 14,1,3)=1/2
P(17 ] 14,2,1)=1/2
P(17 ] 14,3,1)=1/2
State 16 State 17 State 18
P(12] 16,1,2)=1/2 P(17 | 17,-,-)=1/3 P(18 | 18,-,-)=1/3
P(12 ] 16,1,3)=1/2
P(18 ] 16,2,1)=1/2

P(18 | 16,3,1)=1/2

Table 4 State transition probabilities (remaining probabilities are either set to 0 or assigned to transitions to
a “catch-all” state).
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r 10 10 10
R'(1) 10 10 10 ] R%*(1) —RY(1)
L 0 0 0
T 0 0 0
R'(2) 0 0 O } R%*(2) R'(1)
L 0 0 0
T 0 0 0 r -10 -10 -20
R(3) 0 0 O } R%(3) -10 <10 0
L 0 0 0 L -10 -10 0
r 20 10 10 r -20 -10 -10
R'(4) 0 0 0 ] R%*(4) ;10 00
L 0 0 O L .10 0 0
r 99 50 99 T -99  -99  -99
R(5) 10 0 10} R2(5) 10 10 -10
L 0 -10 0 L -10 -10 0
r 0 0 10
R'(6) ;10 00 } R?(6) —RY(6)
L -10 0 0
T 0 0 0 99 0 0
RY(7) 0 0 0 } R*(7) [ 99 0 0 ]
L 0 0 0 99 0 0
r 30 30 30
RY(8) 50 50 50 ] R2(8) —RY(8)
L 50 50 50
r 20 0 0
RY(9) 20 0 0 } R?(9) RY(9)
L -20 0 0
r 3 0 0 r-30 0 0 7
R'(10) 30 0 0 } R*(10) 30 0 0
L 30 0 0 L 30 0 0 |
r 3 0 0 r 60 0 0 7
RY(11) 30 0 0} R?(11) 60 0 O
L 30 0 0 L 60 0 0 |
T 0 0 0 r 90 0 0 7
R'(12) 0 0 0 } R%*(12) 90 0 0
L 0 0 0 L 90 0 0 |
T 999 999 999
R(13) 0 0 0 R*(13) —RY(13)
L 0 0 0
r 30 60 60 -10  -60 -60
R'(14) 0 0 0 ] R*(14) [ 20 0 0
L 0 0 o0 20 0 0
T 999 999 999
R'(15) 0 0 0 R*(15) —R'(15)
L 0 0 0
r 30 60 60 -10  -60 -60
R'(16) 0 0 0 ] R*(16) 20 0 0
L 0 0 0 20 0 0
T 0 0 0
RY(17) 0 0 0 } R?*(17) RY(17)
L 0 0 0
T 0 0 0
R(18) 0 0 0 } R*(18) R(18)
L 0 0 0

Table 5 Reward and cost matrices
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Strategies State Values
State Attacker Administrator Attacker | Administrator
1 [ 0.0091 0.2646 0.3331 | | [ 0.1820 0.2827 0.2674 ] 0.5816 0.0550
2 [ 0.0368 0.2075 0.0442 | | [ 0.2228 0.2237 0.2735 | 0.8802 0.5998
3 [ 0.1033 0.0449 0.0744 ] | [ 0.3235 0.1623 0.2725 | 0.7496 0.3931
4 [0.2379 0.3259 0.2124 | | [ 0.1305 0.0843 0.1181 ] 0.6799 0.3576
5 [ 0.1322 0.0451 0.0804 | | [ 0.2139 0.1021 0.2203 ] 0.3796 0.2154
6 [0.3092 0.1304 0.1704 | | [ 0.1193 0.3127 0.1626 | 0.7256 0.1824
7 [ 0.0310 0.0072 0.0532 | | [ 0.0303 0.2246 0.1716 | 0.1628 0.0768
8 [0.2815 0.2931 0.0623 | | [ 0.0739 0.2417 0.0228 ] 0.9562 0.0074
9 [ 0.3304 0.2373 0.2905 | | [ 0.3214 0.0692 0.0537 | 0.1962 0.7888
10 [0.1599 0.1653 0.0958 | | [ 0.2127 0.0001 0.1119 ] 0.7762 0.0178
11 [ 0.0203 0.0875 0.0621 | | [ 0.0917 0.0148 0.0313 ] 0.6133 0.8779
12 [ 0.3057 0.0411 0.0045 | | [ 0.1367 0.2723 0.2902 ] 0.1623 0.3525
13 [0.1232 0.2329 0.2964 | | [ 0.0075 0.2424 0.2827 | 0.0311 0.7221
14 [0.1979 0.0522 0.1056 | | [ 0.2429 0.3184 0.2188 ] 0.2886 0.9685
15 [0.0778 0.0028 0.1323 | | [0.2474 0.1150 0.2947 ] 0.9711 0.1557
16 [0.2166 0.0283 0.2563 | | [ 0.1157 0.0198 0.2395 | 0.9505 0.1630
17 [ 0.3232 0.2383 0.2607 | | [ 0.3194 0.0523 0.1388 ] 0.2280 0.3134
18 [0.0792 0.0652 0.0877 | | [ 0.0313 0.1500 0.2897 ] 0.9585 0.0294

Table 6 Initial conditions used in NLP-1 for Nash equilibrium 1.

Strategies State Values
State Attacker Administrator Attacker | Administrator
1 [0.2821 0.1751 0.0676 | | [ 0.0455 0.0039 0.2980 | 0.9501 0.4103
2 [ 0.2240 0.2794 0.0065 | | [ 0.0664 0.0996 0.2205 | 0.2311 0.8936
3 [0.2271 0.1265 0.2773 | | [ 0.0948 0.1564 0.0216 | 0.6068 0.0579
4 [0.0841 0.2919 0.2458 | | [ 0.0709 0.2797 0.2096 | 0.9169 0.4186
5 [0.1676 0.2365 0.1430 | | [ 0.3294 0.1943 0.1412 ] 0.4860 0.3529
6 [0.1015 0.0632 0.0645 | | [ 0.1718 0.1113 0.1443 ] 0.8913 0.8132
7 [0.2274 0.1009 0.1806 | | [ 0.0753 0.1933 0.2535 | 0.7621 0.0099
8 [ 0.0503 0.2326 0.1261 | | [ 0.1766 0.2135 0.0697 | 0.4565 0.1389
9 [0.2867 0.2846 0.1979 | | [ 0.1266 0.2611 0.2269 | 0.0185 0.2028
10 [0.1655 0.2999 0.2739 | | [ 0.1537 0.1893 0.2647 | 0.8214 0.1987
11 [ 0.2150 0.2727 0.2201 | | [ 0.0197 0.2010 0.0168 ] 0.4447 0.6038
12 [0.1140 0.0966 0.1137 | | [ 0.1385 0.1017 0.2915 ] 0.6154 0.2722
13 [0.1780 0.2424 0.1031 ] | [ 0.0050 0.2560 0.3236 | 0.7919 0.1988
14 [0.2795 0.1894 0.1235 | | [ 0.3300 0.2630 0.1462 | 0.9218 0.0153
15 [0.2342 0.1822 0.1483 | | [ 0.1661 0.0713 0.2145 ] 0.7382 0.7468
16 [0.2315 0.2071 0.2649 | | [ 0.1067 0.3200 0.2422 | 0.1763 0.4451
17 [0.3189 0.1742 0.2934 | | [ 0.1373 0.2482 0.0893 ] 0.4057 0.9318
18 [0.0577 0.3266 0.0905 | | [ 0.1466 0.3111 0.2278 ] 0.9355 0.4660

Table 7 Initial conditions used in NLP-1 for Nash equilibrium 2.
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Strategies State Values

State Attacker Administrator Attacker | Administrator

1 [ 0.1845 0.0973 0.2860 | | [ 0.0824 0.1176 0.0626 | 0.7036 0.7009

2 [0.1119 0.2267 0.0178 | | [ 0.1635 0.1364 0.1545 ] | 0.4850 0.9623

3 [0.1189 0.1661 0.1448 | | [ 0.2036 0.0237 0.1048 ] | 0.1146 0.7505

4 [0.2069 0.3172 0.2133 | | [ 0.1478 0.1221 0.1008 ] 0.5711 0.0721

5 [ 0.1875 0.2055 0.0378 | | [ 0.2028 0.0583 0.2070 ] | 0.6649 0.7400

6 [0.2994 0.2515 0.2637 | | [ 0.0820 0.1958 0.1687 | 0.3654 0.4319

7 [0.2717 0.2233 0.0670 | | [ 0.1549 0.1805 0.3141 ] 0.1400 0.6343

8 [ 0.0910 0.2087 0.1790 | | [ 0.1139 0.1339 0.1026 ] | 0.5668 0.8030

9 [0.0198 0.0297 0.0904 | | [ 0.1372 0.0953 0.1314 ] 0.8230 0.0839

10 [0.1364 0.1580 0.3030 | | [ 0.1677 0.2407 0.1021 ] 0.6739 0.9455

11 [ 0.1987 0.1097 0.1594 | | [ 0.0374 0.1478 0.1556 ] | 0.9994 0.9159

12 [0.1991 0.0538 0.2765 | | [ 0.0049 0.2214 0.2414 ] 0.9616 0.6020

13 [0.3187 0.1985 0.0096 | | [ 0.0939 0.0873 0.2362 | 0.0589 0.2536

14 [ 0.2707 0.2034 0.2338 | | [ 0.2613 0.3287 0.1578 ] | 0.3603 0.8735

15 [0.0307 0.1416 0.1252 ] | [ 0.3009 0.1504 0.2682 | 0.5485 0.5134

16 [0.0554 0.2777 0.2795 | | [ 0.2763 0.0554 0.1313 ] 0.2618 0.7327

17 [ 0.1505 0.3189 0.0491 ] | [ 0.1736 0.2394 0.1897 ] | 0.5973 0.4222

18 [ 0.2900 0.2565 0.1481 | | [ 0.1536 0.1484 0.0293 ] 0.0493 0.9614

Table 8 Initial conditions used in NLP-1 for Nash equilibrium 3.
Strategies State Values
State Attacker Administrator Attacker | Administrator

1 | Normal_operation [ 1.00 0.00 0.00 ] | [0.33 0.33 0.33 ] 210.2 -206.8
2 | Httpd_attacked [1.00 0.00 0.00] | [0.330.330.33] | 202.2 -191.1
3 Ftpd_attacked [ 0.65 0.00 0.35] | [ 1.00 0.00 0.00 ] 176.9 -189.3
4 | Ftpd_attacked_detector [0.40 0.12 0.48 ] | [ 0.93 0.07 0.00 ] 165.8 -173.8
5 | Httpd_hacked [0.330.10 0.57 ] | [0.670.190.14 ] | 197.4 -206.4
6 | Ftpd_hacked [0.12 0.00 0.88 | | [0.96 0.00 0.04 ] | 204.8 -203.5
7 | Website_defaced [0.330.330.33] | [0.330.330.33] 80.4 -80.0
8 | Webserver_sniffer [ 0.00 0.50 0.50 ] | [0.33 0.33 0.34 ] 716.3 -715.1
9 | Webserver_sniffer_detector | [ 0.34 0.33 0.33 ] | [ 1.00 0.00 0.00 ] 148.2 -185.4
10 | Webserver_ DOS_1 [0.330.330.33] | [ 1.00 0.00 0.00 ] 106.7 -106.1
11 | Webserver_ DOS_2 [0.34 0.33 0.33] | [ 1.00 0.00 0.00 ] 96.5 -96.0
12 | Network_shutdown [0.330.330.33] | [0.330.330.33] | 804 -80.0
13 | Fileserver_hacked [ 1.00 0.00 0.00 ] | [0.350.34 0.31 ] 1065.5 -1049.2
14 | Fileserver_data_stolen_1 [ 1.00 0.00 0.00 ] | [ 1.00 0.00 0.00 ] 94.4 -74.0
15 | Workstation_hacked [ 1.00 0.00 0.00 ] | [0.31 0.32 0.37 ] 1065.5 -1049.2
16 | Workstation_data_stolen_1 | [ 1.00 0.00 0.00 ] | [ 1.00 0.00 0.00 ] 94.4 -74.0
17 | Fileserver_data_stolen_2 [0.330.330.33] | [0.330.330.33 ] 80.4 -80.0
18 | Workstation_data_stolen_2 | [0.33 0.33 0.33 ] | [ 0.33 0.33 0.33 ] 80.4 -80.0

Table 9 Nash equilibrium 1: strategies and state values for attacker and administrator.

21




Strategies State Values
State Attacker Administrator | Attacker | Administrator
1 | Normal_operation [0.13 0.00 0.87] | [0.26 0.22 0.52 ] 212.7 -79.6
2 Httpd_attacked [ 1.00 0.00 0.00 ] | [0.27 0.30 0.43 ] 204.6 -166.9
3 Ftpd_attacked [0.12 0.32 0.56 ] | [ 1.00 0.00 0.00 ] 179.1 -141.0
4 | Ftpd_attacked_detector [0.12 0.00 0.88 ] | [0.93 0.07 0.00 ] 167.7 -80.8
5 Httpd_hacked [0.91 0.06 0.04] | [0.66 0.20 0.13 ] 199.2 -177.4
6 | Ftpd_hacked [0.10 0.00 0.90 | | [0.70 0.23 0.08 ] | 207.9 -175.0
7 | Website_defaced [0.390.260.34] | [0.230.35041] | 814 707
8 | Webserver_sniffer [ 0.00 0.53 0.47 ] | [0.34 0.42 0.24 ] 719.0 -690.0
9 | Webserver_sniffer_detector | [ 0.34 0.34 0.33 ] | [ 1.00 0.00 0.00 ] 150.2 -83.7
10 | Webserver_ DOS_1 [0.24 0.40 0.35] | [0.52 0.29 0.19 ] 140.5 -93.7
11 | Webserver_DOS_2 [0.330.39 0.28 ] | [0.00 0.59 0.41 ] 97.7 -84.8
12 | Network_shutdown [0.340.320.34] | [0.290.26045] | 81.4 707
13 | Fileserver_hacked [ 1.00 0.00 0.00 ] | [0.11 0.41 0.48 ] 1066.1 -1043.2
14 | Fileserver_data_stolen_1 [ 1.00 0.00 0.00 ] | [ 1.00 0.00 0.00 ] 95.1 -66.5
15 | Workstation_hacked [ 1.00 0.00 0.00 ] | [0.33 0.24 0.43 ] 1066.1 -1043.2
16 | Workstation_data_stolen_1 | [ 1.00 0.00 0.00 | | [ 1.00 0.00 0.00 ] 95.1 -66.5
17 | Fileserver_data_stolen_2 [0.39 0.25 0.36 ] | [ 0.31 0.42 0.26 ] 81.4 -70.7
18 | Workstation_data_stolen_2 | [ 0.23 0.50 0.27 | | [ 0.25 0.42 0.33 ] 81.4 -70.7

Table 10 Nash equilibrium 2: strategies and state values for attacker and administrator.

Strategies State Values
State Attacker Administrator | Attacker | Administrator
1 | Normal_operation [ 0.04 0.00 0.96 ] | [0.33 0.36 0.31 ] 224.2 -28.6
2 Httpd_attacked [ 1.00 0.00 0.00 ] | [0.35 0.32 0.34 ] 218.1 -161.0
3 | Ftpd_attacked [0.20 0.11 0.69 ] | [0.77 0.23 0.00 ] | 199.2 -163.0
4 | Ftpd_attacked_detector [ 0.96 0.01 0.04 ] | [ 1.00 0.00 0.00 ] 179.3 -145.3
5 Httpd_hacked [ 1.00 0.00 0.00 ] | [0.00 0.89 0.11 ] 232.3 -155.8
6 Ftpd_hacked [ 0.10 0.00 0.90 ] | [0.96 0.00 0.04 ] 218.9 -169.2
7 | Website_defaced [0.42 0.37 0.21 ] | [ 0.27 0.30 0.43 ] 85.8 -69.1
8 | Webserver_sniffer [ 0.00 0.49 0.51] | [0.33 0.35 0.32 ] 730.7 -685.7
9 | Webserver_sniffer_detector | [ 0.31 0.32 0.38 | | [ 1.00 0.00 0.00 ] 159.3 -42.9
10 | Webserver_DOS_1 [0.27 0.29 0.44 ] | [ 1.00 0.00 0.00 ] 179.3 -52.9
11 | Webserver_ DOS_2 [0.38 0.29 0.34 ] | [0.90 0.05 0.06 ] 171.5 -82.9
12 | Network_shutdown [0.360.21 0.43 ] | [0.180.40 0.42] | 85.8 -69.1
13 | Fileserver_hacked [ 1.00 0.00 0.00 ] | [0.29 0.28 0.43 ] 1068.9 -1042.2
14 | Fileserver_data_stolen_1 [ 1.00 0.00 0.00 ] | [ 1.00 0.00 0.00 ] 98.6 -65.3
15 | Workstation_hacked [ 1.00 0.00 0.00 ] | [0.39 0.24 0.36 ] 1068.9 -1042.2
16 | Workstation_data_stolen_1 | [ 1.00 0.00 0.00 ] | [ 1.00 0.00 0.00 ] 98.6 -65.3
17 | Fileserver_data_stolen_2 [0.31 0.48 0.21] | [0.31 0.37 0.32 ] 85.8 -69.1
18 | Workstation_data_stolen_2 | [ 0.39 0.36 0.25 ] | [ 0.38 0.37 0.25 ] 85.8 -69.1

Table 11 Nash equilibrium 3: strategies and state values for attacker and administrator.
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