
Abbreviations

AES Advanced Encryption Standard
ANP Algemeen Nederlandsch Persbureau
ASEAN Association of South-east Asian Nations
ATM Automatic Teller Machine
BIPT Belgian Institute for Posts and Telecommunications 
BSI Bundesamt für Sicherheit in der Informationstechnik (German Federal Agency for IT Security)

CA Certification Authority
CALEA Communications Assistance for Law Enforcement Act
CCA Computer Crime Act
CCP Code of Criminal Procedure
CKE Commercial Key Escrow
CLSR Computer Law and Security Report
COCOM Coordinating Committee for Multilateral Export Controls
CR Computer und Recht
DCC Dutch Criminal Code
DCCP Dutch Code of Criminal Procedure
DES Data Encryption Standard
DRA Data Recovery Agency
DSA Digital Signature Algorithm
DSS Digital Signature Standard
DTI Department of Trade and Industry (UK)
DVD Digital Versatile Disk
EAR Export Administration Regulations
EC European Commission
ECHR European Court of Human Rights
ECJ European Court of Justice
ECLR Electronic Commerce & Law Report
ECPHR European Convention for the Protection of Human Rights and fundamental freedoms
EDI Electronic Data Interchange
EEI Escrowed Encryption Initiative
EES Escrowed Encryption Standard
EFTA European Free Trade Association
EPIC Electronic Privacy and Information Center
EPLR Electronic Information Policy & Law Report
E-PRIVACY Encryption Protects the Rights of Individuals from Violation and Abuse in CYberspace
ETS European Trusted Services
EU European Union
FIID Fiscal Intelligence and Investigation Department
FIPS Federal Information Processing Standard
GAK Government Access to Keys
GII Global Information Infrastructure
GMO General Municipal Ordinance 
GSN General Software Note
GVU Graphic, Visualization, & Usability Center
HR Hoge Raad (Dutch Supreme Court)
ICCPR International Covenant on Civil and Political Rights
ICT Information and Communication Technologies
IDEA International Data Encryption Algorithm
IITF Information Infrastructure Task Force
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IP Internet Protocol
ISDN Integrated Services Digital Network
IT Information Technology
ITAR International Traffic in Arms Regulation
ITSEC Information Technology Security Evaluation Criteria
KDD Knowledge Discovery in Data bases
KEA Key Escrow Agent
KMI Key Management Infrastructure
KRA Key Recovery Alliance; Key Recovery Agency
KRISIS Key Recovery In Secure Information Systems
LEAK Law-Enforcement Access to Keys
MAC Message Authentication Code
MIME Multipurpose Internet Mail Extensions
NII National Information Infrastructure
NIIAC National Information Infrastructure Advisory Council
NIST National Institute for Standards and Technology
NJ Nederlandse Jurisprudentie
NJW Neue Juristische Wochenschrift
NRC National Research Council
OJ Official Journal
OTP One-Time Pad
PEM Privacy-Enhanced Mail
PET Privacy-Enhancing Technologies
PGP Pretty Good Privacy
PKI Public Key Infrastructure
RC4 Rivest Cipher (or Ron’s Code) version 4
RSA Rivest, Shamir, Adleman
SAFE Security And Freedom through Encryption
SCSSI Service Central de la Sécurité des Systèmes d’Informations (French Central Information-

Systems Security Service)
SET Secure Electronic Transactions
SIM Subscriber Identity Module
SOG-IS Senior Officials Group – Information Security
SSL Secure Sockets Layer
SWIFT Society for Worldwide Interbank Financial Telecommunications
TACDFIPSFKMI Technical Advisory Committee to Develop a Federal Information Processing Standard for the

Federal Key Management Infrastructure
TCP/IP Transmission Control Protocol/ Internet Protocol
TEMPEST Transient ElectroMagnetic Pulse Emanation Surveillance Technology or

Transient ElectroMagnetic Pulse Emanation STandard
TFA Telecommunications Facilities Act
TIS Trusted Information Systems
TK Tweede Kamer (Dutch Lower House)
TTP Trusted Third Party
UMTS Universal Mobile Telecommunications System
US United States of America
VAS Value-Added Service
WIPO World Intellectual Property Organization
WWW World Wide Web
XOR exclusive or



Glossary

Glossary of terms
asymmetric crypto system crypto system which uses different keys (a public and a private one) for encryption

and decryption, and for putting and verifying digital signatures
authenticity the property that a message was indeed sent by the purported sender
Certification Authority TTP which offers a key-certification service (certifying that a public  key belongs

to a specified user)
cipher crypto method which changes each letter or each group of letters into other letters

or symbols
ciphertext unit of encrypted data
Clipper key-escrow initiative using the Escrowed Encryption Standard, proposed by US

government in 1993; died about 1996
code crypto method which uses a dictionary-style list of words and names coupled with

an encrypted form
coercive power investigation measure which infringes a constitutional right and which requires a

basis in formal law 
confidentiality the property that data are kept secret from people who are not authorized to access

them
crack break a crypto system or an encrypted message (synonym: cryptanalyze)
cryptanalysis breaking a crypto system or an encrypted message
cryptocriminal criminal who uses cryptography to thwart the police
cryptography (the making of) crypto systems
cryptology science that studies the making and breaking of crypto systems
crypto system implementation of an encryption scheme or algorithm
data recovery all-encompassing term for methods to retrieve the plaintext of encrypted data if the

key for decryption is not available
Data Recovery Agency TTP which offers a data-recovery service
decryption undoing encryption
digest synonym for hash
digital signature authentication method that uses public-key cryptography
duress code crypto system which can decrypt a given ciphertext into two different, meaningful

plaintexts (the original one and a fake one)
encryption automated process of making data inaccessible to unauthorized people
extranet intranet that is restrictedly open to external users
firewall computer located between an internal network and an outside network that shields

the internal network from external threats by allowing only authorized messages to
pass

hash short, fixed-length block of data used to prove the integrity of a message
hash function algorithm which computes a hash for messages
information (super)highway network of computer networks
integrity the property that data are unaltered and complete
intranet internal computer network that uses Internet technology
IRT-gate Dutch scandal in 1993-1994 of unlawful police investigation practices by

InterRegional Teams that investigated organized crime
key deposit synonym for key escrow
key encapsulation synonym for key recovery (as used in this book)
key escrow method of data recovery in which people deposit their private (or supersymmetric)

keys with a TTP
Key Escrow Agent TTP which offers a key-escrow service
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key recovery (in this book) method of data recovery in which people tag along to messages a
recoverable session key (in general usage, the term often functions as a synonym
for data recovery)

knowbot robotic piece of software which automatically performs a pseudo-intelligent task
LEAK Law-Enforcement Access to Keys: (in this book) generic term for key escrow and

key recovery for law-enforcement purposes
logic bomb nefarious program installed on a hard disk which is triggered by a certain event,

such as the advent of a specific date and time
metatags meta-data in an Internet page which (should) indicate its contents for search engines
network provider operator of a telecommunications network
nomenclator crypto method which combines a code and a cipher, in use from the 15th to the 19th

centuries
non-repudiation the property of a message which ensures that the sender or receiver cannot deny

having sent or received it
optical telegraph system devised by Claude Chappe in the late 18th century for transmitting messages

through a two-arm device placed on high buildings
passphrase sophisticated version of a password
plaintext unit of unencrypted data
private key the part of a key pair used in asymmetric crypto systems that is to be kept secret
proportionality principle legal principle which requires the use of an investigation measure to be proportional

to the seriousness of the offense under investigation
public key the part of a key pair used in asymmetric crypto systems that is  publicly available
public-key cryptography synonym for asymmetric cryptography
Public Key Infrastructure framework in which Certification Authorities (and possibly Data Recovery

Agencies) cooperate to provide TTP services
Rasterfahndung investigation method which compares data bases automatically to find ‘suspect’

information
replevin (order to) cease seizure
secret key key used in symmetric crypto systems
service provider organization which provides basic or value-added telecommunications services
session key symmetric crypto key used only once for a communications session
spamming sending unsolicited e-mail messages on a massive scale
steganography (the making of) programs which hide data in other data
subsidiarity principle legal principle which requires that the least-infringing investigation measure be

used that will serve the investigation purpose
supersymmetric key symmetric crypto key used to encrypt symmetric keys for exchange and retrieval

purposes
symmetric crypto system crypto system which uses the one and the same (secret) key for encryption and

decryption
time-stamping TTP service which establishes the date and time a message was sent
traffic analysis analysis of data about telecommunications traffic (who called whom when from

where for how long and how often)
Trusted Third Party trusted, independent organization which offers cryptography-based services that

enhance the reliability of electronic data interchange and storage
Van Traa committee Dutch parliamentary inquest into IRT-gate, chaired by Maarten van Traa
warez illegally copied software
XOR exclusive or: mathematical function of adding bits (0+0 = 0, 0+1 = 1, 1+0 = 1, 

1+1 = 0)
zero-knowledge protocol cryptographic series of steps which proves that the user knows a secret without

revealing any information about the secret
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Glossary of legal terms (English-Dutch)
coercive power dwangmiddel
controlled delivery gecontroleerde aflevering 
criminal financial inquest strafrechtelijk financieel onderzoek
direct eavesdropping direct afluisteren
examining judge rechter-commissaris
General Municipal Ordinance Algemene plaatselijke verordening
in flagrante delicto op heterdaad
inquest gerechtelijk vooronderzoek
IRT-gate IRT-affaire
legislature wetgever
Order in Council Algemene Maatregel van Bestuur
peeping operation inkijkoperatie
phenomenon investigation fenomeenonderzoek
pre-trial detention voorlopige hechtenis
privilege against self-incrimination nemo tenetur-beginsel
pseudo-purchase pseudokoop
public prosecutor Officier van Justitie
search huiszoeking
seizure inbeslagneming
Strip ‘em Pluk ze

Glossary of laws and regulations (English-Dutch)
Act on Municipal Basic Registries Wet Gemeentelijke Basisadministratie persoonsgegevens
Computer Crime Act Wet computercriminaliteit
Data Protection Act Wet Bescherming Persoonsgegevens
Data Registries Act Wet persoonsregistraties
Decree on government-department 
       information-security instructions 1994 Besluit voorschrift informatiebeveiliging rijksdienst 1994
Dutch Civil Code Burgerlijk Wetboek
Dutch Code of Criminal Procedure Wetboek van Strafvordering
Dutch Criminal Code Wetboek van Strafrecht
Governments Accounts Act Comptabiliteitswet
Instructions for information security 
       within the central government Voorschriften voor informatiebeveiliging bij de rijksoverheid
Police Information Security Regulation Regeling informatiebeveiliging politie
Police Registries Act Wet politieregisters
State Taxes Act Algemene wet inzake rijksbelastingen
Telecommunications Act Telecommunicatiewet
Telecommunications Facilities Act Wet op de telecommunicatievoorzieningen

Glossary of organizations (English-Dutch)
Central Criminal Intelligence Agency Centrale Recherche Informatiedienst
Chamber of Audit Algemene Rekenkamer
Co-operation Centre Tilburg and 
       Eindhoven Universities SamenwerkingsOrgaan Brabantse Universiteiten
Council of State Raad van State
Data Protection Authority Registratiekamer
Economic Surveillance Department Economische Controledienst
Fiscal Intelligence and Investigation 
       Department Fiscale Inlichtingen en Opsporingsdienst
Internal Revenue Service Belastingdienst
National Detective Team Landelijk Recherche Team
National Police Services Force Korps Landelijke Politiediensten
Public Prosecutor Openbaar Ministerie



BIBLIOGRAPHY 273

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Bibliography

The references available online are also listed on my homepage. 
See <http://cwis.kub.nl/~frw/people/koops/thesis/ref.htm>.

Abadinsky Howard Abadinsky, Organized crime, 4th ed., Chicago: Nelson-Hall, 1994
Abelson 1997 Hal Abelson, Ross Anderson, Steven Bellovin et al., The Risks of Key Recovery, Key

Escrow, and Trusted Third-Party Encryption , 27 May 1997,
<http://www.crypto.com/key_study/report.shtml>

Abelson 1998 Hal Abelson, Ross Anderson, Steven M. Bellovin et al., The Risks of Key Recovery, Key
Escrow, and Trusted Third-Party Encryption , June 1998,
<http://www.cdt.org/crypto/risks98/>

ACM S. Landau, S. Kent et al., Codes, Keys, and Conflicts, Issues in U.S. Crypto Policy , New
York: Association for Computing Machinery, June 1994,
<http://Info.acm.org/reports/acm_crypto_study.html>

Ad Hoc Ad Hoc Group of Crytopgraphers and Computer Scientists, Minimal Key Lengths for
Symmetric Ciphers to Provide Adequate Commercial Security , January 1996,
<ftp://ftp.research.att.com/dist/mab/keylength.txt>

Adriaans Pieter Adriaans, Dolf Zantinge, Data mining, Harlow: Addison Wesley, 1996
Andersen Mads Bryde Andersen, Peter Landrock, ‘Encryption and Interception’, The Computer

Law and Security Report  (November-December 1996), pp. 342-348
Anderson 94 Ross J. Anderson, ‘Why Cryptosystems Fail’, Communications of the ACM  (November

1994), pp. 32-40
Anderson 96 Ross Anderson, Markus Kuhn, ‘Tamper Resistance – a Cautionary Note’, in: The

Second USENIX Workshop on Electronic Commerce Proceedings  (Oakland, 18-21
November 1996), pp. 1-11, <http://www.cl.cam.ac.uk/users/rja14/tamper.html>

Ansmink A.A. Ansmink, ‘Het meewerken van de verdachte aan zijn veroordeling en art. 29 Sv’,
RM Themis (1981), pp. 426-448

Arnbak J.C. Arnbak, J.J. van Cuilenburg, E.J. Dommering, Verbinding en ontvlechting in de
communicatie, Amsterdam: Cramwinckel, 1990

Aronowitz A.A. Aronowitz, D.C.G. Laagland, G. Paulides, Value-added tax fraud in the European
Union, The Hague: WODC, 1996

Asbeck F.D. van Asbeck, ‘De kroongetuige vanuit de visie van de wetgever’, in [Tak 94a], pp.
25-36

Australia Australian Encryption Policy , document to OECD Ad Hoc Meeting of Experts on
Cryptography Policy, 18-19 December 1995

Baker 96 Stewart A. Baker, Summary Report on the OECD Ad Hoc Meeting of Experts on
Cryptography, <http://www.us.net/~steptoe/276908.htm> (accessed 14 February 1996)

Baker 98a Stewart A. Baker, ‘Review of “Privacy on the Line: The Politics of Wiretapping and
Encryption” by Whitfield Diffie and Susan Landau’, Notices of the AMS  45, No. 6
(June-July 1998), p. 709

Baker 98b Stewart A. Baker, Paul R. Hurst, The Limits of Trust. Cryptography, Governments, and
Electronic Commerce, The Hague: Kluwer Law International, 1998

Balenson D.M. Balenson et al. (TIS Inc.), ‘A New Approach to Software Escrow Encryption’, in
[Hoffman 95], pp. 180-207

Bangemann 94 High-Level Group on the Information Society, Europe and the Global Information
Society: Recommendations to the European Council  (Bangemann Report), Brussels, 26
May 1994

Bangemann 97 Martin Bangemann, ‘A New World Order for Global Communications. The Need for an
International Charter’, speech at Telecom Inter@ctive ‘97 (Geneva, 8 September 1997),
<http://www.ispo.cec.be/infosoc/promo/speech/geneva.html>



274 BIBLIOGRAPHY

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Barendrecht J.M. Barendrecht, ‘Rechtswetenschap: stoffig of inventief?’, Nederlands Juristenblad
(10 May 1996), pp. 705-714

Beaver Donald Beaver, ‘Factoring: The DNA Solution’, in: Josef Pieprzyk et al. (eds.),
Advances in Cryptology – ASIACRYPT ‘94 , Berlin: Springer, 1995, pp. 419-423

Bekkers V.J.J.M. Bekkers, ‘The Playground of the Electronic Superhighway’, in: Victor Bekkers
et al. (eds.), Emerging Electronic Highways. New Challenges for Politics and Law , The
Hague: Kluwer Law International, 1996, pp. 9-26

Beleidsadviesgroep Beleidsadviesgroep computercriminaliteit, Op weg naar... digitaal rechercheren. De
invloed op en de gevolgen van de vergaande digitalisering van de Nederlandse
maatschappij op het werk van politie en justitie , June 1996

Bellare M. Bellare, R.L. Rivest, Translucent Cryptography. An Alternative to Key Escrow, and
its Implementation via Fractional Oblivious Transfer , 18 February 1996,
<http://theory.lcs.mit.edu/~rivest/BellareRivest-translucent.ps>

Beth Thomas Beth, ‘Confidential Communication on the Internet’, Scientific American
(December 1995), pp. 70-73

BfW Bundesministerium für Wirtschaft, Info 2000: Deutschlands Weg in die
Informationsgesellschaft , February 1996,
<http://www.kp.dlr.de/BMWi/gip/programme/info2000/>

Biham E. Biham, A. Shamir, ‘Differential Fault Analysis of Secret Key Cryptosystems’, in:
B.S. Kaliski (ed.), Advances in Cryptology – CRYPTO ‘97 , Berlin: Springer-Verlag,
1997, pp. 513-525

Blaze 94 Matt Blaze, ‘Protocol Failure in the Escrowed Encryption Standard’, November 1994,
reprinted in [Hoffman 95], pp. 131-146

Blaze 96 M. Blaze, W. Diffie, R. Rivest et al., Minimal Key Lengths for Symmetric Ciphers to
Provide Adequate Commercial Security , January 1996,
<ftp://ftp.research.att.com/dist/mab/keylength.txt>

Bonn Ministerial declaration  (Global Information Networks, Ministerial Conference, Bonn, 6-
8 July 1997), <http://www2.echo.lu/bonn/final.html>

Böttger Andreas Bötgger, Christian Pfeiffer, ‘Der Lauschangriff in den USA und in
Deutschland’, Zeitschrift für Rechtspolitik , No. 1 (1994), pp. 7-17

Boutros-Ghali Secretary-General calls for effective action against ‘crime multinationals’ in address to
conference on organized transnational crime , Federal News Service, 22 November
1994, <http://www.alternatives.com/crime/ghali.htm> (accessed 19 July 1996)

Braun David Braun, ‘FBI Calls Privacy Extremists Elitist’, TechWire (25 September 97),
<http://www.techweb.com/wire/news/1997/09/0925fbi.html>

Breed N.F. Breed, D.J. Out, O. Tettero, Informatiebeveiliging. Een blik achter de schermen ,
Alphen aan den Rijn: Samsom BedrijfsInformatie, 1994

Breuil Hans Oude Breuil, Van achterklap tot telefoontap , graduate thesis Tilburg University,
January 1984

Bribosia Wetsvoorstel tot opheffing van de artikelen 70bis en 95, eerste lid, 5 0, van de wet van 21
maart 1991 betreffende de hervorming van sommige economische overheidsbedrijven en
tot aanvulling van het Wetboek van Strafvordering met bepalingen betreffende de
decryptie van berichten , Parl. Doc. Senaat, 1-352/1, 11 June 1996,
<http://www.senate.be/docs/lex/1/1-352/1-352-1_nl.html>

Brickell Ernest F. Brickell and others, ‘SKIPJACK Review: Interim Report’, 28 July 1993,
reprinted in [Hoffman 95], pp. 119-130

Brodeur Jean-Paul Brodeur, ‘Undercover Policing in Canada. A Study of its Consequences’, in
[Fijnaut], pp. 71-102

Brouwer Aart Brouwer, ‘Amerika luistert, Dossier Echelon’, de Groene Amsterdammer (18
February 1998), pp. 14-16

Brown Ronald Brown, Larry Irving et al., The Global Information Infrastructure: Agenda for
Cooperation, February 1995,
<http://www.iitf.nist.gov/documents/docs/gii/giiagend.html>

BSC Business Scenarios Committee, Key Recovery Alliance, Business Requirements for Key
Recovery, Release 3.0 , 18 December 1997, <http://www.kra.org/whitepapers>



BIBLIOGRAPHY 275

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

BSI Code of Practise for Information Security Management , BS7799 part 1, London: BSI,
1995

Buruma Y. Buruma, De strafrechtelijke handhaving van bestuurswetten , Arnhem: Gouda Quint,
1993

Cabinet Swedish Cabinet Office Reference Group for Cryptographic Issues, Cryptography
Policy: Possible Courses of Action for Sweden , October 1997,
<http://www.ud.se/english/press/pdf_publ.htm#crypto>

Callas Jon Callas, ‘What’s really in PGP 5.5?’, mailing list <cryptography@c2.net>, 7 October
1997

Canetti Ran Canetti, Cynthia Dwork et al., ‘Deniable Encryption’, in: B.S. Kaliski (ed.)
Advances in Cryptology – CRYPTO ‘97 , Berlin: Springer Verlag, 1997, pp. 90-104

Castell Stephen Castell (ed.), Code of Practice and Management Guidelines for Trusted Third
Party Services, Infosec 93 S2101/02 (version 1.0), 6 October 1993

CD Criminal Division, US Department of Justice, Federal Guidelines for Searching and
Seizing Computers, Washington, D.C., July 1994

Chandler James P. Chandler, Diana C. Arrington et al., Identification and Analysis of Foreign
Laws and Regulations Pertaining to the Use of Commercial Encryption Products for
Voice and Data Communications , Washington: DOE Project No. 2042-E024-A1, Janu-
ary 1994

Charbon F.H. Charbon, H.W.K. Kaspersen, Computercriminaliteit in Nederland , Den Haag:
Stichting Beheer Platform Computercriminaliteit, 1990

Chor Benny Chor, Amos Fiat, Moni Naor, ‘Tracing Traitors’, in Yvo Desmedt (ed.), Advances
in Cryptology – CRYPTO ‘94 , Berlin: Springer Verlag, 1994, pp. 257-270

Clerk Question orale de Mme. Bribosia à Mr. Stefaan De Clerk, Ministre de la Justice ,
maintained by Olivier Bonaventure, < http://pgp.netline.be/cryptage/question-complete-
bribosia.html> (accessed 11 July 1996)

Clinton William J. Clinton, Albert Gore, A Framework For Global Electronic Commerce , 1 July
1997

CoE 82 Council of Europe, Telephone tapping and the recording of telecommunications in some
Council of Europe member states , Legislative dossier No. 2, Strasbourg: Council of
Europe, Legal Documentation and Research Division, May 1982

CoE 90 Council of Europe, Recommendation No. R (89) 9 on computer-related crime and final
report of the European Committee on Crime Problems on Computer-Related Crime ,
Strasbourg, 1990

CoE 95 Council of Europe, Recommendation No. R (95) 13 of the Committee of Ministers to
Member States Concerning Problems of Criminal Procedure Law Connected with
Information Technology , 11 September 1995,
<http://www.privacy.org/pi/intl_orgs/coe/info_tech_1995.html>

Copenhagen The Copenhagen Hearing April 23-24 1998. Report of Day 1 ,
<http://www.fsk.dk/fsk/div/hearing/first.html>

Corstens G.J.M. Corstens, Het Nederlands strafprocesrecht , 2nd ed., Arnhem: Gouda Quint, 1995
Counterpane Counterpane Systems, Flaw in cell phone encryption identified; Design process blamed.

Press Release, 20 March 1997, <http://www.counterpane.com/cmea-press.html>
Coutorie L.E. Coutorie, ‘The Future of High-Technology Crime, A Parallel Delphi Study’, in

Journal of Criminal Justice  23, No. 1 (1995), pp. 13-27
Cukier Kenneth Neil Cukier, ‘Wide-eyed OECD delegates politely accosted by journalist’,

mailing list <fight-censorship@vorlon.mit.edu>, 26 September 1996
Davidson Alan Davidson, Technical Advisory Committee, final letter to US Secretary of

Commerce, 19 June 1998, available at
<http://www.steptoe.com/WebDoc.nsf/Law+&+The+Net-All/All>

DB Deutscher Bundestag, ‘Recht: Über 8.000 Telefone eine Zeitlang überwacht’, WIB 7, 23
April 1997, <http://www.bundestag.de/wib97/797259.htm.>

Denning 94 Dorothy Denning, ‘The U.S. Key Escrow Encryption Technology’, July 1994, reprinted
in [Hoffman 95], pp. 111-118



276 BIBLIOGRAPHY

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Denning 96 Dorothy Denning, The Future of Cryptography , version 6 January 1996,
<http://www.cs.georgetown.edu/~denning/crypto/Future.htm>

Denning 97a Dorothy Denning, William Baugh, Encryption and evolving technologies as tools of
organized crime and terrorism , 15 May 1997, excerpt at
<http://www.cs.georgetown.edu/~denning/crypto/oc-abs.html>

Denning 97b Dorothy Denning, Encryption Policy and Market Trends , version 17 May 1997,
<http://www.cs.georgetown.edu/~denning/crypto/Trends.html>

Denning 97c Dorothy Denning, Declaration on Encryption Policy , 6 June 1997,
<http://www.cs.georgetown.edu/~denning/crypto/position.html>

Denning 97d Dorothy Denning, William Baugh, Cases involving encryption in crime and terrorism ,
version 10 October 1997, <http://www.cs.georgetown.edu/~denning/crypto/cases.html>

Desmedt Y. Desmedt, ‘Securing Traceability of Ciphertexts - Towards a Secure Key Escrow
System’, in: L. Guillou, J.-J. Quisquater (eds.), Advances in Cryptology - EUROCRYPT
‘95, Berlin: Springer Verlag, 1995, pp.147-157

DG XIII Commission of the European Communities, Directorate General XIII, Green Book on
the Security of Information Systems. Draft 4.0 , 18 October 1993

Diffie W. Diffie and M.E. Hellman, ‘New Directions in Cryptography’, IEEE Transactions on
Information Theory IT-22, No. 6 (November 1976), pp. 644-654

Dijk Cees van Dijk, ‘Mogelijkheden om af te luisteren worden vergroot. Telefoontap heeft
nog toekomst’, Algemeen politieblad  (12 September 1992), pp. 13-14

DoC U.S. Department of Commerce and the National Security Agency, A Study of the
International Market for Computer Software with Encryption , redacted copy, no date,
<http://www.epic.org/crypto/export_controls/commerce_study_summary.txt>

DoS U.S. Department of State, Country reports on human rights practices for 1996 (Privacy
Sections), January 1997, <http://www.privacy.org/pi/reports/hr96_privacy_report.html>

DPE Irish Department of Public Enterprise, Framework for Ireland’s Policy on Cryptography
and Electronic Signatures , no date, <http://www.irlgov.ie/tec/html/signat.htm>

Duyne Petrus C. van Duyne, Het spook en de dreiging van de georganiseerde misdaad , Den
Haag: Sdu, 1995

ECC Danish Ministry of Research and Information Technology, Report by the Expert
Committee on Cryptography , April 1997,
<http://www.fsk.dk/fsk/publ/1997/crypt/crypt.html>

Eck Wim van Eck, ‘Electromagnetic Radiation from Video Display Units: An
Eavesdropping Risk?’, Computers & Security, No. 4 (1985), pp. 269-286

EFF Electronic Frontier Foundation, EFF Builds DES Cracker that proves that Data
Encryption Standard is insecure. Press release , 17 July 1998,
<http://www.eff.org/descracker.html>

Ellis James H. Ellis, The story of non-secret encryption , written 1987, published December
1997, <http://www.jya.com/ellisdoc.htm>

EPIC Electronic Privacy Information Center, FBI Documents on Encryption , no date,
<http://www.epic.org/crypto/ban/fbi_dox/>

ETS Commission of the European Communities, Directorate General XIII, INFOSEC: ETS,
version 23 January 1998, <http://www.cordis.lu/infosec/src/ets.htm>

EZ Ministerie van Economische Zaken, Actieplan Electronic commerce , March 1998,
<http://www.minez.nl/ecom/my_html/actieplan.htm>

FBI Federal Bureau of Investigations, CALEA – Communications Assistance for Law
Enforcement Act, no date, <http://www.fbi.gov/calea/calea1.htm>

Field Richard L. Field, ‘The Great Mining Disaster of ‘99’, Electronic Banking Law and
Commerce Report (November/December 1997), republished in Journal of Internet
Banking and Commerce , <http://www.arraydev.com/commerce/jibc/9801-7.htm>

Fijnaut Cyrille Fijnaut and Gary T. Marx, Undercover. Police Surveillance in Comparative
Perspective, The Hague: Kluwer Law International, 1995

Fokke & Sukke Fokke & Sukke webzijde , <http://www.networld.org/~Fokke_Sukke/>



BIBLIOGRAPHY 277

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Fotis Testimony of James J. Fotis Executive Director Law Enforcement Alliance of America
Before the Subcommittee on the Constitution, Federalism and Property Rights of the
Senate Judiciary Committee , 17 March 1998,
<http://www.computerprivacy.org/archive/03171998-5.shtml>

Frankel Yair Frankel, Moti Yung, ‘Escrow Encryption Systems Visited: Attacks, Analysis and
Designs’, in: D. Coppersmith (ed.), Advances in Cryptology – CRYPTO ‘95 , Berlin:
Springer-Verlag, pp. 222-235

Franken H. Franken, G.J.C. Lekkerkerker et al., De notaris en het elektronisch rechtsverkeer , The
Hague: Vermande, 1996

Fraser Barbara Fraser, Site Security Handbook. RFC 2196 , September 1997,
<ftp://ftp.isi.edu/in-notes/rfc2196.txt>

Freeh 95a Louis J. Freeh, Testimony before the House Committee on the Judiciary Subcommittee
on Crime, 30 March 1995

Freeh 95b Louis J. Freeh, Speech Before the International Cryptography Institute, Washington,
D.C., September 21, 1995 , <http://www.fbi.gov/dirspch/crypto.htm>

Freeh 95c Louis J. Freeh, Letter to Honorable Henry Hyde, Chairman Committee on the Judiciary,
House of Representatives, 2 November 1995,
<http://www.fbi.gov/archives/congress/wiretap.htm>

Freeh 96 Statement of Louis J. Freeh Director Federal Bureau of Investigation on July 25, 1996
before the Committee on Commerce, Science, and Transportation, United States Senate,
regarding impact of encryption on law enforcement and public safety ,
<http://www.epic.org/crypto/export_controls/freeh.html>

Freeh 98 Threats to U.S. National Security. Statement for the record Louis J. Freeh, Director
Federal Bureau of Investigation before the Senate Select Committee on Intelligence , 28
January 1998, <http://www.fbi.gov/congress/threats/threats.htm>

Frielink P.M. Frielink, Infiltratie in het strafrecht , Arnhem: Gouda Quint, 1990
Fritsch Kenneth M. Fritsch, ‘Fortezza 2.0 Cancellation’, 7 August 1997, message forwarded by

Phil Karn to mailing list <cryptography@c2.net>, 7 August 1997
Fsk Forskningsministeriet, ‘Ingen regulering af kryptering. Pressemeddelelse’, 26 June 1998,

<http://www.fsk.dk/fsk/presse/260698.html>
Ghosh Rishab Aiyer Ghosh, ‘Interpol’s Top Internet Crimefighter Speaks Out’, Telecom Digest,

No. 299 (2 November 1997)
GVU GVU’s 8th WWW User Survey, December 1997,

<http://www.gvu.gatech.edu/user_surveys/survey-1997-10/>
Hager Nicky Hager, ‘Exposing the Global Surveillance System’, Covert Action Quarterly

(Winter 1997), <http://caq.com/CAQ/CAQ59GlobalSnoop.html>
Harbou Christian Harbou, Jens Nielsen, ‘Politiet står magtesløs over for kriminel data-

kryptering’, ComputerWorld, No. 35 (1995)
Hendriks R. Hendriks, ‘Recherche stroomlijnt berichtenverkeer’, Telecommagazine (September

1996), pp. 33-36
Hoffman 94 Lance J. Hoffman, Farez A. Ali et al., ‘Cryptography Policy’, Communications of the

ACM 37, No. 9 (September 1994), pp. 109-117
Hoffman 95 Lance J. Hoffman (ed.), Building in Big Brother. The Cryptographic Policy Debate ,

New York: Springer, 1995
Hogesteeger G. Hogesteeger, D.A. Korving, Bellen voor de vrijheid, Illegale telefoonverbindingen in

de Tweede Wereldoorlog , Den Haag: Stichting Het Nederlandse PTT Museum, 1990
Hruska Jan Hruska, Sophos, Macro viruses: problems and defences , October 1996,

<http://www.sophos.com/virusinfo/techreports/macropro.html>
HRW Human Rights Watch, Silencing the Net. The Threat to Freedom of Expression On-line ,

10 May 1996
Hueske Thomas Hueske, Axel Pfau, ‘Software-Versiegelung mit kryptografischen Methoden’,

Datenschutz und Datensicherung , No. 6 (1990), pp. 298-304
Hutt Arthur E. Hutt, Seymour Bosworth, Douglas B. Hoyt (eds.), Computer Security

Handbook, 3rd ed., New York etc.: John Wiley & Sons, 1995



278 BIBLIOGRAPHY

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Huybrechts Luc Huybrechts, ‘Het gerechtelijk afluisteren in het Belgisch recht na de nieuwe
afluisterwet’, Panopticon (1995), pp. 41-57

INRA Eugen Ehmann, ‘Opinion Poll’, Computer und Recht , No. 7 (1997), pp. 449-450
ITSEC Information Technology Security Evaluation Criteria (ITSEC). Draft , 2 May 1990
IWGCP Interagency Working Group on Cryptography Policy, Enabling Privacy, Commerce,

Security and Public Safety in the Global Information Infrastructure , draft paper, 20 May
1996, <http://www.epic.org/crypto/key_escrow/white_paper.html>

Jefferies N. Jefferies, C. Mitchell, M. Walker, ‘A Proposed Architecture for Trusted Third Party
Services’, in: Cryptography: Policy and Algorithms, Proceedings of the conference ,
Springer-Verlag (LNCS 1029), 1996, pp. 98-104

Jones Frank Jones, Nowhere to run... Nowhere to hide... The vulnerability of CRT’s, CPU’s
and peripherals to TEMPEST monitoring in the real world , 1996,
<http://www.thecodex.com/c_tempest.html>

Kahn David Kahn, The Codebreakers. The Story of Secret Writing , New York: MacMillan,
1967

Kaufman Charlie Kaufman, Radia Perlman, Mike Spencer, Network Security. Private
Communication in a Public World , Englewood Cliffs, NJ: Prentice Hall PTR, 1995

Kephart Jeffrey O. Kephart et al., ‘Fighting Computer Viruses’, Scientific American  (November
1997), pp. 56-61

Kilian Joe Kilian, Tom Leighton, ‘Fair Cryptosystems, Revisited’, in: D. Coppersmith (ed.),
Advances in Cryptology – CRYPTO ‘95 , Berlin: Springer-Verlag, pp. 208-221

Klerks Peter Klerks, ‘Covert Policing in the Netherlands’, in [Fijnaut], pp. 103-140
Kocher Paul Kocher, Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and

Other Systems, no date, <http://www.cryptography.com/timingattack.html>
Komen Dick Komen, Computer Crime Team Amsterdam-Amstelland, personal communication,

14 October 1996
Koops Bert-Jaap Koops, Crypto Law Survey, version 13.0, June 1998,

<http://cwis.kub.nl/~frw/people/koops/lawsurvy.htm>
KPMG 94 KPMG EDP Auditors, Rapport aan de Ministers van Economische Zaken, Binnenlandse

Zaken, Justitie en Verkeer en Waterstaat inzake de uitkomsten van het
Bedrijfseffectenonderzoek Cryptografie , Amstelveen, 7 April 1994

KPMG 98 KPMG EDP Auditors, Ministerie van Economische Zaken, Ministerie van Verkeer en
Waterstaat, Draft policy proposal concerning the Dutch policy in the field of Trusted
Third Parties, Amstelveen, 1 March 1998,
<http://www.minvenw.nl/hdtp/factsheets/trust1.html>

KRA Key Recovery Alliance, Public Policy Requirements for a Global Key Recovery
Infrastructure, 2 September 1997, <http://www.kra.org/whitepapers>

Kristof Nicholas D. Kristof and Sheryl WuDunn, China Wakes. The struggle for the soul of a
rising power, London: Nicholas Brealey Publishing, 1994

Kuhn Markus G. Kuhn, Ross. J. Anderson, ‘Soft Tempest: Hidden Data Transmission Using
Electromagnetic Emanations’, 1998, <http://www.cl.cam.ac.uk/~mgk25/ih98-
tempest.pdf>

Kuner Christopher Kuner, ‘Rechtliche Aspekte der Datenverschlüsselung im Internet’, Neue
Juristische Wochenschrift-Computerreport , No. 6 (1995), pp. 413-420

Kutscha Martin Kutscha, ‘Der Lauschangriff im Polizeirecht der Länder’, Neue Juristische
Wochenschrift (1994), pp. 85-88

LAB European Commission Legal Advisory Board meeting on electronic commerce /
computer crime, 6-7 October 1997, Draft minutes ,
<http://www2.echo.lu/legal/en/lab/971006/minutes-text.html#42>

Labour Labour Party, Communicating Britain’s Future , no date,
<http://www.labour.org.uk/views/info-highway/content.html>

Landwehr Hartmut Landwehr, Online mit Jesus, <http://www.beichte.de>
Lazarus David Lazarus, ‘Playboy Hopes ‘Watermarks’ Keep Bunnies Safe’, Wired News (30

June 1997)



BIBLIOGRAPHY 279

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Leijten Jan Leijten, ‘Afweging en de mythe van de weegschaal’, Nederlands Juristenblad  (4
April 1997), pp. 636-637

Lensing J.A.W. Lensing, ‘De evolutie van de politiebevoegdheden in het raam van de bestrijding
van de ernstige, georganiseerde misdaad’, Delikt en Delinkwent  24, No. 10 (1994), pp.
1007-1030

Lenstra A.K. Lenstra, P. Winkler, Y. Yacobi, ‘A key escrow system with warrant bounds’, in: D.
Coppersmith (ed.), Advances in Cryptology – CRYPTO ‘95 , Berlin: Springer-Verlag,
1995, pp.197-207

Leutwyler Kristin Leutwyler, ‘Calculating with DNA. Genetic material solves mathematical
problems’, Scientific American  (September 1995), pp. 18-21

Litt Robert S. Litt, ‘Prepared Statement before the Senate Judiciary Committee,
Subcommittee on the constitution, federalism, and property, Privacy in a digital age:
encryption and mandatory access’, mailing list <cryptography@c2.net>, 17 March 1998

Lorentz Rapport du groupe de travail présidé par M. Francis Lorentz. Commerce électronique:
une nouvelle donne pour les consommateurs, les entreprises, les citoyens et les pouvoirs
publics, 7 January 1998,
<http://www.finances.gouv.fr/commerce_electronique/lorentz/>

Madsen Wayne Madsen, ‘Crypto AG: The NSA’s Trojan Whore?’, Covert Action Quarterly
(Winter 1998), <http://caq.com/cryptogate>

Mansfield N.P. Mansfield, Shell Internationale Petroleum Maatschappij B.V., Commercial Use of
Cryptography, unpublished paper, no date

Manunza 94 E.R. Manunza, ‘De bescherming van kroongetuigen in Italië’, in [Tak 94a], pp. 37-64
Manunza 98 Elisabetta Manunza, Bert-Jaap Koops, ‘Garanties voor de betrouwbaarheid van

kroongetuigen’, Delikt en Delinkwent  (October 1998), pp. 768-785
Margherio Lynn Margherio et al., Secretariat for Electronic Commerce, The Emerging Digital

Economy, April 1998, <http://www.ecommerce.gov/emerging.htm>
Matyas Stephen M. Matyas Jr., Key Recovery Functional Model. Version 1.0 , 8 June 1998,

<http://www.kra.org>
McNamara 97 Joel McNamara, Practical Attacks on PGP , (intended) speech to Hacking In Progress, 9

August 1997, <http://www.eskimo.com/~joelm/pgpatk.html>
McNamara 98 Joel McNamara, The Complete, Unofficial TEMPEST Information Page , version 30

March 1998, <http://www.eskimo.com/~joelm/tempest.html>
Micali Silvio Micali, ‘Fair Public-Key Cryptosystems’, in: Ernest F. Brickell (ed.): Advances in

Cryptology – CRYPTO ‘92, Berlin: Springer Verlag, 1993, pp. 113-138 (see also the
version in [Hoffman 95], pp. 149-173)

Moeller Ulf Moeller, Kryptographie: Rechtliche Situation, politische Diskussion , version 2 May
1997, <http://www.thur.de/ulf/krypto/verbot.html>

Mulder Richard De Mulder, ‘Wetgeving maakt technologie tot een veelkoppige draak’,
Nederlands Juristenblad  (4 November 1993), pp. 1429-1430

Nash Susan Nash, ‘European co-operation in telephone tapping’, New Law Journal (June
1995), p. 954

Nelson Report of the Business-Government Forum on Global Cryptography Policy, Held on 19-
20 December 1995 in Paris. Annex IV -- Mike Nelson Policy Problem ,
<http://www.cs.umass.edu/~lmccarth/cypherpunks/icl.txt> (accessed 10 January 1996)

Nemerov Howard Nemerov, The collected poems, Chicago: University of Chicago Press, 1977
Neumann Peter G. Neumann, Computer-Related Risks, New York: ACM Press, 1995
Nielsen Leif Nielsen, ‘Sikkerhed i telenettet’, in [Stripp], pp. 36-37
NIIAC NIIAC, Common Ground: Fundamental Principles for the National Information

Infrastructure, March 1995, <http://nii.nist.gov./pubs/common-ground.txt>
NIISIF NII Security Issues Forum, NII Security: The Federal Role , June 1995,

<http://nsi.org/Library/Compsec/nii.txt>
NIITF Privacy Working Group, Information Policy Committee, NII Task Force, Privacy and

the Information Infrastructure: Principles for Providing and Using Personal
Information, Final Version, 6 June 1995, 
<http://www.iitf.nist.gov/ipc/ipc/ipc-pubs/niiprivprin_final.html>



280 BIBLIOGRAPHY

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

NIST 94 NIST, FIPS 186: Specifications for the Digital Signature Standard (DSS) , 19 May 1994,
in [Hoffman 95], pp. 84-86

NIST 95 NIST, Draft Software Key Escrow Encryption Export Criteria , version November 1995,
<http://csrc.ncsl.nist.gov/keyescrow/criteria.txt>

NIST 98 NIST, Advanced Encryption Standard (AES) Development Effort ,
<http://csrc.nist.gov/encryption/aes/aes_home.htm>

Norway Status on Norwegian encryption policy , Document to the OECD Ad Hoc Meeting of
Experts on Cryptography Policy, 18-19 December 1995

NOU Pseudonyme helseregistre. Et lovetkast om personvern, pasientvern og helsevern ,
Norges offentlige utredninger 1993:22, Oslo: Statens trykning, 1993

NRC Kenneth W. Dam, Herbert S. Lin (eds.), National Research Council, Cryptography’s
Role In Securing the Information Society , Washington, D.C.: National Academy Press,
1996, <http://www.nap.edu/readingroom/books/crisis/>

OA Administrative Office of the US Courts, 1997 Wiretap Report , April 1998,
<http://www.uscourts.gov/wiretap/contents.html>

OECD 86 OECD, Computer-Related Crime: Analysis of Legal Policy , Paris, 1986
OECD 97 OECD, Cryptography Policy: The Guidelines and the Issues , March 1997,

<http://www.oecd.org/dsti/sti/it/secur/prod/e-crypto.htm>
O’Hara Colleen O’Hara, Heather Harreld, ‘DOD sinks the Clipper’, Federal Computer Week  (17

February 1997)
OM 94 Vergadering van Procureurs-Generaal, Openbaar Ministerie verscherpt beveiliging ,

press release, 6 December 1994,
<http://www.openbaarministerie.nl/archief/persberichten/pb94-0612_2.htm#top>

OM 98 Openbaar Ministerie, Jaarverslag Openbaar Ministerie: trendbreuk door stijging aantal
misdrijven in 1997 , press release, 22 July 1998,
<http://www.openbaarministerie.nl/persberi/pb980722.htm#top>

Orlowski Steve Orlowski, ‘Encryption and the global information infrastructure. An Australian
Perspective’, Lecture notes in computer science  1029 (1996), pp. 65-74

Ostendorf Heribert Ostendorf, ‘Ein Allheilmittel? Der »sogenannte Lauschangriff« auf dem
rechtsstaatlichen Prüfstand’, Neue Kriminalpolitik , No. 3 (1996), pp. 32-35

OTA Office of Technology Assessment, Information Security and Privacy in Network
Environments, OTA-TCT-606, Washington, D.C.: U.S. Government Printing Office,
September 1994

Patijn Alexander Patijn, ‘Grondrechten en nieuwe communicatietechnologieën: de rol van de
wetgever’, NJCM-Bulletin 21, No. 5 (1996), pp. 796-806 

Peters A.A.G. Peters, Het rechtskarakter van het strafrecht , inaugural lecture Utrecht
University, Deventer: Kluwer, 1972

Pfeiffer Christian Pfeiffer, ‘Telefongespräche im Visier der elektronischen Rasterfahndung’,
Zeitschrift für Rechtspolitik , No. 7 (1994), pp. 253-255

Pfitzmann Birgit Pfitzmann, Michael Waidner, ‘Anonymous Fingerprinting’, in: W. Fumy (ed.),
Advances in Cryptology – EUROCRYPT ‘97 , Berlin: Springer-Verlag, 1997, pp. 88-102

Powell Corey S. Powell, ‘The Rights Stuff. Buying and selling art in a digital world’, Scientific
American (January 1995), pp. 18-19

Rabel Timothy Rabel, ‘Eavesdropping on Electromagnetic Radiation: A Violation of Federal
Law and/or an Intrusion Upon Seclusion?’, Journal of Computer & Information Law
(1994), pp. 627-644

Rawls John Rawls, A Theory of Justice, Oxford: Oxford University Press, 1972
Registratiekamer 94 Registratiekamer, Letter to the Dutch Minister of Justice, 3 May 1994, reference 94.A.11
Registratiekamer 95 Registratiekamer, Information & Privacy Commissioner (Ontario), Privacy-enhancing

Technologies. The path to anonymity , Sdu, 1995
Registratiekamer 98 Registratiekamer, Letter to the Dutch Minister of Internal Affairs, 9 April 1998,

reference 98.A.294.01
Reid Tim Reid, ‘Hackers pillaged US files to sell secrets to Saddam’, Electronic Telegraph

(23 March 1997)
Reijne Z. Reijne et al., Tappen in Nederland , WODC, Gouda Quint, 1996



BIBLIOGRAPHY 281

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Reijntjes J.M. Reijntjes, ‘Nemo tenetur: een holle leus?’, in: J.M. Reijntjes (red.), Nemo tenetur,
Arnhem: Gouda Quint, 1996, pp. 9-21

Rivest Ronald L. Rivest, Chaffing and Winnowing: Confidentiality without Encryption , version
24 April 1998, <http://theory.lcs.mit.edu/~rivest/chaffing.txt>

Roche Barbara Roche, UK Department of Trade and Industry, ‘Secure Electronic Commerce
Statement’, 27 April 1998, <http://jya.com/uk-ecomm.htm>

RSA R.L. Rivest, A. Shamir, and L.M. Adleman, ‘A Method for Obtaining Digital Signatures
and Public-Key Cryptosystems’, Communications of the ACM  21, No. 2 (February
1978), pp. 120-126

Saxby Stephen Saxby, ‘Public Sector Policy and the Information Superhighway’, International
Journal of Law and Information Technology  2, No. 3 (1994), pp. 221-254

Schalken Tom Schalken, annotation of HR 29 October 1996, NJ 1997, 232 m.nt. Sch
Schmid A.P. Schmid, ‘Inleiding’, in: Georganiseerde misdaad. Een nieuwe bedreiging voor de

samenleving, Verslag van een symposium 20 november 1993 Erasmus Universteit
Rotterdam, Driebergen: Stichting Synthesis, 1993, pp. 7-29

Schmitz Roland Schmitz, ‘“Wilde” Müllablagerungen und strafrechtliche Garantenstellung des
Grundstückseigentümers’, Neue Juristische Wochenschrift  1993, pp. 1167-1171

Schneier Bruce Schneier, Applied Cryptography. Protocols, Algorithms, and Source Code in C ,
2nd ed., New York etc.: John Wiley & Sons, 1996

Schönfeld Carolien Schönfeld, ‘Informatiebeveiliging bij Rijk en gemeenten’, Openbaar bestuur,
No. 1 (1995), pp. 24-27

Seifert Jürgen Seifert, ‘Vom Lauschangriff zum »Großen Lauschangriff«’, Kritische Justiz
(1992), pp. 355-363

Seline Christopher Seline, Eavesdropping on the Electromagnetic Emanations of Digital
Equipment: The Laws of Canada, England and the United States , 1989,
<http://jya.com/tempest.htm>

Sergienko Greg Sergienko, ‘Self Incrimination and Cryptographic Keys’, Richmond Journal of
Law & Technology, No. 1 (1996), <http://www.urich.edu/~jolt/v2i1/sergienko.html>

Shur G. Shur, ‘The United States’ Witness Security Program’, in [Tak 94a], pp. 65-76
Simmelink J.B.H.M. Simmelink, De rechtsstaatgedachte achter art. 1 Sv , Arnhem: Gouda Quint,

1987
Simmons Gustavus J. Simmons, ‘Subliminal Communication is Possible Easy Using the DSA’, in:

Tor Helleseth (ed.), Advances in Cryptology – EUROCRYPT ‘93 , Berlin: Springer
Verlag, 1994, pp. 218-232

Smith Martin Smith, ‘Personnel Security’, in: K.M. Jackson, J. Hruska (eds.), Computer
Security Reference Book , Oxford etc.: Butterworth-Heinemann, 1992, pp. 417-436

Smits J.M. Smits, J. de Vries, ‘Het lagenmodel: een toekomstvaste basis voor inrichting en
regulering van de telecommunicatiemarkt’, Informatie en Informatiebeleid , No. 3
(1993), pp. 48-55

Smulders Peter Smulders, ‘The Threat of Information Theft by Reception of Electromagnetic
Radiation from RS-232 Cables’, Computers & Security, No. 9 (1990), pp. 53-58

SOG-IS SOG-IS, Proposal for a Council Decision in the field of security of information systems,
concerning the establishment of a Europe-wide network of Trusted Third Party Services
(ETS), 1 November 1995

Solms Sebastiaan von Solms and David Naccache, ‘On Blind Signatures and Perfect Crimes’,
Computers & Security (1992), pp. 581-583

Sophos Data Security Reference Guide 1994/1995 , Abingdon: Sophos, 1994
Stapel & De Koning A.A. Buijens, J. van Diemen, A.S. de Winter, ‘Licht’, Opsporingsleer, Stapel & De

Koning. Handboek voor de politie , The Hague: VUGA Uitgeverij B.V.
Statewatch Statewatch, ‘UK: Security services reports’, Statewatch Bulletin  5, No. 3 (May-June

1995)
Stripp Teknologirådet, Steffen Stripp (red.), En dansk krypto-politik. Hvordan skal digitale

informationer hemmeligholdes? , Teknologirådets rapporter 1995 nr. 5, København:
Teknologirådet, 1995

SWIFT S.W.I.F.T. s.c. Marketing, ‘S.W.I.F.T. and Security’, Compact (Winter 1992), pp. 8-22



282 BIBLIOGRAPHY

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Tak 94a P.J.P. Tak (red.), Bespiegelingen omtrent de kroongetuige , Arnhem: Gouda Quint, 1994
Tak 94b P.J.P. Tak, De kroongetuige en de georganiseerde misdaad , Arnhem: Gouda Quint,

1994
TFEC Task Force on Electronic Commerce, A Cryptography Policy Framework for Electronic

Commerce. Building Canada’s Information Economy and Society , February 1998,
<http://strategis.ic.gc.ca/SSG/cy00005e.html>

Thiesen Henning Thiesen, ‘Efterforskning af kriminalitet’, in [Stripp], pp. 47-50
TIN Tibet Information Network, ‘Tourist denounced for “Bomb” Fax from Lhasa’, mailing

list World Tibet Network News  <wtn-l@vm1.mcgill.ca>, 21 March 1996
TIS Trusted Information Systems, ‘Worldwide Survey of Cryptographic Products’, version

December 1997, <http://www.tis.com/research/crypto/crypt_surv.html>
Traa Enquêtecommissie opsporingsmethoden, Inzake opsporing, The Hague: Sdu, 1996
,��� ,��� $'���
�!+� &#))��)�#� .�
�'�3�� #+ 3 �%'��E 1995 �#
�, No. 334, #

��'�1 %# )#��C
�!�C ���#!!#)+� 	 #���)+� '��'��#+�� %'#��	#
)+	�,
'������3�� � A�)%�-�+�3�� 7�/'#	��?!=1 )'�
)+	, � +����

%'�
#)+�	��!�E -)�-� 	 #���)+� 7�/'#	�!�E �!/#'��3��, &#))��)��E

���+�, 68, 6 April 1995

US Administration Statement on Commercial Encryption Policy , 12 July 1996,
<http://www.epic.org/crypto/key_escrow/wh_cke_796.html>

Verheul 97a E.R. Verheul, B.J. Koops, H. van Tilborg, ‘Binding cryptography. A fraud-detectible
alternative to key escrow proposals’, The Computer Law and Security Report  (January-
February 1997), pp. 3-14

Verheul 97b E.R. Verheul, H.C.A. van Tilborg, ‘Binding ElGamal: A fraud-detectable alternative to
key escrow solutions’, in: W. Fumy (ed.), Advances in Cryptology – EUROCRYPT ‘97 ,
Berlin: Springer-Verlag, 1997, pp. 119-133

Wallich Paul Wallich, ‘Meta-Virus’, Scientific American  (November 1995), p. 25
Walsh Gerard Walsh, Review of Policy relating to Encryption Technologies , 10 October 1996,

<http://www.efa.org.au/Issues/Crypto/Walsh>
Warren Samuel D. Warren, Louis D. Brandeis, ‘The right to privacy (The implicit made

explicit)’, Harvard Law Review, No. 4 (1890), pp. 193-220, reprinted in: F.D. Schoeman
(ed.), Philosophical dimensions of privacy: an anthology , Cambridge: Cambridge
University Press, 1984, pp. 75-103

Wayner 93 Peter Wayner, ‘Should Encryption Be Regulated?, Politics, not technology, may
hamstring the use of data encryption in the U.S.’, Byte (May 1993), p. 129-134

Wayner 95 Peter Wayner, ‘Picking the Crypto Locks’, Byte (October 1995), pp. 77-80
Wayner 96 Peter Wayner, Disappearing Cryptography. Being and Nothingness on the Net , Boston

etc: AP Professional, 1996
White House The White House, Statement of the Press Secretary , 4 February 1994, reprinted in

[Hoffman 95], pp. 232-234
Wright 95 Marie A. Wright, ‘Protecting Information from Internet Threats’, Computer Fraud &

Security Bulletin  (March 1995), pp. 6-10
Wright 98 Steve Wright, Omega Foundation, An appraisal of technologies for political control.

Working document, Luxembourg: European Parliament – STOA, 6 January 1998,
<http://jya.com/stoa-atpc.htm>

WRR Wetenschappelijke Raad voor het Regeringsbeleid, Staat zonder land. Een verkenning
van bestuurlijke gevolgen van informatie- en communicatietechnologie , Den Haag: Sdu,
1998, English summary at <http://www.wrr.nl/rap54_e.htm>

Wuermeling U. Wuermeling, S. Felixberger, ‘Staatliche Überwachung der Telekommunikation’,
Computer und Recht , No. 9 (1997), pp. 555-561

Zimmerman 94 Philip Zimmermann, ‘Pretty Good Privacy: Public Key Encryption for the Masses’,
revised 31 August 1994, in [Hoffman 95], pp. 93-107

Zimmerman 96 Phil Zimmerman, ‘PGP and Human Rights’, mailing list <cypherpunks@toad.com>, 18
and 21 March 1996

Zysman George I. Zysman, ‘Wireless Networks’, Scientific American  (September 1995), pp. 52-
55



BIBLIOGRAPHY 283

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

Legislative proposals, decisions, and other parliamentary documents

Dutch 
18 995 Samenleving en criminaliteit  (Society and crime), 22 May 1985, TK 1984-1985
19 328 Infiltratie als opsporingstechniek  (Infiltration as investigation measure), TK 1985-1986
21 551 Wijziging van het Wetboek van Strafrecht en van het Wetboek van Strafvordering in verband met

de voortschrijdende toepassing van informatietechniek (Wet computercriminaliteit)  (Change of
the Criminal Code and of the Code of Criminal Procedure concerning the advancing application
of information technologies – Computer Crime Act), TK 1989-1990ff

22 838 De georganiseerde criminaliteit in Nederland  (Organized crime in the Netherlands), TK 1992-
1993

23 047 Wijziging van het Wetboek van Strafvordering in verband met de regeling van het opnemen van
gesprekken met een technisch hulpmiddel  (Change of the Code of Criminal Procedure concerning
the regulation of recording conversations with a technical device), TK 1992-1993ff

23 900 Elektronische snelwegen. Nationaal Actieplan: van metafoor naar actie (Electronic highways.
National action plan: from metaphor to action), TK 1994-1995, 23 900, nr 20

24 072 Enquête Opsporingsmethoden  (Inquest into investigation measures), TK 1995-1996ff
24 108 Wijziging van de Wet op de telecommunicatievoorzieningen in verband met het aftappen van

GSM (Change of the Telecommunications Facilities Act concerning tapping GSM), TK 1994-
1995

24 175 Beheersing informatiebeveiliging  (Control of information security), TK 1994-1995
24 565 Elektronische snelwegen  (Electronic highways), TK 1995-1996ff
24 679 Aftappen van telecommunicatie, Beleidsvoornemen bevoegd aftappen telecommunicatie  (Tapping

telecommunications. Policy intention authorized tapping of telecommunications), 4 April 1996,
TK 1995-1996

25 208 Inbraak bij het LRT (Burglary at the National Detective Team), 27 January 1997, TK 1996-1997
25 290 Informatiebeveiliging Belastingdienst  (Information security Internal Revenue Service), 7 April

1997, TK 1996-1997
25 403 Wijziging van het Wetboek van Strafvordering in verband met de regeling van enige bijzondere

bevoegdheden en wijziging van enige andere bepalingen (bijzondere opsporingsbevoegdheden)
(Change of the Code of Criminal Procedure concerning the regulation of some special powers and
change of some other provisions – special investigation powers), TK 1996-1997ff

25 533 Regels inzake de telecommunicatie (Telecommunicatiewet)  (Rules concerning telecommunications
– Telecommunications Act), TK 1996-1997ff

25 880 Wetgeving voor de elektronische snelweg  (Legislation for the electronic highway), 12 February
1998, TK 1997-1998

European 
86/C160/01 Council resolution of 9 June 1986 on the use of videoconference and videophone

techniques for intergovernmental applications  (86/C160/01), OJ 27 June 1986
92/242/EEC Council decision of 31 March 1992 in the field of security of information systems

(92/242/EEC), OJ 8 May 1992
COM(94) 347 Europe’s Way to the Information Society. An Action Plan , Communication from the

Commission to the Council and the European Parliament and to the Economic and
Social Committee and the Committee of the Regions , 19 July 1994, COM(94) 347 final

COM(95) 382 Green Paper on Copyrights and Related Rights in the Information Society , 19 July
1995, COM(95) 382 final

95/46/EC General Directive of 24 October 1995 on the protection of privacy with regard to the
processing of personal data and on the free movement of such data  (95/46/EC), OJ 23
November 1995

96/19/EC Directive of 28 February 1996 regarding the implementation of full competition in
telecommunications markets  (96/19/EC), OJ 22 March 1996

96/C329/01 Council Resolution of 17 January 1995 on the lawful interception of
telecommunications (96/C329/01) , OJ 4 November 1996



284 BIBLIOGRAPHY

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

COM(96) 607 Draft Communication from the European Commission to the Council, the European
Parliament, the Economic and Social Committee, and the Committee of the Regions –
Europe at the forefront of the Global Information Society: Rolling Action Plan ,
COM(96) 607

COM(97) 157 A European Initiative in Electronic Commerce, Communication to the European
Parliament, the Council, the Econocmic and Social Committee and the Committee of the
Regions, 16 April 1997, COM(97) 157

COM(97) 356 Proposal for a European Parliament and Council Directive on the legal protection of
services based on, or consisting of, conditional access , 9 July 1997, COM(97) 356,
provisional version

COM(97) 503 Ensuring security and trust in electronic communication – Towards a European
Framework for Digital Signatures and Encryption , 10 October 1997, COM(97) 503

COM(97) 623 Green Paper on the convergence of the telecommunications, media and information
technology sectors, and the implications for regulation – towards an information society
approach, 3 December 1997, COM(97) 623

97/66/EC Directive of the European Parliament and of the Council of 15 December 1997
concerning the processing of personal data and the protection of privacy in the
telecommunications sector  (97/66/EC)

COM(98) 50 The need for strengthened international coordination , 4 February 1998, COM(98) 50
COM(98) 297 Proposal for a European Parliament and Council Directive on a common framework for

electronic signatures , 13 May 1998, COM(98) 297 final
COM(98) 332 Amended proposal for a European Parliament and Council Directive on the Legal

Protection of Services Based on, or Consisting of Conditional Access , COM(98) 332
final, OJ 30 June 1998

Case Law

Dutch
HR 7 June 1977, NJ 1978, 483
HR 13 December 1977, NJ 1978, 592
HR 4 December 1979, NJ 1980, 356 m.nt. ThWvV (Tallon)
HR 20 March 1984, NJ 1984, 547 m.nt. ThWvV
HR 18 December 1984, NJ 1985, 358
HR 28 May 1985, NJ 1985, 822 (cocaine in kitchen cupboard )
HR 1 October 1985, NJ 1986, 405 m.nt. ThWvV
HR 14 April 1987, NJ 1988, 515
HR 21 March 1989, NJ 1989, 864
HR 26 May 1992, NJ 1992, 753 m.nt. ThWvV
HR 26 October 1993, NJ 1994, 629 m.nt. C
HR 15 February 1994, NJ 1994, 322 m.nt. AHJS
HR 29 March 1994, NJ 1994, 577 (pocket computer)
HR 19 March 1996, NJ 1996, 540 m.nt. Sch
HR 19 March 1996, NJ 1997, 59 m.nt. Kn
HR 29 October 1996, NJ 1997, 232
HR 3 June 1997, NJ 1997, 584

Hof Amsterdam, 30 January 1998, No. 117/98 ( Hakkelaar)

Rechtbank Amsterdam, A.D., Parketnummer 13/129018-95



BIBLIOGRAPHY 285

© Bert-Jaap Koops, The Crypto Controversy, Kluwer Law International: The Hague 1999

European
Funke v. France, ECHR 25 February 1993
Kruslin v. France, Huvig v. France, ECHR 24 April 1990
Lüdi v. Switzerland, ECHR 15 June 1992
Murray v. United Kingdom, ECHR 8 February 1996
Orkem SA v. Commission EC, ECJ 18 October 1989
Salabiaku v. France, ECHR 7 October 1988
Saunders v. United Kingdom, ECHR 17 December 1996

US
Andresen v. Maryland, 427 U.S. 463, 1976
Bernstein v. U.S. Department of State , 974 F. Supp. 1288 (N.D. Cal. 1997) ( Bernstein III)
Braswell v. United States, 487 U.S. 99, 1988
Couch v. United States, 409 U.S. 322, 1973
United States v. Doe, 465 U.S. 605, 1984 (Doe I)
Doe v. United States, 487 U.S. 201, 1988 (Doe II)
Junger v. Daley, N.D. Ohio, 1:96-CV-1723 (1998)
Katz v. United States, 389 U.S. 347, 1967
United States v. Kyllo, U.S. No. 96-30333, 7 April 1998
Pennsylvania v. Muniz, 496 U.S. 582, 1990
Murphy v. Waterfront Commission, 378 US 52, 1964
United States v. Penney-Feeney, 773 F. Supp. 220 (D.Haw. 1991)
Schmerber v. California, 384 U.S. 757, 1966



About the author

Bert-Jaap Koops (the Netherlands, 1967) studied Mathematics and General and comparative
literature at Groningen University from 1985 to 1992. Besides, he did first-year exam-
inations in Philosophy and in History of art, and he studied Italian and literature in Siena
(Italy) for half a year.

In 1992 and 1993, Bert-Jaap worked for Amnesty International on a two-year project
supporting local groups. From 1994 to 1998, he worked as a Ph. D. student at Tilburg
University and Eindhoven University of Technology, facilitated by the Co-operation Centre
Tilburg and Eindhoven Universities (SOBU). Since October 1998, he is working as a senior
research fellow with the Center for Law, Public Administration, and Informatization of
Tilburg University.

Bert-Jaap is editor of the Dutch IT & Recht magazine and of the forthcoming Dutch
reference book Recht & informatietechnologie. He co-edited a book on Emerging Electronic
Highways, and he has published widely, in Dutch and English, on law and information
technology. His main research areas are encryption regulation, computer crime, and Trusted
Third Parties. 

Bert-Jaap has been an active member of Amnesty International for many years,
facilitating local group activism, coordinating country work on China and Tibet, and
campaigning on the Internet. His main interests are literature, classical music, visual arts,
languages, and travel.

e-mail e.j.koops@uvt.nl
WWW http://law.uvt.nl/koops/bertjaap.htm


