AES
ANP
ASEAN
ATM
BIPT
BSI

CA
CALEA
CCA
CCP
CKE
CLSR
CoCcom
CR
DCC
DCCP
DES
DRA
DSA
DSS
DTI
DVD
EAR
EC
ECHR
ECJ
ECLR
ECPHR
EDI
EEI
EES
EFTA
EPIC
EPLR
E-PRIVACY
ETS

EU
FIID
FIPS
GAK
Gll
GMO
GSN
GVvU
HR
ICCPR
ICT
IDEA
ITF

Abbreviations

Advanced Encryption Standard

Algemeen Nederlandsch Persbureau

Association of South-east Asian Nations

Automatic Teller Machine

Belgian Institute for Posts and Telecommunications
Bundesamt fiir Sicherheit in der Informationstechnik (German Federal Agency for IT Security)
Certification Authority

Communications Assistance for Law Enforcement Act
Computer Crime Act

Code of Criminal Procedure

Commercial Key Escrow

Computer Law and Security Report

Coordinating Committee for Multilateral Export Controls
Computer und Recht

Dutch Criminal Code

Dutch Code of Criminal Procedure

Data Encryption Standard

Data Recovery Agency

Digital Signature Algorithm

Digital Signature Standard

Department of Trade and Industry (UK)

Digital Versatile Disk

Export Administration Regulations

European Commission

European Court of Human Rights

European Court of Justice

Electronic Commerce & Law Report

European Convention for the Protection of Human Rights and fundamental freedoms
Electronic Data Interchange

Escrowed Encryption Initiative

Escrowed Encryption Standard

European Free Trade Association

Electronic Privacy and Information Center

Electronic Information Policy & Law Report
Encryption Protects the Rights of Individuals from Violation and Abuse in CYberspace
European Trusted Services

European Union

Fiscal Intelligence and Investigation Department
Federal Information Processing Standard

Government Access to Keys

Global Information Infrastructure

General Municipal Ordinance

General Software Note

Graphic, Visualization, & Usability Center

Hoge Raad (Dutch Supreme Court)

International Covenant on Civil and Political Rights
Information and Communication Technologies
International Data Encryption Algorithm

Information Infrastructure Task Force
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IP
ISDN
IT
ITAR
ITSEC
KDD
KEA
KMI
KRA
KRISIS
LEAK
MAC
MIME
NIl
NIIAC
NIST
NJ
NJwW
NRC
oJ
OoTP
PEM
PET
PGP
PKI
RC4
RSA
SAFE
SCSSI

SET

SIM

SOG-IS

SSL

SWIFT
TACDFIPSFKMI

TCP/IP
TEMPEST

TFA
TIS
TK
TTP
UMTS
UsS
VAS
WIPO
WWW
XOR

ABBREVIATIONS

Internet Protocol

Integrated Services Digital Network

Information Technology

International Traffic in Arms Regulation

Information Technology Security Evaluation Criteria
Knowledge Discovery in Data bases

Key Escrow Agent

Key Management Infrastructure

Key Recovery Alliance; Key Recovery Agency

Key Recovery In Secure Information Systems
Law-Enforcement Accessto Keys

Message Authentication Code

Multipurpose Internet Mail Extensions

National Information Infrastructure

National Information Infrastructure Advisory Council
National Institute for Standards and Technology
Nederlandse Jurisprudentie

Neue Juristische Wochenschrift

National Research Council

Official Journal

One-Time Pad

Privacy-Enhanced Mail

Privacy-Enhancing Technologies

Pretty Good Privacy

Public Key Infrastructure

Rivest Cipher (or Ron’s Code) version 4

Rivest, Shamir, Adleman

Security And Freedom through Encryption

Service Central de la Sécurité des Systemes d’Informations (French Central Information-
Systems Security Service)

Secure Electronic Transactions

Subscriber Identity Module

Senior Officials Group — Information Security

Secure Sockets Layer

Society for Worldwide Interbank Financial Telecommunications
Technical Advisory Committee to Develop a Federal Information Processing Standard for the
Federal Key Management Infrastructure

Transmission Control Protocol/ Internet Protocol
Transient ElectroMagnetic Pulse Emanation Surveillance Technology or
Transient ElectroMagnetic Pulse Emanation STandard
Telecommunications Facilities Act

Trusted Information Systems

Tweede Kamer (Dutch Lower House)

Trusted Third Party

Universal Mobile Telecommunications System
United States of America

Value-Added Service

World Intellectual Property Organization

World Wide Web

exclusive or
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Glossary of terms

asymmetric crypto system

authenticity
Certification Authority

cipher

ciphertext
Clipper

code
coercive power
confidentiality

crack
cryptanalysis
cryptocriminal
cryptography
cryptology
crypto system
datarecovery

Data Recovery Agency
decryption

digest

digital signature
duress code

encryption
extranet
firewall

hash
hash function

information (super)highway

integrity
intranet
IRT-gate

key deposit
key encapsulation
key escrow

Key Escrow Agent

Glossary

crypto system which uses different keys (apublic and aprivate one) for encryption
and decryption, and for putting and verifying digital signatures

the property that a message was indeed sent by the purported sender

TTP which offers a key-certification service (certifying that apublic key belongs
to a specified user)

crypto method which changes each letter or each group of lettersinto other letters
or symbols

unit of encrypted data

key-escrow initiative using the Escrowed Encryption Standard, proposed by US
government in 1993; died about 1996

crypto method which uses adictionary-style list of words and names coupled with
an encrypted form

investigation measure which infringes a constitutional right and which requires a
basisin formal law

the property that data are kept secret from people who are not authorized to access
them

break a crypto system or an encrypted message (Ssynonym: cryptanalyze)

breaking a crypto system or an encrypted message

criminal who uses cryptography to thwart the police

(the making of) crypto systems

science that studies the making and breaking of crypto systems

implementation of an encryption scheme or algorithm

all-encompassing term for methodsto retrieve the plaintext of encrypted dataif the
key for decryption is not available

TTP which offers adata-recovery service

undoing encryption

synonym for hash

authentication method that uses public-key cryptography

crypto system which can decrypt agiven ciphertext into two different, meaningful
plaintexts (the original one and afake one)

automated process of making data inaccessible to unauthorized people

intranet that is restrictedly open to external users

computer located between an internal network and an outside network that shields
theinternal network from external threats by alowing only authorized messagesto
pass

short, fixed-length block of data used to prove the integrity of amessage
algorithm which computes a hash for messages

network of computer networks

the property that data are unaltered and complete

internal computer network that uses Internet technology

Dutch scandal in 1993-1994 of unlawful police investigation practices by
InterRegional Teams that investigated organized crime

synonym for key escrow

synonym for key recovery (as used in this book)

method of datarecovery in which people deposit their private (or supersymmetric)
keyswithaTTP

TTP which offers a key-escrow service
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key recovery

knowbot
LEAK

logic bomb

metatags
network provider
nomenclator

non-repudiation
optical telegraph

passphrase

plaintext

private key
proportionality principle

public key
public-key cryptography
Public Key Infrastructure

Rasterfahndung

replevin

secret key

service provider
session key
spamming
steganography
subsidiarity principle

supersymmetric key
symmetric crypto system

time-stamping
traffic analysis

Trusted Third Party
Van Traa committee
warez

XOR

zero-knowledge protocol

GLOSSARY

(in this book) method of data recovery in which people tag along to messages a
recoverable session key (in general usage, the term often functions as a synonym
for datarecovery)

robotic piece of software which automatically performs a pseudo-intelligent task
Law-Enforcement Access to Keys: (in this book) generic term for key escrow and
key recovery for law-enforcement purposes

nefarious program installed on a hard disk which is triggered by a certain event,
such as the advent of a specific date and time

meta-datain an I nternet page which (should) indicate its contentsfor search engines
operator of atelecommunications network

crypto method which combines a code and acipher, in use from the 15" to the 19"
centuries

the property of a message which ensures that the sender or receiver cannot deny
having sent or received it

system devised by Claude Chappein thelate 18" century for transmitting messages
through a two-arm device placed on high buildings

sophisticated version of a password

unit of unencrypted data

the part of akey pair used in asymmetric crypto systems that is to be kept secret
legal principle which requirestheuse of aninvestigation measureto be proportional
to the seriousness of the offense under investigation

the part of akey pair used in asymmetric crypto systemsthat is publicly available
synonym for asymmetric cryptography

framework in which Certification Authorities (and possibly Data Recovery
Agencies) cooperate to provide TTP services

investigation method which compares data bases automatically to find ‘suspect’
information

(order to) cease seizure

key used in symmetric crypto systems

organization which provides basic or value-added telecommunications services
symmetric crypto key used only once for a communications session

sending unsolicited e-mail messages on a massive scale

(the making of) programs which hide data in other data

legal principle which requires that the least-infringing investigation measure be
used that will serve the investigation purpose

symmetric crypto key used to encrypt symmetric keys for exchange and retrieval
purposes

crypto system which uses the one and the same (secret) key for encryption and
decryption

TTP service which establishes the date and time a message was sent

analysis of data about telecommunications traffic (who called whom when from
where for how long and how often)

trusted, independent organization which offers cryptography-based services that
enhance the reliability of electronic data interchange and storage

Dutch parliamentary inquest into IRT-gate, chaired by Maarten van Traa

illegally copied software

exclusive or: mathematical function of adding bits (0+0=0,0+1=1,1+0=1,
1+1=0)

cryptographic series of steps which proves that the user knows a secret without
revealing any information about the secret
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Glossary of legal terms (English-Dutch)
coercive power dwangmiddel
controlled delivery gecontroleerde aflevering
criminal financial inquest strafrechtelijk financieel onderzoek
direct eavesdropping direct afluisteren
examining judge rechter-commissaris
General Municipal Ordinance Algemene plaatselijke verordening
in flagrante delicto op heterdaad
inquest gerechtelijk vooronderzoek
IRT-gate IRT-affaire
legislature wetgever
QOrder in Council Algemene Maatregel van Bestuur
peeping operation inkijkoperatie
phenomenon investigation fenomeenonderzoek
pre-trial detention voorlopige hechtenis
privilege against self-incrimination nemo tenetur -beginsel
pseudo-purchase pseudokoop
public prosecutor Officier van Justitie
search huiszoeking
seizure inbeslagneming
Strip ‘em Pluk ze
Glossary of laws and regulations (English-Dutch)
Act on Municipal Basic Registries Wet Gemeentelijke Basisadministratie persoonsgegevens
Computer Crime Act Wet computercriminaliteit
Data Protection Act Wet Bescherming Persoonsgegevens
Data Registries Act Wet persoonsregistraties
Decree on government-department

information-security instructions 1994  Besluit voorschrift informatiebeveiliging rijksdienst 1994
Dutch Civil Code Burgerlijk Wethoek
Dutch Code of Criminal Procedure Wethoek van Strafvordering
Dutch Criminal Code Wetboek van Strafrecht
Governments Accounts Act Comptabiliteitswet
Instructions for information security

within the central government Voorschriften voor informatiebeveiliging bij de rijksoverheid
Police Information Security Regulation Regeling informatiebeveiliging politie
Police Registries Act Wet politieregisters
State Taxes Act Algemene wet inzake rijksbelastingen
Telecommunications Act Telecommunicatiewet
Telecommunications Facilities Act Wet op de telecommunicatievoorzieningen

Glossary of organizations (English-Dutch)

Central Criminal Intelligence Agency Centrale Recherche Informatiedienst
Chamber of Audit Algemene Rekenkamer
Co-operation Centre Tilburg and
Eindhoven Universities SamenwerkingsOrgaan Brabantse Universiteiten
Council of State Raad van State
Data Protection Authority Registratiekamer
Economic Surveillance Department Economische Controledienst
Fiscal Intelligence and Investigation
Department Fiscale Inlichtingen en Opsporingsdienst
Internal Revenue Service Belastingdienst
National Detective Team Landelijk Recherche Team
National Police Services Force Korps Landelijke Politiediensten
Public Prosecutor Openbaar Ministerie
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