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Abstract

Ternary system modeling involves extending the traditisatof binary value$0, 1} with
a third valueX indicating an unknown or indeterminate condition. By makihis extension,
we can model a wider range of circuit phenomena. We can af&ieetly verify sequential
circuits in which the effect of a given operation depends ply @ subset of the total system
state.

This paper presents a formal methodology for verifying $ynoous digital circuits using
a ternary system model. The desired behavior of the circuéxipressed as assertions in
a notation using a combination of Boolean expressions amgdeal logic operators. An
assertion is verified by translating it into a sequence ofgpas and checks for a ternary
symbolic simulator. This methodology has been used toywariiumber of full scale circuit
designs.

1. Introduction

1.1. Ternary Modeling

Most formal models for hardware verification assume that every signalalias a well-defined,
discrete value. For examplep@ary model assumes that each signal must be either O or 1. In this
paper we present a methodology for formal verification in which a third vXlisadded to the

set of possible signal values, indicating an unknown or indeterminate logic vajughitBing to a
ternary system model, we gain several advantages.

As a first advantage, this extension makes it possible to model an increasgdafacircuit
phenomena. For example, we can deal with circuits in which nondigital voltagegeaerated
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in the course of normal circuit operation. This occurs frequently when modelingitsirat the
switch-level [6], due to (generally transient) short circuits or chargespavVe can also deal with
circuits in which indeterminate behavior occurs due either to timing hazardswoctiit oscillation.
In all of these cases, the modeling algorithm expresses this uncertaintyigpyiagsalueX to the
offending circuit nodes, indicating that the actual digital value cannot be detedrfn#5].

As a second advantage, we can efficiently verify many aspects of digitaitdoehavior by
representing the circuit with a ternary system model. We do thiebary symbolic simulatign
in which a simulation algorithm designed to operate on scalar values 0, IXaisdextended
to operate on a set of symbolic values. Each symbolic value indicates the vadusigifal for
many different operating conditions, parameterized in terms of a set of sym#wulean variables.
Since the valuX indicates that a signal could be either 0 or 1 (or a non-digital voltage), we can
often represent many different operating conditions by the constant ¥altegher than with a
more complex symbolic value. For example, we can verify that a particutpresee of actions
will yield a 1 (or 0) on some node regardless of the initial state by verifyingtthatvalue results
when starting from an initial state where all nodes are set tdhis requires far less effort than
analyzing the effect of the action on all possible initial binary states.

Simulators that support ternary modeling intentionally err on the side of pessifoisthe
sake of efficiency. That is, they will sometimes produce a valueven where exhaustive case
analysis would indicate that the value should be binary (i.e., 0 or 1). For examp#t tennary
simulators evaluate logic functions in a ternary algebra created by extemgirsggindard Boolean
operators. This algebra does not obey the law of excluded middle, beXaus€' = X, where-+,
and—’ are ternary extensions of Boolean sum and complement, respectively. On théanke
symbolic simulation avoids this pessimism, because it can resolve thdaptardencies among
signal values, and computet @ = 1 (the Boolean function that always yields 1). By combining
the expressive power of symbolic values with the computational efficiency mdngralues, we
can trade off precision for ease of computation.

When creating a ternary system model, we impose the following monotonicityresaent: In
the presence aX signals as stimuli, no action of the circuit should yield a binary value, unless
the same value would occur if any subset of these stimuli had binary valueadnstéat is,
when given incomplete information about the exact circuit state, we should peghrce a signal
inconsistent with one that would result if more information were availablkis Thonotonicity
condition makes it possible to verify properties of circuit operation in thegmes of potential
sources of indeterminate behavior by representing this indeterminacy with liee Ya It also
makes it possible to verify properties under a ternary system model as a mgaogiog properties
under a binary system model.

1.2. Contribution of Paper

In earlier work, we demonstrated the utility of ternary modeling for venfya variety of circuits
[1, 7]. Our methodology is based on ternary simulation, either scalar or symbdlic.a simulator
we can verify assertions specifying a postcondition on the circuit statevthdtl result given some
precondition on the previous state and some condition imposed on the input values.rigiinmgst
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the form of the precondition, postcondition, and input condition to specifying that some of the nodes
have particular binary values, we can verify such an assertion by a smgidation sequence.
That is, we perform a simulation in which any node that is constrained by thermi#ion or action

is set to its specified value, while all other nodes are sét ttf the resulting node states satisfy
those specified by the postcondition, then the assertion is proved. For some dbsseuits,

e.g., random access memories, we can verify correct circuit operatiall fpossible inputs and
initial states by simulating only a polynomial number of scalar patterns. For otterits, we

can overcome the combinatorial complexity of considering many differenaisitates and input
actions via symbolic simulation.

This earlier work demonstrated the viability of circuit verification by $gtic simulation, but
it fell short in terms of generality, ease of use, and degree of automation.d¥®dhave a formal
notation for specifying the desired circuit properties, nor a method to genarai@ation patterns
directly from the specification. Instead, we derived symbolic simulatiotepet by hand and
argued informally that these patterns served to verify the desired pregeRurthermore, it was
particularly cumbersome to verify operations requiring multiple statesitens, such as occurs in
pipelined systems.

In this paper, we correct this shortcoming by presenting a formal statettcemsiodel for a
ternary system, a formal syntax for expressing desired properties of thensystd an algorithm
to decide whether or not the system obeys the specified property. Our statedragg#iem is
quite general, and is compatible with a number of circuit modeling techniques.

Our specifications take the form eymbolic trajectory formulamixing Boolean expressions
and the temporahext-timeoperator. The Boolean expressions provide a convenient means of
describing many different operating conditions in a compact form. For exampleawexpress
the desired behavior of an ALU on all possible inputs. By allowing only the mostezitary of
temporal operators, the class of properties we can express is relatgilicted, as compared to
other temporal logics [10, 17]. In particular, we can only reason about circuiatpes involving
a bounded number of state transitions. Nonetheless, we have found that we canexadibs
many aspects of synchronous digital systems. It is quite adequate for expressinginhea
subtleties of system operation, including clocking conventions and pipelining.

Our decision algorithm is based on ternary symbolic simulation. It tests tiityaof an
assertion of the form4 — ('], where bothA and C' are trajectory formulas. That is, it
determines whether or not every state sequence satisfyifige “antecedent”) must also satisfy
C' (the “consequent”). It does this by generating a symbolic simulation sequenceponmuesy to
the antecedent, and testing whether the resulting symbolic state sequesitesshiee consequent.

An important property of our algorithm is that it requires a comparatively saralbunt of
simulation and symbolic manipulation to verify an assertion. The resmstwe impose on
the formula syntax guarantee that there is a unique weakest symbolic sequengengatisf
antecedent. Furthermore, the symbolic manipulations involve only variablesidyptientioned
in the assertion. Unlike other symbolic circuit verifiers [3], we do not needtimduce extra
variables denoting the initial circuit state or possible primary inputs. Bintle length of the
simulation sequence depends only on the depth of nesting of temporal next-time operéters i
assertion.



Some insight into the expressive power of our specification language can be gainegwyrg
the different classes of properties examined by Pnueli in his original paper @otahtogic [17].
In particular, our notation is adequate for expressing mavgriant properties of the system. That
is, we formulate an assertion where the antecedent expresses a set ofepdacantistraints on the
circuitinputs and state over multiple time intervals, while the consequentsses some additional
desired constraints on the state. These desired constraints generalfjeitice state guarantees
of the antecedent shifted to a later time. By verifying such an assevtmpyove that the desired
properties of the consequent hold over the entire operation of the circuit as longiaputseare
supplied correctly. On the other hand, properties that require reasoning @lmmitialitycannot
be expressed with our notation, unless the desired property is guaranteed to hotchveidunded
time.

1.3. Overview of Implementation

By modifying thecosmossymbolic simulator[5], we have been able to implement the algorithm
described in this paper and to verify several full scale circuit desi@asmosrepresents a MOS
circuit at the switch level as a network of transistor switches connectiragge storage nodes.
The simulator preprocesses the circuit to transform it into a Boolean mgedon [6]. Using
this Boolean representation, the switch-level behavior of the circuit can bputethby simply
evaluating a series of Boolean operations, much as one would in a gate-tewd miodel. The
preprocessor is quite general and accurate. The resulting representatioraistged to produce
the exact same results as more traditional switch-level simulators.

Simulating a circuit symbolically involves evaluating these Boolean gpp@&mover the algebra
generated by a set of Boolean variables. That is, each element of the atgel@sponds to a
Boolean function over the variables. By representing these functions ase@r8erary Decision
Diagrams [4], complex functions can be represented and manipulated effic@htdourse, all of
the verification properties we wish to decide require solving NP-hard probl®usapproach has
a worst case time and space requirement that grows exponentially with ¢hefdize formulas
expressing the circuit property to be decided. Nonetheless, we have been sl@atesgiding
exponential blow-up for many useful cases. Our system model and checking algasithoh i
strongly tied to the use of BDDs. In this work, we view our BDD code as simply a jgacia
representing and manipulating Boolean functions symbolically.

Cosmossupports a ternary model of switch-level circuit operation, whémdicates either an
unknown or potentially non-digital node voltage. It does this by encoding each node stateras a pa
of binary values, according to a “dual rail” coding of the circuit state. Thetation function for a
node is given by a pair of Boolean expressions specifying how the encoded new state of the node
should be computed from the encoded old states [6]. This implementation decisabhy petped
the development of our symbolic simulator. When simulating the circuit symbglicedl sSimply
represent the state of each node by pointers to the roots of two BDDs, and compute giatas
of a node by evaluating the excitation expressions symbolically.

The following table indicates the performance of our verifier on severalrdiftecircuits. All
CPU times were measured on a DEC 3100 (a 10-20 MIPS machine). We also fisitimaum

4



memory requirement of the process, as this is more often the limiting fadBi» D-based symbolic
manipulation than is CPU time.

Circuit Transistors| CPU Time| Memory
64 x 32 bit moving data stack| 16,470 1.25 min.| 3.1 MByte
64 x 32 bit stationary data stagk 15,873 7.5 min.| 5.7 MByte
1K static RAM 6,875 3.7 min.| 9.5 MByte

The two stack examples demonstrate the abstraction capability of our approaithst&rted
with the same high level specification—defining the behavieusH POR, andHOLD operations in
an abstract stack. We then define how the circuit represents the abstchinenstate by trajectory
formulas, examples of which will be shown later. The two different cictepresent the abstract
state in totally different fashions. In the moving data stack; bibunting from the top of stack)
of the abstract machine is stored in cetif the circuit. In the stationary data stack, bis stored
in locationd — ¢ of a static RAM, where! is the current depth of the stack. As a consequence, the
symbolic values manipulated in verifying the stationary data stack are coonglex than those
for the moving data stack. In both cases, however, the performance wasadteept

The static RAM example indicates just how efficient symbolic verificatian be. We have
already demonstrated that this class of circuit can be verified by simyfastO( N log V) scalar
patterns [7]. By exploiting the bit-level parallelism of the logical instroics in a conventional
machine, we were able to simulate 32 of these patterns at a time. Evée sgntbolic verification
outperforms the scalar verification by a factor of 4. Furthermore, creat@gssertions for the
symbolic verification was far more straightforward than was generatingdtterns for the scalar
verification. For the scalar verification, we had to consider details of #graony’s row and column
addressing structure to avoid errors caused by the pessimistic modekad\af such tuning was
required for the symbolic verification.

We are now applying our verifier to more complex circuits such as pipelined d#ta pad
simple microprocessors. We have found the expressive power of our notation anditinenpace
of the verifier acceptable in most of the cases we have considered.

1.4. Related Work

Our approach to verification relates most closely to the symbolic model cigeekgorithms
devised by Bose and Fisher (BF) [2, 3], and by Burch, Clarke, McMillan, and(BIMD)

[9]. In fact, all of these approaches are implemented using the same Baonéapulation code!
Furthermore, Bose and Fisher implemented their checker by exterdiagos Despite these
internal similarities, however, there are significant differencebécapabilities and complexities

of the algorithms. In particular, our method is the most restricted in teffrtige class of properties
that can be verified. Both the BF and BCMD algorithms can decide a class ailfsmonsisting

of a complete branching time, propositional temporal logic under a binary system model. O
method can only be used to verify properties of bounded state sequences. What win loose
expressive power, however, we make up for in computational efficiency. Thputational effort
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required by our model checker is considerably less than theirs. One can view thimedraffect of
these research projects as providing a spectrum of checking-based vdrdigratie off between
expressiveness and performance.

In the BF algorithm, the underlying circuit is assumed to be synchronous and detéianinis
Nondeterministic sequential behavior arises due only to the different signalséyabe applied
to the inputs (expressed as existentially quantified Boolean variables): algperithm requires
creating an explicit representation of the next state function for evety ghaiable in the system.
They create this representation by symbolic simulation. That is, the useffieertich place state
is stored in the system, either as charge on a node, or as a pair of complemahtas/within
a static memory element. They then symbolically simulate a single systel®, where each
state variable and each input signal is represented by a distinct BooleableaOnce they have
obtained this Boolean representation of the next state behavior, the validitgwipotal formula
can be derived by (rather extensive) symbolic Boolean manipulation. This proicesgacting
the explicit next state function can be quite costly. In contrast, our methodsergeethe next
state function implicitly as a combination of circuit structure and simohaalgorithm. We only
compute the next state behavior for the particular patterns required to venfgmagsertion. These
patterns involve far fewer variables than is required by Bose and Fsstugrctional extraction.

In the BCMD algorithm, the underlying system can be nondeterministic, and thearseven
impose fairness constraints on the model. To support this great expressive {h@yegquire an
explicit representation of the next state relation for the entire systent.ig liar each state variable
in the system they have one Boolean variable representing its “old” value anémesenting its
“new” value. The next state relation is represented as a Boolean functidirobtlzese variables,
where the function yields 1 when the old and new state are related, and 0 othef®@serating
this characteristic function is even more difficult than generating reptatons of the individual
next state functions for each state variable.

Most other automated approaches to sequential circuit verification are bagedting state
machine equivalence [11, 13]. Such methods are useful for comparing two diffieaehbpefully
equivalent) representations of the system, such as one at a registerrti@aredfand one at a gate
level. However, they do not work well for verifying the correctness of incatgly specified
systems, nor for reasoning about systems that employ methods, such as pipeliningftthiae s
sequencing of activities in time. Furthermore, most of these methods assurtiestigstem starts
in some known initial state. In actual circuits, the initial state uguwannot be predicted.

Other researchers have suggested symbolic simulation as a means of enificétion [12, 18].
None of this work has presented a clear methodology for sequential circuit vieorfichowever.

2. Ternary System

Let B = {0, 1} be the set of the binary values and7et= {0, 1, X}. The valueXis introduced to
denote an “unknown”, or “don’t care” value.

Define the partial ordei— on 7 as follows: « Ca forall « € 7, XC 0, andXC 1. The



]
o

X = O =
X O K

Table 1: Ternary Extensions gf+, and™.

partial ordering orders values by their “information content.” Thatisndicates an absence of
information while 0 and 1 represent specific, fully-defined values.

We say that ternary valuesandb are compatible denoted: ~ b, when there is some value
¢ € T such that: C ¢ andb C ¢. In other words, two scalar values are compatible unless one is 0
and the other is 1.

The meet denoted, of two ternary valueg andb is defined as the largest element 7 in
the partial order such thatC « andc C b. For scalar values, & = b, thena M b = a, while if
a # bthena ™Mb = X. Furthermore, given two compatible ternary valaemndb, thejoin between
them, denoted LI b, is defined to be the smallest elemert 7 in the partial order such thatC ¢
andb C c.

It is convenient to define an algebra ovErwith operatord |, 11, as well as the operatorg
+:, and—’, where the latter are defined in Table 1. These operations are simply exteothas
corresponding Boolean operationgroduct),+ (sum), and” (complement).

Let 7", n > 1, denote the set of all possible vectors of ternary values of lengtre.,
{{ag,...,an)|a; € T,1 < i < n}. The partial orderC is extended td/ " pointwise: a C b iff
a; Cb; for 1 < i < n. Similarly, if @ € 7" andb € T, we say@ ~ b iff there exists a vector
¢ € T™ such that? C @ andb C & In other words, two vectors of scalar ternary values are not
compatible when one vector has a 1 in some position and the other vector has a Oamthe s
position. Einally, the operations andr are extended pointwise. Note that| b is defined only
whend ~ b.

A ternary function,f: 7" — T, is said to bemonotonevhen for anyg € 7" andb € 7" we
have S -
dCb = f(@)C f(b)

This definition is extended pointwise to vector functioﬁST” — T

The above monotonicity definition is consistent with our use of information contena If
function is monotone, we cannot “gain” any information by reducing the information cootent
the arguments to the function. In other words, changing some signals from binary \@}redit
either have no effect on the output values, or it will change some binary valies to

To express the behavior of a circuit operating over time, we must reason séquencesf
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states. Conceptually, we will consider the state sequences to be infithitajgth the properties we
will express can always be determined from some bounded length prefix of the sedDefine.a
the setS™ to consist of all sequencés, a1, . . .| where eacly; € 7". The relationsC and~ are
extended from vectors to sequences pointwise. That is, two sequé@pcés. .. and|[bo, b1, . . ]
are ordered (compatible) if and only if each pa»irandl;i is ordered (compatible), for all> 0.

For vectord and sequencg, the expressiodS denotes the sequence consisting the vegtor
followed by the vectors iry.

3. Circuit Model

The underlying model of a circuit we use is quite simple, as well as general citairis a triple
(N,Y,V), where

N: isasetof nodes. Let= |N].

—

Y: is a vector of excitation functions.

V. is a set of symbolic Boolean variables with which parameterized propetie circuit are to
be expressed.

In the mathematical presentation we will refer to the nodes,as.,, ..., n,, whereas in our
examples we often will use more descriptive names. In logic gate cirtwitsddes correspond to
the primary inputs and the outputs of the gates. In switch-level circuits the nodesjgond to
electrical nodes in the circuit.

The excitation functions are defined in a non-traditional way. We view them asss«pge
“constraints” on the values the nodes can take on one time unit later given thatorahges on
the nodes. By constraint we mean specific binary values, whereas theXvaldeates that no
constraint is imposed. Since the value of an input is controlled by the externabement, the
circuit itself does not impose any constraint on the value; hence the excitateon“ofput node”
is X. More formally, if nodenr; corresponds to an input to the circuit thep (@) = X for every
d@ € T°. Nodes that do not correspond to inputs are cdlletttion nodes For a function node
n; the excitation function is a monotone ternary function: 7° — 7 determined by the circuit
topology and functionality. For example, if the current input to a unit delay invest@rthen the
output of the inverter one time unit later is constrained to be 1.

It should be pointed out that the “time unit” referred to above is the smallegidoef time
that is distinguishable in the circuit model. The minimum delay in any individualpmrant of
the circuit can be significantly larger. Thus we are not limited to unit delayit models. For
example, by using the transformation technique described in [19], both nominal delapanded
delay circuit models can be used.

The excitation function for a function node is often a ternary extension of a binaitatan
function. Note that such an extension can be done in many ways. However, weerég@tithe
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extended function agrees with the binary on binary inputs, and that the ternaryfunbtiained
is monotone. These requirements simply ensure that we do not “loose” informationgoyl eng
a binary excitation function to the ternary domain. In other cases, like ittclsvievel models, the
excitation functions derived are already ternary, since even binary sigaalgenerate nondigital
voltages on some nodes.

3.1. Circuit Trajectories

State sequences are useful when reasoning about circuit behaviors. Howeuestatat sequences
represent possible behaviors of a circuit. The excitation functions generatlictréise possible
state sequences significantly. We formalize this property by introducing the tooica circuit
trajectory. Given a circui€ and an arbitrary sequen¢#, ds, . . .| € S° we say that the sequence
is acircuit trajectoryif and only if

s

Y(JZ) C C_ii-l—l for 1 > 0.

The set of all trajectories of circuit is denotedS(C). The above rule for trajectories is consistent
with our definition of an excitation function, i.e., a function computing a constaairithe possible
value of a node one time unit later. Thus if the current excitation of a node is bingry, Haen

the node must take on the valuén the next state in a valid trajectory. On the other hand, if the
excitation isX, then the node value is not constrained.

On first reading, it may seem strange to define a circuit model where a nodexeithtion X
may spontaneously change to either 0 or 1. This is our way of capturing the property itzatita c
may exhibit a variety of different behaviors due to variations in the initetlestthe primary input
values, and the outcome of marginal operating conditions. An input node may change to 0 or 1 on
every step, reflecting the fact that its value is determined solely bggheating environment. An
uninitialized internal node may change to O or 1 to reflect the fact that it cowiel had either of
these as initial values. An internal node that was sétdoe to marginal operating conditions can
change to 0 or 1 to reflect that the actual node state could resolve in eitheratire

To illustrate trajectories, consider a unit delay inverter. Assumeiticeiit contains two nodes:
the inverter input; and the inverter output,. The excitation functions afg(a) = (X, az?). Itis
easy to accept that, forexamp{®, 1), (0, 1), (0, 1), ... and(0, 1), (1,1), (1,0), (1,0), . . . are valid
circuit trajectories. Less intuitive is that a sequence [iKe0), (X, 1), (X,0), (X,1),... is also a
valid circuit trajectory. Our methodology verifies properties for all git¢rajectories that satisfies
some conditions, including degenerate trajectories as this one. Consequentlypénfolrm a
stronger verification than absolutely necessary. Again, this pessimesns $tom our use oX as
a completely unknown value.

4. Specification Language

Our specification language describes a property of the circuitassantiorof theform[4A — (],
where both4 andC aresymbolic trajectory formulasxpressing constraints on the circuit trajectory.
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4.1. Symbolic Expressions

Before we can define our language, we need to introduce some notation and definifibissa Het

of symbolic Boolean variables then anterpretation ¢, is a functiony: YV — B assigning a binary
value to each variable. L& be the set of all possible interpretations, i®.= {¢:V — B}. A
domain constraintD C @, defines a restriction on the values assigned to the variables. We will
denote such domain constraints by Boolean expressions. That is,deta Boolean expression
over elements op.! This expression defines a Boolean functio® — B and thus denotes the
domain constrainD = {¢|e(¢) = 1}. The set of all interpretatior® is denoted by the Boolean
functionl, defined as yielding 1 for all interpretations. Expressing domain constraintebig&n
expressions allows us to compactly specify many different circuit opgratnditions with a single
formula.

4.2. Symbolic Trajectory Formulas

Atrajectory formula expresses a set of constraints on a circuit trajedfdinen the formula contains
Boolean expressions, each interpretation of the variables yields a difsetenit constraints.

A step-levebymbolic trajectory formula is defined recursively as:

1. Constants TRUEIs a trajectory formula.

2. Atomic propositions: for n; € A the following are trajectory formulas:

@ (n: = 1)
(b) (n; = 0).

3. Conjunction: (F1 A F3) is a trajectory formula i, and /-, are trajectory formulas.

4. Domain restriction: (£ — F') is a trajectory formula if is a Boolean expression over
andF’ is a trajectory formula.

5. Nexttime: (X, F') is a trajectory formula iff’ is a trajectory formula.
We say that a formula imstantaneousvhen it does not contain any next time operafqr For
convenience, we often drop parentheses when the intended precedence is clear.

The truth of a formulal’ is defined relative to a circuit, an interpretatiorof the variables in
V, and a circuit trajectory. The truth df, writtenC, ¢, S | F, is defined recursively. In the
following, assume that both anda S are trajectories of .

1. C,¢,S E TRUEholds trivially.

For the sake of brevity, we omit a formal syntax of Booleanregpions. Any standard expression syntax suffices.
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2. (@)C,¢,aS E (n:=1)iff a; = 1.
(b) C,qb, as |: (TLZ = O) iff a; = 0.

3. C,qb,S |: (F]_/\Fz) iff C,qb,S |: Fy andC,qb,S |: I3

4.C, 0,5 = (F — F)iff e(¢p) =00rC,¢,S | F,wheree is the Boolean function denoted
by the Boolean expressiafi.

5.C,6,a5 | X, Fiff C,6,5 = F.

For an instantaneous formula, its truth can be defined relative to a single Bta instantaneous
formula /', the notatiorC, ¢, = F' indicates that' holds under interpretation for statea. A
formal definition of this notation can be derived by a straightforward adaptafinres 1-4 above.

4.3. Assertions

Our verification methodology entails proviagsertiongbout the model structure. These assertions
are oftheformi — ('], where theantecedenti and theconsequent’ are trajectory formulas.
The truth of an assertion is defined relative to a cir€uaind an interpretation. Unlike a formula,
however, an assertion is considered true only if it holds for all trajeesoriThat is,C,¢ E

[A = (], when for everyS € S(C) we have that, ¢, S | A implies thatC,¢,S = C.
Given a circuit and an assertion, the task of our checking algorithm is to cornttpt®oolean
function expressing the set of interpretations under which the assertion istrueost verification
problems, this should simply be the constant functipne., the assertion should hold under all
variable interpretations.

4.4. Properties

We have intentionally chosen to introduce only a heavily restricted trajetdomula syntax for
our base logic. As discussed previously, we do not support more sophisticated tempratirspe
such as “Until,” “Globally,” or “Eventually.” Furthermore, we do not everripé such elementary
logic operators such as disjunction, negation, or quantification.

By imposing these restrictions, we can guarantee the following key property:

Proposition 1 For any trajectory formulaF’, and any interpretatio, one of the following cases
must hold:

1. There is no trajectory € S(C) for whichC, ¢, S = F,or

2. There exists a unique trajectotyr 4 € S(C) such that for everyS € S(C) we have
C,o,5 = FifandonlyifSgs C S.
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In the first case above, we say that the formlls not satisfiable under interpretation In the
second case, we refer to the sequefigg as theweakest trajectongatisfying formula/” under
interpretationy.

This theorem can be proved by induction on the formula structure. Rather thanipheve,
however, we will show in a later section how the checking algorithm can camguBoolean
function describing the set of interpretations for which the formula is sdiisfiaas well as a
symbolic sequence representing the weakest trajectory for every saéisfisdrpretation.

Note that this theorem expresses a very strong property of our logic. It demosstrateason
why we can verify an assertion by simulating a single symbolic sequencelydm@ene encoding
the weakest trajectories allowed by the antecedent for every intetipretédt is stronger than the
simple monotonicity condition thatd, ¢, S = FandS C 5, thenC, ¢, 5" = F.

Observe that this property would not hold if our formula syntax permitted disjunctiar. F
example, given a circuit with two nodes and n,, the two formulasn; = 1 andny, = 0
have weakest trajectories where the first elements are the védtotsand (X, 0), respectively.
Furthermore, the formula; = 1 A n, = 0 has a weakest trajectory where the first element is the
vector(1,0). On the other hand, there is no weakest trajectory satisfying 1 v n, = 0. Only
the vector(X, X) is less than botkl, X) and(X, 0), and a trajectory having this as its initial vector
satisfies neithefi; = 1 norn, = 0.

If our syntax permitted negation, then we would lose even the monotonicity property of our
logic. For example, in the circuit described above, the formuyla = 1) would be satisfied by a
trajectory having first elemer, X), but not by one having first eleme(@, X).

Disjunction is a useful extension to our language and can be implemented using gdiantifie
Boolean variables. Negation, on the other hand, seems to run contrary to thelpsrditernary
modeling.

5. Extensions

The logic, as described above, is convenient for deriving the underlying theory. tUmdioely,
expressing “interesting” assertions about real circuits using only the corsstabolve is very
tedious. Two shortcomings make using the logic cumbersome: the fine granularity ohthg,ti
and the lack of more powerful logical constructs. Itis convenient to add extenthat do not add
any expressive power, but make it easier to write assertions.

This basic structure of starting with a minimal basic logic and then adding elaterate
structures as extensions also mirrors our current implementation. The impkioa consists
of two parts. The underlying logic, with some few extensions, is taken care of by odified
version of thecosmossymbolic switch-level simulator. The syntactic extensions are supported by
a front-end written ireCHEME The user writesSCHEME code that, when evaluated, generates a file
of low-level simulation commands which are then evaluated by the simulator
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5.1. Timing Extensions

Our main interest is in verifying synchronous circuits. Hence, we would likeason about time

on a more abstract level than basic time units. For many VLSI circugsiatural to describe the
desired behavior in terms of phase level behavior. Lphasebe a period of time during which

no inputs (including clocks) change. For simplicity, we will assume that all ghlasee the same
duration. For example, if phases @rbasic time units long and we want the instantaneous formula
F' to hold for the entire phase, then this can be translated into

k-1

N\ (XIF)

i=0

where, for; > 0, X! denotes; repetitions of the next time operator, aDﬁfF is defined ag.
A “next phase” operatoK, can then be defined simply a@’; Thus a formula in a logic based
on the next-phase operator can be translated directly into a formula in the loged loa the
next-step operator. In our current implementation, the logic we support only all@vsekt-phase
operator. The transformation into the next-step logic is taken care of byalBeossimulator so
that event-scheduling can be used to achieve good performance.

If we are using a nominal or bounded delay circuit model, the basic time step poncks
directly with some exact amount of time. Hence, in these cases it isteakfine the length of
a phase. At other times we are not interested in the exact timing of thetcifeon example, if
we do not have delay values available (pre-layout) or if we use a very inexaust deldel (say
unit-delay) it is somewhat meaningless to say that a phasénse units long. In these situations
we often want to express the behavior in terms of “stable” phases. In other veoptisise may
defined to be as long as needed for the circuit to stabilize. Of course, we Iswstlee care of the
case where the circuit never stabilizes, but oscillates. The solutitimstes to “force” the circuit
simulator to stabilize after some reasonably large number of steps. Thisecarcomplished by
running a normal simulation for that many steps and then forcing oscillating noded/t¥e leave
the details on how to do this symbolically to the interested reader.

5.2. Logic Extensions

As already alluded to above, it is very tedious to write assertions usingloabasic logic. Thus
in our SCHEME translator we provide a number of syntactic extensions. In the following we will
outline some of these.

An obvious extension to the logic is to allow the user to wrife= £, wheren; € N and/l is
some Boolean expression ovér The meaning of thisis simpyy — (n; = 1)]A[E — (n; = 0)],
whereE denotes the Boolean complementfaf

Our next addition is to allow the user to specify a domain restriction for apbet@ assertion,
i.e., we allow the user to writt' — [A — ('], meaning that the assertion only needs to hold for
interpretationsy € ® such thak(¢) = 1, wheree is the Boolean function denoted @y, This is
simply a short-hand for the assertifiiy — A) — (£ — C)].

13



The following extension to the logic, dealing with finite integer domains, is jpeytiae most
useful of them all. LeE be a vector of Boolean expressions overGiven an interpretation € @
one can viewt as the binary encoding of a number. Denote this numbegk g$)|. Let 7 denote
a vector of Boolean expressions ovérWhat we would like to do is to usé to select one of the
Boolean expressions i Assume the vector contains expressions. Thealueof v is defined
as: B B

vg = (|[E|=0)-vo+ ... + (|[E|=m—-1)-v,

where if £ = (F,_1,E, ..., Eo), and (i,_1,i,_o,...,io) is the binary encoding of, the
expression(|E| = i) is the Boolean expressiofoc;«,((E; - i;) + (E; - 7;)). It is easy to
see that given an interpretatiene @ this definition captures our intuition of what it means to
select one of the expressions.

Finally, we would also like to do a similar selection among circuit nodetNdenote a vector
of m circuit nodes. The expressidd; = ¢, where(' is some Boolean expression owgy is
simply a shorthand for the trajectory formula

[([E]=0) = (No=G] AL|E|=1) = (N =G)] Ao A(IE[ =m —1) = (N1 = G)]
where(|E| = 1) is defined as above.

Given that the front-end is embeddedsoHEME and the user actually writescHEME code, it
is easy to define new extensions. In fact, by writeagiEME procedures it becomes very natural to
express the circuit assertions in a hierarchical way, improving the rdagalbi—and consequently
the confidence in—the assertions.

6. Examples

The extensions described in the previous section provide a phase level timing mibdelassertion
language with more powerful abstraction capabilities. Given these eatenaie claim the logic
is both sufficiently powerful and easy to use to express a wide variety dfcation tasks. We
support this claim with some illustrative examples.

6.1. Moving Data Stack

First we will demonstrate the utility of the temporal notation in expressing®level circuit
timing and pipelining. The example is the nMOS stack circuit described by MeddCanway
[16]. Figure 1 shows the block diagram for the circuit. The circuit operatels avitwo-phase
nonoverlapping clock. The stack command is specified by a pair of signals, OP1P&)avbich
are multiplexed onto a single circuit inp@p. The control signal is pipelined half a clock cycle
ahead of the data signals. That is, the command for clock ¢yslepecified by supplying OP1 on
the Phi 2 phase of cycleé — 1, and OP2 on thhi 1 phase of cycle, as illustrated in Figure 2.
The input data must be supplied during @& 1 phase, and the output is valid during tRiei 2
phase. For each stack cell, we will consider the “state” of the cell tbégdlue held there during
thePhi 1 phase of the cycle.

14



Omitted Figure: stack-block

Figure 1: Block Diagram of Mead and Conway Stack Bit : of the stack is stored as charge on
nodecCl; (negative logic).

Omitted Figure: stack-timing

Figure 2: Timing Diagram Stack. The two control signals for a given clock cycle are multiplexed
on the single linéXp.
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To illustrate a possible assertion for this circuit, consider checking thasaoperation can be
carried out correctly. TheusHoperation is performed when OR11 and OP1= 0. Informally, a
PUSHoperation should put the pushed value into cell 0 and move the contents ofaedll: + 1
for everyi less thank — 1, wherek is the number of cells in the circuit. For convenience clet
be a vector of th&1; nodes. Let: andv be two Boolean variables, arfd= (Ip-1,...,1o) be a
vector of Boolean variables, wheke< 27,

First, we must include in our assertions a specification of how the clocks should teathe
We use the shorthar@ock1to denote the trajectory formula

(Phit = 1) A X,(Phit = 0) A XZ(Phit = 0) A X3(Phit = 0),
Clock2to denote
(Phi2 = 0) A X,(Phi2 = 0) A X2(Phi2 = 1) A X3(Phi2 = 0),
andCyclesto denote
Clock1A Clock2a X (Clock1A Clock2 A X2[(Phil = 1) A Phi2 = 0].

The formulaCyclesdefines the operation of the clocks over the time period illustrated in Figure 2.

Since negative logic is used internally, Eéltorecdf, u) be a shorthand fotl; = w. Let Push
denoteX?(op = 1) A X?(0P = 0).

We can now express our assertion as:

([<k—1)—
[CycIeS/\ PushA XZ[(In — v) A Stored /, u)] = Xﬁ[StoreogO, v) A Stored ! + 1, u)]} :

Note that(f < k — 1) denotes a Boolean function ovErthat, for a given interpretatioa, is 1
iff |7(¢)] < & — 1. Similarly, I + 1 denotes a vector of Boolean functions such that, for a given
interpretationy, |({ + 1)(¢)| = |{(¢)| + 1.

In this example, verifying the correct operation of a single stack operatounires reasoning
about the behavior of the circuit over parts of 3 clock cycles. Such is often tlearcagelined
systems.

6.2. Static RAM

Our second example is a static RAM, as illustrated in Fig. 3. The data¢bmaamory location
i are stored on node;. Within the RAM cell there is a node holding the complementary value.
Unlike in the verification described in [7] based on scalar simulatiordoveot need to explicitly set
or check this complementary value. The phase level timing abstraction hainidlasitomatically.
That is, asserting a value on nogldor 2 unit steps forces the complementary value onto the other
node in the RAM cell.
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Omitted Figure: ram-block

Figure 3:Block diagram of Static RAM. State is stored in locationas a pair of complementary
values on nodesh; andcC1,.

The only information we need to know about the design of the RAM is the names of the
input/output signals, and the names of the storage nodes of each memory cell, as thell a
interface timing. For ease of exposition, we express the specification atdtiecyclelevel in
terms of a cycle-level next-time operatdr. Given a specification of the clocking patterns and
interface timing for the circuit, we could translate these assertionginase-level assertions in a
similar fashion as we did for the moving data stack.

It is easy to convince oneself that a correct memory must satisfy threerpegpel) that we
can write successfully into each ce¢Jl2) that we can nondestructively read the content of each
cell 7, and 3) that, unless we are writing into some c¢elthe value stored in cell should not
change. LeB be a vector of th®; nodes. Furthermore, let, v, andw be Boolean variables, and
[=(I,_1,...,Io)and.J = (J,_1,...,Jo) be vectors of Boolean variables, wherés the width
of the address input. We use the shorthé)mrérategf, u,w) to denote the formula

(write = w) A (Din = u) A (Apm1 = [p—1) A -+ A (Ao = To).

Similarly, let Stored.J, v) denote the formul@B; = v). With this notation, we can express all
three conditions mentioned above with a single assertion.

Stored.J, v) A Operaté [, u, w)
= X. ([w —s Stored [, u)] A
[@w- (I =.J)— (DouT = v)] A
@+ (I # J) — Stored.J, v)])

wherel £ J denotes the Boolean expressidp_, & J,_1) + - - - + (Io & Jo), and/ = .J denotes
the complement of this expression.
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6.3. Discussion

As these examplesiillustrate, our notation works well for expressing thastaggtion properties of
a circuit. For circuits, such as memories and data paths, this is arfiaitliyal form of specification.
That is, one thinks of each operation of the system as updating some portion of the gsteed s
state.

In these examples, we constructed the specification assertion in a&hieghkvay, starting with
low level timing information and working up to more abstract system operati®hgs seems to
be a fairly convenient way to view the system at different abstractiogide\Because we actually
write our specifications asCHEME programs, we can use the procedural abstraction capabilities of
SCHEMETt0 express the specification hierarchically.

7. Symbolic Simulation

As we have shown, symbolic formulas provide a concise means to specify despattps of
the circuit under many different operating conditions. We are now ready to intr@doethod of
verifying the assertions via symbolic simulation. The key idea is to preseev®/imbolic structure
of the formulas in the verification algorithm. By doing so, we can replace thd farelarge
amounts of case analysis with algebraic manipulation.

7.1. Symbolic Algebras

In creating a symbolic model, we extend the scalar model defined in terms ofhtdog bind ternary
domaing3 andT, to one defined in terms of binary- and ternary-valued functions over the vagiable
V. Define the symbolic domaifi(V) (respectivelyy (1)) as denoting the set of functions mapping
an interpretations i® to B (resp.,7). More formally

B(V) = {f:®— B}

and
TV)={f:® =T}

We then extend the operations defined over scalar values to create a syrngeiliaa

We can also extend the vector and sequence algebra defined over scalato/tlegcounter-
parts defined over symbolic values. That is, define the vector dom@amn” as

TO)" = {(ar,...,an)|a; € T(V)}.

Inimplementing a symbolic simulator, we in effect extend the excitationtfong” to the symbolic
domainad™: 7(V)* — T(V):. Ford € T(V)", letd(¢) € T" denote the vector with each element
i equal toa;(¢). In this way, we can view the symbolic vectére 7 (V)" either as a vector of
symbolic elements, or as a symbolic value which for a given interpretatiotisygescalar vector.
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We extend most operations from scalar to symbolic domains in a uniform way. Coasider
operationop: D1 x D, — D3, defined over vectors, single elements, or a combination of the two.
Its symbolic counterpatp: D1(V) x Dy(V) — Ds(V) is defined such that for all € D,(V) and
b € Dy(V), we have(a op b)(¢) = a(¢) op b(¢). We use this method to extend the ternary
algebraic operations, +,, and—*, as well as the operation.

When extending a relatioR symbolically, we define the result to be a function specifying the
interpretations under which its arguments are related. That is, given a balaipn R C Dy x D,,
defineR: D1(V) x Do(V) — B(V)as(a R b)(¢) = lifand onlya(¢) R b(¢). We use this method
to define operations and C over both single elements and vectors.

7.2. Special Operations

We require one operation that is extended to vectors in a nonstandard way. Defifextbygerator
?:B xT — T asa ?bequals if « is 1, and equalX otherwise. When extending this operation
to vectors, only the second argument is vector-valued. That is the operaBion 7 — 7" is

defined asa ?b); = « ?b;. This operation is then extended symbolically in the manner described
above.

As a final operation, we define a variant of the join operation that is defined evenfarfreome
¢ € ®, we haved(o) + b(¢). When using this operation, we will separately keep track of the

conditions under which the arguments are compatible. Define the opa*[aﬁdn;)n < T(V)" =
T(V)"as ) ]
@00)(6) = { a(6) Ub(0), (@) ~ b(o)

X, otherwise

whereX denotes a vector with all elements equahiio

7.3. Translating Instantaneous Formulas to Symbolic Vectors

Given the above definitions, we first give a procedure that for an instantaneoudddrrderives a
Boolean functiorOK; and a vectofi». The functionOKy can be viewed as a “domain” function
of F' in the sense thaDKr(¢) = 1 iff under this interpretatiorf’ can hold true in some state.
Furthermore, we will also show that- is “weakest” in the sense that @Kr(¢) = 1, then
ar(¢p) C b for every state vectar € 7 for which £ holds under this interpretation. The function
OKpr and the vectoiir are defined recursively as:

1. If FisTRUEthenOKy = 1, anddy = (X, ..., X).

2. (a) IfFis(n;, = 1) thenOKy = 1, anddp = (X,..., X, 1, X ..., X), where the 1 is in
position:.

(b) If Fis (n; = 0) thenOKy = 1, anddr = (X,..., X 0,X,...,X), where the O is in
position:.
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3. If Fis (F]_ A Fz) thenOKF = OKF1 . OKF2 . (&)Fl ~ &)Fz)’ andc?F = &)Fl |i| EL)FZ'

4. If Fis(F — F1) thenOKp = €4 OKp,, anddp = e ? dp,, wheree is the Boolean function
denoted by the expressidn

Proposition 2 Given a circuitC, let ¥ be an instantaneous formula and @kinddr be derived as
above. Then OK(¢) = 1iff there exists some statec 7* such thatC, ¢,b = F. Furthermore,
if OKp(¢) = 1,thenC,¢,b = Fiff dp(¢) C b.

This proposition can be proved by induction on the formula structure.

7.4. Checking Assertions

Our first step in verifying an assertion is to rewrite the antecedentandequent into a normal
form where all next-time operators are collected together. It is eashdw shat a trajectory
formula £ can be rewritten intdfp A X,y A X2F5 A ... A X,y for somek > 1, where
each/’ is instantaneous. Note that some of th& might be the trivial formulaRUE. Note also
that such a sequence can be extended by apperdimRue for i > k. Hence, without any loss
of generality, we will henceforth assume that the antecedent and the consecareassertion are
trajectory formulas in normal form containing the same number of terms.

Given an assertion{ — ('] of the form
|:A0 A XSA]_ JANPIAN X]:_lAk_l — (oA XSC]_ JANPIAN Xf_l(]k_l

define a sequence of symbolic ternary vectéys . . , ¥;_; as follows:

. Ay, 1 =0
T, = — * o, .
‘ Y(J_})Z_l) Uaa, t> 0.

Define the Boolean functio®K, = []o<;<x OK4,, where[] denotes Boolean product. This func-
tion yields O for those interpretations for which the antecedent contains som@hteronsistency.
For example, the formuld = (n; = a) A (n; = b) would haveD K 4 = a & b, because this formula

cannot be satisfied whefia) # ¢(b). Define the Boolean functiofraj = [Ti<;«x[Y (7i-1) ~ da,].
This function yields O for those interpretations where an incompatibility aurséhe trajectory.

We can show that is satisfiable under some interpretatioifiand only if OK4(¢)- Traj(¢) = 1.
Furthermore, we can extend the sequefige. ., ¥;_; to be an infinite sequence by definidg=
17(:2;}_1) forall: > k. 1t can then be shown that for interpretatiothe sequencegy(¢), Z1(¢), . ..
is the weakest trajectory satisfying under interpretatiorp. This construction then provides a
proof of Proposition 1. This demonstrates how our symbolic simulator can set up thesiveake

allowable conditions allowed by the antecedent under all possible interpretations

To check the consequent, define the Boolean fund@ = []o<,.; OKc,. This function
yields O for those interpretations for which the consequent contains some internalisteons
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Finally, define the Boolean functid@heck= []o<;x[d@c, C 7;]. This function yields O for those
interpretations where some trajectory satisfying the antecedent mayavib&atonsequent.

Now defineOK;4 —, ¢ as:
OK,4 + Traj + (OK¢ - Check

Informally, this equation states that the assertion is true under those ettgrpns for which the
antecedent is unsatisfiable (due either to internal inconsistencies or toanpatbility in the
trajectory), as well as those for which the consequent holds (i.e, it is botimatieconsistent and
is satisfied.)

The main result of this paper is captured in the following theorem:

Theorem 1 Given a circuitC and an assertiofiA = ] let OK4 —, ¢ € B(V) be derived as
above. Then
C.¢ E[A = (] ifandonlyif OK4— ¢(¢) =1

Hence, determining whether a circuit satisfies = (] is reduced to determining whether
OKis4 = 1 = 1.

7.5. Summary of Checking Algorithm

In practice, we encode the ternary values as pairs of Boolean values. Thupmeesthe ternary
functions overy as pairs of Boolean functions ovr. It is straightforward to implement all of
the operations defined above using such an encoding. Thus, to verify an assértien [('] we
would proceed as follows: First conveftandC' into normal forms containing the same number of
terms. Now compute the sequence of statess defined above. Although the above presentation
usedk — 1 distinct vectors, the implementation need only retain the most receturven fact,

the vector can be viewed as the current circuit state. Hence,: gtephis verification would
entail: 1) run the simulator one “step” to deriVe(:f;}_l), 2) computeOK,4, anday,, 3) compute

(Y (#i_1) ~ @4,), 4) computet;, 5) computei.., and 6) computéd., = 7;). As we go along,
we also maintain Boolean functions representing the 4 constituent components pptassen

for OKi4 — ¢ shown above. In the end we simply combine these together and check that the
derived function is the constant functi@nlf the test fails, the derived function provides diagnostic
information indicating which cases encounter difficulties.

7.6. Example

Consider a 4-bit memory of the structure illustrated in Figure 3. In verifyiregdorrectness of
aREAD operation, one aspect of the desired behavior is that after reading with the aidggss
set toz, the valued stored in memory locatioshould appear on the output. This can be expressed
by the assertion (in our extended syntax):

[Storecdf,u) Awite=0)A(RA=1) = X, (Dout = u)}

21



Omitted Figure: sram-pattern

Figure 4: Verification of 4-bit RAM Read Operation.

Omitted Figure: pseudo-xor

Figure 5: Pseudo XOR Circuit. This circuit satisfies the assertion for an XOR circuit, because
the antecedent trajectory fails whenever the output should be nonzero.

The antecedent is converted into the simulation pattern outlined on the teftdide of Figure 4.
That is, the address inputs are set to Boolean variables encoding the possibésesidiée cells
are set to more complex symbolic values. For each possible interpretatiomaddress variables,
we see that one cell is set to valugnhile the other three cells are setXo Verifying the assertion
involves simulating this single pattern and then checking that the resuking wnDout equals
u.

This example illustrates how our methodology combines symbolic and ternary values whe
encoding the different possible circuit states. In a binary model of the cittw@ite are 16 (in
general 2) different initial binary states of the memory. These cases can beemb\msr 8 (in
general 2) different initial states in a ternary model—each having one cell set tol0aord the
rest set toX. These different cases can then be encoded by a single symbolic case in terms of
3 (in general 1+ logk) Boolean variables. As the size of the memérgrows, the reduction in
complexity we realize becomes dramatic.

8. Areas for Future Investigation

The checker described here provides a useful tool for reasoning about digital ciktontever,
some questions remain as to exactly how it can and should be used. In pari@lagst still
devise a comprehensive theory on how to prove that a circuit fully realizspécification.
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To illustrate one subtlety of this task, consider trying to show that a circiift wputs A
andB and outputQut implements the exclusive-or function. Intuitively, it seems that it would
be sufficient to prove that circuit obeys the asserfign= a) A (B =b) = X (0ut = a $ b)].
Unfortunately, thisis not the case. For example, this assertion is obeyed laytteeuseless circuit
of Figure 5, where the two inputs are tied together, and the output is always 0. Anyretsgion
of the variables for which¢(a) # ¢(b) will cause the antecedent trajectory to fail, because inputs
A andB are electrically equivalent. The only interpretations for which the ttajy succeeds are
ones for which the output should be 0, in which case the consequent is also satisfied.

Any checking based purely on testing implications is prone to this sort of “fadsgive” error.
Problems of this sort have been encountered by people using other systems for haediffea¢ion
such as HOL [14] and EMC [10]. We believe that shortcomings of this sort can bectedrby
more careful attention to the cases where an implication succeeds duera ¢diits antecedent.
In all of the verification examples we have performed, we make sure that tlodicp@on is
formulated in such a way that the antecedent trajectory should never faith@ck this as part of
the verification process.

9. Conclusions

In terms of mathematical sophistication, the problem solved by our algorithan iess ambitious
than what is attempted by full-fledged temporal logic model checkers. Howeedrelieve that
our language is rich enough to be able to describe many important properties of & amaduo
provide a direct path by which such properties may be automatically verifiglle®&oing the goals
of our verifier simple, we obtain an algorithm that is capable of dealing withmbarger circuits.

One interesting property of our algorithm, in fact, is that its computational cexitplis
relatively insensitive to the circuit size. That is, the complexitydé&ermined largely by the
complexity of the assertion to be verified, measured in terms of the number bbdigmariables,
and the depth of nesting of next time operators. We have found that in many ciproperties
can be expressed in terms of a surprisingly small number of variables. Fopkxamr formulas
providing a complete specification of ofiabit static RAM involve only 2+ 2logk variables.
Thus, we can perform the verification in polynomial time irrespective of thuisic efficiency of
the Boolean manipulator.
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