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tWe present an authenti
ation proto
ol that allows atoken, su
h as a smart 
ard, to authenti
ate itselfto a ba
k-end trusted 
omputer system through anuntrusted reader. This proto
ol relies on the fa
tthat the token will only respond to queries slowly,and that the token owner will not sit patiently whilethe reader seems not to be working. This proto
ol
an be used alone, with \dumb" memory tokens orwith pro
essor-based tokens.1 Introdu
tionSmart 
ards have been used in many appli
ationsthat require that the data be se
ured from the 
ard-holder. In the Modex stored-value smart 
ard sys-tem, for example, the smart 
ard stores a parti
ularmonetary value. An atta
ker who 
an su

essfully
hange the value stored in the 
ard 
an essentiallyprint money.1 In GSM phones, smart 
ards provideidentity information used to prevent 
loning and inbilling. An atta
ker who 
an modify that informa-tion 
an 
harge 
ellular phone 
alls to another a
-
ount [BGW98℄. Smart 
ards used to prote
t satel-lite television 
an be atta
ked to obtain free servi
es[M
C96℄.These 
ards are vulnerable to a large 
lass of at-ta
ks [And94, S
h97, Row97, S
h98℄, from reverse-engineering [AK96℄ and proto
ol failures [AN95℄to side-
hannel atta
ks [Ko
96, Ko
98, KSWH98,DKL+99℄ and fault analysis [BDL97, BS97℄. In all ofthese atta
ks, the atta
ker 
an defeat the se
urity ofthe 
ard by brea
hing its se
ure perimeter and learn-ing the 
on�dential information stored within. Withreverse-engineering, the atta
ker defeats the tamper-reisistan
e measures dire
tly; with side-
hannel andfault-analysis atta
ks, the atta
ker exploits weak-nesses in the physi
al se
urity to learn informationwithin the se
ure perimeter.1For other examples, see [CP93℄, [SK97℄, and [RKM99℄.

There is another 
lass of appli
ations for smart
ards|appli
ations in whi
h the value of a su

ess-ful atta
k is mu
h smaller. These 
ards might pro-vide mi
ropayment information, low-se
urity a

ess
ontrol, or a
t as payment vehi
les in 
ir
umstan
eswith low marginal 
ost of goods (pay television, pub-li
 transportation, et
). In these appli
ations we areless 
on
erned with individual fraud, and more 
on-
erned with an organized atta
k to 
reate and dis-tribute fake 
ards. Someone who sneaks onto thesubway or wat
hes a satellite movie without payingisn't going to a�e
t the servi
e provider's bottomline, but someone who is able to 
ounterfeit a

esstokens that allow everyone to sneak onto the subwayor wat
h the movie 
ould 
ollapse the entire system.Hen
e, the primary threat is not from an isolatedatta
k against a single 
ard, but an atta
k that 
anbe s
aled to multiple 
ards.The threat is from untrusted 
ard readers that theuser may sti
k his 
ard into. In this paper, we pro-pose a low-te
h authenti
ation proto
ol that is usefulin this sort of situation. Our proto
ol makes use ofwhat we will 
all a \slow memory devi
e": a devi
ethat responds to queries by revealing the 
ontents ofdi�erent memory lo
ations, but one that ne
essarilytakes several se
onds to do so.The proto
ol relies on the fa
t that the 
ardholderdoes not have in�nite patien
e. If he puts his smart
ard into a reader and nothing happens for severalse
onds, he will likely pull the 
ard out and tryagain. If nothing happens again, he will �nd an-other reader. The slow response of the 
ard ensuresthat a fraudulent reader 
an only do so mu
h dam-age before the 
ardholder removes his 
ard.This proto
ol makes no 
ryptographi
 assumptions,and is independent of any 
ryptography that may ormay not be in the system. It 
an be implemented byitself, or in 
onjun
tion with 
ryptographi
 
ontrols.The rest of the paper is organized as follows. In Se
-tion 2 we des
ribe the slow memory devi
e and itsfun
tionality. In Se
tion 3, we des
ribe our authen-ti
ation proto
ol. In Se
tion 4 we dis
uss variants



and extensions to this basi
 proto
ol, and in Se
tion5 we dis
uss appli
ations.2 The Slow Memory Devi
eThis proto
ol assumes the existen
e of a slow mem-ory token. By this we mean a token|a smart 
ard,a Dallas Semi
ondu
tor iButton, et
.|that a
ts asa memory devi
e, but never responds to a request inless than t se
onds (t = 10, for the purposes of thisexample). It is impossible for a terminal to get moreinformation during that time; the token's ele
troni
sare su
h that it simply 
annot respond to requestsfaster.This memory token hasm memory lo
ations, ea
h wbits wide (w = 64 for the purposes of this example).The token does not need a pro
essor, nor does itneed to implement any 
ryptographi
 primitives inorder to exe
ute this proto
ol.3 The Basi
 Proto
olThere are three parties in this proto
ol:� The Token: The slow memory devi
e.� The Terminal: The untrusted 
ard reader.� The Trusted Ma
hine: A trusted 
omputer
onne
ted to, and possibly remote from, theTerminal.Our authenti
ation proto
ol is simple. A user insertshis Token into a Terminal. The Terminal now needsto prove to a Trusted Ma
hine that the Token is
urrently inserted into the Terminal.The Terminal is only marginally trusted, and 
ouldbe mali
ious. In order to 
omplete the proto
ol 
or-re
tly the Terminal must be 
onne
ted, via a se
uredata link, to a Trusted Devi
e. The Trusted Devi
ekeeps an exa
t 
opy of the 
ontents of the Token;this is a shared se
ret that the Terminal does notknow.Our proto
ol is as follows:(1) The holder of the Token inserts it into the Ter-minal.(2) Terminal reads the header information from theToken.

(3) Terminal sends this information over an en-
rypted link to the Trusted Devi
e.(4) Trusted Devi
e generates a random 
hallengeand sends it ba
k over the en
rypted link to theTerminal. This 
hallenge 
onsists of a list of nmemory lo
ations on the Token.(5) Terminal reads the n memory lo
ations fromthe Token, XORs them all together, and sendsthe result ba
k over the en
rypted link to theTrusted Devi
e.(6) The Trusted Devi
e veri�es this information; ifit 
he
ks out, it believes that the Token is 
ur-rently inserted into the Terminal.Note that there are no 
ryptographi
 primitives inthe proto
ol: the only mathemati
al operation in-volved is XOR. There are no en
ryption fun
tions,one-way hash fun
tions, or message authenti
ation
odes used in the proto
ol.The Token might have 1000 64-bit memory lo
a-tions. Ea
h time read request 
omes in, it takes tense
onds to respond, and without reverse-engineeringthe devi
e and tampering with its internals, this
an't be made any faster. Assuming ten se
onds per
ommuni
ations ex
hange, and setting n = 1, steps(2) and (3) take ten se
onds, step (4) takes anotherten se
onds, and step (5) takes another ten se
onds.This gives us a total of 30 se
onds per transa
tion.Now, this 
an be extended a little bit without theuser knowing. A mali
ious Terminal might ignorethe proto
ol 
ompletely, and simply query the Token(repeat step (5)). Maybe the Terminal 
an performsix queries instead of one, doubling the transa
tiontime, before the Token owner removes his 
ard.To provide adequate se
urity, we need to a

ount forpossible mali
ious behavior by the Terminal in howmany transa
tions are allowed, keeping the probabil-ity of su

ess a

eptably low even if most Terminalsare 
orrupt.3.1 Reasonable Values for nSuppose the Token has m memory lo
ations, thatea
h instan
e of the proto
ol requests the XOR ofn random lo
ations, and that n << m. Assumingan atta
ker eavesdrops on ea
h authenti
ation, hewill learn the 
ontents of n memory lo
ations, notall of them di�erent, after ea
h transa
tion. Theaverage number of authenti
ations that the Token
an a

omplish before the atta
ker has a better than



0.5 
han
e of impersonating the Token (that is, beingable to respond 
orre
tly to a random query), is:log(n)=(log(m)� log(m� n))For example, for m = 1000 and n = 5, an atta
kerwho eavesdrops on 322 authenti
ations has a betterthan 0.5 probability of being able to impersonate theToken by answering a random 
hallenge 
orre
tly.This, of 
ourse, is not the most e�e
tive atta
k. Afraudulent Terminal will spe
i�
ally query the To-ken to learn the memory lo
ations that it does notknow. Hen
e, a mali
ious Terminal 
an learn theentire 
ontents of a Token in m=n queries. So forthe parameters above, a mali
ious terminal that 
on-du
ts 100 fraudulant transa
tions will have a betterthan 0.5 probability of being able to impersonatethe Token. The Token owner, though, would haveto be 
onvin
ed to allow the Token to be used in 100ine�e
tual transa
tions.4 Extensions4.1 A Button on the TokenIdeally, we'd have some user-interfa
e me
hanism onthe Token, like a pushbutton. The Token is willing toperform only on
e per button-push. Alternatively,the Token buzzes or lights up on
e per memory queryanswered. This would make multiple queries mu
hharder for the Terminal to make, sin
e the Tokenowner 
ould dete
t that the proto
ol was not pro-
eeding as spe
i�ed.4.2 Redu
ing Storage Requirementsin the Trusted Devi
eAs written, the Trusted Devi
e must store a 
om-plete 
opy of the Token's memory lo
ation. If thisis too mu
h memory, the Trusted Devi
e 
ould storethe Token's ID information and a se
ret key knownonly to it (and not the token). The Token's meme-ory lo
ations would then be the memory address en-
rypted with this se
ret key, and would have to beloaded onto the Token by the Trusted Devi
e.4.3 CRC Hardware on the TokenIf the Token 
an a�ord CRC hardware, then queries
an be handled using this alternate proto
ol:

(1) The holder of the Token inserts it into the Ter-minal.(2) Terminal reads the header information from theToken.(3) Terminal sends this information over an en-
rypted link to the Trusted Devi
e.(4) Trusted Devi
e generates a random 
hallengeand sends it ba
k over the en
rypted link to theTerminal. This 
hallenge 
onsists of a list of nmemory lo
ations on the Token.(5a) The Terminal sends the Token a request for then memory lo
ations.(5b) The Token goes through the motions (and de-lay) of sending it out internally, but only out-puts the 32-bit CRC of the n requested memorylo
ations.(6) The Trusted Devi
e veri�es this information; ifit 
he
ks out, it believes that the Token is 
ur-rently inserted into the Terminal.Ea
h memory lo
ation 
an now be 32 bits long, andeven one unknown memory lo
ation in the querystring prevents an atta
ker from su

eeding in animpersonation atta
k. Note that this system worksbest if there are lots of Terminals under di�erententities' 
ontrol. If a Token only intera
ts with oneTerminal every time it exe
utes the proto
ol, thenthis system doesn't work very well.4.4 In
rementing Values in the Tokenand Trusted Devi
eIf we're worried about an atta
ker reverse-engineering and making lots of 
opies of the Token,then we have ea
h query of memory lo
ation 
ausethat memory lo
ation to in
rement by one, mod-ulo 232, or rotate left one bit, or whatever else is
heap enough to be implemented. Note that this up-date must o

ur on both the Token and the TrustedDevi
e, and assumes that there is either only oneTrusted Devi
e or that the di�erent Trusted Devi
es
an 
ommuni
ate with ea
h other se
urely to syn-
hromize these updates.This variant does not help against impersonation at-ta
ks. What it does do is to make 
ontinued syn
hro-nization of those 
ounterfeit Tokens very expensiveand 
omplex. Now, if any memory lo
ation in the
hallenge string has been 
hanged, the dupli
atedToken fails to give the 
orre
t answer.



4.5 Redu
ing the Amount of Trust inthe Trusted Devi
eA given Trusted Devi
e may be only partiallytrusted. Instead of having it store a 
omplete list-ing of the Token's memory lo
ations, it 
an be givena series of pre
omputed 
hallenges in order and theright responses to be expe
ted. (If we use the previ-ous extension, this will work only for small numbersof di�erent Trusted Devi
es.)5 Se
urity AnalysisThe slow memory proto
ol is designed to frustrate aparti
ular kind of atta
k. It is intended to providese
urity against an inse
ure reader trying to 
olle
tenough information from a token to be able to im-personate it. It does not provide se
urity againstsomeone reverse-engineering the token and 
loningit (although the extension des
ribed in Se
tion 4.2
onsiderably frustrates that atta
k in most 
ir
um-stan
es), nor does it provide se
urity in the eventthat the ba
k-end database (the Trusted Devi
e inthe proto
ol) is 
ompromised.A more extensive se
urity analysis will be in the �nalpaper.6 Appli
ationsA 
omplete dis
ussion of appli
ations, along withtheir se
urity rami�
ations, will be in the �nal pa-per.The most obvious appli
ations are things like non-dupli
able keys for lo
ks and alarms, free passes orone-day (or k-day) 
oins, and login keys. In theseappli
ations, we are less 
on
erned with a single per-son ha
king the authenti
ation devi
e than the samesingle person being able to distribute a large numberof them.One of the most bene�
ial aspe
ts of this proto
olis that it works well with 
ryptography, even thoughit has no 
ryptography itself. We 
an use a messageauthenti
ation 
ode su
h as HMAC [BCK96℄ in ad-dition to this proto
ol, and if the MAC breaks, thememory tri
k still works. Or 
ourse, all Trusted De-vi
es must be trusted with 
opies of the memorymaps.

7 Con
lusionsSe
urity 
ountermeasures must be 
ommensuratewith the a
tual threats. In this paper we have pre-sented a low-te
h se
urity solution that helps miti-gate a spe
i�
 threat, and 
an be used in 
onjun
tionwith other 
ryptographi
 
ountermeasures.8 A
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