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Abstract: Thisarticle presents a novel fault-tolerant technique which is based on the previously
introduced Modulus Replication Residue Number System (MRRNS). Using the MRRNS mapping
technique, we are able to compute using modular arithmetic over identical channels. e can make
this system fault tolerant by increasing the number of channels, but by using some elementary
polynomial properties we are able to obtain the same level of fault tolerance with an almost 50%
decrease in the number of channels. This new systemisreferred to as the Symmetric MRRNS
(SMRRNS), and compared to previously proposed fault-tolerant techniques, the overhead of the
SMIRRNS systemis very small.

1. Introduction

Many digital signal processing algorithms require large inner-product computations to be
performed in real-time (i.e., output data generated at the same rate as the input data are received).
Even with current technology, there is arequirement for massively parallel implementations of

inner-products in order to be able to achieve real-time processing with high data rates (say, 108
samples/sec or higher). There are many methods available to break the computation into parallel
sections, both at the algorithmic [1][2] and arithmetic levels. A popularly published technique for
parallel arithmetic decomposition is the use of the residue number system (RNS) which alows
independent computations over modular computation channels using relatively prime moduli [3].
This technigue has been known to adapt readily to a fault-tolerant structure using redundant
channels with moduli that are relatively prime to the non-redundant channels (this has been
referred to as the Redundant RNS [4]). This technique provides fault tolerance over arithmetic
computations, a feature not shared with even the most powerful of modern error correcting codes
[5].The major problem with the Redundant RNS technique is the need to build paralel
computational channelsthat are not identical (i.e., compute over different moduli). This has
limitations if we require a system, say, where unused channels may be substituted for faulty
channels; a powerful technique for increasing the yield of ASIC devices.

There are certainly advantages to be gained by computing over finite rings or fields, and the RNS
provides potential benefits when thisis taken into account. Another technique is available,
however, which allows algorithms to be decomposed into independent residue computations over
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identical channels; this has been referred to as the Modulus Replication RNS (MRRNS) [6][7]. In
the MRRNS technique, we map the input data samples into polynomials based on their binary
representation and a set of indeterminates based on pre-chosen powers of two. Using Lagrange
interpolation, we map the nth order polynomials into n+1 distinct points with which we can
compute (add and multiply) in a component-wise fashion.The MRRNS technique, therefore,
appears to offer similar advantages to the RNS without the major disadvantage of having to build
non-identical channels.

We have recently addressed the problem of fault-tolerant computation over the MRRNS using a
similar approach to the Redundant RNS, by adding redundant, but identical, computational
channels[8]. In this paper we investigate efficiencies that may be introduced into the fault-tolerant
MRRNS system by restricting the data sample polynomials to be even. We refer to this asthe
Symmetrical MRRNS (SMRRNYS) technique.

2. The MRRNS system

The MRRNS [6] system uses the fact that any univariate polynomial of degree n can uniquely be
represented by itsvalue at n+1 distinct points. This comes from the following theorem [9].

Theorem 1] Lagrange Interpolation] :

Let Xy, ..., X, beaset of n+1 distinct points, and let y,, ..., y,, be given. Then, p isthe only
polynomial of degree n or lessthat hasvalue p(x,) =y, for k = 0, ..., n. Itisgiven by the
formula:

(Z_Xj)

- _j::l 1
p(2) izoy. — €N

] =1

The MRRNS technique uses theorem 1 to generate n+1 points for each of the input data
polynomials. The computational task, for example alarge inner-product, is decomposed as
follows: input data are first mapped into polynomials, which are evaluated at a convenient number
of distinct points. It isimportant that the number of points must be large enough, not only to
represent the input polynomials, but more importantly the result of the computation. Then
additions, subtraction and multiplications are performed over completely independent channels.
Actudly, if p, g are two polynomials then, for al x, we have

(P+a)(x) = p(x)+q(x)

_ 2
pPa(x) = p(x)q(x)
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Moreover, on each of these independent channels, operations are not performed over the whole
integer ring, but either over adirect sum of several small integer rings asin the classical RNS, or
over afinite field GF(p). Any prime number can be used to define the finite field, but Fermat

primes, i.e. numbers of the form 22" + 1, offer great advantages for modular multiplication. The
most important advantage of the MRRNS compared to the classical RNS, isthat all the channels
are perfectly identical, and does not depend on a specific moduli. An interpolation technique is
used to recover the final polynomial and afinal evaluation step gives the result.

Let us consider the following example, where we compute the result modulo 257 (the 4th Fermat
prime).

Example 1. To compute the inner-product 79 x 47 + 121 x 25 = 6738 using the MRRNS
technique, we first define the polynomials p;(x), d,(x), p,(x) and g,(x) that correspond to the
inputs values 79, 47, 121 and 25, assuming the indeterminate X = 8. Let p;(x) = —1+ 2x+ X2,
0(X) = —=1+6X, py(X) = 1+ 7x+x2 and g,(x) = 1+ 3x. Since the degree of the final

polynomial is 3, theorem 1 implies that we must evaluate each of these polynomialsat n = 4
distinct points. Let ususetheset S = {-1, 1, -2, 2}, and assume that the coefficients of thefinal
polynomial belong to the set {-128, ..., 128} , which allow usto perform all the computations
over the finite field GF(257). Evaluating p;(X), d,(X), p,(x) and g,(x) at each point of Sgives

thevectorsu, = (-2,-2,-1,7),v; = (-7,5,-13,11), u, = (-5,9,-9,19) and

v, = (=2, 4,-5, 7). According to equations (2), we perform the componentwise products and
sum (modulo 257) to obtain w; = u; ® ,57v; = (14, 10, 13, 77),

W, = Uy ® o7V, = (10, 36,45, -124) and w = w; @ ,5,W, = (24, 46, 58, —47) . An

interpolation algorithm, such as Newton's divided differences [10], is used to recover the final
result:

r(x) = (=1+2x+x2)(=1+6x)+ (1+7x+x2)(1+3x) = 2+ 2x+ 33x2+ 9x3 ©)

whichisevaluated at x = 8 to obtain the result of our inner-product r(8) = 6738.

In this example, we have used the embedded finite field GF(257). Another solution would have
been to define aclassical RNS for each channel using the direct product of several small integers,

suchas Zyx Zg x Z5 [7].

3. Adding fault-tolerance to the MRRNS

To make a computation fault-tolerant we need to add some redundancy. In the MRRNS, this can
be done by adding extra-channels. Since the MRRNS system uses replicated identical channels,
the redundant channels are also identical. Thisis amajor advantage over using a redundant RNS
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system [11][4], where all of the channels are different from one another. In the previous example,
in order to obtain a polynomial of degree 3, we have used vectors of length 4, the minimum
required value. By adding extra-channels, that is by evaluating the input polynomials at more
points than the minimum required, we can build a system which can allow us to detect and correct
errors. A similar technique was proposed in [11] using the polynomial residue number system, but
we shall seein section 4 that the MRRNS offers advantages which can provide a much more
efficient fault-tolerant system.

In the following, we present the properties of a basic fault-tolerant MRRNS system and provide
important theorems for error detection and error correction.

3.1 Singlefault detection

In the following we will consider al numbers as polynomials. We shall denote y, = p(x,), the
value of the polynomial p at the point x = X, and refer to it as a vector when represented by its

values (Yo, Y1, --» ¥Yp) -

Definition 1: If u, v are two vectors of elementsin any finite ring R, we denote d(u,v) the distance
between u and v as the number of coordinatesin which uand v differ. It iseasy to provethat disa
metricon R, that is, for all u, v, w& R wehave: d(u,v) = 0 iff x = y; d(u,v) = d(v, u); and
d(u, w) =d(u, v) +d(v,w).

Thus, if uisthe correct result and v is the vector obtained at the end of the computations, d(u,v)
give the number of errors that have occurred. If we represent theresult asv = u + e, the number
of error is also given by w(e), the number of non-zero elements of the error vector e. These
definitions can be seen as an extension of the Hamming distance and Hamming weight used in
classical coding theory [5].

We see that if we expect the result to be a polynomial of degree n, we need at least n+1 distinct
points. In order to detect a single error, we now considering a set of n+2 distinct points, leading to
n+2 independent channels. The ideais quite simple. Since n+1 points are sufficient to represent
polynomials of degree n, and since we are expecting aresult of degree at most n, the highest order
coefficient of the interpolated polynomial must clearly be equal to zero if no error has occurred
during the computations. Otherwise, we can conclude that at |east one error has occurred. The
following theorem clarifies this error detection property.

Theorem 2: Let u and v be the correct and computed vectors respectively, p, and p, the
corresponding polynomials, and assume that d(u, v) < 1. If deg(p,) = n then p, = p, isthe
correct result. Otherwise, deg(p,) > n and we can conclude that at least one error has occurred.
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Proof: Let Xy, ..., X, 1 betheset of n+2 distinct points, and let v = (v, ..., Vv, , ;) bethe
computed vector. From theorem 1, p,, isthe unique polynomial of degree n or less that has value
Ug ..., U, . 1. Then, if deg(p,) = n,itisclear that p, = p,. Otherwise, under the assumption
that d(u, v) < 1, thereexistsaunique O < j = n+ 1, such that V= U andv, = u;,fori=j.The
polynomial p, isat least of degree n sinceit hasvalue v; = u; for the subset of n+1 distinct
points S = S— {xj} . Hence, since it differs from u at position j, its degree deg(p,) = n.

3.2 Singlefault correction

The same ideais used to correct asingle error. By adding two extra-channels, we can now either
detect two errors, or detect and correct one error. Again, this error-correction property comesfrom
theorem 1. The following example illustrates the fault detection/correction algorithm.

Example 2: Let us compute the product of the polynomials p(x) = 1 = 2x+ 3x3 and

g(x) = 2-x. Sincetheresult, r(x), isapolynomial of degree 3, we consider asetof 4+2 = 6
distinct points. Let S = {-4,-2,-1,1, 24} . Evaluating p and q at each of these points gives the
vectorsu = (57,17,6,2,9,41) and v = (6,4, 3,1, 0, —2) . We compute the product

w, = u.xVv, fork =0,...,5,whichgivesw = (342, 68, 18, 2, 0, —-82) . Theinterpolation step
then computes r(x) = 2 —5x+ 8x2—3x3 + 0x* + 0x>, which isthe correct result. Note the zero
higher order coefficients for a correct result.

Now, let us assume that one error has occurred, say on channel 2, and that

w = (342, -71, 18, 2, 0,—-82) . Since we have no ideain which channel the error occurred, we
independently eliminate each of them one by one and interpolate the reduced vector
corresponding to each of the 6 subsets of 5 points of S. For the first channel, this leads to the
fourth order polynomial 46 — 38x + 98x2 + 30x3 + 123x4. Since thisis higher than third order,
we know that an error has occurred. The same technique is applied to the 5 other channels and the
only polynomial of degree 3 (the only correct computation) is given by removing the second
channel (the channel in error).

3.3 Generalization

The previous results for single error detection and correction can easily be generalized. The
following theorem holds.

Theorem 3: If we assume that the result of the computation(s) is a polynomial of degree at most n-

1, and if d = ¢ aretwo positive integers, then a MRRNS system composed of n +d + ¢ channels
is able to detect up to d and correct up to c errors.
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Proof: The detection part of the proof is directly derived from the proof of theorem 2. For the
correction, the proof comes from the fact that by removing a subset of ¢ channels, one are

provided with aset of n+ d points able to detect up to d errors. Actualy, if we remove c correct
channels, the vector we interpolate with respect to the subset of n+ d corresponding points still

contains ¢ channelsin error. Since ¢ < d, all of them are detected.
O

In the following section, we present an efficient mapping technique that leads to avery low
overhead fault-tolerant system.

4. The Symmetrical-M RRNS mapping technique

The SMRRNS is an extension of the MRRNS which uses polynomial parity properties by
mapping the input values into even polynomials only. It uses the fact that the result of any
computation involving only additions, subtractions and multiplicationsis also an even

polynomial. Let p, g be two polynomials such that p(—x) = p(x), q(—x) = q(x), then

(p=q)(—Xx) = (p=qg)(x)
pa(—x) = pa(x)

(4)

In the SMRRNS, we can take advantage of these properties by choosing the set S such that
S = {Xg .0 Xy with || = |x;| Vi=j. (5)
If we assume that the result of the computational task isthe vector w = (w, ..., w,)) then, since

r, the interpolated polynomial corresponding to w, is an even polynomial, r(—x) = r(x) for all
x€E€ S. If 0 S, thisalows usto extend w to the vector:

W = (W, Wq, ooy Wy g, Wy, Wiy Wiy g, ey Wy, W) (6)

If 0€ S, and assuming that w,, correspondsto r(0), we have:

W = (Wg, Wy, ooy Wiy 15 Wiy Wiy _ g5 205 Wy, W) (7)
The vectorsin (6) and (7) corresponds to those we obtain if we evaluate our polynomials at each
point of theextended set S’ = {X, ..., X;;, =X, --»—Xg} - Using theorem 1, thefinal polynomial is

s

then computed from this extended vector w’ with respect to the extended set S'.

In the following we will assume, without loss of generality, that O belongs to the set Sand that it
corresponds to the value w,, . Using this mapping technique, n channelsin the SMRRNS are
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almost equivalent to aclassical MRRNS composed of 2n + 1 channels. From theorem 3, we see

that these n extra-channels can be used to detect and correct up to | n/2 | errors. For example, if

we expect the result to be afourth order polynomial, we need only compute over 5 channels, and
obtain afault-tolerant system which is able to detect and correct up to 2 errors.

If we assume that only 1 error has occurred, say in channel K, then the value w, isin error, and
since W, = W, _, both areincorrect inw' (if w,, isthe channel in error then w' contains only
oneerror: W’,). The correcting algorithm consists of removing one by one all the pairs of values
(W, Wy, ) for k = 0, ..., n, and using the resulting vector to compute a polynomial according
to the corresponding subset of S. Thisis best explained using the following example.

Example 3: Let uscompute the product 324 x 179 = 57996 with the ability to correct one error.
We first map the values into even polynomials assuming the indeterminate x = 8. Let

p(x) = 5x2+ 4

8
g(x) = 5x2-13 ®)

Sincetheresult r(x) = p(x) x q(x) isof degree 4, we need at least 5 points. According to egn.
(5), wedefine S = {8, 4, 2,10 . Wealso assume that the coefficients of the final polynomial

belong to the set {—128, ..., 128} , which alows usto perform all the computations over the finite
field GF(257).

The evaluation of p and g (modulo 257) at each points of Sgives the vectors:

u = (67,84,24,9,4)

_ ©)
v = (=78, 35,-1, -10, -13)
and the componentwise product w = U® 55,V gives:
w = (-86, 113, —24, -90, -52) (10)

This vector isinterpolated with respect to Sto obtain the even polynomial
r(x) = 15x4-53x2-52, and evaluated at x = 8 to compute the final result r(8) = 57996.

Let us now assume that one error has occurred, say on channel 2, and that we have obtained the
vector

err = (=86, 120, —24, —90, -52) (11)

The extended vector
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err’ = (-86, 120, —24, —90, -52, —90, —24, 120, —86) (12)

now contains 2 errors that are easily detected. By interpolating egn. (12) according to the set
S ={8,4,2,1,0,-1-2, -4,-8 , we obtain the eighth order even polynomial
109x8 — 68x6 + 122x4 + 56x2 —52.

Since we have no ideain which channel the error has occurred, we will try to correct each of these
one by one. Let first assume that the error occurred in the first channel. To correct it, we remove

thevalues err’y and err’s from err’ as discussed previously. This gives the vector
err’; = (120, -24,-90, =52, —90, —24, 120) , that we interpolate with respect to the subset of S:

S, = {4,2,1,0-1,-2,—4 . Theresult isthe polynomial r,(x) = —92x®—39x* + 93x? - 52,
which is an even polynomial, but of degree 6. Since the correct result is a polynomial of degree

four, we clearly the channel in error is still represented in the vector. So we now apply the same
technique to the second channel, leading to the interpolation of the vector

err’, = (—86, 24, -90, -52, —90, —24, —86) (13)

accordingtothesubset S = {8, 2, 1, 0, -1, —2 -8} . We now obtain the fourth order (even)
polynomial

r(x) = 15x*—53x2—52 (14)

which is clearly the correct result.

It isimportant to note that the correct result can only be given by correcting the channel in error.
In other words, if we use the same technique to correct channels 3, 4, and 5 in the previous
example, we will obtain polynomials of degree 6. The reason is quite easy to understand. When
removing apair of correct values, the vector we interpolate still contains 2 wrong values. And
since we have 7 points, from theorem 3, we are able to detect both errors.

5. Discussion and Conclusions

A classical and widely used approach to arithmetic fault-tolerance is modular redundancy
[13][14]. In this technique, several computations are performed in parallel using identical sets of
data, and their results are compared. If no error has occurred, all the copies agree; otherwise, a
vote is used to determine the correct result. This very general technique can be applied to any
computational task, but the hardware overhead is relatively large; i.e., 200% for asingle error
correction [11]. Moreover, it does not take advantage of the specific properties of both the inputs
values and the computational task. In contrast, the SMRRNS technique only requires a 2-channel
(typically not more than 40%) overhead in computing the main algorithm, and arelatively small
increase in the reverse mapping procedure. Since the mapping complexity is independent of the
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size of the main computation, this overhead reduces as the main computational complexity
increases. The SMRRNS technique also uses identical independent computational channels,
which allowsfor easy yield increase ASIC design and perfectly matched critical paths for efficient
pipelining. As with many other algorithmic-based fault tolerant systems, the fault detection/
correction part of the system (the interpolation structure in our case) has to be provided with
separate fault tolerant circuitry. A suitable approach isto use the classical bit-level systolic
technique with in-line parity checking [15].

In this paper we have discussed extensions to the Modulus Replication RNS (MRRNS) technique
for computing over independent computational channels based on a polynomia decomposition of
the input data samples. Thefirst extension is formed by adding redundant channels for fault
detection and correction and we have proved that a MRRNS system composed of n+d + ¢
channelsis able to detect up to d and correct up to ¢ errors. The second extension is formed by
reducing the overall number of channels by restricting the input polynomials to be even with
symmetrical evaluation points. Combining both extensions we have provided examples that
demonstrate fault tolerant computation using fewer channels than required by the MRRNS
technique for non fault-tolerant computation. As an example we have shown that if we expect the
result to be afourth order polynomial, we need only compute over 5 channelsto obtain afault-
tolerant system which is able to detect and correct up to 2 errors. In contrast, a previously
published paper [16] required 5 channels to compute fourth order polynomial results without any
fault tolerant capabilities.
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