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Abstra
t PRACTICAL ACTIVE PACKETSJonathan T. MooreSupervisor: S
ott M. NettlesA
tive networking adds programmability to the network infrastru
ture to promote ser-vi
e introdu
tion. One approa
h involves a
tive pa
kets that 
arry programs rather thanstandard passive headers. To date, no one has proposed an a
tive pa
ket system that istruly pra
ti
al: providing added 
exibility over passive pa
ket s
hemes without sa
ri�
ingeither safety or eÆ
ien
y. In this work, we propose a new system, SNAP (Safe and NimbleA
tive Pa
kets), that strikes a useful balan
e.First, SNAP is safe. We use a 
ombination of language design (limited expressiveness)and safe interpretation te
hniques that allow us to show that SNAP exhibits robustness(resistan
e to mali
ious or buggy 
ode), isolation (non-interferen
e with other pa
kets), andresour
e predi
tability. In parti
ular, we prove that ea
h exe
ution of a pa
ket program
onsumes at most an amount of CPU and memory resour
es that are linearly proportionalto the program's length; we also show the total number of pa
ket exe
utions that 
an be
aused by a pa
ket or its des
endents is bounded.Se
ond, SNAP is eÆ
ient. We designed the SNAP pa
ket format to minimize memoryoverhead: most pa
kets 
an be exe
uted in-pla
e in kernel network bu�ers. We showexperimentally that SNAP laten
y and bandwidth mi
roben
hmarks perform within a fewper
ent of their IP-family 
ounterparts in software routers 
onne
ted by 100 Mb/s Ethernetlinks. SNAP in
urs extremely low overhead: IP-like fun
tionality is available at IP-likeperforman
e. vii



Finally, SNAP is 
exible, despite the fa
t that we have limited its expressiveness. Webrie
y des
ribe a 
ompiler that translates PLAN (an earlier a
tive pa
ket language) intoSNAP using a 
ombination of fun
tion inlining and sending 
opies of the 
urrent pa
ket overa node's loopba
k interfa
e to emulate ba
kward bran
hes. Sin
e this loopba
k te
hnique
onsumes one unit of resour
e bound, we �nd that the resour
e bound �eld of the pa
ketis a 
onvenient knob for trading o� tight bounds on global resour
e usage for in
reased
exibility (in terms of the amount of looping available to the pa
ket). We also des
ribe twonew native SNAP appli
ations: distributed denial-of-servi
e atta
k dete
tion and a
tivevideo-on-demand.
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Chapter 1Introdu
tionThe rapid growth of the Internet has led to in
reased demand for a wide array of newappli
ations and servi
es. Some 
an be a

ommodated by establishing new end-to-endproto
ols; indeed, email (SMTP) [Pos82℄, �le transfer (FTP) [PR85℄, and the World WideWeb (HTTP) [FGM+99℄ are all su

essful examples of this approa
h.However, we are also seeing a demand for new network-layer servi
es, and the one-size-�ts-all servi
e model of IP [Pos81b℄ is proving too in
exible. New proto
ols are for
edto take ad ho
 approa
hes, either using layer-
rossing network elements to examine non-IP portions of a pa
ket (e.g., �rewalls, proxies, and web 
a
hes) or re-using \unused"portions of the IPv4 header1 (e.g., 
ore-stateless fair queueing [SSZ98℄ and pa
ket-markingtra
eba
k s
hemes [SP01, SWKA00℄).Clearly, IPv4 is not 
exible enough. Unfortunately, the standardization pro
esses ofbodies like the Internet Engineering Task For
e (IETF) move too slowly to tra
k te
h-nology advan
es. Consider that the �rst IPv6 request-for-
omments (RFC) appearedin 1995 [BM95℄, its latest RFC [DH98℄ is dated 1998, and yet it is still not widely de-ployed [Law01℄. Su
h slow standardization and adoption have prompted resear
h intoa
tive networks (AN): namely, adding programmability to the network infrastru
ture topromote the introdu
tion of new servi
es in a timely manner.One of the most aggressive approa
hes to a
tive networking is the use of a
tive pa
kets(or 
apsules [TW96℄). A
tive pa
kets 
ontain a program instead of a traditional pa
ketheader. This pa
ket program exe
utes at interior network nodes and determines the servi
ethe pa
ket will re
eive.1Typi
ally, the type-of-servi
e and fragment identi�
ation �elds.1



From the perspe
tive of a
tive pa
kets, we 
an also view the IP spe
i�
ation as a pa
ketprogramming language de�nition. Ordinary IP headers, then, are \programs" in this lan-guage (essentially, \deliver me to the given host"), and routers \interpret" these programsin the pro
ess of pa
ket forwarding. As we observed above, developers are �nding theywant to write pa
ket programs that IPv4 is unable to express. A
tive pa
ket systems seekto address this problem by repla
ing IPv4 with a more expressive programming language.While the a
tive pa
ket approa
h o�ers extreme 
exibility|
ustomizability on a per-pa
ket basis|it has to this point been re
eived with skepti
ism by the traditional network-ing 
ommunity. Current a
tive pa
ket system prototypes [WGT98, HKM+98b, NGK99,Ts
97, SJS+99, WJOP00℄ have demonstrated poor performan
e and/or inadequate safetyguarantees. These fa
ts lead naturally to the question, \Can a
tive pa
kets ever be pra
-ti
al?"In this work, we answer \yes" to this question by presenting a new, pra
ti
al a
tivepa
ket s
heme 
alled SNAP (Safe and Nimble A
tive Pa
kets). We will demonstrate thatSNAP provides strong safety guarantees, that a SNAP implementation 
an be eÆ
ient,and that SNAP is 
exible enough to deploy new and interesting network proto
ols.1.1 Pra
ti
ality FrameworkBefore we 
an say that a parti
ular a
tive pa
ket system is pra
ti
al, we must establish aframework, or set of 
riteria, for making su
h a judgment. Informally, we would 
onsider ana
tive pa
ket system to be pra
ti
al if it 
ould be reasonably deployed in some signi�
antsubset of the Internet. We 
onsider three main 
riteria in our framework:� Safety (and Se
urity): preventing outages 
aused by mali
ious or in
orre
t pa
ketprograms;� EÆ
ien
y: providing a

eptable performan
e; and� Flexibility: providing a useful range of programmable fun
tionality.Before 
onsidering ea
h of these points in detail, we �rst argue that these are theappropriate issues to 
onsider. First, if a
tive pa
kets make it possible to 
rash the network2



or otherwise 
ompromise network se
urity, it 
ertainly will not be pra
ti
al (or prudent) todeploy them in the publi
 network. Se
ond, ineÆ
ient a
tive pa
ket implementations willmake it mu
h harder for the added 
exibility to provide end-to-end appli
ation performan
ebene�ts. Finally, adding 
exibility is the whole motivation for using a
tive pa
kets at all.Thus, they must add signi�
antly to our ability to evolve and 
ustomize the network as
ontrasted to passive pa
ket systems. We may wish to limit a
tive pa
kets' 
exibility,espe
ially to help provide safety and eÆ
ien
y, but not so mu
h that they 
annot beprogrammed to do useful tasks.Clearly, the three 
riteria of safety, eÆ
ien
y, and 
exibility are ne
essary for an a
tivepa
ket system to be pra
ti
al. Are they suÆ
ient? There are 
ertainly other desirable
hara
teristi
s an a
tive pa
ket system might have, su
h as usability (How easy is it toprogram? Does it interfa
e well with existing languages su
h as Java or C?) and deploy-ability (Can it 
o-exist with lega
y IP nodes?). However, we feel that the most 
riti
alte
hni
al 
hallenges arise in balan
ing the basi
 tradeo�s between safety, eÆ
ien
y, and
exibility (we argue below that no existing system balan
es them well), so we will 
onsiderthem suÆ
ient for the purposes of the 
urrent work. We will explore these tradeo�s inmore detail after we more thoroughly de�ne ea
h of our three 
riteria and explore the
urrent state-of-the-art.1.1.1 Safety (and Se
urity)Be
ause the Internet is a shared resour
e it must be prote
ted from damage 
aused byimproper use. Prote
tion must be provided against mali
ious atta
ks as well as un-intentionally damaging behavior (e.g., a buggy pie
e of 
lient software that sends mal-formed pa
kets). Internet se
urity is already imperfe
t: for example, the infamous \pingof death" [CER96℄ resulted in 
rashes due to improper handling of oversized IP pa
kets.The advent of a
tive networks and, in parti
ular, a
tive pa
ket systems, 
ompli
ates thepi
ture. Exe
ution environments for a
tive pa
kets are likely more 
omplex than \passive"proto
ol sta
ks, making it more diÆ
ult to lo
ate bugs. Furthermore, the pa
ket programsthemselves may perform mali
ious a
tions or have bugs, even if the exe
ution environmentis 
orre
tly implemented. 3



We de�ne the safety of an a
tive pa
ket system as the degree to whi
h it prote
ts theoverall network from atta
k or misuse, whether deliberate or a

idental2. In parti
ular,in a safe system, an a
tive pa
ket should not be able to 
rash or otherwise subvert anetwork node; a
tive pa
kets should not be able to interfere with pa
kets belonging toother users without permission; and a
tive pa
kets should not be able to 
arry out denial-of-servi
e atta
ks that 
onsume so many 
omputational resour
es on a single node or somany resour
es throughout the network that some or all of the network be
omes unusableto others.From this point of view traditional passive pa
kets are fairly safe. Malformed pa
ketsare 
he
ked for and (usually) dis
arded, and well-formed pa
kets typi
ally require littlepro
essing. Indeed, the \programs" that 
an be expressed by the usual stati
 header �eldsare very simple; thus, a single pa
ket 
annot, in general, tie up an untoward amount ofresour
es while being pro
essed on a node. We 
ontend that an a
tive pa
ket systemshould provide at least the level of safety of traditional passive pa
ket systems. Failure todo so would be a very sizeable barrier to deployment in the Internet.1.1.2 EÆ
ien
yPart of the goal of a
tive networking is to address the limitations of IP's one-size-�ts-allmodel. Nonetheless, the very simpli
ity of IP's servi
e model is one of the reasons for itssu

ess. Be
ause the fun
tionality provided is minimal, IP 
an be eÆ
iently supportedover a diverse set of link layer proto
ols.It seems likely that an a
tive pa
ket system providing greater fun
tionality will bemore 
omplex than a traditional passive network-layer proto
ol; this added 
omplexitymay 
ome at the 
ost of performan
e both in terms of providing a
tual servi
e as well as inensuring safety. It is important that performan
e is not degraded so mu
h that the a
tivepa
ket system is rendered essentially useless.We de�ne the eÆ
ien
y of an a
tive pa
ket system in terms of its intrinsi
 overhead:how mu
h does it hurt performan
e (espe
ially for 
ommon tasks like simple forwarding)to support programmable pa
kets? A system's eÆ
ien
y will be an important fa
tor in2This broad de�nition of safety also en
ompasses \se
urity," so in the remainder of this work we willuse the shorter term \safety" instead of the longer \safety and se
urity."4
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Figure 1.1: Computation over bandwidth (COB) ring model [Ale98℄.determining where it is deployed. Current �rewalls already have lower eÆ
ien
y thanrouters, and 
ontrol-plane operations are infrequent and thus will more easily tolerate loweÆ
ien
y than data transport. As the eÆ
ien
y of a system in
reases, the regions of thenetwork where it may be used for in-band data transport in
rease. As shown in Figure 1.1,at the lower-speed edges of the network, more 
y
les are available per unit of bandwidthprovided and lower eÆ
ien
y systems will be pra
ti
al for data transport; as we movetowards the 
ore, higher eÆ
ien
y will be needed. In general, the eÆ
ien
y of an a
tivepa
ket system dire
tly impa
ts how many nodes in the Internet we 
ould pra
ti
ally make\a
tive." Of 
ourse, the majority of nodes in the Internet are around the outside edges, sothere is likely to be substantial impa
t even if an a
tive pa
ket system's eÆ
ien
y is notsuÆ
ient for the highest-bandwidth 
ore.
5



1.1.3 FlexibilityThe appeal of a
tive networking is in
reased 
exibility resulting from a programmablenetwork infrastru
ture. This added 
exibility should permit faster or better upgrades ofnetwork servi
es as well as enabling new, previously unsupported servi
es.We de�ne the 
exibility of an a
tive pa
ket system as the degree to whi
h new fun
-tionality is made possible by the system as 
ontrasted to passive approa
hes. Here, theIP-based Internet is a natural referen
e point, as an a
tive pa
ket system o�ering less
exibility than IP would hardly qualify as an \a
tive networking" system.Unfortunately, 
exibility is a property that is diÆ
ult to quantify. In 
ases where we
an emulate one a
tive pa
ket system with another, we 
an 
on
lude that the se
ond isat least as 
exible as the �rst, but this merely provides a relative ordering rather than anabsolute measure. As this emulation is often non-trivial, attempting it on a pair-wise basisfor all existing systems to get a 
omplete ordering in terms of 
exibility is well beyond thes
ope of this dissertation.On the other hand, existing systems have demonstrated a variety of a
tive pa
ketappli
ations. Thus we 
an use the following questions as heuristi
s for evaluating the
exibility of a
tive pa
ket system:1. Can we implement existing a
tive appli
ations using the given system?2. Can we implement new a
tive appli
ations using the given system?A system for whi
h we 
ould answer \yes" to both questions would likely have enough
exibility to be 
onsidered as a 
andidate for a pra
ti
al a
tive pa
ket system.1.2 State of the ArtIn this se
tion we examine the state of the art in existing a
tive pa
ket systems, using ourthree 
riteria of safety, eÆ
ien
y, and 
exibility as guides. We fo
us mainly on these at-tributes, mentioning the various approa
hes taken by existing proje
ts. The main proje
tswe will dis
uss are: ANTS [WGT98℄, PLAN [HKM+98b, HMA+99℄, PAN [NGK99℄, Smart6



System Safe EÆ
ient FlexibleALIEN p pANTS p pM; pPAN p pPLAN p pSafetyNet p pSmart Pa
kets pStreamCode p pTable 1.1: Summary of pra
ti
ality 
riteria for existing a
tive pa
ket systems.Pa
kets [SJS+99, SJS+00℄, ALIEN [Ale98℄, M; [Ts
97℄, SafetyNet [WJOP00℄, and Stream-Code [HEK00, EHH01℄. A brief summary of these proje
ts in terms of our three 
riteriais given in Table 1.1. For a more in-depth, proje
t-by-proje
t treatment of these systems,see Chapter 8.1.2.1 SafetyHere we 
onsider the safety (and se
urity) both of individual nodes and of the networkas a whole. Most existing systems are able to prote
t individual nodes and other users'
ows from ill-behaved a
tive pa
kets. However, there is generally less su

ess in providingglobal network prote
tion.Three issues arise when prote
ting individual nodes: nodes must not be 
rashed orsubverted (robustness), nodes must not have all of their resour
es 
onsumed (resour
e pre-di
tability), and pa
kets must not be allowed to interfere dire
tly with or observe otherpa
kets without permission (isolation). Generally speaking, three strategies are 
ombinedto provide robustness. First, type-safe languages, array-bounds 
he
king, and garbage 
ol-le
tion are used to enfor
e memory safety [WGT98, HMA+99, Ale98, WJOP00℄. Se
ond,pa
ket exe
ution that takes pla
e in a 
ontrolled environment (e.g., a virtual ma
hine)allows various kinds of a

ess 
ontrol to be enfor
ed [SJS+99, Ts
97, Ale98, WGT98,HKM+98b℄. Finally, the interfa
e made available to a
tive pa
kets is limited, thus re-stri
ting these programs from invoking fun
tionality that is unsafe [HKM+98b, SJS+99℄.Most systems provide good individual node safety using these approa
hes.7



Existing systems fail in 
ontrolling the resour
e utilization of a
tive pa
kets well. Sev-eral systems use time-to-live (TTL) 
ounters to limit pa
ket proliferation [HKM+98b,WGT98, NGK99, SJS+99℄ and wat
hdog timers and allo
ation limits to terminate pa
k-ets using too many lo
al resour
es [WGT98, SJS+99℄. In systems implemented in Java,these approa
hes sa
ri�
e safety be
ause premature termination 
an be unsafe [HCC+98℄.Furthermore, they in
ur exe
ution overhead to monitor dynami
 instru
tion 
ounts andmemory allo
ation requests.By 
ontrast, PLAN [HKM+98b℄ limits pa
ket exe
ution by restri
ting its expressive-ness so that all programs must terminate. However, bounding this termination time isproblemati
 as pa
kets may run in time exponential in their length3 without further re-stri
tions to the language. In general, we would prefer that pa
ket resour
e usage be morepredi
table, so that the network 
an de
ide how to pro
ess pa
kets most e�e
tively.If individual nodes are prote
ted from 
orruption, the network as a whole is prote
ted.Unfortunately, this is not true for resour
e utilization, sin
e a pa
ket 
an simply moveto another node and 
onsume more resour
es. Worse, many appli
ations of a
tive pa
k-ets require that they be able to split into more than one pa
ket (e.g., multi
ast), againraising the possibility of exponential global resour
e 
onsumption. For example, Stream-Code [EHH01℄, PAN [NGK99℄, and ANTS [WGT98℄ 
ontain multi
ast primitives that
ould potentially allow a single pa
ket to fan out (e.g., splitting re
ursively into twopa
kets at ea
h hop) and then 
onverge on a single vi
tim in a denial-of-servi
e atta
k.PLAN [HKM+98b, HMA+99℄ attempts to deal with this problem by using a \
onservationof hop 
ount" model where parent pa
kets must divide their time-to-live (TTL) amongtheir 
hildren. Unfortunately, none of these systems provides a 
ompletely satisfa
torysolution: we seem for
ed to 
hoose between allowing exponential fanout (bad for safety)or making it diÆ
ult for a programmer to apportion remaining resour
es among spawnedpa
kets (bad for usability).3For example, 
onsider the behavior of 
alling d() in the following program:fun a() = ()fun b() = (a(); a())fun 
() = (b(); b())fun d() = (
(); 
()) 8



1.2.2 EÆ
ien
yAll of the systems whose performan
e has been measured provide enough eÆ
ien
y tobe used for most 
ontrol-plane tasks. One thing is 
lear, however: the systems thatrequire per-pa
ket 
ryptographi
 authenti
ation for all pa
kets [Ale98, SJS+99℄ will notbe suitable for transport-plane appli
ations in any environment but those with the mostspare 
y
les 
ompared to bandwidth (namely, those around the very edge of the ring modelshown in Figure 1.1). Alexander [Ale98℄ demonstrates that it is 
riti
al to eÆ
ien
y thatauthenti
ation be optional, although making it available will fa
ilitate appli
ations whereit is needed and its 
osts are tolerable.ANTS [WGT98℄ and PLAN [HMA+99℄ are both suitable for transport in some partsof the 
y
le/bandwidth spa
e, but not for line rates 
ommon in workpla
e desktops. OnlyPAN [NGK99℄ and StreamCode [HEK00℄ 
an saturate a 100 Mb/s Ethernet from a desktopma
hine, but PAN does so by sa
ri�
ing signi�
ant safety (nodes are easily 
ompromised)and both StreamCode and PAN fail to provide global network resour
e predi
tability.Although more an aspe
t of implementation than of design, it should also be mentionedthat there are gains to be made by building better interpreters and virtual ma
hines than
urrently exist for a
tive pa
ket systems. Although other opportunities no doubt exist, twoobvious improvements are in the implementation of thread systems and garbage 
olle
tors,both of whi
h impose signi�
ant overheads in 
urrent systems [WGT98, NGK99, HMA+99,Ale98℄.1.2.3 FlexibilityThe good news is that all of the systems a
hieve signi�
ant 
exibility, espe
ially the moremature systems, su
h as ANTS [WGT98℄ and PLAN [HMA+99℄. This is demonstratedby the wide variety of appli
ations that have been built, su
h as appli
ation-driven rout-ing [HMA+99℄, transparent redire
tion of web requests to nearby 
a
hes [LG98℄, distributedon-line au
tions [LWG98℄, reliable multi
ast [LGT98℄, mobile 
ode �rewalls [HKS02℄,
ontent-sensitive multi
ast [EHH01℄, and redu
ed network management traÆ
 [SJS+00℄.It is interesting to ask whether these appli
ations really require all the 
exibility pro-vided by existing systems. Spe
i�
ally, we might still be able to implement all of these9



appli
ations in a system that was less 
exible. If so, and the redu
ed 
exibility of thesystem allowed it to provide better safety and/or eÆ
ien
y, it would potentially o

upy amore desirable point in the a
tive pa
ket design spa
e.1.3 Tradeo�sAs we have just seen, existing systems have made signi�
ant advan
es in meeting our 
ri-teria of safety, eÆ
ien
y, and 
exibility. Indeed, in the areas of node robustness [HMA+99,WGT98℄ and performan
e [NGK99, HEK00℄, some have already approa
hed the levelsa�orded by traditional passive pa
ket systems, all while providing more 
exibility. Unfor-tunately, no single system has been able to provide a

eptable levels of both safety andeÆ
ien
y.Striking a good balan
e between safety, eÆ
ien
y, and 
exibility is a diÆ
ult taskpartly be
ause they are all in tension with one another. For example, providing safety mayrequire additional run-time 
he
ks that hurt eÆ
ien
y (in fa
t, PAN [NGK99℄ expli
itlyomits safety 
onsiderations to a
hieve high eÆ
ien
y). Similarly, the more 
exible ana
tive pa
ket system, the more diÆ
ult it 
an be to ensure that it is safe (for example,permitting a pa
ket to apply arbitrary binary pat
hes to a router's 
ode is extremely
exible but diÆ
ult to make safe). Finally, it is likely to be harder to implement a more
exible (and often more 
omplex) a
tive pa
ket system eÆ
iently.One of the major 
ontributions of this work is the presentation of a new system, SNAP(Safe and Nimble A
tive Pa
kets), that �nds a \sweet spot" in this tradeo� spa
e. Seenat a high level, SNAP's implementation avoids many of the overheads of previous a
tivepa
ket systems, restri
ts the language to provide resour
e predi
tability, and then providesa tunable \knob" to trade o� between tight global guarantees and overall 
exibility.1.4 Goals and Approa
hIn the present work, we show that pra
ti
al a
tive pa
ket systems 
an be built by demon-strating that SNAP a
hieves a

eptable levels of safety, eÆ
ien
y, and 
exibility. Ourspe
i�
 goals for SNAP are: 10



� Safety. SNAP pa
kets should not be able to subvert or 
rash a node (robustness);SNAP pa
kets should not be able to dire
tly interfere with other pa
kets withoutpermission (isolation); and SNAP pa
kets' resour
e usage should be predi
table, bothfor individual pa
ket exe
utions as well as globally a
ross multiple nodes (resour
epredi
tability).� EÆ
ien
y. Although 
omplex pa
ket programs will likely be more expensive to ex-e
ute than passive pa
ket headers, it is important that the infrastru
ture needed topermit more 
exibility should not add signi�
ant overhead. Spe
i�
ally, IP-like fun
-tionality should be available at IP-like performan
e. We fo
us on the very 
ommonsetting of software routers 
onne
ted by 100 Mb/s Ethernet links.� Flexibility. It should be possible to express a wide range of useful and interestinga
tive appli
ations with SNAP. In parti
ular, SNAP should o�er signi�
antly more
exibility than traditional passive pa
ket s
hemes.1.4.1 SNAP overviewA key 
ontribution of this work is our model of a
tive pa
ket exe
ution, whi
h is des
ribedmore fully in Chapter 2. Programs are 
arried in pa
kets and are used to 
onne
t and
ontrol node-resident fun
tionality, mu
h as a Unix shell s
ript 
an be used to 
onne
t and
ontrol more basi
 utility programs like grep and sort. For safety and se
urity reasons,though, pa
kets do not have unlimited abilities; in parti
ular, we want to ensure thatpa
kets 
annot subvert a node. Most importantly, we require resour
e predi
tability: ea
hexe
ution of a pa
ket program is guaranteed to 
onsume amounts of CPU and memoryresour
es that are linearly proportional to the program's length. Furthermore, a resour
ebound �eld in the pa
ket limits the total number of pa
ket exe
utions that 
an be 
ausedby a pa
ket or its des
endents.Our implementation of this model is the SNAP programming language, whi
h we intro-du
e in Chapter 2. SNAP is a low-level, domain-spe
i�
 language that has been designedwith the above pra
ti
ality goals spe
i�
ally in mind. SNAP is a \se
ond generation"
11



a
tive pa
ket system: we have built upon the su

esses of previous systems (primarilyPLAN/PLANet [HKM+98b, HMA+99℄) while addressing their short
omings.SNAP programs exe
ute on a sta
k-based byte
ode virtual ma
hine (VM). The prim-itives of the language allow a pa
ket program to obtain information about itself and itsenvironment, perform simple 
omputations, make de
isions, and send new pa
kets. Oneimportant restri
tion in SNAP is that all bran
h instru
tions must go forward; this restri
-tion is essential for meeting our model's linear resour
e usage requirements for lo
al pa
ketexe
utions. Another important 
hara
teristi
 of a SNAP pa
ket is its resour
e bound (RB)�eld. This �eld is de
remented for ea
h network hop, like IPv4's time-to-live (TTL) �eld.Furthermore, we have a 
onservation of resour
e bound property, where a pa
ket mustdonate some of its own RB to any 
hild pa
kets it sends out.1.4.2 DemonstrationThe main part of this dissertation is a demonstration that SNAP meets our design goals ofsafety, eÆ
ien
y, and 
exibility. We treat ea
h of the 
riteria separately, and use a di�erentapproa
h for ea
h one.Safety. A pra
ti
al a
tive pa
ket system must have three main safety 
hara
teristi
s:1. Robustness: node integrity must be prote
ted from mali
ious or buggy a
tive pa
ketprograms.2. Isolation: a
tive pa
kets should not be able to dire
tly a�e
t other pa
kets withoutpermission.3. Resour
e Safety: a
tive pa
kets must use a predi
table amount of resour
es, bothlo
ally on a per-exe
ution basis and globally on a per-pa
ket-lifetime basis.These are all implied by our model of a
tive pa
ket exe
ution, so our demonstration inChapter 3 will be an argument that SNAP �ts the model. We take the approa
h of languagerestri
tion (as in PLAN [HKM+98b℄): we have intentionally limited the expressiveness ofthe SNAP language, mainly with our 
hoi
es of language primitives and with our \forward12



bran
h only" restri
tion. In fa
t, the bran
h restri
tion was added expressly to supportresour
e predi
tability.We argue that SNAP a
hieves robustness and isolation simply be
ause there are noprimitives available for dire
tly a�e
ting a node or other pa
kets, and a safe interpreter 
anensure that a
tive pa
kets \play by the rules." These te
hniques are already well knownand in use by previous a
tive pa
ket systems.The most novel part of our model, however, is the notion of resour
e predi
tability.We prove that SNAP satis�es this property; namely, that a given lo
al exe
ution of aSNAP program will have exe
ution time and memory usage in linear proportion to itslength and that the number of lo
al exe
utions that 
an be 
aused by a pa
ket or any ofits des
endents 
an be stri
tly bounded. This global predi
tability means that a router
an use a pa
ket's resour
e bound �eld as a \knob," setting it lower or higher to trade o�between having a tight bound on the pa
ket's resour
e usage or allowing the pa
ket more
exibility.The predi
tability proofs are not diÆ
ult; in fa
t, the forward bran
h restri
tion wasadded to SNAP spe
i�
ally to simplify this proof. A sket
h of the lo
al predi
tabilityproof is as follows: generally speaking, ea
h SNAP instru
tion 
an be exe
uted in 
onstantspa
e and time. The forward bran
h restri
tion guarantees that ea
h instru
tion in a givenSNAP program is exe
uted at most on
e. Therefore, a lo
al exe
ution's resour
e usageis linear in the number of SNAP instru
tions. The global predi
tability proof followsstraightforwardly from our 
onservation of resour
e bound property: the original pa
ket'sRB must be subdivided among all of its 
hildren, and sin
e 1 RB is 
onsumed per networkhop, the number of lo
al exe
utions that 
an be 
aused is stri
tly bounded by the originalpa
ket's RB �eld.We then develop a more general model of SNAP resour
e usage that provides a wayto a

ount for the resour
e usage of a
tive pa
ket 
onstru
ts, in
luding ones that arenot 
urrently a part of the SNAP language. This model will allow us to understand theimpa
t of non-
onstant time or spa
e instru
tions and node-resident servi
es su
h as thosein use by existing a
tive pa
ket systems. The general idea is to 
onsider the resour
esthat would be used by the new servi
e, and 
ontrast it with the resour
e usage of a13



\normal" SNAP pa
ket. This information will allow us to appropriately 
harge for thenew servi
e by adjusting a pa
ket's resour
e bound �eld to maintain our global networkresour
e guarantees.EÆ
ien
y. Our goal for eÆ
ien
y is that a pra
ti
al a
tive pa
ket system will impose aminimal overhead for traditional, passive-pa
ket-style fun
tionality. We demonstrate thatSNAP 
an be eÆ
iently implemented, thereby a
hieving this goal.We have implemented a SNAP virtual ma
hine (VM) that uses byte
ode-style wireformats and exe
ution, permitting small spa
e and time overheads. In parti
ular, we havedesigned our wire format to allow a pa
ket program to be exe
uted in-pla
e in a pa
ketbu�er, thereby avoiding potentially expensive marshalling, unmarshalling, or 
opying. Wehave also optimized for 
ertain important 
ommon 
ases (like basi
 pa
ket forwarding).Finally, where possible, we have opted for small, dynami
 
osts rather than large, stati

osts (e.g., software fault isolation rather than stati
 type 
he
king), sin
e an ephemerala
tive pa
ket may not even exe
ute all of its 
ode on a given node.We demonstrate the eÆ
ien
y of this implementation experimentally in Chapter 5.Spe
i�
ally, we 
ompare an in-kernel SNAP VM to the standard Linux IP proto
ol familyimplementation. We �nd that SNAP imposes low overhead for basi
 passive pa
ket servi
e:SNAP programs for ping and datagram delivery 
an a
hieve laten
y and throughput per-forman
e that is quite 
lose to their IP-family equivalents (ICMP ECHO-REPLY [Pos81a℄and UDP [Pos80℄) in settings where software routers are pra
ti
al.Flexibility. A pra
ti
al a
tive pa
ket system should be able to express a useful range ofa
tive appli
ations. In Chapter 6, we show that SNAP meets this 
riterion in two mainways: �rst, we demonstrate that SNAP a
hieves similar 
exibility to existing a
tive pa
ketsystems. Se
ond, we demonstrate new a
tive appli
ations implemented in SNAP.To demonstrate the �rst point, we des
ribe a PLAN-to-SNAP 
ompiler. The exis-ten
e of this 
ompiler means that SNAP 
an express the same algorithms that 
an beprogrammed in PLAN. As PLAN has been used to implement some nontrivial a
tive ap-pli
ations (namely, PLANet, an entirely a
tive internetwork) and is generally 
onsideredone of the more 
exible existing systems, this argues strongly for SNAP's 
exibility.14



We then des
ribe new appli
ations that are made possible by SNAP's 
exibility. Spe
if-i
ally, we use SNAP pa
kets' ability to dire
t themselves to implement a lightweight mobile-agent-style network management appli
ation. Se
ondly, we use the ability to performappli
ation-spe
i�
 
omputation inside the network to a
hieve improved end-to-end appli-
ation performan
e.These two appli
ations are:1. Distributed Denial-of-Servi
e (DDoS) Dete
tion: A
tive pa
kets are used to querythe load on an autonomous domain's (AD) ingress routers to dete
t a possible denial-of-servi
e atta
k. Be
ause SNAP pa
kets 
an a
t as lightweight mobile agents, we 
anredu
e overall network management traÆ
 by distributing 
omputation and avoidinghaving to query all nodes in some 
ases.2. A
tive Video-on-demand: In the A
tive Video (AVid) appli
ation, real-time stream-ing video data is 
arried by a
tive pa
kets to multiple re
eivers. SNAP permitstwo main advantages here: �rst, a dynami
 multi
ast framework that interoperateswith lega
y IP nodes (even ones not supporting IGMP [Fen97℄), and se
ond, the useof appli
ation-spe
i�
 knowledge at 
ongestion points to a
hieve better end-to-endappli
ation performan
e.These appli
ations explore SNAP's 
exibility in both data-plane (AVid) and 
ontrol-plane (DDoS Dete
tion) roles. In parti
ular, they stress-test SNAP in the areas where its
exibility has been limited (namely, the forward-bran
h restri
tion makes looping diÆ
ult).Furthermore, sin
e these appli
ation areas are of general interest, we expe
t the algorithmspresented here to have an impa
t beyond just the a
tive networking 
ommunity.The dissertation 
on
ludes with a dis
ussion of future dire
tions in a
tive pa
ket re-sear
h, an in-depth, proje
t-by-proje
t assessment of related work in terms of our pra
-ti
ality framework, and a summary of our resear
h 
ontributions. Finally, we in
lude anappendix 
ontaining a SNAP instru
tion set referen
e.
15



Chapter 2Safe and Nimble A
tive Pa
ketsWe develop a model of exe
ution that allows a
tive pa
kets to serve as \network shells
ripts": pa
ket programs perform simple 
omputations to 
ontrol more powerful node-resident servi
es. This two-level ar
hite
ture of pa
kets and servi
es appears in most ex-isting a
tive pa
ket systems, notably PLANet [HMA+99℄.Sin
e safety is one of our primary 
on
erns, our model also requires pa
kets' abilities tobe somewhat limited so that they 
annot subvert a node. We have two main requirements:�rst, we must be able to 
ontrol what node-resident fun
tionality is a

essible, and se
ond,pa
ket program exe
utions must use a predi
table amount of resour
es. Our intuition isthat these restri
tions are a

eptable: most a
tive pa
ket programs will be simple and small(as they must �t in a single pa
ket, after all). Later, in Chapter 6, we will demonstratethat useful pa
ket programs 
an still be written in this restri
ted model.Still, this is a very abstra
t model of a
tive pa
ket exe
ution. Indeed, although we havea parti
ular implementation of this model (SNAP), one 
ould imagine other a
tive pa
ketsystems that 
ould satisfy this model as well (e.g., ensuring safety by di�erent means).Further work 
ould be based on the model itself (in parti
ular, based on its resour
epredi
tability) without ne
essarily being tied to SNAP. For example, traÆ
 engineeringe�orts based on the predi
tability of pa
kets' resour
e usage would be orthogonal to howthe resour
e properties were guaranteed.It is important to realize that uni
ast IPv4 pa
kets satisfy this model as well. As wementioned in Chapter 1, IPv4 headers 
an be viewed as programs in a very restri
tedprogramming language. Given that we would like to repla
e passive pa
ket headers with16



programs in a di�erent (and hopefully more 
exible) programming language, it is usefulto have a model that en
ompasses both a
tive and passive pa
ket approa
hes.2.1 Implementing the ModelSNAP (Safe and Nimble A
tive Pa
kets) is a low-level, domain-spe
i�
 language that hasbeen designed to satisfy the above model. SNAP provides basi
 
ontrol-
ow operations,simple 
omputations (e.g., arithmeti
), and fa
ilities for invoking node-resident servi
es.Re
all that our model requires us to restri
t the fun
tionality available to pa
ketsfor robustness (and general se
urity). A 
ommon te
hnique in other a
tive pa
ket sys-tems [SJS+00, HKS02℄ is to have a set of \default abilities" that are available to everypa
ket but permit a pa
ket to present 
ryptographi
 
redentials to gain a

ess to expandedfun
tionality. With SNAP, we follow the approa
h developed in PLAN [HKM+98b℄: weintentionally restri
t the language so that we 
an guarantee that all programs are safe, andleave authenti
ation optional for those servi
es that require it.With SNAP, our language primitives have been 
hosen so that a pa
ket 
an 
ontrolwhat happens to itself, but not mu
h else. A 
arefully 
onstru
ted exe
ution environment,or \safe interpreter," 
an guarantee that a pa
ket program is restri
ted to our de�nedprimitives and 
annot subvert the system by going \out-of-bounds" (e.g., with a bu�eroverrun).The se
ond part of our model requires that the amount resour
es an a
tive pa
ket 
anuse must be predi
table from both lo
al and global viewpoints. It is possible (and simple)to guarantee per-exe
ution linear CPU and memory usage via the use of wat
hdog timersand memory allo
ation limits (as many previous a
tive pa
ket systems have done). By
ontrast, we have used the approa
h of language restri
tion, as we will des
ribe below.This has two main advantages: �rst, it relieves the implementation from the overhead of
onstantly 
he
king instru
tion 
ounts and memory allo
ations against their limits, andse
ond, programmers know that if they 
an express their programs in SNAP that they willrun to 
ompletion (assuming no errors o

ur).
17



Instru
tion 
lass Examplesnetwork 
ontrol forw, forwto, send, demux
ow 
ontrol bne, beq, ji, pajsta
k manipulation pint, pop, pullenvironment query getsr
, getrb, here, isheresimple 
omputation add, addi, xor, eqtuple manipulation mktup, nthservi
e a

ess 
allsTable 2.1: SNAP instru
tion 
lassesThe resour
e predi
tability guarantees we provide for SNAP programs 
an be derivedfrom three main properties of the language. First, we require that all SNAP instru
tionsexe
ute in 
onstant time and spa
e, with a few ex
eptions that we shall mention below.Se
ondly, we require that all bran
hes go forward. Taken together, these requirementsguarantee that one lo
al exe
ution of a SNAP program will have linear CPU and memoryusage.Finally, to ensure global predi
tability, ea
h pa
ket 
arries with it a resour
e bound(RB), as in PLAN [HKM+98b℄. This resour
e bound works very similarly to the IPv4time-to-live (TTL) �eld; ea
h node de
rements it on re
eiving a pa
ket, and a pa
ket isdropped when it depletes its resour
e bound. In addition, pa
kets are required to givesome of their remaining resour
e bound to any 
hild pa
kets they spawn (
onservation ofresour
e bound), thus limiting the e�e
ts of exponential pa
ket fanout1.2.2 The SNAP LanguageA SNAP program 
onsists of a sequen
e of byte
ode instru
tions, a sta
k, and a heap.The datatypes supported are integers, 
oating point numbers, addresses, ex
eptions, bytearrays, and tuples of the pre
eding types. Ea
h SNAP instru
tion 
onsists of an op
odeand, optionally, an immediate argument. SNAP instru
tions fall into seven 
lasses, listed inTable 2.1; a full list of instru
tions and their informal semanti
s is presented in Appendix A.1For example, a pa
ket with initial resour
e bound R that \forks" at ea
h hop and sends two 
opies ofitself must divide its resour
e bound between them. This means that the last generation of pa
kets 
anonly have gotten at most a distan
e of log2 R hops from the original node.18



forw ; move on if not at destbne 5 ; jump 5 instrs if nonzero on toppint 1 ; 1 means \on return trip"getsr
 ; get sour
e �eldforwto ; send return pa
ketpop ; pop the 1 for lo
al pingdemux ; deliver payloadFigure 2.1: SNAP 
ode for ping.2.3 Example: PingWe illustrate SNAP's basi
 features 
on
retely by using a version of ping 
oded in SNAP,shown in Figure 2.1. Although it only 
ontains seven instru
tions, ping nonetheless pro-vides a good example of the fun
tionality available to SNAP programs.Let us assume that we have two neighboring nodes, A and B, and that we want to pingB from A. In this 
ase, we 
reate a pa
ket 
ontaining the ping 
ode and an initial sta
kof [0 :: port :: payload℄. The 0 on top of the sta
k indi
ates the pa
ket is moving fromsour
e to destination, port is a port number 
orresponding to the ping appli
ation on thesending node, and payload is a byte array 
arried along with the pa
ket.The pa
ket is inje
ted into the network at A and exe
utes there �rst. The �rst byte
odeexe
uted is forw (\forward"), whi
h 
ompares the pa
ket's destination header �eld to the
urrent host's address. If they do not mat
h, a 
opy of the pa
ket is forwarded towardsthe destination, and the 
urrently running pa
ket terminates; this is what happens on Ainitially. When the pa
ket rea
hes its destination, forw simply drops through to the nextinstru
tion; this is what happens when the pa
ket rea
hes B.Forw is a spe
ial 
ase of a more general \network 
ontrol" instru
tion, send, used tospawn new pa
kets. Send(s; n; r; d) 
reates a new pa
ket with a 
opy of the 
urrent 
ode,a sta
k 
onsisting of the top s 
urrent sta
k values, an entry point n (the index of the�rst instru
tion to exe
ute), r resour
e bound, and a destination �eld set to d. Exe
utingsend results in r resour
e bound being used by the 
hild pa
ket and thus dedu
ted fromthe pa
ket that exe
utes the send. Unlike forw, however, send does not terminate the19




urrent pa
ket's exe
ution. Thus forw is just shorthand for a test to see if the pa
kethas rea
hed its destination, and if not, terminating after performing a send that keepsthe same destination and entry point as the 
urrent pa
ket while taking the whole 
urrentsta
k and all of the 
urrent pa
ket's resour
e bound.Re
all earlier that we 
laimed that ea
h SNAP instru
tion exe
utes in 
onstant time.However, the network 
ontrol operations operate in time linearly proportional to thepa
ket's length (as the entire pa
ket must be 
opied out over the network interfa
e). Weaddress this problem by limiting the number of network 
ontrol operations to a 
onstantnumber per pa
ket (
urrently, the number of network interfa
es of the 
urrent node), thusamortizing their 
osts a
ross the rest of the instru
tions.OnB, the next byte
ode exe
uted is bne (\bran
h if not equal to zero"). Bne 
onsumesthe top sta
k value as an argument, and if it is nonzero takes the bran
h by adding theimmediate argument to the program 
ounter. In our example, the 0 on top of the sta
k ispopped, and, sin
e the test fails, the bran
h falls through to the next instru
tion.In addition to bne, we provide a variety of bran
h types, in
luding 
onditional bran
hes(beq, bne), un
onditional bran
hes (ji, \jump immediate"), and bran
hes whose targetsare 
arried on the sta
k (paj, \pop and jump"). All bran
hes must \go forward" (o�setsmust be positive), implying that standard loops and fun
tion 
alls 
annot be straightfor-wardly en
oded. Despite this seemingly harsh restri
tion, we will see in Se
tion 6 not onlythat 
ertain programming te
hniques still allow limited looping but also that a large 
lassof useful programs do not require ba
kward bran
hes.The next byte
ode exe
uted is pint (\push integer"), whi
h pushes a 1 onto the sta
k,signifying that the pa
ket is now on the return trip. (Now the sta
k is [1 :: port :: payload℄.)SNAP supports the usual sta
k manipulation operations: push variants for the other valuetypes, pop, pull (
opy a value from within the sta
k), et
.Next, getsr
 pushes a 
opy of the sour
e address onto the sta
k. In general, SNAPprovides several \environment query" instru
tions, whi
h allow a pa
ket to read the 
on-tents of its header �elds (e.g., getrb for the remaining resour
e bound, getep for the
urrent entry point) or to query the node itself for information (e.g., here, whi
h pushesthe 
urrent node's address on the sta
k). 20



Next, forwto 
auses the pa
ket to be sent ba
k towards A. Forwto is like forw,but it reads a destination argument from the sta
k (in our 
ase, the address A pushed bygetsr
). Thus the return pa
ket is sent with a destination �eld set to the original sour
eaddress, 
arrying a sta
k of [1 :: port :: payload℄.When the pa
ket arrives at A, exe
ution again begins at the forw, whi
h falls through,sin
e the return pa
ket's destination address is A. The bne 
onsumes the 1 on top ofthe sta
k, takes the bran
h and jumps 5 instru
tions to the demux instru
tion. Demuxtakes two arguments from the sta
k: a port number and a value to deliver to the port.By design, this is exa
tly what remains on the sta
k: [port :: payload℄. Like the pa
ketsending operations, data delivery with demux is not 
onstant-time. Therefore, we limit apa
ket to at most one data delivery operation.Finally, the pop is only exe
uted when the destination and sour
e are the same host.In that 
ase, when the pa
ket is logi
ally \at the destination," the forwto will fall through,so before demuxing we must pop the 1 we just pushed.2.4 Other Instru
tionsThe instru
tion 
lasses from Table 2.1 not appearing in the ping program are \simple
omputation," \heap manipulation," and \servi
e a

ess." The simple 
omputation in-stru
tions, su
h as add or sub, pop one or more arguments from the sta
k, perform a
omputation (optionally with an immediate argument) and push the result. We providestandard integer and 
oating point arithmeti
 operators and relational operators. Anotherimportant simple 
omputation instru
tion is isx (\is ex
eption?"). In SNAP, when an ex-
eption o

urs, a spe
ial ex
eption value is pla
ed on top of the sta
k; a program 
an then
he
k for ex
eptions using isx, whi
h indi
ates whether the top sta
k value is an ex
eptionvalue or not.The heap manipulation instru
tions allow the program to allo
ate length-n tuples onthe heap (by mktup n) as well as to sele
t the ith �eld from existing tuples (nth i).We require that ea
h mktup n instru
tion be followed by n� 1 non-mktup instru
tions
21



(using no-ops as needed). This allows us to amortize the n allo
ated small values over ninstru
tions.Finally, the instru
tion 
alls s allows a pa
ket to invoke a servi
e named by the string s.Servi
es are node-resident, general-purpose routines that augment the limited fun
tionalityof the pa
kets. In some sense, servi
es provide an \es
ape hat
h" out of the expressivenessrestri
tions imposed by the SNAP language (and hen
e we will treat them spe
ially withrespe
t to safety). For example, we might have a servi
e that allows pa
kets to store soft-state on the routers they traverse. Servi
es di�er from normal instru
tion implementations,in that the servi
e namespa
e is extensible, meaning that we 
an (in theory) upload newservi
e routines at runtime to add new fun
tionality. This is the same model of servi
essupported in PLAN [HKM+98b℄.
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Chapter 3SafetyThe �rst step of our demonstration of SNAP's pra
ti
ality will be showing that it is safe.In the introdu
tion, we set the following design goal:� Safety. SNAP pa
kets should not be able to subvert or 
rash a node (robustness);SNAP pa
kets should not be able to dire
tly interfere with other pa
kets withoutpermission (isolation); and SNAP pa
kets' resour
e usage should be predi
table, bothfor individual pa
ket exe
utions as well as globally a
ross multiple nodes (resour
epredi
tability).As we mentioned in the previous 
hapter, our general approa
h is one of language re-stri
tion: the SNAP language has been spe
i�
ally designed to a
hieve all of the abovegoals.3.1 Robustness and IsolationTo ensure that SNAP pa
kets 
annot dire
tly interfere either with a node or with otherpa
kets, the SNAP instru
tion set only gives a SNAP program the ability to a�e
t itself;there are simply no operations that a
t dire
tly on the node or other pa
kets. Provingrobustness to 
rash or subversion simply involves ensuring that the SNAP virtual ma
hine(VM) enfor
es the semanti
s a

urately (e.g., by making sure that heap a

esses a
tuallyfall within the pa
ket's heap or that a bran
h target is a
tually within the 
ode segmentof a pa
ket).This sort of sandboxing safety is already found in systems like ANTS [WGT98℄ andPLAN [HKM+98b℄. ANTS and PLAN, however, a
hieve this by ensuring type safety,23



whi
h is a stronger form of safety than we provide. In SNAP, we take an approa
h similarto software fault isolation [WLAG93℄: a SNAP program may 
ontain type errors, but ourVM restri
ts the e�e
ts of those errors to the pa
ket itself. In this way, we greatly simplifysafety enfor
ement. The main properties with whi
h we are 
on
erned are 
ontrol safety,sta
k safety, and heap safety.Control safety ensures that we only exe
ute a
tual SNAP instru
tions (as opposed tointerpreting sta
k data as instru
tions, for example). In our implementation we maintainthe invariant that the program 
ounter always points to a valid SNAP instru
tion. Inpra
ti
e this is easily maintained; ea
h SNAP instru
tion is a �xed size (as we will seein the next 
hapter) and we only 
hange the program 
ounter by multiples of this size.For most instru
tions, the program 
ounter simply advan
es to the next instru
tion; forbran
hes, the program 
ounter moves forward by one or more instru
tions (we 
he
k thatthe bran
h o�set is positive). The last remaining 
he
k is then that the new program
ounter falls within the 
ode segment of the pa
ket1.Sta
k safety ensures that the program's sta
k is manipulated in a safe and 
onsistentway. Instru
tions that a

ess items in the sta
k �rst exe
ute a test that the sta
k 
ontainsthe ne
essary number of items (so that, for example, it is not possible to pop an emptysta
k). Finally, whenever an instru
tion 
auses the sta
k to grow, we ensure that there isenough spa
e for the new sta
k items. Both of the above tests are simpli�ed by the fa
tthat all sta
k items are of �xed size.Lastly, heap safety governs both heap allo
ation and heap a

ess. In the �rst 
ase, we
he
k that there is enough room in the heap for the new allo
ation, and in the se
ond 
asewe must ensure that a heap a

ess a
tually 
orresponds to a lo
ation within the heap. Ourimplementation 
an perform these tests simply, be
ause heap \pointers" are representedas o�sets into the heap, so a validity test merely involves ensuring that the o�set is smallerthan the 
urrent heap size.We terminate a pa
ket that attempts an instru
tion that violates one of these notionsof safety. Note, however, that we are not 
on
erned with type errors; for example, aninstru
tion that expe
ts a heap pointer as a sta
k argument (su
h as nth) will merely1A program 
ounter just beyond the 
ode segment is interpreted as an impli
it exit.24



interpret the top sta
k value as a heap pointer and do the ne
essary bounds 
he
ks, evenif it is really an integer, ex
eption, or 
oating point value. Similarly, we do not 
arewhether a heap o�set points to the head of a heap obje
t; we just ensure that it pointssomewhere in the heap. Although either of these sorts of type errors probably indi
ates aprogramming error, the virtual ma
hine nonetheless ensures that the program still staysin its \sandbox."Finally, we should stress that our de�nition of isolation means that pa
kets 
annotdire
tly a�e
t one another without permission. Indire
t e�e
ts su
h as intera
tions thato

ur via servi
es or 
ompetition for lo
al resour
es are outside our s
ope, although we do
onsider them in Se
tion 3.3 below.3.2 Resour
e Predi
tabilityIn this se
tion, we prove three theorems that show that all SNAP programs satisfy theresour
e predi
tability properties required by our model of exe
ution from the previous
hapter. Resour
e predi
tability has heavily in
uen
ed SNAP's design|we sele
ted itsfeatures (forward bran
hes only, 
onstant time and spa
e instru
tions, and 
onservation ofresour
e bound) to make these proofs trivial.The general proof sket
hes are as follows: due to the forward bran
h restri
tion, ea
hSNAP instru
tion is exe
uted at most on
e per lo
al pa
ket exe
ution. Then, sin
e ea
hSNAP instru
tion runs in amortized 
onstant time and spa
e, we get our per-exe
utionlinear bounds on CPU and memory usage. We a
hieve our global predi
tability via SNAP's
onservation of resour
e bound prin
iple.As we mentioned in the previous 
hapter, the servi
es available via 
alls are node-resident, and we expe
t that they will be written in more general-purpose programminglanguages than SNAP. Therefore, we will 
onsider servi
e resour
e predi
tability separatelyin Chapter 4 and will omit 
alls from our dis
ussions here. This de
ision is in keepingwith our two-level model of a
tive pa
ket exe
ution, whi
h separates node-level servi
eprimitives from ephemeral a
tive pa
ket 
ode.
25



Although we provide more detailed 
al
ulations for 
ompleteness, there are no surpriseswith respe
t to the above sket
hes. Those readers not parti
ularly interested in the details(e.g., the bookkeeping for amortization) are advised simply to read the statements of thetheorems and then skip ahead to Se
tion 3.3, where we dis
uss the impli
ations of resour
epredi
tability.Lemma 3.1 (One-shot Instru
tions). For a given SNAP program, ea
h instru
tion inthe program will be exe
uted at most on
e per pa
ket exe
ution.Proof. All non-bran
h SNAP instru
tions fall through to the next instru
tion, and allbran
h instru
tions are 
onstrained to go forward. Therefore, the program 
ounter isalways making forward progress, so no instru
tion 
an exe
ute more than on
e.Theorem 3.1 (Per-exe
ution CPU Safety). One exe
ution of a SNAP program on agiven node will require time that is at most linearly proportional to the pa
ket's length.Proof. With the ex
eption of the network 
ontrol instru
tions forw, forwto, send, hop,demux, and demuxi and the heap allo
ation instru
tion mktup, all SNAP instru
tionsexe
ute in 
onstant time. Let ti be the maximum exe
ution time of any of the 
onstant-time instru
tions.Let demux(x) denote the time required to deliver x bytes of data to an appli
ation.Now, pra
ti
ally speaking, demux(x) 2 O(x), as the x bytes must typi
ally be 
opied fromkernel to user spa
e. So then demux(x) � dx + d0 for some 
onstants d and d0. By theSNAP language de�nition, a program may exe
ute at most one demux or demuxi.Let send(x) denote the time required to send a pa
ket of size x. Again, pra
ti
allyspeaking, send(x) 2 O(x), as the x bytes must be 
opied out over the network interfa
e.So then send(x) � sx+ s0 for some 
onstants s and s0. Also, re
all from Chapter 2 that aSNAP program may exe
ute only a 
onstant number of pa
ket sends equal to the numberof network interfa
es on the node; 
all this 
onstant 
.Let allo
(i) denote the time required to allo
ate an i-tuple in the heap (mktup i).Note that allo
(i) 2 O(i), as i sta
k values must be 
opied into the newly-allo
ated heaptuple. So allo
(i) � ai+a0 for some 
onstants a and a0. However, sin
emktup i must befollowed by i� 1 non-mktup instru
tions, this 
ost 
an be amortized a
ross the following26



instru
tions, su
h that we 
an assign every instru
tion a (
onservative) upper bound onheap-allo
ation time of a+ a0.Now, Lemma 3.1 says that ea
h instru
tion 
an exe
ute at most on
e. Suppose wehave a pa
ket with n instru
tions and p bytes of payload (both sta
k and heap together).All SNAP instru
tions are a �xed size, 
all it mi. Of the n instru
tions, suppose that i ofthem are demux or demuxi (0 � i � 1) and j of them are forw, forwto, send, or hop(0 � j � 
). Then, the exe
ution time of this pa
ket is bounded above by:(normal instru
tions) + demux+ send+mktup= (n� i� j)ti + i(dp+ d0) + j[s(n+ p) + s0℄ + n(a+ a0)= n(ti + js+ a+ a0) + p(id+ js)� iti � jti + id0 + js0� n(ti + id+ js+ a+ a0) + p(ti + id+ js+ a+ a0)� iti � jti + id0 + js0= (ti + id+ js+ a+ a0)(n+ p)� ti(i+ j) + id0 + js0� (ti + id+ js+ a)(nmi + p)� ti(i+ j) + d0 + 
s02 O(nmi + p):So therefore, the exe
ution time of the pa
ket is linearly bounded in its length (the size ofthe pa
ket being nmi + p bytes).Theorem 3.2 (Memory Safety). One exe
ution of a SNAP program on a given nodewill require memory that is at most linearly proportional to the pa
ket's length.Proof. First, we begin by noting that ex
ept formktup, every SNAP instru
tion in
reasesthe sta
k size by at most one value (although in some 
ases, the sta
k size remains 
onstantor de
reases). Let the size of a sta
k value be ms bytes.Now, the instru
tionmktup i allo
ates some �xed amount of memory h 
orrespondingto an obje
t header in the heap, plus ims bytes for the new tuple. However, it also 
onsumesi sta
k values, so the size of the sta
k is de
reased by ims bytes. Thus, mktup e�e
tivelyallo
ates h bytes in the pa
ket.Again, Lemma 3.1 says that ea
h instru
tion exe
utes at most on
e. Suppose we havea pa
ket with n instru
tions and p bytes of payload. Of these instru
tions, suppose that27



k of them are mktup. Let the size of an instru
tion be mi bytes. Then, the amount ofmemory the program 
an allo
ate on the sta
k or heap is bounded above by:(n� k)ms + kh = nms + k(h�ms):Sin
e a node must also keep the pa
ket itself in memory, the overall memory usage for thelifetime of the pa
ket is bounded above by:nms + k(h�ms) + nmi + p� nms + nh+ nmi + p= (nmi + p) + n(ms + h)� (nmi + p) + nmi(ms + h) + p(ms + h)= (ms + h+ 1)(nmi + p)2 O(nmi + p):So, the memory usage of the pa
ket is linearly bounded in its length (the size of the pa
ketbeing nmi + p bytes).Theorem 3.3 (Global Predi
tability). The number of lo
al pa
ket exe
utions that 
anbe 
aused by a SNAP pa
ket or any of its des
endents is stri
tly bounded by the resour
ebound of the original pa
ket.Proof. This follows straightforwardly from SNAP's 
onservation of resour
e bound prop-erty. Be
ause a pa
ket exe
ution 
an only be initiated by sending a pa
ket, and ea
hnetwork hop 
onsumes 1 RB, the resour
e bound of the original pa
ket is a stri
t upperbound on the number of network hops that 
an be e�e
ted by the pa
ket or any of thedes
endents it might spawn.3.3 Broader Impli
ationsLo
al resour
e predi
tability (in parti
ular, being able to have stri
t bounds on CPUand memory usage for a single pa
ket exe
ution) has 
lear bene�ts. First, it provides28



tra
tion for pro
ess s
hedulers, parti
ularly those for real-time operating systems [RLLS98,BBDS97℄, as deadlines are easily 
al
ulated. Se
ond, it provides for very easy admission
ontrol: a simple 
al
ulation suÆ
es for a router to determine if it has enough availableresour
es to pro
ess this pa
ket. If it does not, the router may always treat it as a regularpassive pa
ket, thereby providing a \best e�ort" approa
h to a
tive pro
essing and allowingfor gra
eful degradation of servi
e, as suggested by Hj�almt�ysson and Bhatta
harjee [HB99℄.Now, the global predi
tability we have established in Theorem 3.2 is also useful. Forexample, 
onsider the 
ase of a SNAP pa
ket entering a given autonomous domain (AD).The AD's ingress routers may make a simple 
omputation to bound the amount of workthe pa
ket 
ould do if it were admitted to the network. In fa
t, resear
h of this sort [SN02℄is 
urrently underway using our model of a
tive pa
ket exe
ution for traÆ
 billing.Although this global bound is easy to 
al
ulate, it may not be parti
ularly helpful:for example, if a pa
ket arrives with a very large resour
e bound, the maximum globalresour
e usage may be above what the AD is willing to tolerate. In this 
ase, the AD 
analways trun
ate the in
oming pa
ket's RB to an a

eptable level. There is a 
lear tradeo�here, however: setting this maximum to a low level provides strong and useful assuran
es,but hampers the 
exibility of what the a
tive pa
kets 
an a

omplish (for example, broadmulti
ast trees in the style of the a
tive video-on-demand system we present later maynot be possible). On the other hand, setting this maximum high permits a wide rangeof appli
ations from the a
tive pa
kets, but does not ne
essarily provide strong resour
eguarantees. Fortunately, this \in
oming RB limit" provides a 
onvenient tuning knob forAD administrators.One hybrid approa
h would involve putting a severe limit on the in
oming RB of aSNAP pa
ket, but making \appli
ation gateways" at ingress points available. In
omingSNAP pa
kets would invoke an appli
ation-spe
i�
 servi
e on the ingress router and thenterminate. The servi
e, in turn, would laun
h a new pa
ket (or set of pa
kets) to traversethe rest of the AD. The advantage to this approa
h is that be
ause these new pa
ketsoriginate within the AD, their 
ode and its behavior is known, and they 
an be 
on�dentlyprovisioned with higher resour
e bounds.
29



It is important to note that the results in this 
hapter apply to the resour
e usage ofone pa
ket. While an important �rst step, we do not 
onsider the resour
e usage of 
owsof pa
kets. In parti
ular, we do not address multiplexing a single node's resour
es, nor dowe address the rate at whi
h users 
an inje
t multiple pa
kets. For the �rst 
ase, we haveshown that a lo
al pa
ket exe
ution is linearly proportional to its length (as is the 
asefor IPv4 pa
kets). Therefore, it seems likely that approa
hes like RCANE [Men99℄ andNemesis [BBDS97℄ that separate multiple 
ows of pa
kets 
an still be applied to SNAPpa
kets.The rate at whi
h multiple pa
kets 
an be introdu
ed by a user is an open problemin the Internet today. However, it seems that approa
hes like Di�Serv [BBC+98℄ thatperform marking and metering of 
ows 
oming into an AD would be appli
able here: aservi
e-level agreement (SLA) is negotiated between the AD and its neighbor; any pa
ketsex
eeding the rate spe
i�ed by the SLA are marked as \out of pro�le" and are treated ina best e�ort fashion|if there are spare resour
es, they are pro
essed, but if there are not,they are dropped. Billing s
hemes [SN02℄ should also be quite appli
able here, espe
iallysin
e the resour
es pa
kets 
an 
onsume are straightforwardly 
al
ulable.3.4 Re
apAt this point, we have established that SNAP meets the resour
e predi
tability 
riteriaof our pra
ti
al a
tive pa
ket model. However, we have not yet dealt with the resour
eusage of any node-resident servi
es that might be 
alled via 
alls. Furthermore, we wouldlike to understand what would happen to SNAP's resour
e predi
tability were we to addnew instru
tions to the language. In the next 
hapter, we develop a more general resour
eusage model that will give us insight into these questions.
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Chapter 4In
orporating Servi
esIn this 
hapter, we develop a more general model of resour
e usage that in
ludes servi
es.Although the pre
eding 
hapter was suÆ
ient for our purposes of showing that SNAP haspra
ti
al safety properties, it is not really the whole pi
ture. Re
all that the a
tive pa
ketapproa
h to a
tive networking assumes a two-level ar
hite
ture: a
tive pa
kets provide
ontrol logi
 and \glue" for node-resident servi
es. In fa
t, a
tive pa
kets would not reallybe pra
ti
al without servi
es. Our proofs in Chapter 3 fa
tored out servi
e 
alls, and yeta pa
ket language is not really safe if it 
an 
all unsafe node servi
es.We are mainly 
on
erned with the resour
e usage properties of SNAP servi
es; robust-ness and isolation issues 
an be handled in ways used by 
urrent network proto
ol sta
ks.This is a reasonable assumption, as the 
ode for servi
es is node-resident and really 
anbe properly viewed as a system 
all or a regular network proto
ol with respe
t to thesese
urity 
on
erns. What really interests us is how servi
e 
alls 
an a�e
t the resour
epredi
tability properties established for SNAP in the previous 
hapter.The approa
h we take here is to look at the resour
e usage of a \normal" SNAP pa
ketand then 
onsider the resour
e usage of SNAP programs 
alling a given servi
e. We will seethat there are a variety of methods we 
an apply to deal with problemati
 servi
es. First,we may want to pla
e a 
onstant bound on the number of times a servi
e 
an be 
alled tohelp maintain our lo
al resour
e properties. Se
ond, we may want to \
harge" a pa
ketfor using a servi
e by dedu
ting some amount of its resour
e bound to maintain our globalpredi
tability. Finally, there are some 
ases where we 
annot easily guarantee resour
epredi
tability, but we would still like to allow a

ess in some 
ases; in these instan
es, we
an resort to authenti
ation-based a

ess 
ontrol.31



Finally, we examine resident state servi
es in more detail. These servi
es allow pa
ketsto leave state behind for other pa
kets to read. Be
ause this is an important servi
e,we work through 
al
ulations that show how to appropriately 
harge a pa
ket's resour
ebound for the use of this servi
e.4.1 Assumptions and De�nitionsIn the previous 
hapter, we saw that a SNAP pa
ket's lo
al exe
ution runs in time linearlyproportional to its length. This guarantee is a 
onsequen
e of two fa
ts: �rst, that ea
hinstru
tion exe
utes at most on
e, and se
ond, that ea
h instru
tion exe
utes in (possiblyamortized) 
onstant time and spa
e. In this 
hapter, we will make the simplifying assump-tion that ea
h instru
tion in fa
t exe
utes in 
onstant time and spa
e, allowing us to omitany bookkeeping for amortization. We will make use of the following de�nitions:� n is the number of instru
tions in a given pa
ket� p is the initial data payload (sta
k plus heap) in the pa
ket, expressed in number ofinstru
tions (sin
e all instru
tions are the same size, instru
tion 
ount is a measureof spa
e)� ti is the maximum time ne
essary to exe
ute one instru
tion, in 
y
les� mi is the amount of memory one instru
tion 
an allo
ate on the sta
k or in the heap,expressed in number of instru
tionsAs a �nal note before we begin our 
al
ulations, one might ask why we use asymptoti

omplexity notation like O(n) when referring to the relationship between exe
ution timeor memory usage and program length n. The maximum transmission unit (MTU) of anunderlying network te
hnology pla
es a hard upper bound on the size of a program, sothere is really a 
onstant upper bound on the amount of resour
es a lo
al pa
ket exe
ution
an use. However, this 
onstant upper bound would not help us understand the resour
eusage of non-maximally sized pa
kets as well as our asymptoti
 
omplexity bounds do.Furthermore, if the 
urrent trend towards in
reasing MTU sizes 
ontinues [Cur98℄, it willbe useful to understand the impli
ations of running SNAP in those settings as well. The32



use of asymptoti
 
omplexity notation allows us to draw 
on
lusions that are independentof a given network MTU size.4.2 Normal Resour
e UsageWe begin by examining the pro
essor time and memory usage of a single SNAP pa
ketexe
ution. Due to the forward-bran
h restri
tion and Lemma 3.1, we know that a givenpa
ket will run for at most nti 
y
les.With respe
t to memory, re
all that a pa
ket's state 
an be 
ompletely re
y
led afterthe pa
ket has �nished exe
uting, as pa
kets are, by nature, ephemeral. So from a long-term point of view, the memory 
onsumption of a pa
ket on a node is zero (espe
iallysin
e we have just observed that a pa
ket is guaranteed to terminate within a predi
tableamount of time). Nonetheless, a pa
ket does 
onsume memory while it is pro
essing, sowe need to measure this in some way; the unit of 
on
ern is a spa
e-time produ
t (e.g.,byte-
y
les, or, in our 
ase, instru
tion-
y
les sin
e we are expressing spa
e in terms ofinstru
tion 
ount). In other words, we want to know how mu
h memory a pa
ket will useand for how long.Suppose a pa
ket arrives at time t = 0. Sin
e ea
h instru
tion 
an allo
ate at most mimemory, the upper bound on the memory footprint of the pa
ket 
an be expressed as inthe following series: time t memory footprint (in instru
tions)0 n+ pti n+ p+mi2ti n+ p+ 2mi3ti n+ p+ 3mi: : : : : :kti n+ p+ kmiNow, the node must hold ea
h of the above footprints for a duration of ti, so over thelifetime of the pa
ket, the overall spa
e-time resour
e usage for basi
 SNAP, RUbase, is33



then bounded by: RUbase � n�1Xk=0[(n+ p+ kmi)ti℄= ti n�1Xk=0 p+ ti n�1Xk=0 nn+ ti n�1Xk=0 kmi= npti + tin2 + 12 timin(n� 1)= ti(12mi + 1)n2 + tinp� 12mitin2 O(n2 + np):Now, with this baseline, we 
an 
onsider what happens if we relax some assumptionsabout the SNAP exe
ution model.4.3 Adding New Servi
esBefore we dis
uss adding new servi
es, we point out that there is really an isomorphismbetween new servi
es and new op
odes in the SNAP language itself. For any given opera-tion, it 
ould equally easily be implemented as a servi
e or as a new SNAP op
ode, yet theresour
e 
onsiderations would be the same either way. Sin
e we imagine that new servi
eswill be added more frequently than new versions of SNAP will be deployed, we will makea natural simpli�
ation for the rest of this 
hapter and just refer to new servi
es.Our �rst observation is that a servi
e that runs in 
onstant time and spa
e and doesnot involve any pa
ket sends or an in
rease in the pa
ket's RB does not 
hange the overallbehavior of the language in terms of predi
tability (although it may 
hange the value ofeither mi or ti). Examples of su
h servi
es in
lude additional arithmeti
 operators andmany node query operations (e.g., \how many interfa
es do you have?").Therefore, we should 
onsider new servi
es that violate safety 
onstraints for lo
alexe
ution time, lo
al memory usage, and/or the global number of pa
ket exe
utions. We
an explore di�erent 
ombinations of \unsafeness," depi
ted pi
torially in Figure 4.1.We should point out at this time that we may not be able to guarantee that a 
ertainservi
e is safe, yet it may be so useful that we wish to have it available anyway. For example,34
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resource boundFigure 4.1: Di�erent 
lasses of unsafe servi
es, with examples
onsider a \resour
e bound refueling" servi
e that would allow a pa
ket to re
harge itselfmid-network. As we will see below, su
h a servi
e 
annot be made safe with respe
t toour model. However, this simply means we 
annot allow unauthenti
ated a

ess to su
h aservi
e.To provide authenti
ated a

ess1, we 
an take the approa
h of PLAN [HKS02℄ andALIEN/SANE [Ale98, AAKS98℄. Here, the servi
e namespa
e available to a pa
ket is de-termined by the privileges with whi
h it runs. There is some minimal set of \safe" servi
esavailable to all pa
kets without authenti
ation. A pa
ket 
an 
arry 
ryptographi
 
reden-tials that 
an be presented to the node in ex
hange for an expanded servi
e namespa
e|a

ess to additional servi
es. This style of namespa
e se
urity allows pa
kets to only paythe 
osts of 
ryptographi
 authenti
ation on an as-needed basis. Although we have notimplemented this servi
e for SNAP, it would be straightforward: the 
redentials 
ould be
arried in the pa
ket's heap as a byte array and then handed to an \auth" servi
e thatwould side-e�e
t the servi
e namespa
e for the pa
ket.1We would expe
t that we would need an authenti
ation infrastru
ture for some sensitive node servi
esanyway (e.g., altering the routing table), regardless of their resour
e usage properties.35



4.3.1 Unsafe Exe
ution TimeFirst we 
onsider a servi
e that requires unsafe (meaning, non-
onstant) CPU time; a goodexample of this is 
he
ksumming an entire pa
ket (
ode and data). A 
he
ksum implemen-tation requires only 
onstant memory, but requires time O(n+ p) to exe
ute. In essen
e,this takes the same time as forwarding another 
opy of the pa
ket and exe
uting it (alsoO(n+ p)), so one possibility is that we simply 
harge 1 RB for ea
h use of this operation.Of 
ourse, the 
he
ksum 
onsumes only a 
onstant amount of memory and no networkbandwidth, so modeling it as another pa
ket exe
ution is a 
onservative approximation.While this solution preserves the global resour
e usage of the pa
ket, we have lost thelinear bound on lo
al exe
ution time. Suppose we had n 
alls to the 
he
ksum servi
e; thenthe bound on exe
ution is O(n2+np) rather than O(n+ p) as we would like. Therefore, itseems that we need to put a 
onstant 
ap on the number of times the 
he
ksum servi
e 
anbe 
alled, mu
h as we have already done for network sends in SNAP. Interestingly enough,this 
onstant 
ap te
hnique would work for any operation that runs in time linear in thelength of the pa
ket. For pra
ti
ality's sake, however, the 
onstant 
ap must be tuned tokeep the upper bound on exe
ution time low (an upper bound of 2 hours per pa
ket, eventhough a 
onstant, would not ensure a very high-throughput router).This does present an interesting design de
ision, however. We might be willing topermit long lo
al exe
ution times as long as global resour
e predi
tability was ensured (forexample, simply allowing ba
kward bran
hes and 
harging 1 RB per use). This may admita greater possibility of denial-of-servi
e atta
ks, however, as a single node 
ould get 
oodedwith long-looping pa
kets. Fortunately, as we saw in the previous 
hapter, autonomousdomains 
an set a \maximum ingress RB" to balan
e the amount of looping permittedagainst the tightness of the global resour
e bounds.4.3.2 Unsafe Global Resour
e UsageWe will begin by noting that any servi
e that 
auses a network send may or may not allowviolations of global predi
tability, but it 
ertainly also falls under the 
ategory of unsafeexe
ution time (as a network send must 
opy the pa
ket out over the network interfa
e).36



Thus, some aspe
ts of unsafe network primitives will be 
overed by 
onstant-
ap te
hniquessu
h as those of the previous subse
tion.The obvious ex
eption is a servi
e that sends �xed-size, non-a
tive pa
kets (e.g., a
-knowledgments or simple UDP datagrams). In these 
ases, the most straightforward solu-tion is to for
e the a
tive pa
ket to dire
tly donate its resour
e bound to be
ome the TTLof the new passive pa
ket, thereby preserving global bandwidth usage. However, as thisservi
e requires 
onstant time and spa
e, we 
an permit an a
tive pa
ket to 
all it as manytimes as it likes (or until it runs out of RB, whi
hever 
omes �rst).Re
all that our global predi
tability property states that the number of network trans-missions (and therefore, number of pa
ket exe
utions) is bounded by the RB of the initialparent. This property is primarily guaranteed in SNAP by requiring parent pa
kets todonate some of their RB to their 
hildren|
onservation of resour
e bound. Therefore,any servi
e that allows a pa
ket to in
rease the amount of resour
e bound attributed to itis potentially globally unsafe.At this point, let us propose adding multi
ast and/or broad
ast abilities to SNAP. Onepossibility is that we just permit forw and the other network sends to use multi
ast orbroad
ast IP addresses as their targets. This is 
learly unsafe, as this 
reates multiple
opies of the sent pa
ket, all with a 
opy of the 
hild's resour
e bound. Therefore, thetotal resour
e bound in the system at this step would in
rease by a fa
tor equal to thenumber of listening nodes on the re
eiving end of the multi
ast or broad
ast. This is
learly undesirable in our 
urrent model2.Note that even were we to take a fairly dra
onian stan
e, and allow broad
ast only ifthe parent's RB is set to zero (to prevent further transmissions after the broad
ast) andthe outgoing pa
ket's RB is set to 1 (to allow it to make one hop), we are still in trouble:suppose there are 1000 nodes on a segment ready to re
eive the broad
ast; then the resour
ebound present in the system still in
reases via the broad
ast. Therefore we must 
on
ludethat general broad
ast and multi
ast primitives in SNAP are inherently unsafe. If, however,we know the number of re
eivers for a given multi
ast transmission, we 
an safely dividethe parent's resour
e bound by the number of re
eivers, and then multi
ast it. Indeed, this2In Chapter 7 we dis
uss a s
heme [WW02℄ that might make this a

eptable.37



is the approa
h we take in the multi
ast framework for our video-on-demand appli
ationdes
ribed in Chapter 6, although we program the multi
ast algorithm in SNAP itself ratherthan en
apsulating the whole proto
ol in a servi
e implementation.One other way that we might in
rease the amount of RB in a system is by in
reasing agiven pa
ket's resour
e bound. Without any other adjustments, however, su
h a primitiveis unsafe, as it would allow a pa
ket to exe
ute forever, by in
reasing its resour
e bound(by at least 1), then forwarding itself ba
k to the same node, thus 
onsuming 1 RB andleaving the pa
ket with its original RB. Therefore, as we mentioned above, we must disallowunauthenti
ated a

ess to su
h \RB refueling" servi
es.4.3.3 Unsafe Memory UsageAs we saw in our derivation of RUbase, resour
e predi
tability depends not only on howmu
h memory is allo
ated, but also how long that memory is o

upied on a router. NormalSNAP instru
tions allo
ate only a 
onstant amount of sta
k or heap memory ea
h, and allof a pa
ket's state is re
laimed on
e the pa
ket program terminates. Servi
es that allo
atea non-
onstant amount of pa
ket memory (in either the 
ode, sta
k, or heap segments)and memory that outlives the pa
ket that allo
ated it (node-resident state) both violatethese guarantees. Be
ause node-resident state is an important servi
e in its own right, wewill treat it spe
ially in the following se
tion.Again, most servi
es that are memory unsafe are also CPU unsafe if the newly-allo
atedmemory is eagerly initialized; if we allo
ate a non-
onstant amount of memory, we must doa non-
onstant amount of work to initialize it. Therefore, as above, we will likely require
onstant 
aps on the number of times su
h a servi
e 
ould be 
alled, or will require that
alls to su
h a servi
e be followed by a proportional number of safe instru
tions (as we didwith mktup) in order to retain safe lo
al exe
ution bounds. In either 
ase, we 
an againbe sure that the memory usage of the pa
ket is still linear in the pa
ket program's length.Just for 
ompleteness, 
onsider servi
es that allo
ate a non-
onstant amount of unini-tialized sta
k or heap data. Suppose the servi
e allo
ates some amount of sta
k or heapmemory represented by the fun
tion f(n; p) > 1. Now, the resulting pa
ket would havethe same exe
ution time and memory allo
ation behavior as the original pa
ket (sin
e the38




ode segment has not 
hanged), but forwarding su
h a pa
ket will transmit n+ p+ f(n; p)instru
tions, rather than n+ p. Note that:n+ p+ f(n; p) < nf(n; p) + pf(n; p) = f(n; p)(n+ p):So sending f(n; p) 
opies of the original pa
ket is a (
onservative) upper bound on thebandwidth 
onsumed by the new pa
ket; therefore, dividing the pa
ket's resour
e boundby f(n; p) will guarantee that the new pa
ket's global resour
e usage is less than or equalto the original pa
ket's3.Finally, we 
an 
onsider servi
es that modify the 
ode portion of a pa
ket. Clearly,any servi
e that does not in
rease the 
ode size should be safe (and needs merely to be
harged for modifying the instru
tions themselves: for example, similar to 
he
ksummingas above). Indeed, this is highlighted by the fa
t that transmission errors 
ould makearbitrary 
hanges to instru
tions, but a safe SNAP implementation will ensure that nothinguntoward happens (robustness).Let us 
onsider servi
es that lengthen the 
ode segment. Again, as above, supposethe new primitive in
reases the 
ode segment by some fun
tion g(n; p) > 1. Now, the newpa
ket will have more instru
tions than the original, but if we do not allow newly-allo
atedinstru
tions to be exe
uted on a node (as that would allow a pa
ket to ex
eed its lo
alexe
ution time bound), then we really only have to a

ount for the added 
ost of networktransmission; the resulting pa
ket will still satisfy linear bounds on exe
ution time on anyother nodes it rea
hes. So, by the argument above for uninitialized allo
ation, we 
ansimply divide the 
urrent pa
ket's RB by g(n; p) to a

ount for the in
reased transmission
osts.4.4 Resident StateResident state (namely, some state that outlives the exe
ution of the pa
ket that allo
atesit) is an extremely useful abstra
tion for implementing a
tive appli
ations, as shared vari-ables are a 
onvenient method for inter-pa
ket 
ommuni
ation. The �rst thing to noti
e3Note that if f(n; p) = 1 then the pa
ket's RB is un
hanged, whi
h is 
onsistent with our handling ofregular SNAP instru
tions. 39



is that if this resident state is never re
laimed, we have in�nite spa
e-time resour
e us-age. Therefore, this state must be re
laimed at some point in order to maintain the stri
tpredi
tability the SNAP model gives us. One natural way to do this is to implement softstate that \times out"|a notion 
ommonly used in 
urrent network proto
ols.In the rest of this se
tion, we will 
arry out 
al
ulations that show how to a

urately
harge against a pa
ket's RB for the use of the resident-state servi
e. Generally, we 
om-pute the \extra load" over and above exe
uting the pa
ket itself that is pla
ed on thenode by having to hold the resident state, and then 
harge a 
orresponding amount ofRB. The reader not interested in the details of the 
al
ulations is advised to skip ahead toSe
tion 4.5.Suppose we were to add a servi
e to SNAP that would allo
ate mi units (relative tothe size of an instru
tion) of resident state that would time out after time to. Now 
onsidera pa
ket program 
onsisting of n of these allo
ations. Then, following the same formulaas before, the spa
e-time usage would be:n�1Xk=0[(n+ p)ti℄ + n�1Xk=0 kmito = ti n�1Xk=0 p+ ti n�1Xk=0 n+ tomi n�1Xk=0 k= npti + tin2 + 12 tomin(n� 1)= (ti + 12 tomi)n2 + npti � 12 tomin2 O(n2 + np):So, resident state with �nite timeouts requires no more node resour
es than normalpa
ket exe
ution, from an asymptoti
 
omplexity point of view. However, we are 
on
ernedwith the 
onstants here. So what we really want to know is the additional load pla
ed ona node, expressed as a ratio r of the spa
e-time usage with resident state to the normalspa
e-time usage: r = limn!1 (ti + 12 tomi)n2 + (pti � 12 tomi)nti(12mi + 1)n2 + ti(p� 12mi)n= ti + 12 tomi12 timi + ti 40



r = 2ti + tomitimi + 2ti= toti mi + 2mi + 2 :So, a pa
ket that does n resident state allo
ations is r times worse than a single pa
ket.Another way of stating this is that the resident-state pa
ket with n allo
ations 
onsumesas many resour
es as r \normal" pa
kets. Therefore, a simple way to equalize things is to
harge r=n resour
e bound units per resident-state allo
ation.4.5 Pra
ti
al ConsiderationsThe above dis
ussion generally depends upon knowing the running times or memory allo-
ation behavior of servi
es beforehand. Unfortunately, it is unde
idable to determine thisfor an arbitrary pie
e of software4, so we would not be able to deploy unauthenti
atedservi
e 
ode in our network, as we would have no way to guarantee resour
e safety.Therefore, we must rely on some resour
e usage 
laim asso
iated with ea
h servi
e,whether a proof of the 
laim is provided to a node or the 
laim is merely asserted bya trusted authority. Fortunately, the programming languages 
ommunity o�ers multi-ple te
hniques for asserting and estimating properties about the resour
e usage of pro-grams [CW00, NL97, Hof99, HP99, HPS96, RG94℄. Indeed, it seems likely that a proof-
arrying 
ode [Ne
97℄ approa
h would work well here; a servi
e implementation 
ouldarrive with a veri�able proof of its resour
e usage properties, and a node 
ould then ensurethat the appropriate safety measures are taken (either adjustments to a pa
ket's resour
ebound, or establishing per-pa
ket 
onstant 
aps on the number of times a servi
e 
ouldbe 
alled). Alternatively, some of the above programming language te
hniques 
ould beapplied in a domain-spe
i�
 servi
e language (rather than a general purpose language,whi
h many of the te
hniques attempt to handle) su
h that well-formed (or well-typed)programs in the new language would be guaranteed to be resour
e safe servi
es.4This would require solving the halting problem.
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4.6 A
tual Servi
esJust to 
omplete our dis
ussion, we list below the servi
es used in the development of theexample appli
ations presented in Chapter 6.� getld returns the running CPU load average of the node. This servi
e runs in
onstant time and spa
e.� qlen takes as an argument an integer identifying one of the node's network interfa
es,and returns the length of the outgoing pa
ket queue for that interfa
e. This servi
eoperates in 
onstant time and spa
e.� put takes two arguments, a variable name and a value, and stores a pie
e of residentstate on the node. Currently no resour
e bound is 
harged for this servi
e, althoughwe 
ould apply the 
al
ulations in Se
tion 4.4 above to do so. Resident state also
urrently does not time out, as this fa
ilitates appli
ation debugging (although, as wesaw above, timeouts would be ne
essary for safety in a produ
tion implementationof SNAP).� get takes a variable name and retrieves a (previously-stored) pie
e of resident state.For non-
onstant-sized pie
es of resident state (e.g., strings), we 
ould again 
hargeappropriate amounts of resour
e bound.� ifput is similar to put, but takes an additional argument: an integer identifying oneof the node's network interfa
es. This allows appli
ations to store interfa
e-spe
i�
resident state.� ifget is the analogous interfa
e resident-state retrieval servi
e.This is a fairly short list of servi
es, espe
ially 
onsidering the 
omplexity of the ap-pli
ations involved (most notably the video-on-demand appli
ation). This speaks to theusefulness of SNAP itself, but also shows that realisti
 appli
ations 
an be built with amodest set of safe servi
es.
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Chapter 5EÆ
ien
yThe se
ond step in our demonstration of SNAP's pra
ti
ality will be to show that it iseÆ
ient. Our high-level design goal from Chapter 1 was:� EÆ
ien
y. Although 
omplex pa
ket programs will likely be more expensive to ex-e
ute than passive pa
ket headers, it is important that the infrastru
ture needed topermit more 
exibility should not add signi�
ant overhead. Spe
i�
ally, IP-like fun
-tionality should be available at IP-like performan
e. We fo
us on the very 
ommonsetting of software routers 
onne
ted by 100 Mb/s Ethernet links.In this 
hapter, we show experimentally that the overhead of our a
tive pa
ket systemitself is minimal; with SNAP a user would only pay for the extra 
omputation he or sherequests. Indeed, the appli
ations we present in the next 
hapter show how this extra
omputation 
an result in improved appli
ation performan
e.Our experiments in this 
hapter 
onsider s
enarios involving software routers runningon 
ommodity PCs and 
onne
ted by 100 Mb/s Ethernet links. This is an extremely
ommon situation: many enterprise networks, home networks, and resear
h PC 
lustersrun at these speeds. Indeed, when we 
onsider the \onion" model of the Internet weshowed in Figure 1.1 in Chapter 1, these speeds would 
over all but the opti
al ba
kbonelinks at the 
enter. Furthermore, this is already a s
enario where existing a
tive pa
ketsystems have failed to a
hieve adequate safety and eÆ
ien
y at the same time. While ahardware implementation of SNAP in a high-end router would 
ertainly be interesting, itis well beyond the s
ope of this dissertation.43



5.1 Implementation OverviewWe have implemented a SNAP VM in C and integrated it with Linux kernel version 2.2.19as part of RedHat Linux 6.2; it is a

essible to user appli
ations by a spe
ial so
ket type.SNAP is 
urrently positioned as a shim layer between the network and transport layers,using the IP Router Alert option [Kat97℄ to indi
ate the pa
kets are a
tive. Thus, SNAP-enabled routers 
an dete
t SNAP pa
kets and exe
ute them, while lega
y \passive" routers
an simply forward SNAP pa
kets towards their destination.We followed four implementation prin
iples:1. avoid overheads su�ered by previous systems2. minimize the size of SNAP program representations3. prefer small in
remental 
osts to large initial ones4. optimize for important 
ommon 
asesIn total, our intention was to keep SNAP's overhead low, espe
ially for 
ommon 
aseprograms like data delivery and diagnosti
s.5.1.1 Pa
ket FormatOur main 
on
erns for SNAP's pa
ket format are 
ompa
tness and avoiding marshallingoverhead; previous systems have su�ered from overly large program representations [Ale98℄or from high marshalling 
osts [WGT98, HKM+98b℄. Our general approa
h is to design awire format for SNAP that will allow a SNAP program to be exe
uted in-pla
e in a pa
ketbu�er, often avoiding expensive marshalling, unmarshalling, or 
opying.We a
hieve in-pla
e exe
ution with the pa
ket format shown in Figure 5.1. This �gureshows both the SNAP pa
ket format and the en
apsulating IPv4 header (in
luding theRouter Alert option). We a
tually re-use those parts of the IPv4 header depi
ted, mostnotably the sour
e and destination addresses. The time-to-live (TTL) �eld is re-used toprovide SNAP's resour
e bound, and the proto
ol �eld is set to indi
ate that the IP payload
ontains a SNAP pa
ket. 44
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(20 bytes)
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Figure 5.1: SNAP pa
ket format
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The SNAP header itself 
ontains version and 
ag �elds (not 
urrently used) and asour
e port address similar in fun
tion to a UDP sour
e port �eld [Pos80℄. The remainingfour �elds in the SNAP header are the ones required for exe
ution. The 
ode length, heaplength, and sta
k length �elds de�ne the sizes of the variable length 
ode, heap, and sta
ksegments that follow the SNAP header. The entry point indi
ates whi
h instru
tion in the
ode segment should be the �rst exe
uted (with the �rst instru
tion of the 
ode segmentbeing numbered zero).Following the SNAP header are the 
ode, heap, and sta
k segments. The pa
ket islaid out in this order to permit exe
ution in pla
e, without additional 
opying, as wedes
ribe below. As a result, pa
ket exe
ution 
an begin almost immediately upon arrival,following a very few stru
tural 
he
ks (e.g., that the entry point is within the 
ode, thatthe various lengths do not ex
eed the bu�er size, et
.). This is in 
ontrast to systems likePLAN [HMA+99℄ and ANTS [Wet99℄ that do not dire
tly interpret pa
kets' wire format;instead, values must be unmarshalled into 
orresponding OCaml or Java obje
ts beforeexe
ution as well as serializing them again before transmission.5.1.2 Program RepresentationThe SNAP program is generally represented as follows. The 
ode se
tion 
onsists of anarray of uniformly-sized instru
tions. Sta
k values are also uniformly-sized, 
onsisting ofa tag and a data �eld. The tag indi
ates the type, and the data 
ontains the a
tual value.For values that are too large to �t on the sta
k (like tuples or byte arrays), the dataresides in the heap and is pointed to by the sta
k value. This pointer is implemented as ano�set relative to the base of the heap. This allows the pa
ket to be arbitrarily relo
atedin memory at a 
ost of an extra 
al
ulation during interpretation. This feature eliminatesthe large �xed 
ost of adjusting pointers in the 
ode and sta
k before exe
ution. Heapobje
ts ea
h 
ontain a header with length and type information.We implemented this s
heme to require as little spa
e as possible. All instru
tions andsta
k values are one 32-bit word, and heap obje
ts have a one word header. Sta
k valuesare divided into an n-bit tag, and a (32� n)-bit data part. Integer pre
ision is redu
ed asa result, and network addresses and 
oating point values must be allo
ated in the heap.46



This works well in some 
ases, as 
oats are used infrequently, and integers almost neverrequire high pre
ision in the 
ontext of simple pa
ket programs. Unfortunately, addressesare used often, thereby resulting in heap allo
ation even for fairly simple programs, as weshall see below. Instru
tions are similarly an n-bit op
ode and a (32 � n)-bit immediate
orresponding to the data part of a sta
k value. We have 102 distin
t instru
tions in our�nal en
oding; therefore we set n to be 7 bits for tags and op
odes, meaning that ourinteger pre
ision is 25 bits.5.1.3 SNAP interpreterThe interpretation of most of the instru
tions is extremely straightforward, with the ex-
eption of send and the other network operations, as explained below. The interpreteris 
onstru
ted as a loop around a large swit
h statement, with one 
ase for ea
h op
ode.Most instru
tions extra
t arguments from the sta
k or heap, perform some 
omputation,and then push the result ba
k on the sta
k.If the initial pa
ket bu�er is suÆ
iently large, pa
ket exe
ution may o

ur \in pla
e."That is, with the pa
ket at the front of the bu�er, the sta
k is allowed to grow towardsthe end of the bu�er during exe
ution. Heap allo
ation takes pla
e within a se
ond heapregion, situated at the end of the bu�er and growing towards the sta
k1. In our kernelimplementation, the bu�er we re
eive from the kernel is not mu
h bigger than the pa
ketitself. If the sta
k attempts to grow beyond this bu�er or if heap allo
ation is attempted,we 
opy the pa
ket into a maximally sized bu�er (re
all from Chapter 3 that we 
an
al
ulate the maximum amount of memory a program will require, in the absen
e of unsafeservi
es2). This on-demand approa
h allows us to avoid 
opying the pa
ket for programsthat do minimal sta
k manipulation or no heap allo
ation3.1Although this separate heap area means we must do some 
opying to get a 
ontiguous bu�er for pa
ketsends, an appropriate low-level s
atter/gather interfa
e would allow us to avoid this extra 
opy.2Even in the presen
e of unsafe servi
es, it is quite likely this \maximum" size will be a good estimate,so we will usually avoid any further 
opying to resize the bu�er.3For example, the ping program des
ribed in Chapter 2 simply exe
utes a forw on intermediate nodes,thereby avoiding a pa
ket 
opy. However, on the destination host, the getsr
 instru
tion 
auses a heapallo
ation, requiring a pa
ket bu�er 
opy.
47



5.1.4 Implementing sendSend 
reates a new pa
ket 
ontaining its parent's 
ode, subsets of its sta
k and heap, andsome of the parent's resour
e bound. Creating this new pa
ket presents two diÆ
ulties.First, if any heap allo
ation has taken pla
e, then the parent pa
ket has two heaps thatmust be 
onsolidated into a single heap in the 
hild pa
ket. Se
ond, we would prefer toin
lude only the portions of the parent pa
ket that will be needed by the 
hild pa
ket. Weaddress both issues by employing a s
heme similar to 
opying garbage 
olle
tion [Wil92℄.This pro
ess ensures that only the portions of the two parent heaps that are rea
hablefrom the 
hild's sta
k will be 
opied into the 
hild heap, and it adjusts any heap o�sets(whether in the 
ode, sta
k, or heap) to point to the 
orre
t lo
ations in the 
hild heap.While this approa
h is general, it is both 
omputationally and memory intensive. For-tunately, we 
an do better in 
ertain 
ommon 
ases. First, if we have not performedany heap allo
ation, we 
an 
opy the parent heap and sta
k subset dire
tly to the newpa
ket, without requiring heap o�set �x-ups, sin
e the position of heap obje
ts will nothave 
hanged. The result is faster pa
ket 
reation times but potentially larger pa
kets,sin
e any obje
ts that are unrea
hable will not have been removed.Even better, if the sta
k required by the new pa
ket 
onsists of the entire sta
k of the
urrent pa
ket, we may reuse the 
urrent pa
ket bu�er, requiring only modi�
ations to itsheader, but only if transmission will o

ur before further modi�
ations take pla
e. Sin
e aprogram terminates after exe
uting forw or forwto, simple routing of a
tive pa
kets mayo

ur without any signi�
ant marshalling 
osts.5.2 Experimental SetupHaving seen that the SNAP implementation is tailored for eÆ
ient exe
ution, we nowpresent experimental eviden
e that SNAP is eÆ
ient enough to be pra
ti
al. To do so, weexamine SNAP's performan
e 
ompared to IP, for both laten
y and bandwidth.Our experiments show that SNAP is 
ompetitive with IP: SNAP laten
ies are at most7% longer than ICMP for maximum payloads. Furthermore, SNAP's useful throughputover a 100 Mb/s Ethernet link is at least 95% of UDP's for all but the smallest payload48



sizes. The highest swit
hing rate for our SNAP router is over 53,400 pa
kets per se
ond,within 96% of the UDP swit
hing rate of 55,800 pa
kets per se
ond.All experiments were run on 1 GHz Pentium III (Coppermine) systems with 256 MB ofRAM. These ma
hines have 32 KB split (16 KB instru
tion/16 KB data) on-
hip �rst level
a
hes and 256 KB uni�ed on-
hip se
ond level 
a
hes, rating 402 on SPECint2000. Thema
hines run RedHat Linux 6.2 (kernel version 2.2.19-6.2.7, modi�ed for SNAP support)and are 
onne
ted by 100 Mb/s Fast Ethernet links. Su

essive gettimeofday 
alls onthese ma
hines 
an be 
ompleted in 445 ns on average; however, our measurements heredo not 
onsider signi�
ant digits beyond 1 �s.5.3 Laten
y ExperimentsTo 
ompare SNAP's laten
y to that of IP, we measured the round-trip times of both theSNAP ping program des
ribed in Figure 2.1 in Chapter 2 and the standard ICMP ECHO-REQUEST/ECHO-REPLY [Pos81a℄. For both tests, we generate a binary pa
ket image:either a SNAP pa
ket (in
luding SNAP header, 
ode, heap in
luding payload, and sta
k)or an ICMP pa
ket (in
luding ICMP header and payload). We then start a timer, sendthe pa
ket image on a raw IP so
ket, wait for a reply, and stop the timer. We 
olle
t 101ping times in this fashion.For these experiments, we 
onne
t 5 ma
hines serially, as shown in Figure 5.2. Allpings begin at the ma
hine \hermes," with the ping destinations varying by hop 
ount asshown. We used both the minimum (8 bytes) and maximum (1416 bytes) payloads possiblefor SNAP without fragmentation. For ea
h SNAP trial, we 
ompare the performan
e toan ICMP pa
ket with the same payload size. We expe
t our SNAP overhead to 
onsist oftwo parts: �rst, a spa
e overhead due to larger header sizes and having to 
arry 
ode, andse
ond, an exe
ution overhead due to interpreting the SNAP 
ode. In order to tease thesetwo overheads apart for a given SNAP pa
ket, we also take a measurement of an ICMPpa
ket with the payload padded to result in the same Ethernet frame size as the SNAPpa
ket. In our 
ase, the spa
e overhead for SNAP is 48 bytes, so we 
ompare a SNAPpa
ket 
arrying n bytes of payload to an ICMP pa
ket 
arrying n+ 48 bytes of payload.49



hermes athena hera artemis aphro−
dite

1 2 3 40hops:

100 Mb/s Ethernet

Figure 5.2: Experimental setup for laten
y ben
hmarksFor uniformity in the dis
ussion, we will refer to this pa
ket as using the \ICMP+48"proto
ol to 
arry n bytes. So, the di�eren
e between SNAP and ICMP+48 representsthe overhead of SNAP interpretation, while the di�eren
e between ICMP+48 and ICMPrepresents SNAP's spa
e overhead.Our measurements are shown in Figure 5.3; the y-axis shows laten
y in mi
rose
-onds (�s), and the x-axis presents the number of hops, i.e., network links traversed (0hops is a ma
hine pinging itself). Ea
h point represents the median of 101 trials; errorbars indi
ating the upper and lower quartiles for ea
h measurement are drawn, but are notvisible, as all quartiles are within 6 �s of the displayed medians. The one-hop transmissiontime for minimally-sized ICMP pa
kets is approximately 3 �s (36 bytes at 100 Mb/s pluspropagation delay over 10 feet of Ethernet 
able). Thus, the overall transmission timefor the 1-hop 
ase is 6 �s, or less than 10% of the overall elapsed time, so the di�eren
esbetween ICMP and SNAP for minimal pa
kets are re
e
tive of their pro
essing time dif-feren
es. The same data is shown in table form in Table 5.1. The general trend is 
lear:SNAP performs quite respe
tably 
ompared to ICMP.For maximally-sized pa
kets, SNAP's laten
ies are at most 7% slower than those forICMP, depending on the hop 
ount, while they are as mu
h as 23% slower for minimally-sized pa
kets. When 
omparing to ICMP+48, we see that a large portion of this overheadis simply due to the larger spa
e overhead of SNAP: SNAP is at most 4% slower thanICMP+48 for maximally-sized pa
kets, and at most 8% slower for minimally-sized pa
kets.50
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Figure 5.3: Ping laten
ies: laten
ies are shown for pings a
ross several hop distan
es andfor minimum and maximum SNAP payloads.This suggests that optimizations to redu
e the spa
e overhead of SNAP programs wouldbe quite useful (for example, as we will dis
uss in Chapter 7, it would be possible to use1-byte instead of 4-byte instru
tions).For the zero-hop 
ase, SNAP is a
tually faster than both ICMP and ICMP+48, whi
his surprising. Further investigation revealed the 
ause: whereas the SNAP ping programdelivers its payload to a transport-layer SNAP so
ket, the ICMP ping program must re
eiveits ECHO-REPLY over the same raw so
ket that it uses to send the ECHO-REQUEST.For the zero-hop 
ase, the ping re
eiver a
tually re
eives both the outgoing request andthe returning reply (sin
e both pa
kets are destined to the lo
al ma
hine). The re
eivermust 
he
k the �rst pa
ket, see that it 
ontains an ECHO-REQUEST, and dis
ard it. Dueto the fast turnaround time of the ping, the ECHO-REPLY a
tually arrives before theping appli
ation �nishes dis
arding the request and is ready to re
vfrom on the so
ketagain. For the 
ases where the hop 
ount is greater than 1, the ping appli
ation sees onlythe ECHO-REPLY (as the ECHO-REQUEST has a destination address di�erent from the51



SNAP ICMP+48 ICMPhops 8 B 1416 B 8 B 1416 B 8 B 1416 B0 10 12 60 67 59 641 74 356 69 355 61 3452 139 700 129 681 114 6623 203 1045 189 1008 165 9804 267 1389 247 1334 217 1297Table 5.1: Ping laten
ies (same data as in Figure 5.3). All �gures shown are in mi
rose
-onds (�s). Proto
ol Per-pa
ket (�s) Per-byte (�s)SNAP 62 0.199ICMP+48 59 0.190ICMP 50 0.189Table 5.2: Per-node swit
hing 
ostslo
al ma
hine), so this is not an issue. Therefore, for our further 
al
ulations (most notablythe linear regressions below), we omit the zero-hop 
ase.To make a more detailed 
omparison, we 
al
ulated per-byte and per-pa
ket swit
hing
osts for traversing a router for both IP and SNAP. We 
al
ulated these 
osts by �rstusing linear regression to �nd the per-hop 
ost for ea
h given pa
ket size and then doinga further regression with pa
ket size as the independent variable to �nd the per-byte andper-pa
ket 
osts. The results of the per-payload regressions are shown in Figures 5.4{5.9.Note that in all 
ases there is zero mean error, indi
ating that we have very 
lean data.The slopes of these graphs represent the additional 
ost per hop for a given proto
oland payload size. To see the relationship between added laten
y and payload size, for ea
hproto
ol we did a linear regression using payload as the independent variable, and theslopes above as the dependent variables. The y-inter
ept of this new line is the per-pa
ket
ost for the proto
ol, while the new slope is the per-byte 
ost for the given proto
ol. Theresults are shown in Table 5.2. We see that the �xed 
ost per pa
ket is about 12 �s (24%)higher for SNAP than for ICMP, while the per-byte 
ost is only 0.01 �s (5%) higher. Notethat these are 
onsistent with our laten
y measurements: for small payloads, we would52
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Figure 5.4: Linear regression for SNAP, 8 byte payload. The derived line isy = 64:30x + 10:00, with mean error 0.00.
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Figure 5.5: Linear regression for SNAP, 1416 byte payload. The derived line isy = 344:40x + 11:50, with mean error 0.00.
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Figure 5.6: Linear regression for ICMP+48, 8 byte payload. The derived line isy = 59:40x + 10:00, with mean error 0.00.
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Figure 5.7: Linear regression for ICMP+48, 1416 byte payload. The derived line isy = 326:40x + 28:50, with mean error 0.00.
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Figure 5.8: Linear regression for ICMP, 8 byte payload. The derived line isy = 51:90x + 9:50, with mean error 0.00.
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Figure 5.9: Linear regression for ICMP, 1416 byte payload. The derived line isy = 317:40x + 27:50, with mean error 0.00.
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expe
t the per-pa
ket �xed 
osts to dominate, and indeed, SNAP was 23% slower thanICMP. Similarly, for the larger payloads, we would expe
t the per-byte 
osts to dominate,and again, SNAP was 7% slower than ICMP.Now, by 
omparing to the ICMP+48 derived 
osts, we 
an see that SNAP's per-pa
ket
ost is only 3 �s (5%) higher, and the per-byte 
osts are 0.009 �s (less than 5%) higher.The higher per-pa
ket 
ost are basi
ally representative of SNAP's exe
ution overheads: the
ost of exe
uting the forw instru
tion versus the basi
 forwarding of IP pa
kets for ICMP,as well as the 
ost of exe
uting the \turnaround" portion of the SNAP ping program versusthe ICMP proto
ol implementation of the Linux kernel (re
eiving the ECHO-REQUEST,
hanging the type to an ECHO-REPLY, and sending the pa
ket ba
k). The higher per-byte 
osts 
an basi
ally be attributed to the fa
t that our SNAP interpreter must 
opythe entire pa
ket bu�er on the turnaround host, due to the heap allo
ation of the sour
eaddress. As we dis
uss in future work (Chapter 7), these overheads 
ould be avoided witha tagless sta
k value representation, allowing 
oating point numbers and IPv4 addressesto reside unboxed on the sta
k.5.4 Bandwidth MeasurementsTo measure internal swit
hing bandwidth, we 
ompared SNAP's equivalent of UDP (forwfollowed by demux) to regular UDP [Pos80℄ pa
kets with 
he
ksumming disabled. Weperformed a series of measurements on a three-ma
hine 
on�guration, varying the pay-load from the minimal (8 bytes) to the maximal (1440 bytes) sizes permitted by SNAP.We used the same sending program for both SNAP and UDP, modi�ed as appropriate toeither build binary SNAP pa
kets or binary UDP pa
kets. Both 
ases send the result-ing pa
ket over a raw IP so
ket. Our program also 
ontains a 
on�gurable delay loop toevenly spa
e out pa
kets. For our ben
hmarks, we tuned this delay so that we lost fewerthan 0.1% of the pa
kets sent. In this way, we got a realisti
 perspe
tive on the steady-state throughput supportable by our SNAP router (if the delay was too small, the router
ould not keep up, but if it was too high, the router would not be taxed). For ea
h payload
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Figure 5.10: Throughput measurements: basi
 SNAP delivery 
ompared to UDP (without
he
ksums) for a variety of payloads.size, we sent enough pa
kets to guarantee that the overall transmission took longer than20 se
onds, again to ensure that we were looking at a faithful steady-state situation.The spa
e overheads are as follows: UDP 
ontains simply an 8 byte header, whereasSNAP 
ontains 12 bytes of header, 8 bytes of 
ode, 8 bytes of sta
k, and 4 bytes of heapobje
t header, for a total of 32 bytes, or 24 bytes more than UDP.The results are shown in Figure 5.10 and presented in tabular form in Table 5.3. They-axis plots throughput in Mb/s (based on payload), while the x-axis plots the payloadsize in bytes. The numbers here are taken by summing the total transmitted payloadbytes over 10 trials, and dividing by the total elapsed time, as per Jain [Jai91℄. The sameexperiments are represented in Figure 5.11 in terms of pa
kets per se
ond.Here, the result is again 
lear: SNAP performs quite favorably 
ompared to UDP.SNAP a
hieves at least 95% of the bandwidth of UDP for all payload values ex
ept for100 bytes and 200 bytes. For these, SNAP a
hieves 90% and 93% of the 
orrespondingUDP bandwidth for the given payload. Considering that the spa
e overhead of the SNAP57



payload throughput (Mb/s)(bytes) SNAP UDP8 3.26 3.41100 37.59 41.94200 64.85 69.91300 72.60 78.16400 77.20 81.85500 80.26 84.23600 82.45 85.91700 84.07 87.14800 85.33 88.09900 86.34 88.841000 87.17 89.461100 87.85 89.961200 88.43 90.391300 88.93 90.751440 89.52 91.18Table 5.3: The same throughput experiment depi
ted in Figure 5.10, but in tabular form.delivery program is 24 bytes (or, 15% of the total Ethernet frame size for the 100 bytepayload, 10% of the total Ethernet frame size for the 200 byte payload), these are quiterespe
table numbers. We would expe
t to see bandwidth improvements resulting from aredu
tion of SNAP's spa
e usage in the pa
ket.5.5 Re
apIn this 
hapter, we des
ribed an implementation of the SNAP model and showed experi-mentally that it was eÆ
ient. More spe
i�
ally, we established that IP-like fun
tionality
ould be provided at IP-like performan
e: the overhead of the SNAP system itself is small.Thus, SNAP is eÆ
ient enough to be deployed wherever software routers are 
urrentlypra
ti
al.
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Chapter 6FlexibilityThe last step in our demonstration of SNAP's pra
ti
ality will be to show that it is 
exible.Re
all that our goal here is:� Flexibility. It should be possible to express a wide range of useful and interestinga
tive appli
ations with SNAP. In parti
ular, SNAP should o�er signi�
antly more
exibility than traditional passive pa
ket s
hemes.We take two approa
hes to demonstrate this property. First, we demonstrate that exist-ing a
tive pa
ket appli
ations 
an be en
oded in SNAP. Se
ond, we present new a
tiveappli
ations that are made possible by SNAP's ex
ellent eÆ
ien
y.6.1 Relating SNAP's Flexibility to Previous WorkFirst, we suggest that we 
an use SNAP to implement a variety of appli
ations already pub-lished in the literature (given an appropriate set of servi
es). The �rst pie
e of supportingeviden
e is a PLAN-to-SNAP 
ompiler developed by Mi
hael Hi
ks [HMN01℄.6.1.1 A PLAN-to-SNAP CompilerMost parts of PLAN are straightforwardly translatable, in no small part be
ause SNAPderives mu
h of its exe
ution model and primitives from PLAN. However, the 
ompilermust use some unusual 
ompilation strategies to a

ount for the fa
t that SNAP doesnot have ba
kward bran
hes; in parti
ular, fun
tion 
alls and loops (both of whi
h arepresent in PLAN) would normally involve the use of ba
kward bran
hes in translated60




ode. For fun
tion 
alls, the 
ompiler inlines fun
tion bodies at 
all sites to avoid usingba
kward bran
hes. As an optional optimization for this pro
ess, the 
ompiler 
an performa topologi
al sort on the basi
 blo
k 
all graph to dupli
ate as little 
ode as possible duringinlining. This topologi
al sort ensures that if one basi
 blo
k 
alls another, the 
allee willbe lo
ated after the 
aller in the 
ode segment (and therefore the 
ontrol transfer willrequire a forward bran
h).For loops, the 
ompiler has a tunable parameter that permits loop bodies to be unrolleda 
ertain number of times, again avoiding the use of ba
kward bran
hes. However, in 
aseswhere avoiding ba
kward bran
hes results in too mu
h 
ode bloat from inlining or loopunrolling, ba
kward bran
hes 
an be emulated by sending a 
opy of the 
urrent pa
ket ba
kto the same host. We will explore this parti
ular strategy in more detail in our dis
ussionof our video-on-demand appli
ation below.The PLAN-to-SNAP 
ompiler 
an 
ompile all 70 of the sample PLAN programs that
ome with the PLANet distribution. Of these, 55 do not involve looping (i.e., the PLANfold 
onstru
t) at all. For illustration, we 
hose ten programs from the PLANet distribu-tion [HMA+99℄; they represent a variety of di�erent networking tasks, from simple pay-load delivery (deliver) to information gathering (devinfo, getNeighbors, getRoutes)to multi
ast (multiprint) to simple network diagnosti
s (ping, tra
eroute). Of these,only devinfo and multiprint involve looping via fold.Figure 6.1 
ontrasts the resulting pa
ket sizes for the native PLAN wire format for ea
hprogram with the pa
ket size for the 
orresponding SNAP program produ
ed by our 
om-piler. Generally, the resulting SNAP programs for straight-line exe
ution are 30% smallerthan their PLAN equivalents. For two of the programs, devinfo and multiprint, the re-sulting SNAP programs are a
tually larger than the PLAN originals. A 
loser analysis ofthese pathologi
al 
ases reveals a great deal about the importan
e of various optimizationsin our 
ompiler.One �rst order e�e
t is 
ode bloat from loop unrolling; both programs iterate overall devi
es present on a given node. By default, the 
ompiler unrolls fold �ve times(with further iterations handled by looping ba
k with send). To understand the e�e
t ofunrolling, we parameterized the amount of unrolling the 
ompiler does for loops and set61



size (B) RatioProgram PLAN SNAP (SNAP/PLAN)deliver 406 284 0.70devinfo 586 1624 2.77getNeighbors 123 80 0.65getRoutes 117 80 0.68multiprint 810 1856 2.29ping 300 204 0.68ping pong 268 184 0.69pingtime 556 384 0.69query g
 100 72 0.72tra
eroute 519 336 0.65Median 353 244 0.69Figure 6.1: Code size experiments. We present the wire format of the given PLAN program,that of the SNAP program output by our 
ompiler, and the ratio of SNAP size to PLANsize.the 
ompiler so it does not unroll at all, relying instead on simulating ba
kward bran
heswith send, as dis
ussed in the previous se
tion. In this 
ase, the resulting SNAP programsizes were 728 bytes and 576 bytes respe
tively, giving SNAP/PLAN ratios of 1.24 and0.71. This restores the typi
al 30% improvement for the multi
ast example, but not fordevinfo.If we furthermore apply the topologi
al sorting of basi
 blo
ks as dis
ussed above, we
an trim the resulting size of the devinfo SNAP program to 544 bytes, resulting in a ratioof 0.92. Now at least, the SNAP program is smaller than the original PLAN version, butnot by mu
h. A qui
k perusal of the SNAP program reveals that most operations are(often redundant) sta
k management operations. Hand-tuning to eliminate 
ases like apush immediately followed by a pop results in a new program size of 476 bytes (a ratio of.81), mu
h 
loser to the usual. We would expe
t a more aggressively-optimizing 
ompiler
ould a
hieve similar results (the 
urrent 
ompiler does only simple optimizations likegraph 
oloring to minimize sta
k frame sizes and 
onse
utive-jump 
oales
ing).In summary, most PLAN programs do not require ba
kwards bran
hes and so 
an bestraightforwardly 
ompiled. The other PLAN programs do not have linear per-exe
ution62



resour
e usage (either due to loops or multiple nested fun
tion 
alls). In these 
ases, theresulting SNAP programs are 
orrespondingly larger (from inlining or loop unrolling) oradditional resour
e bound must be 
onsumed to emulate ba
kward bran
hes. We feel thatthis 
ode bloat is a
tually desirable in that it makes the resour
e usage of the programmore apparent.6.1.2 A Word about Servi
esIt is important to qualify that the 
exibility of an a
tive pa
ket system ultimately dependsupon the set of node-resident servi
es available. In an ideal world where servi
es 
an bedynami
ally deployed on demand, as in Swit
hWare [AAH+98℄, one might ask: why notsimply do all a
tive pro
essing via new servi
es?Primarily, there is a di�ering granularity of 
hange. On
e an a
tive pa
ket languageis deployed, new programs 
an be easily written and deployed. As a salient example,the a
tive video appli
ation we des
ribe below uses di�erent SNAP programs dependingupon what type of video frame is being 
arried and whether or not the pa
ket is the lastfragment of a frame, resulting in a total of six di�erent programs. Having to download anddeploy six di�erent servi
es for one appli
ation stream would seem to be quite heavyweight.Furthermore, we would be subje
t to potential thrashing resulting from a large number ofappli
ations 
ompeting to have their servi
e 
ode resident in shared nodes.By 
ontrast, the two native SNAP appli
ations we develop below only require a verymodest set of servi
es, as listed earlier in Chapter 4, with most of these being for residentstate|a very general servi
e. This suggests that we 
ould likely deploy a variety of newappli
ations without having to deploy new servi
es1.1Sin
e servi
es are 
urrently stati
ally bundled with the SNAP virtual ma
hine, deploying new servi
esis no harder (or easier) than upgrading the SNAP interpreter itself. Safe dynami
 loading of mobile servi
eextensions would make the di�eren
e between updating the language and deploying new servi
es moreevident, however.
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6.1.3 Existing Appli
ationsWe list here several a
tive appli
ations from the literature that we 
ould straightforwardlyimplement in SNAP. Most of these appli
ations were originally implemented in PLAN andANTS2; this suggests that SNAP 
an, in fa
t, express a variety of interesting appli
ations.A
tive Internetworking. Hi
ks et al. [HMA+99℄ have built an a
tive internet usingPLAN: in this system, all pa
kets are a
tive PLAN pa
kets. PLANet is one of the mostextensive a
tive network appli
ations to date. PLANet provides fun
tionality for addressresolution, dynami
 routing, fragmentation, en
apsulation, error reporting, et
. Buildingan entire internetwork infrastru
ture using PLAN points to the language's high 
exibility.Indeed, many of the servi
es and language 
onstru
ts found in PLAN were dire
tly inspiredby implementing PLANet. One of the interesting insights was that a two-level ar
hite
tureof a
tive pa
kets and node-resident servi
es provides a 
exible framework for networkproto
ol development, where proto
ols 
ould just as 
onveniently be expressed in an a
tivepa
ket mobile-agent style or as a more 
onventional message-passing servi
e style, or a
ombination of both. For example, ARP-like address resolution [Plu82℄ is primarily a
tivepa
ket-driven, whereas RIP-style dynami
 routing [Hed88℄ is primarily servi
e-driven.As mentioned above, our PLAN-to-SNAP 
ompiler shows we 
ould likewise buildPLANet using SNAP instead of PLAN. Currently, Nettles et al. are reimplementingPLANet in a system 
alled FASTNet [Hor00℄ implemented in TAL/Pop
orn [MWCG99,MCG+99℄. The hope is to use an improved version of the 
ompiler (e.g., one that doesmore aggressive optimization) to transparently translate PLAN programs to SNAP fortransmission and exe
ution.Appli
ation-driven routing. Hi
ks et al. [HMA+99℄ des
ribe the use of 
ontrol-planea
tive pa
kets in a s
heme 
alled Flow-Based Adaptive Routing (FBAR). Here, an appli-
ation periodi
ally sends a
tive \s
out pa
kets" that fan out over the network to �nd thebest available path to the destination a

ording to some metri
, su
h as least delay or least
ongestion. The s
out pa
ket with the best path then works its way ba
k to the sour
e,2Sin
e PLAN and ANTS are informally equally expressive [HMWN02℄, it seems likely we 
ould imple-ment in SNAP any appli
ations developed in ANTS.64



asso
iating its route on ea
h node with a \
ow key," whi
h it reports ba
k to the sendingappli
ation. The sender, in turn, sends data pa
kets that use the most re
ent 
ow key tomake their routing de
isions. Hi
ks et al. demonstrate an appli
ation dete
ting 
ongestionand su

essfully routing around it using this method. In fa
t, the PLAN programs usedhere are ones that 
an be translated by the PLAN-to-SNAP 
ompiler.Transparent Web Ca
he Redire
ts. Legedza and Guttag [LG98℄ des
ribe a systembased on ANTS to make web 
a
hes more e�e
tive. Here, routers maintain a set of\redire
tion pointers" for the URLs held in the nearest 
a
he. Then, a
tive web requestpa
kets traverse the usual shortest path towards the server; if a router is en
ountered witha redire
tion pointer for the desired URL, then the pa
ket turns aside to the 
a
he, ratherthan 
ontinuing on towards the server. Thus, a web request en
ounters at most one 
a
hemiss and is never de
e
ted very far from the normal shortest path to the server. Given ourresident-state servi
e to store the redire
tion pointers, this 
ould easily be implemented inSNAP as a program that 
he
ks the lo
al node for a redire
tion pointer and follows it ifpresent, otherwise pro
eeding towards the usual server.Distributed On-line Au
tions. Legedza et al. [LWG98℄ also use ANTS to improve on-line au
tions. The au
tion server pushes the 
urrent highest bid information out into thenetwork. Then, a
tive pa
kets 
arrying bids 
he
k this information on their way towardsthe server. If the bid ea
h is 
arrying is not high enough to beat the 
urrently 
a
hed bid,then the pa
ket immediately turns around and reports a bid failure. This has the twofoldbene�t of improving the response time for the bidder as well as relieving the server of theobligation to pro
ess the failed bids. Again, this is easily implemented in SNAP with ourresident-state servi
e.A
tive Reliable Multi
ast. Lehman et al. [LGT98℄ des
ribe a s
heme based on a
tivepa
kets for improving support for reliable multi
ast sessions. First, a
tive multi
ast datapa
kets install 
opies of their data in any multi
ast tree nodes equipped with spe
ialmulti
ast 
a
hes before forwarding themselves on the downstream links. Then, when are
eiver determines it has not re
eived a parti
ular data pa
ket, it sends an a
tive NACK65



pa
ket ba
k up the multi
ast tree. As it progresses up the tree, it leaves behind a NACKre
ord so that other NACK pa
kets from the same subtree 
an simply re
ord their interestin a retransmission without 
ontinuing further (thus avoiding NACK implosion at theroot of the multi
ast tree). Retransmissions 
an either be found from multi
ast 
a
hes atstrategi
 points in the tree or from the sour
e. Then a
tive \repair" pa
kets work theirway ba
k down the subtree, doing sele
tive retransmission based on those subtrees thathad expressed their interest in the NACK re
ords. All in all, this s
heme distributes theload of performing retransmissions by keeping retransmissions as lo
al as possible. Mostof the 
omplexity of this servi
e derives from resident-state servi
es (espe
ially 
a
hingwhole payloads for a period of time); the other aspe
t is a multi
ast distribution. Sin
e weimplement a basi
 multi
ast servi
e in our A
tive Video-on-Demand appli
ation dis
ussedbelow, this suggests we 
ould use SNAP to implement A
tive Reliable Multi
ast.Mobile Code Firewalls. Hi
ks and Keromytis [HKS02℄ des
ribe an a
tive �rewall forPLAN. Here, a
tive pa
kets 
arry 
ryptographi
 
redentials with them; the servi
e inter-fa
e they may a

ess is then dependent upon poli
y. Thus, with this namespa
e se
urity,unauthenti
ated pa
kets may only invoke a set of \safe" servi
es, whereas properly au-thenti
ated pa
kets may 
hoose from a ri
her set of node-resident servi
es. This makes ana
tive pa
ket �rewall possible where the �rewall en
apsulates in
oming a
tive pa
kets witha restri
tive \guest" identity, e�e
tively limiting the servi
e interfa
e for outsider pa
kets.Again, it would be simple for SNAP programs to 
arry their 
redentials in their heap andpresent them to an authenti
ation servi
e upon arrival at a node; this in turn would a�e
tthe servi
e namespa
e available.6.2 New A
tive Appli
ationsWith the ex
eption of PLANet, the above appli
ations are fairly narrow in s
ope, and arenot really in the mainstream of ongoing networking resear
h. We therefore have developednew a
tive appli
ations fo
used on two 
urrent hot topi
s: real-time multimedia and net-work monitoring for denial-of-servi
e atta
k dete
tion. SNAP's high eÆ
ien
y plays a key66



role in both 
ases, for it is only when network resour
es are s
ar
e in these s
enarios thatwe will want to apply a
tive te
hnology to adapt.Furthermore, these two appli
ations are a \stress-test" of various aspe
ts of our SNAPimplementation. Our network monitoring appli
ation explores SNAP's utility for 
ontrol-plane appli
ations. The multi
ast delivery part of the A
tive Video-on-Demand systemprobes SNAP's limited expressiveness, as the natural way to implement multi
ast usingnative uni
ast is to loop over all the outgoing interfa
es, sending one 
opy of the pa
keton ea
h. Furthermore, the multi
ast delivery is 
oupled with appli
ation-spe
i�
 handlingof 
ongestion where SNAP's eÆ
ien
y will be ne
essary to meet real-time demands.6.3 A
tive Denial-of-Servi
e Dete
tionIn this se
tion we des
ribe SNAP's use for the s
alable dete
tion of distributed denial-of-servi
e (DDoS) atta
ks. The key to s
alability here is using SNAP as a lightweight mobileagent platform. We begin with a des
ription of the appli
ation domain and then presentthe SNAP program used for the DDoS dete
tion. We show that SNAP is suÆ
ientlylightweight with some performan
e measurements and 
on
lude with a dis
ussion.6.3.1 Distributed Denial-of-Servi
e Atta
ksDistributed denial-of-servi
e (DDoS) atta
ks are an in
reasing problem, targeting well-known e-
ommer
e and government sites [Yas01, Lem01, CS01, SPI00, BBC00℄; easy touse tools for 
arrying out these atta
ks [CER01, CER00, CER99℄ are be
oming widelyavailable. For e-
ommer
e sites, response time for su
h atta
ks is 
riti
al, as serious revenuelosses 
an a

rue during downtime, not to mention the impa
t on 
ustomer satisfa
tion.The �rst step of a response is dete
ting the atta
k in the �rst pla
e.To dete
t a DDoS atta
k, we 
an measure the amount of in
oming traÆ
 T into our ad-ministrative domain. Generally, as a network manager, we will have some traÆ
 thresholdTalarm ; if in
oming traÆ
 ex
eeds Talarm , we want to sound an alarm and take a
tion3.3Whether the surge in traÆ
 is due to a DDoS atta
k or a massive in
ux of interest [For00℄, the networkis being overwhelmed and we must take a
tion, if only to determine the 
ause.67



The 
urrent traÆ
 input T is a good example of a distributed variable: namely, avariable whose value depends on information at multiple lo
ations. In our 
ase, we need toquery in
oming traÆ
 load on multiple nodes. A 
entralized polling approa
h will qui
klyoverwhelm the network operations 
enter (NOC) with management data as the number ofmanaged nodes grows, so this solution does not s
ale. The key to s
alability lies in beingable to distribute the 
omputation of T , as suggested by Raz and Dilman [RD01℄.Mobile agents have often been proposed as a solution for this s
alability problem innetwork management (e.g., [PT00, SBP98b, SBP98a, BGP97, BM98, SMB97℄ just to namea few). Having a programmable management platform also makes it easier to 
ustomizemanagement appli
ations to parti
ular networks, or to qui
kly take new management a
-tions (for example, a response to a new virus or denial-of-servi
e atta
k).Unfortunately, most mobile agent implementations (often based on Java [GJS96℄) areso heavyweight as to limit their pra
ti
al uses. Complex mobile agents 
onsume valuablebandwidth as they migrate if their 
ode representations are too large [RD99℄. Feature-ri
hmobile agent runtime systems may put a substantial burden on nodes, even when thereare no agents presently running on them. Finally, many systems may simply be too slowfor e�e
tive real-time management; although mobile agents may be more s
alable in termsof asymptoti
 
omplexity, the 
onstants of proportionality are 
urrently too large [RD99,BP98℄.In the next subse
tion, we give an example of a network management mobile agentprogrammed in SNAP. As we have seen in Chapter 5, SNAP has extremely low overheadand so 
an provide a very lightweight mobile agent exe
ution platform.6.3.2 SNAP Surveyor Pa
ketsFigure 6.2 shows the SNAP \surveyor" programs that we use to address the s
aling problemmentioned in the previous subse
tion. This pa
ket program 
arries a list of nodes to queryand visits ea
h in sequen
e. At ea
h node i it queries the lo
al traÆ
 load Ti and keeps arunning sum, Tsum. On
e all nodes have been visited, the surveyor returns to the NOC andreports the 
urrent value of T . The algorithmi
 intuition is the following: with n nodesto manage, a 
entralized polling approa
h requires O(2n) network hops (out to ea
h node68



main: forw ; get to next hopbne athome ; if homeward flag set, just deliver data;; else, we need to update load sum
alls "getld" ; get 
urrent loadadd ; load sum;; any more nodes to visit?pull 1 ; get n (number of remaining nodes)bez gohome ; if out of addrs, go home;; re-arrange sta
k state in preparation for transitpull 2 ; get next node's addresspull 2 ; get nsubi 1 ; n--store 4 ; put new n over old next hoppull 1 ; pull load sumstore 3 ; put load sum over old npush 0 ; still more hops to go; unset homeward flagstore 2 ; put flag over old load sumforwto ; move on to next hopgohome: push 1 ; set homeward-bound flaggetsr
 ; find out where home isforwto ; go thereathome: getspt ; get port number for deliverydemux ; deliver load sumFigure 6.2: SNAP \surveyor" program
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and ba
k), whereas the surveyor approa
h requires O(n) hops. Perhaps more importantly,in the 
entralized approa
h, all O(2n) hops involve the NOC, whereas in the surveyorapproa
h, only 2 hops involve the NOC. Thus, not only is the network traÆ
 redu
ed, butit is also distributed.The above program 
onsists of just 20 instru
tions, for a total of 80 bytes of 
ode ina SNAP pa
ket. This leaves signi�
ant room in the pa
ket for 
arrying a

umulated dataand/or addresses of nodes to visit. Even with a maximum transmission unit (MTU) assmall as 256 bytes, there are still 132 bytes of room left over in the pa
ket after headersand 
ode (enough to visit 32 nodes, assuming 4 bytes of a

umulated data as in the aboveexample). With more realisti
 autonomous domain MTUs of 1500 bytes, one pa
ket 
ouldeasily visit over 300 nodes.6.3.3 Performan
e EvaluationIn this se
tion we present experiments to demonstrate that SNAP provides a lightweightnetwork monitoring system. First, we 
ompare simple polling overheads between SNAP,SNMP [CFSD90℄, and ICMP [Pos81a℄. Then we explore possible savings resulting fromSNAP's 
exibility.Experimental SetupOur experiments are performed on the same PC 
luster used for the mi
roben
hmarksin Chapter 5. Ea
h ma
hine has a Pentium III (Coppermine) 1 GHz CPU, 256 MBof RAM, and a SuperMi
ro Super 370 DE6 motherboard with on-board Intel Speedo3100 Mb/s Ethernet 
ard. The 
luster runs RedHat Linux 6.2, with kernel version 2.2.19-6.2.7 pat
hed to provide SNAP support. All ma
hines are on the same LAN, swit
hed byan Asant�e Fast100 Ethernet hub.For our polling mi
roben
hmarks, we perform one-hop polls: for SNMP, we useu
d-snmp version 4.1.1-3 and do a simple get for the system.sysName.0 MIB variable.For ICMP, we use the standard ping program. For SNAP, we use the surveyor programdes
ribed above. For the polling mi
roben
hmarks here, we use a list of only one node, to70



Proto
ol Laten
y (�s)SNMP get 256SNAP surveyor 93ICMP ping 73Table 6.1: Polling mi
roben
hmark results.mirror the one-hop polling of the other appli
ations. All mi
roben
hmarks are driven byuser-spa
e appli
ations.Polling mi
roben
hmarksTable 6.1 shows the median of 21 trials for ea
h of the polling mi
roben
hmarks (theseresults are also shown in Figure 6.3 in the one hop 
ase). The upper and lower quantilesare within 1 �s of the median. As we 
an see, there are substantial savings to be gainedfrom dire
tly querying MIB variables in the kernel: the median laten
y for SNAP is 64%faster than that for querying the user-spa
e u
d-snmpd. Furthermore, we see that SNAPimposes minimal overhead over a simple ICMP ECHO-REPLY request (whi
h 
ontains no
ontrol logi
 and queries no MIB variables) being only 20 �s slower.These results suggest that SNAP is more than lightweight enough to be a drop-inrepla
ement for SNMP. Thus, SNAP 
ould pra
ti
ally serve in a variety of managements
hemes ranging from 
entralized polling all the way to mobile agents, and network opera-tors may simply make the appropriate tradeo�s between laten
y and bandwidth. In otherwords, SNAP o�ers signi�
antly in
reased 
exibility over simple SNMP without undueoverhead.Surveyor resultsFigure 6.3 shows the laten
ies for SNAP surveyor pa
kets; the x-axis shows the numberof managed nodes whose loads were queried, and the y-axis shows the round-trip laten
yseen by the monitoring appli
ation. We present the median of 21 trials, with the upperand lower quartiles represented as error bars (although the variability is so small that theerror bars are hard to see; all quartiles are within 4% of the median (and often 
loser)).71
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Figure 6.3: SNAP \surveyor" pa
ket laten
iesAs expe
ted, the round-trip laten
y s
ales linearly with the number of queried nodes.There is approximately a 50 �s overhead per hop in terms of laten
y, whi
h is extremelylightweight: the SNAP surveyor pa
ket 
an sum the loads on 4 nodes and report ba
kin less time than one SNMP get. Of 
ourse, in a more realisti
 setting, pa
kets wouldin
ur mu
h longer propagation delays, so the speed advantage of SNAP exe
ution wouldbe lessened.However, a SNAP-based querying appli
ation may su

essfully \piggyba
k" severalnode queries with one surveyor pa
ket. Indeed, this surveyor approa
h s
ales well: mon-itoring appli
ations have plenty of 
exibility with regard to how many surveyor pa
ketsneed to be sent simultaneously and thus how many nodes ea
h surveyor will be responsiblefor querying. Thus, management appli
ations have 
omplete 
exibility to trade o� higherlaten
y for redu
ed bandwidth.6.3.4 Dis
ussionThe spe
i�
 example presented here is just one of a 
lass of distributed threshold dete
tionproblems; Raz and Dilman [RD01℄ point out several su
h problems, in
luding monitor-ing general network traÆ
, Web mirror loads, software li
enses, bandwidth brokerage, and72



denial-of-servi
e atta
ks. In ea
h 
ase, we want to know whether some global networkthreshold has been ex
eeded.Raz and Dilman's approa
h, eÆ
ient rea
tive monitoring, apportions some \ration" ofthe global threshold to ea
h monitored node; the node monitors its own state and, if theration is used up, triggers an alarm to the NOC, whi
h then issues a global poll. As longas none of the nodes ex
eeds its ration, the global usage 
annot have ex
eeded the globalthreshold.This approa
h 
an be adapted to use SNAP surveyors in the following way: at somepoint, the surveyor may be able to determine, based on the remaining number of nodesto visit and the maximum load value on ea
h node, that T < Talarm (for example, duringlow traÆ
 periods, it is likely that the load sum of the �rst few nodes will be very low).Conversely, during an atta
k, the threshold may be ex
eeded after visiting only a handfulof nodes, at whi
h point the surveyor may simply return to the NOC to sound the alarm.In both 
ases, we leverage domain-spe
i�
 knowledge of the system to avoid queryingsome nodes at all. Being able to 
orre
tly monitor a network by using su
h 
onservativeestimates 
an allow us to redu
e the overhead of network monitoring. This is ex
eptionallyimportant during 
risis periods when the network's resour
es are stret
hed to the limit.Sin
e SNAP has basi
 arithmeti
 and logi
 
apabilities, it seems to be well-suitedfor use as a network monitoring mobile agent language (espe
ially given servi
es thatprovide an SNMP-like MIB interfa
e). Be
ause of its low overhead (espe
ially 
omparedto SNMP), it 
an be fairly straightforwardly used to repla
e existing SNMP-based 
entralpolling routines. On
e a SNAP system is in pla
e, the old polls 
an be altered to use amore s
alable mobile agent approa
h, and new polls 
an be easily a

ommodated due toSNAP's programmability. Stated simply, SNAP 
an a
hieve a large part of the 
exibilityof mobile agents at 
osts similar to SNMP.6.4 A
tive Video-on-Demand (AVid)In this se
tion we des
ribe a video-on-demand servi
e implemented using SNAP. This sys-tem provides experien
e with some key aspe
ts of SNAP; spe
i�
ally, this setting involves73



high-speed, real-time network traÆ
, so it is 
riti
al that SNAP's overhead be small. Inaddition, we examine a multi
ast setting, so we must 
ope with both the fa
t that SNAPdoes not support a native multi
asting primitive as well as the fa
t that the most naturalway to implement multi
ast using uni
ast network operations involves looping (ba
kwardbran
hes). Finally, our video-spe
i�
 algorithms rely on node-resident state, so we gainexperien
e with our servi
e framework.From here, we pro
eed to des
ribe video-on-demand in more detail. Then we willdes
ribe the SNAP programs used to implement the AVid system and present some initialperforman
e evaluation showing gains from the use of a
tive pa
ket te
hnology. Finally,we 
on
lude this se
tion with a dis
ussion assessing the impa
t of our su

essful SNAPprogramming on our evaluation of SNAP's 
exibility.6.4.1 Video-on-DemandVideo-on-demand (VoD) [GVK+95℄ is a servi
e similar to pay-per-view television: usersmay sele
t media to be delivered immediately (or with a short delay). The main 
hara
-teristi
 of 
on
ern is that the video must be delivered in real-time; it is una

eptable torequire a user to download an entire video segment before beginning to view it. Gener-ally speaking, VoD servers transmit media over multi
ast 
hannels where possible, therebyredu
ing overall resour
e usage.There are many existing VoD systems [AWY96b, AWY96a, BM99, DHS96, DSS94,DSS96, EFV99, EV98, GT99, GLM95, HS97, VI96, RRG01℄, with varying degrees of so-phisti
ation. We have implemented an a
tive VoD system (AVid) using SNAP. Our goalhere is not to implement a new, highly 
ompli
ated VoD ar
hite
ture, but rather to exploreSNAP's 
exibility using this appli
ation domain. AVid uses SNAP programs in two mainways: �rst, to establish a multi
ast framework for data delivery, and se
ond, to performvideo-spe
i�
 rea
tions to 
ongestion to improve overall video quality.
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6.4.2 SNAP programs usedThere are two main SNAP programs used in AVid4: refresh, whi
h is sent periodi
ally bythe 
lients to maintain their subs
ription to the multi
ast tree, and multdeliver, whi
hperforms multi
ast delivery 
ombined with video-spe
i�
 
ongestion rea
tion.Multi
ast tree maintenan
eThe multi
ast framework is similar to the one proposed by Tani et al. [TMT01℄ where themulti
ast group is a single sender/multiple re
eiver s
enario (as opposed to a more generalmultiple sender/multiple re
eiver setup). The full SNAP 
ode for refresh is shown inFigures 6.7{6.12 at the end of the 
hapter; for now we will present the 
ode in pie
es tobetter explain it.The multi
ast tree is represented by a resident-state variable \m list" on ea
h nodethat 
ontains a list of the 
urrent node's 
hildren in the tree. The main purpose of refreshis then to keep these variables up to date. Finally, leaf nodes (
lients) are marked by settinga resident state variable endnode.When a 
lient sends a refresh, it �rst exe
utes in the SNAP VM on the 
lient nodeto mark the 
urrent node as a leaf, re
ord the 
lient's address, and start working up thetree towards the server:on_
lient:push 1 ; indi
ate this is a 
lient node by settingpush "endnode" ; resident state: endnode := 1.
alls "put"push <servaddr> ; server addresshere ; this node's addresspush first ; new entry point = firstpush 2 ; 
arry two sta
k vals (server, here)getrb ; use rest of resour
e boundpull 4 ; (server) -> destinationsend ; move on towards serverexitUpon arriving at an interior node of the tree, the pa
ket sets the linkA
tive resident-statevariable on its in
oming interfa
e to indi
ate there are downstream subs
ribers on that link4These SNAP programs were written by Hooman Radfar and Matthew Keesan, senior undergraduatesat the University of Pennsylvania, under supervision of the author.75



(as we will see later, the presen
e of this variable prevents this link from being pruned outof m list):first:pull 0 ; extra 
opy of previous node for storingpush "linkA
tive"pull 2 ; previous node againroute ; find next hop to previous nodertdev ; find outgoing devi
e for previous nodestore 1 ; rearrange sta
k
alls "ifput" ; store previous node address on devi
eNext, the pa
ket 
he
ks whether the m list variable exists on the 
urrent node, by at-tempting to retrieve it (an ex
eption is raised if the variable does not exist):prep: push "m_list" ; find out what the 
urrent list is
alls "get"isx ; was there an ex
eption from get?bne no_list - p
 ; if so, no list installed, we must 
reate itpull 0 ; 
opy first tuple of listIf the list does not exist, we must 
reate it:no_list:pop ; pop ex
eptionpush 0 ; push null pointermktup 2 ; 
ons (previous node, null)push "m_list"
alls "put" ; store the new listOn
e the list has been 
reated, the pa
ket must move upward in the tree (towards theserver) to make sure the 
urrent node is added to its parent's m list:here ; moving on. this node must be added on; next nodepush first ; entry point = firstpush 2 ; 
arry 2 sta
k vals (whole sta
k)getrb ; use rest of resour
e boundpull 4 ; server's addresspull 0 ; 
opy server addresshere ; get 
urrent addresseq ; 
omparebne avid_exit - p
 ; if equal, we are at server, donesend ; else, forward towards serverexit 76



Now, in the 
ase that m list already exists on a node, we must determine if the previousnode's address is already in the list. The loop uses send to emulate ba
kward bran
heswhere ne
essary. First, we look at the �rst address in the list and 
ompare it to theprevious node's address. If we �nd it, we 
an exit the loop:loop: pull 0 ; extra 
opy of 
urrent tuplenth 1 ; extra
t host partpull 3 ; 
opy of previous node addresseq ; are the two addresses equal? if so, we are; done and just need to 
he
k if we should; propagate towards the serverbne doWeNeedToUpdateIntro - p
If the 
urrent list element does not mat
h the previous node's address, we iterate downm list to 
he
k the next element. If there are no more list elements, the loop terminates:nth 2 ; else, hosts don't mat
h, get next tuple in; listpull 0 ; make 
opy of next pointerbez end - p
 ; if next == 0 (null) we are not in the listIf there are additional list elements, however, we must bran
h ba
kward to the beginningof our 
he
king loop:push loop ; entry point = looppush 4 ; 4 sta
k vals (all of 
urrent sta
k)getrb ; use rest of resour
e boundhere ; dest addr = heresend ; send pa
ket hereexitIf we get to the end of the loop without �nding our previous node's address, we must addit to m list:end: pop ; pop null pointerpull 1 ; (previous node)pull 1 ; (first tuple in list)mktup 2 ; 
onsstore 1 ; rearrange sta
kpull 0 ; 
opy of new 
ons 
ellpush "m_list"
alls "put" ; store new multi
ast listji doWeNeedtoUpdate - p
 ; 
he
k for propagation77



At this point, we know that m list exists and 
ontains the previous node's address. Nowwe want to know if we need to add the 
urrent node's address to its parent's multi
ast list.We use a resident-state variable 
alled \wentUp" that is set by a pa
ket before it propagatesupward in the tree. If this variable is set, then another pa
ket re
ently refreshed the 
urrentnode's subs
ription to the tree, and the 
urrent pa
ket may terminate. If the variable isnot set (re
all that resident-state is meant to time out), then the 
urrent pa
ket mustpropagate upwards.doWeNeedToUpdateIntro:pop ; pop extra tuple 
opydoWeNeedtoUpdate:store 1 ; sta
k rearrangementpush "wentUp" ; see if wentUp variable exists
alls "get"isx ; is ex
eption? variable not definedbne next - p
 ; if ex
eption, need to updatebne avid_exit - p
 ; else, someone else went upwards; re
ently; we are doneNow the pa
ket has determined it must propagate upwards. Before doing so, we takethe opportunity to do some maintenan
e by pruning the 
urrent node's m list to remove
hildren that are no longer a
tively subs
ribed. Again, this loop uses send to bran
hba
kward. The pa
ket 
onstru
ts a new version of m list; for ea
h 
hild in the old list, wemust 
he
k whether the linkA
tive variable mentioned above is still set on the appropriateoutgoing interfa
e. If so, we add the 
hild to the new list, otherwise we do not:loopA:pull 0 ; 
opy of m_listnth 1 ; first host in listpull 0 ; 
opy of hostpush "linkA
tive" ; boolean variable stored on ifa
epull 1 ; 
opy of host in list tupleroute ; route to hostrtdev ; outgoing devi
e towards hoststore 1 ; sta
k rearrangement
alls "ifget" ; see if linkA
tive exists on this devi
eisx ; if ex
eption, linkA
tive no longer exists; (timed out)bne loopC - p
 ; in that 
ase, go to loopC; skip this host78



If the link is not a
tive, we skip this host, advan
e down the old m list, and bran
hba
kward to the beginning of this loop:loopC:pop ; pop ex
eptionpop ; host of tuplenth 2 ; get next pointer;; loop ba
k to loopApush loopA ; entry pointpush 3 ; 
arry whole sta
k (3 values)getrb ; use rest of resour
e boundhere ; stay on same hostsend ; send pa
ketexitIf the link was a
tive, we must add the 
urrent 
hild to our new version of m list:popi 2 ; linkA
tive exists, get rid of extra argspull 1 ; 
opy 
urrent list elementnth 2 ; get next list element (
dr)pull 1 ; 
opy hostpull 4 ; 
opy previous list elementmktup 2 ; 
onsstore 4 ; overwrite previous tuple in sta
kstore 2 ; overwrite next tuple in sta
kpop ; sta
k rearrangementFinally, if there are any more elements in the list, we must bran
h ba
k to the beginningof the loop, otherwise we are done looping:pull 0 ; if next is null, donebez 
leanup - p
;; loop ba
k to loopA--next tuple is non-nullpush loopA ; entry point = loopApush 3 ; 
arry three sta
k valuesgetrb ; use rest of resour
e boundhere ; loop ba
k to heresend ; send pa
ketexitOn
e the list has been pruned, we install the new version of m list, and then set thewentUp variable to indi
ate we have propagated upwards re
ently:79




leanup:pop ; pop null pointerpush "m_list" ; install new list on node
alls "put"push 1 ; indi
ate we went upwards re
entlypush "wentUp"
alls "put" ; wentUp := 1Finally, our pa
ket must propagate upwards in the tree. Before sending the new pa
ket,we 
he
k whether we are a
tually at the server; if we are, then we do not need to propagateand the pa
ket 
an terminate. Otherwise, we re
ord the 
urrent node's address, and setthe entry point for the outgoing pa
ket to first (the main entry point for internal nodes):here ; 
urrent node will be the previous node of; the next hop towards the serverpush first ; entry pointpush 2 ; 2 sta
k values: server, 
urrent hostgetrb ; use rest of resour
e boundpull 4 ; server addresspull 0 ; 
opy of server addresshere ; 
urrent addresseq ; 
ompare addressesbne avid_exit - p
 ; already at server, donesend ; else move onavid_exit:exitMulti
ast video deliveryThe other SNAP program used, multdeliver, 
ombines multi
ast transport with video-spe
i�
 
ongestion rea
tion [BCZ96, RRV93℄. The multdeliver program follows the mul-ti
ast tree des
ribed by the m list resident-state variables set up by the refresh programabove. If at any point it determines that part of a video frame has been lost, it pre-emptively drops the rest of the frame to redu
e network resour
e usage. Furthermore, ifit determines that there is 
ongestion on the outgoing link, it may pre-emptively drop less
80



important frames to give preferen
e to more important ones5. The full 
ode formultdeliver is shown in Figures 6.13{6.18 at the end of the 
hapter.A video delivery pa
ket begins by exe
uting in the SNAP VM on the server and settingup the sta
k appropriately. In addition to a pie
e of MPEG data, ea
h pa
ket also 
arriesthe number of the frame to whi
h it belongs, as well as a pa
ket number within that frame(with pa
ket number zero being the �rst part of a frame). These variables will be usedlater on to dete
t when pie
es of frames have been lost.initial:push <mpeg data>push <frame number>push <pa
ket sequen
e number within frame>As it arrives on ea
h node (in
luding the server), it determines whether the node is aninterior node in the multi
ast tree or is a leaf node. Re
all that leaf nodes are marked withthe endnode resident-state variable set by refresh pa
kets:get_nodetype1:push "endnode"
alls "get" ; 
he
k endnode resident variableisx ; 
he
k for ex
eptionbne get_nodetype2 - p
 ; if ex
eption, 
ontinuebne deliver - p
 ; else, deliver dataIf the node is a leaf node, we simply deliver our video payload:deliver:pull 2 ; pointer to mpeg datademuxi <portnum> ; deliver to 
lient; note: demuxi results in a pa
ket exitOtherwise, we look for the multi
ast list m list. If it is not present, the pa
ket simplyterminates:5MPEG streams are divided into I-, P-, and B-frames; I-frames may be de
oded independently, whileP-frames depend upon previous I-frames, and B-frames depend upon previously-re
eived I- and P-frames.Thus, the I-frames are the most important, with P-frames being the next most important, and B-framesbeing the least important.
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get_nodetype2:pop ; ex
eptionpush "m_list" ; load 
urrent multi
ast list
alls "get"isx ; if ex
eption, no list presentbne full_exit - p
 ; in that 
ase, just drop ourselvesbne tests - p
 ; else move on to 
ongestion testsIf m list is present, we iterate over the list, sending a 
opy to ea
h 
hild in the list. Beforesending, however, we perform our video-spe
i�
 
ongestion adaptation. For ea
h 
hild, thepa
ket 
he
ks the queue length on the appropriate outgoing interfa
e, and drops itself ifthe queue is too long, where the de�nition of \too long" depends on the type of frame being
arried (re
all that I-frames are more important than P-frames, whi
h are more importantthan B-frames):
ongestion_test:pull 0 ; 
opy of listnth 1 ; extra
t host elementpull 0 ; 
opy of hostroute ; determine next hop to hostrtdev ; determine outgoing interfa
estore 1 ; sta
k rearrangementpull 0 ; 
opy of interfa
e
alls "qlen" ; get outgoing queue lengthpull 0 ; 
opy of queue lengthsubi 5 ; 
he
k for 
ongestiongti 0 ; is (len-5)>0? then len>5bez frag_
he
k1 - p
 ; if not, no 
ongestionpush <frame weight> ; weighting for different frame typesdiv ; queue length / frame weightgti 2 ; 
ompare to 2bez frag_exit - p
 ; too 
ongested, droppush 0 ; else 
ontinue (push dummy sta
k val)Next, we 
he
k to see whether we have lost any pie
es of the 
urrent frame. Previouspa
kets will have set the frame num and pa
ket num resident-state variables to indi
atethe last pa
ket that su

essfully got through. These variables are stored on a per-interfa
ebasis, as di�erent outgoing links may have di�ering 
ongestion. Our 
urrent pa
ket thendetermines whether it is indeed the next pa
ket in sequen
e or whether some pa
kets havealready been dropped. First, the pa
ket gets the expe
ted frame number:82



frag_
he
k1:pop ; queue lengthpush "frame_num" ; see what frame number was storedpull 1 ; 
opy of devi
e
alls "ifget" ; stored per-interfa
eisx ; if ex
eption, nothing stored therebez frag_
he
k2 - p
 ; else move on to next phaseIf the variable does not exist and we are the �rst frame of a pa
ket (pa
ket number zero),then we skip the rest of the fragmentation 
he
ks. Otherwise, we have already lost a pie
eof our frame (at least the �rst one) and we drop ourselves:fix1: pop ; ex
eptionpull 4 ; 
opy of 
urrent frame numberpush "frame_num"pull 2 ; 
opy of outgoing devi
e
alls "ifput" ; store 
urrent frame numberpull 3 ; 
opy of 
urrent pa
ket numberpull 0 ; dupli
atebez finish_loop - p
 ; first pa
ket of the frame, okpop ; pa
ket numberji frag_exit - p
 ; otherwise, fragmentation: drop pa
ketNext we perform the same 
he
k for the pa
ket sequen
e number. We begin by retrievingthe previous pa
ket number:frag_
he
k2:push "pa
ket_num"pull 2 ; 
opy of outgoing devi
e
alls "ifget" ; get 
urrent pa
ket number for devi
eisx ; if ex
eption, nothing storedbez 
he
k_seq - p
 ; not ex
eption, 
ontinue 
he
kingIf there is no pa
ket number stored, we assume there are pie
es lost and skip ahead.Otherwise, we examine our own pa
ket number: if it is one greater than the stored one,we then skip ahead to 
he
king the frame number.
he
k_seq:addi 1 ; add 1 to stored pa
ket numberpull 0 ; make 
opypull 6 ; my pa
ket numbereq ; 
omparebne 
he
k_frame - p
 ; they mat
h, 
ontinue 
he
king83



If we are not the next greater pa
ket number, it does not indi
ate lost frame pie
es if weare pa
ket number zero (the �rst pa
ket of a frame). Otherwise, this frame is fragmentedand should be dropped:
he
k_seq2:popi 2 ; 
lear unneeded argspull 3 ; 
opy of my pa
ket numberpull 0 ; extra 
opy for bran
hbez finish_loop - p
 ; frame pie
e 0: don't need to 
he
k; the frame numberpopji frag_exit - p
Now that we have veri�ed the pa
ket number mat
hes, we must also verify that our pa
ket
arries the 
orre
t frame number. Now, we should either mat
h the expe
ted frame numberstored in frame num or be the �rst pa
ket of a frame:
he
k_frame:poppull 5 ; 
opy of our frame numberpull 1 ; stored frame numbereq ; 
omparebne finish_loop - p
 ; they mat
h, go ahead
he
k_frame2:pull 4 ; 
opy of pa
ket numberbez finish_loop - p
 ; if zero, first pa
ket of frame, okpop ; else, fragmentation: skipji frag_exit - p
At this point, if the frame number and pa
ket numbers indi
ate we are the next pa
ket insequen
e, we store our values on the outgoing interfa
e for the next pa
ket to examine:finish_loop:pop ; extra frame 
opypull 3 ; 
opy of pa
ket numberpush "pa
ket_num"pull 2 ; outgoing interfa
e
alls "ifput" ; store 
urrent pa
ket numberpull 4 ; 
opy of frame numberpush "frame_num"pull 2 ; outgoing interfa
e
alls "ifput" ; store 
urrent frame numberji unroll_exit - p
 ; all done84



If we determine that our frame is missing some pa
kets, all other pa
kets belonging to thisframe should be dropped. Therefore, we set up pa
ket num so that only the �rst pa
ketof a subsequent frame will 
ontinue onward.frag_exit:push -1 ; frag, next ok pa
ket number is 0push "pa
ket_num"pull 2 ; outgoing interfa
e
alls "ifput" ; pa
ket_num := -1popi 2 ; 
lear extra argsji loopba
k - p
 ; handle next multi
ast hopFinally, if the outgoing link is not 
ongested and our frame number and pa
ket numbersmat
h appropriately, we forward ourselves down the multi
ast tree. Sin
e the 
urrentnode may have multiple 
hildren in the multi
ast tree, we must divide our resour
e boundbetween multiple downstream 
opies of our pa
ket. We look ahead in the list to see howmany remaining 
hildren there are (to a maximum of three); this small lookahead loop isa
tually unrolled:unroll_exit:poppush 0 ; zero hosts leftpull 2 ; 
opy of multi
ast listnth 2 ; next pointerpull 0 ; 
opy of next hostbez one_exit - p
 ; if null, done unrollingpull 0 ; else 
opy next tuplenth 2 ; get next next tuplepull 0 ; make 
opybez two_exit - p
 ; if null, done unrollingthree_exit:push 3 ; 3 hosts in unrollji two_exit_2 - p
two_exit:push 2 ; two hosts left to unrolltwo_exit_2:store 3 ; store unroll number lower in sta
kpopi 2 ; 
lear out extra stuff above itstore 1 ; sta
k rearrangementji sendalong - p
 ; ready for sendone_exit:popi 3 ; 
lear extrapush 1 ; one host left to unroll85



Now that we have an estimate of the number of remaining 
hildren (in
luding the 
urrent
hild in our outer m list loop), we 
an divide our resour
e bound appropriately. First wemust do some sta
k rearrangement to get the appropriate values in the right positions forthe send, and set the entry point to be get nodetype1, whi
h is the main entry point ofthe program:;; extensive sta
k rearrangementsendalong:pull 4 ; mpeg datapull 4 ; frame numberpull 4 ; pa
ket numberpull 4 ; multi
ast liststore 8 ; store list lower in sta
kstore 4 ; move pa
ket numberstore 4 ; move frame numberstore 4 ; move mpeg pointerpush 3 ; 
arry three sta
k items (mpeg,; frame number, pa
ket number)getrb ; use rest of resour
e boundpull 2 ; number of hosts to send todiv ; divide resour
e boundpull 6 ; 
opy of multi
ast listnth 1 ; extra
t hostpush get_nodetype1 ; entry point = get_nodetype1store 4 ; position entry point in sta
ksend ; send to hostpull 3 ; 
opy of listFinally, we must bran
h ba
kward to �nish pro
essing the rest of the 
hildren in m list,if any:loopba
k:nth 2 ; get next host off listpull 0 ; 
opybez full_exit - p
 ; if null, end of listpush 
ongestion_test ; entry point = 
ongestion_testpush 4 ; 
arry 4 sta
k valuesgetrb ; use rest of resour
e boundhere ; evaluate here againsend ; loop ba
kfull_exit:exit 86



server router client
L L1 2

Figure 6.4: Evaluation topology for AVid.6.4.3 Performan
e EvaluationWe have evaluated the AVid system in the topology shown in Figure 6.4; we limit our studyto a uni
ast s
enario to isolate the e�e
ts of 
ongestion adaptation by the multdeliverpa
kets. In the following experiments, we vary the bandwidths of links L1 and L2 to seehow video delivery is a�e
ted. We see that in 
ases where there are multiple 
ongestedlinks on the path from server to 
lient, our a
tive pa
ket approa
h 
an a
hieve substantiallybetter end-to-end performan
e.The data rate of our sample MPEG video is under 1.5 Mb/s, so we needed to �nd away to limit the 100 Mb/s Ethernet links in our testbed to 
ause a s
ar
ity of bandwidth.For this, we 
hose to use the 
lass-based queuing (CBQ) support available in the Linux2.4.x kernels; rather than porting our kernel implementation to the new kernel, we 
hoseto port our VM to user spa
e and use the 2.4 kernel's netfilter interfa
e to 
apturein
oming SNAP pa
kets6.We have a sample MPEG video that is just under 22 se
onds long, at a 352x240pixel resolution. This video stream 
onsists of 40 I-frames, 160 P-frames, and 400 B-frames. We 
ompare AVid with its unit frame-dropping a
tive pa
kets to a version that usesstraightforward SNAP uni
ast delivery pa
kets. We present two metri
s here: the numberof 
omplete frames of ea
h type (I, P, and B) su

essfully re
eived by the 
lient, as well asthe number of \useful" pa
kets re
eived (i.e., not part of an ultimately in
omplete frame).While it might be interesting also to 
ount the number of frames ultimately de
odable bythe MPEG viewing software, our 
urrent software does not allow these numbers to be easily6The user spa
e version, although it in
urs additional kernel 
rossings, is nonetheless fast enough toa

ommodate our video stream without loss. 87
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Figure 6.5: Experimental results for AVid, in terms of how many pa
kets re
eived by the
lient were used.
olle
ted; nonetheless, the metri
s we do present a
hieve our purpose|to demonstrate thatAVid is a useful a
tive appli
ation.Our experiments are performed on the same PC 
luster used for the mi
roben
hmarksin Chapter 5 and the surveyor ben
hmarks above. Ea
h ma
hine has a Pentium III (Cop-permine) 1 GHz CPU, 256 MB of RAM, and a SuperMi
ro Super 370 DE6 motherboardwith on-board Intel Speedo3 100 Mb/s Ethernet 
ard. These ma
hines run RedHat Linux7.3, with kernel version 2.4.18-5. All ma
hines are on the same LAN, swit
hed by anAsant�e Fast100 Ethernet hub.The results of our experiments are shown in Figures 6.5 and 6.6. In both graphs, thex-axis shows various 
on�gurations of link bandwidths, while the y-axis shows numbersof pa
kets and numbers of frames, respe
tively. We see that when both links L1 and L288
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are un
onstrained, both appli
ations are able to transmit the entire video at full speedwithout losing any pa
kets. In the se
ond experiment, the bandwidth on L1 is set to1500 Kb/s (above the a
tual data rate of the video), while the bandwidth on L2 is set to1000 Kb/s (slightly below the video data rate). We see that both appli
ations experien
ea few lost pa
kets, although sin
e these losses o

ur on L2, the a
tive pa
kets are unableto 
ompensate, and we see that AVid does slightly worse than the normal delivery version.However, on
e we begin 
onstraining the bandwidth on L1 to be 1000 Kb/s, and thenset the bandwidth on L2 even lower, we see the a
tive 
ongestion adaptation taking e�e
t.In these 
ases, some a
tive pa
kets arriving on the 
entral router dis
over that part oftheir frame has already been lost on L1 and they pre-emptively drop themselves, thus
onserving pre
ious L2 bandwidth. Interestingly enough, in the last three experiments,the AVid 
lient re
eives fewer pa
kets than the normal 
lient yet yields more de
odedframes: the uni
ast 
lient re
eives many more \useless" pa
kets 
ontaining pie
es of data
orresponding to in
omplete frames. For example, in the fourth experiment, with L1 at1000 Kb/s and L2 at 900 Kb/s, AVid re
eives 3720 pa
kets, 2445 (66%) of whi
h belongto 
omplete frames, while the standard delivery re
eives 3836 pa
kets, only 1754 (46%) ofwhi
h are part of 
omplete frames.6.4.4 Dis
ussionBoth refresh and multdeliver make use of send to emulate ba
kward bran
hes byhaving a pa
ket loop ba
k to the same node. This is a

omplished easily by a series of sixinstru
tions:push <entry point> ; ba
kward bran
h targetpush -1 ; take the whole 
urrent sta
kgetrb ; use remaining resour
e boundhere ; destination is same nodesendexitNote that although this does indeed perform a ba
kward bran
h, it has two main im-portant properties. The �rst is that the send 
auses a resour
e bound to be 
onsumed fromthe pa
ket, thereby satisfying our global resour
e predi
tability properties. The se
ond is90



that the send 
reates a new pa
ket, while the exit terminates the 
urrent pa
ket. Thus,the new pa
ket is re-queued on the loopba
k devi
e and must wait for servi
e (whereasa simple ba
kward bran
h instru
tion in SNAP would allow the original pa
ket to keepexe
uting uninterrupted), thereby satisfying our lo
al node resour
e usage properties forper-pa
ket exe
ution.Therefore, ba
kward bran
hes are available at the 
ost of a resour
e bound and aninterruption of exe
ution. This permits at least a limited amount of looping (su
h as thatrequired to iterate over a fairly short list, as in our multi
ast example here) to be easilya

omplished. Indeed, the dra
onian requirement of forward-only bran
hes is not quiteas restri
tive as it might appear at �rst glan
e. Given our experien
e with the usefulnessof this 
onstru
t, we are 
onsidering simply adding ba
kward bran
hes that interruptexe
ution and 
ost 1 RB, as detailed in the next 
hapter.AVid also uses the resident-state servi
es to provide inter-pa
ket 
ommuni
ation to
oordinate whole-frame dropping and to allow low-overhead multi
ast framework mainte-nan
e. The general 
onsensus among the AVid developers is that resident-state servi
esdrasti
ally in
rease the number of interesting appli
ations expressible with SNAP. Gen-erally speaking, pa
kets 
an make more intelligent de
isions with more information, soproviding pa
kets with a way to re
ord their fate for other pa
kets to read is a powerfultool. Our analysis in Chapter 4 for providing resident state in a resour
e-safe manner istherefore important.The �nal interesting property of our multi
ast framework is that it allows lega
y IPnodes to be freely interspersed between the SNAP-aware a
tive nodes. Although thisis an artifa
t of our Router Alert IP option implementation, it is quite useful, as themulti
ast framework that is established 
reates IP tunnels between SNAP nodes on-the-
yand without 
oordination. Thus, while uni
ast tunnels in the 
urrent MBone must beestablished manually, this administrative overhead is not ne
essary with SNAP.As a spe
i�
 example, a 
ontent provider might team with an Internet servi
e provider(ISP) to set up an AVid-like servi
e. With one SNAP node at the server, and SNAP nodesat the ISP's ingress points, the resulting multi
ast tree would look the same regardless ofwhether the intervening ba
kbone routers were SNAP nodes or not. Furthermore, the ISP91




ould in
rementally roll out additional internal SNAP nodes to further bene�t from thebandwidth savings of multi
ast over uni
ast. Most pointedly, however, the 
ontent serverand ISP need not 
oordinate with anyone else to make this happen. Indeed, a popularservi
e like this is the most likely path to widespread SNAP deployment.6.5 Re
apIn this 
hapter, we have established that SNAP is 
exible and expressive enough to imple-ment a wide range of a
tive appli
ations. The development of a PLAN to SNAP 
ompilershows that SNAP is a useful low-level transmission and exe
ution layer for higher-levela
tive networking languages. In addition, we have implemented two native SNAP appli-
ations. Our experien
e with these appli
ations indi
ates both that some useful a
tivenetworking appli
ations are expressible in SNAP without ba
kward bran
hes (as in thesurveyor pa
kets for DDoS dete
tion) and that limited ba
kward bran
hing is available ina reasonably 
onvenient way where ne
essary. In short, SNAP does indeed show in
reased
exibility over traditional passive pa
ket approa
hes, despite the language restri
tions wehave made for safety and eÆ
ien
y reasons.
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on_
lient:push 1 ; indi
ate this is a 
lient node by settingpush "endnode" ; resident state: endnode := 1.
alls "put"push <servaddr> ; server addresshere ; this node's addresspush first ; new entry point = firstpush 2 ; 
arry two sta
k vals (server, here)getrb ; use rest of resour
e boundpull 4 ; (server) -> destinationsend ; move on towards serverexit;; store the previous hop in the linkA
tive variable on the 
orre
t;; outgoing interfa
e, to indi
ate there is a
tivity on this 
hild;; link. the sta
k at this point is [℄::server::previous_nodefirst: pull 0 ; extra 
opy of previous node for storingpush "linkA
tive"pull 2 ; previous node againroute ; find next hop to previous nodertdev ; find outgoing devi
e for previous nodestore 1 ; rearrange sta
k
alls "ifput" ; store previous node address on devi
e;; next, 
he
k for the existen
e of the multi
ast list m_listprep: push "m_list" ; find out what the 
urrent list is
alls "get"isx ; was there an ex
eption from get?bne no_list - p
 ; if so, no list installed, we must 
reate itpull 0 ; 
opy first tuple of listFigure 6.7: SNAP 
ode for refresh, part 1.
93



;; loop over m_list to see if the previous node is already in itloop: pull 0 ; extra 
opy of 
urrent tuplenth 1 ; extra
t host partpull 3 ; 
opy of previous node addresseq ; are the two addresses equal? if so, we are; done and just need to 
he
k if we should; propagate towards the serverbne doWeNeedToUpdateIntro - p
nth 2 ; else, hosts don't mat
h, get next tuple in; listpull 0 ; make 
opy of next pointerbez end - p
 ; if next == 0 (null) we are not in the list;; otherwise, we must loop ba
k and 
he
k the rest of the multi
ast listpush loop ; entry point = looppush 4 ; 4 sta
k vals (all of 
urrent sta
k)getrb ; use rest of resour
e boundhere ; dest addr = heresend ; send pa
ket hereexit;; at this point, we have rea
hed the end of the list without finding the;; previous node address in it, so we must add it.end: pop ; pop null pointerpull 1 ; (previous node)pull 1 ; (first tuple in list)mktup 2 ; 
onsstore 1 ; rearrange sta
kpull 0 ; 
opy of new 
ons 
ellpush "m_list"
alls "put" ; store new multi
ast listji doWeNeedtoUpdate - p
 ; 
he
k for propagationFigure 6.8: SNAP 
ode for refresh, part 2.
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;; no multi
ast list 
urrently stored, we must 
reate oneno_list:pop ; pop ex
eptionpush 0 ; push null pointermktup 2 ; 
ons (previous node, null)push "m_list"
alls "put" ; store the new list;; sin
e we 
reated the list, we definitely need to move up in the;; multi
ast treehere ; moving on. this node must be added on; next nodepush first ; entry point = firstpush 2 ; 
arry 2 sta
k vals (whole sta
k)getrb ; use rest of resour
e boundpull 4 ; server's addresspull 0 ; 
opy server addresshere ; get 
urrent addresseq ; 
omparebne avid_exit - p
 ; if equal, we are at server, donesend ; else, forward towards serverexit;; At this point, we know the previous node address is in m_list.;; Now we need to see if we need to move on. Two different entry;; points to this se
tion, one of whi
h needs to pop an extra;; sta
k value.doWeNeedToUpdateIntro:pop ; pop extra tuple 
opydoWeNeedtoUpdate:store 1 ; sta
k rearrangementpush "wentUp" ; see if wentUp variable exists
alls "get"isx ; is ex
eption? variable not definedbne next - p
 ; if ex
eption, need to updatebne avid_exit - p
 ; else, someone else went upwards; re
ently; we are doneFigure 6.9: SNAP 
ode for refresh, part 3.
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;; Install updated multi
ast list. For ea
h host in m_list, see what;; the outgoing devi
e is, and then 
he
k if the linkA
tive variable;; exists on that devi
e. If so, this host (or someone else on that;; devi
e) refreshed re
ently, so we keep them on the list. Otherwise,;; we skip them, thus pruning the multi
ast tree.next: pop ; pop ex
eptionpull 0 ; 
opy of m_listpush 0 ; null pointerstore 2 ; sta
k rearrangementloopA: pull 0 ; 
opy of m_listnth 1 ; first host in listpull 0 ; 
opy of hostpush "linkA
tive" ; boolean variable stored on ifa
epull 1 ; 
opy of host in list tupleroute ; route to hostrtdev ; outgoing devi
e towards hoststore 1 ; sta
k rearrangement
alls "ifget" ; see if linkA
tive exists on this devi
eisx ; if ex
eption, linkA
tive no longer exists; (timed out)bne loopC - p
 ; in that 
ase, go to loopC; skip this hostpopi 2 ; linkA
tive exists, get rid of extra argspull 1 ; 
opy 
urrent list elementnth 2 ; get next list element (
dr)pull 1 ; 
opy hostpull 4 ; 
opy previous list elementmktup 2 ; 
onsstore 4 ; overwrite previous tuple in sta
kstore 2 ; overwrite next tuple in sta
kpop ; sta
k rearrangementpull 0 ; if next is null, donebez 
leanup - p
Figure 6.10: SNAP 
ode for refresh, part 4.
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;; loop ba
k to loopA--next tuple is non-nullpush loopA ; entry point = loopApush 3 ; 
arry three sta
k valuesgetrb ; use rest of resour
e boundhere ; loop ba
k to heresend ; send pa
ketexit;; skip the 
urrent host in the list, as it has not refreshed re
entlyloopC: pop ; pop ex
eptionpop ; host of tuplenth 2 ; get next pointer;; loop ba
k to loopApush loopA ; entry pointpush 3 ; 
arry whole sta
k (3 values)getrb ; use rest of resour
e boundhere ; stay on same hostsend ; send pa
ketexit
leanup:pop ; pop null pointerpush "m_list" ; install new list on node
alls "put"push 1 ; indi
ate we went upwards re
entlypush "wentUp"
alls "put" ; wentUp := 1Figure 6.11: SNAP 
ode for refresh, part 5.
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;; we refreshed/updated, move on towards serverhere ; 
urrent node will be the previous node of; the next hop towards the serverpush first ; entry pointpush 2 ; 2 sta
k values: server, 
urrent hostgetrb ; use rest of resour
e boundpull 4 ; server addresspull 0 ; 
opy of server addresshere ; 
urrent addresseq ; 
ompare addressesbne avid_exit - p
 ; already at server, donesend ; else move onavid_exit:exit Figure 6.12: SNAP 
ode for refresh, part 6.

98



initial:push <mpeg data>push <frame number>push <pa
ket sequen
e number within frame>;; 
he
k if this node is a 
lientget_nodetype1:push "endnode"
alls "get" ; 
he
k endnode resident state variableisx ; 
he
k for ex
eptionbne get_nodetype2 - p
 ; if ex
eption, 
ontinuebne deliver - p
 ; else, deliver dataget_nodetype2:pop ; ex
eptionpush "m_list" ; load 
urrent multi
ast list
alls "get"isx ; if ex
eption, no list presentbne full_exit - p
 ; in that 
ase, just drop ourselvesbne tests - p
 ; else move on to 
ongestion testsdeliver:pull 2 ; pointer to mpeg datademuxi <portnum> ; deliver to 
lient; note: demuxi results in a pa
ket exit;; test 
ongestion and fragmentation on ea
h interfa
etests: push "m_list"
alls "get" ; get multi
ast listFigure 6.13: SNAP 
ode for multdeliver, part 1.
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ongestion_test:pull 0 ; 
opy of listnth 1 ; extra
t host elementpull 0 ; 
opy of hostroute ; determine next hop to hostrtdev ; determine outgoing interfa
estore 1 ; sta
k rearrangementpull 0 ; 
opy of interfa
e
alls "qlen" ; get outgoing queue lengthpull 0 ; 
opy of queue lengthsubi 5 ; 
he
k for 
ongestiongti 0 ; is (len-5)>0? then len>5bez frag_
he
k1 - p
 ; if not, no 
ongestionpush <frame weight> ; weighting for different frame typesdiv ; queue length / frame weightgti 2 ; 
ompare to 2bez frag_exit - p
 ; too 
ongested, droppush 0 ; else 
ontinue (push dummy sta
k val);;;; 
he
k for fragmentation;; see if the frame number is the next in sequen
efrag_
he
k1:pop ; queue lengthpush "frame_num" ; see what frame number was storedpull 1 ; 
opy of devi
e
alls "ifget" ; stored per-interfa
eisx ; if ex
eption, nothing stored therebez frag_
he
k2 - p
 ; else move on to next phase;; no frame number storedfix1: pop ; ex
eptionpull 4 ; 
opy of 
urrent frame numberpush "frame_num"pull 2 ; 
opy of outgoing devi
e
alls "ifput" ; store 
urrent frame numberpull 3 ; 
opy of 
urrent pa
ket numberpull 0 ; dupli
atebez finish_loop - p
 ; first pa
ket of the frame, okpop ; pa
ket numberji frag_exit - p
 ; otherwise, fragmentation: drop pa
ketFigure 6.14: SNAP 
ode for multdeliver, part 2.100



;; verify pa
ket number is the next in sequen
efrag_
he
k2:push "pa
ket_num"pull 2 ; 
opy of outgoing devi
e
alls "ifget" ; get 
urrent pa
ket number for devi
eisx ; if ex
eption, nothing storedbez 
he
k_seq - p
 ; not ex
eption, 
ontinue 
he
king;; no pa
ket number storedfix2: popi 2 ; ex
eption and stored frame numberji frag_exit - p
 ; done with this address
he
k_seq:addi 1 ; add 1 to stored pa
ket numberpull 0 ; make 
opypull 6 ; my pa
ket numbereq ; 
omparebne 
he
k_frame - p
 ; they mat
h, 
ontinue 
he
king
he
k_seq2:popi 2 ; 
lear unneeded argspull 3 ; 
opy of my pa
ket numberpull 0 ; extra 
opy for bran
hbez finish_loop - p
 ; frame pie
e 0: don't need to 
he
k; the frame numberpopji frag_exit - p

he
k_frame:poppull 5 ; 
opy of our frame numberpull 1 ; stored frame numbereq ; 
omparebne finish_loop - p
 ; they mat
h, go ahead
he
k_frame2:pull 4 ; 
opy of pa
ket numberbez finish_loop - p
 ; if zero, first pa
ket of frame, okpop ; else, fragmentation: skipji frag_exit - p
Figure 6.15: SNAP 
ode for multdeliver, part 3.101



finish_loop:pop ; extra frame 
opypull 3 ; 
opy of pa
ket numberpush "pa
ket_num"pull 2 ; outgoing interfa
e
alls "ifput" ; store 
urrent pa
ket numberpull 4 ; 
opy of frame numberpush "frame_num"pull 2 ; outgoing interfa
e
alls "ifput" ; store 
urrent frame numberji unroll_exit - p
 ; all done;; fragmented frame. set things up for next framefrag_exit:push -1 ; frag, next ok pa
ket number is 0push "pa
ket_num"pull 2 ; outgoing interfa
e
alls "ifput" ; pa
ket_num := -1popi 2 ; 
lear extra argsji loopba
k - p
 ; handle next multi
ast hop;; loop unrolling, at most 3 outgoing multi
ast hops at a timeunroll_exit:poppush 0 ; zero hosts leftpull 2 ; 
opy of multi
ast listnth 2 ; next pointerpull 0 ; 
opy of next hostbez one_exit - p
 ; if null, done unrollingpull 0 ; else 
opy next tuplenth 2 ; get next next tuplepull 0 ; make 
opybez two_exit - p
 ; if null, done unrollingthree_exit:push 3 ; 3 hosts in unrollji two_exit_2 - p
Figure 6.16: SNAP 
ode for multdeliver, part 4.
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two_exit:push 2 ; two hosts left to unrolltwo_exit_2:store 3 ; store unroll number lower in sta
kpopi 2 ; 
lear out extra stuff above itstore 1 ; sta
k rearrangementji sendalong - p
 ; ready for sendone_exit:popi 3 ; 
lear extrapush 1 ; one host left to unroll;; extensive sta
k rearrangementsendalong:pull 4 ; mpeg datapull 4 ; frame numberpull 4 ; pa
ket numberpull 4 ; multi
ast liststore 8 ; store list lower in sta
kstore 4 ; move pa
ket numberstore 4 ; move frame numberstore 4 ; move mpeg pointerpush 3 ; 
arry three sta
k items (mpeg,; frame number, pa
ket number)getrb ; use rest of resour
e boundpull 2 ; number of hosts to send todiv ; divide resour
e boundpull 6 ; 
opy of multi
ast listnth 1 ; extra
t hostpush get_nodetype1 ; entry point = get_nodetype1store 4 ; position entry point in sta
ksend ; send to hostpull 3 ; 
opy of listFigure 6.17: SNAP 
ode for multdeliver, part 5.
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;; loop ba
k and finish pro
essing multi
ast listloopba
k:nth 2 ; get next host off listpull 0 ; 
opybez full_exit - p
 ; if null, end of listpush 
ongestion_test ; entry point = 
ongestion_testpush 4 ; 
arry 4 sta
k valuesgetrb ; use rest of resour
e boundhere ; evaluate here againsend ; loop ba
kfull_exit:exit Figure 6.18: SNAP 
ode for multdeliver, part 6.
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Chapter 7Future WorkIn this dissertation, we have demonstrated that it is possible to build a pra
ti
al a
tivepa
ket system. However, the question of what the best a
tive pa
ket system might be hasbarely been tou
hed. There is mu
h work to be done, and experien
e to be gained, beforewe 
an begin to weigh in on the various design tradeo�s this 
hoi
e entails. In this 
hapter,we explore two main dire
tions for further work: improvements on the SNAP system itselfand experimentation with the SNAP a
tive pa
ket model and its assumptions.7.1 Improving the SNAP systemOne obvious ta
ti
 for exploring the design spa
e of a
tive pa
ket systems is to 
ontinueto improve upon the SNAP system we have presented here. Here, we subdivide dire
-tions for improving SNAP into four main avenues: language improvements, performan
eenhan
ements, appli
ation development, and the expansion of node-resident servi
es.7.1.1 Language improvementsThere are a few features that would be 
onvenient additions to the SNAP language butthat would not break our resour
e predi
tability 
laims. In large part, these are informedby a 
ombination of programming experien
e with our appli
ations and developing thePLAN-to-SNAP 
ompiler. The three main features we 
onsider here are better ex
eptionhandling, a loopba
k instru
tion, and stri
ter global hop 
ount guarantees.
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Ex
eptions. Right now, SNAP has a very primitive notion of ex
eptions: when anex
eption o

urs, an ex
eption value is pla
ed on top of the sta
k. A program must thenuse the isx instru
tion to test whether the top sta
k value is an ex
eption or not. Sin
ethis is the only way to dete
t ex
eptions, the PLAN-to-SNAP 
ompiler must insert a 
he
kat every point where an ex
eption 
ould be raised. This has two main drawba
ks: �rst, itrequires inserting extra 
ode, whi
h is always a potential problem for spa
e-limited pa
ketprograms. Se
ondly, it requires additional exe
ution for the 
ommon (ex
eption-free) 
ase.It should be fairly straightforward to add a slightly more 
onvenient (yet still simple)me
hanism around two new instru
tions: setxh (\set ex
eption handler") and raisex(\raise ex
eption"). The SNAP interpreter would be augmented to 
ontain an ex
eptionhandler pointer, whi
h would be initially set to point to the end of the 
ode segment.A program 
ould register a blo
k of 
ode via the setxh instru
tion, storing the 
odeaddress in this handler pointer. Whenever an ex
eption o

urs, either during exe
utionor via raisex, 
ontrol would be transferred to the 
urrently registered handler, with therestri
tion that the resulting bran
h moves forward through the 
ode (thereby maintainingour linear CPU time guarantee).Thus, programs that did not wish to handle ex
eptions would not have to bother
he
king sta
k values with isx (they would just terminate if an ex
eption was raised),yet the PLAN try...handle 
onstru
t 
ould still be naturally translated, as shown inFigure 7.1. On entering the try portion of the expression, the program �rst registersthe blo
k asso
iated with the handle portion as the 
urrent ex
eption handler. If noex
eption is raised during exe
ution of the try blo
k, then we simply bran
h beyond theend of the handle blo
k and 
ontinue. If an ex
eption is raised, the ex
eption value ispushed on the sta
k, and we bran
h to the handle blo
k. The handler �rst 
omparesthe 
urrent ex
eption with the one it expe
ts to handle, and if they mat
h, we enter thehandle expression proper. Otherwise, we set the handler register to the address of thenext en
losing handler1 and then use raisex to throw the ex
eption up to it.1Note that the the \next en
losing handler" is always stati
ally known due to the nature of PLANex
eptions and the fa
t that the PLAN-to-SNAP 
ompiler is a whole program 
ompiler. Thus, we 
anreorder the basi
 blo
ks as ne
essary, using the same topologi
al sorting te
hniques already in use by the
ompiler. 106



PLAN: SNAP:try/* blo
k 1 */handle e =>/* blo
k 2 */ setxh handler/* translation of blo
k 1 */ji handle_end - p
handler:pull 0 ; make 
opy of ex
eptioneqi e ; is this the ex
eption we; expe
t to handle? if; so, enter handle_bodybne handle_body - p
setxh en
losing_handleraisex ; else, throw up to next; en
losing handlerhandle_body:/* translation of blo
k 2 */handle_end:Figure 7.1: Translation of PLAN try...handle blo
k using setxh and raisex.Loopba
k and other CISC-style abbreviations. As we saw in Chapter 6, it is pos-sible to en
ode a ba
kward bran
h as the six-instru
tion sequen
e shown in Figure 7.2. We
ould imagine providing a lba
k (\loopba
k") instru
tion as an abbreviation for sending a
opy of the pa
ket to the 
urrent host with the given bran
h target as an entry point. Thiswould be in keeping with the forw and forwto instru
tions that are also abbreviationsfor longer instru
tion sequen
es based around the more universal send primitive.Generally speaking, as experien
e with appli
ation development using SNAP grows,other 
ommon instru
tion sequen
es may emerge, also be
oming 
andidates for su
h \ab-breviation" op
odes. Currently, spa
e in the pa
ket is at a premium, and so a CISC-styleapproa
h to the SNAP instru
tion set will help redu
e 
ode sizes. Indeed, this is reminis-
ent of early general-purpose 
omputers with limited main memories. It will be interestingto see if trends toward larger MTU sizes [Cur98℄ will result in a similar move towardshigher-performan
e RISC-style a
tive pa
ket instru
tion sets.
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push <entry point> ; ba
kward bran
h targetpush -1 ; take the whole 
urrent sta
kgetrb ; use remaining resour
e boundhere ; destination is same nodesendexitFigure 7.2: Six-instru
tion sequen
e for emulating a ba
kward bran
h.Better hop 
ount guarantees. Whitaker and Wetherall [WW02℄ propose a s
hemein their I
arus a
tive networking environment to prevent mali
ious looping or implosiondenial-of-servi
e atta
ks by a
tive pa
kets. The key idea is to guarantee loop-freedomboth for uni
ast pa
kets (thus preventing \ping-pong" atta
ks) as well as for more generalmulti
ast s
enarios (su
h as fanning out and then 
onverging on a target). The approa
hrevolves around 
arrying a Bloom �lter [Blo70℄ in a pa
ket. An initial empty �lter wouldjust be a zeroed-out n-bit �eld in the pa
ket. Ea
h link in the network would have a Bloommask where only k of the n-bits are set (with k << n). This mask is bitwise ORed withthe Bloom �lter in the pa
ket, so the pa
ket's �lter slowly \�lls up" as it traverses thenetwork. If adding in the 
urrent interfa
e's mask does not 
hange the �lter, it is likely2the pa
ket has already visited this interfa
e and it is dropped. Similarly, ea
h node hasa \designated ingress interfa
e" for multi
ast pa
kets, su
h that only 
opies of the pa
ketarriving on this interfa
e are allowed to propagate. Whitaker and Wetherall also proposevariants to redu
e the e�e
t of false positives.It seems 
lear that a s
heme like this 
ould be adapted to SNAP, thus solving thedilemma of how to treat TTL for multi
ast while still allowing pa
kets the freedom to routethemselves if desired. Looping behavior would be 
aught by the Bloom �lter (although itis ne
essary to restri
t the pa
ket to only one send on ea
h interfa
e). Similarly, fanoutfor multi
ast would be allowed, with ea
h 
hild getting a 
opy of the parent's 
urrent RB(allowing for easy programmability of a \radius of e�e
t"). However, subsequent implo-sion would then be prevented as well. One drawba
k of this s
heme is that it destroys some2Here, \likely" depends upon the parti
ular sele
tions of n and k.108



of the global resour
e predi
tability o�ered by SNAP for the same reasons that a nativeSNAP multi
ast instru
tion was 
onsidered unsafe.7.1.2 Performan
e Enhan
ementsWhile our 
urrent in-kernel implementation is fast enough to prove our eÆ
ien
y 
laimsfor routers for 100 Mb/s links, there are a number of possible improvements we 
ould maketo provide better performan
e. These enhan
ements might be ne
essary to a
hieve full linerates for higher speed networks (e.g., gigabit Ethernet or opti
al networks).One-byte instru
tion representation. The 
urrent wire representation for SNAP uses4-byte instru
tions, with 7 bits indi
ating an op
ode, and the other 25 bits used for animmediate operand. While this means all instru
tions are the same size and aligned ona 4-byte boundary, there are two main drawba
ks. First, signi�
ant spa
e is wasted forinstru
tions without immediate operands, and se
ondly, the pre
ision of the immediateoperands is limited to 25 bits.One possible solution would be to en
ode ea
h instru
tion as a 1-byte op
ode, withfull 4-byte immediate operands inlined where appropriate. It would even be possible toallow instru
tion variants using only 1- or 2-byte immediates (e.g., pushb for \push byte",pushhw for \push half-word"). The main 
onsequen
e would be that instru
tions wouldno longer be uniformly sized, and would not ne
essarily be aligned on a 4-byte boundary.Thus, bran
h o�sets would have to be expressed in terms of numbers of bytes rather thannumber of instru
tions.SNAP's safety would not be adversely a�e
ted by this 
hange, as the length of the 
odesegment still pla
es upper and lower bounds on the number of instru
tions it 
an 
ontain,and ea
h instru
tion 
an still only be exe
uted on
e per lo
al pa
ket exe
ution. There isthe possibility that an in
orre
tly 
al
ulated bran
h o�set 
ould land the program 
ounterin the middle of an immediate operand, but SNAP must already deal with unre
ognizedoperands for robustness purposes. Thus, the general sandboxing philosophy we have takenwith SNAP will still serve in this 
ase.
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The main disadvantage of this 
hange is that the loss of 4-byte alignment may makeeÆ
ient interpreters (parti
ularly hardware implementations) more 
omplex. Fortunately,one would expe
t that SNAP would have to be
ome fairly widespread before router vendors
onsider high performan
e SNAP implementations, so we will likely have more experien
eto judge whether the 
ode size savings are worth the added implementation 
omplexity.Tagless sta
k values. Our 
urrent representation for sta
k values reserves 7 bits as atype tag, leaving 25 bits for the value itself. The type tag is used in three main ways: �rst,to allow easy implementation of isx (\ex
eption" is one of the possible types); se
ond, toperform dynami
 type 
he
king of operands; and third, to allow pre
ise garbage 
olle
tion(GC) of the heap during marshalling for a pa
ket send.Unfortunately, this means that 32-bit values must be boxed, or represented as a pointerto a 32-bit heap obje
t. Most notably for us, this means that IPv4 addresses must beboxed, whi
h means that heap allo
ation o

urs whenever a program manipulates networkaddresses|not an optimal situation for a pa
ket programming language.Instead, we 
ould remove the type tags and just have untyped 32-bit sta
k values.With the addition of the setxh and raisex instru
tions des
ribed above, we would nolonger need to support isx. Furthermore, dynami
 type 
he
king is not stri
tly ne
essaryfor our notion of safety. It does 
at
h program errors earlier than simple sandboxing does;without type 
he
king, a type error would most likely 
ause the program eventually toattempt to a

ess an out-of-bounds heap area, bran
h to an invalid address, or exe
ute aninvalid op
ode. Without type 
he
king, we would still need dynami
 
he
ks in the SNAPinterpreter to 
at
h all of these violations and enfor
e the sandbox.However, this would mean we 
ould not do exa
t garbage 
olle
tion of the heap whenmarshalling for pa
ket transmission. There are a variety of approa
hes we 
ould take here.One obvious question is whether we need GC at all; it is not yet 
lear whether the timespent on this is worth the savings in spa
e in the pa
ket. Another possibility would be toperform some form of 
onservative garbage 
olle
tion [BW88℄.Currently, heap allo
ation takes pla
e in a separate area at the end of the pa
ket bu�er,and the heap o�sets for pointers into this area are 
al
ulated as o�sets from the beginning110



of the original pa
ket heap, as this simpli�es pointer arithmeti
 for heap a

ess. However,we 
ould instead use an additional bu�er o� to the side for heap allo
ation, and 
al
ulatethe new heap o�sets as if the new area were 
ontiguous with the original heap.Now, on
e this s
heme was in pla
e, marshalling for a pa
ket send would simply be amatter of s
atter/gather of three memory areas: the start of the bu�er through the end ofthe original heap, the new heap, and then the sta
k. If we 
hose to omit GC, at this pointthe pa
ket would be ready to send. Unfortunately, a 
onservative GC may not be likelyto re
laim mu
h spa
e, as the 
olle
tor will not be able to distinguish pointers from non-pointers in the sta
k. Therefore, potentially pointed-to heap obje
ts may not be moved.Thus, even if we dete
t a lot of garbage in the middle of the heap, we 
annot 
ompa
t it,so the only potential spa
e that 
ould be re
laimed would be in a 
ontiguous region at theend of the heap.One �nal possibility would involve reusing the upper 4 bits of a sta
k value. First,re
all that we do not allow native multi
ast sends in SNAP, so a multi
ast IPv4 addresswill not be valid. It just happens that all IPv4 multi
ast address have their upper 4 bitsset to 1111. Therefore, we 
an use the following 
onventions:1. For most values, we will use 28 bits of pre
ision, and we will use the upper 4 bitsas a type tag. Heap o�set pointers will have these bits set to 1111, and all others(integers, ex
eptions, et
.) will take any di�erent value.2. Addresses use the full 32 bits (however, we know that no valid address will have theirupper bits set to 1111).Thus, when we s
an the sta
k or the heap during GC, a value will have its upper 4 bitsset to 1111 if and only if it is a heap pointer or an invalid IPv4 address. Therefore, thiss
heme would provide exa
t GC for 
orre
t programs, but may not 
olle
t all dead heapobje
ts for invalid ones (namely, ones using multi
ast IPv4 addresses).Threaded interpretation. The 
urrent stru
ture of the SNAP interpreter 
an be rep-resented by the pseudo-C 
ode shown in Figure 7.3. For ea
h instru
tion, we extra
t theop
ode and then enter a large swit
h statement where ea
h op
ode has its own 
ase.111



while (p
 < 
ode_end) {swit
h (get_op
ode(p
)) {
ase op1:/* exe
ute op
ode 1 */p
++;break;...
ase op2:...}} Figure 7.3: Stru
ture of the 
urrent SNAP interpreter loop.Now, suppose we have an instru
tion sequen
e with op1 followed by op2. After exe
utingop1, the interpreter will make three bran
hes: �rst, to the end of the swit
h statement;se
ond, to the top of the while loop; and third, to the 
ase for op2.This ineÆ
ien
y in virtual ma
hine implementations is often addressed by the use ofthreaded 
ode interpretation [ML70, PR98℄. In this 
ase, we would 
onstru
t a jump tablemapping op
odes to the pie
es of 
ode that exe
ute them. We would then in
lude thede
oding of the next instru
tion at the end of exe
uting the previous one, as shown inFigure 7.4. This would redu
e the number of bran
hes to two: one for the if statement todete
t the end of the 
ode segment, and one to bran
h to the 
ode for exe
uting the nextinstru
tion.Stati
 approa
hes. We have operated on the assumption that, espe
ially for ephemerala
tive pa
kets, large stati
 optimization or safety operations would be unlikely to pay o�in terms of redu
ed exe
ution time. For example, we de
ided that dynami
 sandboxingwould be a 
heaper way to enfor
e safety than performing either stati
 type 
he
king orproof-
arrying 
ode (PCC) [Ne
97℄ te
hniques. It would be interesting to a
tually explorethis parti
ular question experimentally.Another interesting question would be whether some sort of just-in-time (JIT) 
ompila-tion would be worthwhile. Kind et al. have a
tually implemented su
h a 
ompiler [KPS02℄for a variant of SNAP running on IBM PowerNP 4GS3 network pro
essors [IBM02℄. Their112



jump_table[op1℄ = &label_op1;jump_table[op2℄ = &label_op2;...while (p
 < 
ode_end) {goto *jump_table[get_op
ode(p
)℄;label_op1:/* exe
ute op1 */p
++;if (p
 < 
ode_end)goto *jump_table[get_op
ode(p
)℄;elsebreak;label_op2:/* exe
ute op2 */p
++;if (p
 < 
ode_end)goto *jump_table[get_op
ode(p
)℄;elsebreak;...} Figure 7.4: Stru
ture of a threaded SNAP interpreter.
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�ndings indi
ated that 
ompiling one SNAP instru
tion and then exe
uting the resultingnative 
ode took slightly longer than just interpreting the same instru
tion. Thus, JIT
ompilation would probably not pay o� with our 
urrent one-shot instru
tions. However,Kind et al. note substantial speedups when the generated 
ode 
ontained loops3 or was
a
hed between pa
kets of the same 
ow.In both of these 
ases, our intuition has been that the large stati
 overhead would notbe over
ome: sin
e ea
h SNAP instru
tion exe
utes at most on
e, and in some 
ases, notat all, a potentially large part of this stati
 overhead would be wasted work. Before we
an evaluate this experimentally, however, we need a larger body of 
ommon, useful SNAPprograms to use as ben
hmark 
ases.Code 
a
hing. Another possibility would be to 
ouple either of the above stati
 ap-proa
hes with 
ode 
a
hing. We 
ould in
lude a 
ode 
he
ksum �eld in the SNAP headerto use as a key to the 
a
he. Indeed, having su
h a 
ode 
he
ksum might be desirableanyway, just to avoid exe
uting 
ode segments that were 
orrupted during transmission(although again, this is not stri
tly ne
essary for safety, as our sandboxing te
hniques will
at
h these errors).Then, when a pa
ket arrives, we verify its 
he
ksum and see if we have any native 
ode
a
hed for it. If so, we 
an immediately jump to the native 
ode (perhaps we would need toverify that the �rst few instru
tions mat
hed between the byte
ode and native versions toavoid 
he
ksum 
ollisions). On a 
a
he miss, we 
an begin the native 
ode 
ompilation inparallel with interpretation, as the 
ode will still be 
arried in the pa
ket, perhaps waitingfor a spe
i�ed number of misses before 
ompilation so as to avoid 
ompiling \one-shot"diagnosti
 or 
ontrol pa
kets. This is in 
ontrast to the ANTS [WGT98℄ 
ode-
a
hings
heme where a 
apsule's 
ode must be fet
hed into the 
a
he before being exe
uted,in
urring a one-hop round-trip to the previous node to fet
h the 
ode, and potentially
reating thrashing in the 
ode 
a
he.3Kind et al. use a variant of SNAP that allo
ates an exe
ution budget similar to that of Stream-Code [EHH01℄ (namely, linear in the length of the entire pa
ket in
luding payload) and then permitslooping up to this point.
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Another possibility would be to 
a
he the byte
ode itself, parti
ularly for slow links, inthe style of TCP/IP header 
ompression [Ja
90℄. Here, instead of transmitting the same
ode segment over and over again for a stream of pa
kets, we would instead just transmita 
ode segment identi�er like the 
ode 
he
ksum mentioned above. Two problems springto mind here: �rst, we may end up with thrashing in the 
a
he that may result in a pa
ketarriving with no asso
iated 
ode. Se
ondly, this potentially violates some of our resour
eguarantees, as the resour
es an atta
ker 
an 
urrently tie up with SNAP are dire
tly tiedto his or her a

ess bandwidth. With 
ode 
a
hing, an atta
ker need only send one 
opyof a large mali
ious program (parti
ularly one with a small payload) and 
an then sendmany more smaller pa
kets 
ontaining just payloads, thereby magnifying the e�e
t of thea

ess link.S
alable Implementations. In Chapter 5, we measured SNAP's eÆ
ien
y in asoftware-router setting, whi
h we argued was already ubiquitous enough to make a substan-tial impa
t. However, it would be interesting to examine SNAP implementations designedfor higher-end routers. One obvious strategy here would be to build hardware SNAP inter-preters; given the simpli
ity of the language and our 
urrent virtual ma
hine, this shouldbe straightforward, and we would expe
t to be able to draw on the experien
es of otherhardware a
tive pa
ket environments like StreamCode [EHH01℄.Another attra
tive area is implementing SNAP interpreters for the mi
ro-engines ofnetwork pro
essors [IBM02, Cor01℄. Indeed, Kind et al. have already implemented su
han interpreter for a variant of the SNAP language [KPS02℄. Although they have notmade real-time throughput measurements, the ar
hite
ture they des
ribe involves havingnetwork pro
essors inter
onne
ted by a swit
hing fabri
. Here, the SNAP pro
essing powerof su
h a router would s
ale with the number of network pro
essors available. Kind et al.
orrespondingly 
hanged the SNAP exe
ution model to have both ingress and egress 
odeentry points to �t more 
losely the underlying hardware ar
hite
ture; thus, a SNAP pa
ketexe
utes on its ingress network pro
essor, determines its output port, gets routed a
rossthe swit
hing fabri
, and �nally exe
utes on the 
orresponding egress network pro
essor.
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7.1.3 Appli
ation DevelopmentAppli
ation development is an ex
iting dire
tion for future work, as it will enhan
e ourexperien
e with SNAP and inform the 
ommunity about various design spa
e tradeo�s wehave made. Furthermore, we need to develop a suite of ben
hmark SNAP programs to
arry out some of the experimental resear
h mentioned above. Here we will limit ourselvesto extensions of the two main appli
ations we des
ribed in Chapter 6.Network management. At the time of this writing, Walter Eaves at University Col-lege London has added an SNMP interfa
e to the user-spa
e version of SNAP [ECG+02℄.However, we have not yet had a 
han
e to 
onsider the resour
e impli
ations (as in Chap-ter 4) of these servi
es. Nonetheless, a 
ombined user-spa
e SNAP interpreter and SNMPdaemon would make an attra
tive drop-in repla
ement for a simple SNMP daemon. Aswe mentioned in the previous 
hapter, we 
ould then roll out mobile-agent-style repla
e-ments for various 
entralized-polling monitoring appli
ations. Indeed, sin
e 
ontrol-planeoperations are often less performan
e-sensitive than data-plane ones, this would seem tobe one of the main avenues for getting SNAP widely deployed in the Internet.Multimedia. Beyond the AVid system we des
ribed here, we 
ould build other appli-
ations with a
tive pa
ket programs designed spe
i�
ally for the type of media we weretransporting. For example, for audio streams, per
eived sound quality is improved if lossesare spread out rather than 
lustered together. Thus, we 
ould have audio pa
kets thatmonitored their outgoing queue lengths and aborted themselves before the queue �lled upentirely, mu
h as in Random Early Dete
tion (RED) [FJ93℄.Similarly, intera
tive voi
e appli
ations have hard real-time 
onstraints on the delaya pa
ket may en
ounter. For example, an a
tive pa
ket 
ould maintain a 
onservativeestimate of its 
umulative queuing delay. The estimate of the queuing delay at the 
ur-rent node 
an be 
al
ulated based on the length of the outgoing queue and the averagerate at whi
h the queue is draining, both of whi
h are reasonable quantities for a node tobe maintaining [MK00℄. If the pa
ket 
an determine at any point that it will miss its overall
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delay deadline (either de�nitively or perhaps with a 
ertain reasonable probability), thenthe pa
ket 
an drop itself, thereby freeing up resour
es for other pa
kets in the stream.In general, multimedia appli
ations are likely to be a great sour
e of new appli
ationsfor a
tive pa
kets (or a
tive networking in general, for that matter). Ea
h di�erent mediatype has its own properties, and di�erent network 
ontexts ranging from Ethernet LANsto dialup modems to 
ellular phones will mean that a variety of new proto
ols will beneeded. An a
tive pa
ket framework, parti
ularly one that is in
rementally deployablelike SNAP, will provide a 
onvenient way for designers to qui
kly roll out new proto
olswithout having to worry about pa
ket formats.7.1.4 Servi
esAs we mentioned in Chapter 4, an a
tive pa
ket language is really only as good as itsset of node-resident servi
es, although just a few well-sele
ted ones suÆ
e for a varietyof appli
ations. Currently, servi
es are implemented in C and veri�ed by hand for theirresour
e usage properties. Furthermore, they are stati
ally 
ompiled into the kernel. Torealize the full 
exibility for whi
h the original a
tive networks proposals aimed, a mu
hbetter servi
e support framework will be ne
essary.First, we need a way to dynami
ally deploy servi
es, whether this takes pla
e viatransmitting and loading kernel modules or by a more general form of online softwareupdating [Hi
01℄. We then need a way to make sure that the newly deployed servi
es aresafe. One method involves requiring downloaded 
ode to be 
ryptographi
ally signed bya 
entral authority [CDD+99℄. However, this really only handles authorization and notsafety: well-meaning 
entral authorities may still sign software 
ontaining bugs.Instead, we need a way to verify the safety of new servi
es. The use of proof-
arrying
ode te
hniques [Ne
97, MWCG99℄ would enable 
ode to be shipped with a proof that itsatis�ed our robustness and resour
e usage 
onditions for safety. Even in this 
ase, wewould still also want the 
ode to be at least 
ryptographi
ally signed for a

ess-
ontrolpurposes.
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As we mentioned in Chapter 4, the programming language 
ommunity has devel-oped several te
hniques for estimating or asserting the resour
e usage properties of pro-grams [CW00, NL97, Hof99, HP99, HPS96, RG94℄. While it is unde
idable to automati-
ally derive the resour
e usage properties of a program in a general purpose programminglanguage, the pro
ess may be easier in a domain-spe
i�
 language. For example, programswritten in PLAN [HKM+98b℄ and Mer
ury [SSS97℄ are guaranteed to terminate, and wehave shown even stri
ter guarantees for SNAP in this work. Therefore, it seems likelythat we 
ould design a spe
ial-purpose servi
e programming language, in whi
h resour
eusage proofs 
ould be automati
ally generated and transmitted in a proof-
arrying 
odeframework.7.2 Expanding the modelOne of the main 
ontributions of this work is our model of a
tive pa
ket exe
ution. Perhapsthe main 
on
ept of this model is its notion of linear resour
e usage. A main reason for
hoosing this model is that uni
ast IP pa
kets satisfy this model; therefore it seems thata linear bound for a
tive pa
kets would also be a

eptable to the network 
ommunity.However, there is some question whether this bound might be too tight. For example,multi
ast IP pa
kets do not satisfy our global predi
tability 
riterion.It would be worthwhile to take the general model of the resour
es used for pa
ketpro
essing as presented in Chapter 4 and apply it to 
urrent network proto
ols4. Thiswould enable us to get a feel for what bounds are really a

eptable to the networking
ommunity. In parti
ular, it 
ould potentially make a 
ompelling argument that deployinga
tive proto
ols is no more demanding on a node's resour
es than 
urrent, widely-a

eptedproto
ols.Finally, if it turns out that resour
e usage greater than a simple linear bound is a
-
eptable, it will open up a new portion of the design spa
e for a
tive pa
ket languages,as we may be able to in
rease 
exibility beyond what SNAP provides without sa
ri�
ingsafety. For example, it may be
ome possible to remove the ba
kward bran
h restri
tion forSNAP, or perhaps to permit stati
ally-bounded loops. Perhaps more likely, it may allow4Personal 
ommuni
ation with Mi
hael Hi
ks. 118



servi
es that do not run in 
onstant time or spa
e, or ones that allow a pa
ket to \refuel"its resour
e bound.7.3 SummaryThis dissertation has shown that an a
tive pa
ket system 
an be pra
ti
al, something thea
tive networking 
ommunity has been working towards for several years. However, as wehave mentioned above, this does not 
lose the book on a
tive pa
ket systems. Althoughwe have shown SNAP to be pra
ti
al, there are a number of ways in whi
h it 
ould beimproved. Furthermore, one 
ould easily imagine that there are other languages that mightsatisfy our model of linear resour
e usage. In this 
hapter, we have outlined some of thenext steps that 
an be taken in the exploration of the design spa
e for pra
ti
al a
tivepa
ket systems.
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Chapter 8Related WorkThis se
tion examines the main existing a
tive pa
ket systems: ANTS [WGT98℄,PLAN [HKM+98b, HMA+99℄, PAN [NGK99℄, Smart Pa
kets [SJS+99℄, ALIEN [Ale98℄,M; [Ts
97℄, SafetyNet [WJOP00℄, and StreamCode [HEK00, EHH01℄. We des
ribe ea
hsystem and 
onsider how it �ts into our pra
ti
ality framework. We examine how ea
hsystem trades o� among the three 
riteria of safety, eÆ
ien
y, and 
exibility and evaluateits strengths and weaknesses.8.1 ANTSThe A
tive Network Transport System (ANTS) [WGT98℄ was one of the �rst a
tive pa
ketsystems developed. A
tive pa
kets, or 
apsules, logi
ally 
ontain the 
ode that is needed topro
ess them. This 
ode may make 
alls into a �xed and limited API to gain node-spe
i�
information. In addition, related 
apsules may leave node-resident state for one anotherin a soft-state 
a
he.One of the unique features of the ANTS system is an on-demand 
ode loading system.Rather than 
arry the 
ode itself, the 
apsules instead 
ontain referen
es to the 
ode. Ifa node does not have a 
a
hed 
opy of the ne
essary 
ode, it is loaded, typi
ally from theprevious node in the 
ow, but potentially from the sour
e node. Thus the 
ode for ana
tive appli
ation mar
hes `ant-like' a
ross the network as the 
a
hes are loaded.Safety. The 
urrent ANTS prototype is written in Java [GJS96℄ and relies upon theJVM's byte
ode veri�
ation and sandboxing fa
ilities [LY96℄ for the safety features they120



provide. Lo
al node resour
e usage is governed through the use of wat
hdog timers andmemory allo
ation limits. Capsule types are grouped into proto
ols, and 
apsules arerestri
ted to only a

ess soft state belonging to their own proto
ol. The referen
e tothe 
ode a
tually takes the form of a MD5 
ryptographi
 hash of the a
tual 
ode, thuspreventing 
ode spoo�ng. Thus, a misbehaving 
apsule is isolated from other 
apsules andthe node itself, and if it 
onsumes too many resour
es it is terminated. However, Hawblitzelet al. [HCC+98℄ note that terminating a misbehaving thread or pro
ess safely in the JVMis, in fa
t, far from simple, as node data stru
tures may be left in an in
onsistent state ornode threads may be \hija
ked" by the misbehaving 
apsule.To 
ontrol network-wide resour
e use, ANTS provides a TTL �eld, whi
h is de
re-mented at ea
h hop, and dupli
ated when a pa
ket 
reates a 
hild pa
ket. Sin
e pa
kets
an 
reate any number of 
hild pa
kets, the TTL limits the distan
e a pa
ket's 
hildren 
antravel, but not the total work in the network. Currently ANTS requires that 
apsules be
erti�ed by some authority before being deployed to limit the possibility of mali
ious pa
k-ets. This signi�
antly redu
es the speed at whi
h new 
apsule programs 
an be deployed,and of 
ourse raises the question of the 
orre
tness of the 
erti�
ation.EÆ
ien
y. Wetherall [Wet99℄ provides an in-depth look at the 
osts involved in pro-
essing ANTS 
apsules on a Sun Ultra 1 running Solaris 2.6 (SPECINT95 rating of 6).Per-
apsule pro
essing laten
y ranges from 500 �s for zero-payload 
apsules to 700 �sfor 
apsule payloads resulting in maximum Ethernet frames (1500 bytes, resulting in 16Mb/s appli
ation throughput). For 512-byte 
apsules, Wetherall measures that of the615 �s laten
y, 42% may be attributed to kernel 
rossings and thus 
ould be eliminatedfrom an in-kernel ANTS implementation. An additional 32% is attributed to marshalling
osts (
asting 
apsule byte arrays into Java obje
ts and vi
e versa). All of these num-bers are for 
apsules that do not require demand loading (i.e., the 
apsule 
ode is already
a
hed); when loading is required the laten
y in
reases by an order of magnitude [WGT98℄.However, Wetherall argues that 
apsules in a given network 
ow will likely require similarpro
essing, so at 16 Mb/s for the in-
a
he 
ase, this early ANTS prototype already a
hievesperforman
e adequate to T1 line rates. 121



Flexibility. Perhaps the best demonstration of the 
exibility of the ANTS system isthe number and variety of a
tive networking appli
ations that have been built using theANTS toolkit. These in
lude spe
ialized web 
a
hing [LG98℄, reliable multi
ast [LGT98℄,and distributed au
tion servi
es [LWG98℄. ANTS nodes may be s
attered throughout thenetwork; lega
y routes may just perform default IP forwarding, thus permitting in
re-mental ANTS deployment. One s
alability drawba
k is that the MD5 �ngerprint of theproto
ol 
ode makes 
apsule 
ode re-use diÆ
ult: in order to 
ombine 
apsules from twodi�erent proto
ols and have them 
ooperate, their 
ode must be \glued" into a new pro-to
ol, with a 
orresponding new MD5 �ngerprint. Thus, there 
ould be multiple 
opies ofthe same 
ode residing in a given 
a
he, whi
h would be problemati
 if a proliferation ofappli
ation proto
ols resulted in widespread 
a
he 
ontention.8.2 PLANThe Pa
ket Language for A
tive Networks (PLAN) [HKM+98b℄ was another early a
tivepa
ket system and is, in part, the work of the 
urrent author. This system features atwo-level ar
hite
ture 
onsisting of limited (but not �xed) node-resident servi
es (similarto the ANTS node API) and a
tive pa
kets written in a domain-spe
i�
 language, PLAN.A key design goal was to restri
t the expressiveness of the PLAN language so that it wassafe to exe
ute unauthenti
ated PLAN programs.PLAN is a simple, strongly typed, fun
tional language with syntax resembling that ofStandard ML [MTH90℄. It adds fa
ilities for spawning new pa
kets as well as a uniquelanguage 
onstru
t 
alled a 
hunk [MHN99℄, whi
h permits pa
kets to be treated as data,thus enabling fragmentation and en
apsulation.Safety. PLAN is strongly typed; this is enfor
ed dynami
ally by the PLAN interpreter.However, PLAN programs may be type
he
ked stati
ally so that programmers may knowa priori that their programs will not 
reate type errors in the network. A key feature of thelanguage is that general re
ursion is disallowed, thus guaranteeing that all PLAN programswill terminate. Unfortunately, it is still possible to write PLAN programs that 
onsumeCPU or memory resour
es whi
h are exponential in the length of the program [HKM+98b℄,122



so a simple termination guarantee is not strong enough to provide the resour
e predi
tabil-ity we would like.Network bandwidth is governed by a stri
tly de
reasing resour
e bound 
arried by ea
hpa
ket. When a pa
ket spawns a 
hild pa
ket, it must donate some of its remaining resour
ebound to the 
hild, thus bounding the total number of network hops whi
h 
an be taken bya pa
ket and its des
endants. Unfortunately, it is diÆ
ult to know how to set this bound,and there is 
urrently no provision for preventing the bound being set unreasonably highwhen the pa
ket is �rst inje
ted. Finally, PLAN's servi
e namespa
e may be dynami
allyrestri
ted or expanded based upon 
ryptographi
 
redentials [HKS02℄.EÆ
ien
y. Hi
ks et al. implemented an a
tive internetwork in OCaml [LRW99℄,PLANet [HMA+99℄, in whi
h all of the pa
kets 
ontain PLAN programs and data. PLANetwas able to sustain 48 Mb/s of routing throughput1, through the use of a spe
ial \routingfun
tion" pointer in ea
h pa
ket that allowed pa
kets to evaluate their PLAN programson sele
ted nodes while simply being forwarded through others. The main savings herewas being able to avoid pa
ket marshalling 
osts on the routers where PLAN evaluationdid not o

ur. The main overheads identi�ed in PLANet were kernel 
rossings, threads
heduling, and garbage 
olle
tion.Flexibility. Despite being a language with limited expressiveness, PLAN has been founduseful as a \network s
ripting language" for 
ombining node-resident servi
es. Exam-ples of PLAN-based appli
ations in
lude appli
ation-spe
i�
 routing [HMA+99℄, multi
ast(where ea
h pa
ket 
arries a list of all re
ipients) [HKM+98a℄, and virtual private net-works [MHN99℄. One awkward point, however, is that the resour
e bound 
onservationproperties make it diÆ
ult (from a programmer's point of view) to apportion a pa
ket'sresour
e bound among multiple 
hildren.1Measurements taken on 300 MHz dual Pentium IIs with 256 MB RAM.
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pro
essing laten
yPa
ket type 128 bytes 1500 byteskernel IP 50 �s 160 �skernel a
tive x86 70 �s 180 �suser-spa
e a
tive x86 133 �s 290 � suser-spa
e a
tive Java 448 �s N/ATable 8.1: Pa
ket pro
essing laten
ies for 128-byte PAN 
apsules.8.3 PANPAN [NGK99, Nyg98℄ is a follow-on proje
t to ANTS, also developed at MIT. The mainquestion Nygren et al. address is: are the 
omputational overheads of providing a
tivepro
essing too high to ever a
hieve pra
ti
al performan
e? Fortunately for us, the answerwas \no." PAN a
hieves its high performan
e through the use of in-kernel pa
ket exe
ution,
ode 
a
hing, and standard network performan
e tuning su
h as minimizing data 
opies.A unique feature of PAN is its support of multiple mobile 
ode systems, in
luding Javaand x86 obje
t 
ode.Safety. PAN segregates its soft state on a per-
ode-obje
t basis, thus providing better
ow isolation than the global uni�ed store of ANTS. Furthermore, the use of modulethinning permits 
ode obje
ts to export narrowed interfa
es and supports guardian obje
tsto mediate a

ess to shared data stru
tures (e.g., routing tables). For its Java-based mobile
ode obje
ts, PAN inherits the type safety properties of the JVM, although dynami
allylinking x86 obje
t 
ode into the kernel is 
ompletely unsafe and hen
e impra
ti
al. Thisis in fa
t unfortunate, as the performan
e numbers presented below seem to imply thatsafety must be sa
ri�
ed in order to a
hieve eÆ
ien
y.EÆ
ien
y. By residing in-kernel and minimizing data 
opies, PAN avoids the kernel
rossing overheads su�ered by most other a
tive pa
ket systems. Indeed, when using thex86 native 
ode, PAN is able to e�e
tively a
hieve 100 Mb/s throughput. Nygren et al.identify overheads asso
iated with various parts of their system, as shown in Table 8.12.2Measurements taken on 200 MHz PPro, 64 MB RAM.124



PAN in
urs as little as 13% overhead over IP for a
tive pro
essing with unsafe native
ode. However, swit
hing to Java to provide even basi
 type safety results in mu
h poorerperforman
e (a signi�
ant part of this overhead is attributed to garbage 
olle
tion 
osts).Nonetheless, PAN demonstrates that a
tive pro
essing in itself does not imply poor per-forman
e.Flexibility. PAN's support for multiple mobile 
ode systems is unique among �rst-generation a
tive pa
ket systems. The use of native obje
t 
ode provides essentially un-limited 
exibility (in
luding, unfortunately, the subversion of the node itself). However,
ode obje
ts are restri
ted to a �xed API, the PAN Node Interfa
e, and the use of a type-safe language ensures 
ode 
annot bypass this interfa
e, thus having essentially the same
exibility as ANTS in this respe
t.8.4 Smart Pa
ketsThe Smart Pa
kets proje
t [SJS+99℄ from BBN targets a
tive pa
kets for network man-agement tasks. One of the goals of their mobile agent-style approa
h is to 
ut down onreporting traÆ
 by allowing Smart Pa
kets to digest the information retrieved from nodesto 
ustomize the reports that are sent ba
k to the management 
enter. Sin
e many net-work management fun
tions 
an already be expressed as simple algorithms, a Smart Pa
ket
ould diagnose a problem \on-site" and take immediate a
tion to 
orre
t it, thus improvingmanagement response time.Be
ause Smart Pa
kets are meant to be deployed in potentially mis
on�gured or failednetworks, they must be extremely robust. In parti
ular, they have been designed to beself-
ontained, so that no new router state is required. Furthermore, useful programsshould be en
odable within a single link layer frame so that fragmentation may be avoided.Smart Pa
kets are 
oded using two equivalent languages: Spro
ket is a safe subset of Cextended with primitives for MIB a

ess; Spro
ket, in turn, may be 
ompiled to Spanner,a 
ompa
tly-representable CISC-like assembly language.
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Safety. The Smart Pa
kets proje
t, like many of the other systems we have dis
ussed,relies on its virtual ma
hine exe
ution environment to provide basi
 type and memorysafety. In addition, the VM enfor
es limits on the number of instru
tions exe
uted, amountof memory used, and a

ess to MIB variables. Cryptographi
 authenti
ation is used toensure program integrity and origin and to set resour
e limits. These 
erti�
ates maybe omitted, in whi
h 
ase the pa
ket runs in a very resour
e-limited environment that isnonetheless suÆ
ient to perform simple diagnosti
 fun
tions su
h as ping or tra
eroute.EÆ
ien
y. As we will see in our dis
ussion of ALIEN and SANE below, the use of
ryptography for authenti
ation 
an be quite expensive. However, as the main appli
ationdomain of Smart Pa
kets is network management, being able to operate at the 
ontrolplane rather than the transport plane may mean that Smart Pa
kets may nonetheless befast enough. Unfortunately, basi
 performan
e numbers are not available at the time ofthis writing.Flexibility. Unlike ANTS, PLAN, and PAN, Smart Pa
kets do not have a general pa
ket-spawning 
apability. Instead, Smart Pa
kets 
an 
reate Message Pa
kets to report databa
k to their sour
e. Smart Pa
kets are, however, able to 
ontrol their 
ourse through thenetwork, having both hop-by-hop and end-to-end modes of exe
ution. Finally, providingMIB operations means that Smart Pa
kets should be able to perform most SNMP-stylemanagement tasks.8.5 ALIEN and SANEALIEN [Ale98℄ is an a
tive networking ar
hite
ture developed at the University of Penn-sylvania that supports both a
tive pa
kets and a
tive extensions (node updates). Here wewill dis
uss one parti
ular instantiation of ALIEN, 
alled SANE (Se
ure A
tive NetworkEnvironment) [AAKS98℄. SANE a
tive pa
kets are written in OCaml [LRW99℄, a diale
tof ML supporting dynami
 linking of byte
odes.
126



SANE uses publi
 key 
ryptography to establish se
urity asso
iations between neigh-boring nodes. Using these asso
iations, it is possible to guarantee the origin and integrityof the OCaml byte
odes that are the 
ode for the a
tive pa
kets.Safety. OCaml byte
odes are known to be typesafe [LR98℄. ALIEN provides additionalsafety by using module thinning to restri
t the interfa
e to a node as seen by the a
tivepa
kets being dynami
ally linked against it. However, ALIEN does not address resour
epredi
tability issues su
h as limiting the CPU, memory, or bandwidth used by an a
tivepa
ket.EÆ
ien
y. One of the main results of the SANE work is that using 
ryptographi
 au-thenti
ation on every pa
ket in a software implementation results in una

eptably lowperforman
e: roughly 5 Mb/s throughput for 1500-byte pa
kets [Ale98℄3. The laten
y fora one-hop ping is roughly 10 ms. Alexander measures that roughly 25% of the laten
yis attributable to authenti
ation, 20% to OCaml-indu
ed overheads su
h as the OCamlthread s
heduler and garbage 
olle
tor, and 16% to marshaling 
osts. The avoidan
e ofthese 
osts was an important goal in SNAP's design.Flexibility. Be
ause OCaml is a general-purpose programming language, SANE's a
tivepa
kets are quite expressive. Indeed, the ability to support both a
tive pa
kets and a
tiveextensions makes ALIEN a good platform for exploring several di�erent approa
hes toa
tive networking. However, ultimately the 
exibility of the ALIEN system depends uponexa
tly whi
h fun
tions are made available in the module-thinned API. Be
ause ALIEN re-lies heavily upon the se
urity of this interfa
e, it is a very �ne line to walk when 
onsideringwhether a useful fun
tion is safe enough to be exposed in the API.8.6 M;The M; [Ts
97℄ mobile agent environment is under development by Ts
hudin at UppsalaUniversity. M; agents are 
alledmessengers and are meant to provide a basis for developing3Measurements taken on 433 MHz DEC Alphas.127



distributed systems. The idea is that hosts should only provide servi
es that do not requiresyn
hronization with other hosts; everything else should be built up using messengers.M; is a sta
k-based language similar to Posts
ript. Messengers are designed to belightweight, as it is expe
ted they should be numerous and perhaps short-lived. Messen-ger threads are anonymous; they may only intera
t or syn
hronize through the use of aper-node shared memory whi
h implements a non-browsable di
tionary [Muh98℄: only amessenger knowing the required key may a

ess data stored there.Safety. As mentioned above, the M; environment provides a
tive pa
ket isolation, andthe M; interpreter provides basi
 integrity safety. Resour
e safety is provided throughthe use of a market-based system; ea
h messenger whi
h arrives is given some amount of\startup money". Messengers may then bid in a lottery system for CPU time sli
es, andmust pay periodi
 \rent" on global memory. Messengers may 
ooperate by donating fundsto one another. Threads are killed when they run out of money, and memory is re
laimedwhen there is no money left for rent. Unfortunately, there is no way to kill an out-of-
ontrol messenger, other than by letting its resour
es run out. It would be possible underthis s
heme, then, for an appli
ation to 
ontinually insert new messengers whi
h donatetheir startup 
ash towards a mali
ious, long-running messenger. Furthermore, appli
ationdesigners may be en
ouraged to take this approa
h of generating additional bandwidthjust to keep their servi
es alive, even if no one is using them.EÆ
ien
y. M; has support for running native 
ode, in
luding primitives for queryingthe available CPU types, setting registers, and de�ning address spa
es. In addition, theM; language is designed to be quite 
ompa
t, leaving more room in a
tive pa
kets forpayload. The e�e
tiveness of this platform 
an be seen from an experiment in whi
h anele
tion servi
e deployed itself around the world over 5 ABONE nodes (6 a
tive hops, 160Internet hops) in 455 ms [Ts
99b, Ts
99a℄. Unfortunately, not enough details are availableabout this experiment to allow us to dire
tly 
ompare M; with the other systems.Flexibility. Be
ause messengers may send arbitrary strings a
ross 
ommuni
ation 
han-nels, they essentially have 
ontrol over their own wire formats. In fa
t, 
ode 
a
hing 
an128



a
tually be 
oded up within the M; environment itself. Furthermore, messengers 
an ex-press their own se
urity poli
ies, as they have a

ess to 
ryptographi
 fun
tions, as well asa spe
ial primitive 
alled elaun
h, whi
h takes a string, de
rypts it with the node's privatekey, and then exe
utes it as an M; program. Thus it is possible to ensure that 
ertain M;
ode is only exe
uted upon the nodes desired.8.7 SafetyNetWakeman et al. at University College London propose a new programming language fora
tive networks 
alled SafetyNet [WJOP00℄. As implied by its name, this system holds asa primary goal that a
tive networking programs should not be able to disrupt the basi

onne
tivity of the network. Sin
e routing tables are the key 
omponent of maintaining
onne
tivity, SafetyNet programs do not have dire
t, unlimited a

ess to them but rathermust a

ess them through a mediated interfa
e. Although SafetyNet is very mu
h a workin progress, we present here the major design goals as another tradeo� point in the designspa
e.Safety. The approa
h taken with SafetyNet is to rely on a spe
ialized stati
 type systemto guarantee various properties about programs written in it. Besides simple type safety,whi
h provides node integrity from dangling or forged pointers, the SafetyNet type systemis also able to express resour
e usage through the use of linear types. Simply put, vari-ables of linear type 
an only be used on
e, thus permitting a kind of resour
e a

ounting.Wakeman et al. 
laim that limits on network hops, thread spawning, memory allo
ation,CPU sli
es, et
. 
an all be en
oded in the type system.EÆ
ien
y. There are no performan
e measurements available for SafetyNet. However,Wakeman et al. hope to get a performan
e boost from the stati
 type system by using a
ode 
a
hing strategy similar to that of ANTS. By performing the stati
 type
he
k of apie
e of 
ode when it is �rst downloaded, the system may safely eliminate dynami
 runtime
he
ks when the 
ode is exe
uted. Thus, the 
ost of the stati
 
he
k is amortized a
ross allof the 
ode's invo
ations. Other proje
ts have en
ountered high overheads from a threaded129



model of exe
ution [HMA+99, Ale98℄, so 
are will have to be given to the thread systemimplementation.Flexibility. A large part of the 
exibility of the language will be dependent upon theprimitives provided for a

ess to node data stru
tures or servi
es. However, 
onstru
ts areprovided for node-resident state, remote thread spawning (equivalent to sending an a
tivepa
ket), and data delivery; Wakeman et al. demonstrate how to provide a basi
 multi
astservi
e using the SafetyNet language.8.8 StreamCodeStreamCode [HEK00, EHH01℄ is a system being developed at NEC and ETH-Z�uri
h.The StreamCode team has fo
used on high performan
e a
tive pa
kets and have designedtheir language to promote a fast hardware implementation in the form of a StreamCodepro
essor. The idea is to exe
ute a pa
ket program as it is read in o� the network; straightline 
ode is thus exe
uted at line speed (as well as ba
kward bran
hes to program portionsthat have already been re
eived), although forward bran
hes stall until the target 
ode hasbeen re
eived.Safety. The StreamCode approa
h to resour
e usage is really quite simple; a pa
ketprogram may only exe
ute for as mu
h time as it takes the network interfa
e to re
eiveall the bits of the pa
ket. After that point, the hardware pro
essor resets, and the pa
ketprogram is aborted, thus guaranteeing that a pa
ket 
annot use an overly high amount ofpro
essing time. However, it is un
lear whether node memory usage is bounded (althougha program's state is 
leared when exe
ution terminates, mu
h as in SNAP). Finally, itappears that network resour
e bounding is provided by a TTL-like me
hanism, but thepresen
e of a native multi
ast primitive means that a StreamCode pa
ket has the potentialfor exponential fanout (thus permitting a fairly simple denial of servi
e atta
k initiated bya single pa
ket, where the pa
ket simply multiplies itself out for several hops, and then alldes
endents 
onverge on the vi
tim). 130



As a side note, Egawa et al. [EHH01℄ suggest that end users pad their pa
kets with extrapayload to permit the programs to 
omplete their exe
ution. This potentially en
ouragesStreamCode programmers to waste bandwidth by atta
hing extra padding \just to besure" their programs will have enough time to �nish.EÆ
ien
y. As mentioned above, pa
ket programs may only exe
ute for as long as it takesto re
eive all the pa
ket bits, so StreamCode exe
utes at line speeds almost by de�nition.Egawa et al. [EHH01℄ report 829 Mb/s throughput on 933 MHz Pentium III ma
hines
onne
ted by Gigabit Ethernet interfa
es.Flexibility. The StreamCode instru
tion set is modeled on a generi
 MIPS instru
tionset with additional primitives for table lookup and burst 
opies between pa
ket bu�ers.Unfortunately, the onus is on programmers to be sure that their programs 
omplete inthe ne
essary time so they do not get prematurely terminated. Egawa et al. [EHH01℄ useStreamCode to implement 
ontent-sensitive multi
ast to di�erentiate between premium-servi
e versus best-e�ort 
ows or entertainment data versus 
ommer
ial advertisements todo \smart" preferential dropping at 
ongestion points.

131



Chapter 9Con
lusions and ContributionsThe primary 
ontribution of this work, is, of 
ourse, the demonstration of our thesis thata
tive pa
ket systems 
an be pra
ti
al. A further 
ontribution is SNAP itself, as the
on
rete example that we use to prove our 
laim. The a
tive networking 
ommunity hasbeen moving towards pra
ti
ality for a
tive pa
kets for several years now, and we have�nally a

omplished it.The establishment of our pra
ti
ality framework with our 
riteria of safety, eÆ
ien
y,and 
exibility, is also a 
ontribution to the 
ommunity, as it provides a means to evalu-ate subsequent a
tive pa
ket systems. Our in-depth evaluation in Chapter 8 of existinga
tive pa
ket systems with respe
t to this framework also provides a useful survey of thete
hnology to date.Furthermore, our model of SNAP exe
ution, using lightweight \network s
ript" pa
ketswith linear resour
e usage, is important for understanding a
tive pa
kets in a more global,network-wide 
ontext. In parti
ular, di�erent a
tive pa
ket s
hemes and implementationsthat satisfy the model 
an be inter
hanged wherever there is only a dependen
y on thepredi
table resour
e use the model provides. Also, sin
e IP satis�es the model as well, thismodel serves to unite IP and a
tive pa
kets in one pra
ti
al family.In the 
ourse of demonstrating that SNAP �ts the model and meets our requirementsfor safety, eÆ
ien
y, and 
exibility, we have also made the following 
ontributions:Safety. SNAP is the �rst a
tive pa
ket system to provide adequate resour
e predi
tabil-ity. Our establishment of lo
al and global predi
tability properties 
an also be applied to132



subsequent a
tive pa
ket systems. Finally, our safety proofs (although themselves simple)are the �rst su
h proofs for an a
tive pa
ket system.EÆ
ien
y. SNAP is the �rst a
tive pa
ket system to provide IP-like fun
tionality atIP-like overheads in a software router setting, while still maintaining robustness. Our C
ode base will be easily adaptable to other operating systems kernels, permitting otherresear
hers to deploy SNAP in their own a
tive networks. Also, our te
hniques for avoid-ing marshalling 
osts and permitting in-pla
e exe
ution may be applied to in
rease theeÆ
ien
y of other a
tive pa
ket systems.Flexibility. In the development of our two main appli
ations, we also use SNAP todemonstrate new and interesting algorithms. In our Distributed Denial-of-Servi
e dete
-tion appli
ation, SNAP provides a lightweight mobile agent platform for network man-agement, where previous mobile agent infrastru
tures have been notoriously heavyweight.This permits network monitoring algorithms to see a
tual measurable gains over 
entral-ized polling te
hniques, rather than just theoreti
al asymptoti
 
omplexity advantages.In addition, the style of monitoring we use in this appli
ation shows a novel way toredu
e management traÆ
 by avoiding having to query every managed node. This isinherently enabled by the mobile agent approa
h of embedding domain-spe
i�
 
ontrollogi
 in the querying pa
kets. Furthermore, be
ause we take an a
tive pa
ket pollingapproa
h, there is no need for additional resident monitoring daemons at the managednodes; the SNAP interpreter will only run when a
tive pa
kets are present.Finally, our AVid video-on-demand system shows a way to a
hieve an in
rementally-deployable multi
ast framework through the use of the Router Alert IP option to setup transparent tunnels through lega
y IP nodes. In addition, we 
ombine media-spe
i�

ongestion adaptation in our pa
kets to provide a usable system even in the absen
e ofguaranteed quality of servi
e.
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Appendix ASNAP Instru
tion Referen
eThis appendix 
ontains a 
omplete enumeration of the 
urrent SNAP instru
tion set. Wewill use the notation s[i℄ to refer to the ith sta
k value, with s[0℄ being the top sta
k value.The program 
ounter will be abbreviated p
. Bran
h o�sets will be abbreviated o� .A.1 Control Flow Instru
tions� exit. Terminates the 
urrent pa
ket exe
ution.� paj n. \Pop and jump." Computes an o�set o� := n + s[0℄. Pops s[0℄ from thesta
k, veri�es that o� > 0, and then sets p
 := p
 + o� . Thus, paj 1 with a zeroon top of the sta
k is the same as a pop.� tpaj n. \Test, pop, and jump." If s[0℄ = 0, then sets o� := n+ s[1℄, else o� := 1.Pops s[0℄ and s[1℄, veri�es that o� > 0, and then sets p
 := p
 + o� . If s[0℄ 6= 0,tpaj n has the same e�e
t as popi 2.� ji n. \Jump immediate." Veri�es that n > 0, and sets p
 := p
 + n.� bez n. \Bran
h if equal to zero." If s[0℄ = 0, then sets o� := n, else o� := 1. Popss[0℄, veri�es that o� > 0, and then sets p
 := p
 + o� . bez 1 has the same e�e
t aspop.� bne n. \Bran
h if not equal to zero." If s[0℄ 6= 0, then sets o� := n, else o� := 1.Pops s[0℄, veri�es that o� > 0, and then sets p
 := p
 + o� . bne 1 has the samee�e
t as pop. 134



A.2 Sta
k Manipulation Instru
tions� pop. Removes s[0℄ from the sta
k, then in
rements p
.� popi n. Removes the top n values from the sta
k, then in
rements p
.� pull n. Pushes a 
opy of s[n℄ on top of the sta
k (so pull 0 dupli
ates the top sta
kvalue), then in
rements p
.� store n. Overwrites s[n℄ with the value stored at s[0℄, pops s[0℄, then in
rements p
.store 0 is the same as a pop.� pint n. Pushes n onto the sta
k with an \integer" type tag, then in
rements p
.� paddr n. Pushes n onto the sta
k with an \address" type tag, then in
rements p
.� ptup n. Pushes n onto the sta
k with a \tuple" type tag, then in
rements p
.� pex
 n. Pushes n onto the sta
k with an \ex
eption type tag, then in
rements p
.� pstr n. Pushes n onto the sta
k with a \string" type tag, then in
rements p
.� p
t n. Pushes n onto the sta
k with a \
oat" type tag, then in
rements p
.A.3 Heap Manipulation Instru
tions� mktup n. Allo
ates a length-n tuple in the heap, initializes the values withs[0℄; : : : ; s[n � 1℄, pops s[0℄; : : : ; s[n � 1℄, and then pushes a tuple value on the sta
kwhi
h is a heap o�set indi
ating the lo
ation of the newly allo
ated tuple. Finally,mktup in
rements p
.� nth n. If s[0℄ is a tuple value, then nth pops s[0℄, extra
ts the nth value from theheap-allo
ated tuple indi
ated by the heap o�set in s[0℄ and pushes it on the sta
k.Finally, nth in
rements p
.� len. If s[0℄ is a tuple value, len pops s[0℄ and pushes the length of the tuple to whi
hit points, then in
rements p
. 135



� istup. If s[0℄ is a tuple value, pushes a 1 on top of it, else pushes 0. Then istupin
rements p
. Note that unlike the other heap manipulation instru
tions, istupdoes not pop any values o� the sta
k before pushing its result.A.4 Relational OperatorsFor the purposes of the relational operators indi
ated here, two sta
k values are equal ifthey are bit-wise equal (note that this implies that their type tags must be equal as well).For results, all relational operators push a 1 if their predi
ate is true, 0 if it is false. Allrelational operator instru
tions in
rement p
 afterwards. Relative order operations su
has greater-than or less-than are only valid for integers and 
oating point numbers.� eq. Pops s[0℄ and s[1℄ and pushes (s[0℄ = s[1℄).� eqint n. Pops s[0℄ and 
ompares it to n interpreted as an \integer" 
onstant, pushing1 if they are equal, 0 otherwise.� eqadr n. Pops s[0℄ and 
ompares it to n interpreted as an \address" heap o�setpointer, pushing 1 if they are equal, 0 otherwise.� eqtup n. Pops s[0℄ and 
ompares it to n interpreted as a \tuple" heap o�set pointer,pushing 1 if they are equal, 0 otherwise.� eqex
 n. Pops s[0℄ and 
ompares it to n interpreted as an \ex
eption" 
onstant,pushing 1 if they are equal, 0 otherwise.� eqstr n. Pops s[0℄ and 
ompares it to n interpreted as a \string" heap o�set pointer,pushing 1 if they are equal, 0 otherwise.� eq
t n. Pops s[0℄ and 
ompares it to n interpreted as a \
oat" heap o�set pointer,pushing 1 if they are equal, 0 otherwise.� neq. Pops s[0℄ and s[1℄ and pushes (s[0℄ 6= s[1℄).� nqint n. Pops s[0℄ and 
ompares it to n interpreted as an \integer" 
onstant, pushing1 if they are not equal, 0 otherwise. 136



� nqadr n. Pops s[0℄ and 
ompares it to n interpreted as an \address" heap o�setpointer, pushing 1 if they are not equal, 0 otherwise.� nqtup n. Pops s[0℄ and 
ompares it to n interpreted as a \tuple" heap o�set pointer,pushing 1 if they are not equal, 0 otherwise.� nqex
 n. Pops s[0℄ and 
ompares it to n interpreted as an \ex
eption" 
onstant,pushing 1 if they are not equal, 0 otherwise.� nqstr n. Pops s[0℄ and 
ompares it to n interpreted as a \string" heap o�set pointer,pushing 1 if they are not equal, 0 otherwise.� nq
t n. Pops s[0℄ and 
ompares it to n interpreted as a \
oat" heap o�set pointer,pushing 1 if they are not equal, 0 otherwise.� gt. Pops s[0℄ and s[1℄ and pushes (s[1℄ > s[0℄).� gti n. Pops s[0℄ and pushes (s[0℄ > n), where n is an integer 
onstant.� geq. Pops s[0℄ and s[1℄ and pushes (s[1℄ � s[0℄).� geqi n. Pops s[0℄ and pushes (s[0℄ � n), where n is an integer 
onstant.� lt. Pops s[0℄ and s[1℄ and pushes (s[1℄ < s[0℄).� lti n. Pops s[0℄ and pushes (s[0℄ < n), where n is an integer 
onstant.� leq. Pops s[0℄ and s[1℄ and pushes (s[1℄ � s[0℄).� leqi n. Pops s[0℄ and pushes (s[0℄ � n), where n is an integer 
onstant.� fgti n. Pops s[0℄ and pushes (s[0℄ > n), where n is a \
oat" heap o�set pointer.� fgeqi n. Pops s[0℄ and pushes (s[0℄ � n), where n is a \
oat" heap o�set pointer.� 
ti n. Pops s[0℄ and pushes (s[0℄ < n), where n is a \
oat" heap o�set pointer.� 
eqi n. Pops s[0℄ and pushes (s[0℄ � n), where n is a \
oat" heap o�set pointer.
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A.5 Arithmeti
 OperatorsWe divide our dis
ussion of arithmeti
 operators by the type of arguments they take. Allinstru
tions in
rement p
 afterwards.A.5.1 Integer/Float Operators1. add. Pops s[0℄ and s[1℄ and pushes (s[1℄ + s[0℄).2. addi n. Pops s[0℄ and pushes (s[0℄ + n), where n is an \integer" 
onstant.3. faddi n. Pops s[0℄ and pushes (s[0℄ + n), where n is a \
oat" heap o�set pointer.4. sub. Pops s[0℄ and s[1℄ and pushes (s[1℄� s[0℄).5. subi n. Pops s[0℄ and pushes (s[0℄� n), where n is an \integer" 
onstant.6. fsubi n. Pops s[0℄ and pushes (s[0℄� n), where n is a \
oat" heap o�set pointer.7. mult. Pops s[0℄ and s[1℄ and pushes (s[1℄ � s[0℄).8. multi n. Pops s[0℄ and pushes (s[0℄ � n), where n is an \integer" 
onstant.9. fmuli n. Pops s[0℄ and pushes (s[0℄ � n), where n is a \
oat" heap o�set pointer.10. div. Pops s[0℄ and s[1℄ and pushes (s[1℄=s[0℄).11. divi n. Pops s[0℄ and pushes (s[0℄=n), where n is an \integer" 
onstant.12. fdivi n. Pops s[0℄ and pushes (s[0℄=n), where n is a \
oat" heap o�set pointer.A.5.2 Integer-only Operators1. mod. Pops s[0℄ and s[1℄ and pushes (s[1℄ mod s[0℄).2. modi n. Pops s[0℄ and pushes (s[0℄ mod n).3. neg. Pops s[0℄ and pushes (0� s[0℄).4. not. Pops s[0℄, pushes 1 if (s[0℄ = 0), 0 otherwise.138



5. lnot. Pops s[0℄, and pushes ( s[0℄) (bitwise negation).6. and. Pops s[0℄ and s[1℄ and pushes (s[1℄ & s[0℄) (bitwise and).7. andi n. Pops s[0℄ and pushes (s[0℄ & n).8. or. Pops s[0℄ and s[1℄ and pushes (s[1℄ j s[0℄) (bitwise or).9. ori n. Pops s[0℄ and pushes (s[0℄jn).10. lshl. Pops s[0℄ and s[1℄ and pushes (s[1℄ << s[0℄) (left shift logi
al).11. lshli. Pops s[0℄ and pushes (s[0℄ << n).12. rshl. Pops s[0℄ and s[1℄ and pushes (s[1℄ >> s[0℄) (right shift logi
al).13. rshli. Pops s[0℄ and pushes (s[0℄ >> n).14. rsha. Pops s[0℄ and s[1℄ and pushes (s[1℄ >>> s[0℄) (right shift arithmeti
).15. rshai. Pops s[0℄ and pushes (s[0℄ >>> n).16. xor. Pops s[0℄ and s[1℄ and pushes (s[1℄ xor s[0℄).17. xori n. Pops s[0℄ and pushes (s[0℄ xor n).A.5.3 Address operators1. snet. Pops s[0℄ and s[1℄. Pushes the subnet address 
omputed by using the valuepointed to by s[0℄ as an IPv4 address and the value pointed to by s[1℄ as a subnetmask.2. sneti n. Pops s[0℄ and pushes the subnet address 
omputed by using the valuepointed to by s[0℄ as an IPv4 address and the value pointed to by interpreting n asan \address" heap o�set pointer as a subnet mask.3. b
ast n. Pops s[0℄ and s[1℄. Pushes a broad
ast address 
omputed by using thevalue pointed to by s[0℄ as an IPv4 address and the value pointed to by s[1℄ as asubnet mask. 139



4. b
asti n. Pops s[0℄ and pushes the broad
ast address 
omputed by using the valuepointed to by s[0℄ as an IPv4 address and the value pointed to by interpreting n asan \address" heap o�set pointer as a subnet mask.A.6 Environment Query Instru
tionsAll environment query instru
tions also in
rement p
 afterwards.� isx. Pushes a 1 onto the sta
k if s[0℄ is an ex
eption value, 0 otherwise. Note thats[0℄ is not popped from the sta
k.� getrb. Pushes the 
urrent pa
ket's resour
e bound 
ount onto the sta
k.� getsr
. Pushes a 
opy of the pa
ket's sour
e address header �eld onto the sta
k.� getdst. Pushes a 
opy of the pa
ket's destination address header �eld onto the sta
k.� getspt. Pushes a 
opy of the pa
ket's sour
e port header �eld onto the sta
k.� here. Pushes a 
opy of one of the 
urrent node's addresses onto the sta
k.� ishere. Pops s[0℄, and if it is one of the 
urrent node's addresses, pushes a 1, elsepushes a 0.� route. Pops the address in s[0℄, and pushes the address of the next hop towardsthat address.� rtdev. Pops the address in s[0℄, pushes the address of the next hop towards thataddress, then pushes the number of the 
orresponding outgoing interfa
e.A.7 Networking Instru
tions� send. Pops s[0℄, s[1℄, s[2℄, and s[3℄. Sends a new pa
ket with destination addresss[0℄, resour
e bound s[1℄, 
opies of the top s[3℄ sta
k values (after popping s[0 � 3℄above), and entry point s[3℄. If s[2℄ is �1, then the entire sta
k is taken (again, afterpopping s[0 � 3℄ above). All other header �elds for the new pa
ket are inherited140



from the 
urrent pa
ket. The 
urrent pa
ket's resour
e bound is de
remented bys[1℄. Finally, p
 is in
remented.� hop. Pops s[0℄, s[1℄, s[2℄, and s[3℄. Sends a new pa
ket with destination address s[0℄(where s[0℄ is one of the 
urrent node's neighbors), resour
e bound s[1℄, 
opies of thetop s[3℄ sta
k values (after popping s[0 � 3℄ above), and entry point s[3℄. If s[2℄ is�1, then the entire sta
k is taken (again, after popping s[0 � 3℄ above). All otherheader �elds for the new pa
ket are inherited from the 
urrent pa
ket. The 
urrentpa
ket's resour
e bound is de
remented by s[1℄. Finally, p
 is in
remented.� forw. If the pa
ket's destination address is an address of the 
urrent node, simplyin
rements p
. Else, sends a 
opy of the 
urrent pa
ket towards the destinationaddress and then terminates the 
urrent pa
ket's exe
ution. forw is equivalent tothe following sequen
e of instru
tions:getdst ; find destination of pa
ketishere ; are we there?bne nosend-p
 ; if so, fall throughgetep ; same entry point as 
urrent pa
ketpint -1 ; take all the 
urrent sta
kgetrb ; use all remaining resour
e boundgetdst ; use same destination addresssend ; send pa
ketexitnosend:...� forwto. Pops s[0℄. If s[0℄ is one of the 
urrent node's addresses, simply in
rementsp
. Else, sends a 
opy of the 
urrent pa
ket but with destination address s[0℄ andthen terminates the 
urrent pa
ket's exe
ution.� demux. Pops s[0℄ and s[1℄ and delivers the string indi
ated by the heap o�set pointers[1℄ to the appli
ation port number s[0℄. Then the 
urrent pa
ket terminates.� demuxi n. Pops s[0℄ and delivers the string indi
ated by the heap o�set pointer s[0℄to the appli
ation port number n. Then the 
urrent pa
ket terminates.141



A.8 Debugging Instru
tions� print. Causes s[0℄ to be printed to the system log, then advan
es p
.A.9 Servi
e Interfa
e Instru
tions� 
alls n. Invokes the node-resident servi
e named by the string pointed to by theheap o�set pointer n. Further behavior is servi
e-dependent.
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