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Abstract. This paper specializes the signature forgery by Coron, Nac-
cache and Stern (1999) to Rabin-type systems. We present a variation in
which the adversary may derive the private keys and thereby forge the
signature on any chosen message. Further, we demonstrate that, con-
trary to the RSA, the use of larger (even) public exponents does not
reduce the complexity of the forgery. Finally, we show that our tech-
nique is very general and applies to any Rabin-type system designed in a
unique factorization domain, including the Williams’ M?® scheme (1986),
the cubic schemes of Loxton et al. (1992) and of Scheidler (1998), and
the cyclotomic schemes (1995).
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1 Introduction

In this paper, we specialize the signature forgery of Coron, Naccache and Stern 8]
to Rabin-type systems [19,24]. We present a variation in which the adversary
may derive the private keys and thereby forge the signature on any chosen
message. Further, we demonstrate that, contrary to the RSA, systems using
larger (even) public exponents are equally susceptible to the presented forgery.
We also show that our technique is very general and applies to any Rabin-type
systems designed in a unique factorization domain, including the Williams’ M3
scheme [27], the cubic schemes of Loxton et al. [16] and of Scheidler [20], and
the cyclotomic schemes [21].

* A working draft of this work was presented at the ISO/IEC JTC1/SC27/WG2 meet-
ing in August 1999.
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As an application, we analyze the implications of our forgery against the
PKCS #1 standard [4]. Finally, and of independent interest, we propose a generic
technique (i.e., applicable to any encoding message method) that reduces the
overall complexity of a forgery from n to /n.

The rest of this paper is organized as follows. We first begin by a brief
presentation of Rabin-type systems. Next, in Section 3, we review the Coron-
Naccache-Stern forgery and turn it into an universal forgery against Rabin-type
signature schemes. In Section 4, we generalize the forgery to higher exponents
and higher degree schemes. We apply it to PKCS #1 encoding method in Sec-
tion 5. We also present a generic technique for reducing the complexity of the
forgery. Finally, we conclude in Section 6.

2 Rabin-type Systems

In this section, following the IEEE/P1363 specifications for public-key cryp-
tography [2] (see also [17, Chapter 11]), we present a modified version of the
Rabin-Williams signature scheme [19,24]. The scheme consists of three algo-
rithms: the setup, the signature and the verification. For setting up the
system, each user generates a pair of public/private keys. The private key is
used to sign messages with the signature algorithm. Using the corresponding
public key, a signature can then be verified and the signed message recovered
with the verification algorithm.

setup: Generate two primes p, ¢ such that p = 3 (mod 8) and ¢ = 7 (mod 8)
and compute n = pq. Define an appropriate “representation” function R :
M — Mpg :m — m = R(m), where M is the set of valid messages and
Mpr = {m = R(m) € (Z/nZ)* : m = 6 (mod 16)} is the set of message
representatives. The public key is n and the private key is d = (n—p—g¢+5)/8.
signature: Compute m = R(m) and m given by

. [mmodn if (m|n) =1
m/2mod n if (m|n) = —1

The signature on message m is s = m mod n.
verification: Compute m’ = s? mod n. Then, take

m’ ifm'=6 (mod 8)
~ ) ifm'=3 (mod 8)
L Y ifm'=7 (mod )
2(n—m') ifm'=2 (mod )

If m € Mg then the signature is accepted and message m is recovered from

m.

Remark 1. A signature scheme with appendix can also be defined along these
lines. In that case, the set of messages representatives is given by Mpr = {m €
(Z/nZ)* : m =10 (mod 16)}.
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Remark 2. The recommended function R for message encoding is the interna-
tional standard ISO/IEC 9796-1 [3]. Another possible encoding is specified in
PKCS #1 v2.0 [4]; this latter, however, only covers signature schemes with ap-
pendix.

Remark 3. The presented scheme supposes p = 3 (mod 8) and ¢ = 7 (mod 8).
Similar schemes with form-free primes may be found in [26, 13].

Noticing that 2d = (p—1)(¢—1)/4+ 1, the correctness of the method follows
from the next lemma; moreover, it uses the fact that if n = 5 (mod 8) then
(=2[n) = (z|n) = —(22[n).

Lemma 1. Let n = pq, where p,q are distinct primes and p,q = 3 (mod 4). If
(z|n) =1, then

A=D@=D/A = 41 (mod n) .

Proof. See [24, Lemma 1]. O

3 Signature Forgeries

This section reviews the Coron-Naccache-Stern forgery [8] when applied to the
Rabin-Williams scheme. In the second part, we modify it into an universal
forgery so that the signature on any message can be obtained without know-
ing the private key.

3.1 Coron-Naccache-Stern forgery

As aforementioned, for each message representative m;, m; = m, if (m;|n) =1
and m; = m;/2 if (m;|n) = —1; the corresponding signature is then given by
s; = m;% mod n. (Note here that (|n) = 1.)

Suppose that an adversary has collected several pairs (m;, s;) such that the
m;’s are smooth (modulo n). More precisely, suppose she knows

mi = (=1 T p» (modn), (1)
1<j<B

where p; < --- < pp are prime and v;; € Z, and s; = ﬁzid mod n, for 1 <7 < /.
Then she can forge the signature on a message m., provided that 7. is smooth
(modulo n), as follows.!:2

1 It is here essential to note that the smoothness requirement must only be satisfied
modulo n. For example, 197 is prime in Z but is 3-smooth as an element of (Z/437Z),
ie., 197 =2 .37% (mod 437).

2 In [8], the authors only consider positive “messages” m;. We slightly generalize their
presentation by introducing the term (—1)"%% in Eq. (1).
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To each m;, she associates the B-tuple vV, given by V, = (Vi4,-..,VB,). Let

‘_77 denote the B-tuple corresponding to m,. If there exist integers 3; such that
V, = Zlgz‘gz B: Vi (mod 4), then

vir= Y Bivji—4y (1<j<B) (2)

1<i<

for some v; € Z.
Hence, the signature on message m. can be expressed as

d
s = de mod n = [(_l)vo,f H pjvj,f} (from Eq. (1))
1<j<B
II » 4 (since d is even)
1<j<B

H H D (Bivj,i—4v;)d (from Eq. (2))

1<i<t 1<j<B

I1 % II » (modn) . 3)

1<i<e 1<j<B

The only difference with [8] is that we use the weaker relation p;i¢ = p;
(mod n). (The relation p;?¢ = +p; (mod n) only holds when (p;|n) = 1; see
Lemma 1.)

3.2 Universal forgery

We will now show that we can do much better than forging the signature on
a smooth m,, namely, forging the signature on any chosen m,. We need the
following proposition.

Proposition 1. Letn = pq, where p, q are distinct primes and p,q = 3 (mod 4)
and let d=(n—p—q+5)/8. If (z|n) = —1, then

gcd(sz Fz (mod n),n) =porgq.

Proof. Since p,q = 3 (mod 4), both (p — 1)/2 and (¢ — 1)/2 are odd. Hence,
22 = Zp=Da=1D/4 5 = (2]p)a=1/2 2 = (2|p) 2z (mod p), and similarly 2z2? =

(z]q) z (mod q). Noting that (z|p) = —(z|q) = %1, the proposition is proved. 0O
The above proposition suggests that if an adversary can derive the signature

on an m., such that (m.|n) = —1, then she can factor the modulus by computing
gcd(sT2 —m, (mod n),n) This, however, is not possible. Define

j(n,B)z{lSng:pj is prime and (%):—1} . (4)
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Since (m;|n) =1 (cf. beginning of §3.1), we must have
Z v;; =0 (mod 2) . (5)
j€I (n,B)

So, any linear combination, as done in Eq. (2), will always yield Zje](n,B) Vjr =
0 (mod 2), resulting in (m,|n) = 1.

But there is another way to consider Proposition 1: If the adversary is able
to obtain the signature on 7, = +7,> for some 7, such that (7,|n) = —1 (note
here that (M, |n) = (£1|n) - (7-%|n) = 1-1 = 1), then

ged(s; — 7> (mod n),n) (6)

will give a non-trivial factor of n. To make this feasible, in addition to verify
Eq. (2), the components of V. must satisfy

vj,y =0 (mod2) foralll<j<B (7)
and

Z vjr =2 (mod4) . (8)

j€T(n,B)

The first condition ensures that the “message” corresponding to V, is a square
(i.e., M, = +7,2), while the second condition ensures that (7-|n) = —1. Replac-
ing v; » by Eq. (2), Egs (7) and (8) can respectively be rewritten as

Z Bivj; =0 (mod2) foralll<j<B 9)
1<i<t

and, defining 2¢; = (3_;¢ 7(,, p) vj,i) mod 4 (€ {0,2} from Eq. (5)),

Z Z Bivji = Z Bi Z v = Z Bi2¢; =2 (mod 4)

jeJ(n,B) 1<i<e 1<i<e  jeJ(n,B) 1<i<e
= Y Bi¢=1 (mod?2) . (10)
1<i<t

To sum up, an adversary can recover the secret factorization of n by carrying
out the following steps:

(I) For 1 <4 < ¢, write m; = (—1)"%9 H p;*t (mod n);

1<j<B

. c 7(n.B) Vj,i) mod 4
(IT) Define V; = (v14,...,vp,;) and §; = (E]EJ( B) 7 ) ;

2
(III) Find B4, ..., B such that
(a) for 1 <j < B, Z Bivj; =0 (mod 2);

1<i<e
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(b) > Bi¢Gi=1 (mod?2);
1<i<e
(IV) Compute V, = (v1.r,... ,vp.,) € (Z/AZ)B,

where v, = Z Bivj,; — 4v; for some v; € Z;

1<i<¢
(V) Set 7, = H p;* /2 (mod n);
1<j<B
(VI) Compute s, = H 5P H p; 2% mod n;
1<i<e 1<j<B

(VII) Recover the factors of n by computing ged(s, — 7 (mod n),n) .

Ezample 1. Here is a “toy” example to illustrate the forgery. Let p = 8731 (= 3
(mod 8)) and g = 3079 (= 7 (mod 8)) yielding a modulus n = 26882749. So,
the private exponent is given by d = 3358868.

We consider ps-smooth message representatives m; € Mpg. We have J(n,4) =
{2,7}. Suppose, we are given:

i i (mod n) 5 Vi G
70 70(=2-5-7) 8417525 (1,0,1,1) 1
294 147 (= 3-7?) 11480098 (0,1,0,2) 1
486 243 (= 3) 16287310 (0,5,0,0) 0
630 630 (=2-32-5-7) 1630174 (1,2,1,1) 1
Conditions (ITI-a) and (III-b) yield

B1+61+=0 (mod 2) _

Br+P3=0 (mod 2) = {gl - g‘* :(inoc(lrjg a2)

B+ B2+ Ps=1 (mod 2) 2T

Taking 0, = 84 = 0 and B3 = B3 = 1, we have V, = (0,2,0,2), which corresponds
to M, = 3272 = 212 whose signature is given by s; = s2's3'3 2 modn =
8076196. So, the factorization of n is obtained by computing gcd(8076196 —
21,n) = 8731 (= p). &

We will see below (Algorithm 1) a simple method to compute a solution
(Bi,...,B¢) € (Z/2Z)". This is a slight modification of Algorithm 2.3.1 in [7,
pp. 56-57] (see also [12, Algorithm N, pp. 425-426]).

Using matrix notations, Conditions (III-a) and (III-b) can be rewritten as

V1,1 --- Viyg 0 61
: P =0 (mod?2) . (11)
UB1 --- UB’EO 6@
G oo G 1) \1
(mod2)

=U
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So, the problem is reduced to find a vector K= (K1,--- Ko, ketr1) € ker U
(i.e., the kernel of matrix U), whose last coordinate, k¢+1, is equal to 1. In that
case, we have 3; = k;, 1 <i < /.

Algorithm 1. This algorithm computes a solution (if any) 01, ... , B satisfying
Eq. (11). We let u,. denote the entry (modulo 2) at row r and column ¢ of
matrix U.

1. [initialization] Set ¢ < 1 and for 1 < j < B+1, set t; < 0.

2. [scanning] If there is some 7 in the range 1 < r < B+ 1 such that u,. = 1 and
t, = 0, then go to Step 3. Otherwise, go to Step 5.

3. [elimination] For all j # 7, if u; . = 1, then add (modulo 2) row r to row j. Set

t, «—c.
4. [loop] If ¢ < £, then set ¢ < ¢+ 1 and go to Step 2.
5. [kernel] Evaluate the vector K = (K1, ..., k¢y1) defined by
Uj e iftj =1>0
KR; = 1 ifi=c
0 otherwise

If kgp1 =0 and ¢ </, then set ¢ < ¢+ 1 and go to Step 2.
6. [output] If ke11 = 1, then output 5; «— &; for all 1 < i < ¢; otherwise, output
no solution.

Ezample 1 (cont’d). If we apply the previous algorithm to Example 1, matrix U
is given by

i o o 1 0
0 1 1 0 0
U=|[1 0 0 1 0
1 0 0 1 0
1 1 0 1 1

We then successively obtain for ¢ =1,2,3

i o o 1 o\ /M o o 1 oy Mf] o 0o 1 0
o 1l 1 0o o] o [ 1t o of o [ o o 1
U=|0o 0 0o 0 o/, [0 0 o o of,fo 0 0o 0 0
0 0 0 0 of 0o o o o of o 0o 0o 00
0o 1 0 0 1/ \o o [1f o 1/ \o o [ o1

after the elimination step. We also have t; = 1, to = 2, t5 = 3 (which is indicated
by the boxes (¢, = ¢)) and t3 = t4 = 0. At this point, we have ¢ = 4 and the kernel
step yields the vector K= (u1,4,u2,4,us54,1,0) = (1,0,0,1,0). Since k5 = 0, we
increment ¢, ¢ = 5, and go to the scanning step. Then, since t3 = t5 = 0
(note that uc2 = uc5 = 1), we directly go to the kernel step and obtain the
new vector K = (u1,5,u25,us55,0,1) = (0,1,1,0,1). So, we finally find 51 = 0,
ﬂg:l,ﬁg:landﬁ4:(). <>
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3.3 Improvements

The methods we have presented so far are subject to numerous possible improve-
ments. We just mention two of these.

In Eq. (1), we consider only “messages” m; whose largest prime factor (mod-
ulo n) is pp. As for modern factorization methods, a substantial speed-up can
be obtained by also considering the m;’s which are pg-smooth except for one or
two factors [15]. Another speed-up can be obtained by using structured Gaussian
elimination to solve Eq. (11); see [18] for an efficient variation directly applicable
to our case.

4 (Generalizations

4.1 Higher exponents

The signature scheme presented in Section 2 can be generalized to other even
public exponents besides e = 2. Define A = lem[(p — 1)/2, (¢ — 1)/2]. It suffices
to choose e relatively prime to A, the corresponding private exponent d is then
given according to ed = 1 (mod A) (see [24]). The scheme remains exactly the
same except that m’ = s? mod n must be replaced by m’ = s® mod n in the
verification stage.

In that setting, Proposition 1 becomes

Proposition 2. Letn = pq, where p, q are distinct primes and p,q = 3 (mod 4)
and let e, d such that e is even, ged(e, A) =1 anded = 1 (mod A). If (z|n) = —1,
then

gcd(ze‘j Fz (mod n),n) =porgq.

Proof. From ed = 1 (mod A), we deduce that ed = 1 (mod (p — 1)/2) and so
there exists v € Z such that ed = "/”2;1 + 1. Further, since p = 3 (mod 4
(p — 1)/2 is odd. Hence, v must be odd since ed is even. Consequently, z°
P02 5 = (2p)" 2z = (2|p)z = £z (mod p) and similarly 2°? = (z|q) 2
—(z|p) z = F2 (mod q), which completes the proof.

~—

)

a

Since e is even, we can write e = 2e;. It is here worth remarking that anyone
can raise an element to the e;*" power (modulo n). So, if an adversary follows
Steps (I)-(VI) as described in Section 3, she can recover the factors of n by
computing

ged(Sr — 7> (mod n),n), (12)
where

S, = 5. mod n = (M, = H H p; iva i) den

1<i<t 1<j<B

= H sPien H p; %% (modn) .

1<i< 1<j<B

The forgery is thus no more expensive against a scheme with a large public
exponent e than against the basic scheme with e = 2.
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4.2 Higher degree schemes

Rabin-type schemes can be developed in any unique factorization domain. In [27],
Williams presents a scheme, called M3, with public exponent 3 using arithmetic
in a quadratic number field. This scheme was later extended to cyclotomic fields
by Scheidler and Williams in [21] where they also give a scheme with a public
exponent 5. In [20], Scheidler modifies Williams’ M3 scheme so that it works
with a larger class of primes. Finally, in [16], Loxton et al. give another cubic
scheme; the main difference with [27] being its easy geometrical interpretation.
In this paragraph, we will stick on this latter scheme because it most resembles
the Rabin-Williams scheme presented in Section 2.

The scheme of Loxton et al. uses the ring of Eisenstein integers, namely Z[w],
where w = (—1++/—3)/2 is a primitive cube root of unity. Its correctness relies
of the following lemma (compare it with Lemma 1).

Lemma 2. Let n = pq, where p,q are distinct primes in Z[w], 3 1 Nn and
Ng=2Np—1 (mod 9). If (z|n); =1, then

2 (2/3)(Np—1)
,(Np—1)(Ng—1)/9 _ (_) (mod n) .
pP/3

Proof. See [16, Lemma 1]. O

Essentially, that scheme suggests to generate two primes p,q € Z[w] such
that p = 8 4+ 6w (mod 9) and ¢ =5 + 6w (mod 9) and to compute n = pg. The
public key is n and the private key is d = [(Np — 1)(Ng — 1) + 9]/27, where
N denotes the norm. A message m is signed by computing m = R(m) (for an
appropriate function R) and m = (1 — w)3~*[(1 — w)m + 1], where w’ = (m|n)y;
the signature is s = m? mod n. The signature is then verified by cubing s, and
if accepted, the message m is recovered.

We need an analogue of Proposition 1.

Proposition 3. Let n = pq, where p,q are primes in Zw|, Np = 7 (mod 9)
and Ng =4 (mod 9), and let d = [(Np—1)(Ng—1)+9]/27. If (z|n); = w or w?,
then

gcd(zBd — w2 (mod n), n) =porgqg,
for some k € {0,1,2}.

Proof. We first note that (Np —1)/3 =2 (mod 3) and (Ng—1)/3 =1 (mod 3).
So, z3¢ = ;(Np=D(Na=1)/9 , — (z|p)§1\1q_1)/3 z = (z|p); z (mod p), and similarly
24 = (2]g)\NP7V3 2 = (2]q),® 2 (mod g). The proposition now follows by ob-
serving that (z|p); # (z|q)32 because, by hypothesis, (z|n); = (z|p); (2|¢q); = w or
w?. a
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From this proposition, we can mimic the forgery presented against the Rabin-
Williams scheme. The adversary has to find 8i,..., 8, such that (a) for 1 <
J < B, > 1<i<eBivji =0 (mod 3); and (b) 321, 6 G = 1,2 (mod 3), where
3G = (Cies(n,p) Vi) mod 9 and J(n, B) := {1 < j < B :p; is prime in Z[w]
and (p;|n); = w or w?}. She then computes V, = (vir, ... ,UB,r) € (2.)97,)",
where vj - = Y\, Bivji — 9y; (for some v; € Z), 7y = []c;cppm/?
(mod n) and s, =[], 8™ H1<j<Bpj’37i mod n. Finally, by computing

ged(s, —w*7,  (mod n),n) (13)
for some k € {0, 1,2}, she finds the factors of n.

5 Applications

As an application, we will analyze the consequences of the previously described
forgeries (Section 3) when the Rabin-Williams signature scheme is employed
with the PKCS #1 v2.0 message encoding method as specified in [4]. We note,
however, that the PKCS #1 standard is not expressly intended for use with the
Rabin-Williams scheme but rather with the plain RSA scheme.

In the second part, we will present an algorithm which reduces the complexity
of the forgery from n to y/n. This algorithm is not restricted to PKCS #1: it
remains applicable whatever the employed encoding message method.

5.1 PKCS #1 encoding method

We only briefly review the PKCS #1 message encoding method and refer the
reader to [4] for details. PKCS#1 supports signature schemes with appendix.
(In such a scheme, the message must accompany the signature in order to verify
the validity of the signature.) The set of message representatives is thus given
by Mpr ={m € (Z/nZ)* : m =10 (mod 16)} (cf. Remark 1).

Let m be the message being encoded into the message representative m.
First, a hash function is applied to m to produce the hash value H = Hash(m).
Next, the hash algorithm identifier and the hash value H are combined into
an ASN.1 value and DER-encoded (see [11] for the relevant definitions). Let T
denote the resulting DER-encoding. Similarly to what is done in ISO 9796 [3],
we concatenate the octet OA;g to obtain the data string D = T'||0A;¢ (the reason
is to ensure that D, viewed as an integer, is congruent to 10 modulo 16). The
encoded message EM is then formed by concatenating the block-type octet BT,
the padding string PS, the 0016 octet and the data string D; or schematically,

where BT is a single octet containing the value 0046 or 014. Let |n| and |D|
respectively denote the octet-length of modulus n and D. When BT = 0046 then
PS counsists of |n| — | D| — 3 octets having value 004; when BT = 014 then PS
cousists of |n| — | D] — 3 octets having value FFys.

The message representative m is the integer representation of EM.
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Remark 4. Three hash functions are recommended: SHA-1 [1], MD2 [5], and
MD5 [6]. The default function is SHA-1; MD2 and MD5 are only recommended
for compatibility with existing applications based on PKCS #1 v1.5.

In what follows, we will assume that SHA-1 is the used hash function. In
that case, the data string D consists of (15 + 20 + 1) = 36 octets (= 288 bits).

Type 0 encoding With type 0, i.e., when BT = 0044, the message representa-
tives, m;, are 288-bit long, whatever the size of the modulus. We have seen that
the effectiveness of our forgeries is related to the smoothness (modulo n) of the
m;’s that appear in Eq. (1), where m; = m; or m;/2 according to the value of
(m;|n). So, when BT = 0046, each m; is at most a 288-bit integer and we can
hope that they factor (in Z) into small primes.

Type 1 encoding Type 1 encoding, i.e., BT = 0144, is the recommended way
to encode a message. In that case, the message representatives are longer. For a
1024-bit modulus, these are 1016-bit integers (the leading octet in EM is 0046).
Therefore, the 7;’s happen unlikely to be smooth. But, what we ultimately need
is to find smooth m;’s modulo n, that is, we need to find an M; = m; (mod n)
so that M; is smooth as an element in Z/nZ (cf. Footnote (1)). As already noted
in [8], if the 1024-bit modulus has the special form

n =212 4¢ (15)

then it is easy to find an ]\/4\1 whose magnitude is comparable to that of ¢. Indeed,
when BT = 0146, the padding string is formed with (128 — 36 — 3) = 89 octets
having value FF¢. Therefore, considering the data string D; as a 288-bit integer,
we can write from Eq.(14), m; = {(2%)* + [(2%)® — 1]}2%)* + D;. Hence,
m; = (273 — 1)229% + D, or (273 —1)22% + D, /2 according to (m;|n) = 1 or
—1. So, defining M; := 29 m; — n and setting ]\/4\1 =279 M; =m; (mod n), an
appropriate choice for g; will remove the term 2713429 (yesp. 2713+295) Namely,
we set

Uz o _oldy _ 9310 ey
Mi:{2 m; —n=2"D;, =230 ¢ if (myln) =1 (16)

215 ’r/fLi —-—n= 215 Di — 2310 Ft if (’fle|n) =-1

Hence, since a special modulus of the form (15) with a square-free ¢ as small
as 400 bits offers the same security as a regular 1024-bit modulus [14], the M;’s
as given in Eq. (16) can already be as small as 400-bit integers. Consequently,
hoping that the M;’s factor into small integers (in Z),3 M, = 279 M; = my
(mod n) will be smooth as elements of Z/nZ.

3 The probability that a 400-bit integer is smooth is relatively small; but see § 3.3 for
some possible alternatives.
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5.2 Arbitrary encoding

For general (“form-free”) message encoding methods and moduli, the message
representatives have roughly the same length as the modulus. We now present
a generic method which on input an arbitrary message representative outputs a
“message equivalent” whose length has the size of y/n.

As in [8], we observe that if we can find integers a; and b; so that a; is smooth
and

Mi =a; ’r/r\Li - bln (17)

is smooth as well, then ]\//L = a;,” ' M; = m; (mod n) is also smooth as an
element of Z/nZ.

Explicitly, let a; = (=1)"* [[,c;cpp;"* and M; = (=1)" [, ;< g p;"7* be
the prime factorizations of a; and M;; then, we have

M =i = (=1 J[ p" (modn), (18)
1<j<B

where v;; = u;; — w;;, as required.

A related problem has been addressed by de Jonge and Chaum in [9, §3.1]
(see also [10]): they describe a method to find small integers a; and M; satisfying
Eq. (17). The “Pigeonhole Principle” (e.g., see [22, Chapter 30]) quantifies how
small can be a; and M;.

Proposition 4 (Pigeonhole Principle). Let two integers n,m € Z. For any
positive integer A < n, there exist integers a* and b* such that

0<|a*|<A and |a*m—b"n| < [n/A] .

Proof. Consider the (A + 1) “pigeons” given by the numbers P, := am mod n
(0 <a < A),ie., each pigeon is an integer between 0 and (n — 1). We now form
the A pigeonholes given by the integer intervals

7 _ Jlla=1)n/Al.a[n/A][ for1<a<(A-1)
“T\[(A-Dn/Al,n—1] fora=A

Since there are more pigeons than pigeonholes, two pigeons are sitting in the same
hole. Suppose these are pigeons P, and P, and that they are in hole Z,; in other
words, P, Py € I, <= |P, — Py| < [n/A] < |(z —y)m mod n| < [n/A].
Noting that 0 < 2,y < A and = # y, we set a* = 2 —y and so 0 < |a*| < A.
Hence, |a*m mod n| < [n/A] and the lemma follows by setting b* = |a*m/n].
O

In particular, taking A = [v/n], there exist a;,b; € Z such that |a;| < [v/n]
and |M;| < [n/[yn]] =1 = |n/[v/n]]| < [V/n]. This means that for a given
1024-bit modulus n and any m; (corresponding to the message representative
m);), there are integers a; and b; such both a; and M; = a; m; — b; n are 512-bit
integers, whatever the message encoding method. It remains to explain how to
find a; and b;. A simple means is given by the extended Euclidean algorithm [12,
Algorithm X, p. 325].
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Algorithm 2. On inputs n and m; € Z/nZ, this algorithm computes a solution
ai, b, M; satisfying Eq. (17) so that |a;| and |M;| are < [y/n]. It makes use of a
vector (u1,us,usg) such that uy m; — usn = us always holds.

1. [initialization] Set (u1, u2,u3) < (0,—1,n) and (v1,v2,v3) < (1,0,m;).

2. [Euclid] Compute @ « |ug/vs]| and (t1,ta,t3) «— (u1,uz,us) — (v1,v2,v3)Q.
Then set (ul,UQ,U3) — (1}1,’()2,’()3) and (1}1,’()2,’()3) — (tl,tQ,tg).

3. [loop] If ug > [v/n], then return to Step 2.

4. [output] Output a; < uy, b; < ug and M; — us.

Ezample 2. Using the modulus of Example 1 (i.e., n = 26882749), suppose we
are given a message m; whose encoding is m; = 26543210 (= 10 (mod 16)).
Since (m;|n) = —1, we have m; = m;/2 = 13271605 = 5 - 79 - 33599. This m;
is not smooth, we thus apply Algorithm 2 and obtain M; = a; m; + b; n with
a; = 1821, b; = 899, M; = 1354. We have a; = 3 - 607 and M; = 2 - 677. Hence,
m; =2-371.60771-677 (mod n).

uy (a;) uz (bi)  uz (M)

1 0 13271605

-2 -1 339539

79 39 29584

—871 —430 14115
1821 899 1354
—19081 —9420 975
39983 19739 204
—99047  —48898 167
139030 68637 37
—655167 —323446 19
794197 392083 18
—1449364 —T715529 1

Note that Algorithm 2 does not always give the best possible solution. Consid-
ering all the steps of the extended Euclidean algorithm (see above), the best
solution for our example is given by a; = 79 and M; = 29584 = 2% - 432 which
yields m; = 2%-432 - 7971 (mod n). &

6 Conclusion

This paper presented a specialized version of the Coron-Naccache-Stern signature
forgery. It applies to any Rabin-type signature scheme and to any (even) public
verification exponent. Furthermore, contrary to the case of RSA, the forgery is
universal: it yields the value of the private key.
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