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Abstract

Fault diagnosis is an important task in technical
domains. In the model–based diagnosis litera-
ture it has mostly been assumed that technical
systems are described by complete, determinis-
tic system descriptions.

We show that intuitive descriptions of technical
systems are often incomplete, and need to be
completed for providing correct diagnoses. Due
to the structure of the axioms of such system de-
scriptions completion is not straightforward, be-
cause predicate completion is not applicable and
circumscription does not yield first order sen-
tences. We introduce an algorithm which reduces
the system descriptions to propositional repre-
sentations which are then completed.

Furthermore, we discuss how diagnoses can be
computed efficiently for the completed system
descriptions. While the original descriptions of
the system behaviour usually consist of horn
clauses, their completions are typically not horn.
We provide formal results, which allow to exploit
the structure of the original horn clauses, when
reasoning with the completed clause sets.

1 Introduction

Fault diagnosis is an important task in technical domains
like Electronic Design Automation, Telecommunication
or Autonomous Systems. The connection between the
model–based approach to diagnosis and non–monotonic
reasoning is twofold. On the one hand the computation
of diagnoses usually includes the minimization of theAb–
predicate and is thus a non–monotonic reasoning prob-
lem. On the other hand predicate completion is used
in the diagnosis domain to reduce abductive reasoning to
consistency–based reasoning [4, 3, 9].

In the model–based diagnosis literature it has mostly been
assumed that technical systems are described by complete,
deterministic system descriptions. We show that intuitive
descriptions of technical systems are often incomplete, and
need to be completed for providing correct diagnoses. Due
to the structure of the axioms of such system descriptions
completion is not straightforward, because predicate com-
pletion is not applicable and circumscription does not yield
first order sentences. We introduce an algorithm which re-
duces the system descriptions to propositional representa-
tions which are then completed.

Furthermore, we discuss how diagnoses can be computed
efficiently for the completed system descriptions. We have
recently introduced a technique for exploiting the structure
of the horn clauses in system descriptions to speed up di-
agnosis computation [6]. While the original descriptions of
the system behaviour usually consist of horn clauses, their
completion is typically not horn. In the current paper we
provide formal results, which allow to exploit the structure
of the original horn clauses, when reasoning with the com-
pleted clause sets.

2 A Propagation Model for Cellular
Networks

We are studying the application of model–based diagnosis
to alarm correlation in cellular networks. Such networks
consist of semi–intelligent network elements, which send
alarm messages to indicate errors. Usually, the abstrac-
tion level of these messages is low, leading to a great num-
ber of alarm messages for any single cause. In large net-
works, like the current GSM networks, the alarm vectors
supplied by the network elements tend to flood the work-
stations of the operators especially in critical situations like
the passage of a thunderstorm front. To avoid overload-
ing the operators, alarm correlation systems are required
which filter and condense the incoming alarms to meaning-
ful high-level alarms and diagnoses. The basic idea of our
model–based approach to alarm correlation is to describe
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Figure 1: A Trunk of Components connected to a Base Sta-
tion Controller

the propagation of different alarm messages by logical ax-
ioms. In [7] we give a more detailed treatment of the tech-
nical background and the different models needed for the
different alarm types. In this paper, we only take a very
simple example for one type of message in order to illus-
trate the modeling problems arising in the diagnosis of net-
worked technical systems, and show how they are solved
using the methods introduced in the current paper.

We consider a small part of a cellular network as depicted
in figure 1. The picture shows a set of base transceiver sta-
tions (BTS17–BTS21), which can be contacted by hand-
held phones. These transmit their data via microwave links
(ML16–ML20) to the base station controller (BSC). Let us
now develop a logical model for the propagation of alive–
messages sent by the base stations. AxiomA1 denotes that
every base station sends an alive message. Each component
has two ports, an upstream port (Up) and a downstream
port (Down). Thus, the precise statement of axiomA1 is
that each component of type BTS has an alive–signal at its
upstream port.

A1 : 8c Type(c;BTS)! Signal(c;Up;Alive(c))
Connections between network elements forward signals in
the direction of the base station controller (see axiomA2).
If the upstream port of a network elementc1 is connected
to the downstream port of another network elementc2, and
the signalAlive(cSender) is present at the upstream port of
c1, it is forwarded by the connection to the downstream port
of c2.

A2 : 8c18c28cSenderConn(c1;Up;c2;Down)^
Signal(c1;Up;Alive(cSender))! Signal(c2;Down;Alive(cSender))) (1)

Microwave links also propagate signals towards the base
station controller. AxiomA3 states that a microwave link
c, which is working properly (Ok(c)), transmits the alive
message from its downstream port to its upstream port.

A3 : 8c8cSenderType(c;ML)^Ok(c)^
Signal(c;Down;Alive(cSender))! Signal(c;Up;Alive(cSender))) (2)

Finally, axiom A4 denotes that base transceiver stations
also propagate messages. In contrast to microwave links,

failures in base transceiver stations usually do not affect
the transmission of signals, so that the premiseOk(c) is
omitted here.

A4 : 8c8cSenderType(c;BTS)^(Signal(c;Down;Alive(cSender))!
Signal(c;Up;Alive(cSender))) (3)

The axioms describing the propagation behaviour are com-
plemented by a set of facts for the predicatesTypeand
Conn. These facts describe the configuration of our small
network.

DB : f Type(Bts17;BTS);Type(Bts18;BTS);
Type(Bts19;BTS);Type(Bts20;BTS);
Type(Bts21;BTS);Type(ML16;ML);
Type(ML17;ML);Type(ML18;ML);
Type(ML19;ML);Type(ML20;ML)
Conn(ML16;Up;Bsc1;Down);
Conn(Bts17;Up;ML16;Down);
Conn(ML18;Up;ML16;Down);
Conn(ML17;Up;Bts17;Down);
Conn(Bts18;Up;ML17;Down);
Conn(Bts19;Up;ML18;Down);
Conn(ML19;Up;Bts19;Down);
Conn(Bts20;Up;ML19;Down);
Conn(ML20;Up;Bts20;Down);
Conn(Bts21;Up;ML20;Down)g

The axioms together with the closure of the databaseDB
yield the system descriptionS , i.e.S = fA1;A2;A3;A4g[
CWA(DB). We explicitly apply the closed world assump-
tion to our databaseDB to keep the algorithm from chang-
ing the extensions of the predicatesTypeandConnduring
the computation of diagnoses.

Compdenotes the set of all system components. Suppose
that the alive-messages fromBts17,Bts18, andBts19 have
arrived at the BSC, while the signals fromBts20 andBts21
did not arrive:

Obs= fSignal(Bsc1;Down;Alive(Bts17));
Signal(Bsc1;Down;Alive(Bts18));
Signal(Bsc1;Down;Alive(Bts19));:Signal(Bsc1;Down;Alive(Bts20));:Signal(Bsc1;Down;Alive(Bts21))g

According to the definition of consistency–based diagno-
sis [14], we must find minimal sets of faulty components,
so that the observations are consistent with the assumption
that all other components are working.

Definition 2.1 ADiagnosis1 of (S ;Comp;Obs) is a set∆�
Comp such thatS [Obs[ fOk(c)jc2 Compn∆g 6j= ?. A

1This definition deviates slightly from the one in [14]. We use



diagnosis∆ of S [Obs is called aMinimal Diagnosisis
there is no diagnosis∆0 of S [Obs, such that∆0 � ∆.

Given the system descriptionS and the observationsObs
introduced above, we find two minimal diagnoses:∆1 =fML19g and ∆2 = fML18g. Reconsidering figure 1 we
see that diagnosis∆1 is the intended diagnosis in the given
scenario: If the mircowave linkML19 is not working, it is
evident that the alive messages fromBts20 andBts21 did
not arrive at the base station controller.

The additional diagnosisML18 is counterintuitive. If
ML18 were faulty, we would expect that the alive–message
from Bts19 gets lost, too. In the above model, it is consis-
tent to assume that the faulty microwave link transmitted
this message and lost the others. Thus, consistency–based
diagnosis is too weak to draw the right conclusions from
this intuitive system description. Our investigation of a
more complex version of this application has shown that
there is no way to manually define an intuitive, declarative
model of this domain, from which consistency–based diag-
nosis draws the right conclusions efficiently.

As an example for the problems encountered, consider the
following thought: One could try to eliminate the addi-
tional diagnosis by adding a fault model for the microwave
link, stating that a faulty microwave link does not transmit
messages. However, then we would still find a consistent
model with the diagnosisML18:
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In this counter–intuitive scenario the farend–alarm is lost at
ML18, but for some reason it reappears at the upstream port
of ML16. If we extend the fault models by specifying that
the absence of alarms is propagated, the contrapositives of
the corresponding axioms cause alarms to be propagated
from the base station controller into the direction of the
base transceiver stations.

The simplified example discussed in this section already
shows that it is easy and intuitive to positively describe how
the network transmits messages, while it is hard to provide
a complete description, which rules out all impossible sit-
uations. To draw the right conclusions from an intuitive
(incomplete) model of our domain, we need to complete
the model using a systematic method. As we will see in
the next section, the straightforward application of circum-
scription/predicate completion to the first order logic rep-
resentation is not possible.

a predicateOk instead of the predicateAb used by Reiter. The
intended meaning is8c Ok(c)$:Ab(c). The use ofOk has the
advantage that the clauses of our theory are horn.

3 How to Complete this System Description

In large technical systems usually certain values are prop-
agated through the system, which consists of a set of com-
ponents and their connections. In the above case the ax-
ioms describe the propagation of messages through the net-
work. Other examples are the propagation of water through
a system of pipes and valves or the propagation of cur-
rent through a switching network. In their simplest form,
such propagation descriptions consist of an axiom describ-
ing how a propertyP can be caused directly (e.g. a mes-
sage is sent by a component as in axiomA1) and an axiom
describing how the property is propagated over the connec-
tion of the system components (compare axiomA2) and
within the system components (axiomsA3 andA4). The
simplest form of a propagation axiom is shown in the fol-
lowing formula:8x8y (CP(x)! P(x))^ (P(x)^Conn(x;y)! P(y)): (4)

A property is present atx if x is the creator or cause of the
propertyP (CP(x)). Furthermore, properties are propagated
over connections. This axiom is simpler than the axiomsA1
to A4 above because it does not consider the propagation
within the components.

To eliminate counter–intuitive models as the one presented
at the end of section 2, we have to apply predicate comple-
tion to the propagation axiom, thereby expressing that an
instance ofP(x) is true, if and only if this is indicated by
axiom 4.

Definition 3.1 Positive, Solitary. A literal occursposi-
tively in a formula F, iff it occurs positively in the clause
form of F. A set of clauses issolitary in P, iff P occurs at
most only once in every clause in which it occurs positively.

Definition 3.2 Predicate Completion [8] (originally de-
fined as Database Completion in [2]). LetS be a system
description in clause form, which is solitary in P. The set
of all clauses, in which P occurs positively can be written
as 8x1 : : :8xn E1 ! P(x1; : : : ;xn)

...8x1 : : :8xn Er ! P(x1; : : : ;xn)
The predicate completion of P inS is defined as

COMP(S ;P) =
S [ (8x1 : : :8xn P(x1; : : : ;xn)$ E1_ : : :_Er)

In the special case, where P does not occur inS we define



COMP(S ;P) =
S [ (8x1 : : :8xn P(x1; : : : ;xn)$ False)

Console and Torasso propose the use of predicate comple-
tion for the completion of system descriptions in diagnosis
[4], based on formal work by Console Theseider Dupré and
Torasso in [3]. Unfortunately, not even the completion of
the simple formula 4 is equivalent to a first–order formula.
Thus, the first–order techniques proposed by Console, The-
seider Dupré and Torasso are not directly applicable to de-
scriptions of complex technical systems. Predicate com-
pletion is not applicable to formula 4 because this formula
is not solitary inP. Often circumscription [11, 12] can be
used to complete the theory in cases where predicate com-
pletion is not applicable. We can however prove that the
circumscription of formula 4 inP does not collapse to a
first–order formula by exploiting the compactness theorem
of first–order logic: There is no first–order formalization
of the fact thatP(x) is valid if and only ifCP(x) holds or
there exists any such thatCp(y) holds andx is connected
(directly or indirectly) toy.

Proposition 3.3 The completion of formula 4 cannot be
formalized by a set of first–order formulas.

We use the following notations: For an interpretationM,
we denote the extension of the predicate constantP in M
by MjPj. For a set of first–order sentencesT we denote the
set of all models ofT by MOD(T ).
Proof of proposition 3.3: We show that there is no set of
first order sentencesT such that such thatMOD(T ) has
the property:(�)8<: For everyM 2 MOD(T ): x is in MjPj, iff x is in

MjCPj or there exists any such thaty is in MjCPj
and(y;x) is in the transitive closure ofMjConnj.

The proof is by contradiction. SupposeT is such a theory.
Let us define a set of framesfMnjn 2 Ng. The domain
of Mk is the setf1; : : : ;kg. Further we defineMkjPj :=f1; : : : ;kg;MkjCPj := f1g;MkjConnj := f(i; i + 1)j1� i <
kg. Then, obviouslyMk satisfies(�) for everyk2 N. Now
let

φk := P(x)^:(9x1 : : :9xk CP(x1)^
xk = x^Conn(x1;x2)^ : : :^Conn(xk�1;xk)).

The formulaφk expresses thatP holds forx but x is not
reached byk times following the relationConn from a
point, whereCP holds. LetT 0 := T [ fφkjk � 2g. We
have to show that every finite subsetT� of T 0 is satisfi-
able. For a given finite subsetT� there is a largest num-
ber j such thatφ j is contained inT�. For this j we have

T� � T [fφkj2� k� jg| {z }
T j

. The interpretation(M j+1;β)
with β(x) = j + 1 is obviously a model ofT j because the
frameM j+1 satisfies(�) and j+1 applications ofConnare
needed to get from 1 toj +1, so that allφk for 2� k� j
are satisfied. ThusT j has a model, which is also a model of
T�, becauseT� � T j . Since every finite subset ofT 0 has a
model, by compactness theorem, we infer thatT 0 itself has
a model. However, this model does not satisfy(�), because
for somex, P(x) holds, but it is not connected to a point
whereCP(x) holds. Since this model ofT 0 is also a model
of T (becauseT � T 0), we have found a contradiction to
the assumption that all models ofT satisfy(�).

Q.E.D.

Because of these problems and efficiency considerations
we restrict the language of our system descriptions to fixed
domain theories [10, 13], i.e. first order theories without
function symbols in which the unique name assumption
and the domain closure assumption hold. We reduce these
fixed domain theories to sets of ground clauses by instanti-
ating all quantifiers. Then we apply the propositional vari-
ant of predicate completion [2] to the resulting proposi-
tional problem.

We can dramatically reduce the size of the propositional
representation if we eliminate the database predicates dur-
ing the instantiation. As stated above we assume the CWA
for the databaseDB. The following algorithm converts a
fixed domain theory into a set of ground clauses and elimi-
nates all facts from the clauses, whose truth value is defined
by the database.

Algorithm 3.4 Conversion of a Fixed Domain Theory into
Clause Form.
Let S = fF1; : : : ;Fng be a fixed domain theory. Letfc1; : : : ;ctg be the set of all constants occurring inS . For
every formula F2 S do the following:

1. Convert F into a set of propositional clausesF , i.e. a
set of clauses, in which the literals do not contain any
variables:

(a) Instantiate every existential quantifier by replac-
ing 9xϕ with

W
c2fc1;:::;ctgϕ[x=c].

(b) Instantiate every universal quantifier by replac-
ing 8xϕ with

V
c2fc1;:::;ctgϕ[x=c].

(c) Convert the resulting propositional formula into
conjunctive normal form.

(d) Convert the formula into a set of clausesF .

2. For every atom a which is an instance of a predicate
defined by the database DB do the following:� If a 2 DB then delete all clauses fromF which

contain a (they are trivially satisfied) and delete



:a from all clauses in which it occurs (because:a contradictsS ).� If a 62 DB then delete all clauses fromF which
contain:a and delete a from all clauses in which
it occurs.

Example 3.5 Let us study the effect of this algorithm on
the axiom A2 given the database DB as defined in section
2.

A2 : 8c18c28cSenderConn(c1;Up;c2;Down)^
Signal(c1;Up;Alive(cSender))! Signal(c2;Down;Alive(cSender)))

In the following, we denote the set of constant symbols oc-
curing inS by C. Instantiation of the quantifiers yieldsV

c12C

V
c22C

V
cSender2C

(Conn(c1;Up;c2;Down)^
Signal(c1;Up;Alive(cSender))! Signal(c2;Down;Alive(cSender)))

Conversion into conjunctive normal form:V
c12C

V
c22C

V
cSender2C

(:Conn(c1;Up;c2;Down)_:Signal(c1;Up;Alive(cSender))_
Signal(c2;Down;Alive(cSender)))

Conversion into clause form:

F : ff:Conn(c1;Up;c2;Down);:Signal(c1;Up;Alive(cSender));
Signal(c2;Down;Alive(cSender))g j

c1;c2;cSender2Cg
Let us finally study the effect of step 2 on some clauses from
F : f:Conn(ML16;U p;Bsc1;Down);:Signal(ML16;U p;Alive(Bts20));

Signal(Bsc1;Down;Alive(Bts20))g
The above clause contains only one instance of a database
predicate, namely:Conn(ML16;U p;Bsc1;Down). Since
Conn(ML16;U p;Bsc1;Down) 2 DB, following algorithm
3.4 we have to delete:Conn(ML16;U p;Bsc1;Down) from
the clause resulting in the simplified clausef:Signal(ML16;U p;Alive(Bts20));

Signal(Bsc1;Down;Alive(Bts20))g
Finally we consider

f:Conn(ML16;U p;ML20;Down);:Signal(ML16;U p;Alive(Bts17));
Signal(ML20;Down;Alive(Bts17))g

Since Conn(ML16;U p;ML20;Down) 62 DB and
Conn(ML16;U p;ML20;Down) 62 CWA(DB) we can
delete this clause, because CWA(DB)� S , therefore every
model M ofS must make:Conn(ML16;U p;ML20;Down)
true, which subsumes the clause.

In our application domains (circuit diagnosis, alarm cor-
relation in cellular networks) the size of the propositional
representations generated by algorithm 3.4 is linear in the
size of the system under consideration2.

We can now apply the propositional variant of pred-
icate completion to the propositional clause set. In
the propositional case we compute a completion for-
mula for every instance of the predicate we want
to complete, e.g. we compute separate completion
formulas for Signal(Bsc1;Down;Alive(Bts20)) and
Signal(Bsc1;Down;Alive(Bts19)). Note, that in the
propositional version, the condition that the clauses must
be solitary is satisfied by every system description: A
clause containing a propositional atoma must not contain
other positive occurrences ofa (this is trivial, because a
clause is a set) and it must not contain:a (this is also
trivial because a clause containinga and:a is a tautology
and can be omitted).

Note, that it does not contradict proposition 3.3 that we can
complete the propositional version: Although propagation
is in general not formalizable in first–order logic, propaga-
tion for a given topology (as represented by the proposi-
tional clause set) is easily expressible. This observation is
in line with comments by Aho and Ullman concerning the
transitive closure [1].

The next step is to apply our efficient consistency–based
algorithm to the completed propositional clause set. The
basic algorithm is outlined in the next section. Later in the
paper, we discuss our techniques for exploiting the struc-
ture of the horn clauses of the system description, as well
as a new result, which allows us to exploit the fact that the
original system description was a set of horn clauses when
reasoning with the completed system description (which is
no longer horn).

2In the case of the cellular networks this is due to the fact that
the length of the branches (as shown in figure 1) is bounded by
some technological constant. If we consider branches of arbitrary
lengths this no longer holds.



4 Computing Diagnoses

Diagnoses are computed using the DRUM–II algorithm,
which we discussed in great detail in [5, 6]. Here, we
will only describe the basic ideas necessary to under-
stand the focussing techniques presented in the next sec-
tion. DRUM–II computes minimal diagnoses by comput-
ing models ofS [Obs, in which the set of components as-
sumedOk is maximal, or equivalently, in which the exten-
sion ofAb�:Ok is minimal.

Definition 4.1 Given models M1 and M2, we define
M1 �Ab M2, iff M1jAbj �M2jAbj.
The minimal diagnoses corrspond to the�Ab–minimal
models ofS [Obs.

Proposition 4.2 A set∆ of components is a minimal di-
agnosis of(S ;Comp;Obs), iff there exists a�Ab–minimal
model M ofS [Obs, such that∆ = MjAbj.
To prove this proposition, we have to assume that the pred-
icate Ab is only applied to components, an assumption
which is valid in model–based diagnosis. The DRUM–II
algorithm computes the minimal models incrementally. It
uses a model ofS to focus the search for minimal models
of S [Obs. DRUM–II starts with a modelM0 of the theory
S [fOk(c)jc 2 Compg. Then it adds the observations to
M0 giving M1.

The interpretationM1 possibly violates some clauses from
S . The basic idea of the DRUM–II algorithm is to find a
model ofS by iteratively inverting literals in the interpreta-
tion until a model ofS [Obsis found. In contrast to GSAT
[15] the search for models by inversion of literals is how-
ever exhaustive in the sense that all possible inversions are
considered and every literal is only considered for inversion
once on a given branch of the search tree.

Example 4.3 Consider S = fa ! c_ d;d ! :eg, in
clause formff:a;c;dg; f:d;:egg, together with the ini-
tial model M0 = feg and the observations Obs= fag.?���+ QQQs?

Incorporate a

M1 = fa;egM0 = feg
a! c_d is violated

M2 = fa;c;eg o.k. M3 = fa;d;eg d!:e is violated

c d :e

M4 = fa;dg o.k.

The model M1 contradicts the axiom a! c_ d. We can
change it in two ways in order to make the axiom hold
again. Either we assume c or d, because these are the other
literals in the corresponding clause, which can make it true

again. While assuming c creates a consistent model (M2)
of S [Obs, assuming d violates the axiom d! :e. Thus,
we have to delete e in order to obtain the second model M4.

The minimality of the models generated in this fashion is
achieved by applying the changes first to those models, in
which the extension ofAb is minimal. DRUM–II uses an
equivalence class approach to reduce the number of min-
imal models which have to be computed. Due to space
limitations we cannot provide the formalization of this al-
gorithm here but have to refer the reader to [5, 6], where we
define the algorithm and provide soundness and complete-
ness results for fixed domain theories.

5 Exploiting Structural Knowledge

In [6] we have proposed a technique which exploits knowl-
edge about the structure of setS of horn clauses to avoid
useless computations. In this section we generalize our
previous results and show how we can still use structural
knowledge for focussing after we have completed the the-
ory (so that the resulting theory is not horn).

Let us consider a set of Horn ClausesS . Let fa1; : : : ;ang
be the set of atoms occurring inS . We say thata j depends
directly on ai , if there is a clause containinga j and:ai .

Definition 5.1 a j depends directly onai, denoted by
ai !1

S a j , iff there is a clause C2 S with fa j ;:aig �C.

We define the transitive closure of the direct dependency
relation!1

S and call it!+
S (depends on).

Definition 5.2 The relation!+
S is defined inductively by

1. If ai !1
S a j , then ai !+

S a j .

2. If ai !1
S ak and ak !+

S al , then ai !+
S al .

We say that aj depends onai , iff ai !+
S a j .

In the following, we will denote the difference between two
setsM andN by Diff (M;N).
Definition 5.3 Let M and N be sets. Diff(M;N) :=(MnN)[ (NnM)
During the computation of minimal models/diagnoses dif-
ferent extensions of theOk–predicate are assumed. When
we change the extension ofOk, we want to detect, which
other atoms are possibly affected by this change. The
next proposition shows that some positive atoms need not
be considered for inversion when the set of assumedOk–
atoms changes.



Proposition 5.4 Let S be a system description andSc its
completed variant. Let A and B be sets of Ok–atoms such
thatS [A 6j=? andSc[B 6j=?. Let a be an atom.

If S[A j= a and there is no b2Diff (A;B) such that b!+
S a,

thenSc[B j= a.

Proof Sketch: Thepositiveliteral a follows fromS[A, iff
it holds in the minimal model ofS[A. This minimal model
coincides with the minimal model ofS+[A (S+ consists of
those clauses ofS , which contain a positive literal). Thus,
S+ [A j= a. Thus, there is a proof fora, based only on
the clauses inS+. If we delete all unnecessary steps from
this proof, only those steps remain, which derivea itself or
literals on whicha depends. This proof remains possible,
if we replaceA by B since we assume thatA andB do not
disagree on atoms, on whicha depends. Thus,S+ [B j=
a and, sinceS [B is consistent, we concludeS [B j= a.
Finally, sinceS � Sc we concludeSc[B j= a. Q.E.D.

This proposition is exploited in DRUM–II as follows: The
minimal modelM0 of the original horn system descrip-
tion under the assumption that all components are working,
i.e. S [fOk(c)jc 2 Compg, is used as starting point. For
each literala, which holds in this unique minimal model,
we know thatS [fOk(c)jc 2Compg j= a. Now if we as-
sume some faulty components, which are not connected to
a by!+

S , we know thata is still entailed and all branches
searched by the DRUM–II algorithm, in whicha is in-
verted, can be cut off.

Let us now consider which negative literals remain un-
changed, when the extension ofOk is changed.

Proposition 5.5 Let S be a system description andSc its
completed variant. Let A and B be sets of Ok–atoms such
thatS [A 6j=? andSc[B 6j=?. Let a be an atom such that
S [A 6j= a and there is no b2Diff (A;B) such that b!+

S
a.

If CompnfcjOk(c) 2 Bg is a minimal diagnosis of(Sc;Comp;Obs), then it is inconsistent with a, i.e. there is
no model M ofSc, such that MjOkj= fcjc2Bg and Mj= a.

Proof Sketch: The proof is by contradiction.

1. First, with a similar argumentation as in the proof of
proposition 5.4, we can show thatS [B 6j= a. Conse-
quently,S [B 6j= Obs[fag.

2. Now let us assume that∆ :=CompnfcjOk(c) 2 Bg is
a minimal diagnosis of(Sc;Comp;Obs) and M is a
model ofSc, such thatMjOkj= fcjc2 Bg andM j= a.
ThenSc[B[Obs[ fag has a modelM and is thus
consistent. We also know thatB is the maximal set, for
whichSc[B[Obs[fag is consistent (Proof: assume
there exists a setB0 � B such thatSc[B0[Obs[fag

# Branches DRUM–II DRUM–II
with !+

S

2 76 54
3 103 59
4 130 64
...

...
...

n 49 + 27n 49 + 5n

Table 1: Effect of exploiting!+
S

is consistent, then∆0 =CompnfcjOk(c) 2 B0g is a di-
agnosis and∆0 � ∆ which contradicts the assumption
that∆ is a minimal diagnosis).

Following Konolige ([9], theorem 4), we can conclude
thatB is a minimal set of abducibles, such thatS[B j=
Obs[fag. This is a contradiction with 1.

Q.E.D.

DRUM–II exploits this proposition as follows: Assume
that a literala is not true in the modelM0 of the correctly
functioning device. If we now consider a set∆ of compo-
nents faulty, such that for allc2 ∆ : Ok(c) 6!+

S
a then we

need not consider assuminga, because if∆ is a minimal
diagnosis, it is inconsistent witha.

The basic DRUM–II algorithm is already very efficient on
the cellular network application (using the completed sys-
tem description). Table 1 shows the number of flippings
(inversions of literals) needed by DRUM–II to compute the
diagnosis for a symptom, which can be explained by a sin-
gle fault for a tree–structured network comparable to the
one in figure 1. The running time for the basic DRUM–II
algorithm is linear in the number of branches. Exploiting!+
S allows nearly constant running time. The 5 flippings

per additional branch in the third column of table 1 are due
to the fact that we count the unsuccessful first flipping of
branches in the search tree which are terminated by apply-
ing the propositions 5.4 and 5.5.

In the domain of these tree-structured networks the effect of
our focusing techniques is a linear efficiency gain. We have
discussed the diagnosis of complex combinatorial circuits
in [6]. In this domain, exploiting the relation!+

S makes
circuits with up to 3000 components solvable in less than
1 second, which are not solvable in acceptable time by the
basic DRUM–II algorithm.

6 Conclusion

In this paper we have introduced steps and techniques for
the efficient diagnosis of technical systems consisting of
networks of connected components. Intuitive descriptions



of such systems (e.g. cellular networks) are often incom-
plete. The propagation axioms present in these descrip-
tions cannot be completed in first–order logic. However,
we can reduce the first–order system descriptions to propo-
sitional logic for a given topology. Our algorithm for this
transformation eliminates the database predicates and gen-
erates compact propositional clause sets, which can be eas-
ily completed. Starting from a model of the correct be-
haviour of the system, the DRUM–II algorithm computes
diagnoses based on the completed system description. If
the original system description consists of horn clauses the
efficiency of DRUM–II can be increased considerably by
exploiting a relation!+

S
which describes the dependencies

among the atoms in the system description.
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