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Abstract. GOST 34.10 is Russia’s DSA. Just as it’s U.S. counterpart,
GOST is an ElGamal like signature scheme used in Schnorr mode. It is
close to NIST DSA in many aspects. In our paper we will first overview
GOST 34.10 and discuss the three main differences between the two
algorithms.
– GOST’s principal design criterion doesn’t seem to be computational

efficiency: The algorithm is 1.6 times slower than the DSA and pro-
duces 512 bit signatures. This is mainly due to the usage of the
modulus q which is at least 255 bit long. During verification, mod-
ular inverses are computed by exponentiation (while the Extended
Euclidean algorithm is roughly 100 times faster for this parameter
size) and the generation of the public parameters is much more com-
plicate than in the DSA. This choice of the parameters makes GOST
34.10 very secure.

– GOST signers don’t have to generate modular inverses as the basic
signature equation is s = xr+mk (mod q) instead of s := (m+xr)/k
(mod q).

– GOST’s hash function (the Russian equivalent of the SHA) is the
standard GOST 34.11 which uses the block cipher GOST 28147 (par-
tially classified) as a building block. The hash function will be briefly
described.

1 Introduction

Since its invention by Diffie and Hellman in 1976 [3], many realizations for digital
signatures have been proposed. The most famous among them are certainly the
RSA [19], ElGamal [4], Schnorr’s [20] and the Fiat-Shamir scheme [6].
Several organizations proposed different digital signature standards. For exam-
ple, the ISO/IEC 9796 specifies the RSA for digital signatures [14, 10], the Amer-
ican National Standard X9.30-199X RSA and the ElGamal signature scheme [1],
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the French banking community has also standardized on RSA [5]. The National
Institute of Standardization and Technology (NIST) proposed a modification
of the ElGamal and Schnorr scheme as their Digital Signature Standard (DSS)
[16] and signature schemes basedon elliptic curves are currently being consid-
ered as an IEEE standard [15]. In 1994 the Russian Federation issued the digital
signature standard GOST 34.10 – 94 [8]. This standard covers the system ini-
tialization, key generation, signature generation and verification. It also uses the
hash function standardized under the reference GOST 34.11 – 94 [9]. This hash
function is based on the, partially classified, block cipher GOST 28147 – 89 [7].
The signature generation and verification procedures used by the standard are a
modification of the DSA. This modification has also been proposed in the litera-
ture [11, 17]. We use the following notation which is adopted from the standard.
B∗ is the set of all finite words in the alphabet B = {0, 1} and h the hash
function representing the message m in the word h(m) ∈ {0, 1}256.

2 Initialization

During the initialization of the system the trusted authority generates two primes
p, q with q|(p− 1) and the generator α of order q. These values are fixed for the
whole session. For the generation of these parameters a constant c is used. Here
we review one of the four algorithms for generating the large primes described
in the standard (the other three are very similar to this one).

2.1 Prime generation

This procedure determines a prime p with length t ≥ 17 bits and a prime di-
visor q, q|(p − 1) of length bt/2c bits. It is realized using the linear congruence
xn := 19381 · xn−1 + c. It is necessary to fix a number x0 ∈ [1 : 216 − 1] and an
odd number c ∈ [1, 216 − 1]. The calculation procedure contains the following.

1. y0 := x0,
2. Calculate the sequence of numbers t0, t1, . . . , ts according to the rule:
t0 := t, if ti ≥ 17 then ti+1 := bti/2c otherwise s := i,

3. Find the smallest prime ps of length ts bits, that is

∀p, p is a prime, |p| = ts : ps < p,

4. m := s− 1,
5. Calculate rm := dtm+1/16e,
6. Calculate the sequence y1, . . . , yrm

according to the recursive rule:

yi+1 := (19381 · yi + c) (mod 216).

7. Calculate Ym :=
rm−1∑

i=0

yi · 2
16·i,

8. y0 := yrm
,
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9. N = d2tm−1/pm+1e+ b2tm−1 · Ym/(pm+1 · 2
16·rm)c. If N is odd then

N := N + 1,
10. k := 0,
11. Calculate pm = pm+1 · (N + k) + 1,
12. If pm > 2tm go to step 6,
13. Verify the conditions:

2pm+1(N+k) (mod pm) = 1
2(N+k) (mod pm) 6= 1,

If one of this conditions is not realized then k := k + 2 andpass to
step 11. If both conditions are realized then m := m− 1,

14. If m ≥ 0, pass to step 5, If m < 0, then p := p0 and q := p1.

In the standard there is a similar procedure to create a number p ofsize bigger
than 33 bits, which uses the recursive rule yi+1 := (97781173 · yi + c) (mod 232)
instead.

2.2 Generator

This procedure permits to determinate the generator α after p and q have been
determined.

1. Choose a random number d ∈ Z∗
p .

2. Calculate f := d(p−1)/q (mod p).
3. If f = 1, then go to step 1. If f 6= 1 then α := f .

3 Key Generation

A trusted authority chooses a large prime p, with 2509 < p < 2512 or 21020 < p <
21024, and a prime divisor q, 2254 < q < 2256, with q|(p− 1). Every user chooses
a secret key x ∈ Zq and computes his related public key by y := αx (mod p).
To guarantee the security of the system, the public keys of the user must be
certified by a trusted authority although this is not explicitly mentioned in the
standard.

4 Signature generation

The signature generation for the message m ∈ B∗ is done by the following
algorithm.

1. Calculate h(m), the hash value of the message m, using the GOST
34.11 hash function. If h(m) ≡ 0 (mod q) then set h(m) := 02551.

2. Create the random number k ∈ Z∗
q .
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3. Calculate the two values r′ := αk (mod p) and r := r′ (mod q). If
r = 0, pass to step 2 and create another random number k.

4. Using the signer’s secret key x, calculate the value:

s := (x · r + k · h(m)) (mod q).

If s = 0, pass to step 2.

The signature on the message m is the tuple (r, s), sent to the verifier.

5 Signature verification

The verifier checks the authenticity of the message by checking the validity of
the signature. This is possible, if he knows the public key of the signer. The
signature verification contains the following steps.

1. Verify the conditions 0 < s < q and 0 < r < q. If one of these
conditions is not satisfied, the signature is not valid.

2. Calculate h(m1), the hash value of the received message m1. If
h(m1) ≡ 0 (mod q), then set h(m1) := 02551.

3. The verification equation is

r ≡ (αs·h(m1)−1

· y−r·h(m1)
−1

(mod p)) (mod q). (1)

It can be checked by the following steps:

1. Calculate the value v := h(m1)
q−2 (mod q), which is the multiplica-

tive inverse of h(m1) (mod q).
2. Compute the values z1 := s ·v ( mod q) and z2 := (q−r) ·v ( mod q).
3. Calculate the value u := (αz1 · yz2 (mod p)) (mod q),
4. Verify the condition r = u. If this check succeeds, the message was

signed by the signer.

6 Description of the hash function

6.1 Introduction

An important part of the GOST 34.10 – 94 is the hash function standardized in
GOST 34.11 – 94 [9]. The use of a hash function is necessary because messages
of arbitrary length should be efficiently signed. Furthermore, existential forging
of a signature can be avoided. The GOST 34.11 – 94, the State Standard of
the Russian Federation for hashing, is valid since January 1st, 1995. It uses the
block cipher standardized in GOST 28147 – 89 [7], which is partially classified.



GOST 34.10 – A Brief Overview of Russia’s DSA 5

This block cipher is used in the Electronic Code Book Mode (ECB) during
the computation of the hash function. For a description of this block cipher
(in english) we refer to the literature [2, 18]. We use the following notation to
describe the standard. Â is the positive integer corresponding to the binary
record A (A ∈ B∗), < N >k:= N (mod 2k), Vk(2) means the set of all binary
words of length k, ⊕ is the bitwise xor of equally long words, ⊕′: the addition
A⊕′ B :=< Â+ B̂ >k, (|A| = |B| = k), EK(A) is the coding of the word A ∈
V64(2) with key K ∈ V256(2) using the GOST 28147 algorithm, H is the 256 bit
start vector for hashing. C||D is the concatenation of the words C,D ∈ B∗ and
Ak the concatenation of k copies of the word A ∈ B∗.

6.2 Overview

The hash function h : B∗ × V256(2) −→ V256(2) maps a message of arbitrary
length and the 256 bit start vector H onto a 256 bit hash value. The hash func-
tion is iterative. Therefore we need a step hash function x, which is a mapping
x : V256(2) × V256(2) −→ V256(2) and the description of the iterative procedure
for calculating the hash value h. For the step hash function x we need

– the generation of the 256 bit keys K1,K2,K3,K4,
– the encryption, which encrypts 64 bit subwords of the start vector H and

the keys Ki (i = 1, 2, 3, 4) using the GOST 28147 algorithm.
– the permutation of the encryption output.

Now we describe these three modules.

6.3 Key Generation for the step hash function

Subfunctions We need the subfunctions A : V256(2) −→ V256(2) and P :
V256(2) −→ V256(2) for key generation.

– A(x4||x3||x2||x1) := (x1 ⊕ x2)||x4||x3||x2, where xi (i = 1, 2, 3, 4) is a 64 bit
number.

– P (ξ32, . . . , ξ1) := ξϕ(32)|| . . . ||ξϕ(1) where ξi is a 8 bit number and

ϕ(i+ 1 + 4(k − 1)) = 8i+ k, i = 0, . . . , 3, k = 1, . . . , 8.

Key generation algorithm For key generation we need the following input
data:

– the 256 bit start vector H and
– the 256 bit message part M .

We further need the constants Ci (i = 2, 3, 4) with values

C2 = C4 = 0256 and C3 = 180811602411608(0818)21808(0818)4(1808)4.

For the key calculation the following algorithm is used:

1. i := 1, U := H,V := M,
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2. W := U ⊕ V,K1 = P (W ),
3. i := i+ 1,
4. If i = 5 then go to step 7 else go to step 5,
5. U := A(U) ⊕ Ci, V := A(A(V )),W := U ⊕ V,Ki = P (W ).
6. Go to step 3,
7. End.

The keys K1,K2,K3 and K4 are the output of the algorithm.

6.4 Encryption

In this step we use the 64 bit subwords hi (i = 1, 2, 3, 4) of the start vector
H = h4||h3||h2||h1 and the 256 bit keys Ki (i = 1, 2, 3, 4) as input and get
S = s4||s3||s2||s1 with 64 bit numbers si (i = 1, 2, 3, 4) as output by computing

si = EKi
(hi), for i = 1, 2, 3, 4.

6.5 Permutation

The permutation is the mapping ψ : V256(2) −→ V256(2) defined by

ψ(η16|| . . . ||η1) = η1 ⊕ η2 ⊕ η3 ⊕ η4 ⊕ η13 ⊕ η16||η16|| . . . ||η2

where ηi (i = 1, . . . , 16) is a 16 bit number.

6.6 Step hash function

The 256 bit start vector H and a 256 bit message block M are the inputs of
this procedure. Furthermore S is computed with inputs M and H using the key
generation algorithm and the encryption described above. Therefore, for each
256 bit block of a larger message we get a new parameter S. The step hashing
function x is defined as

x(M,H) := ψ61(H ⊕ ψ(M ⊕ ψ12(S))),

with S determined by M and H .

6.7 Iterative hash function

Now we are ready to describe the iterative hash function h. On input of the
256 bit start vector H and the message M of arbitrary length, the following
algorithm is used.

1. Σ := 0256, L := 0256,
2. – If |M | > 256 then go to step 3,

– L :=< L̂+ |M | >256, M
′ := 0256−|M |||M , Σ := Σ ⊕′ M ′,
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– H := x(M ′, H), H := x(L,H), H := x(Σ,H),
– End.

3. – Calculate the subword Ms ∈ V256(2) of the word M = Mp||Ms.
– H := x(Ms, H), L :=< L+ 256 >256, Σ := Σ ⊕′ Ms, M := Mp,
– Go to step 2.

The 256 bit value H in step 2 is the output of this algorithm and of the hash
function h(M).

7 Discussion of GOST 34-10

7.1 Security consideration

The security consideration concerns only the signature algorithm and its verifica-
tion equation. The security analysis can be divided into three possible attacks [4].
In the first attack, an attacker wants to get the secret key of the signer. The
second attack tries to forge a signature on almost all messagesm using all known
public parameters. In the third attack just a signature of a random message m
should be forged.

1. Total break (Computing the secret key x):
As the signature equation contains two unknown parameters x and k, a forger
can’t get any information about x without knowing k. Thus the calculation
of x seems to be as difficult as the computation of the discrete logarithm
logα(yA). To avoid chosen plaintext attacks, the signer shouldn’t sign the
message m ≡ 0 (mod q). This was detected by the standard designers who
set m := 1 in this case. Otherwise, every verifier can compute the secret key
x: The signature equation is s ≡ xr + km (mod q). If m ≡ 0 then this sim-
plifies to s ≡ xr (mod q). From this x can be computed if gcd(r, p− 1) = 1.

2. Universal forgery of messages:

To forge a message universally, the forger can first randomly choose an in-
teger r, then attempts to find s or vice versa. In the first method, the forger
must solve the discrete logarithm of

yr
A · rm (mod p).

In the second one, the attacker has to solve the equation

d ≡ err (mod p), d, e ∈ Zp.

This computation is extremly difficult, possibly even more difficult than
solving the discrete logarithm problem. Of course if we can compute the
discrete logarithm, we can apply other direct attacks, so this question doesn’t
influence the security of the signature scheme itself. It seems possible, that
the signature equation can be solved by simultaneous choice of r and s. Until
today, it’s an open problem, how this can be used for universal forgery. It
applies for existential forgery only at present time.
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3. Existential forgery of messages:

The existential forgery of messages would be possible, if the message m is
not hashed before signing. This is prevented in GOST 34.10 by signing the
hash value h(m) instead ofm. Otherwise, the attacker chooses random values
u,w ∈ Z∗

q , computes the values r := αu ·yw
A ( mod p),m := −r·w−1 ( mod q)

and s := u ·m (mod q). Then (r, s) is a valid signature on the (random and
probably useless) message m.

7.2 Performance considerations

The size of a secret key is |q| bit and of the public key is |p| bit. Furthermore the
system parameter p with |p| bit and the generator α with |p| bit must be stored.
The signer needs only one exponentiation with a |q| bit exponent, one reduction
modulo q and two multiplication modulo q but no inverse for signature gener-
ation. The verifier has to compute three exponentiations, one modulo q with a
|q| bit exponent for computing an modular inverse and two modulo p with a
|q| bit exponent, and one multiplication modulo p. For example, with |p| = 512
and |q| = 256 by using Yen and Laih’s method for computing exponentiations
[21], we get the following result: The computational effort of the signer is domi-
nated by in average 308 multiplications modulo p for the one exponentiation. For
verification the computationaleffort is dominated by 373 multiplications for the
exponentiations modulo p and 308 multiplications for the exponentiation modulo
q, what is comparable to 102 multiplications modulo p. Therefore, the amount of
computation for verification is comparable to about 476 multiplications modulo
p. The verifier can decrease the computational effort by about 100 multiplica-
tions if the modular inverse is computed by the Extended Euclidean Algorithm
instead of exponentiation, whatis about 100 times more efficient. However, this
optimization is not suggested in the standard. In comparison, in the DSA, with
|p| = 512 and |q| = 160,the effort of the signer is dominated by the 200 multi-
plications modulo p for the exponentiation, if he uses the Extended Euclidean
Algorithm for computing the modular inverse, which is then negligible. The ef-
fort of the verifier is dominated by computing the two exponentiations, what can
be done with about 240 multiplications. As a result, the DSA signature gener-
ation is about 1.6 times faster than GOST 34-10 (verification is about 2 times
faster). This increased computational effort is caused by the bigger parameter q
and the method suggested for computing modular inverses in the GOST 34-10.

8 Conclusion

We have briefly described the Russian signature and hash standard standard,
GOST 34.10 – 94 and GOST 34.11 – 94 respectively. GOST’s search space for
brute force attacks is 2128 instead of 280 in the DSA, which increases security. The
use of exponentiation for computing modular inverses indicates that efficiency
was not the standard designer’s main motivation. An advantage of GOST 34.10 –
94 over DSA is its inherit suitability to extended signature concepts, e.g. for blind
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signatures or multisignatures as already shown in [12, 13]. This property does not
hold for the DSA.
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