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Abstract

A new notion of security boundary is introduced to model multilevel security policies in the scenario of
mobile systems, within Cardelli and Gordon’s “pure” mobile ambients calculus. Information leakage may be
expressed in terms of the possibility for a hostile ambient to access confidential data that are not protected
inside a security boundary. A control flow analysis is defined, as a refinement of the Hansen—Jensen—Nielsons’s
CFA, that allows to properly capture boundary crossings. In this way, direct information leakage may be
statically detected. (©) 2002 Elsevier Science Ltd. All rights reserved.
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1. Introduction
1.1. The problem

In distributed systems, resources and data are shared among users with different locations, yielding
to a number of security issues that are object of an increasing number of research projects. Mobile
ambients calculus has been introduced by Cardelli and Gordon in [3] to model both mobile compu-
tation and mobile systems. A challenging problem, within this setting, is to properly tackle security
issues.

We focus on multilevel security, a particular mandatory access control security policy: every
entity is bound to a security level (for simplicity, we consider only two levels: high and low),
and information may just flow from the low-level to the high one. Typically, two access rules are
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Fig. 1. Multilevel security policy.

imposed: (i) No Read Up, a low-level entity cannot access information of a high-level entity; (ii)
No Write Down, a high-level entity cannot leak information to a low-level entity. Sometimes, these
two access controls are not enough as information may be indirectly leaked, through, e.g., some
system side effect: a typical example is represented by a resource shared among the security levels
which may be alternatively overloaded by some high-level Trojan horse program (causing, e.g.,
longer response time at all security levels) in order to transmit information to a malicious low-level
entity. These indirect ways of transmitting information are called covert channels. Fig. 1 summarizes
this policy.

In order to detect information leakages, a typical approach (see, e.g., [4—9]) consists in directly
defining what is an information flow from one level to another one. Then, it is sufficient to verify
that, in any system execution, no information flow is possible from level high to level low. This is
the approach we follow in this paper.

1.2. The scenario

We will consider information flow security in the scenario of mobile systems. This particular
setting, where code may migrate from one security level to another one, complicates even further
the problem of capturing all the possible information leakages. As an example, confidential data may
be read by an authorized agent which, moving around, could expose them to unexpected attacks.
Moreover, the code itself could be confidential, and so not allowed to be read/executed by lower
levels.

In order to study this problem as much abstractly as possible, we consider the “pure” mobile
ambients calculus [3], in which no communication channels are present and the only possible actions
are represented by the moves performed by mobile processes. This allows to study a very general
notion of information flow which should be applicable also to more “concrete” versions of the
calculus (e.g., [10,11]).

1.3. Verification

We introduce the new notion of “security boundary”, that allows to identify ambients that may
guarantee to properly protect their content. The intuition is the following: to guarantee absence of
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information leakage, every high-level data or process should be encapsulated into a boundary ambient,
and a boundary ambient can be opened only when it is nested into another boundary ambient.
Then, we may even allow that low-level information/processes interfere with high-level data inside
a boundary ambient, but we want to be sure that once this happens, the low information/process is
trapped: it can neither carry high-level information out of the boundary ambient nor move out of it.

Instead of proposing a new variant of ambient calculus to apply and develop this ideas, we adopt
a static analysis approach: given a process P, and a partition of its ambient and capability labels
into “high”, “low”, and “boundary” sets, we aim at providing methods and tools to verify that in
every execution of process P no direct information leakage occurs.

A first approach to this issue may consist in introducing syntactic restrictions on process P, as
initially proposed in [2]. A less restrictive and more accurate solution can be obtained by refining
the control flow analysis by Hansen et al. [12].

The aim of the analysis proposed in [12] is to calculate an over approximation of ambient nestings,
i.e., the analysis returns a set which contains all the ambient nestings that are possible at run-time.
However, the fact that all nestings are collected in a unique set, may introduce some “fake” nestings
in the result. As an example, consider a low-level ambient / that moves inside a boundary b and,
after that, is entered by a high-level ambient 4. The initial and the final situation may be depicted
as

Initial State Final State

If we write down all the nestings in the form (x, y) meaning that “x may contain y”, we obtain
(env, ), (env,b),(b,h) from the initial state, plus (/,4) from the final one. From this “flat” repre-
sentation, we obtain (env,/) and (7, h), i.e., a fake nesting showing that / is unprotected (because
outside of b), thus possibly exposed to environment attacks.

Here, we propose a more accurate abstract domain that separately considers nestings inside and
outside boundaries, yielding to a much more sophisticated control flow analysis. The example
above will be analyzed through two separate sets of nestings, (env,?), (env,b) and (b, h),(b,Z)(/, h),
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representing the possible nestings outside and inside boundaries, respectively. Note that now we do
not have a nesting path leading from env to 4. The fake nesting above is not derived by our analysis
as it keeps track that 4 is inside / only when ¢ is inside some boundaries.

The rest of the paper is organized as follows. In Section 2 we introduce the basic terminology on
ambient calculus and we briefly report the control flow analysis of [12]. In Section 3, we present the
model of multilevel security for mobile agents and we show how to guarantee absence of unwanted
information flows through simple syntactic restrictions. In Section 4, we introduce the refined control
flow analysis, which is proved to be correct in Section 5. Section 6 concludes the paper with final
remarks and comparisons with related works.

2. Background

In this section we introduce the basic terminology of ambient calculus and we briefly report the
control flow analysis of [12].

2.1. Mobile ambients

The mobile ambients calculus has been introduced in [3] with the main purpose of explicitly
modeling mobility. Indeed, ambients are arbitrarily nested boundaries which can move around through
suitable capabilities. The syntax of processes is given as follows, where n € Amb denotes an ambient
name.

PO = (wm)P restriction
| 0 inactivity
|  PlO composition
| P replication
| n’’|P] ambient
| in’ n.P capability to enter n
| out’'n.P capability to exit n
|

Open’ n.P  capability to open n

Labels /¢ € Lab” on ambients and labels /’ € Lab’ on transitions are introduced as it is customary in
static analysis to indicate “program points”. They will be useful in the next section when developing
the analysis.

Intuitively, the restriction (vn)P introduces the new name » and limits its scope to P; process
0 does nothing; P|Q is P and Q running in parallel; replication provides recursion and itera-
tion as !P represents any number of copies of P in parallel. By n’'|P] we denote the ambient
named n with the process P running inside it. The capabilities in"n and out’'n move their en-
closing ambients in and out ambient n, respectively; the capability open’ n is used to dissolve the
boundary of a sibling ambient n. The operational semantics of a process P is given through a suit-
able reduction relation — and a structural congruence = between processes (see Appendix A for
more details). Intuitively, P — QO represents the possibility for P of reducing to Q through some
computation.
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(res)  B;"(wn)P) = B;"(P)

(zer0) - B;(0) = (0,0)

(par)  BF(P|Q) =87 (P)UBT(Q)

(repl)  BF*(1P) = ¢ (P)

(amb)  BFF(n“[P]) =B (P)u ({(6€9)},{(¢*n)})
(in)  BT(n"n.P) = B(P)U (L M},0)

(out)  BF*(out” n.P) = 5FF(P)L ({(¢,€)},0)

(open)  B¢" (open® n.P) = GF(P) U ({(€,)},0)

Fig. 2. Representation function for the control flow analysis.

2.2. Control flow analysis

The control flow analysis described in [12] aims at modeling which processes can be inside what
other processes. It works on pairs (/,H ), where:

e The first component / is an element of @(Lab? x (Lab?ULab’)). If a process contains an ambient
labeled /¢ having inside either a capability or an ambient labeled /, then (/¢,/) is expected to
belong to /.

e The second component A € p(Lab® x Amb) keeps track of the correspondence between names
and labels. If a process contains an ambient labeled /¢ with name n, then (/“ n) is expected to
belong to H.

e The pairs are component-wise partially ordered.

' They are recalled, respec-

The analysis is defined by a representation function and a specification.
tively, in Figs. 2 and 3.

The representation function aims at mapping concrete values to their best abstract representation.
It is given in terms of a function SSF(P) which basically builds sets [ and H corresponding to
process P, with respect to an enclosing ambient labeled /. The representation of a process P is
defined as BSE(P), where env is a special label corresponding to the environment.

Example 2.1. Let P be a process of the form: P = n’i[m’:[out” n] |, thus the representation function
of P is the following: BSE(P) = ({(env,/9),(£4,£5), (£5,)}, {(£9,n), (L4, m)}).

env

The specification depicts how the process transforms one abstract representation to another one,
and it mostly amounts on recursive check of subprocesses except for the three capabilities open, in,
and out. The rule for open-capability says that if some ambient labeled /* has an open-capability
/" on an ambient n, that may apply due to the presence of a sibling ambient labeled /¢ whose

"In ambient calculus bound names may be a-converted. For the sake of simplicity, here we are assuming that ambient
names are stable, i.e., n is indeed a representative for a class of a-convertible names. See [12] for more details on how
this can be handled.
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ECF (un)Piff (I, H) =EF P
Eo always

EEP A (LA ETQ

I,H) = in"“ n.P iff( H) = P A
Ve e 0 e Lab® s (00 e T A (0 00y e T A (1 09 e T
A n)e H) = (¥, el
(out) (I, H) E out” n.P iff (I, H) =T P A
Vel e e e Lab® s (e 0y e I A (00 e T A (07 ) e ]
A n)e H) = ("% el
(open) (I,H) =CT open n.P iff (I, H) =T P A

Ve 0¥ e Lab® : (00,0 e T A (0o09)y e I A (0, n) € H)
— {(za,zl) | (¢ ) € f} ciI

Fig. 3. Specification of the control flow analysis.

name is 7, then the result of performing that capability should also be recorded in 7, i.e. all the
ambients/capabilities nested in /% have to be nested also in /. The in and out capabilities behave
similarly.

Example 2.2. Let P be the process of Example 2.1, thus the least solution of P is the pair (I,H)
where [ = {(env,/{),(env,%),(/5,45),(£5,/")} and H = {(/{,n),(/5,m)}.

The correctness of the analysis is proven by showing that every reduction of the semantics is
properly mimicked in the analysis.

Theorem 2.3. Let P and Q be two processes such that B
Then, BGi(Q) C (LH) A (I.H) " 0.

FeYC U, HYNILH)EF PAP — Q.

env

Intuitively, whenever (I, H) I=CF P and the representation of P is contained in (I,H), we are assured
that every nesting of ambients and capabilities in every possible derivative of P is also captured
in (1,H).

It is important to recall that the resulting control flow analysis applies to any process, and that
every process enjoys a least analysis.

3. Information flow

In this section, we present a formalization of multilevel security in the setting of mobile ambients
(Section 3.1). We apply the control flow of Section 2.2 to the verification of multilevel security and
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we show that in some cases it is too approximate (Section 3.2). Then, a simple syntactic property is
given which allows to very efficiently verify the absence of unwanted information flows and which
also solves some of the approximation problems of the control flow (Section 3.3).

3.1. Modeling multilevel security

In order to define multilevel security in mobile ambients we first need to classify information into
different levels of confidentiality. We do this by exploiting the labeling of ambients. In particular,
we partition the set of ambient labels Lab® into three disjoint sets Labf, Lab7 and Labg, which stand
for high, low and boundary labels.

Given a process, the multilevel security policy may be established by deciding which ambients are
the ones responsible for confining confidential information. These are all labeled with boundary labels
from set Lab} and we will refer to them as boundary ambients. Thus, all the high-level ambients
must be contained in a boundary ambient and labeled with labels from set Labj. Finally, all the
external ambients are considered low-level ones and they are consequently labeled with labels from
set Labj. This is how we will always label processes, and it corresponds to defining the security
policy: what is secret, what is not, what is a container of possible secrets. In all the examples, we will
use the following notation for labels: b € Lab%, h € Lab%, m,m’ € Lab$ and c,ch,cl,cm,cm’ € Lab'.

As an example consider the following process:

P, = container’[hdata"out container 0] | | O,

where O contains some low-level ambients. Ambient container is a boundary for the high-level data
hdata (note that data are abstractly represented as ambients). This process is an example of a direct
information flow. Indeed, P may evolve to container’| || hdata"| || O, where the high-level hdata is
out of any boundary ambient, thus vulnerable and potentially accessible by any ambient or process
in 0.2 This flow of high-level data/ambients outside the security boundaries is exactly what we
intend to control and avoid. It may be formalized as follows.

Definition 3.1 (Unprotected). Given a process P and a labeling Lab“, Unprotected (/, (I,H)) =
true if f 3/,...,0, €Labf s.t (env,?1),({1,02)s- s (Lu=1,40n),({n, ) T 1.

Definition 3.2 (Protected). Given a process P and a labeling Lab?, Protected (/,(I,H)) =
true iff /1 Unprotected (/,({/,H)).

Definition 3.3 (Information leakage). Given a process P and a labeling Lab®, P leaks secret / € Lab$,
iff 30, P —* O such that Unprotected (A, fF(Q)).

In distributed and mobile systems, it is unrealistic to consider a unique boundary, containing all the
confidential information. As an example consider two different sites venice and london, each with
some set of confidential information that need to be protected. This can be modeled by defining

2 Note that the presence of an ambient may be tested by trying to open it or by entering and then exiting from it. A
low-level ambient may thus test if hdata is present. This may be seen as reading high-level information.
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venice london

send open send
hdata
out venice.
in london
venice london
open send

send

hdata
in london

(b)

venice london

send open send
‘

©

venice london

(d)

Fig. 4. Venice and london exchange confidential information. (a) venice needs to send confidential data hdata to london;
(b) The confidential data is sent inside the secure “envelope” send; (c) The confidential data safely arrive in london; (d)
The envelope is dissolved to allow confidiential data to be accessed in london.

two boundary ambients, one for each site: venice’|Q,] | london®|Q,]| Q. In order to make the model
applicable, it is certainly needed a mechanism for moving confidential data from one boundary to
another one. This is achieved through another boundary ambient which moves out from the first
protected area and into the second one. The following example, also depicted in Fig. 4, describes
the exchange of confidential information between the two sites venice and london:

P, = venice®[send®[out‘venice.in london | hdata"| || || london®[open‘send] | Q.
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The process may evolve to the following one (see steps (b) and (c) of Fig. 4):
venice’| || london”[open‘send | send’|hdata"[ 11| O

and finally to (see step (d) of Fig. 4):
venice®| || london®[hdata"[ 1]] Q.

Note that send is labeled as a boundary ambient. Thus, high-level data hdata is always protected
by boundary ambients, during the whole execution. Observe that in this example we use the same
label for all boundary ambients. If we were interested to distinguish ambient nestings inside different
boundaries, it would be enough to assign different boundary labels.

3.2. Verifying absence of information leakage

In this section, we study how to verify that no leakage of secret data/ambients outside the boundary
ambients is possible. A natural approach could be the direct application of the control flow of [12]
reported in Section 2.2.

Corollary 3.4. Let P be a process such that fSE(P) T (I,H) A (I,H) ESF P A helaby s.t.

env

Protected (h,(I,H)) = P does not leak secret h.

Proof. By contradiction, assume that P leaks secret 4, thus there exists a process O s.t. P —* Q
and Unprotected (4, fF(Q)). By iterating Theorem 2.3, we obtain that fF(Q) C (/,H). From
Unprotected (4, fF(Q)) and fF(Q) T (1,H), it follows that Unprotected (h,(I,H)), leading to
a contradiction. [J

As an example, consider again the process presented above:
P, = venice®[send®[out‘venice.in® london | hdata"| | | || london®[opentsend].
The least analysis for this process can be easily shown to be the following:
I = {(env,b), (b,b), (b, 1), (b, )},
H, = {(b,venice), (b,send), (b, london), (h, hdata)}.

Notice that 4 is always contained inside b, i.e., it is protected by a boundary ambient. Formally,
CE(py) C (I, H,), (I,H>) =CF P, and Protected (A, (I,,H,)), thus Corollary 3.4 guarantees that
P, does not leak secret A.

However, the fact that the analysis simply collects all the potential nesting without considering
the temporal ordering of the events, may sometimes lead to unnecessary approximations. As an
example, consider again process P, above, and suppose that high-level data is willing to enter some
filter process, which could possibly be low-level code:

P3 = venice’[send’|outvenice.in® london | hdata"[in" filter] ] |

|london®|open‘send] | filter™[in“send] | open®'filter.
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Note that the filter behaves correctly with respect to multilevel security rules, i.e., it only enters
boundaries. In particular, this means that it will never carry high-level data outside the security
boundaries. However, if we perform the control flow analysis we obtain the following least solution:

f3 = {(env, b), (env, h), (env,m), (env,cl),(env,c),(b,b), (b, h),(b,m),(b,c),
(h,ch),(m,h),(m,c)},

Hs = {(b,venice), (b, send), (b, london), (h, hdata),(m, filter)}.

Note that in this solution /4 appears at the environment level, leading to Unprotected (4, (f 3,1:1 3))),
showing a potential attack. However, as observed before, there is no execution leading to such
a situation. The reason why the analysis looses precision here, is due to the fact that /s enters
an m ambient which might be opened at the environment level, but the analysis does not cap-
ture the fact that 4 enters m only after it has crossed the boundary, and then it never gets out
of it.

3.3. A syntactic approach

Syntactic conditions may be imposed on processes that are sufficient to prove the absence of
leakage of secret data/ambients outside the boundary ambients. Moreover, such conditions properly
deal with the situation discussed before. Let us briefly recall the main results in this direction, as
first presented in [2].

The idea is to control the out’n and open’n capabilities executed on a boundary ambient n. In
particular, we require that such capabilities may only be performed by boundary ambients.

First, we characterize a subset of capability labels, in order to mark out and open capabilities
that refer to boundary ambients. Let Labj, C Lab’ be the subset of labels that refer to out and open
capabilities, and let Lab%,, C Lab}, be a subset of this set of out and open capability labels (BM
stands for boundary move capabilities). Let also ¢ :Lab’ — @(Amb) be a function that maps a
capability label /’ to the set of ambient names on which all the capabilities labeled by /* operate.

Given a process P, the conditions that should be imposed on (fo,H) = CF(P) to guarantee
absence of information leakage are the following:

(i) (¢*,n) € Ho,/" € Laby,n € ¢(/'),/' € Labl, = /' € Laby,,,
(ii) (¢,¢")elo, /' €Labl,, = /cLabb.

Observe that condition (i) turns out to be a well-formedness condition over labeling. It requires that
all the out and o pen capabilities that operate on boundary ambients are labeled as boundary moves
(i.e., with labels in set Labf,,). If this condition is initially satisfied by P (i.e., by SSE(P)), then it
will hold also for every derivative of P, as the labeling cannot change during process execution.
Condition (ii) requires that every out and open boundary move is executed inside a boundary
ambient. Note that, in general, this may be not preserved when P evolves. Indeed, the following

theorem states that also condition (ii) is preserved, within every execution of P.

Theorem 3.5. If the representation function PSE(P) fulfills conditions (i)—(ii), then the least solution

env

(I,H) =CF P to the control flow analysis in [12] enjoys these conditions as well.
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Proof. Let (/ ﬁ,H /;) = BSF(P), and assume (I 5,H ) fulfills conditions (i) and (ii). Now consider
the least solution (1 H) =CF P (such that BSF(P) C (I,H)). To be a least solution, a pair (/,H)
must satisfy H = H p- In fact, notice that the analysis requires no changes to A, thus the least
H containing H p s H p itself. This proves that the least solution (I,H) satisfies (i).

Let us now turn to the first component of (/,H). A way for calculating the least solution is to
start from BSE(P), and then add all the pairs required by the analysis, until a fix point is reached.
Notice that every nesting in [\ 7 g (i.e., all the nestings added by the analysis) should have been
required by at least one of the capability rules. If this is not the case, we could remove this kind
of nestings, obtaining a smaller analysis, leading to a contradiction.

Let (¢,/")€1\ 15 and /' € Lab},,. Notice that /’ is a transition label, thus the pair (¢,/’) may only
have been added by the open rule (in fact, in and out rules add pairs (/%,/%) with /* € Lab?). By
induction over the fix point algorithm steps, we may assume that before the application of the open
rule the pair (7, H) satisfies both (i) and (ii) conditions. Now, we consider /U {(/,/")| (/% /") €1}
with (9, /)Y€l A (%07 el A(¢%,n)€H. We focus on the case // € Laby,,.

Notice that we have o pen’'n, thus n € ¢(/*). As ¢’ € Labl,, and (/% ,/") €, by induction on (ii),
we have that /¢ € Lab%. By induction on (i), we obtain that / € Lab},,, too. By applying again
induction on (ii), we also obtain that /¢ € Lab%. This means that the set {(/%, /)| (/*,/") €I}, where
/" € Laby,, adds to I only pairs with /¢ € Lab$, thus still satisfying (ii). O

Condition (i1) basically states two important behavioral properties: every time a boundary ambient
is opened, this is done inside another boundary ambient; the only ambients that may exit from
boundary ambients are boundary ambients. By induction on reduction rules of mobile ambients it is
easy to prove the following information flow theorem.

Theorem 3.6. If BSE (P) fulfills conditions (i)—(ii), then process P does not leak any secret h € Lab¢,.

env

Note that the two conditions above are definitely easy to check. Consider again the examples
presented above. In particular,

P, = container’|hdata"[out‘ container.0] | |0

does not satisfy condition (ii). In fact, outcontainer should be labeled as a boundary move by
condition (i). However this makes a boundary move executable in a high-level ambient, invalidating
condition (ii). On the other side, the second example

P, = venice®[send®[out‘venice.in® london | hdata"| | | || london®[opentsend] | Q

fulfills both the conditions, with ¢ € Laby,,. This proves that Adata, in every execution, is always
nested inside a boundary ambient, i.e., P, does not leak secret 4.

The syntactic conditions successfully applies also to the extended example with hdata entering
the filter:

P3 = venice’[send’[outvenice.in® london | hdata"[in" filter] | ||

|\london®|open‘send] | filter™[in“send] | open® filter.
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Also in this case, we are able to prove that P; does not leak 4. Note that this was not provable
through the control flow analysis introduced in Section 2.2.

The approach above may also be adapted to the case in which the external environment (e.g., any
malicious process put in parallel with the analyzed process P) does not fulfill the required conditions.
This is indeed reasonable in a distributed open system. The idea is to suitably restrict the scope of
boundary ambients and provide low-level ambients with some “taxi” processes that, once entered,
bring the client inside restricted boundaries. Let by,...,b, represent all the boundary ambients of
process P. Then consider process

(vby, ..., b)) (P | ti[in'By]| ... |',lin'B,]) | O.

As by,...,b, are restricted names, they may not appear in Q. As a consequence, if P fulfills the
conditions (i)—(ii), this is sufficient to prove that the whole system (whatever Q is considered)
satisfies such conditions, too. It is indeed simple to prove the following.

Proposition 3.7. If fSF(P) fulfills conditions (i)—(ii), then, for all Q (labeled in Lab?ULab’ \ Labl,, ),

env

CF((vh1, ..., b)) (P | 11i[in'By]| ... | !5, [in'b,]) | Q)

env

fulfills conditions (1)—(ii).

Note that processes !ti[in’b,-] allow any low-level ambient to enter boundary b;. So, legitimate flows
from low to high-level are possible even if boundaries are restricted. Note also that the condition
on the labeling of Q simply means that O only contains low-level ambients and its capabilities are
not (incorrectly) labeled as boundary moves.

4. Refining the control flow analysis

In this section we introduce a refinement of the control flow analysis of [12] reported in Section
2.2, that incorporates into the analysis the ideas discussed in Section 3, thus yielding to a more
accurate tool for detecting unwanted boundary crossings. The resulting analysis improves also with
respect to the syntactic properties presented in Section 3.3.

The main idea is to split the / component of the abstract domain in two (not necessarily dis-
joint) sets, that maintain nesting information about ambients protected by boundaries, and about
“unprotected” ones, respectively.

The refined control flow analysis works on triplets (f B,f E,I-AI ), where:

e The first component /5 is an element of @(Lab® x (Lab® U Lab")). If a process contains either
a capability or an ambient labeled / inside an ambient labeled /¢ which is a boundary or an
ambient nested inside a boundary (referred as protected ambient) then (/%,/) is expected to
belong to /5. As long as a high-level datum is contained inside a protected ambient there is no
unwanted information flow.

e The second component [y is still an element of @(Lab® x (Lab® U Lab')). If a process contains
either a capability or an ambient labeled / inside an ambient labeled /¢ which is not protected,
then (/¢ /) is expected to belong to /.
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pE(P) = Benv,Fatse( D)
(res) B?,Protected((un) ) = ﬁzProtected(P )
(zero) ﬂEProtected(O) = (0,0,0)
(par) /BEProtected(P | Q) = ﬁgl’mtected(P )u ﬁngtected(Q)
(repl) ﬂgpmzemd('P ) = ﬂgProLected(P )
(amb) B proectea( 7 [P]) = case Protected of

True : ﬂ?“ Proterted( ) { Z’ ea)} ’ wv {(Za’ n)})
False: if (¢, € Lab%) then
let Protected = True else Protected = False in

ﬁZ",Protcct(:d/ (P) U (V), {(ﬁ, ea)} ’ {(Za’ ’Il)})

(in) B protectea(in” n.P) = case Protected of

True : ﬂ?Protcctcd(P) U ({(67 [t) (Z)
False: ﬂ(’ Protected P) U ((])a {(67 et }

.0)
0)
(out) ﬁEPratccted(OUtﬁ n.P) = case Protected of

True : ﬁf Pr{)t((f(d(P) U ({(év gt)

,0,0)
False: ﬂ(’.,l-’rotected P) U ((])’ {(£7 Zt }

0
0)
(open) ﬂgp,_atectcd(open” n.P) = case Protected of
True : ﬁEProtected(P) U ({(67 gt)} 7(0, w)
False: IBEProtected(P) U (@’ {(E’ Zt)} ’Q))

Fig. 5. Representation function for the refined control flow analysis.

e The third component H, as before, keeps track of the correspondence between names and labels.
If a process contains an ambient labeled /¢ with name », then (/%,n) is expected to belong
to H.

Also in this case, the analysis is defined by a representation function and a specification. They are
depicted, respectively, in Figs. 5 and 6.

Example 4.1. Let P be the process of Example 2.1, i.e., of the form: P = n’i[m’ :[out’ n] ], with
/¢ € Lab% and /4 € Lab{, thus the representation function of P is the following: 2 (P)= ({(¢4,/%),

(53,/’)}1{(6110,/?)},{(/ ,n),(£5,m)}).

Example 4.2. Let P be the process of Example 4.1. The least solution of P is the triplet (/,1z, H)
where 13 ={(71,25).(¢5, (")}, 1g ={(env, /), (env,/5),(£5,¢')}, and H={(¢%n),(¢%,m)}. Observe
that (/,1r, H) strictly contains BB (P), as expected being (I3, 1g,H) a safe approximation.
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(out)

(open)

A pictorial representation of the most interesting application of the in-rule (i.e.,
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(Ip,Ip,H) E® (vn)P iff (I, Ip, H) =P

(I IE7 )|: always

(Ip, Ip, H)E® P | Q ff (Ip,Ip,H) =S P A (Ip,Ip, H) B
(Ip,Ip, H) =P P ff (I, Iz, H) =® P

(Ip, Ip, H) =P n[P] iff (Ip, 1, )IZBP

(1177[F7 )| Bln n.P ([]},Ir, )| B

vee g9 0" ¢ Lab®

case (1%, ¢") € Ig A (0949 € Ip A (097, 09) € Iy N (£¥,n) € H)

= (17, %) eIy

case (£, 0t e Iy A (£ 0% e Iy N (£
if (£¢ € Laby) then (4%, ¢%) € I
else (Z“’,Z“) clg

case (4%, ¢") € Iy A (04"
if (¢* € Laby)

then (¢9',4%) € Iy A {(e, Vel |path,E(ea,1z)} C Iy

else (09, 0%) € Iy

(I'g, Iy, H) =B out’ n.P iff (I, Ip, H) =P

vee, 0 9" ¢ Lab® :

case (42,6 € Ig A (09, 0%) e IgUTg A (£,
if (£* € Lab%) then (¢¢", /%) € I
else (9", %) € Iy A {(e ) € Iy | pathp (62, ¢ }
e et)efB A (900 eTg N (09,09 e I (ga
= (1" %) e Ip

case (49, 0%) € Iy A (09, 0%) € Iy A (09,
— () eIy

(Is,Ig, H) =P open” n.P iff (Ip,Ip,

vee 0o e Lab® :

case (1%, ¢") e Iy A (1°,49) e Iy A (4% ,n) € H) =
if (£9 € Lab%) then {(@a,ea”) | (7 00") € fB} CIpA

{(e, Y1) ely A (7,0 €Ty A pathB(Z”,Z)} C Iy

else {(ea,e) (e, 0) e I};} Clp

case ((£9,0") € Iy A (£9,09) e Ip A (£,
— {0 0 elphcip

o' 1y eIy A e elaby A (0¥n) e H) =

Ay eIy A (Y eIy A (09 n) e H) =

P A

yelg A (0¥,n) e H) =

case ((£* n) € H)

vyely A (09, n) e H)

H)EBPA

n) € H)

Fig. 6. Specification of the refined control flow analysis.

the last one: a

boundary crossing) is provided by Fig. 7: the sets /z and [ before and after the move of ambient &
into ambient n are represented by graphs (a) and (b), respectively. In particular, ambient & labeled



C. Braghin et al. | Computer Languages, Systems & Structures 28 (2002) 101127 115

[ 2] @ 1. lg O lg I

[ ] [nl] /\ /\ ‘

all the nestings all the nestings all the nestings
below | below | below |

COPY

Fig. 7. The in-rule: boundary crossing.

as / ¢ Lab% is willing to enter ambient n labeled as /' € Lab%. In this case, all the nestings below
/ have to be copied in /5 since after the in move they become protected.

Observe that within the specification of the analysis (depicted in Fig. 6), some predicates are
introduced that simplify the notation, namely

(( True if /*=(VN3,0s,...,0, ¢ Labl:n >0

o pathg(/*,() = (L) (Ll (U ) ETp N, & Lab$,
False otherwise.

True if /*=/(V3,00,....0, ¢ Labg:n >0

o pathp(/°, ()= (L) (L1l (U ) ETE N LY, & LabS,

\ False otherwise.

The following holds.

Theorem 4.3. Let P and Q be two processes such that BB (P) C (Upip,H) N (Ip,Ig,H) =B
PAP — Q then 5 .(0)C (Up,Ip,H)AN(Ip,Ig,H) ER Q.

The proof of the Theorem can be obtained by showing that the new control flow analysis is
induced from the analysis with occurrence counting of [13], and it can be found in Section 5.

The result of the analysis should be read, as expected, in terms of information flows. No leakage
of secret data/ambients outside the boundary ambients is possible if in the analysis /4 (high-level
datum) does not appear in any of the pairs belonging to /.

Corollary 4.4. Let P be a process and h € Laby, a high-level label. Let BB(P) T (I, 1, H) and
Up,Ip,H) =B P and Y(!',¢") € lg, " #h. Then, P does not leak secret h.

What about accuracy? The analysis just introduced is a refinement of the CFA in [12] and it
properly deals with boundary nestings, in the spirit of Section 3. Referring again to example process
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P;, we may observe that our refined analysis properly captures the fact that the “filter” is entered
by confidential data only once it inside of boundary “london”.

In addition, it definitely improves in accuracy with respect to the mentioned syntactic property
introduced in [2]. Consider, for instance, the following example, where the process discussed in the
previous sections is extended by allowing an application (say an applet) to be downloaded from the
web within london; then, the application may open the ambient send and disappear.

P, = venice” [send” [out®venicein® london | hdata"[in" filter] ||
|downl oad" [out”” venice.in“ web.in" london] | |
|lond on"* [open‘web.open‘a p plication]|
web™|a p plication™|open™"send. filter™| | | | open”"download].

Observe that in this case there is no information flow, as the application is not exporting any data
out of the london boundary. In this case, our refined CFA yields to positive information (see the
least solution reported below), whereas the syntactic property cannot be successfully applied. In fact,
the (untrusted) application downloaded from the net is not a boundary, its open capability is labeled
BM by the first rule, and thus the second rule cannot be satisfied since ambient application is not
labeled as a boundary (i.e., m € Lab{). The least solution of the analysis Sy = (f i £, Hc) is

fB = {(bla b3 )’ (blz m/)’ (b3, h)7 (b3> C), (h’ Ch)’ (m,’ Cm/)a (sz b3 )’ (bZ, h): (bz, m/)v (b2’ b2)5
(b2: m)n (bz, C)7 (b29 Cm/)a (bz, Cm)a (m7 h)9 (ma m/)a (m: b2 )a

(m,m),(m,cm’), (m,cm)},

fE = {(env, by), (env, b3), (env, m’), (env, by), (env,m), (m', cm'), (m, m'), (m, by),

(m,m),(m,cm’),(m,cm)}

H= {(by, venice), (bs,send), (b, london), (h, hdata), (m', download),
(m,web),(m,ap plication),(m, filter)}.

Observe that the result is also more accurate than the Hansen—Jensen—Nielsons’s CFA [12] which
computes the following least solution:

f4 = {(env, by), (env, b3), (env, m"), (env, by),(env,m), (b1, b3), (b1,m"), (b3, h), (b3, c),(h,ch),
(m',em'), (b2, b3), (b2, h), (b2, m"), (b2, b2), (b2, m), (b2, ¢), (by,cm’), (by, cm), (m, ),

(m’ m/)a (m’ b2 )v (m’ m)7 (mv Cm/)’ (mr cm)},

Hy= {(by,venice),(bs,send), (b,, london), (h, hdata),(m’,download ),

(m,web),(m,ap plication),(m, filter)}.
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Note that /4 appears inside an m ambient that at the beginning of the process is at the environmental
level, but the analysis does not capture the fact that / enters m only after it has crossed the boundary
and can never return back.

5. Correctness of the refined control flow analysis

In this section we prove the correctness of our refined CFA, as stated by Theorem 4.3. To do
this, we strictly follow the approach of [13], i.e., we prove that the new control flow analysis is
induced from the analysis with occurrence counting. As a consequence, the analysis is semantically
correct: each reduction of the semantics is adequately mimicked in the analysis.

First, let us recall some auxiliary definitions in [13]:

e Induced satisfaction relation.

Let (a,7) be a Galois connection of o/ in ./, and let =:.o/ x Proc — {tt,ff} and
E': o/’ x Proc — {tt,ff} be satisfaction relations.
The relation |= is said to be induced from the relation =" when

VA€ .o/,PeProc: Y(A)E'P & AEP.
e Approximate satisfaction relation.

Let (a,7) be a Galois connection of ./ in <7/, and let = :.o/ X Proc — {tt,ff} and F
:o/! x Proc — {tt,ff} be satisfaction relations.
The relation |= is said to be approximate from the relation = when

VA€ .o/,PEProc:y(A) ' P <= A P.

e Induced representation function.

Let .o/'.o/ be a Galois connection, then a representation function f8:Proc — .o/ is said to be
induced from a representation function 8’ :Proc — ./ whenever:

wo ' =p.

Proposition 5.1 (Preservation of “global” correctness Nielson et al. [13]). Assume =, , =’ and [’
are given such that = approximates |=' and f is induced from f', via the Galois connection <f'</.
Then

F(PYCANAE PAP—* 0= Q) CA
implies

B(PYCANA ' PAP—* 0= Q)T A
for all P,O,A and A'.

The abstraction and concretization functions «®,7® can be defined in terms of the occurrence
counting domain, where a third component 4 maintains multiplicity information, as follows:
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Let n?:1+— I and 5¥ :1 — I be functions splitting / according to the boundary nestings, in>

oB( @) =| [{PD).n" (D). 1) | ([, H,4)e 6},

A A A AooAl AL ~ ~ Al A A ~ A AL AL
Vs le, H)={I 0 ,4)| ()" ),H)C (I, i, H)NT ,H,A)
is compatible}.

The two functions #® and n* are defined in terms of protected and unprotected path predicates as
follows:

True iff 3/gelabgy A3\, 00,....0 i n =0
e p_path({?) = (20,01, (L1,02)s o (U l*) E,
False otherwise.
True iff 3/1,¢5,....,4,:n =0
e u_path(/*) = (env,?1),(£1,42)y .., (L, L") st. Yk £} & Laby,
False otherwise.
n%: p(Lab® x (Lab® U Lab’)) — @(Lab“ x (Lab“ U Lab'))
W) = {(¢.0) | p-path(/*) V —wu_path(/)},
nf: p(Lab® x (Lab? U Lab')) — ¢(Lab? x (Lab® U Lab'))

" (D) = {(¢,¢) | u_path(¢*)}.
The abstraction and concretization functions 72, P form a Galois connection of our abstract domain
of triplets into CountSet; i.c.,

e both functions are monotone;
o € C yP(0B(%)) for any % € CountSet; o
o oB(P(I3, 1z, H)) C (I3,1,H) for any triplet (/5,15 H).

The following proposition states that the refined control flow analysis is induced from the occur-
rence counting analysis.
Proposition 5.2. If P € Proc and (Ip,Ip,H) is compatible then
Ve e, H) EC P & (50 0) " P
and

P (BO°(P)) = B°(P).

3 According to [12], a triplet (f 5,1, H ) is compatible whenever the labels in fr U Ty are consistent with the mapping
H. More formally, if the following condition is satisfied: if (/“,/)€lr Ulp or (/,/“)€lr UIp then there exists n such
that (/%,n) e ([, H).
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Proof. The proof follows the lines of the corresponding one in [13]. Namely, it suffices to prove

(i) Y2, L5, H) EOC P& (I, g, H)EB P

(ii) v/ €Lab®: «B({nP°(P)}) = BF(P).

We just focus on proving point (i) by structural induction on process P (the proof of point (ii) is
trivially obtained by rephrasing the corresponding proof in [13]). The base of the induction is case

P =0, which is always verified. The interesting cases arise when capabilities in, out and open apply.
Case ‘in’ (Figs. 8 and 9): Proof of “«<=". Let us prove that

(I, 0z, H) B in”'n.P = yB(lp Iz, H) =0¢ in” n.P.

From the specification of the anal}A/sisA dePicted in Fig. 9, it follows that (f B,f E,I:I ) ):B P. So, by
induction hypothesis, we have yB(/p, Iz, H) =°C P.
Then, consider (fl,ﬁ/,zéi/) S yB(fB,fE,I:I) and 79,/%,/*" such that

el A eyel A 0y el Nt nyeH .

By definition of B, if (7', 7', 4") € y®(I3, {5, /1), then (I', A, A') is compatible and (n*(/"),n*(I'). A"
C (Ig, g, H). It follows that:
@ yen”dyun @y A ey endyund A
" yedYUrEd YA n)eH.

We have to consider the three cases in Fig. 9, the most informative one is case 3, when a
boundary crossing occurs. In this case it also holds that either (/,/%) e n*(I /) or (/%,/%) € nB(fl)
and {(¢,¢)) enf(d")| pathe(£,4)} C nB({).

Then, we may look at the occurrence counting analysis. Observe that all the four triplets of
Fig. 8

(U1}, A),
AN\ ey U {7, 0}, |, A),
IOy U {0} 1, A),
AR (GARAN ANV IVA(ANANIN )
are compatible, and only the pair (¢/%,/%) is added to I. This pair is already known to be either in
I or in . Case 1 and case 2 of Fig. 9 are analogous. o
Thus, it follows that all the triplets of Fig. 8 are elements of Bl g, Ip, H ). This concludes the

proof that yB(/ 3,1z, H) =°C in’ n.P.
Case ‘in’ (Figs. 8 and 9): Proof of “=". Let us now show that

VB(iB,iE,I:I) ):OC il’l([}’l.P = (iB,iE,H) ):B il’l/f}’l.P.
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(in) CEin® n.Piff CECP AV, H,A)eC V07 "
((za,et) el AW (el AW yel a9 n)e H) -
caseA((*)of
L (DN (" e} u{(e” 00)}, H, A) e €
I\ A" 0, (0o, )y U {(e” )}, H, A) e C
w:(TU{( )}, H,A) eC

A\ ey U (e, ), B A) e

I\ ey u{(e e}, H A e

(I\ {02y, (eo, )} U { (¢, ¢}, H, A) € C
Fig. 8. Specification of the analysis with occurrence counting (in-capabilities).

From the specification of the occurrence counting analysis (see Fig. 8), it follows that VB, I, H)
[=0C P. By induction hypothesis, we have (/3,1z,H) =B P.
Then, consider 7%,/ ,/*" such that

@ yen”dyun @y ey endyund A
" " yenPdYunfdY A n) .

We know from [13] (Section 4.2) that

(LA { (¢ 'm) e Y = o)) €9 (g0, H)
therefore

U{( LA (U n) e AY > o)) €9° sl H).
inep tlAle definition of B it follows that (/”/,/”)EIA 5 U Ip, and this concludes the proof that
(I, g, H) =B in’'n.P.

The proof for out-capabilities is analogous. Then, to conclude the whole proof we have to consider

the open capability. In this case, we need to consider the multiplicity of the ambients dealt with. In

particular,
Case ‘open’ (Figs. 10 and 11): Proof of “<=". Let us prove that

(Ip, 15, H) ):B open/tn.P = B, I, H) ):OC openﬂn.P.
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(in) (Ip,Ip, H)E®in" n.Piff (I, Iy, H) EE P A
Ve e (v ¢ Lab® :
case (€2, 00y € Ig A (04", 0%) € Ig A (07", 0%) € Ig A (0% ,n) € H)
= (% 17) e Ip
case (02, 01) e Ig A (04" 0%) e Iy A (0% 4¥) e Ip A (° € Lab% A (1% ,n) € H) =
if (¢* € Lab%) then (0%, (%) € I
else (é“",ﬂa) clp
case (€2, 00) € Iy A (04", 0°) € Iy A (0 0¥y e Ip A (0¥ n) € H) =
if (¢* € Lab%)
then (£¢,¢%) € Iy A {(u') eIy [pathE(K“,K)} C Iy
else (49, 0%) € Iy
Fig. 9. Specification of the refined control flow analysis (in-capabilities).

From the specification of the analysis depicted in Fig. 11, it follows that (i B,f E,]:I ) ):B P. So, by
induction hypothesis we have yB(/3,1z,H) =°C P.

Then, consider (IAI,I-IV/,A/) € yB(fB,fE,I:I) and /9,/% such that
(el A yel At n) el

By definition of yB, if (7', &', A") € yB(I, i, FT), then (I', ', A) is compatible and (nB(7"), (i), ')
C (Ig, g, H). It follows that:

4 enfdYuntd YA yenPd Yy oAy A n)eA.

We have to consider the two cases depicted in Fig. 11. The most interesting one is case 1, when
a boundary is dissolved. In this case, it holds that either {(/% /<) |(¢¥,/*"Yelp} C nE(IA,) and
(.4 LY eTy N YTy A pathg(c”, )y € yE") or {(£4,¢)| (9, ¢)elg} C wEW).

By looking at the occurrence counting analysis, we observe that all the triplets of Fig. 10 are
compatible and at most add the pairs

(O 0 ezy C{ )| (0 el’y {0 (¢ 0)elp Uls).

which are already known to be either in / or in [5. Case 2 of Fig. 11 is analogous.
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(open) C =C open!' n.P iff C =9C P A V(I,H,A) € C : V(e 07
((zu,ﬂ) el A (e eyel A (" n)e H) =
case A(£% )of
1:VX C {628}
(I\ ({7, 0) € I| £ € Lab} U {(¢2, ¢} U X) U {(£, )| (¢*', ) € T},
H\ {(¢*;m)| m € SNam}, A\ {¢*'}) € C
w:VZ C{(t* ¢y eIt eLab}: VX C {(¢* )} :Vce {1,w}:
VY CstY DZN{(t” 6) e I|A(f) =1}:
case C of
w VYV C {9 |n))} st.3m € SNam : (04, m) € H\V :
VIV C{(#7, 09 Y} st 30 (€,07) € (T\ (Y UX)) UL, 0] (42 ,0) € Z)\ W :
(N UX)U{E 0] (¢, 0) € ZN\ W, H\V, A" s ¢]) € C

1:VV C{(@ ,m)| (¢ ,m) e H}

VIV C{(L )] (£,07) € (T\ (Y UX) U{(ee,0)] (¢, 6) € Z})} -

(I\ (Y UX)u{(e, 0| @ 0 e ZW\W,H\V,Alt* —c)) eC

Fig. 10. Specification of the analysis with occurrence counting (open-capabilities).

Thus, it follows that all the triplets above are elements of yB(f o lp, H ). This concludes the proof
that yB(Ip, Iz, H) =°C€ open’ n.P.

Case ‘open’ (Figs. 10 and 11): Proof of “=-". Finally, let us show now that
VB, Ip, H) ECC open’ nP = (Ig,ig,H) =R open’ n.P.
From the specification of the occurrence counting analysis (Fig. 10), we get that yB(/s, Iz, H) =0¢
P. By induction hypothesis, (/5,/z,H) =B P.
Then, consider (IA/,I-AI,,A,) eyB(Is,Ig, H) and /9,¢/“ such that

(el N yel A7 n)ed.
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(open) (Ig,Ip, H) =P open’ n.P iff (I, Iy, H) EP P A

vee, 69 € Lab” :

case 1: (£, 0t) € Iy A (040 eIy A (1¥,n) € H) =
if (¢ € Lab®%) then{(zza,ea”) (0 € fB} CInA

{(& OY[(6,0) €Ty A (9 0) € Iy A pathB(z”,é)} C Iy

else {(f“,/f) (¢, 0) € fE} C Iy

case 2 ((0*, 01 € Iy A (0*,0%) € Iy A (£%,n) € H)
— {0 0elu} cly

Fig. 11. Specification of the refined control flow analysis (open-capabilities).

We know from [13] that

(LA, [{°| (/% n) e HY — o)) €yB( 5,15, H).

123

For this choice of element in yB(f B,f E,ﬁ ), in the specification of the analysis depicted in Fig. 10

we take

Z={(" el)|/eclLab)},

Y =0,
X =0,
c=aw,
V=0,
w=1.

Then, it follows that:

(AN UX)) UL eZH\WH\V,A[(" — Cl) ey Up. Mg, H).
Given the definition of 7B, it follows that:

{( ) (" 0yely ={,0)| (" t)yezy C

and this concludes the proof that (I, /g, H) =B o pen’'n.P. 0O
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Proposition 5.3 (Theorem 4.3). Let P and Q be two processes such that BB.(P) C (Ig,dp, H) A
U, Ip,H)EB (PYAP — Q then BB ,(0)C (Up,Ix,H) AN (Ip, 1, H) =B Q.

env

Proof. It follows immediately from Propositions 5.1 and 5.2. [

6. Related works and conclusions

The main novelty of the approach presented in this paper is that we model multilevel information
flow within a “pure” mobile ambient setting based on the seminal ideas presented in [12,14] on
ambient nesting analysis. We do not consider either channels or recently proposed restrictions of
mobile ambients designed for security issues. There have been hardly any research efforts in this
general direction. In fact, the most interesting recent contributions in the area mainly focused on
either extending the ambient calculus thus enhancing its expressive power, or on building suitable
type systems to verify security properties.

Among the type systems approaches, it is worth to mention [15], where the authors introduce a
new type system for tracking the behavior of mobile computations. They introduce the concept of
name group, which represents a collection of ambient names. Using groups, the type system can
impose to an ambient behavioral constraints on the set of ambients it may cross and the set of
ambients it may open. It has the effect of statically preventing certain communications through a
mandatory access control policy, and can block accidental or malicious leakage of secrets.

Dezani and Salvo [16] extend the work of Cardelli et al. just mentioned, with a type system
that also expresses security levels associated with ambients and provide further control over ambient
movement and opening.

Among the language extensions, valuable proposals are described in [17,10,18,19,11]. Safe am-
bients is a modification of mobile ambients, where a movement or an ambient dissolution can take
place only when the affected ambient agrees, offering the corresponding coaction. Boxed ambients
[10] is another variant of the ambient calculus with a completely different model of communication,
which results from dropping the open capability. In their paper, Bugliesi et al. define also a type
system that provides an effective mechanism for resource protection and access control.

Few efforts have been put on the analysis approach to security issues in mobile ambients. In [20],
Degano et al. present a control flow analysis that mainly focuses on access control. The analysis
relies on the use of coactions as a filter to control access to resources.

We are currently extending our analysis to deal with coactions in order to evaluate benefits and
disadvantages of the different formalisms of “information leakage” and of the corresponding analyses,
and we are currently investigating how to extend our analysis to communication channels as well.
Finally, the way we propose to express a multilevel information flow policy through the notion of
boundary ambient, in our opinion, may also lead to interesting applications to model cryptographic
protocols.

Appendix A. Operational semantics of mobile ambients

For the sake of completeness, we report the operational semantics of mobile ambients as described
in [3].
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A.1. Structural congruence

P =P, PlO=0Q|P,
P=0=0=P, (PlO)IR=PI[(Q|R),
P=00=R=P=R  'P=P|P,

P =0 = (vn)P = (vn)Q, (vn)(vm)P = (vm)(vn)P,
P=0Q0=P|R=Q|R, (vn)P|Q =P |(vn)Q if n & fn(P),

P=Q=IP=10, (vn)m”'[P] = m”" [(vn)P] if n#m,
P=Q=n[P]=n[0], PlO=P,
P=Q0=MP=MQ, (vn)0 =0,

10 = 0.

A.2. Reduction rules

n[in°m.P| Q] |m IRl — m’[n""|P | Q]| R,
m’'|n[out'm.P | O] | R] — n'[P | O]|m”[R],
open‘n.P | n”’10] — P | O,

P =P, P — 0, QEQ/=>P/—>QI,

P — Q= ()P — (m)Q,

P — Q= nIP] - n’[0],
P—Q=P|R— Q|R.
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