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Abstract

An interesting trend in the continuing convergenceof

information technologiess the emergencef the Internet
as a contentproviderin its own right, as opposedto its

simply being one of many delivery channels. For

example,it is increasinglythe primary sourcefor items
such as courtulings and softwarereleasesUnfortunately
the IP protocols normally employed for reliable data
transfer areof the point-to-pointtype and not well suited
to large-scaleone-to-manydissemination.Suddenrushes
to obtain new items can causeseveretraffic congestion
and degrade networkerviceacrossa whole region. Even
worse, sites which are routinely popular cause routine
congestion. Broadcast technologiesshould be able to

provide a better solution in terms of scalability. The
Internethas a mature protocol suite for IP multicast and
more recently the traditional wirelessbroadcastindustry
has started moving from analog to digital transmission
formats. However,in both thesecasesthe emphasisin

protocol development has been supportfor continuous
media, which requirestimelinessof delivery rather than
bit-perfect data integrityA further problemwith the new
digital broadcastchannelsis their lack of support for

integrationwith the Internet. This paper examinessome
of the issuesinvolved in providing both reliable and
scalable dissemination across broadcast channels and
describesthe DABWeb architecture for Internet content
dissemination via digital broadcast.

1. Introduction

“Beyond the PC” invokes a vision of the ndature where
usersare mobile and interact with attentive environments
[1] directly through speechand gesture. Links with a

variety of services will be setup through automatic
exchangesdetweenwirelessinformation appliancesusing

personal areaetworkssuchas Bluetooth[2]. Theselocal,

transientaffinities will includelinks to wide areawireless
multimediaservicesthat offer contentof interestto large

numbers of users. What will that content consist of?
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Onetrendis the emergencef the Internetas a sourceof
contentin its own right. Court rulings, government
statements, fast breaking news that escapes local
censorship, popular software releases, community
information, and even accreditededucationprogramsare
exampleswhere the Internetis the primary source, as
opposed to only beingne of many delivery channels.Yet
again,the mediumhasbecomethe message. WebTV [3]
was an early example of this convergence,raising the
questionof whetherbroadcastTV would becomeanother
application packageon the desktop computer,or if the
Internetwould becomeanother channelon the domestic
televisionl More recently,PCs are being usedfor global
telephony[4] using the Internetas a carrier, while WAP
enabled mobile phones offer access to Internet content.
The growing importance of Internet content is
accompanied by a growing need ftr scalableandreliable
disseminationSuddenrushesfor newly posteditems can
causevery high traffic peaks.Thesesurgesin demandcan
rapidly causeserveroverload,even for major multi-server
sites, and more seriouslgausewidespreaccongestiorthat
degradesservice quality for unrelatedIP traffic. The IP
protocols typically employed for data dissemination —
HTTP and TCP — are of thaoint-to-pointtype and poorly
suitedto copewith one-to-manyscenarioswhen there are
thousands of concurrent connections to a single solihee.
intrinsic reliability and politeness of TCP offers no
protectionagainstrepeatedbroken connectionscausedby
router overloadand serverfailures. Web proxy cachingand
othertypes of replication can alleviate congestioncaused
by routinetraffic to sites consistingexclusively of static

1 The original WebTV product1995) was a set-topbox with no local
storage,which connectedto the Internetby a phoneline. It involved
Sony and Philips (end-systemintegrators); Excite (WWW search
engine), Surfwatch (WWW filter); Concentri¢SP); IDT (electronics);
Headspace(ambierhusic); and Progressiveg(audio/IP specialists).The
companywas boughtby Microsoft at somepoint, and is now a brand
name for a wider range of services and products.



HTML but cannotmitigate the problemscausedby high
peak requestatesfor dynamicallygenerateccontent. At a
fundamental levelthe simplistic use of multiple point-to-
point connectiongo meeta one-to-manyrequirementdoes
not scalewell. The following two sectionsexaminetwo
non-mutually exclusive alternatives (i) IP multicasd (ii)

digital broadcast. Section4 then describeghe designand
implementationof DABWeb, an architecturefor Internet
content dissemination via digital broadcast.

2. P Multicast

IP multicast [5] scales better than any other Ipvatocol,
but scalability is a matter of degreeand there are some
longstandingdrawbackswhen looking to the Mbone for
reliable data dissemination.It is a best-effort delivery
protocol and the application protocols associatedwith it
have mainly beenconcernedwith continuous media [6],
wheretimelinessof delivery is more important than data
integrity. Many networking protocols use ARQ for
reliability. The fundamentaproblemwith using this class
of protocol in a multicast setting the “ACK implosion”.
A single sourcecansendto tensof thousandf receivers
without problem, but if they respond with ACKs or
NACKs, the aggregatereturn traffic will cause severe
congestionas it convergeson the source.A variety of
reliable multicasttransportprotocols have beerdeveloped
[7], such as RMTP [8], which seek to reduce ith@losion
problem. Theseonly scaleto a limited extent however,
reflecting the inevitable trade-off betweenreliability and
scalability when feedback channéem receiversto sender
are used.

A further consideration is that IP multicast is bymeans
universally available. Although it haseenaroundfor over
ten yearsit is still not a requiredpart of IP, and ISPs do
not automaticallysupportit, thus ruling out its usefor a
significant part of the Internet user population. IPv6 [9]
makes multicasa standardpart of IP, but IPv6 is not yet
widely deployed.

Finally, the Mboneis embeddedn the Internet, and can
thus contribute towards congestion eversend-onlymode
unlessspecialmeasuresretaken. In [10] two techniques
are suggestedfor making the Mbone “fair with TCP”.
Forward error correction using erasure codes [11], and
controlling sender behaviour with  TCP-like slow-start/
multiplicative-decrease. As the latter requires multiple
feedbackchannelst is still a trade-off betweenreliability
and scalability.

So, although IP multicast continues to have great
potential, thereis a growing recognitionof the needfor
alternativeso the congestion-pronénternetfor large-scale
reliable data disseminatiorCan advantagdoe takenof the
scalability afforded by the new digital broadcast media?

3. Digital Broadcast

The broadcasindustryis striving to changefrom analog

to digital delivery mechanisms. The changeis primarily

motivatedby the potentialfor betterbandwidthutilisation

(more channels)through the use of audio, image and

motion compression. Further potential benefits include:

< onceaudio/visualcontentis digitally formattedit canbe
delivered through novel channels such as computer
networks and portable digital media

* program associated data canttasmitted- e.g. no need
to send a stamped,self-addressecenvelope for a free
accompanyindooklet— a PDF file will be downloaded
to your PC/TV/Radio/Phone appliance

« broadcastchannelscan be usedfor general-purposelata
dissemination e.g. Usenet News, software updates,
miscellaneous web content, etc.

The last point is of particular interest as it offers a
potential solution to the scalability problems associated
with distributing popular Internetcontent. There is no
technicallimit on the numberof concurrentreceiversof a
wirelessbroadcastwithin the areacovered.The bandwidth
requiredby the transmitterandthe quality of receptionare
independentof the number of receivers. However, the
communication asymmetry afigital broadcastaisesother
issueswhenit is usedfor datadissemination:reliability,
availability, service tuningandcharging

3.1 Reliability

The encoding schemes uded continuousmedia,suchas
MPEG, are not suitable for bit-perfedatacopying. ARQ
protocols cannot be usél the absenceof a back channel.
This problem isfurther compoundedn the caseof mobile
wirelessreceiversthat are only intermittently connected.
Two techniques can be employed in the absentemivay
communicationto ensurereliable transferof data: repeat
transmission scheduling and forward error recovery.
The concept of a data carousel is used in broadcast
networks to schedule repeated transmissions of the
component parts of an objettiat shouldbe receivedin its
entirety e.g. a web sité&achslot in the carouselis loaded
with a part of the object, including a CRC for error
detection. The carousel ieen revolvedfor someperiod of
time, feeding the transmission network.  Repeated
transmissionsncreasehe chanceof a mobile user being
ableto completea downloaddespiteinterruptions,and for
any client to recoverfrom corruptreception.The carousel
is loaded to reflect scheduling policy. For exampie[12]
the files usedto represent navigationbar are transmitted
more oftenthan other site componentsbecauseof that
item’s importance.

Forwarderror correction(FEC) is not often employedin
the Internet. The Internet protocols evolved against a



patchworkof duplex networkswhere ARQ was a natural
choice for achievingreliability. Furthermore,FEC codes
are perceived as having significdrendwidthoverheadsnd
requiring complex algorithms that are costly to run in
software.Iln broadcasnhetworks,which are bandwidthrich
andasymmetric,FEC becomesnot only more attractive,
but completely essential.

Erasure codefl1] area type of FEC designedor one-to-
many computer networking protocols, such as IP
multicast. The basiddeais that k blocks of sourcedata
are encoded into > k blocks of transmitteddatain sucha
way that any k blocks of encodeddata can be used to
recoverthe original data. So, a receivercan recoverfrom
up to n — k lossesof good blocks. A particular coding
schemeis characterisedas (n,k). For example, Reed-
Solomon codes have effective limits of (64, 255) for
efficient software encoding and decoding. Puentialuse
of erasurecodesas part of a congestionavoidancestrategy
for reliable bulk data transfer across the Mbone are
describedin [10], and (again in conjunction with IP
multicast) form the basis of the Fcast application [13].
Interestingly, Rizzo’'s work on erasurecodes [11] was
motivated by a perceived gap between the
telecommunicationsvorld, where FEC codesand hardware
supportarewell developedand computernetworks,where
thereis a dearth of FECs suitable for use as software
components in IP protocolsThat convergencérend could
usefully be extendedo broadcasinetworksby combining
erasure  coding with carousel scheduling.
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3.2 Availability

Unlike the Internet,a client cannotinitiate a downloadat
any time. The broadcastservice provider determinesin
advancewhich information will be transmittedat which
times. Selected sites can tepeatedlybroadcastreflecting
updatesand changesusing a data carousel. Client-side
caching can store data and maintain the cache accdalimg
policy that the user can influence, either explicitly or
implicitly. Disk storage is currently plentiful and
inexpensive and newerstoragetechnologiepromise even
more storage in less space.

3.3 Service Tuning and Charging

A conventionalnetwork serverknows exactly how many
requestsare being made,for which files, at which times,
andwherethey camefrom. How doesa broadcastservice
collect this type of information? Conventionalbroadcast
networksrely on surveysto assesgshe appropriatenessf
programscheduling. Similar techniquesould be usedto
establish the success ddtadissemination. Alternately, if
a charging schemeis in operation then the revenue
generated from each set of data broadcast is a meaghee of
demand. Subscription could be implemeridgdencrypting
eachdataset, and using smart cardsfor decryption. The
IBM JavaCard[14] for examplehasa rich setof built-in
cryptographicfunctionsandcan act as a tamperproofkey
for decrypting receiveddata sets. The service provider
primesthe cardwith secretkeys, one set for eachservice
subscribed to, and sells it to the client.
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Data transferred within the box above can be made cryptographical
secure, ensuring only authorised parties may decrypt.

In this case a secure channel must be used to distribute keys to
each of the authorised parties who wish to decrypt the data.

Figure 1: DABWeb System Overview



4. DABWeb: Digital Broadcast of Internet
Content

DABWeb [15] is a model for the use of Digital Audio
Broadcast(DAB) to disseminate Internet content. A
referenceimplementationhas beenbuilt and testedon a
small DAB transmissiometwork (with broadcastdimited
to the laboratory), and a variety of receivdd$B [16] is a
set of standards fdhe transmissiorandreceptionof audio
contentand programassociatediata using digital wireless
networks. Muchof Europeis alreadycoveredby DAB. It
is of interest in that it is aelatively stableset of standards
that is being deployed in a variety of information
applianceshy a rangeof manufacturersAt presentDAB
receiverdevicesinclude car, domestic,and portableradios,
and PCIl and PCMCIA cards.

Figure 1 gives a system overview of DABWeb. TWeb
Harvesteris basedon WebFS[17], which representsveb
sites as conventional Unix file systems. The MOT
(Multimedia Object Transfer) protocol was developedby
ETSI [18] to standardisedata transmissionover DAB.
MOT makesprovision for dataframing and repeatsin a
data streamto support carouselschedulingbut does not
include FECcoding. DABWeb clients enhanceavailability
by downloading when possible, and maintaining a cache.
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A DAB ensembleconsists of up to 64 subchannels
totaling no more than 1.87Mb/s. The ensembleis
modulatedby the transmitterusing OrthogonalFrequency
Division Multiplexing acrossa collection of frequencies
totaling approx. 1.5MHz. Two modes of transportare
possible for MOT data streams:
» PacketMode wherethe MOT data streamoccupiesan
entire DAB subchannel
e PAD (Program AssociateData) Mode wherethe MOT
data stream shares a subchannel with audio data.
In PAD mode only 54 data bytes mbg insertedper audio
frame, at the rate of one frame per 24 milliseconds.
This provides a total bandwidth of approximately
2.19Kb/s on the DAB testbed the laboratory. In Packet
mode the bandwidth of a subchannelis dynamically
configurablefrom the total 1.87Mb/s, by the multiplexer
responsiblgor generatinghe ensemblelt is possibleto
dynamicallycreatepop up subchannelsfter reducingthe
bandwidth allocation oéxisting subchannelsi-or example
during news audio broadcastswhere the audio quality
requiredis lower, the bandwidthusedby the news audio
subchannel can bealved,anda new subchannetreatedto
absorbthe freed ensemblebandwidth.The new subchannel
can carry an MOT data stream, and th&appeamwhenthe
news finished.

Constructs a data channel for the
Specified device, data type (PAD/Packet)
and connection (e.g. RS232)

Serialised ADPU objects
output as Java byte arrays

N

Device driver registry

Several MOTDataChannel objects may use the same
native drivers, so a list mapping Java objects to device driver contexts is kept.
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Figure 2: MOT Device Driver



4.1 Protocol Development in Java

Java was used for most tife implementation allowing a
modular object oriented approach. Java’'s own object
serialization mechanismswere not used because(i) the
resultant byte arraysreatedfor Javaobjectsdid not fit the
MOT standard, and (idhe use of serializedJavaobjectsat
any level in the MOT protocol stack would require all
clients and servers to use a JVM. Some coding jroved
necessary for device interfaces, and wegratedusing the
JavaNative Interface. Figure 2 showsthe heavy reliance

on native code necessary for the MOTDataChannel driver.

4.2 Profiling and Subscription using Java Cards

Optional supportfor subscriptionsand personalprofiling

is provided through the use of smart cards and
cryptography. Customersare supplied with smart cards
that decrypt selected parts of a broadcastcontrastto the
public key style of cryptography,a symmetricalRemote
Key algorithm, BEASTRK [19], is used. BeastRK uses
secret keys, aecurehashingfunction, anda streamcipher
function. Each sessionkey is randomly generatedoy the
serviceprovider. The DABWeb BEAST appleton the card
decrypts the first 20 bytes of a streanotuain the session
key which is therpassedo the host, (which typically has
more processing power), where it is used age@amcipher
to decrypt the remainder of the session data.

At no point does the client know whtte secretkeys are.
The time requiredo completethe decryptionof an N byte
stream is the sum df) the roundtrip time for the cardto

decryptthe first twenty bytesand return the result to the
host, and (ii) the time taken by the host to decrypt the
remaining N-20bytes. This must be less than the time

taken to transmit N bytes.

The IBM JavaCard® usedin the pilot is fully compliant
with the OpenCardstandard[20], which is also actively
supportedby other card manufacturers.Communication
protocolsbetweena host anda smartcardare specifiedin

ISO 7816. All data exchangedetweenthe host and card
(seeFig.3) takesthe form of Application Protocol Data
Units (APDUSs). Each APDUs a byte array, with internal
format specified for both commands and results.

The first communication between the host (running
OpenCardianda newly poweredup JavaCards the ATR

which the card transmit&vhenthe host receivesthe ATR

byte array the lowest software layar OpenCards ableto

recognizethe cardtype as being JavaCard OpenCardthen
selectswhich JavaCardappletit will communicatewith.

2 At time of writing an IBM Java Card has 14KB EEPROM,
32KB RAM, 750 bytes Java heap, 160 bytes Java stack,
garbagecollection on EEPROM/RAM.Built-in cryptographic
functions include DES, 3DES, SHA, RSA, DSA & RSA/DSA
key generation.

This is doneusing a JavaCardOS APDU. Eachappleton
the card has a unique identifier number known as the
Application Identifier (AID).

JavaCard

BEAST Applet
Decrypts content and
tracks credits

/Selected applet

JavaCard OS
Passes APDUs to selected applet]

Send command APDU’s
and receive back response:
Card Terminal
Figure 3: A Java Card with Two Applets

Applet X

The AID is encodedin two parts, firstly a universally
unigue company identifier, assignedto the applet's
developer, and also a number that uniquely identifies the
applet, assigned by the developer. This allows any
combination of applets that the card can accommodate to
coexist.

A significant advantage of this type of multi applet cad
system is that a BEAST applet can coexist with a user's
credit card applet, or along with other multimedia and e
commerce applets. With such a system, users potentially
need only one smart card for all their needs.

4.3 DABWeb application areas

Any site hosting frequently requested Internet content
could benefit from DABWeb. Sites that experience severe
traffic congestion and server overload due to high pesk
demand would benefit most. Other envisaged applications
of DABWeb involve support for remote and mobile users.
To that end we envisage DABWeb devices communicating
with close proximity devices using protocols such as
Bluetooth. DABWeb appliances can provide a wireless
application-level gateway between broadcast information
services and other appliances in the near environment
thereby contributing to the functionality of smart spaces.
Electronic newspaper delivery, enhanced in-car information,
community information, and distance learning programs ae
examples where a DABWeb extension to an existing
Internet-based service would prove useful. Inthe case of an
accredited degree course a smart card could be used to store
learning credits and a studentsrecord. The card would only
decrypt content appropriate to that student’s course, ad
would securely maintain the results of a student's
interaction with course materials. It is quite reasonable to
consider the use of DABWEeb for this type of purposein a
small country such as Scotland where DAB is under the
control of a publicly funded broadcast company (the BBC)
who have a remit to serve the community.



5. Related Work

The Boston Community Information System [21] is an
early example of using digital broadcast for reliable data
dissemination. Two hundred PCs were equipped with
packet radio cards, information was stored on several co-
operating database servers and broadcast on a packet radio
network. Users maintained personal profiles and interacted
with the service by specifying queries that were sent to the
servers via non-wirel ess network connections.

The Broadcast Disks project [22] has also investigated the
use of data broadcasts in database applications. It has
formulated a useful characterisation of broadcast services
based on push/pull and periodic/aperiodic categorisation.

A variety of reliable multicast file transfer protocols have
been developed, including the Multicast Dissemination
Protocol [23] and the Adaptive File Distribution Protocol
[24]. These both combine IP multicast with some form of
moderated ARQ. Fcast [13] distinguishes itself by using
erasure codes rather than ARQ, which makes it potentially
more scalable in error-prone environments.

6. Conclusion

Severa new phenomena have been identified in the
emerging digital landscape — the Internet as a content
provider in its own right, increasingly sophisticated smart
cards, and the availability of novel digital audio broadcast
channels. These trends are complimentary in a variety of
ways. The Internet does not cope well with peak demands
for its own content whereas any number of receivers in a
given region can tune in to a wireless broadcast without
impacting on bandwidth requirements or delivery quality.
Smart cards can be used to match clients needs with
broadcast scheduling. A  design and  reference
implementation for supplying Internet content via digital
broadcast — DABWeb - has been briefly described.
DABWeb has successfully integrated several component
technologies, including OpenCard, the BEAST
cryptographic system, WebFS, Java, and DAB. DABWeb
appliances may also communicate with nearby appliances
using low powered wireless systems such as Bluetooth. In
this case DABWeb can provide achannel between wide area
information sources and the local environment.

At present MOT carouselsin DABWeb provide no forward
error correction and rely entirely on repeat transmission
scheduling for reliable delivery. The issue of whether
erasure codes can significantly enhance the performance of
the MOT protocol warrants further investigation.
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