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Abstract

We define sequential steganography as those class of embedding algorithms that hide
messages in consecutive (time, spatial or frequency domain) features of a host sig-
nal. This paper presents a steganalysis method that estimates the secret key used
in sequential steganography. A theory is developed for detecting abrupt jumps in
the statistics of the stego signal during steganalysis. Stationary and non-stationary
host signals with low, medium and high SNR embedding are considered. A locally
most powerful steganalysis detector for the low SNR case is also derived. Several
techniques to make the steganalysis algorithm work for non-stationary digital image
steganalysis are also presented. Extensive experimental results are shown to illustrate

the strengths and weaknesses of the proposed steganalysis algorithm.
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Chapter 1

Introduction

Steganography deals with hiding messages in cover signals. To hide a message, some
features of the cover signal chosen using a secret key are slightly modified by the
embedding technique. We refer to the message embedding process as sequential
steganography when the secret key consists of successive features (in some feature
space such as spatial domain, frequency domain, etc.) of the cover signal. That is,
successive features of the cover signal are chosen for message embedding. There are
several popular message embedding algorithms that fall into this category such as the

following;:

e Spread spectrum embedding: Spread spectrum embedding [6],[14] attempt
to embed a wideband message carrier signal in the cover signal. The low power
carrier produces imperceptibility after embedding. Even though [6] is a water-
marking technique, the idea proposed here has been the basis of several stegano-
graphic techniques. In [6], message is embedded in the discrete cosine transform
(DCT) domain. The DCT coefficients of the cover signal are sorted in order
of decreasing magnitude and the message is embedded in certain high magni-

tude coefficients that are consecutive (sequential) in the sorted DCT coefficient



domain.

e EzStego[13]: This technique embeds messages in the sorted palette domain
sequentially. It first orders the palette to minimize color differences between
consecutive colors. Then, the message bits are sequentially embedded as the

LSBs of color indices to the sorted palette.

There are also some advantages in using sequential embedding. For example, some
features of digital signals form a natural sequential ordering (such as the magnitude
of frequency coefficients), ease of key management, etc. In this paper we primarily
deal with digital images as cover medium though the proposed methodology can be
easily applied to other types of cover media as well.

The goal of steganalysis is to break steganography. As described in [3], steganalysis
can be classified into two categories: (a) active and (b) passive. In active steganalysis
the goal is to estimate some parameter(s) of the embedding algorithm or the covert
message while passive steganalysis deals with identifying the presence/absence of a
covert message or the embedding algorithm used etc. Using this categorization we
note that this paper deals with active steganalysis since the aim is to estimate the
secret key used by the message embedding algorithm. Steganalysis algorithms test the
security of steganographic techniques. Several steganalysis algorithms that operate
on spatial or frequency domain have been already proposed.

LSB embedding replaces least significant bit (LSB) of an image by the message
bit and seems to be the most popular spatial domain embedding algorithm. Several
techniques are available to break the LSB embedding such as RS staganalysis [9]
and Chi-square attack [22] on Pairs of Values (PoVs). RS steganalysis divides pixels

groups in regular, singular and unchanged groups with negative and non-negative



masks and is based on the empirical observation that regular (and singular) groups
with non-negative mask and regular (and singular) groups with negative masks are
equal. It is seen that LSB steganography disturbs this balance. This technique is
reliable in detecting the absence/presence of the message. In [22], a statistical attack is
applied to an embedding technique in which a set of Pairs of Values (PoVs) are flipped
into each other to embed message bits. The basic hypothesis is that before embedding,
the two values from each pair are distributed unevenly in the cover image. But after
embedding, the occurrences of the values in each pair will have a tendency to become
equal depending on the message length. Statistical learning theory based steganalysis
is also gaining interest [7],[1]. These methods use a large training set of images to
learn the parameters or values of certain features before and after embedding. Once
this training based classifier is designed it is then used to test images for the presence
of stego messages. We refer to [10] for a good overview of the current steganalysis
methods.

There are several important issues to be considered to develop good steganalysis
algorithms. For example, from the above discussion we note that the steganaly-
sis techniques in the literature are of two extremes: those that consider statistics
of each individual image and those that average the statistics over a large training
data set. These two approaches have their pros and cons. When using individual
image statistics, the statistical estimates more accurately reflect that individual im-
age’s characteristics. But, images being non-stationary in nature, estimating these
statistics reliably is a challenge. On the other hand, by averaging the statistics over
a large training set, the non-stationarities are in a sense averaged out, but the es-

timated statistics may not accurately reflect the properties of an image that was
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Figure 1.1: Example scenarios of sequential steganography. Dotted lines indicate
locations where a message is embedded.
not originally part of the training data. Another important issue is estimating the
steganographic capacity or safe embedding rate. This is the maximum message size
that can be embedded such that a steganalysis algorithm will not detect it. Clearly,
this embedding rate is a function of the steganalysis detector and its parameters. Not
much theoretical analysis can be found in this area with the exception of [4] and [5].
In this paper, we discuss a mathematical formulation of steganalysis to detect
sequential steganography. The formulation is based on detection of abrupt changes
in stochastic processes [16]. To our knowledge the first attempt in this direction for
steganalysis was proposed in [19]. Several sequential message embedding scenarios
are shown in Fig. 1.1. Fig. 1.2 shows the abrupt jump in the statistics for Fig. 1.1(b).
Fig. 1.2 shows two examples: when the variance and mean of the host signal are
changed by the embedding algorithm. We see that the statistics of the stego sig-
nal changes abruptly at the boundaries of dotted and solid lines. The magnitude of

this change depends on the SNR. A high SNR would induce a higher jump in the
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Figure 1.2: Examples of abrupt statistical change in stego signal due to sequential
steganography, for the case of Fig. 1.1(b).
statistics thus facilitating more reliable steganalysis. The abrupt jump feature dis-
tinguishes sequential steganography embedding from other types of embedding. We
show in this paper how this abrupt change in statistics can be successfully exploited
by a steganalysis detector. We develop a cumulative sum (CUSUM) steganalysis de-
tector that takes one image sample at a time and decides whether a change point has
occurred and therefore estimates the secret embedding key. We handle the problem
of low message signal to (host) noise ratio (SNR) (a requirement for imperceptible
embedding) in steganalysis using a locally most powerful (LMP) sequential statistical
test. We then employ a combination of CUSUM and LMP to exploit the sequential
nature of stego embedding algorithm.

This paper is organized in the following manner. We develop the general math-

ematical theory for the proposed steganalysis scheme in Chapter 2. In Chapter 3,



a steganalysis algorithm for the stationary host signal case is presented. Chapter 4
deals with modifications to the steganalysis detection in Chapter 3 for non-stationary
image data hiding. Experimental results and discussion are presented in Chapter 5.

Chapter 6 contains some concluding remarks.



Chapter 2

Abrupt Change Detection Based
Steganalysis

In this chapter we introduce sequential change detection technique called Cumulative
Sum. We will show that steganalysis of sequential steganography is also a change
detection problem. Hypothesis are developed to observe the changes in the param-
eter of interest. The decision thresholds are chosen according to the given values of

probability of miss and false alarm.

2.1 Introduction

Consider the sequence of independent random variables {y;} (stego signal) with prob-
ability density pg(y) parameterized by 6. In general, 6 can be a vector or a scalar.
We assume that this parameter value could change due to message embedding after
an unknown value of k. Therefore let’s say, before the unknown change time, say ko,
the parameter 6 is equal to 0y, and after the change it is equal to 6, # 6. Thus the
message is hidden in yg, to yx, and {ko,ko + 1,..., k1 } for the secret embedding key

which we try to estimate. ky can take value in between 2 to a maximum length and



ky can take value from ky to the maximum length. The problems are then to detect
the abrupt change in the parameter 6 and to estimate the change time ky. Let’s say
Hyj is the hypothesis when there is no embedded message (no change) and H; is the
hypothesis when message is embedded. That is,

Hy : 0 =0, when kg < k < ky (message embedded from kg to ky)

(2.1.1)
Hy : 0 = 0, elsewhere

In this formulation, there are several cases to be considered:

e 0y and 60, values are completely known: This case arises as a result of Ker-
choft’s principle where the assumption is that, the stego embedding algorithm

is made public and only the secret key is not.

e 0y and 6, are partially known: A (noisy) estimate of 6, and #; may be
obtained using a large training set obtained before and after embedding when
the stego embedding algorithm itself may only be known as a black box (e.g.,

only the executable code of a steganography software may be available.).

e Oy and #, are completely unknown: This is true for applications such as
steganographic covert communications where only the stego signal may be avail-

able to the steganalysis detector with no further knowledge.

Note that ky and k; are unknowns in all the three cases.

2.2 Abrupt Change Detection Using SPRT

The sequential probability ratio test (SPRT) for hypothesis testing was first proposed

by Wald [21]. Here, a probability ratio test is performed sequentially, i.e., by taking



sample observations one by one. Two detector decision thresholds are used. The test
is terminated as soon as the test statistic reaches one of these decision thresholds.
Clearly, the number of observations used by the SPRT is a random variable for fixed
false alarm and miss error probabilities. It is known [21] that the SPRT consumes the
least (average) number of samples to detect a hypothesis among all other hypothesis
tests, for fixed false alarm and miss probabilities. For the hypothesis defined in
Eq. (2.1.1), and probability density functions (py,(y)), Wald’s test statistic with two

decision thresholds (A and B) can be shown to be given by,

>InA decide H;,
SF{<mB decide Hy, (2.2.1)

k=k+1 otherwise.

where,
Por(yr) o Pe(oe) (2.2.2)
Yz (?/1) Do, (yk)

Therefore, the statistical test runs constantly until it reaches a decision. Under certain

St =1n

conditions [21] this test can be shown to terminate w.p. 1. The decision thresholds
are defined in terms of probability of false alarm (o = P(decide H;|H,)) and proba-
bility of miss (3 = P(decide Hy|H;)). To simplify notation, P(H;|H;) stands for the
probability of accepting H; given that H; is true, ¢ = 0,1 and j =0, 1.

By neglecting the overshoot over the decision boundaries Wald showed that the

optimal decision boundaries are given by:

(2.2.3)

(2.2.4)

for a desired error probability pair ().
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2.3 CUSUM With Repeated Use Of SPRT

Page [17] first proposed SPRT based repeated hypothesis testing with two thresholds
h and —+v to detect abrupt changes in a stochastic process. The SPRT is defined by
a pair (¢, N) where ¢(.) is a decision function and N is a stopping time. The SPRT

is given by,

Hy if SV < —
—{ 0P =TT (2.3.1)

Hy if SN >h
where the stopping time N = N_, = inf{k : S¥ > h|J Sk < =y}, v >0 and h > 0
are constants. The SPRT test is repeated until ¢ = 1 and the time at which this
happens is called the alarm time. v = 0 was shown to be the optimal threshold by
[18]. Then the repeated cumulative sum based SPRT (CUSUM-SPRT) steganalysis

detector using Eq. (2.1.1) is given by,

Gr—1 + s if gg_1 + s, >0,

g =140 if gr_1 + s, <0, (2.3.2)
0 ifk=0
where,
o, (Yk.)
s(yr) = In 2.3.3
( k) p@o(yk) ( )

is the log likelihood ratio (LLR). For simplicity we denote s(y;) by s; in Eq. (2.3.2).
Note from Eq. (2.3.3) that s; will have a negative drift before change time kq (since
Poo(Yk) > po,(yr), 1 < k < ko) and a positive drift after the change. That is, the
expected value of LLR when 0 = 6y, Ejy,, will have negative drift and Ep, will have a

positive drift. Compactly we can rewrite Eq. (2.3.2) as

gk = (ge—1+s1)". (2.3.4)
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It is now not difficult to see that g, and Sj’»C are related as given by:

+
gk = (Sk-ny1) (2.3.5)
where,
Np_1+1 ifglk—1)>0,
N, = gtk =1) (2.3.6)
1 otherwise.

From Eq. (2.3.5) it is clear that main idea of CUSUM is to restart SPRT as long as

previously taken decision is in favor of hypothesis Hy and the alarm time is given by,
T, =min{k : g, > h.} (2.3.7)

Also note that N, starts incrementing as soon as the presence of a hidden message
is detected. However, since we want to estimate both the start and end of the secret
key, we reformulate the hypothesis test after the first alarm time to search for the

end of the secret key.

2.4 Decision Threshold Selection

Fig. 2.1 shows a pictorial representation of the proposed CUSUM-SPRT based ste-
ganalysis algorithm. In this figure, the decision thresholds hg and h; play important
roles. These parameters play the role of A discussed in the previous section. hg is used
to identify the beginning of the secret key and h; for the end of the key. Using the
same argument as presented in [16], we observe that hy = InA is optimal. Therefore

from Eq. (2.2.3) we get
1-p

«

h():ln

(2.4.1)

Once the starting value of the secret key is identified the next step is to compute its

ending value. So, we start looking for a negative drift in the statistics.
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Figure 2.1: Pictorial representation of CUSUM-SPRT based secret key estimation
algorithm.

Therefore after detecting the beginning of the message we swap the roles of H
and H; to detect its end. That is given g, > hg then Hy: message present and H;:
message absent. We retain the same notations for false alarm and miss probabilities

for simplicity. So we can write the new false alarm and miss probabilities as,

o = P(H1|H0,gk Z ho) (242)
and,
Then we can show that,
P(Ho|Ho, g, > ho) > €™ - P(Ho|Hy, gr > ho) (2.4.4)

and the approximate value of h; by approximating inequalities is given by,

11—«

g
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Therefore as shown in Fig. 2.1 once the test statistic gy is less than maxy(gr) — hq it
will detect hypothesis Hy: no message, at that index k. Note that h; will be in effect
only if the test statistic first crosses the threshold hg. If there is no such k then end

of message will be detected at the last index k.



Chapter 3

Secret Key Estimation in Spread
Spectrum Embedding: Stationary
Case

After sufficient background developed in Chapter 2, we apply developed theory to
the stationary signals in this chapter. Mathematical formulation of spread spectrum
embedding is introduced. Different scenarios are developed according to the available
information about parameter of interest. Solutions for all the cases including weak

signal case are provided.

3.1 Introduction

In this section we derive a CUSUM-SPRT steganalysis detector for secret key estima-
tion in spread spectrum embedding in order to illustrate the method. In this section
we assume stationary signals just for illustration. We assume that the message bits

modulate the sign of the Gaussian distributed carrier before embedding. Let,

Yp = T + pwg, k=1,2,.... N (3.1.1)

14
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where 3, € R is the k' DCT coefficient of stego signal, z;, € R is the k'* DCT
coefficient of cover signal, w, € R is the Gaussian distributed message carrier, and
p > 0 is the message strength. Note that if the message length is less than NV, then
p = 0 for the corresponding indices. Assume that {y;} and {z;} are independent
and identically distributed (iid) random sequences. Also, if z; ~ N(0,07) and wy ~
N(0,02) then yr ~ N(0,0% = o2 + p?c?) assuming x) and wy are independent V k.

If the embedding key is the set {k : kg < k < k;} then,

N(0,0’g) l{izltOk}O—l,
Yk ~ S N(0,08 + p?c2) k= kg to ky, (3.1.2)
N(0,02) k=k +1toN.

Note that this model assumes stationarity of the observations. If this assumption is
violated (as it happens in digital images) then some sort of pre-processing may be

necessary.

3.2 Known Parameters Case

Suppose that the exact values of oy and o; are known to the steganalyst then the
parameter § = o is the parameter under test as given in Eq. (2.1.1). Then we can

define the following hypothesis test,

Hi:0=0; when kg <k <k

(3.2.1)
Hy : 0 = 0( elsewhere
The probability density functions under hypothesis Hy and H; are given by,
_ Vel . _
o, (yr) = 202 €xp {th} ,0=0,1 (3.2.2)
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and S]’~C can be shown to be,

2
k_ 01 09
where,
1 i y?
Ajk =5 ;:j a—% (3.2.4)

By using alarm time 7, in Eq. (2.3.7) and thresholds hy and h; we can get estimate

of message beginning and ending indices ky and k; as,
ko = arg mkin[gk > hy) (3.2.5)

ky = arg mljn[ml?x(gk) — gk > hy] (3.2.6)

3.3 Partially Known Parameters Case

Suppose oy is known but not oy (the case when oq is unknown but o; is known
can be treated using a similar analysis presented in this section). This happens for
example when the stego message goes through a noisy channel (attack) that does not
affect the first few DCT coefficients. Then these first few DCT coefficients that are
not used for embedding (as in [6]) and are not noisy can be used to obtain an estimate
of og. Suppose we have partial knowledge about the possible distribution of oy (if the
distribution of the noise attack is known) or assume a certain a priori distribution
(Bayesian), say, p(c1), then we can use Wald’s weighting function [21] to obtain the
likelihood ratio (LR),

IR — /pal(yj,---ayk\al) ‘P<Ul>d01 (3.3.1)
Poo(Yjs -+ > Yk)
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where,
1

210?

Poi(y) = exp {_—2] (3.3.2)

If o1 ~ Uniform(a, b) then S}C is given by,

Nj—1

N, —1 M1
S¥=Inog+ A +InT < k2 ) —In(2\; 7 ) —In(b—a) (3.3.3)

where \;; and Nj are given by Eq. (3.2.4) and Eq. (2.3.6), and I' denotes gamma
function, namely, I'(n) = (n—1)!. This result is derived in Appendix I. In simulations
we use the approximation [15] InI'(z) = In(z) + 7z + Y~ [In(1 + z/n) — z/n] where
r = 0.5772156 is the Euler-Mascheroni constant and In(I'(0)) = 0.

3.4 Completely Unknown Parameters Case

One way to handle this case is to put two a priori probability distributions one for
each of the unknown parameters under the two hypotheses and derive results similar
to the partially known parameters case. We analyze this case for the case of digital
images in a later section.

Performance of the steganalysis detector for the partially known parameter case is
presented now. The length of the host sequence N was taken to be 10000 and a
message carrier of length 2000 was sequentially embedded. o = § = 0.001 was
chosen as parameters for the steganalysis detector. Plots of the test statistic g, by
computing S]’? from Eq. (3.3.3) are shown in Figs. 3.1, 3.2 and 3.3 for different secret
keys. “Input” in these figures denotes the input to the embedding algorithm (secret
key) and “Output” denotes the estimated secret key by the steganalysis detector. As
seen in Fig. 3.1 the message is embedded at the very beginning of the host signal

(from k=1 to 2000). We see that the proposed steganalysis algorithm detects the
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Figure 3.1: Steganalysis detection statistic when p = 2 and secret key consists of the
beginning of the host signal.
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Figure 3.2: Steganalysis detection statistic when p = 2 and secret key consists of the
ending of the host signal.
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Figure 3.3: Steganalysis detection statistic when p = 2 and secret key consists of the
middle portion of the host signal.
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message start and end locations to be 10 and 2021. That is, the first 10 locations
are missed and 21 locations are detected falsely as message carrying symbols. By
changing the values of false alarm and miss probabilities a change in this performance
can be observed. Similar performances are seen in Fig. 3.2 and Fig. 3.3. From these
figures we conclude that under stationarity and reasonable SNR, the propose secret
key estimation algorithm performs well.

Now, Fig. 3.4 show the performance of the steganalysis detector for p = 1. We see
from this figure that the accuracy of the estimated secret key is low. This is because
p = 1 corresponds to a lower SNR case and we know that the smaller the SNR the
harder is the steganalysis detection process. But, most of the steganographic embed-
ding algorithms use a small value for the message strength to achieve imperceptibility.
In fact, in image spread spectrum embedding, [6] uses p = 0.1. For steganalysis algo-
rithms to work reasonably well in such low SNRs we have to design it specifically for

these smaller SNR values as discussed in the next section.

3.5 Locally Most Powerful Steganaysis Detector:

Low SNR Case

This section deals with the design of a locally most powerful steganalysis detector
specifically for the low SNR case. We first begin with a formal definition of the

uniformly most power statistical test.

Definition 3.5.1. [8] A statistical test ¢1(x) of Hy versus H; is uniformly most
powerful (UMP) of size (prob. of false alarm) « if it has size o and its power (prob.

of detection) is uniformly greater than the power of any other test ¢o(z) whose size
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is less than or equal to a:

sup Egoi(z) =a 5 sup Epoe(z) < « (3.5.1)
0cHy 0cHy
Eggbl(l') > E@ng([t), Vo € Hy (352)

In some cases, especially detecting a weak signal (low SNR) such a test may
not exist. Therefore we resort to locally most power (LMP) tests. LMP test is an
optimum test for the detection of weak signals [8]. For low SNR the hypothesis test

formulation for secret key estimation becomes:

H, : o1 > 0y kgﬁkﬁlﬁ and o1 —09>=0 (353)

Ho : 0'120'0,Vk. (354)

The key idea behind the LMP detector is that under H;, if the slope of the power
function of the detector at o( is greater than or equal to the slope of the power
function at the same point for any other detector then power of the LMP detector
will be the maximum among all detectors subject to the constraint that size of the
test is specified. Therefore a non-randomized detection rule for the above hypothesis

test can be constructed as,

> nA select Hq,

<InB select Hy (3.5.5)

%‘_1 lln g Poy (yl)]

o1=00

k=k+1 otherwise

where,

AT P, (9)
T ) | (3.5.6)

01=00 01=00

?%FH%W]
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3.6 LMP-CUSUM Steganalysis

In regular CUSUM test the test statistic depends on the log-likelihood ratio but on
the other hand in LMP sequential detection the test statistic depends on slope of the
power of the test computed at oy given by Eq. (3.5.6) . While we modify CUSUM
to accommodate LMP, we also notice that in most practical cases the steganalysis
detector has access only to stego image/signal and not to the cover image/signal.
In other words, o is available and oy is unknown. Test statistic for the CUSUM

steganalysis detector based on LMP test is given by Eq. (2.3.2) with s, given by,

Sk i [In po, (Y] ) (3.6.1)

doy o0=01

From Eq. (3.6.1) we note that knowledge of oy is not necessary here.



Chapter 4

Secret Key Estimation in
Sequential Image Steganography:
Non-stationary Case

This chapter deals with practical situations. Algorithm developed in Chapter 3 for
the weak signal and unknown parameter is now applied to the real images. Unknown
variance is estimated by maximum likelihood approach from available data. Later

algorithm is modified to accommodate non-stationary behavior.

4.1 Introduction

Digital images are known to exhibit non-stationary characteristics. This property has
been widely acknowledged in digital image processing and compression communities.
Therefore, some modifications are needed to extend the proposed steganalysis detector
for digital image steganography. We again assume spread spectrum embedding in
digital images as proposed in [6] for the sake of consistency. It is assumed that
message is sequentially hidden in the DCT domain. Now, {yx} and {z;} denote the

stego and cover image’s DCT coefficients, respectively. Clearly, this type of message

23
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embedding will result in a change of variance. In addition to the statistically non-
stationary behaviour, estimating the unknown variance of the original image and
pdf models for DCT coefficients are important issues. Some authors ([11] and [2])
have suggested using the generalized Gaussian pdf to approximate AC coefficients.
Although generalized Gaussian pdf may be a good choice, our experience suggests
that the Gaussian pdf model (a particular case of generalized Gaussian model) works
reasonably well while also facilitating closed form solution to the steganalysis detector
design.

Non-stationarity in natural images implies that using one single variance estimate
for the entire image is not a good approximation. Therefore we assume piece-wise
stationarity and using a sliding window to compute several local variance estimates.
The sliding window variance estimate for the kth DCT coefficient of the stego image

is given by,
k+24
o Zi:ki% lyi — |

Tk = M—1

(4.1.1)

where, py is the mean of the given window and M is the window length. It turns
out that Eq. (4.1.1) is a maximum likelihood estimate [12] and is also an efficient
estimate.

One consequence of introduction the sliding window is that the condition for the
one-sided steganalysis hypothesis test may no longer be valid by using the plug-in
estimate given in Eq. (4.1.1) for detection. That is, 61 < 0o may occur for some
coefficients as illustrated in Fig. 4.1 for the Cameraman image. Here, the message is
hidden from DCT coefficients 5000 to 7000 with the strength p = 0.1. Clearly, o #
o1 for k= 5000,5001,...,7000 but equal elsewhere. Since the one sided hypothesis

test condition is violated as explained above the CUSUM-SPRT steganalysis detector
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Figure 4.1: Ratio of 744 to oy oscillates around the value of 1.

fails as shown in Fig. 4.2.  Overcoming this problem in a mathematical sense is
somewhat difficult because the value of the empirical estimate of the variances depend
on a variety of factors including: (a) the estimation algorithm, (b) the host image
statistics, and the (c) value of p. Note that the host image statistics is not under
the control of the steganalysis detector. Therefore, we have taken an experimental
approach to somewhat alleviate this problem. Through extensive experimentation
with different types of images we found that, for low SNR cases when the message
location consists of mid to high frequency DCT coefficients, using |yx| instead of y; as
input to the steganalysis detector mostly results in a one-sided hypothesis test. Now,
let &1 be the standard deviation of |yx| and &y be the standard deviation of |zy|.
Since we assume that y; and x; are zero mean and normally distributed, the pdf of

these new random variables are given by,

2 —22
(2) = 1 2>0 41.2
P = oo |5 o (4.12)

1 = 0 stands for z = z;, and ¢ = 1 for z = y;. It is then shown in Appendix II that
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Figure 4.2: CUSUM steganalysis detector fails to detect the message.

&2 = 0.363402.
The plot of the ratio of empirically computed &; 5 and &4 is shown in Fig. 4.3

which indicates that hypotheses are no longer two sided.

4.2 Modified CUSUM-LMP Steganalysis Detector

Considering the new observation random variable we modify the CUSUM with LMP

test statistic and obtain the following:

Hy  &op <& when by <k <k and {1 — o >0 (4.2.1)

Hy @ & =&k, otherwise (4.2.2)

and s; that maximizes the slope of the power of the test at &, is give by

[Inp.(2[&ox)] (4.2.3)

€0,k=81,k

Sk

"~ Oox
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Ratio of standard deviations for absolute rvs.
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Figure 4.3: Ratio of empirical estimates of standard deviations & ; and & .

where all the M observations of the k' window are considered. Then, s; in Eq. (4.2.3)
is given by

k —_— - .

30 1.k

(4.2.4)

as shown in Appendix III.

To test the proposed modification we used the Lenna image. Message was embed-
ding in DCT coefficient 5000 to 7000. & ; was computed using the moving window
based empirical estimate for each coefficient k. For each k, s, was calculated using
Eq. (4.2.4). The plot in Fig. 4.4 indicates that the changes in statistics are reflected
by using the modified random variables. The values of sj in the H; region (i.e., be-
tween 5000 to 7000) are nearer to the zero line (shown dotted) than the values in the
Hy region. Careful observation of the plot however values reveals that {s;} contains
some negative values in the H; region, again due to image non-stationarity. This
suggests that the required positive drift of g, may not be strong enough. We there-

fore make one more modification by thresholding s, to remove outlier values. The
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Plot of decision function
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Figure 4.4: Plot of s, shows negative values in the message region.

threshold value trades-off miss versus false alarm probability. We empirically choose
the threshold value based on the negative value of s, with the highest magnitude
in the message region. We also note that this value occurring in the message region
depends on the message carrier signal strength that is not a priori available to the ste-
ganalysis detector. Therefore we again resort to extensive experimentation to study
the effect of this thresholding on the steganalysis reliability. We modify Eq. (2.3.2)
to the following to remove the outlier values and produce required positive drift for

low SNR, non-stationary image steganalysis:

;

Jk—1 + Sk if S > 0,
Jk—1 if 0 > s, > v,
0 if Sk S (%

0 if k=0

\

where v depends on the message strength.



Chapter 5

Experimental Results

A number of experiments were carried out for spread spectrum image data embedding.
We present results only for Lenna (256 x 256) and the Cameraman (256 x 256) images.
Different message strengths were tested and results for p = 0.1, 1,10 are presented
here. The corresponding values for v = —20, —2, —0.5 were chosen, respectively. The
poem for Lenna [20], 'O dear Lenna, your beauty is so vast; It is hard sometimes to
describe it fast. I thought the entire world I would impress; If only your portrait I could
compress. Alas! First when I tried to use VQ; I found that your cheeks belong to only you.
Your silky hair contains a thousand lines; Hard to match with sums of discrete cosines.’
was used as the secret message. Each character is mapped to the six bit binary word
to represent the binary message. The message bits modulate (BPSK modulation)
the sign of the Gaussian message carrier. The length of the binary message was
found to be 1992. We evaluate the performance of the secret estimation algorithm
for the following embedding conditions: for Cameraman image—embedding in low,
mid and high frequency components and for Lenna image—embedding in low and

mid frequency components.

Fig. 5.1, Fig. 5.2 and Fig. 5.3 show the steganalysis detector statistic (CUSUM) for
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Figure 5.1: Steganalysis detector output for Cameraman image when strength p = 0.1

and mid-frequency embedding.
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Figure 5.2: Steganalysis detector output for Cameraman image when strength p =1

and mid-frequency embedding.
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CUSUM plot
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Figure 5.3: Steganalysis detector output for Cameraman image when strength p = 10
and mid-frequency embedding.
mid frequency range (ko = 3000) for the Cameraman host image. “Input” in these
figures denotes the input to the embedding algorithm (secret key) and “Output”
denotes the estimated secret key by the proposed steganalysis algorithm. Only the
first 10000 indices are shown in these figures. a = # = 0.1 was chosen for steganalysis.
We observe that the secret key estimation algorithm works well. We also notice from
these figures that the slope of {gx} is highest when p = 0.1 compared to the slope at
= 10. One of the possible reasons is that although LMP test is good at detecting
small departures from the hypothesis Hy (due to the very nature of the small SNR
assumption) it is weak in detecting sufficiently large ones, as also observed in [§].
We know that in mid and high frequency ranges, DCT magnitudes are more or less
uniform. Therefore the corresponding window based variance estimates are also small.
Because of the low slope of {g;} for p = 10, kq is estimated to be 3553 which is not
very accurate compared to ko in the cases with p=0.1and p = 1. If we choose lower

value of threshold hy by changing o and (3, a more accurate estimate ko is obtained.
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CUSUM plot
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Figure 5.4: Steganalysis detector response for Cameraman image for strength p = 0.1
and low frequency embedding.
With a = = 0.4 for p = 10, ko is estimated to be 3170 and total length is estimated
to be 1830 which shows improved performance compared to the previous experiment.
Fig. 5.4, Fig. 5.5 and Fig. 5.6 shows CUSUM statistic for low frequency range
(ko = 2) for the Cameraman image. Again, only the first 10000 indices are shown.
a = [ = 0.1 was chosen for the steganalysis detector. It is clear from Fig. 5.4 that the
algorithm fails to detect reliably the presence of message when p = 0.1. As explained
earlier, the reason for this is that using absolute values of the DCT coefficients for
detection remains two sided for low frequency ranges (up to k& = 2000) as seen in
Fig. 5.7 which violates the assumption of one sided hypothesis test. Fig. 5.8 shows
that as p increases to 10, choosing absolute values of the observations for steganalysis
detection seems to result in a one-sided hypothesis test. In our experiments we found
that values of p higher than 1 mostly results in a one-sided test. Also, since the DCT
coefficient magnitudes in the low frequency range is much higher than the mid and

high frequency ranges, addition/subtraction of small values from higher magnitudes
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Figure 5.5: Steganalysis detector response for Cameraman image for strength p =1
and low frequency embedding.
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Figure 5.6: Steganalysis detector response for Cameraman image for strength p = 10
and low frequency embedding.
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Ratio of STD for stego image and cover image, onse sided case
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Figure 5.7: Ratio of standard deviations &; ; and £y, when p = 0.1.

is not detectable by the LMP steganalysis detector.

Fig. 5.9 shows the result for embedding in the high frequency coefficients. Again
we see observe that the steganalysis detector performs very well in estimating the
secret key.

The next set of experiments were conducted using the Lenna image. Once again
a = [ = 0.1 is selected and first 10000 indices are plotted in the figures. Fig. 5.10
shows response of the steganalysis detector for the case when p = 0.1 and message
embedding is in the mid frequency range. Plot for the case when p = 1 and location of
message is in low frequency range is shown in Fig. 5.11. The results are very similar to
that obtained with Cameraman. Stego images with embedding strengths 0.1 and 10
are shown in Figs. 5.12 and 5.13. These figures indicate that the perceptual quality

degradation due to message embedding is not significant.



35

Ratio of STD for stego image and cover image, onse sided case
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Figure 5.8: Ratio of standard deviations &;  and &y, when p = 1.
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Figure 5.9: Steganalysis detector response for Cameraman for strength p = 0.1 and
high frequency embedding.
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Figure 5.10: Steganalysis detector response for Lenna image for strength p = 0.1 and
mid-frequency embedding.
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Figure 5.11: Steganalysis detector response for Lenna image for strength p = 1 and
low frequency embedding.



stego image

Figure 5.12: Cameraman (256 x 256) stego
image with p = 0.1.

stego image
r :'." j=

Figure 5.13: Camerama (256 x 256) stego
image with p = 10.

37



Chapter 6

Conclusion

A secret key estimation algorithm for sequential message hiding is proposed. While
the general mathematical theory presented is applicable to any type of sequential
message embedding, the paper primarily focuses on spread spectrum embedding.
The proposed steganalysis algorithm looks for abrupt jumps in the statistics of the
stego signal to estimate the secret key. Several theoretical results are derived for
stationary and non-stationary host signals for different message strengths. A locally
most powerful steganalysis detector is also derived for the low SNR case. Extensive
experiments show that the proposed algorithm is shown to perform well for stationary
host signals. For non-stationary digital image data hiding in the DCT domain, the
secret key estimation accuracy is good when the embedding is done in mid and high
frequency DCT coefficients. Its performance suffers for low frequency embedding in
the DCT domain. One reason for this is the violation of the one-sided hypothesis
test condition assumed by the steganalysis algorithm. Further modifications to the

algorithm are underway to improve its performance for low frequency embedding also.
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Appendix

Appendix 1

Derivation of Eq. (3.3.3). If the probability distribution of o; is assumed to be

uniform, then the likelihood ratio is given by,

_ (i—m)
O.O e 20%
LR =— X 3
0—1 _(yifu)
e 208
: ot (1)
o A 1-=4
[Ter- 2.
o Ve
j 1
o k (o) ( 0'2
0 Ajik 1‘%)
LR = g 1/ do
N,
g
0 j 0 1
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— Nk 2
/ [[Lr=e e
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Similar derivation applies when o7 is normally distributed.

Appendix 11

Derivation of Eq. (4.1.2). Probability density function of z is given by,

P=(2) = Do, (2) + o, (—2)

2 2
= exp[—z],zzo

Voot |27
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Expected value of the random variable z can be computed as,

E(2) :/ z-p.(2)dz
0
2 > —2?
— : B
], o]

9 o] ) _22
(0 [52])

B QCTZ'
Vor

Variance of the random variable z is given by,

E(zQ):/O 22 p.(2)dz
) 00 ) _2,2
— : B
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¢ = 0.363407.

Appendix 111

Derivation of Eq. (4.2.4).

pz(z‘fo,k) = pz<|yk|>
> (- m?

2
2#0% & 2017,{

1npz(z|§0,k) =1In
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By using the relation between variances in Eq. (4.1.1),

21/0.3634  0.3634 - (|ye| — 1)

Inp,(2&x) = In
\/2m€2, 263

9 —1  0.3634 - (lyu| — p)?
— ] . = — +
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