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tionTwo�sh was introdu
ed in [SK+98℄. That report
ontained an initial analysis of the feasibility of a dif-ferential atta
k against the Two�sh 
ipher. In thispaper we will investigate di�erential atta
ks againstTwo�sh further. We assume familiarity with bothTwo�sh and di�erential 
ryptanalysis.The results of [SK+98℄ are not hard as the modelused to estimate the best di�erential is only an ap-proximation of Two�sh. We started a proje
t toinvestigate di�erential atta
ks against Two�sh fur-ther. This paper is a status report of our results todate. We expe
t to 
ontinue this work and a
hievesigni�
ant improvements over our 
urrent results.The �rst 
hoi
e we have to make in di�erential 
rypt-analysis is what type of di�eren
es to use. Two�sh
ontains S-boxes, an MDS matrix multiply, additionmodulo 232, xors, and rotations. There are twotypes of di�eren
es that we think 
ould be useful:a xor di�eren
e, and a di�eren
e mod 232. Whenwe use a xor di�eren
e we have to use approxima-

tions for the S-boxes and the additions modulo 232;when we use a di�eren
es modulo 232 we have touse approximations for the S-boxes, the MDS ma-trix multiply, the xors, and the rotations.The xor and addition operations are fairly 
loselyrelated, and either operation 
an be approximatedwith reasonable su

ess in the group of the otheroperation. In the 
omparison we will ignore the S-boxes; we assume they are equally hard to approxi-mate in ea
h of the groups. A xor di�erential hasto approximate 2 addition operations in ea
h round.A additive di�erential has to approximate the MDSmatrix, a single xor, and a rotation. We estimatethat it is about as diÆ
ult to approximate an addi-tion for a xor di�erential as it is to approximate axor for an additive di�erential. The rotation seemsto be somewhat easier to approximate for an ad-ditive di�erential than a xor operation. So if weignore the MDS matrix, it would seem that additivedi�erentials are more attra
tive.For our analysis, the MDS matrix multiply is bestwritten as a linear fun
tion: ea
h output bit is the1



xor of several input bits. This is very easy from thepoint of view of a xor di�eren
e; no approximationis ne
essary and any given input di�eren
e leads topre
isely one output di�eren
e. For an additive dif-feren
e this is mu
h harder. There do not seem to beany good approximations of the MDS matrix for anadditive di�eren
e. Therefore, we estimate that xorbased di�erentials are mu
h more e�e
tive than ad-ditive di�erentials. In the rest of this paper we willonly look at xor based di�erentials.1.1 NotationWe use the de�nitions and symbols of the Two�shreport [SK+98℄. Let B be the set of all possible bytevalues. Let G be the F -fun
tion without the key-dependent S-boxes. Thus G 
onsists of two MDSmatrix multiplies, the PHT, and the subkey addi-tion.2 Di�erentials of the S-boxesIn this se
tion we look at di�erential 
hara
teristi
sof the S-boxes. Ea
h S-box 
onsists of a sequen
e ofq-mappings and xors with a key byte. For q0 andq1 the probability of ea
h di�erential 
an easily be
omputed by trying all possible pairs of inputs.We de�ne pi(a; b) to be the probability that qi hasan output di�eren
e of b, given an input di�eren
eof a. In other words:pi(a; b) := Prx2B [qi(x� a) = qi(x)� b℄ i = 0; 1We now look at the �rst two stages of an S-box. This
onsists of a q-mapping, followed by a xor with akey byte, followed by another q-mapping. As usual,we assume uniform random distributions of the in-put values and the key bytes. We de�ne pij(a; b)to be the probability that this 
onstru
tion gives anoutput di�eren
e b given an input di�eren
e a, wherei is the number of the �rst q-mapping, and j is thenumber of the se
ond q-mapping. It is easy to seethat pij(a; b) = Xd2B pi(a; d)pj(d; b) (1)for i; j 2 f0; 1g, and we 
an extend this de�nitionto arbitrary long 
hains of q-mappings and key-bytexors. In general it holds thatpij:::m(a; b) =Xd2B pi(a; d)pj:::m(d; b)

for i; j; : : : ;m 2 f0; 1g. This allows us to 
omputethe exa
t probabilities for ea
h of the S-boxes inTwo�sh. Table 1 gives the probabilities of the bestdi�erential of ea
h of the S-boxes for ea
h of thekey length. From this point of view the S-boxesare very good; there are no high-probability di�eren-tials. (Note that the average di�erential probabilityis 1=255 = 1:0039 � 2�8 as we know that the S-boxesare permutations and thus the output di�erential 0does not o

ur in non-trivial 
ases. The best di�er-ential probability must be at least as large as theaverage. )Note that the numbers in this table hold only whenthe key bytes are 
hosen at random. If we try adi�erential many times, ea
h time with random in-put and key byte values then we expe
t to get thenumbers in the table. However, for any parti
ularset of key bytes there are di�erentials with a mu
hhigher probability (as shown in [SK+98℄). Our 
om-putations are no longer valid be
ause for any �xedkey byte, the di�erential probabilities of pi and pj inequation 1 are no longer independent of ea
h other.Two�sh uses the same S-boxes in ea
h round. Whenanalysing a multi-round di�erential 
hara
teristi
the di�erential probabilities of ea
h of the roundfun
tions are not independent either. This makesthe analysis of the probability of a di�erential 
har-a
teristi
 more diÆ
ult.3 Di�erentials of FThe fun
tion F takes a 64-bit input and produ
es a64-bit output. Thus there are a total of about 2128possible di�erentials. It is 
learly not possible to
ompute or list all of them. To alleviate this prob-lem we will group the di�erentials in sets, and forevery set 
ompute upper bounds on the probabilityof the di�erentials in that set.We split the 2128 di�erent di�erential patterns into anumber of subsets. The input di�eren
e is 
lassi�edby the set of input-bytes that are non-zero. Thereare 256 di�erent 
lassi�
ations of input di�eren
es.The output di�eren
e too are 
lassi�ed by the set ofoutput-bytes that are non-zero. We group di�eren-tials with the same input and output 
lassi�
ationin the same set. There are therefore 216 di�erentsets of di�erentials, ea
h 
ontaining between 1 and25516 elements.We will 
onstru
t di�erentials of F in two steps.First we use a di�erential approximation of the S-boxes, and then we use an approximation of the dif-ferentials of G.2



128-bit key 192-bit key 256-bit keySbox 0 1:0649 � 2�8 1:0084 � 2�8 1:0043 � 2�8Sbox 1 1:0566 � 2�8 1:0087 � 2�8 1:0043 � 2�8Sbox 2 1:0533 � 2�8 1:0097 � 2�8 1:0045 � 2�8Sbox 3 1:0538 � 2�8 1:0088 � 2�8 1:0044 � 2�8Table 1: Best di�erential probabilities of the S-boxes3.1 Di�erentials of GThe MDS matrix multiply is purely linear, and thus
reates no problem for our di�erential. The PHTand key addition use addition modulo 232 as basi
operation. This makes the di�erentials non-trivial.A theoreti
al analysis of di�erential probabilities isdiÆ
ult as the probabilities at the result are not in-dependent of ea
h other. We therefore 
hose to usenumeri
al simulation to establish bounds on the dif-ferential probability.We are trying to derive an upper bound on di�er-ential probabilities. Therefore, we are interested in�nding good bounds for the most likely di�erentialsof G. In [SK+98℄ it is shown that for any 128-bitkey, the best di�erential probability of an S-box is18=256. If we look only at the S-boxes, then themost likely di�erentials o

ur when there are a lownumber of a
tive S-boxes. The most important taskis thus to �nd good bounds on the di�erential 
har-a
teristi
s of G for di�erentials with a low numberof a
tive S-boxes.We performed numeri
al simulations of di�erentialsof G. Given an input di�eren
e, we generated nrandom input pairs with that di�eren
e and appliedthe G fun
tion (using random keys). We 
olle
tedthe output di�eren
es and 
ounted how often ea
h ofthem appeared. Due to limited resour
es we 
ouldonly do this analysis for moderately large n.From this data we would like to derive (a bound on)the di�erential probability. Let us assume a spe
i�
di�erential o

urs k times out of n tries. It is obvi-ously not a good idea to use k=n as a bound on thedi�erential probability. Most possible di�eren
es o
-
ur 0 times, but we should not assume that they havea 0 probability. If we knew the distribution of theprobability we 
ould give some meaningful bound,for example saying that the probability is less thanx with a 
on�den
e level of 1 %. However, in our
ase we do not know the distribution of the di�er-ential probabilities, and it would be dangerous toassume one. We 
an, however, reverse the pro
ess.Let us assume that a spe
i�
 di�erential has a prob-ability p. If we try the input di�eren
e n times, we

expe
t to �nd this di�erential around p � n times.The number of times this di�erential is a
tually ob-served is binomially distributed. LetX be a sto
has-ti
 variable that represents the number of times thedi�erential is observed. We havePr(X = k) = �nk�(1� p)n�kpk k = 0; : : : ; nFrom this distribution we 
an derive a bound on thelower tail of the binomial distribution [Fer98℄:Pr(X � k) < Pr(X = k) p(n� k + 1)(p � n� k) + pfor k � p � n. Given a probability p for the di�er-ential we 
an say that we have an unlikely event ifthe di�erential o

urs k times and Pr(X � k) < 
where 
 would be a small number. This is a normaltest for statisti
al signi�
an
e.We use the following rule to derive a bound on adi�erential that o

urs k out of n times. We use aprobability p su
h that Pr(X � k) < 
 for someglobal parameter 
 (typi
al values for 
 are 0.05 or0.01). Of 
ourse, we try to 
hoose p as low as pos-sible given this 
ondition. This will overestimate pfor most di�erentials, but underestimate the a
tualp in a few 
ases.We ran these simulations for all input di�eren
eswith a low enough number of a
tive S-boxes. For ev-ery di�erential that we tried we estimated the prob-ability using this rule. For ea
h set of di�erentialswith the same input and output 
hara
terisation we
omputed the maximum estimated probability. Forea
h di�erential there is a small 
han
e that we un-derestimates the probability. However, it is far lesslikely that we underestimates the maximum proba-bility of a set of di�erentials. For our maximum to betoo low we have to underestimated the probabilityof the most likely di�erential. This by itself is ratherunlikely. Not only that, we 
annot signi�
antly over-estimate the probability of any di�erential with aprobability 
lose to the most likely di�erential. Wetherefore feel 
on�dent that these approximationsare reasonable, and that they most likely will resultin our overestimating the a
tual di�erential proba-bility quite signi�
antly.3



For di�erentials with too many a
tive S-boxes (forwhi
h we did not run the simulations) we simply usean upper bound of 1 on the probability of a di�er-ential of G.To improve eÆ
ien
y we generate our input di�er-en
es using a straightforward stru
ture. This im-proves our performan
e and allows us to in
reasethe number of samples that we make. However, thedi�erentials that we try are no longer independent ofea
h other. We have observed that the use of stru
-tures signi�
antly in
reases the peaks in the bounds.The smaller the stru
tures that we use, the lower themaximum probability bound tends to be. Therefore,we try to redu
e the use of stru
tures. We hope ournext software version will allow us to eliminate stru
-tures altogether.Apart from these numeri
al results, we know that
ertain di�erential patterns 
annot o

ur. For ex-ample, if the input di�eren
e is restri
ted to the �rstinput word of the G, then the output di�eren
e musthave a
tive bits in both output words. Similarly, ifthe input di�eren
e is restri
ted to the se
ond in-put word of G, then the output di�eren
e must havea
tive bits in both halves, ex
ept when the outputof the MDS matrix has a di�eren
e of 0x80000000.In this spe
ial 
ase, we know that all four S-boxesin this half must be a
tive (otherwise more than 1byte in the output of the MDS matrix must 
hange).Our software generates all these impossible di�eren-tial patterns and sets the di�erential probabilities ofthe asso
iated sets to zero.3.2 Di�erentials of FGiven the results from the last se
tion we 
an now
reate a table of upper bounds on the di�erentialprobabilities of di�erentials of F . For ea
h set ofdi�erentials we know how many a
tive S-boxes thereare. Let � be the maximum probability of a di�eren-tial of an S-box. We 
an now bound the probabilityof ea
h set of di�erentials by multiplying the boundsthat we found in the previous se
tion on the set bythe proper power of �.The value � 
an be set in various ways. We knowthat most S-boxes have a best di�erential probabilityof 12=256. For the time being we will use this valuefor �. Other values, espe
ially larger ones, will bedis
ussed later.

4 Di�erentials of the roundfun
tionOn
e we have derived bounds on the di�erentialsof F we 
an do the same for the round fun
tion.The di�erential pattern at the start of the round is
hara
terised by 16 bits, ea
h bit indi
ates whetherthe di�erential pattern in the 
orresponding byte isnonzero. Given the 
hara
terisation of the di�er-ential pattern at the input of the round, we knowexa
tly whi
h S-boxes are a
tive. We 
an generatea list of all suitable di�erential patterns of F withtheir asso
iated probability bound. Ea
h of thesedi�erentials is 
ombined with the other half of the in-put di�erential using the rotate and xor operations.Ea
h 
hoi
e of F di�erential set leads to several pos-sible output di�erential patterns as the rotate andxors 
an lead to di�erent output 
hara
terisationsdepending on the exa
t di�erential.For example, let us look at a di�erential pattern of0110 in a 32-bit word. This pattern indi
ates thatonly the middle two bytes of the 4-byte word 
on-tain a
tive di�erential bits. After a left rotation, thepossible output di�erential patterns are: 0100, 0110,1010, 1100, and 1110. xoring two di�erential pat-terns 
an similarly lead to a list of possible results.If we xor two words, one with a di�erential patternof 0101 and one with a di�erential pattern of 0011,then the possible result patterns are 0110 and 0111.For ea
h input di�erential pattern, we 
an gothrough all possible F di�erential patterns, and gen-erate all possible output patterns that 
an arise. Forea
h possible output pattern we keep tra
k of thelargest upper bound that we generate this way. Thisprodu
es an upper bound for ea
h of the 232 possi-ble input/output di�erential patterns of the roundfun
tion.5 Multi-round patternsThe simplest way of generating multi-round patternswould be to use the list of 232 possible round pat-terns and a standard sear
h algorithm. We use analgorithm that is somewhat more eÆ
ient than that.There are 216 possible di�erential patterns after rrounds, as ea
h of the 16 data bytes 
an have a zeroor nonzero di�eren
e. For ea
h of the 216 possiblepatterns we store an upper bound on the probabilityof any 
hara
teristi
 that has this di�eren
e patternafter r rounds. Furthermore, we store the list of dif-ferential patterns of F , and a pre
omputed table ofhow the rotates and xors 
an propagate patterns.4



For ea
h di�eren
e pattern after r+1 rounds we usethis data to 
ompute an upper bound on the prob-ability of a di�erential 
hara
teristi
 that has thispattern after r + 1 rounds.Given the output pattern of the round in question,we know the �rst half of the input pattern. Thisleaves us with 256 possible di�erential input pat-terns, and 256 possible di�erential patterns of F .Ea
h of the 216 possible 
ombinations is tried to seewhether it 
an yield the required output di�erentialpattern. The pro
ess 
an be speeded up by travers-ing either the F output patterns or the input pat-terns in de
reasing order of probability and usingsome simple 
ut-o� logi
.6 ResultsThe results depend on the parameters used to es-timate the di�erential probabilities of G, and thevalues of 
 and �.Our 
urrent results use n = 211 tries for all di�er-entials with 1 a
tive S-box, and n = 28 tries for alldi�erentials with 2 a
tive S-boxes. The stru
turesize is 8 and 16 respe
tively. We use 
 = 0:05, and� = 12=256. The full Two�sh 
ipher has 16 rounds.We assume that an adversary 
an somehow bypassthe �rst round, and 
an mount a 3R-atta
k. We thuslook at the best 12-round di�erential 
hara
teristi
.With these parameters we found an upper boundon a 12-round di�erential 
hara
teristi
 of 2�102:8.This puts a di�erential atta
k against Two�sh welloutside the pra
ti
al realm.This upper bound is pessimisti
 in the following ar-eas:� The best di�erential pattern used 3 a
tive S-boxes in 4 of the 12 rounds. The probabilityof passing a di�erential with 3 a
tive S-boxesthrough G is 
urrently taken to be 1. This is
learly overly optimisti
, espe
ially sin
e thedi�erential pattern used has both a low inputand a low output weight. We believe that ex-tending our simulations to all di�erentials with3 a
tive S-boxes will yield a signi�
ant furtherredu
tion in probability.� Many of the rounds in the best di�erential pat-tern use fan
y transformations of the di�eren
epattern by the rotations. This is to be ex-pe
ted of our algorithm, but any non-trivialtransformation poses serious restri
tions onthe a
tual di�eren
e patterns of that word.

This makes it mu
h less likely that our up-per bound 
an a
tually be approa
hed by ana
tual di�erential.� Our estimates are based on the maximumprobability of groups of di�erentials. It is not
lear at all that there exists a di�erential thathas a probability that even approa
hes our up-per bound.7 Other problems for the at-ta
kerTo 
reate an atta
k, the atta
ker has to 
hoose aspe
i�
 di�erential 
hara
teristi
. That 
hara
ter-isti
 uses 
ertain spe
i�
 di�eren
es of ea
h of theS-boxes. To get anywhere near the bound all ofthese di�eren
es need to have a probability 
lose toour �. We 
hose � equal to the probability of thebest di�erential of most S-boxes. However, a spe-
i�
 di�erential will not have the same probabilityunder all keys. If the S-box keys are not known, theatta
ker has two options. First, he 
an guess theS-box key bits, and 
onstru
t a di�erential 
hara
-teristi
 based on that assumption. To a
hieve gooddi�erential probabilities in enough S-boxes, he willhave to guess the keys of at least 2 S-boxes (between32 and 64 bits depending on the key size). Alterna-tively he 
an try to �nd a di�erential that works forall keys. As we saw in se
tion 2 this leads to verylow di�erential probabilities.8 Best S-box di�erentialWe use � = 12=256 while we know that there arekeys for whi
h the best S-box di�erential has prob-ability 18=256 for a 128-bit key, and even higher forlarger key sizes. However, those higher probabilitiesonly o

ur for a small subset of the keys. We need toaddress the question how mu
h we are willing to payin the size of the keyspa
e the atta
k is e�e
tive onto get a higher probability. If we have an atta
k thatworks for 2�28 of the key spa
e, how mu
h more eÆ-
ient should the atta
k be before it is a better 
hoi
efor the atta
ker?The most natural way is to look at the expe
tedwork for the atta
ker before re
overing a single key.We assume that there are enough keys to atta
k,and optimise the atta
ker's strategy to �nd any onekey with the least amount of work. This is a reason-able way of looking at the atta
ker's problem. Afterall, we know there is an atta
k that is e�e
tive on a5



subset of 2�64 of the keys with 264 work: a simpleexhaustive sear
h of the any subset of that size willdo. With su
h an brute-for
e atta
k on a subset ofthe keys, the expe
ted amount of work before a keyis found remains the same.Let us now look at our Two�sh di�erentials. Sup-pose we want to use a di�erential of S-box 0 withprobability 14=256; this is possible for about 1 in 8of all possible keys. We have restri
ted ourselves to1=8th of the set of keys, so the workload of our at-ta
k should be redu
ed by at least a fa
tor of 8 forthis to be worthwhile. We ran our sear
h for the bestdi�erential 
hara
teristi
 pattern again where S-box0 had a best di�erential probability of 14=256. Theresulting di�erential probability was 4:6 times higherthan the result with � = 12=256. Is this worth it?Let us assume a di�erential has a probability thatdepends on the key. We have a list of (pi; ki) wherethe probability of the di�erential is at most pi for afra
tion ki of all keys. The expe
ted workload of theatta
ker to get a single right pair is 1=pi for a fra
tionki of the key spa
e, and thus �ki=pi when taken overall keys. The workload is at least max ki=pi. This
orresponds to the workload of an atta
k with a dif-ferential with probability min pi=ki. In our situationthe minimum o

urs when we use the S-box approx-imation with probability 12=256. (Using the �guresfrom table 3 in [SK+98℄, we �nd that pi=ki rea
hesits minimum at pi = 12=256.) As we 
urrently ig-nore the 1=ki term, the a
tual `e�e
tive' probabilityof a real di�erential is lower than the bound that wehave derived.We 
on
lude that using a higher probability than12=256 for an S-box approximation is not worth theloss in key spa
e on whi
h the approximation holds.Thus the bounds we presented earlier hold, and arein fa
t pessimisti
.9 Other variantsAs an experiment we ran the same analysis forTwo�sh with the 1-bit rotations removed. Thismakes our approximations mat
h the behaviour ofthe di�erential mu
h better. Our results give anupper bound on the probability of a 12-round di�er-ential 
hara
teristi
 of 2�104:1.This bound is not mu
h better than we have forfull Two�sh. However, the sequen
e of di�erentialpatterns that a
hieves this bound uses far more ap-proximations of F that have 3 a
tive S-boxes. Inall 
ases it uses di�erential 
hara
teristi
s of G that

have 3 a
tive input bytes and only a few a
tive out-put bytes. In pra
ti
e, su
h di�erentials of G willhave a far lower probability that the upper bound of1 that we 
urrently use. Therefore, we expe
t thatour bound 
an be improved to beyond 2�128.We have no reason to believe that the 1-bit rota-tions make Two�sh stronger against a di�erentialatta
k. They were 
on
eived to break up the byte-level stru
ture, but they do not require a separateapproximation or in
rease the avalan
he e�e
t of the
ipher. We think it is unlikely that the full Two�shhas a di�erential 
hara
teristi
 that is signi�
antlymore likely than the version without rotations.10 Further workWe will 
ontinue our analysis work to improve thebound and our understanding of the intri
a
ies ofTwo�sh. We have several areas that we plan to im-prove.10.1 Improved G di�erential esti-matesAn obvious way to improve our overall bound is toimprove our bounds on the di�erentials of G. Wehope to be able to do this in the near future. Alarger sample-size will improve the a

ura
y of ourestimates. Extending our 
omputations to di�eren-tials of G with 3 a
tive S-boxes should give a greatimprovement.10.2 More a

urate patternsOur 
urrent pattern-representation is somewhat
oarse. We group di�erentials only by whi
h bytes
ontain a
tive bits. Apart from the �rst and �nalround, all internal di�erential patterns in our bestresult have at most 4 a
tive bytes (out of 16). Amore �ne-grained grouping of the di�erentials 
ouldlead to a better upper bound.For example, there are only a few G di�eren
es with1 a
tive input byte that have a relatively high prob-ability. Instead of grouping these into the sets, we
ould treat them separately. This would ensure thatour algorithm doesn't magi
ally transform the out-put of the high-probability di�eren
e pattern to onewith fewer a
tive bytes by the rotation. The 
har-a
terisation 
ould be extended with spe
ial 
ases fordi�eren
es that have only a few a
tive nibbles. Weexpe
t that this will result in more S-boxes being6



needed for a full di�erential 
hara
teristi
, and thusa lower bound.10.3 Improved treatment of S-boxdi�erentialsThere is still room to improve our approximations ofthe S-boxes. We 
an, for example, 
ompute the bestdi�erential approximation for ea
h of the output dif-feren
es separately. This 
an then be 
ombined withthe analysis of G to get a better bound on di�eren-tials of F .The data on the best S-box di�erentials in [SK+98℄is merged for all the S-boxes. We plan to test thedi�erentials again and 
olle
t information for ea
hS-box separately.We will also improve our handling of the variationof di�erential probability over the key-spa
e. Thiswill also result in a better bound.10.4 Additive di�erentialsWe would like to take a 
loser look at additive dif-ferentials modulo 232. Although we do not expe
tthese to be more useful, it would be ni
e to derivesome bound in that 
ase too.11 Con
lusionFor pra
ti
al purposes, Two�sh is immune to dif-ferential 
ryptanalysis. We have shown that any12-round di�erential has a probability of at most2�102:8. This bound is far from hard, and we ex-pe
t that any real di�erential has a mu
h smallerprobability.The Two�sh stru
ture is not easy to analyse. Themixing of various operations makes it hard to givea 
lean analysis and for
es us to use approximation

te
hniques. Some aspe
ts, su
h as the rotates, makethe analysis a lot harder and for
es us to use lessa

urate approximations, while there is no a priorireason to assume that the rotations would have anysigni�
ant in
uen
e on the di�erential probabilities.One 
an argue whether a 
ipher with a stru
turethat is easier to analyse would be preferable. Onthe one hand, a stru
ture that allows easier analysismakes it easier to rule out 
ertain atta
ks. On theother hand, the very stru
ture that makes it easy toanalyse might be used in a future atta
k. Althoughdi�erential atta
ks were obviously 
onsidered duringthe design, Two�sh was not spe
i�
ally strengthenedagainst di�erential atta
ks, or designed to allow asimple upper bound on di�erential probabilities tobe derived. This is a result of the design philosophyof Two�sh. It was not optimised spe
i�
ally againstknown atta
ks; it is a 
onservative design that triesto resist both known and unknown atta
ks.12 A
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