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tThis paper presents major quality of servi
e prob-lems in IEEE 802.11 networks. It analyzes unfairnessin bandwidth sharing and TCP instability in MAC802.11. Moreover, di�erentiation te
hniques for pro-viding medium a

ess priority are evaluated. Simu-lation results show that the ad ho
 routing proto
olhas a great in
uen
e on unfairness and on the TCPthroughput instability due to su

eeding routing fail-ures originated by the MAC sublayer. Di�erentiationme
hanism results show that DIFS-based s
hemes 
anprovide a �ne-grained throughput di�erentiation 
om-pared to ba
ko�-based ones. Nevertheless, ba
ko�-based s
hemes are more e�e
tive in providing laten
ydi�erentiation, whi
h is important for real-time traÆ
.Keywords: Ad ho
 networks, IEEE 802.11, Qual-ity of Servi
e1 Introdu
tionWireless networks are being in
reasingly used inthe 
ommuni
ation among devi
es of the most variedtypes and sizes. Personal 
omputers, handhelds, tele-phones, applian
es, industrial ma
hines, sensors, andothers are being used in several environments, su
h asresiden
es, buildings, 
ities, forests, and battle�elds.Di�erent wireless network standards and te
hnologieshave appeared in the last years to a

ommodate thisvast range of appli
ations and 
overage.In this 
ontext, the 802.11 [11℄ standard has ob-tained an enormous su

ess. For its diversity in termsof 
apa
ity and 
overage and be
ause of the low 
ostof network devi
es, 802.11 has been used in the mostvaried s
enarios. We 
an �nd 802.11 in a

ess net-works for 2G/3G 
ellular networks, in residential and
ampus solutions (lo
al and metropolitan networks),

or even in medium distan
e point-to-point 
onne
tionsin 
orporate solutions. This vast appli
ability of the802.11 has been the key of its 
ommer
ial su

ess.The 802.11 standard spe
i�es the Medium A

essControl (MAC) proto
ol and three physi
al layers fordi�erent 
overage and speed [13, 12℄. Regardless of the
ontinuous 
apa
ity in
rease of these networks, 
urrentspe
i�
ations o�er a limited support for Quality of Ser-vi
e (QoS). In ad ho
 networks, the distributed a

ess
ontrol aims at providing fairness in bandwidth allo-
ation, in whi
h all stations re
eive the same servi
eindependently from their QoS requirements. Proto
olsand spe
i�
 me
hanisms for 802.11, used in di�erentapproa
hes and ar
hite
tures, have been proposed toprovide QoS in ad ho
 networks [18, 2, 10℄. By the endof 2000, the 802.11e task group [14℄ started studyingand de�ning me
hanisms to support QoS in the MAClayer, following the approa
h adopted by the servi
edi�erentiation ar
hite
ture of the IETF.Some inherent problems to wireless networks, su
has shared medium, need for hop-by-hop error 
ontrol,and hidden and exposed terminal problems, hinderQoS provisioning in these networks. This arti
le dis-
usses main problems related to QoS provisioning in802.11 networks and evaluates QoS related issues, su
has fairness and instability. In addition, di�erentiationme
hanisms are 
ompared through simulation.This paper is organized the following way. Se
tion 2presents the 802.11 MAC sublayer. Se
tion 3 des
ribesmain QoS related problems in the MAC 802.11 andservi
e di�erentiation te
hniques for 802.11 networks.Se
tion 4 analyzes unfairness in bandwidth sharingand TCP instability in MAC 802.11 and presents aperforman
e evaluation of servi
e di�erentiation te
h-niques. Finally, 
on
luding remarks are presented inSe
tion 5.



2 802.11 MAC SublayerThe MAC sublayer spe
i�es Distributed Coordina-tion Fun
tion (DCF) and Point Coordination Fun
tion(PCF), as medium a

ess fun
tions [11℄. PCF is notaddressed in this paper sin
e it 
annot be used in adho
 networks be
ause of its 
entralized 
hara
teristi
.DCF is a Carrier Sense Multiple A

ess with CollisionAvoidan
e (CSMA/CA) and positive a
knowledgmentme
hanism. DCF 
onsists of a basi
 a

ess methodand an optional one that uses Request to Send (RTS)and Clear to Send (CTS) frames.In the basi
 a

ess, a station that wants to transmita frame senses the medium. If the medium is idle forat least a time 
alled Distributed Inter-Frame Spa
e(DIFS), the station transmits. If not, transmission ispostponed and a ba
ko� pro
ess is initiated. In thisba
ko� phase, a station 
hooses a random time dis-tributed between zero and the size of the ContentionWindow (CW) and starts a ba
ko� timer. This timeris periodi
ally de
remented after the medium is sensedidle for more than DIFS. The ba
ko� timer is stoppedwhen a transmission is dete
ted. When the timer ex-pires, the station sends its frame.The re
eiving station uses Cy
li
 Redundan
yChe
k (CRC) for error dete
tion. If the frame seemsto be 
orre
t, the re
eiver sends an a
knowledgmentframe (ACK) after sensing the medium idle for a pe-riod of time 
alled Short Inter-Frame Spa
e (SIFS).By de�nition, SIFS is smaller than DIFS. If the trans-mitting station does not re
eive the ACK, it s
hedulesa retransmission and enters the ba
ko� pro
ess. To re-du
e the 
ollision probability, the 
ontention windowstarts with a minimum value given by CWmin. Afterea
h unsu

essful transmission, the 
ontention windowin
reases to a next power of 2 minus 1, until rea
hinga maximum prede�ned value 
alled CWmax. CWminand CWmax values depend on the kind of physi
allayer being used. CWmin is 31 and CWmax is 1023 forDSSS (Dire
t Sequen
e Spread Spe
trum). Moreover,if a maximum number of retransmissions is rea
hed1,the frame is dropped. To avoid medium 
apture, priorto transmitting another frame the the sending stationwill enter the ba
ko� phase.The optional a

ess [11℄ adds to the basi
 one theuse of RTS and CTS frames to avoid problems relatedto hidden terminals [16℄. In this method, 
arrier sens-ing 
an be done by physi
al and virtual me
hanisms.Virtual 
arrier sensing uses medium reservation by ex-1The maximum number of retransmissions for RTS and dataframes of length less than or equal to RTSthreshold is 
alledShortRetryLimit and for data frames greater than RTSthresholdis known as LargeRetryLimit.


hanging RTS and CTS frames before transmittingdata. RTS and CTS 
ontain information about thedestination node and the duration time of the trans-mission of both data and its ACK frames. The use ofRTS and CTS is 
ontrolled by an RTSthreshold. Af-ter sensing medium idle for DIFS, the sender issues anRTS to the re
eiver for medium reservation. The re-
eiver responds with a CTS if it is ready to re
eive, ifthe medium is idle for at least SIFS. All stations thatlisten to RTS, CTS, or both, use the duration informa-tion to update the network allo
ation ve
tor used tovirtual 
arrier sensing. Hidden terminals hear the CTSand defer their transmission to avoid 
ollisions. Afterre
eiving CTS and waiting the medium to be idle forSIFS, the sender starts transmitting the frame, as inthe basi
 DCF. If the station does not re
eive a CTS,it enters the ba
ko� phase and retransmits the RTS.When using the RTS/CTS handshake, 
ollision maystill o

ur due to the di�erent transmission and in-terferen
e ranges. A transmission range spe
i�es thattransmission is possible within a 
ertain radius aroundthe sender. Within a se
ond radius 
alled interferen
erange, the sender may interfere with other transmis-sion by adding to the ba
kground noise [16℄. Onenode may not be able to 
ommuni
ate with anothernode but transmissions from both nodes may 
ollideat an intermediate node. This be
ause the interfer-en
e range is about two times the transmission rangefor WaveLAN wireless systems [21℄ used in our exper-iments.3 802.11 MAC and QoSThis se
tion des
ribes QoS related problems andQoS provisioning issues in 802.11 networks. Unfair-ness in bandwidth sharing and TCP instability prob-lems are presented. Moreover, servi
e di�erentiationte
hniques in 802.11 are des
ribed.3.1 UnfairnessThe use of MAC 802.11 in high load 
onditions may
ause unfairness problems. DCF must provide a fairbandwidth sharing, but unfairness in medium a

ess,mainly in multi-hop networks, is reported in [17, 19,18, 5, 22℄.Gerla et al. [17, 20℄ demonstrate that the intera
-tion between TCP and MAC ba
ko� timers in multi-hop networks 
auses unfairness due to medium 
ap-ture, i.e., some stations get a

ess to the mediumwhile others not. When two stations 
ontend for themedium and one is \pushed ba
k" by timeouts, the



binary exponential ba
ko� nature of both MAC andTCP timeouts make the situation progressively worsefor the looser [17℄, i.e., the binary exponential ba
ko�always favors the last su

eeding station [3℄. Bensaouet al. [3, 19℄, Vaidya et al. [18℄, and Agrawal et al. [5℄also des
ribe this kind of unfairness problem. Agrawalet al. [5℄ present a me
hanism that uses disjoint for-ward and reverse paths for TCP data and ACK pa
k-ets and a dynami
 
ontention-balan
ing s
heme to im-prove TCP performan
e by avoiding 
apture 
ondi-tions. Go� et al. [7℄ des
ribe a preemptive s
hemefor on-demand routing proto
ols that improves TCPperforman
e. This me
hanism initiates a new pathdis
overy before a link is broken, hen
e avoiding TCPba
ko� timer expiration.Xu and Saadawi [21, 22℄ present a TCP problemin multi-hop 802.11 networks 
alled neighboring nodeone-hop unfairness. This problem is due to one nodefailing to rea
h its adja
ent nodes. In this 
ase, thisnode will drop all queued pa
kets and will report aroute failure. Before a route is found, no pa
ket 
anbe sent out, what will probably 
ause a timeout in theTCP sender. Routing failure is rooted in the MACsublayer be
ause of 
ollisions 
on
erning routing mes-sages and RTS frames, as we will see in Se
tion 4.1.3.2 InstabilityUsing TCP over multi-hop wireless networks may
ause instability, i.e., throughput may vary signi�-
antly even if a single 
onne
tion is set up and network
ondition does not vary [22℄. By analyzing simulationtra
es, Xu and Saadawi [21, 22℄ found that this prob-lem is due to one node failing to rea
h its adja
entnode. One solution to this problem is to limit pa
kettransmission without a
knowledgment, i.e., by redu
-ing maximum window size of the transmitter [22℄.3.3 Servi
e Di�erentiation in the MAC802.11A number of re
ent proposals allow servi
e di�eren-tiation among stations or even among traÆ
 
lasses, inthe 802.11 standard. This di�erentiation is a
hievedby assigning di�erent priorities in the wireless mediuma

ess to stations that 
ontend for it. These proposalssuggest modi�
ations to the DCF mode.These te
hniques 
an be 
lassi�ed a

ording to theparameter used to a
hieve di�erentiation: DIFS, ba
k-o�, frame size, and RTS/CTS threshold.The DIFS-based s
heme 
onsists of 
on�guringwireless stations with di�erent values for this parame-ter a

ording to the priority that one wishes to assign

to ea
h station. The larger the DIFS, in the numberof slots, the smaller the station priority. To avoid 
on-tention among stations with di�erent priorities, themaximum 
ontention window of a station with prior-ity j added to DIFSj is 
hosen in su
h a way thatit is never larger than DIFSj+1 (lower priority). Thisguarantees that a higher priority station has no framesto send when a lower priority station starts transmit-ting [1℄.The ba
ko�-based s
heme 
onsists of assigning dif-ferent intervals (min and max) for the 
ontentionwindow of ea
h station or determining how the 
on-tention window evolves along with station/
ow prior-ity, number of retransmission retrials, and other fa
-tors. In [18℄, the 
al
ulated ba
ko� interval is propor-tional to the frame size to be sent and inversely propor-tional to the weight of the 
ow to whi
h the pa
ket be-longs. Therefore, stations with greater weights (higherpriority) 
hoose smaller ba
ko� times. The in
lusionof the frame size provides a weighted fair share ofthe bandwidth. Thus, this s
heme implements, in adistributed way, the weighted fair-queuing s
hedulingme
hanism. In [1℄, the 
ontention window intervalsare 
al
ulated a

ording to the priority established forea
h station. Aad et al. [2℄ also present a me
hanismthat assigns di�erent priorities for di�erent destina-tions, i.e., per-
ow di�erentiation. In [9, 10℄, the au-thors propose a s
heme where the priority of the nextframe to be sent is in
luded in RTS and CTS 
ontrolframes, data frame, and the 
orresponding ACK. Sin
eall stations in the same 
overage area hear this infor-mation, they 
an maintain a table with the 
urrenthead-of-line frames of all stations that 
ontend for themedium. The 
ontention window interval is 
al
ulatedthen by ea
h station a

ording to the position (rank),in terms of priority, of its frame in that table. Bensaouet al. [19, 3℄ propose a s
heme of di�erentiated ba
ko�in whi
h ea
h station adjusts its 
ontention windowa

ording to the estimate of its bandwidth share andthe share obtained by the other stations. The mainidea is to allow all stations to transmit using the de-fault 
on�guration if the total load is smaller than thelink 
apa
ity. In 
ase of ex
eeding the link 
apa
ity,ea
h station should obtain an a

ess proportional toa sharing index previously established in the admis-sion 
ontrol. In the next se
tion, we evaluate the de-gree of di�erentiation one 
an obtain by using the twos
hemes des
ribed before.The two s
hemes des
ribed below establish a
oarser di�erentiation. In the te
hnique based on theframe size, stations with higher priority use largerframe sizes in their transmissions. This s
heme 
on-



trols the time a station retains the medium after win-ning a 
ontention for it.The te
hnique based on the RTS/CTS threshold
onsists of the use of medium reservation through theRTS/CTS handshake. Stations with thresholds val-ues larger than frame sizes of a 
ertain 
ow will notuse RTS/CTS. These frames will have higher 
ollisionprobability and 
onsequently a lower priority.The 802.11e [14, 8℄ introdu
es a new 
oordinationfun
tion, 
alled HCF (Hybrid Coordination Fun
tion),whi
h provides 
ontention-based and 
ontention-freea

ess modes. In the 
ontention-based a

ess, 
alledEnhan
ed DCF (EDCF), the 
ontending 
ows use dif-ferent DIFS and CWmin settings.4 Simulation ResultsIn this se
tion, we aim at providing an exhaustiveanalysis of the unfairness and instability problems dis-
ussed above. Moreover, we are interested in evaluat-ing the di�erentiation level o�ered by modifying MACparameters, su
h as DIFS and 
ontention window, indi�erent s
enarios. The Network Simulator ns-2 [6℄is used in the simulation studies. We have used thefun
tionalities of 802.11 networks added with servi
edi�erentiation, ad ho
 routing proto
ols, and CBR andTCP traÆ
 sour
es.4.1 Unfairness ProblemThe �rst analysis is related to the unfairness prob-lem. Figure 1 presents two s
enarios used in this ex-periment. Arrow lines indi
ate traÆ
 between stationsand dashed lines mean that stations are in the 
om-muni
ation range of ea
h other but there is no traÆ
between them. We use stati
 nodes and a small topol-ogy be
ause we need to limit link failures in order tobe able to present an in-depth analysis of the unfair-ness problem. Nodes are 200 m far from ea
h other,what allows a node to dire
tly 
ommuni
ate only withits neighbor nodes. The 
hannel 
apa
ity is 11 Mbps.The nominal transmission range is about 250 m andthe nominal interferen
e range is about 500 m.As pointed out by Xu and Saadawi [22℄, TCP traf-�
 in
reases the problems in the MAC sublayer. Inorder to evaluate the unfairness problem without 
on-sidering this in
uen
e, CBR sour
es are used. BothCBR 
ows generate 1000-byte pa
kets and the inter-val between these pa
kets is varied in the simulations.Communi
ation between nodes 0 and 1 (
ow 0) startsat 0 s and 
ow 1, between nodes 2 and 3, starts at

flow 1flow 0

flow 1flow 0

0 1 2 3

Scenario 0

0 1 2 3

Scenario 1Figure 1: S
enarios used in simulations.5 s. Figures 2(a) and 2(b) show the throughput ob-tained by these two 
ows within ea
h 5 s time inter-val for both DSDV (Destination-Sequen
ed Distan
eVe
tor) [15℄ and DSR (Dynami
 Sour
e Routing) [4℄routing proto
ols, respe
tively.For DSDV and a CBR rate of 1500 kbps (Fig-ure 2(a)), several pa
kets are dropped at the beginningof the 
ommuni
ation be
ause node 0 is short of bu�erspa
e on the interfa
e queue between MAC and logi
allink sublayer. The reason for that is the la
k of routefrom node 0 to node 1. After obtaining all routes, someDSDV routing pa
kets, whi
h are sent in broad
astwith no RTS/CTS handshake, from node 3 and RTSframes from node 0 to node 1 are dropped be
auseof 
ollisions between them, i.e., broad
ast transmis-sions from node 3 interfere with uni
ast transmissionsfrom node 0 to node 1 and vi
e versa. In addition,ACK frames from node 1 to node 0 
ause dropping ofDSDV routing pa
kets on node 2. These dropped rout-ing pa
kets do not a�e
t the throughput of 
ow 1 sin
ein the ns-2 implementation [4℄ the number of periodi
update missed before a link is de
lared broken2 is 3,whi
h is never rea
hed for this experiment. Figure 2(b)shows the throughput for DSR. For this proto
ol, linkbreakage dete
tion feedba
k from the MAC sublayer isused. The MAC sublayer signals when the maximumnumber of retransmissions is rea
hed. In this experi-ment, few RTS frames from nodes 0 and 2 are droppedbe
ause of 
ollisions. As a 
onsequen
e there is no linkbreakage. Therefore, when the aggregate rate of theCBR 
ows is not higher than the maximum a
hievablethroughput, whi
h is around 3.6 Mbps for this experi-ment, fairness is a
hieved in the bandwidth allo
ation.For a CBR rate of 3000 kbps, several data pa
ketsare dropped at the interfa
e queue, sin
e the aggregate2In the ns-2 implementation, for DSDV there is no link break-age dete
tion from the 802.11 MAC proto
ol [4℄.
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(b)Figure 2: Throughput for s
enario 0 and CBR rate of1500 kbps.rate is higher than the maximum a
hievable through-put. When DSDV proto
ol is used (Figure 3(a)),
hannel sharing is not fair. For example, from 210 sto 305 s, DSDV routing messages from node 3 aredropped on node 2 be
ause of 
ollisions and a linkbreakage is de
lared. Sin
e node 2 has no route tosend pa
kets to node 3 and the maximum number ofpa
kets bu�ered per node per destination is �ve inns-2 [4℄, several pa
kets are dropped at the interfa
equeue until a new route is found. This o

urs again at455 s. Figure 3(b) shows a fair bandwidth sharing forDSR.The main reason for unfairness at 4500 kbps ratewhen DSDV is used (Figure 4(a)) is the number of
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(b)Figure 3: Throughput for s
enario 0 and CBR rate of3000 kbps.routing messages whi
h are dropped on node 2 be-
ause of 
ollisions with node 0 transmissions (data orRTS frames). Unfairness is mu
h greater be
ause theaggregate rate is higher. For DSR (Figure 4(b)) be-sides dropped pa
kets at the interfa
e queue, there arealso pa
kets from node 2 that expire after waiting fora route from 5 s to 25 s.We observe in the s
enario 0 that 
ow 0 is alwaysfavored against 
ow 1. This be
ause large data framesfrom 
ow 0 
ompete with small ACK frames from
ow 1. Therefore, s
enario 1 has been used to assessthe throughput performan
e when data frames fromboth 
ows may 
ollide. In this s
enario, retransmis-sions of RTS frames are mu
h more frequent than for
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(b)Figure 4: Throughput for s
enario 0 and CBR rate of4500 kbps.s
enario 0 be
ause data are sent from node 3 to node 2and neither node 0 nor node 1 
an listen to node 3 dataframes. The same problem happens for node 0 trans-missions. We expe
t performan
e redu
tions for bothrouting proto
ols.For DSDV (Figure 5(a)), 
hannel sharing is fair butmany data pa
kets are dropped at nodes 3 and 0.For example, when node 3 (or node 0) fails Short-RetryLimit times, whi
h is seven in ns-2, to rea
hnode 2 (or node 1), the pa
ket is dropped. ForDSR, when the maximum number of retransmissionsis rea
hed, a link breakage o

urs. For example, inFigure 5(b) at 302 s, the route from node 3 to node 2is lost. As a 
onsequen
e, many node 3 pa
kets expire
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(b)Figure 5: Throughput for s
enario 1 and CBR rate of1500 kbps.
before a new route is dis
overed. Route is reestab-lished at 312 s. The same happens to 
ow 0, for ex-ample at 90 s.When the aggregate rate is higher than the maxi-mum a
hievable throughput for DSDV (Figures 6(a)and 7(a)), pa
kets are dropped, most of them at theinterfa
e queue. Frequently one station 
aptures the
hannel when the other fails to rea
h its re
eiver. ForDSR (Figures 6(b) and 7(b)), when the CBR rate in-
reases, unfairness grows due to the great number ofexpired pa
kets.
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(b)Figure 6: Throughput for s
enario 1 and CBR rate of3000 kbps.4.2 Instability ProblemSimulations related to the TCP instability problemhave also been performed on the four-node topologyused in the previous experiments. A TCP 
onne
tionis set up between nodes 0 and 3. The TCP pa
ketsize is 1 kbytes and an FTP appli
ation, whi
h alwayshas data to send, is used. The 
hannel 
apa
ity is2 Mbps and the DSR proto
ol is used. TCP maximumtransmission window size is varied in the simulations.Throughput is plotted over 1.0 s intervals.As the network 
ondition does not vary, TCPthroughput should stay stable around an operationpoint. Figure 8(a) shows that for a window size of 64,

 0
 500

 1000
 1500
 2000
 2500
 3000
 3500
 4000
 4500
 5000

 0  50  100  150  200  250  300  350  400  450  500

th
ro

ug
hp

ut
 (

kb
ps

)

time (s)

DSDV: topology = 1, interval = 5.0, rate = 4500

Flow 0
Flow 1

(a)

 0
 500

 1000
 1500
 2000
 2500
 3000
 3500
 4000
 4500
 5000

 0  50  100  150  200  250  300  350  400  450  500

th
ro

ug
hp

ut
 (

kb
ps

)

time (s)

DSR: topology = 1, interval = 5.0, rate = 4500

Flow 0
Flow 1

(b)Figure 7: Throughput for s
enario 1 and CBR rate of4500 kbps.there are intervals on whi
h node 0 does not re
eiveany ACK. For a window size of 4 (Figure 8(b)), node 0always re
eives ACKs. A

ording to simulation tra
es,there are RTS 
ollisions due to the di�erent transmis-sion and interferen
e ranges. Most of these 
ollisionso

urs at node 2 when node 3 sends an RTS to node 2(node 3 wants to send a TCP ACK) and node 0 issending a TCP data frame or an RTS to node 1. Sin
efor this experiment the nominal transmission range isabout 250 m and the nominal interferen
e range isabout 500 m, node 3 does not listen to the transmis-sion of node 0 and 
ollisions o

ur (hidden terminalproblem). When node 3 fails to rea
h node 2 Short-RetryLimit times, the MAC sublayer reports a link
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(b)Figure 8: Throughput with TCP window size of 64 (a)and 4 (b).breakage to its upper layer and a route failure event isnoti�ed. Before a route is found, no data pa
ket 
anbe sent out and usually this 
auses a timeout in theTCP sender, degrading TCP performan
e. TCP inFigure 8(b) does not present this instability problembe
ause the maximum number of pa
kets sent at onetime (ba
k-to-ba
k) is four. There is a lower probabil-ity of an intermediate node failing to get the medium.Hen
e, a link breakage due to this failure is less likely.4.3 Di�erentiationThe topology used in the di�erentiation experi-ments 
onsists of three 802.11 stations transmitting

to a fourth station (Figure 9). All stations generatea 1.8 Mbps CBR traÆ
 with pa
ket sizes of 1 kbytes.The distan
e between transmitting stations and there
eiving station is 50 m, i.e., within the transmissionrange of 250 m. The ad ho
 routing proto
ol is DSDVand the 
hannel 
apa
ity is 11 Mbps. The maximuma
hievable throughput in this 
hannel is largely de-pendent on the frame size used by the sour
es, theuse of the RTS/CTS handshake, the number of sta-tions 
ontending for the medium, and di�erentiationparameters su
h as DIFS and the 
ontention windowinterval. For instan
e, when only one CBR sour
e 
on-tends for the medium and uses pa
kets of 1 kbytes anddefault values for di�erentiation parameters, the max-imum a
hievable throughput is 3.6 Mbps. Stations 1,2, and 3 start their transmissions at 0 s, 10 s, and 20 s.The throughput obtained by ea
h station at ea
h 1 sinterval is evaluated.
1

2 4

3

Figure 9: S
enario used in di�erentiation simulations.In the �rst s
enario, no di�erentiation me
hanismis used, i.e., all stations have the same default 
on-�guration for di�erentiation parameters. Figure 10(a)shows the throughput obtained by ea
h station. The
hannel 
apa
ity is fairly shared among all stations.Following, the di�erentiation level provided by theDIFS-based s
heme is analyzed. The default value forDIFS in ns-2 is 2 slots plus SIFS. Stations 1, 2, and 3have their DIFS 
on�gured with 2, 4, and 6 slots plusSIFS, respe
tively. Figure 10(b) shows the throughputdi�erentiation. Between 10 s and 20 s, only two sta-tions fairly share the 
hannel be
ause their aggregaterate is inferior to the maximum a
hievable through-put. When the third station starts transmitting, the
hannel 
apa
ity is lower than the total traÆ
 and dif-ferentiation starts. Station 1 obtains more bandwidththan stations 2 and 3 be
ause it has the smallest DIFS.We also evaluate the performan
e gain of 
hang-ing the 
ontention window size. Transmittingstations have their 
ontention window intervals



([CWmin,CWmax℄) 
on�gured to [31:1023℄, [63:2047℄,and [127:4095℄. DIFS is the same for all stations. InFigure 10(
), the station with the smallest minimum
ontention window (CWmin) obtains more bandwidth.We also evaluate the degree of throughput 
ontrolone 
an obtain by modifying the di�erentiation pa-rameters. A CBR 
ow and a long-term TCP 
onne
-tion from station 1 to station 4 are used. Both 
on-ne
tions use 576-byte pa
kets. Three di�erent exper-iments have been performed. One provides no di�er-entiation and the others modify DIFS and minimum
ontention window size, respe
tively. DIFS and the
ontention window interval are kept 
onstant when nodi�erentiation s
heme is used. For DIFS, the num-ber of slots is in
reased by eight slots every se
ond.CWmin assumes the value of the next power of twominus one slot every 5 s.Figures 11(a) and 11(b) show the throughput vari-ation. We observe a linear redu
tion of the good-put a
hieved by both 
onne
tions under the DIFS-based s
heme. We observe a drasti
 redu
tion of thethroughput every time the CWmin is in
reased.In order to evaluate the laten
y di�erentiation inthe medium a

ess, Table 1 shows the 90th and 95th-per
entile values of laten
y for ea
h 
ow in the three
ases. Results show that the 
ontention window di�er-entiation s
heme is more e�e
tive in providing laten
ydi�erentiation.Table 1: Laten
y di�erentiation.s
heme station 90th per
. (ms) 95th per
. (ms)no di�. STA1 371.27 393.15STA2 371.66 388.92STA3 384.83 405.05DIFS STA1 295.26 307.15STA2 381.43 396.56STA3 496.19 515.74
w STA1 7.91 9.67STA2 339.04 346.01STA3 783.52 806.764.3.1 In
reasing the number of stationsIn the following s
enario, we evaluate the level ofservi
e di�erentiation a
hieved when the number ofstations that share the same wireless 
hannel is in-
reased. All stations transmit to the same re
eivingstation. Three di�erent servi
e 
lasses are used. Inthe DIFS-based s
heme, stations in the servi
e 
lass 1,2 and 3 use DIFS equal to 2, 4, and 6 slots plus
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(b) FTPFigure 11: Throughput 
ontrol by varying DIFS and
ontention window intervals.
SIFS, respe
tively. In the 
ontention window s
heme,transmitting stations in the servi
e 
lass 1, 2 and 3have their 
ontention window intervals 
on�gured to[31:1023℄, [63:2047℄, and [127:4095℄, respe
tively.Figures 12(a) and 12(b) show the average through-put of stations that belong to one of the servi
e 
lasses.The number of stations per 
lass is in
reased from 3 to10. Figures also show 95% 
on�den
e intervals. Thesame throughput di�erentiation is a
hieved with thepresen
e of an in
reasing number of stations.
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(b) CWFigure 12: Average throughput when in
reasing thenumber of stations per servi
e 
lass.4.3.2 Adding mobility to the stationsWe now evaluate the in
uen
e of mobility in thedi�erentiation level a
hieved by the di�erent s
hemes.In this s
enario, all stations follow a random gener-ated movement pattern, 
alled random-way point [6℄,in whi
h transmitting stations always stay within therange of the re
eiving station. Average speed of ea
hstation is 10 m/s with movement pauses of 20 se
ondsin average. The number of stations is in
reased in ea
hsimulation run as des
ribed in Se
tion 4.3.1.Figures 13(a) and 13(b) show the average through-put obtained by stations within the same servi
e 
lass,as des
ribed before. Results show that the through-
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(b) CWFigure 13: Average throughput for mobile stations.put di�erentiation takes e�e
t even in the presen
e ofmobility, however, larger 
on�den
e intervals are ob-served. The average speed and pause have been variedin di�erent simulation runs. The same di�erentiationbehavior is obtained.5 Con
lusionWe have presented major problems in providingQoS in IEEE 802.11 networks. Unfairness in the allo-
ation of 
hannel 
apa
ity, TCP throughput instabil-ity, and servi
e di�erentiation have been analyzed bysimulation.Ad ho
 network s
enarios have been 
reated to as-

sess the fairness in the allo
ation of bandwidth be-tween di�erent stations and the TCP performan
e.Results show that ad ho
 routing proto
ols have agreat in
uen
e on the unfairness and on TCP through-put instability due to su

eeding routing failures orig-inated by the MAC sublayer.DIFS and ba
ko�-based s
hemes for servi
e di�er-entiation have been evaluated. These approa
hes havebeen applied to provide a station-based di�erentiationinstead of a per-
ow di�erentiation. We have assessedthe in
uen
e of the number of stations and of mobil-ity on throughput and laten
y di�erentiation. Resultsshow that DIFS-based s
hemes 
an provide a �ne-grained throughput di�erentiation when 
ompared toba
ko�-based ones. Ba
ko�-based s
hemes, however,are more e�e
tive in providing laten
y di�erentiation,whi
h is important for real-time traÆ
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