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Abstract-TCP performs at an acceptable efficiency over the
traditional wired networks where packet losses are usually caused
by network congestion. However, in networks with wireless links in
addition to wired segments this assumption would be insufficient,
as the high wireless bit error rate could become the dominant
cause of packet loss and thus TCP performs sub-optimum under
these new conditions. As the main reason of this poor performance
for TCP we may raise the fact that TCP cannot distinguish
between packet losses due to wireless errors from those due to
congestion. Moreover, TCP sender cannot keep the size of its
congestion window at optimum level and always has to retransmit
packets after waiting for timeout, which significantly degrades
end-to-end delay performance of TCP. In this paper, we evaluate
the delay and loss recovery performance of a new algorithm named
Explicit Loss Naotification with Acknowledgement. Experimental
results show that the proposed scheme improves both throughput
and delay performance of TCP in wireless environment
significantly.

l. INTRODUCTION

In the course of the accelerated contention of wireless
technologies with wired technologies, broadband wireless
service has become a reality, and wireless network is attainable.
In this trend, third generation wireless networks are going to
start their service soon. These 3G systems have been planned to
use a packet core network (potentially, an IP core network) in
contrast to the circuit-switched network used in second-
generation systems. This packet core network has been planned
in order to provide service to the emerging packet-based
applications, and in particular the Internet applications, more
efficiently while still it can handle voice and other circuit-based
applications. 3G systems promise higher data bit rates around
384 kbps to mobile users and up to 2 Mbps to indoor mobile
hosts than their 2G counterparts.

When considering transmission of Internet-based generated
traffic over the wireless network, TCP/IP protocol suite and in
particular the Transmission Control Protocol (TCP) become the
most important issue to be considered. This is because of the
fact that in most situations, a mobile host will have some type
of communications with a fixed host connected to the wired part
of the network, as illustrated in Fig. 1. Thus, any extension of
the wired Internet into wireless environment should consider
usage of a similar protocol stack and also minimal change in the
software deployed in the fixed hosts. TCP is the most
commonly used transport protocol in the Internet and thus any
migration from wired to wireless environment would involve
the usage of TCP. However, since TCP assumes congestion in

the network to be the primary cause for packet loss and
unusual delays, it could affect its performance when there are
other reasons for packet loss and delay. In the context of TCP
literature, we know that the TCP receiver sends cumulative
acknowledgments (ACKs) for successfully received
segments, with which the TCP sender determines which
segments have been successfully received. The TCP sender
identifies the loss of a packet either by the arrival of several
duplicated cumulative ACKs, triggering a fast retransmission,
or by the absence of an ACK for a timeout interval equal the
sum of the smoothed round-trip delay and four times its mean
deviation. TCP reacts to packet losses by retransmitting lost
packets, and simultaneously invoking congestion control by
reducing its congestion window size and backing off its
retransmission time. These measures reduce the level of
congestion on the intermediate links [1].

Recently, there have been vast research activities
comparing the performance of TCP in high-BER and high-
latency channels (e.g., see [2-4]) and modification proposals
to improve its performance in terrestrial cellular and satellite
wireless networks [5-11]. In [11], authors have discussed the
inefficiency of TCP for heterogeneous wired/wireless
networks and introduced a new scheme, called explicit loss
notification with acknowledgement based on the Snoop
protocol [6], to improve the TCP performance in those
networks. The proposed method has been compared with
other methods already proposed to alleviate this inefficiency
and it has been shown that how the proposed method could
achieve superior throughput performance. The delay
performance of the proposed scheme, however, has not been
investigated.

In this paper, after a brief review of the proposed method in
[11] and its throughput performance, we will provide an
experimental framework to evaluate the delay and loss
recovery performance of the new algorithm. The main
advantage of the proposed scheme compared with other
algorithms is its ability to judge the reason of packet loss by
using information contained in the acknowledgment packet
transmitted back from the TCP receiver. We will show that
how this information availability reduces the undesirable
transmission delay in the network. The delay performance
study will be justified by looking at the TCP congestion
window evolution before and after this improvement.
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Fig. 1. TCP packet flow in a heterogeneous wired/wireless network.

1. DESIGN ALTERNATIVES AND RELATED WORKS

TCP has the ability to probe unused network bandwidth by a
mechanism called slow start and also to back off the
transmission rate upon detection of congestion through the
congestion avoidance mechanism [1]. At the connection startup,
TCP initializes a variable called congestion window to a value
of one segment. This variable determines the transmission rate
of TCP. The window size is doubled at every round trip period
and then increases linearly until a packet loss is experienced. At
this time, the congestion avoidance phase is commenced, the
window size is halved, and the lost packet is retransmitted.
During this phase of TCP, the window size is increased only
linearly by one segment at each round trip period and might be
halved again upon detection of another packet loss. If the
retransmitted packet is lost, the timeout mechanism employed
in TCP reduces the window size to one. Since all these
procedures are performed at the periods equal to round trip
delay of the channel, the system throughput could be degraded
significantly where high-latency channels are involved.

There are some modifications to the basic TCP that can be
made in order to perform more efficiently in high-latency and
error-prone wireless networks with Internet services. Selective
acknowledgment (SACK) TCP [9] for example is a method in
which multiple losses in a transmission window can be
recovered in one round trip period instead of two in the basic
TCP. TCP for transactions (T/TCP) also reduces the user
perceived latency to one round trip delay for short
transmissions. In TCP spoofing, a router close to the base
station is considered, which sends back acknowledgments for
the TCP data. The responsibility of any segment loss in this
method is left to the router. In another method, called split TCP
[7-8], a TCP end-to-end connection is divided into multiple
TCP connections (wired and wireless types) and a special
wireless TCP connection is employed for the wireless link part.
The method, which sometimes called Indirect-TCP, tries to
separate packet loss over wired and wireless parts of the link
(commonly occurred because of different reasons, i.e.
congestion versus bit error rate) but asks for having kind of
violation in the semantics of the TCP as an end-to-end protocol.

Link layer protocols are another alternative for improving the
poor performance of TCP over wireless link [5]. In those
methods usually forward error correction (FEC) or automatic
repeat request (ARQ) methods are used to improve the
performance. Independent timer reaction at link and transport

layers that may result in unnecessary retransmissions, fast
retransmission interaction, and large round-trip variations are
considered as major problem with link-layer approaches [10].

The last enhancement to TCP for wireless channel that we
review here is called Snoop protocol [6]. In this method, the
base station is equipped with a module called snoop agent,
which its role is to monitor the TCP packets transmitted from
a fixed host to a mobile host and vice versa. The agent caches
all those packets locally and in the case of receiving duplicate
acknowledgments (ACKSs), retransmits the packets promptly
and suppresses duplicate ACKs. The Snoop protocol
performs retransmission of lost packets locally (at the base
station) and hence avoids lengthy fast retransmission and
congestion control at the sender side. By this method, end-to-
end semantics of TCP is maintained and performance of TCP
is improved. The Snoop protocol is mainly used for the fixed
host to mobile host direction, though an explicit loss
notification algorithms complementing the Snoop on the
mobile host to fixed host direction has been later proposed in
[10]. A comprehensive comparison between the methods
proposed for improving TCP performance over wireless
channel is given in [2].

1. IMPLEMENTATION OF EXPLICIT LOSS NOTIFICATION WITH
ACKNOWLEDGEMENT SCHEME

The poor performance of TCP in error-prone wireless
networks is mainly due to lack of explicit information at the
transport layer on the reason of a packet loss. This type of
information was not required when TCP has been developed
since TCP has been designed to work in wired networks with
low bit error rates and where the main reason for the packet
loss was network congestion. Other unusual reasons in those
networks could be ignored without any difficulty in operation
of window-based and timeout-based TCP. For the wireless
networks, if we can explicitly inform TCP the reason of a
packet loss, then TCP will be able to maintain its throughput
(i.e. not to reduce the congestion window size) if the packet
has been lost not because of network congestion.

The methods reviewed in the previous section tend to
improve the performance of TCP in wireless networks. But
none of these algorithms actually lets TCP sender knows
clearly whether the packet is lost due to wireless error or
network congestion. This makes the TCP sender retransmits
the packet as usual (or quicker than usual) and then cannot
keep the throughput high in the error prone environment.

Snoop protocol [6] is a good scheme to improve the
performance of TCP in wireless network on fixed host to
mobile host direction. But the Snoop protocol retransmits the
lost packet like other link layer solutions, now locally but
through its snoop agent. The Snoop protocol also suffers
from not being able to completely shield the sender from the
wireless losses.

Based on Snoop protocol, in [11] we proposed a new
protocol called Explicit Loss Notification  with



Acknowledgment (ELN-ACK), which can remedy limitations
of the Snoop protocol. In ELN-ACK protocol implementation,
we need to make modifications to the structure of
acknowledgment packet, and the software part at base station,
mobile host and fixed host. Those modifications, however, can
be maintained at minimal compared with other schemes. The
method still looks at the throughput and delay performance
improvement of TCP on the fixed host to mobile host direction.
In the following part, we summarize important features and
elements deployed in this protocol. More details can be found in
[11].

A. New Acknowledgment Packet

In ELN-ACK a new form of acknowledgment packet called
ACKg n is used. The sequence numbers of the four most
recently lost packets judged by the mobile host and one bit
(called ELN bit) to indicate the reason of the lost packet, are
included in the ACKg, y acknowledgment packet.

The ELN bit is judged at the base station. ELN agent at the
base station (to be introduced shortly) checks the information
stored in the ELN bit to see if the packet has been lost before it
is arrived at the base station. After the ACKg,y is processed by
the ELN agent at base station, it continues to transmit back to
fixed host. When the fixed host (the original sender) receives
the ACKgy, the TCP sender will know the reason of packet
loss from the ELN hit, explicitly.

B. ELN-ACK Agent at the Base Station

Similar to the snoop agent used in the Snoop protocol [6], an
ELN-ACK agent is introduced at the base station that has two
main functions. The first one is to judge and store the packet
loss information transmitted from the fixed host. The second
function is to judge the value of ELN bit. When the base station
receives an ACKGgy, it will judge the reason for lost packet
based on the stored information in the acknowledgment packet.
Data processing procedure at the ELN-ACK agent is very
similar to the one used in the Snoop protocol [6].

C. TCP Sender Procedure

When the fixed host receives the ACKgy, it acts with the
information stored in the ELN bit. If the ELN bit is ‘1,” it means
that the corresponding packet is lost due to wired segment
congestion and thus it will proceed with the same procedure as
in the window algorithm. If the ELN bit is “0,” it means that the
corresponding packet is lost due to wireless error and thus it
retransmits the packet immediately without any window
reduction.

V. SIMULATION AND THROUGHPUT PERFORMANCE

We performed several experiments to measure the
perfomance of data transfer from fixed host to mobile host.
Figure 2 shows a simple network used for the simulations in
this paper to send TCP packets from a fixed host to a mobile
host. The base station includes a finite-buffer drop-tail gateway,
and the network consists wired and wireless links. ELN-ACK
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Fig. 2. Simulation topology.

protocol has been implemented using C++ programming and
Network Simulator (NS-2) simulation package [12] has been
used to simulate the TCP packet transmission in
wired/wireless segments of the network. In the simulation,
some parameters can be set to indicate different network
conditions. Those parameters are summaried as in following:

1. Buffer size (B, packets) in the base station

2. Propagation delay (D, msec) which includes: a) the
time between the release of a packet from the source
and its arrival into the link buffer; b) the time
between the transmission of the packet on the
bottleneck link and its arrival at its destination; and c)
the time between the arrival of the packet at the
destination and the arrival of the corresponding
acknowledgment at the source

3. The bandwith (U, packets/msec) of bottleneck link
from base station to mobile host.

The throughput performance (i.e., the total number of
original packets received by the receiver in a given period of
time) of ELN-ACK, TCP Reno, TCP Tahoe, TCP Snoop,
TCP Sack, TCP-Split have been investigated under different
network conditions.

Figure 3 compares the throughout performance of
different TCP protocols and the proposed TCP with ELN-
ACK. Based on the results shown in this figure, the Snoop
and ELN-ACK protocols provide significant improvement
when the packet loss rate becomes larger than around
0.3%. The throughput performance of the Snoop and ELN-
ACK protocols however, remains very close until the
packet loss rate of 1% but after that, the ELN-ACK
outperforms the Snoop protocol. The better performance of
Snoop and ELN-ACK compared with other TCP methods
is clear since these two protocols provide better
differentiation of the packet loss types over wireless link
(bit error-related packet loss) and the that of wired link
(congestion-related packet loss). However, the ELN-ACK
protocol improves the throughput performance even more
by sending information on the reason of packet loss to the
TCP sender whereas the Snoop protocol tries to handle all
wireless-related losses at its snoop agent located in the
base station. In other words, the ELN-ACK protocol adds
extra features to the Snoop protocol and immunes all
packet loss even when the packet loss rate is high and the
snoop agent cannot handle them.
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Fig. 3. Throughput performance comparison for B = 5 packets, D = 0.2
msec, and U = 100 packets/msec.

V. DELAY AND LOSs RECOVERY PERFORMANCE

TCP-Reno [1] is the most popular type of TCP used in the
Internet. It contains a number of algorithms to control the
network congestion while maintaining a good user throughput.
TCP-Reno’s fast recovery algorithm is optimized for the case
where a single packet is dropped for a window of data, but can
suffer from performance problems when multiple packets are
dropped due to the wireless error. In this section we illustrate
the problem of TCP-Reno, show the end-to-end performance
degradation of TCP-Reno in high packet loss rate wireless
channel. We also compare the simulation results of the TCP-
Reno algorithm with ELN-ACK to show the delay performance
improvement of the TCP with ELN-ACK.

If the packet is successfully transmitted from sender host to
the receiver, the end-to-end delay is mainly determined by
propagation delay, service time and queuing at the base station.
But if the packet is lost due to network congestion or wireless
packet loss, the TCP sender has to retransmit the lost packet by
performing a loss recovery process and awaiting time out. As a
result, the end-to-end delay becomes significantly long when a
timeout happens.

Figures 4 to 6 show the delay of 200-packet transmission
using TCP-Reno and the proposed ELN-ACK protocols. TCP-
Reno has quite good end-to-end delay performance in absence
of wireless error, as shown in Fig. 4. The mean end-to-end
delay is about 0.15~0.2 second. There are two packets with
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Fig. 4. End-to-end delay for TCP-Reno (without wireless error)
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Fig. 5. End-to-end delay for TCP-Reno (wireless
packet loss rate = 0.1)
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Fig. 6. End-to-end delay for ELN-ACK (wireless packet
loss rate = 0.1)

delay around 0.5 second; this is due to network congestion,
and these two packets will be retransmitted by the loss
recovery mechanism.

In Figs. 5 and 6 the packet loss rate on the wireless link is
0.1; it means that in every 200-packet transmission there are
about 20 packets lost in the wireless channel. Based on the
simulation results, in TCP-Reno the mean transmission delay
is about 0.15~0.25 second and we can see that in 200 packets
transmission, there are 24 packets whose transmission delay
is significantly above 0.2 second. These packets are lost
somewhere (either because of network congestion or wireless
error) in the network. Of the 24 retransmitted packets, 11
packets have the delay around 0.4 to 0.6 second; that means
these packets are retransmitted by loss recovery mechanism
without invoking time out, 13 other packets have a delay
around 1 to 1.4 second, which means that these packets are
timed out. Due to the wireless packet loss, the TCP sender
always has to wait for time out before retransmitting a lost
packet. The ELN-ACK algorithm can efficiently avoid the
timeout by retransmitting a lost packet immediately. Figure 6
shows that there is no packet delay above 1 second in the
ELN-ACK algorithm; all lost packets are retransmitted by
loss recovery mechanism or by fast retransmission. From Fig.
6 we can find that the mean end-to-end delay for packet
transmission is about 0.1~0.2 second. There are 23 packets
with end-to-end delay between 0.4 to 0.6 seconds. Most of
these packets are lost in wireless channel when it is first
transmitted by the TCP-sender. Unlike the TCP-Reno, the



TCP sender knows these packets are lost due to wireless error
and not due to network congestion. Thus the lost packet can be
retransmitted  efficiently without incurring any window
deduction, which avoids long idle time to wait for timeout.

The main reason for the occurrence of these timeouts in the
TCP-Reno algorithm is the small congestion window, which
makes TCP sender not to get enough duplicate acknowledgment
in the procession and that the number of arriving duplicate
ACKs is not sufficient to trigger a fast retransmission. The
result is a timeout-driven retransmission that keeps the link idle
for long periods of time. Figures 7 and 8 show the congestion
window size in the procession of transmitting 200 packets for
TCP-Reno and TCP with ELN-ACK, respectively. From Fig. 7
we can see the window cannot be open big enough and is
always reduced to one due to timeout. So in a high packet loss
environment, the TCP-Reno cannot efficiently transmit packet.

When there is no wireless packet loss, the only packet loss in
transmission is due to network congestion. The TCP-Reno
sender retransmits packet by using the loss recovery algorithm.
The window size is halved when loss recovery happens, but no
time out happens, because the congestion window is kept big
enough and there are sufficient duplicate ACKs transmitted
back to trigger the loss recovery. The ELN-ACK performs
similarly in presence of wireless error, as shown in Fig. 8.

From the above discussion, it can be seen that the ELN-ACK
is an effective way that can retransmit the lost packet quickly
due to wireless error, keep the congestion window wide, and
thereby eliminating timeout and long idle time periods.
Compared with TCP-Reno, ELN-ACK algorithm significantly
improves the end-to-end delay performance.

VI. CONCLUSIONS

In this paper, we have evaluated the delay performance of the
new ELN-ACK TCP technique that has been already proposed
for wireless networks. ELN-ACK is an enhanced TCP
technique for wireless channel, which performs high throughput
performance in an error prone environment by explicitly
notifying the cause of a packet loss, whether it is because of
network congestion or wireless error. Simulation results have
shown that the new transport protocol is robust and can
significantly improve both TCP throughput and end-to-end
delay in wireless networks compared with traditional TCP
schemes and its modified versions already proposed for wireless
channel. The improvement for high-speed wireless links is more
significant when loss rate is high in the wireless link.
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