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Abstract. There are many definitions for Mobile Electronic Commerce (M-
Commerce). We define M-Commerce as any type of transaction of an economic
value having at least at one end a mobile termina and thus using the mobile
telecommunications network. The Wireless Application Protocol (WAP) plays
an important role in m-commerce by optimizing Internet standards for the
constraints of the wireless environment and thus bridging the gap between
Internet and mobile world. Mobile Network Operators can play a mgjor role in
m-commerce by being drategically positioned between customers and
content/service providers. In this paper we investigate the roles the operator can
play in m-commerce and discuss respective problems and emerging issues.

1 Introduction

Internet has made available a wide range of applications and services over the World
Wide Web at alow cost. Millions of users enjoy the benefits accrued by Internet, by
using their desktop computers or portables. At the same time, the number of users of
mobile terminals (phones, PDAS®, and communicators?) is continuously increasing.
The miniature size of mobile terminals and the fact that they can easily fit in a pocket
and carried everywhere makes them an ideal channel for offering personalized and
localized services to the continuously increasing number of mobile users. We define
Mobile electronic commerce (M-Commerce) as any type of transaction of an
economic vaue having at least at one end a mobile terminal and thus using the mobile
telecommunications network. This means, that E-Commerce transactions performed
by a mobile customer via a fixed termina (e.g. from a hotel room) or via a portable
computer that is connected to the Internet via a modem and wired network are not
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included in our definition of M-Commerce. The same applies for persona SMS
communication sent by one person to another.

M-Commerce creates new business opportunities for players in the field, like
content and service providers and especially for Mobile Network Operators who can
play a more active role in a m-commerce transaction and become more profitable and
competitive. This paper investigates the role of the mobile network operator in m-
commerce in a number of scenarios, discusses respective hilling scenarios and
identifies open issues and problems in the current billing process. The rest of the
paper is organised as follows. Section 2 briefly describes the Wireless Application
Protocol (WAP) [6] which plays an important role in m-commerce. Section 3
describes the participating entities and roles in the m-commerce value chain. Since the
role of the Mobile Network Operator is very important in this value chain, this is
separately discussed in section 4 that examines a number of roles that a Mobile
Network Operator can play in m-commerce. Associated hilling issues are discussed in
section 5 that is followed by a discussion on the open issues in section 6. Finally
section 7 concludes the paper.

2 TheWireless Application Protocol (WAP)

The Wirdless Application Protocol (WAP) is the defacto standard for the
presentation and delivery of wireless information and telephony services on mobile
terminals. WAP was developed by the WAP Forum, an industry association founded
by Nokia, Ericsson, Motorola and Unwired Planet in June 1997 with the goal to open
Internet for wireless mobile access by creating a 2G+° network technology. Today,
WAP Forum comprises over 200 members from all segments of the wireless industry
value chain, including Hewlett Packard, Microsoft, IBM, etc. aiming to ensure
product interoperability and growth of wireless market.

Internet standards such asHTML, HTTP, TLS and TCP are inefficient over mobile
networks as they require large amounts of mainly text-based data to be sent. Standard
HTML content cannot be effectively displayed on the small-sized screens of pocket-
sized mobile terminals and pagers. WAP optimizes these standards for the unique
congtraints of the wireless environment, i.e. low bandwidth, high latency and not
stable connection. The WAP Specifications define a lightweight protocol to minimize
bandwidth requirements and to guarantee that a variety of wireless networks can run
WAP applications. The lightweight protocol stack is designed to minimize the
required bandwidth and maximize the number of wireless network types that can
deliver WAP content. Multiple networks can be targeted, these include GSM 900,
1800, 1900 MHz, DECT, TDMA, PCS, FLEX and CDMA.. All network technologies
and bearers will aso be supported, including SMS, USSD, CSD, CPDP and GPRS.

The interface between the operator’s network and the Internet is realized by the
WAP gateway which includes HTML to WML filters, the HTTPS interface to an
online Web Server as well as interface to the WAP handset via the PSTN and GSM
networks over circuit switched data. Requests from the mobile device are sent as a

5 2G+ isan acronym for amended second generation (2G) networks, like WAP.



URL through the operator’s network to the WAP gateway. Responses are sent from
the web server to the WAP Gateway in HTML which are then trandlated in WML and
sent to the mobile terminals over WST/WST. The role of the WAP gateway can be
clearly seenin Figure 1.
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Figure 1. Therole of WAP Gateway in M-Commerce

In this way WAP establishes the mobile termina as the trusted, personalised
delivery channel for many kinds of services like financial services, travel services,
information services, news alerts, retailing services, entertainment services and so on.
The penetration of the market by WAP is dowly but steadily increasing the
possibilities and creates chalenges and competition among network operators and
service providersin providing a constant stream of new services.

3 Participating entitiesin M-Commer ce Value Chain

The participating entities in an e-commerce transaction depend on the underlying
business model. For example, in Internet e-commerce, if the business model is an e-
shop, e.g. amazon.com, the customer interacts directly with the merchant or service
provider, while in other business models, the intermediaries/brokers or portals, play
an active role in the value chain. There might be aso other entities that support a
specific function in the value chain, such as electronic payment, logistics or
distribution, e.g. FedEx [2] or UPS [5]. It is common for a business to use third
parties for specific parts of the value chain (e.g. e-payment), as in this way they can
modernize their operation and offer advanced services to their customers alow cost.

Since we consider mobile terminals as an access technology to Internet, the
structures at the Internet side remain the same and the main entities in M-Commerce
are similar with the entities participating in an Internet Commerce transaction. The
main addition in the participating entities is the Mobile Network Operator.
Furthermore, due to the peculiarities of the mobile e-commerce as regards the



customer’s needs and the way of accessing the services, a couple of more entities

appear in the value chain and additional roles are assigned. Thus, the main entities in

the m-commerce value chain are the following:

- Customer who is mainly maobile. The place ghe is when the transaction is
initiated can be different from a place ghe is when g'he receives the service, pays
and the transaction is committed. These places can be in different countries or in
the border of countries and the consumption of the services s’he has acquired can
take place in athird country.

Content/Service Provider who provides specific contents to a customer through
a WAP Gateway which can be hosted at the Mobile Network Operator or though
aporta that can be hosted at the operator's WAP server or anywhere el se.
Moabile Portalsthat offer personalized and localized services to customers.

M obile Network Operator: The role of the operator is very vital for the mobile
electronic commerce. Depending on where it stands in the whole value chain of
m-commerce, its role can vary from a simple mobile network provider to an
intermediary, portal or trusted third party.

Since the role of the operator can be quite complex and affect also the billing and

payment of m-services, it is separately discussed in the following sections.

4 TheRoleof the Mobile Network Operator in M-Commer ce

M-Commerce brings challenging opportunities for the Mobile Network Operator, the
role of which can vary from very simple and passive to very active and dynamic by
being strategically positioned between customers and content/service providers and
offer portal or trusted third party services.
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Figure 2. The Mobile Network Operator (MNO) in the M-Commerce Vaue chain



Figure 2 depicts the various roles of the MNO in relation with the degree of its
involvement in the m-commerce value chain and the degree of the importance of its
role. It seems that the simplest and most passive role that the Mobile Network
Operator (MNO) can play is to just provide the mobile network infrastructure and let
the customer communicate and negotiate directly with the various content/service
providers or other portals (scenario 1). Profits of the MNO come from the offered
wireless connection. In addition to this, the operator can have three escalating roles:

- host a WAP gateway for enabling the exchange of information between a
customer holding a WAP terminal and an Internet merchant who doesn’t provide
WAP compliant contents (scenario 2)

- Act as aportal offering advertising services and providing search facilities while
enabling connection with the content/service provider (scenario 3)

Act as an intermediary and trusted third party (scenario 4)
The last two scenarios are very interesting and they are analysed in the following.

4.1 TheMaobile Network Operator offers Portal Services

Instead of simply facilitating transactions between customers and content providers,
the operator can have an escalated role by providing portal services. In other words,
the operator can act as a portal, facilitating customers to locate appropriate service
providers and at the same time enabling content providers to reach customers via the
operator’s portal. Mobile portals differ from Internet portals, as the needs of mobile
customers and the characteristics of a mobile termina differ from those of a customer
sitting in front of his’her desktop or portable computer. A mobile portal (m-portal) is
characterized by a greater degree of persondization and localization. Localization
means that a mobile portal should supply information relevant to the current location
of the user. Information requirements may include for example, restaurant bookings,
hotel reservations, nearest petrol station, yellow pages, movie listings and so on.
Personalization applies to any kind of information provided by m-portals including
location-specific information. User's profile, past behavior, situation and location
should be taken into account for the provision of such personalized and localized
services. Yourwap.com [7] is arepresentative example of a mobile portal.

Mobile network operators have a number of advantages over other portal players as
they have an existing customer relationship and personal data and they can identify
the location of the subscriber. Usual Internet portals are neither able to incorporate
location-specific information nor do they have the data and knowledge of each
customer that the mobile operator has. In many instances, the ‘traditional’ portal
player knows only an email address that can also be virtual without any information
about customer’s identity. Moreover, the traditional portal doesn’'t usually have a
billing relationship with the customer (with the exception of portals like Compuserve
who are also Internet Service Providers). Therefore, it is very natural for a mobile
network operator to offer mobile portal services to its customers and additionally
offer services similar to the ones offered by Internet portals, for example search
services, lists of content and service providers with provided services, products and
prices, respective comparisons, etc. In other words, the operator can be the front end



for a number of suppliers. The customer in this way can choose the supplier with the
best offer from Quality of Service (QoS) and financial point of view.

The operator can make profit by making specia agreements with content/service
providers. Direct contact of the customer with a provider, after the first contact
through the portal, can be allowed or not depending on the operator’s policy.

4.2 Operator actsas an Intermediary/Trusted-Third-Party (TTP)
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Figure 3. Therole of Telecom Operator has escalated to Intermediary and Trusted Third
Party (TTP)

In this case the role of the operator has been escalated into a more dynamic onein
the m-commerce market and provides whatever a portal provides and in addition:

- Provides bundle services, i.e. provides offers with a combination of various
purchases from different suppliers with discounts. So, for example, if customer
wants to buy product A from supplier X, she may find an offer by the Telecom
Operator about two products A and B from different supplier at alower price.
Acts as a front- end to the bank, i.e. the customer pays to the operator who, in this
case, is also responsible for payment refund to the customer if the latter is not
satisfied with the products.

Acts as Trusted Third Party in cases the customer wants to buy a number of
goods from various suppliers that must interoperate. Fulfillment is a critical part
of an e-commerce transaction and essential for building trust relationships with
customers. If the product arrives in bad condition or too late or doesn't arrive at
al the customer has to be protected and the liability issues must be very clear.
For example, say that a customer wants to buy a digital camera and a computer
from two different suppliers and that the customer requires these two products



interoperate in order to easily download images from the camera to the computer.
The operator can guarantee properties such as money atomicity and product
atomicity®, i.e. the operator guarantees that the customer pays only if both
products are delivered in good condition and are interoperable. This aleviates the
customer from negotiating with different suppliers and from trying to find
liabilities in case that something goes wrong. The operator is responsible in this
case for the whole billing process, thus the customer pays just the operator who is
then responsible for distributing the money to the IPR” owners and to the content
providers. Depending on the underlying agreement, some IPR owners may get
paid by the content providers rather than the operators.

The role that the operator eventually plays is dependent on what is alowed by the
relevant legidation. For example, current legislation in Finland doesn’'t alow
Telecom Operators to charge for contents/services exceeding a certain amount of
money (60mk). This means, that the operator may need to found subsidiary
companies in order to act as TTP and/or acquire licenses for a bank.

In addition to this role, the Mobile Network Operator can act as Internet Service
Provider. It is clear that the operator can play such arole not only in M-Commerce
but also in Internet Commerce.

5 Billing

Billing of mobile services isa complicated issue. Whom the customer is going to pay?
When? How? How much? For what? How money is going to be distributed among
the operator, service provider, IPR owners, tax administration authority etc.? Here we
examine some of these issues:
- What the customer paysfor?
The customer pays for the mobile connection service and the acquired
contents/services/goods received:

1. Billing for the mobile connection service
The customer pays the operator for the connection and/or the transactions or
sessions g/'he has performed while connected. This billing can be:

- connection time based: this can be very expensive for the customer, as
in order to get what ghe needs he may have to be connected for along
time to the network.
transaction based: customer pays according to the number of
transactions® s’he has performed.

6 Money atomicity, product atomicity and other transactional requirements are extensively
discussed in [3,4].

7 IPR = Intellectual Property Rights

8 In WAP and more specifically in the Wireless Transaction Protocol (WTP), atransaction is a
unit of interaction between an Initiator and a Responder. A transaction begins with an invoke
message generated by the Initiator. The Responder becomes involved with a transaction by
receiving the invoke message. In WTP several transaction classes have been defined. The



session based: customer pays for a whole session?, irrespectively of the
number of transactions performed

a combination of the above: customer pays a basic rate for the
connection and for the transactions or sessions ghe has initiated.

2. Billing for the acquired contents/provided service
In addition to the billing for the mobile service, the customer has to pay for the
acquired contents/goods/services. Contents are either provided for free or a
certain fee is charged per acquired content. Services and tangible goods are
always charged. The question that arises here is whom the customer pays for this.
Thisis discussed next.

- Towhom the customer pays?

The customer normally pays.
The operator for the mobile connection service and
The service/content provider for the acquired contents/service/goods

Depending on the business model supported by the operator, the customer either
pays the operator for both connection service and the acquired contents/goods or ghe
pays the operator just for the wireless connection and the service provider for the rest.
In the Durlacher’s report [1] it is estimated that in future advertising, sponsoring and
subscription models will also be realised.

- How the money isdistributed?

Another important issue in the billing and payment process is the distribution of
money. We assume that the money acquired for a m-commerce transaction has to be
distributed among the mobile operator, the content/service provider and IPR owners
and discuss two different billing scenarios. We note that we do not tackle issues
associated with tax. These are not simple especially when the participants of m-
mobile transactions (i.e. customer, content provider, operator, IPR owners, etc.) arein
different countries. Some of the taxation issues are defined by European Union's
legidation, while others depend on national legidlation.

1% Billing Scenario:

The customer pays directly the operator for the connection time used and for the
content/service acquired. The operator then distributes the money to the content
provider who subsequently is responsible for giving the corresponding amount to the
IPR owners. The operator can also make profit by holding some percentage of the
money per committed transaction and send the rest to the content provider or get a
monthly fee from the content provider depending on the number of committed
transactions.

2" Billing Scenario:
The customer pays directly to the operator only for the connection time and then pays
directly the content provider for the acquired contents/service. In this case, the

invoke message identifies the type of transaction requested which defines the action required
to compl ete the transaction.

9 In WAP and more precisely in the Wireless Session Protocol (WSP), a session is along-lived
communication context established between two programs for the purpose of transactions
and typed data transfer.



service/content provider is again responsible for paying the appropriate fees to IPR
owners.

6 Discussion

The role that the operator can play depends a lot from the current legidation. For
example, in Finland, operators can not charge services more than 60FIM. The
rationale for this is that since the customer pays the operator monthly or bi-monthly,
the operator would play the role of a credit bank. This means that the operators need
to found new companies to play more dynamic roles, like Trusted Third Parties and
gain more profit, as we have also mentioned before.

Most portals run by the mobile network operators, like Sonera and Radiolinja
(Finland), Telia (Sweden), Telenor Mobil (Norway), Orange and Vodafone (UK),
have limited the access to their own subscribers. It is expected that sooner or later
they will open their portals to customers of other networks too. Thisis very important,
otherwise m-commerce becomes problematic from many points of view. If for
example Sonera’s and Radiolinja’s portals can only be accessed by their customers,
what is going to happen with ‘roaming’ customers, i.e. customers coming to Finland
from Greece with Greek mobiles. Will they be able to access any Finnish portal? If
not, the location-based services are of no use for ‘roaming’ customers. Further
problems that have to be resolved are related with the billing of ‘roaming’ customers.
Will they pay their ‘home’ operator for services received in another country?

Other issues have to do with the pricing of services which should be known to the
customer before acquiring any content or service, in order to avoid unpleasant
surprises. Also, should the customer pay for the connection if g/he didn't receive any
contents? At the moment this is the case, and operators have the first complains by
customers who have been charged for the connection while trying to acquire a service
without any success.

What about the language? For example, a the moment, Sonera’s portal is only in
Finnish. This means that Sonera’s WAP solution is useless for non Finnish speaking
people.

Furthermore, some operators do not allow their customers to directly contact any
other portals or content providers. All communication goes through the operator’'s
portal. This restricts the customer’s options.

These are some of the issues which are open at the moment and require further
investigation and cooperation between Telecom Operators.

7 Conclusion

The potentials of m-commerce are enormous. Mobile terminas seem to be the idedl
channel for offering personalized and location-based services as well as for one-to-
one marketing. Other very popular applications are mobile advertising, mobile
financial services (stock exchange, bank payments, insurance services), mobile
entertainment, emails based on SMS and aert servicesto mention a few.



Regarding the m-terminals, PDAs and smart phones including a WAP
microbrowser for wireless Internet access are becoming very popular. We will soon
have a wide range of mobile terminals from simple voice terminas to multi-purpose
terminals incorporating MP-3 player or video player that can handle in parallel voice,
data and video services, depending on customer demand.

The mobile network operators have a competitive advantage in the m-commerce
market due to the fact that they possess information about customers, they have an
established billing relationship with them and they can easily locate the subscriber’s
geographical location. Thus, location-based services such as advertising, shopping,
reservations and information provisioning can be easily offered. Also, they can be
strategically positioned between content/service providers and subscribers and have
an upgraded role in the m-commerce value chain by acting as mobile portals or
information brokerage. They can aso play the role of Internet service provider and
even acquire a bank or a banking license and play the role of a Trusted Third Party. It
isvery likely that operators will keep only mobile voice services and found subsidiary
companies for the mobile portal services in order to comply with existing legislation
and also because of the different business models required for serving respective
demands. In this paper we investigated some of the roles that that the mobile network
operator can play and discussed associated issues. A more extensive discussion on the
associated business, legal and technical issues as well as on transactional aspects may
be found in [4].

At the moment there is still a small number of applications and content available,
the WAP phones are not widely available and the call set-up time is too long. But,
there is a lot of work going on by many industries, network operators and software
providers and, it is estimated that, at the beginning of 2002, as GPRSY® start to
become more widespread, m-commerce will start to take off on a larger scale [1].
However, in order for m-commerce to flourish, related business and lega issues
should al'so be resolved.
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