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We present a novel reversible data hiding scheme for point-sampled geometry in
the spatial domain. To the best of our knowledge, our scheme is the first in the literature
for recovering the original point-sampled model using little amount of information. In
contrast, other schemes generally need to store an extra large amount of bit size equal to
the payload size for reversibility. Our scheme first employs principal component analysis
(PCA) for the point-sampled model to produce three principal axes and to construct a
PCA-coordinate system. We then translate the coordinates of the original points to the
PCA-coordinate system in order to achieve robustness against translation, rotation, and
uniform scaling operations. Second, we sort the points’ coordinates for each axis to yield
intervals which are the embedding positions. Finally, we utilize the left-shift operator to
shift the bit of the state value of the interval left by ¢ bits (¢ > 1) so that it creates ¢ bits
extra storage space for embedding the payload and we store the original state value for
achieving reversibility. Experimental results show that our scheme can embed large
amounts of data with insignificant visual distortion of the original model. The data ca-
pacity in bits achieves nearly 1.5¢ times the number of points in the models.
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1. INTRODUCTION

Most data hiding algorithms use digital multimedia data such as movies, music,
images, and 3D models as cover media to embed hidden information, which are usually
denoted as the payload [1]. Often, these algorithms distort the cover model in an irre-
versible way, i.e. they cannot exactly recover the original model. But there are many ap-
plications where any distortion of the cover model is intolerable and the acquisition of
the cover model is too costly or too difficult to be performed repeatedly. There are also
some applications where identical reproduction of the original data is required due to
juridical, military, or medical demands. Even though reversible data hiding is an active
research field and its application to 2D images has been studied, reversible data hiding
for 3D models is under studied. This emphasizes the need to investigate reversible (loss-
less) data hiding algorithms for 3D models.

Point-sampled geometries are a versatile representation for geometric models [2].
An example of this has been the increased use of 3D scanning systems, which produce
sampled models of 3D objects. Numerous point-based rendering systems have been de-
veloped as alternatives to 3D polygonal representations. Unfortunately, research in steg-
anography has not kept pace with the advances of point-sampled geometries. Even
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though some data hiding and watermarking schemes have been presented for 3D po-
lygonal models [3-16], few have been proposed for point-sampled geometries so far
[17-19]. Therefore, the need to provide data hiding schemes for point-sampled geometry
is clear.

Generally speaking, data hiding in the spatial domain such as [4] increases capacity
but leads to relatively poor robustness and visual quality. Steganography is a suitable
solution for many applications, including covert communication and authentication. In
watermarking, however, the transform domain offers better robustness but results in less
payload size. For example, both [18] and [19] embedded 16-56 data bits into 3D models.
A common and widely used application for watermarking is the ownership assertion.
Since our main focus is for data hiding but not for watermarking, large payloads are our
concern. For this reason, we embed the information into the spatial domain and assume
light robustness such as similarity transformations including translation, rotation, and
scaling. This robustness requirement corresponds to many common data hiding algo-
rithms presented for 3D models, e.g., the one presented by Cayre and Macq [4].

In general, reversible data hiding schemes [3, 4, 14, 17] need to store extra large
amounts of data to recover the original 3D model and to embed a large payload into the
cover model. Since a large payload degrades the visual quality, most techniques rely on
lossless compression of the embedded data. Our algorithm utilizes the same PCA and
sorting approach as the data hiding algorithm we previously presented [17]. However,
now we present a reversible technique for 3D point-sampled model in this paper. In par-
ticular, we utilize a left-shift operator on the state values of the intervals to generate extra
storage space (thus removing the need for lossless compression) for embedding the pay-
load. We thus achieve reversibility without storing extra large amounts of data.

This paper is organized as follows: Section 2 surveys related works. Section 3 pre-
sents in detail the proposed algorithms. Section 4 shows the visual effect for several
models and describes experimental results. Conclusions are described in the final section.

2. RELATED WORKS

The literature is quite limited in relation to reversible data hiding for 3D models.
Some methods have been proposed by Cayre and Macq [3, 4], by Wang and Cheng [14],
and by Wang and Wang [17]. Because these all use similar methods to achieve reversi-
bility, we present here only one example of a reversible data hiding scheme [4]. After
that, we survey some data hiding and watermarking schemes of 3D models in the spatial
domain and in the transform domain.

The earliest research on reversible data hiding for 3D polygonal models was by
Cayre and Macq [4]. There the authors describe a blind scheme in the spatial domain.
The key idea is to consider a triangle as a two-state geometrical object, which means that
the position of the orthogonal projection of the triangle summit on the bottom edge can
be divided into a “0” or “1” state according to the bit to be hidden. This data hiding
method first establishes a list of triangles of the model that will contain the payload. Each
triangle that can be embedded with a bit is called an admissible triangle. Then, the ver-
tex’s position at each admissible triangle is modified or not according to the embedding
bits. In other words, when the embedding bit is the same as the state of the triangle, then
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no modifications need to be processed. Otherwise, each vertex’s position has to be
shifted toward the other side across the symmetry axis. If their algorithm wants to re-
cover the original model, it is necessary to store an extra bit for every bit of the payload,
and its size is exactly the same as the payload size. The extra bit is set to 1 if the state of
the triangle is changed and 0 otherwise. This scheme is robust against translation, rota-
tion, and scaling operations. However, it is not robust against remeshing, mesh simplifi-
cation, mesh altering, cropping, and other operations.

Benedens [5] proposed an algorithm that embeds private watermarks by altering
normal distribution. It works in the spatial domain. This algorithm achieves robustness
against randomization of points, mesh altering, and polygon simplification. However, the
algorithm is not robust against cropping attacks, as the normal distribution is calculated
for the entire model.

Kanai et al. [6] were the first to apply a transform-domain watermarking approach
to a 3D polygonal model. Their algorithm is a non-blind scheme, which decomposes an
original polygonal model by applying wavelet transform several times and then embeds
watermarks into the wavelet coefficient vectors. This algorithm is robust against affine
transformation, random noise added to vertex coordinates, and other attacks. Their
method requires the mesh in a 3D polygonal model to have 4-to-1 subdivision connec-
tivity.

Ohbuchi et al. [8, 9] proposed a non-blind algorithm that works in the transform
domain. It embeds the watermarks into a 3D polygonal model by deforming the low-fre-
quency components of the shape using mesh spectral analysis. This scheme achieves
robustness against similarity transformation, cropping, random noise, mesh simplifica-
tion, and other operations. The main drawback is that it requires much execution time for
the eigenvalue decomposition.

Zafeiriou et al. [16] recently proposed a different method for the spatial domain.
They present two novel approaches for blind 3D polygonal model watermarking applica-
tions. Before embedding and extraction, they first rotate and translate the 3D model so
that its gravity center and its principal component axis coincide with the origin and the
z-axis of the Cartesian coordinate system, respectively. To achieve robustness against
uniform scaling, vertex deformations can only occur along the » coordinate of the corre-
sponding (r, 6, @) spherical coordinate system. In the first method, they embed a water-
mark into a set of vertices that correspond to specific angles 6. In the second method,
they embed a watermark into a set of vertices that correspond to a range of angles in the
6 domain in order to achieve robustness against mesh simplifications. The first method is
robust against rotation, translation, and uniform scaling. The second is robust against
both affine transformations and mesh simplification attacks. Unfortunately, they are not
robust against more sophisticated attacks, such as cropping.

Cotting et al. [18] reported a non-blind watermarking approach for point-sampled
geometry. It extends existing watermarking algorithms [8, 9] designed for 3D polygonal
models to point-sampled geometry. Their approach embeds watermarks into the low-fre-
quency components; it employs statistical methods based on correlation to analyze the
extracted watermarks. This scheme is robust against low-pass filtering, resampling, af-
fine transformations, cropping, additive random noise, and combinations of the above.
Similarly, this algorithm also requires much execution time for the eigenvalue decompo-
sition.
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Ohbuchi et al. [19] presented a non-blind watermarking algorithm for point-sampled
geometry. The algorithm takes the same transform-domain shape modification approach
as the watermarking algorithm presented in their previous paper [9]. Note that a polygo-
nal model requires connectivity of vertices for the mesh spectral analysis, while a point-
sampled model doesn’t. Thus, the major difference between the two papers is that the
algorithm in [19] first converts the point-sampled model into a (non-manifold) polygonal
model. Then, it applies exactly the same watermarking approach shown in [9]. As a re-
sult, this scheme has the same robustness and downside as that in [9].

This brief summary of the limited available literature shows that current reversible
algorithms need to store extra large amounts of data to recover the original model. In this
paper, we present a reversible data hiding approach for point-sampled geometry using
very little information.

3. THE PROPOSED TECHNIQUE

This section presents an algorithm for reversible data hiding. Our algorithm is de-
signed to accept a point-sampled model (the cover model), a sequence of binary bits (re-
ferred to as the payload), and the secret key. Fig. 1 illustrates the outline of the proposed
scheme. In the embedding process, a special case of quantization index modulation is
extended to the point-sampled model. We use a secret key to generate a random sequence
of legitimate intervals (define later), which are the embedding positions. Specifically, by
modulating the positions of the legitimate points inside the legitimate intervals, a se-
quence of data bits is embedded into the model. To achieve reversibility, we need to re-
cord the original position prior to the modulation. We utilize left-shift operator (detailed
later) on the legitimate points, which have finite and acceptable precision (six decimal
digits), to record the position of the original points. We also employ a tolerance value to
measure the reversibility of a data hiding scheme. In other words, a data hiding scheme is
a reversible scheme when the difference between the cover and stego models is no
greater than a given tolerance. The embedding algorithm embeds a payload according to
the three steps below:

Payload

Cover model—» Embedding [ Stego model

X - axis length of the T
bounding volume of Secret key
stego model ¢
Attacked ] | Stego ] Recovered payload
—»| Registration » Extraction [
stego model model and cover model

i i

X-Y-Z axes and X-Y-Z axes and
gravity center gravity center
of stego model of cover model

Fig. 1. Overview of our scheme: embedding and extraction.
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(1) Constructing PCA axes: We adopt PCA [20] for the point-sampled model to produce

three principal axes, constructing a PCA-coordinate system. We then translate the
coordinates of the original points to the PCA-coordinate system. Obviously, this
PCA-coordinate system has a new origin, which is a gravity center of the point-
sampled model; it also has three basis vectors, which are the three principal axes, re-
ferred to as the X-, Y-, and Z-axis, respectively.

(2) Creating three sorting lists: After the coordinate translation, we sort points according

to their coordinates associated to the PCA-coordinate system for each axis. This pro-
duces three lists containing sorted indices.

(3) Embedding data into lists: For simplicity, we use only the X-axis to illustrate the

embedding process. Suppose Xj, Xp, ..., X, are X-coordinate values of sorted points
Py, Py, ..., P,, where m is the number of points in the point-sampled model, and each
interval (which consists of two values, X, and X, (1 <n < m — 2) on the X-axis) is
considered an i-state object. Prior to data embedding, the i is set to two. Afterward,
embedding ¢ bits into each interval, the i is changed from two to 2°"'. We define the
state of the interval by the X-coordinate value X+, of the point P,.;. We divide the
interval X, X,, into i equal parts. If X, is located on the sth (0 < s <i — 1) subinter-
val, then we consider the interval to be in s state, as shown in Fig. 2. Before embed-
ding the payload, we first locate a legitimate interval of the X-axis according to the
secret key and divide the interval into two equal parts, indicating the » (» = 0 or 1)
state. To achieve exact reversibility, we utilize the left-shift operator to shift the bit
of the state value r left by ¢ bits. Thus, we can store the original state value 7 in the
most significant bit (MSB) of the new state s, whose binary representation is (s,

Sc1, ---» 80), and create ¢ bits of free space to embed value d into this interval by
s=2xr+d(0<s<2" - 1), (1)
where r = s. and d = (Sc.1, Sca, ---» So). Finally, the new X-coordinate value of the legiti-

mate point P, is computed as

X, =X
X, =X, +SXM+i, )
2c+1 ¢

where

Xn +Xn+2

A=X,, —-(1-r)xX,—rx 3)

is the distance between X,.; and the left border of the closest subinterval. In this way,
visual quality is not much affected by the large payload size, because we limit the modi-
fied coordinate value within the interval range.

Pn [ ] L4 pn+2
01 2 3 .. i—2i—1
N/ N/ \/\ /NN
X —axis ——t—t————- —+—
X, Interval X2

Fig. 2. Dividing the interval XX, into i subintervals with i state values for every subinterval.
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Fig. 3. An illustration of the states and positions of the points before (left) and after (right) the em-
bedding.

Fig. 3 shows a simple example that embeds a payload with one bit (¢ = 1) into the
interval. The left and right sides of the diagram represent the states and positions of the
points before and after the embedding, respectively. In the top left figure, the original
state 7 of the interval is in the O state. According to the definition, if we embed a bit 0 (d
= 0) into the interval, the new state is s = 0 given by Eq. (1), and the new X-coordinate

. A . o . .
valueis X, , =X, +E given by Eq. (2). In other words, the position of the point P, is

shifted toward P,,,. Assume that the embedding data is 4 = 1. Then the new state is s =
X, =X
1 and the new X-coordinate value is X, ,, =X, +%+§. Finally, the position

"

of the point P, is shifted toward P . Similarly, in the bottom left figure, we set the
interval to be state 1. After embedding one bit 0 or 1, the interval is changed into state 2
or 3 and the position is shifted toward P,,, or P,,,, respectively.

Using our extraction algorithm, we proceed to data extraction with (1) an attacked
stego model, (2) the secret key, (3) three principal axes plus the gravity center of both the
cover model and the stego model, and (4) the X-axis length of the bounding volume for
the stego model, as shown in Fig. 1. To counter the attack of similarity transformation on
the stego model, we first perform model registration according to the two steps below:

(1) Compute the three principal axes and gravity center of the attacked stego model, and
translate the coordinates of the attacked stego model to its PCA-coordinate system.
We then translate the coordinates of the attacked stego model to the PCA-coordinate
system of the stego model.

(2) Compute the X-axis length of the bounding volume of the attacked stego model.
Utilizing the proportion of X-axis length of the attacked stego model to X-axis length
of the stego model, we scale the attacked stego model so that the X-axis length of the
scaled model is equal to the X-axis length of the stego model.



REVERSIBLE DATA HIDING FOR POINT-SAMPLED GEOMETRY 1895

We then take the next three steps for each axis:

(1) Find a legitimate interval X,.X,» by interpreting the secret key.
(2) Calculate the state value s of the interval with a given 2! subintervals according to
the X-coordinate value X,,.+;. The original state can be calculated as follows:

N
-1 £ 4
== | @

where the symbol | e is the floor function meaning “the greatest integer less than or
equal to,” and the embedded data can be extracted by the following equation:

d=s—rx?2° 5)

Finally, we can restore the original X-coordinate value by

X ,+X
X,;’H:(l—r)xXn-i-rx%—i—fxﬂ', (6)
where
X ,-X
A=X, —X, —sx—12_n (7

(3) Repeat steps (1) and (2) above for all the legitimate points P,.; on a given stego
model.

In this approach, we can embed c bits at each interval, resulting in a total of mc/2
bits for each axis. Clearly, the data capacity is 1.5mc bits for the X-Y-Z axes, where m is
the number of points in the point-sampled model. On the other hand, to construct PCA
axes requires the computation complexity of O(m) time. Afterward, the cost of embed-
ding the payload is O(m log m). The cost derives mainly from sorting points, according to
the coordinate values of the X-Y-Z axes.

Finally, we establish evaluation metrics in terms of the imperceptibility, security,
capacity, and complexity for the proposed method. Some proposals have been made for
3D polygonal models, mostly based on the Hausdorff distance [4] and Laplacian [21]. In
the 3D point-sampled geometry, we employ a simple evaluation metric, the root mean
square (RMYS) ratio, to measure the 3D model distortion. The RMS is the average of the
norm of the geometric distance between corresponding points in both cover model M’
and stego model M [21]. The RMS is expressed as follows:

1
1M1 =22 = — | =2 ®)
m

where v is the point set of M. To normalize the RMS values for various point-sampled
models, we utilize the RMS ratio to measure geometrical distortion by dividing the RMS
value over the diagonal length of the bounding volume for a point-sampled model. Secu-
rity is achieved by using a secret key to hide a payload in an undeterministic way. Since
our main focus is capacity, we assume that no robustness is required, except for some
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basic operations, such as translation, rotation, and uniform scaling. Finally, we estimate
the computation complexity of our scheme by giving the execution time for various mod-
els.

4. EXPERIMENTAL RESULTS

We implemented the proposed technique using C++ programming language. We
also performed experiments to validate the feasibility of our algorithms. Results were
collected on a personal computer with a Pentium IV 2.8 GHz processor and 512 MB
memory. For simplicity, we only hid one bit per interval in the experiment even though ¢
bits could be embedded into each interval. Clearly, the value ¢ depends on the machine’s
degree of precision and the distribution of the points in each axis. In addition, we used
six decimal digits, such as 0.091278, for coordinate values of the points in the point-
sampled models. After extraction, the original cover model could be restored with the
tolerance

T=2x10°2|jp' - p?|, €))

where p' and p? are the corresponding points in the cover model and recovered model,
respectively.

Table 1. Model size, embedding data capacity, RMS ratio, and execution times for PCA,
embedding, and extraction.

Number of Data capacity RMS PCA Embedding Extraction
Cover points (bits) ratio execution time | execution time | execution time
(model size) (seconds) (seconds) (seconds)
Dinosaur 56,194 83,976 2.99 x 106 0.047 0.156 0.032
Horse 48,485 72,456 3.78 x 10 0.047 0.094 0.032
Bunny 35,947 53,862 5.26 x 10 0.032 0.078 0.031
Venus 33,591 50,310 526 x 10 0.032 0.078 0.016

Table 1 contains, for various point-sampled models, the data capacities, RMS ratios,
and execution times for PCA, embedding, and extraction. As expected, the data capacity
is nearly 1.5 times the number of points when we hide one bit per interval. The small
RMS ratios indicate insignificant position changes during the data hiding scheme. The
embedding times are longer than the extraction times, because we had to sort points to
construct intervals and their corresponding points. We detected no errors when extracting
the payloads.

From the security point of view, finding the sequence of intervals is a challenge for
an attacker. We believe that extracting the embedded data without the key is virtually
impossible. This is because the problem is NP-hard with respect to the number of inter-
vals in the point-sampled model. On the other hand, the payload can be encrypted in ad-
vance by some cryptographic algorithms such as DES or RSA. In this way, the payload
will not be exposed even though it is extracted. Therefore, it is clear that our scheme is
secure in the cryptographic sense.
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Fig. 4. Cover models (middle-left) and stego models (middle-right) for Dinosaur, Horse, Bunny,
and Venus.

Fig. 5. Rotation and down scaling attacks for Bunny.

Fig. 4 demonstrates a point and shading display for the cover (middle-left) and the
stego (middle-right) models, and it compares the visual effects between the cover and
stego models. Note that no visual distortion can be perceived between the cover and
stego models. In addition, we did not embed any payloads at the legitimate points inside
an interval when the distance between legitimate points and neighboring points in the
same interval was smaller than a given threshold. This avoided possible extraction errors
due to machine imprecision.
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Fig. 5 shows the stego model with the similarity transformation attack. No extrac-
tion error occurred after the model registration. However, if a stego model is under some
attacks, e.g., by keeping fewer decimal digits or by down-sizing causing significant pre-
cision reduction, an extraction error will occur.

5. CONCLUSIONS

Several reversible data hiding schemes are available in the spatial domain for 3D
models. Our scheme is the first one to restore the original 3D point-sampled model with-
out storing extra large amounts of data, which is generally the same as the payload size.
This paper presented a high capacity, high quality, reversible data hiding scheme using
PCA. Our scheme is robust against translation, rotation, and uniform scaling operations;
and it is simple to implement. By utilizing the left-shift operator on the state of the inter-
val, reversibility is achieved. Furthermore, it generates extra storage space to embed
large amounts of data. Therefore, compression is not necessary for our scheme. Of course
employing compression can increase the hiding capacity. In terms of data capacity in bits,
our method achieves nearly 1.5¢ times the number of points in the cover models. To ad-
dress the issue of imperceptibility, we used a metric, RMS ratio, to measure distortion.
This and the visual appearance of images showed insignificant distortion for the stego
models. Security was also achieved by using a key to embed the data. We believe that
extracting the data without the key is virtually impossible. In addition, we estimated the
complexity of our scheme by giving execution times for various models. Finally, we
demonstrated the feasibility of our algorithms for a number of point-sampled models. We
believe our scheme is appropriate for most point-sampled models.
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