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t. Re
ently, methods from provable se
urity, that had been de-velopped for the last twenty years within the resear
h 
ommunity, havebeen extensively used to support emerging standards. This in turn hasled resear
hers as well as pra
titioners to raise some 
on
erns about thismethodology. Should provable se
urity be restri
ted to the standard 
om-putational model or 
an it rely on the so-
alled random ora
le model?In the latter 
ase, what is the pra
ti
al meaning of se
urity estimatesobtained using this model? Also, the fa
t that proofs themselves needtime to be validated through publi
 dis
ussion was somehow overlooked.Building on two 
ase studies, we dis
uss these 
on
erns. One example
overs the publi
 key en
ryption formatting s
heme OAEP originallyproposed in [3℄. The other 
omes from the area of signature s
hemes andis related to the se
urity proof of ESIGN [43℄. Both examples show thatprovable se
urity is more subtle than it at �rst appears.1 Provable Se
urity1.1 A Brief Perspe
tivePubli
 key 
ryptography was proposed in the 1976 seminal arti
le of DiÆe andHellman [19℄. Shortly afterwards, Rivest, Shamir and Adleman introdu
ed theRSA 
ryptosystem as a �rst example. From an epistemologi
al perspe
tive, one
an say that DiÆe and Hellman have drawn the most extreme 
onsequen
e ofa prin
iple already stated by Auguste Ker
kho�s in the XIXth 
entury: \Lem�e
anisme de 
hi�rement doit pouvoir tomber sans in
onv�enient aux mains del'ennemi1". Indeed, DiÆe and Hellman understood that only the de
ipheringoperation has to be 
ontrolled by a se
ret key: the en
iphering method mayperfe
tly be exe
uted by means of a publi
ly available key, provided it is virtu-ally impossible to infer the se
ret de
iphering key from the publi
 data. DiÆeand Hellman also understood that the usual 
hallenge/response authenti
ationmethod was granting non repudiation in the publi
 key setting, thus 
reatingthe 
on
ept of digital signature, an analog of handwritten signatures.Very qui
kly, it was understood that the naive textbook RSA algorithm 
ouldnot be used as it stands: in parti
ular, it has algebrai
 multipli
ative propertieswhi
h are highly undesirable from a se
urity perspe
tive. A

ordingly, it was1 The en
iphering me
hanism may fall into the enemy's hands without drawba
k.



found ne
essary to de�ne formatting s
hemes adding some redundan
y, bothfor en
ryption and signature. Besides bringing an improved se
urity level, thisapproa
h had the additional pra
ti
al bene�t of establishing interoperabilitybetween di�erent implementations.For several years, standard makers worked by trials and errors. However, inthe late nineties, it was a
knowledged that this was not appropriate. In 1998,D. Blei
henba
her [5℄ devised a subtle atta
k against the PKCS #1 v1.5 en-
ryption s
heme [52℄. In this atta
k, the adversary dis
loses the se
ret key of anSSL server, based on the information 
oming form the error messages re
eivedwhen an in
orre
tly formatted 
iphertext is submitted to the server. One yearlater, the work of J. S. Coron, D. Na

a
he and J. P. Stern [16℄ on one hand,D. Coppersmaith, S. Halevy and C. Jutla [13℄ on the other hand, resulted inbreaking the ISO/IEC 9796-1 signature s
heme, by showing how to manufa
turea fresh message/signature pair, having previously requested the signature of afew related messages.Thus, a more formal approa
h appeared ne
essary, borrowing methods fromthe theory of 
omplexity. This approa
h allows a 
orre
t spe
i�
ation of these
urity requirements, whi
h in turn 
an be established by means of a se
urityproof.1.2 Publi
 key En
ryption S
hemesIn modern terms, a publi
-key en
ryption s
heme on a message spa
eM 
onsistsof three algorithms (K; E ;D):{ The key generation algorithm K(1k) outputs a random pair of private/publi
keys (sk; pk), relatively to a se
urity parameter k.{ The en
ryption algorithm Epk(m; r) outputs a 
iphertext 
 
orresponding tothe plaintext m 2M, using random 
oins r.{ The de
ryption algorithm Dsk(
) outputs the plaintext m asso
iated to the
iphertext 
.We will o

asionnally omit the random 
oins and write Epk(m) in pla
e ofEpk(m; r). Note that the de
ryption algorithm is deterministi
.The starting point of the new approa
h is semanti
 se
urity, also 
alled poly-nomial se
urity/indistinguishability of en
ryptions, introdu
ed by Goldwasserand Mi
ali [25℄ : an en
ryption s
heme is semanti
ally se
ure if no polynomial-time atta
ker 
an learn any bit of information about the plaintext from the
iphertext, ex
ept its length. More formally, an en
ryption s
heme is semanti-
ally se
ure if, for any two-stage adversary A = (A1; A2) running in polynomialtime, the advantage Advind(A) is negligible, where Advind(A) is formally de�nedas 2� Pr" (pk; sk) K(1k); (m0;m1; s) A1(pk);b R f0; 1g; 
 = Epk(mb) : A2(m0;m1; s; 
) = b#� 1;where the probability spa
e in
ludes the internal random 
oins of the adversary,and m0, m1 are two equal length plaintexts 
hosen by A1 in the message-spa
eM.



Another se
urity notion has been de�ned in the literature [20℄, 
alled non-malleability (NM). Informally, it states that it is impossible to derive from a given
iphertext a new 
iphertext su
h that the plaintexts are meaningfully related.We won't di
uss this notion extensively sin
e it has been proven equivalent tosemanti
 se
urity in an extended atta
k model (see below).The above de�nition of semanti
 se
urity 
overs passive adversaries. It is a
hosen{plaintext or CPA atta
k sin
e the atta
ker 
an only en
rypt plaintext.In extended models, the adversary is given restri
ted or non restri
ted a

essto various ora
les. A plaintext-
he
king ora
le re
eives as its input a pair (m; 
)and answers whether 
 en
rypts message m. This gives rise to plaintext-
he
kingatta
ks [44℄. A validity-
he
king ora
le answers whether its input 
 is a valid 
i-phertext or not. The 
orresponding s
enario has been termed rea
tion atta
k [30℄.This is exa
tly the situation met by Blei
henba
her when breaking the PKCS #1v1.5 en
ryption s
heme [5℄. Finally, a de
ryption ora
le returns the de
ryptionof any 
iphertext 
, with the only restri
tion that it should be di�erent fromthe 
hallenge 
iphertext. When a

ess to the de
ryption ora
le is only grantedto A1, i.e. during the �rst stage of the atta
k, before the 
hallenge 
iphertext isre
eived, the 
orresponding s
enario is named indi�erent 
hosen-
iphertext at-ta
k (CCA1) [35℄. When the atta
ker also re
eives a

ess to the de
ryption ora
lein the se
ond stage, the atta
k is termed the adaptive 
hosen-
iphertext atta
k(CCA2) [50℄. The se
urity notions de�ned above and their logi
al relationshipshave been dis
ussed at length in [1℄. The main results are summarized in thewell-known diagram shown on �gure 1.
IND-CPA IND-CCA2 IND-CCA2NM-CPA NM-CCA2 NM-CCA2�� ��

-? ? ?6qi
IND { IndistinguishabilityNM { Non-Malleability CPA { Chosen-Plaintext Atta
kCCA2 { Chosen-Ciphertext Atta
k(non-adaptive)CCA2 { Chosen-Ciphertext Atta
k(adaptive)Fig. 1. Relations between se
urity notionsThus, under CCA2, semanti
 se
urity and non-malleability are equivalent.This is the strongest se
urity notion 
urrently 
onsidered. We restate its de�ni-tion in a more formal manner: any adversary A with unrestri
ted a

ess to the



de
ryption ora
le Dsk, has negligible advantage, where the advantage is:Advind(ADsk) = 2� Pr" (pk; sk) K(1k); (m0;m1; s) ADsk1 (pk);b R f0; 1g; 
 = Epk(mb) : ADsk2 (m0;m1; s; 
) = b#� 1;1.3 Digital SignaturesIn modern terms (see [28℄), a digital signature s
heme 
onsists of three algorithms(K; �; V ):{ A key generation algorithm K, whi
h, on input 1k, where k is the se
urityparameter, outputs a pair (pk; sk) of mat
hing publi
 and private keys. Al-gorithm K is probabilisti
.{ A signing algorithm �, whi
h re
eives a message m and the private key sk,and outputs a signature � = �sk(m). The signing algorithm might be prob-abilisti
.{ A veri�
ation algorithm V , whi
h re
eives a 
andidate signature �, a mes-sagem and a publi
 key pk, and returns an answer Vpk(m;�) testing whether� is a valid signature of m with respe
t to pk. In general, the veri�
ationalgorithm need not be probabilisti
.Atta
ks against signature s
hemes 
an be 
lassi�ed a

ording to the goals ofthe adversary and to the resour
es that it 
an use. The goals are diverse:{ Dis
losing the private key of the signer. It is the most drasti
 atta
k. It istermed total break.{ Constru
ting an eÆ
ient algorithm whi
h is able to sign any message withsigni�
ant probability of su

ess. This is 
alled universal forgery.{ Providing a single message/signature pair. This is 
alled existential forgery.In many 
ases the latter does not appear dangerous be
ause the output messageis likely to be meaningless. Nevertheless, a signature s
heme, whi
h is not exis-tentially unforgeable, does not guarantee by itself the identity of the signer. Forexample, it 
annot be used to 
ertify randomly looking elements, su
h as keys or
ompressed data. Furthermore, it 
annot formally guarantee the so-
alled non-repudiation property, sin
e anyone may be able to produ
e a message with avalid signature.In terms of resour
es, the setting 
an also vary. We fo
us on two spe
i�
 at-ta
ks against signature s
hemes: the no-message atta
ks and the known-messageatta
ks. In the �rst s
enario, the atta
ker only knows the publi
 key of the signer.In the se
ond, the atta
ker has a

ess to a list of valid message/signature pairs.Again, many sub-
ases appear, depending on how the adversary gains knowledge.The strongest is the adaptive 
hosen-message atta
k (CMA), where the atta
ker
an require the signer to sign any message of its 
hoi
e, where the queries arebased upon previously obtained answers. When signature generation is not de-terministi
, there may be several signatures 
orresponding to a given message. A



slightly weaker se
urity model, whi
h we 
all single-o

urren
e adaptive 
hosen-message atta
k (SO-CMA), allows the adversary at most one signature query forea
h message. In other words the adversary 
annot submit the same messagetwi
e for signature.In 
hosen-message atta
ks, one should point out that existential forgery be-
omes the ability to forge a fresh message/signature pair that has not beenobtained from queries asked during the atta
k. Again there is a subtle pointhere, related to the 
ontext where several signatures may 
orrespond to a givenmessage. We a
tually adopt the stronger rule that the atta
ker needs to forgethe signature of message, whose signature was not queried.When designing a signature s
heme, one wishes to rule out existential forg-eries, even under adaptive 
hosen-message atta
ks. More formally, one requiresthat the su

ess probability of any adversary A, whose running time remains be-low some se
urity bound t, is negligible, where the su

ess probability is de�nedby: Su


ma(A) = Pr �(pk; sk) K(1k); (m;�) A�sk(pk) : Vpk(m;�) = 1� :In the above, note the supers
ript �sk, indi
ating adaptive 
alls to the signingalgorithm: this is 
onsistent with the framework of relativized 
omplexity theory,and we will use the wording signing ora
le in this setting. When dealing withsingle-o

urren
e atta
ks, Su


ma(A) is repla
ed by an appropriately de�nedvariant Su

so�
ma(A).1.4 The random ora
le modelIdeally, one would like to establish the se
urity of a 
ryptographi
 s
heme basedon the sole assumption that some widely studied mathemati
al problem is hard.Su
h problems in
lude fa
toring, inverting the RSA fun
tion, and solving thedis
rete logarithm problem or the DiÆe-Hellman problem. Unfortunately, veryfew s
hemes are know that allow su
h a proof (see however [17, 18℄), and noneis based on RSA.Thus, the best one 
an hope for is a proof 
arried in a non-standard 
om-putational model, as proposed by Bellare and Rogaway [2℄, following an earliersuggestion by Fiat and Shamir [21℄. In this model, 
alled the random ora
lemodel, 
on
rete obje
ts su
h that hash fun
tions [37℄ are treated as random ob-je
ts. This allows to 
arry through the usual redu
tion arguments to the 
ontextof relativized 
omputations, where the hash fun
tion is treated as an ora
le re-turning a random answer for ea
h new query. A redu
tion still uses an adversaryas a subroutine of a program that 
ontradi
ts a mathemati
al assumption, su
has the assumption that RSA is one-way. However, probabilities are taken notonly over 
oin tosses but also over the random ora
le.Of 
ourse, the signi�
an
e of proofs 
arried in the random ora
le is debatable.Firstly, hash fun
tions are deterministi
 and therefore do not return randomanswers. Along those lines, Canetti et al. [11℄ gave an example of a signatures
heme whi
h is se
ure in the random ora
le model, but inse
ure under any



instantiation of the random ora
le. Se
ondly, proofs in the random ora
le model
annot easily re
eive a quantitative interpretation. One would like to derive
on
rete estimates - in terms of key sizes - from the proof: if a redu
tion iseÆ
ient, the se
urity \loss" is small and the existen
e of an eÆ
ient adversaryleads to an algorithm for solving the underlying mathemati
al problem, whi
h isalmost as eÆ
ient. Thus, key sizes that outrea
h the performan
es of the knownalgorithms to break the underlying problem 
an be used for the s
heme as well.Despite these restri
tions, the random ora
le model has proved extremelyuseful to analyze many en
ryption and signature s
hemes [2{4, 48, 43, 49, 9, 58,15, 6, 22, 31, 59℄. It 
learly provides an overall guarantee that a s
heme is not
awed, based on the intuition that an atta
ker would be for
ed to use the hashfun
tion in a non generi
 way.Re
ently, several authors have proposed to use yet another model to arguein favour of the se
urity of 
ryptographi
 s
hemes, that 
ould not be ta
kled bythe random ora
le model. This is the so-
alled bla
k-box group model, or generi
model [56, 10, 40℄. In parti
ular, paper [10℄ 
onsidered the se
urity of ECDSA inthis model. Generi
 algorithms had been earlier introdu
ed by Ne
haev andShoup [41, 57℄, to en
ompass group algorithms that do not exploit any spe
ialproperty of the en
odings of group elements other than the property that ea
hgroup element is en
oded by a unique string. We will not further 
omment onthis method sin
e it is not used in the examples that we wish to 
over.2 A Case Study: the OAEP Formatting S
hemeAs already noted, the famous RSA 
ryptosystem has been proposed by Rivest,Shamir and Adleman [51℄. The key generation algorithm of RSA 
hooses twolarge primes p, q of equal size and issues the so-
alled modulus n = pq. The sizesof p, q are set in su
h a way that the binary length jnj of n equals the se
urityparameter k. Additionally, en exponent e, relatively prime to '(n) = (p�1)(q�1)is 
hosen, so that the publi
 key is the pair (n; e). The private key d is the inverseof e modulo '(n). Variants allow the use of more than two prime fa
tors.En
ryption and de
ryption are de�ned as follows:En;e(m) = me mod n Dn;d(
) = 
d mod n:Note that both operations are deterministi
 and are mutually inverse to ea
hother. Thus, the RSA en
ryption fun
tion is a permutation. It is termed a trap-door permutation sin
e de
ryption 
an only be applied given the private key.The basi
 se
urity assumption on whi
h the RSA 
ryptosystem relies is itsone-wayness (OW): using only publi
 data, an atta
ker 
annot re
over the plain-text 
orresponding to a given 
iphertext. In the general formal setting providedabove, an en
ryption s
heme is one-way if the su

ess probability of any adver-sary A attempting to invert E (without the help of the private key), is negligible,i.e. asymptoti
ally smaller than the inverse of any polynomial fun
tion of these
urity parameter. Probabilities are taken over the message spa
eM and the



m 0k1 rGHs tFig. 2. Optimal Asymmetri
 En
ryption Paddingrandoin 
oins 
. These in
lude both the random 
oins r used for the en
ryptions
heme, and the internal random 
oins of the adversary. In symbols:Su

ow(A) = Pr[(pk; sk) K(1k);m R M : A(pk; Epk(m)) = m℄:Clearly, the fa
torization of n allows to invert the RSA en
ryption fun
tion,sin
e d 
an be 
omputed from p and q. It is unknown whether the 
onverse is true,i.e. whether fa
toring and inverting RSA are 
omputationnally equivalent. Thereare indi
ations that it might not be true (see [7℄). Thus, the assumption that RSAis one-way might be a stronger assumption than the hardness of fa
toring. Still,it is a widely believed assumption and the only method to assess the strengthof RSA is to 
he
k whether the size of the modulus n outrea
hes the 
urrentperforman
es of the various fa
toring algorithms.As already stated, the naive RSA algorithm de�ned in the previous se
-tion 
annot be used as it stands. More pre
isely RSA by itself 
annot providea se
ure en
ryption s
heme for any of the se
urity notions 
onsidered in theprevious se
tion: semanti
 se
urity fails be
ause en
ryption is deterministi
 andnon-malleability 
annot hold due to the homomorphi
 property:En;e(m1) � En;e(m2) = En;e(m1m2 mod n) mod n:Therefore, any RSA-based 
ryptosystems has to use a padding or en
odingmethod before applying the RSA primitive.The OAEP padding s
heme (optimal asymmetri
 en
ryption padding) wasproposed by Bellare and Rogaway [3℄ in 1994. It is depi
ted on �gure 2 . For along time it was impli
itly believed that OAEP a
hieved CCA2 se
urity for anytrapdoor fun
tion, based on a proof in the random ora
le model, relying on theone-wayness of the permutation.However, Vi
tor Shoup [58℄ re
ently showed, by means of a subtle 
ounter-example in a relativized model of 
omputation, that it is quite unlikely that su
h



a se
urity proof exists, at least under the sole one-wayness of the permutation.He also proposed a modi�ed version of OAEP, 
alled OAEP+, whi
h 
an beproven se
ure, under the one-wayness of the permutation. What went wronghere is that the proof of Bellare and Rogaway only applied in the restri
tedatta
k setting where the adversary 
an query the de
ryption ora
le before itre
eives the 
hallenge 
iphertext 
, referred above as CCA1. It did not meanat all that the se
urity proof provided by Bellare and Rogaway was in
orre
t,sin
e they never 
laimed to 
over CCA2 se
urity. It did not mean either thatRSA-OAEP was 
awed. It only meant that a new proof was needed.Surprisingly, the repaired proof appeared shortly afterwards in [22℄. Albeitbased on the same methodology, it was signi�
antly di�erent, using additionalalgebrai
 tools, notably the redu
tion of two-dimensional latti
es in the styleof [39℄, whi
h did not appear in the earlier proof. Thus, the multipli
ative prop-erties of RSA, whi
h motivated the quest for formatting s
hemes, ultimatelyhelped for the se
urity proof. It should also be noted that alternative formattings
hemes with a more dire
t se
urity proof su
h as OAEP+, have been re
entlydesigned. However, OAEP is a widely used standard [52℄ and it is un
lear whetherit will be repla
ed by these 
hallengers.3 Another Case Study: The ESIGN Signature S
hemeSoon after the appearan
e of the 
elebrated RSA 
ryptosystem [51℄, a lot of e�ortwas devoted to �nding alternative s
hemes. In the area of signature, resear
hersfa
ed the 
hallenge of redu
ing the 
omputing e�ort needed from the signer, sin
eit is well known that RSA requires a full-size modular exponentiation. Amongthe potential 
andidates to answer this 
hallenge is the ESIGN signature s
heme,that has been proposed in the early nineties (see [42℄). While RSA generatessignatures by 
omputing an e-th root of a hash value, ESIGN only requests to�nd an element whose e-th power is 
lose enough to the hash value.A pre
ise spe
i�
ation of ESIGN appears in [43℄. We refer to this papers fordetails. The key generation algorithm 
hooses two large primes p, q of equal sizek and 
omputes the modulus n = p2q. The sizes of p, q are set in su
h a waythat the binary length jnj of n equals 3k. Additionally, an exponent e > 4 is
hosen.Signature generation is performed as follows, using a hash fun
tion H, out-putting strings of length k � 1:1. Pi
k at random r in Z?pq.2. Convert (0kH(m)k02k) into an integer y.3. Compute and output an element s in the interval Ik(y) = fujy � u <y + 22k�1g.Signature veri�
ation 
onverts integer se mod n into a bit string S of length 3kand 
he
ks that [S℄k = 0kH(m), where [S℄k denotes the k leading bits of S.The basi
 paradigm of ESIGN is that the arithmeti
al progression re mod n+tpq 
onsists of e-th powers of easily 
omputed integers: the third step of signa-ture generation adjusts t so as to fall into a pres
ribed interval Ik(y) of length



22k�1. This allows a very eÆ
ient way to sign, with a 
omputing time essen-tially equivalent to a single exponentiation to the e-th power. This is espe
iallyattra
tive when e is small, and in parti
ular a small power of two.Thus, the mathemati
al assumption underlying ESIGN is that, given an el-ement y of Z?n, it is hard to �nd x su
h that xe mod n lies in the intervalIk(y) = fujy � u < y + 22k�1g, where the bit-size of n is 3k. This is 
alledthe approximate e-th root problem (AERP) in [43℄. In a more formal setting,denote by Su

aerp(�; k) the probability for any adversary A to �nd an elementwhose e-th power lies in the pres
ribed interval, within time � , in symbols:Su

aerp(�; k) = Pr[(n; e) K(1k); y  ZN; x A(N; e; y) : (xe mod n) 2 Ik(y)℄:then, the hardness assumption is the statement that, for large enough moduli,this probability is extremely small. Variants of the above 
an be 
onsidered,where the length of the interval is repla
ed by 22k or 22k+1.Of 
ourse, the fa
torization of n allows to solve the AERP problem. It isunknown whether the 
onverse is true, i.e. whether AERP and inverting RSAare 
omputationally equivalent. As most proposed 
ryptosystems, ESIGN hasattra
ted 
ryptanalyti
 e�ort. Papers [8, 60℄ des
ribed several atta
ks againstthe underlying problem, for e = 2; 3. Still, It is fair to say that there is no knownatta
k against AERP when e is � 4.Re
ently, in 
onne
tion with several standardization e�orts su
h as IEEEP1363, Cryptre
 and NESSIE, an e�ort was made to lay ESIGN on �rm founda-tions, using the methodology of provable se
urity. A se
urity proof in the randomora
le model, along the lines of [4℄, formally relating the se
urity of ESIGN withthe AERP problem, appeared in [43℄. However, several unexpe
ted diÆ
ultieswere found. Firstly, it was observed in [59℄ that the proof from [43℄ holds in amore restri
ted model of se
urity than 
laimed: this model, termed single o

ur-ren
e 
hosen message atta
k SO-CMA in se
tion 1.3 above, is very similar to theusual 
hosen message atta
k s
enario but does not allow the adversary to submitthe same message twi
e for signature. This observation does not endanger thes
heme in any way, and furthermore, it is quite easy to restore the usual CMAse
urity, as suggested in [29℄. Still, it shows that the methodology of se
urityproofs should unambiguously de�ne the atta
k model. Se
ondly, it was foundthat the proof needs the additional assumption that e is prime to '(n), thusexluding some very attra
tive parameter 
hoi
es, notably powers of two advo-
ated in the original proposal. The diÆ
ulty here 
omes from the simulation ofthe random ora
le. As far as we know, this is the only example where this partis not straightforward, and the underlying diÆ
ulty may be easily overlooked.In other words, it may appear obvious that pi
king x at random and suitablytrun
ating xe mod n yields an almost uniform distribution. However, it is not,at least when e is not prime to '(n) sin
e it relies on the distribution of e-thpowers, whi
h is not 
ompletely understood from a mathemati
al point of view.Thus, removing the restri
tion that e is prime to '(n) is not a side issue. Besidesallowing to make e a power of two in order to take full advantage of 
omputa-tional eÆ
ien
y of ESIGN, it on
e again shows that se
urity proofs have manysubtleties.



In an unpublished paper [46℄, Tatsuaki Okamoto and the author proved thatthe set of e-th power modulo an RSA modulus n, is almost uniformly distributedon any large enough interval. The proof borrows from analyti
 number theoryand uses Diri
hlet 
hara
ters and the Polya-Vinogradov inequality [47, 62℄. Thisyield 
on
rete estimates that are enough to 
omplete the se
urity proof of ES-IGN.4 Con
lusionsThere are several lessons to learn form the above. Firstly, the methodology ofprovable se
urity has be
ome unavoidable in designing, analyzing and evaluatingnew s
hemes. Despite its limitations, the random ora
le model needs to be usedin order to 
over s
hemes that remain attra
tive for the pra
tioner. On the otherhand, due to these limitations, the estimates that are drawn from proofs in therandom ora
le model should be interpreted with 
are: 
onsidering SHA1 as arandom ora
le is a methodologi
al step, averaging on random ora
les to derivese
urity margins is a further step.Se
ondly, 
ryptography and provable se
urity pro
eed at their pa
e and meetmany hidden subtleties. Twenty-�ve 
enturies were needed before the dis
overyof publi
 key 
ryptography by DiÆe and Hellman. It took twenty-�ve moreyears to understand how RSA 
ould be 
orre
tly pra
ti
ed. No 
ryptographi
 al-gorithm 
an be designed and validated in twenty-�ve minutes, twenty-�ve hours,or twenty-�ve days, not even twenty-�ve months.5 A
knowledgementsThe present paper des
ribes the author's view of provable se
urity. No one elseshould be held responsible for any ina

ura
y it in
ludes. The author is grate-ful to the program 
ommittee and of Euro
ypt 2003 and to the program 
hairfor allowing him to present these views. The author also wishes to mention hisdebt towards many 
olleagues that developped the subje
t, by whom he wasin
uen
ed, or with whom he had dis
ussions. To name a few, Mihir Bellare, DanBoneh, Don Coppersmith, Ron Cramer, Sha� Goldwasser, Whit DiÆe, Silvio Mi-
ali, David Na

a
he, Moni Naor, Tatsuaki Okamoto, Ron Rivest, Phil Rogaway,Claus S
hnorr, Adi Shamir, Vi
tor Shoup, Moti Yung. He also wants to expresshis gratitude to his former PhD students whose 
ontributions helped buildinghis own view: Olivier Baudron, Philippe B�eguin, Emmanuel Bresson, FlorentChabaud, Jean-S�ebastien Coron, Jean-Bernard Fis
her, Louis Granboulan, An-toine Joux, David Mra��hi, Phong Nguyen, David Point
heval, Thomas Pornin,Guillaume Poupard, Christophe Tymen, Serge Vaudenay. Finally, many of theauthor's ideas on provable se
urity and its relation to 
ryptographi
 standardsstemmed from dis
ussions with the NESSIE team and from the result of evalua-tions requested by the Japanese Cryptre
 program. This author wishes to thankboth NESSIE and Cryptre
.



Referen
es1. M. Bellare, A. Desai, D. Point
heval, and P. Rogaway. Relations among Notionsof Se
urity for Publi
-Key En
ryption S
hemes. In Crypto '98, Le
ture Notes inComputer S
ien
e 1462, Springer-Verlag, Berlin, 1998, 26{45.2. M. Bellare and P. Rogaway. Random Ora
les Are Pra
ti
al: a Paradigm for De-signing EÆ
ient Proto
ols. In Pro
. of the 1st CCS, ACM Press, New York, 1993,62{73.3. M. Bellare and P. Rogaway. Optimal Asymmetri
 En
ryption { How to En
ryptwith RSA. In Euro
rypt '94, Le
ture Notes in Computer S
ien
e 950, Springer-Verlag, Berlin, 1995, 92{111.4. M. Bellare and P. Rogaway. The Exa
t Se
urity of Digital Signatures { How toSign with RSA and Rabin. In Euro
rypt '96, Le
ture Notes in Computer S
ien
e1070, Springer-Verlag, Berlin, 1996, 399{416.5. D. Blei
henba
her. A Chosen Ciphertext Atta
k against Proto
ols based on theRSA En
ryption Standard PKCS #1. In Crypto '98, Le
ture Notes in ComputerS
ien
e 1462, Springer-Verlag, Berlin, 1998, 1{12.6. D. Boneh. Simpli�ed OAEP for the RSA and Rabin Fun
tions. In Crypto '2001,Le
ture Notes in Computer S
ien
e 2139, Springer-Verlag, Berlin, 2001, 275{291.7. D. Boneh and R. Venkatesan. Breaking RSA may not be equivalent to fa
toring. InEuro
rypt '98, Le
ture Notes in Computer S
ien
e 1402, Springer-Verlag, Berlin,1998, 59{71,.8. E. Bri
kell and J. M. DeLaurentis. An Atta
k on a Signature S
heme proposed byOkamoto and Shiraishi. In Crypto '85, Le
ture Notes in Computer S
ien
e 218,28{32, Springer-Verlag, Berlin, 1986, 28{32.9. E. Bri
kell, D. Point
heval, S. Vaudenay, and M. Yung. Design Validations forDis
rete Logarithm Based Signature S
hemes. In PKC '2000, Le
ture Notes inComputer S
ien
e 1751, Springer-Verlag, Berlin, 2000, 276{292 .10. D. R. L. Brown. The Exa
t Se
urity of ECDSA, January 2001. Available fromhttp://grouper.ieee.org/groups/1363/.11. R. Canetti, O. Goldrei
h, and S. Halevi. The Random Ora
les Methodology, Re-visited. In Pro
. of the 30th STOC, ACM Press, New York, 1998, 209{218.12. D. Coppersmith. Finding a Small Root of a Univariate Modular Equation. InEuro
rypt '96, Le
ture Notes in Computer S
ien
e 1070, Springer-Verlag, Berlin,1996, 155{165.13. D. Coppersmith, S. Halevi and C. Jutla. ISO 9796-1 and the New Forgery Strategy.Presented at the Rump session of Crypto '99.14. J.-S. Coron. On the Exa
t Se
urity of Full-Domain-Hash. In Crypto '2000, Le
tureNotes in Computer S
ien
e 1880, Springer-Verlag, Berlin, 2000, 229{235.15. J.-S. Coron. Optimal Se
urity Proofs for PSS and other Signature S
hemes. InEuro
rypt '2002 Le
ture Notes in Computer S
ien
e 2332, Springer-Verlag, Berlin,2002, 272{287. Also appeared in the Cryptology ePrint Ar
hive 2001/062, June2001, available from http://eprint.ia
r.org/, 2001.16. J.-S. Coron, D. Na

a
he and J. P. Stern. On the Se
urity of RSA Padding. InCrypto '99, Le
ture Notes in Computer S
ien
e 1666, Springer-Verlag, Berlin, 1999,1{18.17. R. Cramer and V. Shoup. A Pra
ti
al Publi
 key Cryptosystem Provably Se
ureAgainst Adaptive Chosen Ciphertext Atta
ks. In Crypto'98, Le
ture Notes inComputer S
ien
e 1462, 1998, 13{25.



18. R. Cramer and V. Shoup. Universal Hash Proofs and a Paradigm for AdaptiveChosen Ciphertext Se
ure Publi
 Key En
ryption. In Euro
rypt'2002, Le
tureNotes in Computer S
ien
e 2332, 45{64.19. W. DiÆe and M.E. Hellman. New Dire
tions in Cryptography, IEEE Transa
tionson Information Theory, v. IT-22, 6, Nov 1976, 644{654.20. D. Dolev, C. Dwork, and M. Naor. Non-Malleable Cryptography. SIAM Journalon Computing, 30(2), 2000, 391{437 .21. A. Fiat and A.Shamir. How to Prove Yourself: Pra
ti
al Solutions of Identi�
ationand Signature Problems. In Crypto '86, Le
ture Notes in Computer S
ien
e 263,Springer-Verlag, Berlin, 1987, 186{194.22. E. Fujisaki, T. Okamoto, D. Point
heval, and J. Stern. RSA{OAEP is Se
ure underthe RSA Assumption. In Crypto '2001, Le
ture Notes in Computer S
ien
e 2139,Springer-Verlag, Berlin, 2001, 260{274. Also appeared in the Cryptology ePrintAr
hive 2000/061, November 2000, available from http://eprint.ia
r.org/.23. T. El Gamal. A Publi
 Key Cryptosystem and a Signature S
heme Based onDis
rete Logarithms. IEEE Transa
tions on Information Theory, IT{31(4), 1985,469{472.24. M. Girault, P. ToÆn and B. Vall�ee. Computation of Approximate L-th RootsModulo n and Appli
ation to Cryptography. In Crypto '88, Le
ture Notes inComputer S
ien
e 403, Springer-Verlag, Berlin, 1989, 100{118.25. S. Goldwasser and S. Mi
ali. Probabilisti
 En
ryption. Journal of Computer andSystem S
ien
es, 28, 1984, 270{299.26. S. Goldwasser, S. Mi
ali, and C. Ra
ko�. The Knowledge Complexity of Intera
tiveProof Systems. In Pro
. of the 17th STOC, ACM Press, New York, 1985, 291{304.27. S. Goldwasser, S. Mi
ali, and R. Rivest. A \Paradoxi
al" Solution to the SignatureProblem. In Pro
. of the 25th FOCS, IEEE, New York, 1984, 441{448.28. S. Goldwasser, S. Mi
ali, and R. Rivest. A Digital Signature S
heme Se
ure AgainstAdaptative Chosen-Message Atta
ks. SIAM Journal of Computing, 17(2), 1988,281{308.29. L. Granboulan. How to repair ESIGN. NESSIE internal do
ument, May 2002.See http://www.
ryptonessie.org, Do
ument NES/DOC/ENS/WP5/019.30. C. Hall, I. Goldberg, and B. S
hneier. Rea
tion Atta
ks Against Several Publi
-Key Cryptosystems. In Pro
. of ICICS'99, Le
ture Notes in Computer S
ien
e,Springer-Verlag, 1999, 2{12.31. J. Jonsson. Se
urity Proofs for RSA{PSS and Its Variants. Cryptology ePrintAr
hive 2001/053, June 2001. Available from http://eprint.ia
r.org/.32. IEEE P1363. Standard Spe
i�
ations for Publi
 Key Cryptography, August 1998.Available from http://grouper.ieee.org/groups/1363/.33. B. Kaliski and J. Staddon. IETF RFC 2437: PKCS #1: RSA Cryptography Spe
-i�
ations Version 2.0. O
tober 1998.34. J. Manger. A Chosen Ciphertext Atta
k on RSA Optimal Asymmetri
 En
ryptionPadding (OAEP) as Standardized in PKCS #1. In Crypto '2001, Le
ture Notesin Computer S
ien
e 2139, Springer-Verlag, Berlin, 2001, 230{238.35. M. Naor and M. Yung. Publi
-Key Cryptosystems Provably Se
ure against ChosenCiphertext Atta
ks. In Pro
. of the 22nd STOC, ACM Press, New York, 1990, 427{437.36. NIST. Digital Signature Standard (DSS). Federal Information Pro
essing Stan-dards Publi
ation 186, November 1994.37. NIST. Se
ure Hash Standard (SHS). Federal Information Pro
essing StandardsPubli
ation 180{1, April 1995.



38. NIST. Digital Signature Standard (DSS). Federal Information Pro
essing Stan-dards Publi
ation 186{2, January 2000.39. A. K. Lenstra, H. W. Lenstra and L. Lov�asz. Fa
toring Polynomials with RationalCoeÆ
ients, Mathematis
he Ann., 261, 1982, 513{534.40. D. Na

a
he, D. Point
heval, and J. Stern. Twin Signatures: an Alternative to theHash-and-Sign Paradigm. In Pro
. of the 8th CCS, ACM Press, New York, 200120{27.41. V. I. Ne
haev. Complexity of a Determinate Algorithm for the Dis
rete Logarithm.Mathemati
al Notes, 55(2), 1994, 165{172.42. T. Okamoto. A Fast Signature S
heme Based on Congruential Polynomial Oper-ations. IEEE Transa
tions on Information Theory, IT{36 (1), 1990, 47{53.43. T. Okamoto, E. Fujisaki and H. Morita. TSH-ESIGN: EÆ
ient Digital SignatureS
heme Using Trise
tion Size Hash, Submission to P1363a, 1998.44. T. Okamoto and D. Point
heval. REACT: Rapid Enhan
ed-se
urity Asymmetri
Cryptosystem Transform. In CT { RSA '2001, Le
ture Notes in Computer S
ien
e2020, Springer-Verlag, Berlin, 2001, 159{175.45. T. Okamoto and A. Shiraishi. A Fast Signature S
heme Based on Quadrati
 In-equalities. Pro
. of the ACM Symp. Se
urity and Priva
y, ACM Press, 1985,123{132.46. T. Okamoto and J. Stern. Almost uniform density of power residues and these
urity proof of ESIGN. Unpublished manus
ript.47. G. P�olya. �Uber die Verteilung des quadratis
hen Reste und Ni
htreste. G�ottingerNa
htri
hten (1918), 21{26.48. D. Point
heval and J. Stern. Se
urity Proofs for Signature S
hemes. In Euro
rypt'96, Le
ture Notes in Computer S
ien
e 1070, Springer-Verlag, Berlin, 1996, 387{398.49. D. Point
heval and J. Stern. Se
urity Arguments for Digital Signatures and BlindSignatures. Journal of Cryptology, 13(3), 2000, 361{396.50. C. Ra
ko� and D. R. Simon. Non-Intera
tive Zero-Knowledge Proof of Knowledgeand Chosen Ciphertext Atta
k. In Crypto '91, Le
ture Notes in Computer S
ien
e576, Springer-Verlag, Berlin, 1992, 433{444.51. R. Rivest, A. Shamir, and L. Adleman. A Method for Obtaining Digital Signaturesand Publi
 Key Cryptosystems. Communi
ations of the ACM, 21(2), 1978, 120{126.52. RSA Laboratories. PKCS # 1 Version 1.5: RSA Cryptography Standard.November 1993, http://www.rsa.
om/rsalabs/pubs/PKCS/.53. RSA Laboratories. PKCS # 1 Version 2.1: RSA Cryptography Standard.Draft, January 2001, http://www.rsa.
om/rsalabs/pubs/PKCS/.54. C. P. S
hnorr. EÆ
ient Identi�
ation and Signatures for Smart Cards. In Crypto'89, Le
ture Notes in Computer S
ien
e 435, Springer-Verlag, Berlin, 1990, 235{251.55. C. P. S
hnorr. EÆ
ient Signature Generation by Smart Cards. Journal of Cryp-tology, 4(3), 1991, 161{174.56. C. P. S
hnorr and M. Jakobsson. Se
urity of Signed ElGamal En
ryption. InAsia
rypt '2000, Le
ture Notes in Computer S
ien
e 1976, Springer-Verlag, Berlin,2000, 458{469.57. V. Shoup. Lower Bounds for Dis
rete Logarithms and Related Problems. InEuro
rypt '97, Le
ture Notes in Computer S
ien
e 1233, Springer-Verlag, Berlin,1997, 256{266.



58. V. Shoup. OAEP Re
onsidered. In Crypto '2001, Le
ture Notes in Com-puter S
ien
e 2139, Springer-Verlag, Berlin, 2001, 239{259. Also appearedin the Cryptology ePrint Ar
hive 2000/060, November 2000, available fromhttp://eprint.ia
r.org/.59. J. Stern, D. Point
heval, J. Malone-Lee, and N. Smart. Flaws in Applying ProofMethodologies to Signature S
hemes. In Crypto '02, Le
ture Notes in ComputerS
ien
e 2442, Springer-Verlag, Berlin, 2002, 93{110.60. B. Vall�ee, M. Girault, and P. ToÆn. How to break Okamoto's Cryptosystem byRedu
ing Latti
e Bases. In Euro
rypt '88, Le
ture Notes in Computer S
ien
e 330,Springer-Verlag, Berlin, 1988, 281{292.61. B. Vall�ee, M. Girault and P. ToÆn. How to Guess `th Roots Modulo n by Redu
ingLatti
e Bases. In AAECC-6, Le
ture Notes in Computer S
ien
e 357, Springer-Verlag, Berlin, 1988, 427{442.62. I.M. Vinogradov. Sur la distributions des r�esidus et des non-r�esidus des puissan
es.J. Phys.-Math. So
. Perm. 1 (1918), 94{96.


