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t: Provision of QoS-related router fun
tions su
h as traÆ
 regulation, poli
y rout-ing, and usage-based a

ounting requires that a 
ow table stores state information for a
tive
ows. The design of su
h a 
ow table is not trivial for a high-speed Internet router (e.g.,100+ Gbps) with a large number of a
tive 
ows (e.g., tens of millions) and a high pa
ketarrival rate (e.g., tens of millions of pa
kets per se
ond). Targeting two di�erent models(
entralized and distributed) of router design, we propose a software-based design to beimplemented on individual line 
ards, whi
h is suitable for the distributed model, and ahardware-based design to be implemented in the main forwarding engine of a router, whi
his suitable for the 
entralized model. The software-based design, adapted from hash tabledata stru
ture, employs a pra
ti
al and e�e
tive te
hnique to solve the garbage 
olle
tionproblem 
aused by the expired 
ows. The hardware-based design, adapted from the ar
hite
-ture of an N-way set-asso
iative 
a
he, employs a dynami
 set-asso
iative s
heme to redu
ethe over
ow ratio that traditional set-asso
iative s
heme in
urs, by a high per
entage, and apipelined design to a
hieve a throughput of 100+ Gbps. The performan
e evaluation resultsfrom both tra
e-driven simulation and statisti
al analysis demonstrate that both designs are
ost-e�e
tive for their targeted router models.Index Terms: Flow Table, Performan
e Analysis, Router Ar
hite
ture, Universal Hashing.
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hart of a Flow Table1 Introdu
tionMaintaining a 
ow table in an Internet router is essential for the provision of QoS-relatedrouter fun
tions su
h as usage-based servi
e a

ounting [1℄, traÆ
 regulation [2℄, and poli
yrouting [3℄. For traÆ
 regulation, for ea
h a
tive 
ow, the 
ow table keeps a timestamp thatindi
ates whether the 
ow is 
onforming to its negotiated pro�le. For poli
y routing, the 
owtable 
a
hes the next-hop and QoS information to be applied to the pa
ket, whi
h is obtainedfrom a relatively expensive poli
y lookup pro
ess [3, 4, 5℄, so that one lookup is needed per
ow, not per pa
ket. For usage-based a

ounting, the 
ow table uses a 
ow instead of apa
ket as the basi
 granule for a

ounting, whi
h typi
ally redu
es the amount of work byabout 90 per
ent [6℄. The overview of a 
ow table is shown in Fig. 1. The s
hema of a 
owtable 
onsists of servi
e parameters and state variables used in servi
e a

ounting (e.g., unitpri
e), traÆ
 regulation (e.g., timestamp), and poli
y routing (e.g., next-hop). The header�elds of an in
oming pa
ket will be used as the key to sear
h for the 
ow that the pa
ketbelongs to. If su
h a 
ow entry is found, the servi
e parameters and state variables in theentry will be fed to the servi
e logi
, whi
h determines the a
tion to be performed (e.g.,whi
h output port to route the pa
ket) on the pa
ket and the new values the state variables2



(e.g., timestamp) should be updated with. We refer to su
h a \sear
h-
ompute-update"
y
le as a 
ow transa
tion. If a mat
hing entry is not found, it indi
ates that this pa
ket isthe �rst pa
ket of a new 
ow. Then an entry needs to be 
reated in the table for the 
ow,and a lookup to the poli
y database is needed to determine the servi
e parameters the entryshould be initialized with.The 
ow table is a part of the forwarding engine in a QoS router. So its design isdi�erent for two router models that make drasti
ally di�erent design 
hoi
es on the fun
tionalrequirement and pla
ement of the forwarding engine, namely, 
entralized router model anddistributed router model [7℄. In the 
entralized model, when a pa
ket arrives at a line 
ard,its header will be forwarded to a 
entral forwarding engine through the swit
hing fabri
. Theforwarding engine will de
ide the next-hop to route the pa
ket and its QoS if appli
able, andsend the de
ision ba
k to the line 
ard. In the distributed model, however, ea
h line 
ardhas its own forwarding engine to make su
h de
isions. The advantages and disadvantagesof both models and the 
ommer
ial router produ
ts that adopt ea
h model are dis
ussed indetail in [7℄. Two router models pla
e drasti
ally di�erent throughput requirements on the
ow table. In the 
entralized model, one 
ow table has to handle all the 
ow transa
tionsof the router, while in the distributed model, a 
ow table only needs to handle the 
owtransa
tions at a line 
ard.Targeting these two router models, we proposed two 
ost-e�e
tive 
ow table designs:a software-based design (5 Gbps throughput) for the distributed model, and a hardware-based design (100+ Gbps throughput) for the 
entralized model. The major 
hallenge inthe software-based design, whi
h employs hash table data stru
ture, 
omes from the need topurge expired 
ows from the 
ow table. We �nd that garbage 
olle
tion with hash table data3



stru
ture in real time is not a trivial task. The software-based design employs our amortizedgarbage 
olle
tion te
hnique that \absorbs" the overhead of garbage 
olle
tion into that ofprobing and a
hieves a ni
e tradeo� between memory utilization and throughput. The major
hallenge in the hardware-based design is to a
hieve high throughput at relatively low 
ost.Adapted from the ar
hite
ture of N-way set-asso
iative 
a
he, the hardware-based designemploys our dynami
 set-asso
iative s
heme that redu
es the over
ow inherent with set-asso
iativity by a high per
entage. Employing relatively inexpensive yet high-speed DRAM
hips (e.g., 800 MHz RAMBUS [8℄), it ni
ely pipelines the system to \absorb" the DRAMa

ess laten
y and other system overhead so that a 
ow transa
tion 
an be 
ompleted veryqui
kly (e.g., every 20 ns).In the following, Se
tion 2 introdu
es 
on
epts related to a 
ow and states importantassumptions. Se
tion 3 and 4 present the ar
hite
ture and performan
e evaluation of thesoftware-based design and the hardware-based design respe
tively. Related work is surveyedin Se
tion 5. Se
tion 6 summarizes the main 
ontributions of the work. As the fo
us of thispaper is on how to design a 
ow table to support the aforementioned router fun
tions, thedetail of these fun
tions and their implementation are omitted in this paper in the interestof spa
e. They 
an be found in the longer version [9℄ of this paper.
2 Flow Con
epts and Important AssumptionsA 
ow, as shown in Fig. 2, is de�ned [10℄ as a series of unidire
tional pa
kets that sharethe same <sr
 IP, dest IP, sr
 port, dest port, proto
ol> tuple, separated by no more thana tunable timeout value Dexpire. Here �xed timeout value (Dexpire) is adopted to simplify4
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Figure 2: Timeline of a Flowimplementation. We will subsequently refer to su
h a tuple as layer-4 address. A 
ow startswhen its �rst pa
ket arrives and expires when the 
ow has no a
tivity for a timeout periodDexpire. The 
ow is presumed a
tive in the meantime and this period is 
alled the lifespanof the 
ow. Suppose the expiration happens at time T , the 
ow a
tually stops at timeT �Dexpire, when the last pa
ket of the 
ow arrives. The period between the time the 
owstarts and the time it stops is 
alled the duration of the 
ow, during whi
h the 
ow is a
tuallya
tive.Aggregate network traÆ
 is found to be bursty and self-similar [11, 12℄, and possiblereasons behind that are analyzed in [13℄. However, to the best of our knowledge, the arrivalof new 
ows and the number of a
tive 
ows (when Dexpire is reasonably long, say 60s, toprevent a 
ow from being segmented into multiple sub
ows), at the Internet ba
kbone level,have never been found to be self-similar. A
tually, we don't expe
t them to be self-similar:while pa
kets inside a 
onne
tion are 
orrelated, arrivals of the new 
onne
tions (
ows) aregenerally not [14℄.Important metri
s in the software- and hardware-based designs are modeled under a
ontext 
alled dynami
ally-balan
ed 
ow system (DBFS). In DBFS, we assume that, every5



1NF se
onds, one new 
ow arrives and one old 
ow expires. In other words, during every one-se
ond interval, exa
tly NF old 
ows expire and NF new 
ows arrive so that the numberof a
tive 
ows AF remains 
onstant over time. DBFS assumption is 
lose to the reality asit is shown in [10, 15℄ that AF tends to 
u
tuate very little in a 5-minute interval, thoughit may 
hange dramati
ally over a one-day period. As we have explained, DBFS does not
ontradi
t with the self-similar nature of the Internet traÆ
 [11, 12℄. We understand thatDBFS modeling does not 
apture the \disturban
e" 
aused by the 
u
tuation of the a
tive
ows in the real traÆ
. However, the agreement between the analyti
al (from the modeling)and the experiment (from the simulation) results suggests that the e�e
t of this \disturban
e"on the metri
s we are interested in is very small.Poisson modeling that will o

ur in several pla
es of this paper also needs to be 
arefullyjusti�ed. In all but one pla
e, the Poisson arrivals and departures are assumed in a slot of ahash table or in a line of a set-asso
iative 
a
he (similar to the former 
ase). The justi�
ationis that under the DBFS 
ontext and the uniform hashing assumption, the interarrival timebetween two new 
ows that are mapped to a parti
ular slot/line is a

urately modeled asa geometri
 random variable. So, when the number of lines/slots is large, this geometri
distribution 
an be approximated as the Poisson distribution. Only in one pla
e (in Se
tion3.1) do we assume that the interarrival time between pa
kets inside a 
ow is exponential (withparameter I). However, we immediately show that our targeted metri
 is very insensitive tothe variation of I.
6
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(a) (b) (c)Figure 3: (a) Chaining with head table, (b) Sta
k of free nodes, (
) Chaining without headtable.3 Software-based DesignIn this se
tion, we present a software-based design that a
hieves a throughput of 5 Gbps,whi
h is suitable for a line 
ard. This design is based on hash table data stru
ture augmentedwith a te
hnique to solve the garbage 
olle
tion problem. When a 
ow expires, the hash nodethat 
ontains the 
ow entry be
omes \garbage." Without a \garbage 
olle
tion" me
hanism,the system will eventually run out of memory. We develop an amortized garbage 
olle
tionte
hnique that absorbs the overhead of purging into probing. We introdu
e a metri
 
alledgarbage ratio that measures the e�e
tiveness of the s
heme. Modeling and simulation resultson this metri
 agree to within 10% di�eren
e.3.1 Amortized Garbage Colle
tion (AGC)The data stru
ture underlying AGC is hashing with 
haining1 as shown in Fig. 3(a). Thenodes in the hash table are 32-byte long 
ow entries. A hardware hash fun
tion that a
hievesuniform hashing is used to produ
e an index and its orthogonal part 
alled tag, for ea
hin
oming layer-4 address. Su
h a suitable hash fun
tion is des
ribed in Se
tion 4.2. The1We do not use open hashing algorithms be
ause they make garbage 
olle
tion a 
ompli
ated task [16℄.7



index is used to lo
ate a slot in the head table that points to a linked list of nodes. A probeis performed along the linked list to see if the same tag is found in any of these nodes.The white nodes stand for a
tive 
ows and the gray nodes stand for expired 
ows. In thefollowing dis
ussion, we use words \node" and \
ow" inter
hangeably.The AGC s
heme works as follows. While the probe is 
arried out along the linked list, ifthe 
urrent node is found expired, it is deleted from the linked list and returned to a sta
k offree nodes (shown in Fig. 3(b)). For example, in Fig. 3(a), suppose a pa
ket that belongs to
ow 1
 arrives. During the probing, AGC will �nd that node 1b has expired and will deleteit from the 
hain. Node 1d (also expired), however, will not be a�e
ted be
ause it is behindthe node 1
. In other words, the purging o

urs only when it is \
onvenient."3.2 Performan
e Analysis of AGCThe e�e
tiveness of the s
heme is measured by the garbage ratio GR, the number of expired
ows that remain in the hash table divided by the total number of a
tive 
ows AF . This ispre
isely the \gray/white" ratio in Fig. 3(a). Under the DBFS 
ontext, the garbage ratioGR is modeled as follows. Let Tlifespan be the average lifespan of a 
ow, whi
h is also theaverage lifespan of a white node. Then a

ording to Little's law [17℄, AF = Tlifespan � NF .Let T̂purge be the laten
y between the time a node expires and the time it is purged byAGC, and let Tpurge be its mean. So Tpurge is the average lifespan of a gray node. Againa

ording to Little's law, the number of \gray nodes" is Tpurge � NF . So the garbage ratio(\gray/white") is
8



GR = Tpurge �NFTlifespan �NF = TpurgeTlifespan (1)Under DBFS 
ontext, Tlifespan is 
onstant over time. So, to 
al
ulate GR, it remainsto model Tpurge. Note Tlifespan �Dexpire is the average duration of a 
ow, during whi
hthe 
ow is a
tually a
tive. Again by Little's law, the ratio of the presumed a
tive 
owsthat are a
tually a
tive is Tlifespan�DexpireTlifespan . We 
all this ratio the a
tually a
tive ratio, anddenote it as �. In the following dis
ussion, unless the word \a
tual" is expli
itly used,the term \a
tive 
ows" refers to \presumed a
tive 
ows." Suppose the number of slots inthe hash table is M . De�ne the load fa
tor LF as AF=M . Let us 
onsider an arbitraryslot. As explained in Se
tion 2, when M is large, the arrival pro
ess 
an be approximatedas Poisson so that P [Û = i℄=exp(�LF ) � LF i=(i!). So among M slots of the hash table,approximatelyM �P [Û = i℄ of them 
ontain i a
tive nodes, i=0,1,2,..., and among AF a
tive
ows, approximately i �M � P [Û = i℄ nodes belongs to a slot that 
ontains i a
tive nodes,i=0,1,2,... Then randomly pi
k a 
ow among AF a
tive 
ows, the number of a
tive nodes(denoted as V̂ ) in the slot that the pi
ked node belongs to is of the following distribution:P [V̂ = i℄ = i�M�P [Û=i℄AF = i�exp(�LF )�LF iLF�(i!) , where i = 1; 2; ::: Though this distribution is derivedusing informal analysis, it 
an be shown that this is pre
isely the limiting distribution whenboth M and AF go to in�nity and AF=M = LF . Suppose the pi
ked node is the Ŵth a
tivenode along the linked list. Sin
e ea
h node among those V̂ nodes is equally likely to bepi
ked, the joint distribution of V̂ and Ŵ isP [V̂ = i; Ŵ = k℄ = 8>>><>>>: exp(�LF )�LF i(i!)�LF : k � i0 : k > ii; k = 1; 2; � � � (2)9



Now we are ready to analyze Tpurge. Suppose exa
tly at time 0, a node ND expires, whi
h
an be any of the AF nodes with equal probability 1=AF . Suppose the slot that ND belongsto has i nodes and ND is the kth along the probing sequen
e ((2) tells us the probabilityof su
h an event). Suppose among the i� k a
tive nodes behind ND, X̂ nodes are a
tuallya
tive. X̂ is of binomial distribution P [X̂ = j℄=�i�kj � � �j � (1� �)i�k�j,j=1,2,...,i� k. � isthe aforementioned a
tually a
tive ratio. There are two possible ways in whi
h the expirednode gets evi
ted. The �rst one o

urs when one of those X̂ a
tually a
tive nodes get avisitor (an in
oming pa
ket that belongs to the 
ow). The se
ond o

urs when a new 
owarrives and is hashed to ND's slot. For ea
h of the j a
tually a
tive nodes, the arrival timeof the �rst visitor to the node (denoted as T̂1, T̂2, ..., T̂j) after time 0 
an be modeled asan exponential distribution with mean I. I is the average interarrival time of pa
kets in a
ow, modeled as (Tlifespan �Dexpire)=NP . NP is the average number of pa
kets in a 
ow.Let T̂new be the arrival time of the �rst new 
ow that is hashed to ND's slot after time 0and Tnew be its mean. It 
an be shown that T̂new is of exponential distribution with meanTlifespan=LF when M is large. ThenT̂purge =MIN(T̂1; T̂2; :::; T̂j; T̂new) (3)Given n independent exponential random variables Ŷ1,Ŷ2,...,Ŷn with mean �1,�2,...,�n re-spe
tively, MIN(Ŷ1, Ŷ2, ..., Ŷn) is also of exponential distribution and its mean is 1=(Pnm=1 1�m ).So T̂purge (
onditioned on j) is also of exponential distribution, and its mean is 1=( jI+ 1Tlifespan ).Pie
ing all these formulae together, we obtain our main result:
10



E[T̂purge℄ = 1Xi=0 i � exp(�LF ) � LF iLF � (i!) � iXk=1 1i � i�kXj=1 i� kj ! � �j � (1� �)i�k�j � 1jI + LFTlifespan (4)On
e we have 
al
ulated E[T̂purge℄, the garbage ratio GR 
an be obtained as TpurgeTlifespana

ording to (1). Parameters 
ontained in (4) in
lude LF , �, I, and Tlifespan. Sin
e Tlifespan
an be derived from � andDexpire, given a �xed Dexpire, GR is a fun
tion of three independentparameters I, �, and LF . An analysis of (4) shows that the garbage ratio GR in
reases whenLF de
reases and vi
e versa. Plugging in the parameters (I=0.95s, �=0.25) measured fromthe FIXWEST tra
e 1 when Dexpire is set to 60s, the GR 
al
ulated using (4) and (1) is0.89, 0.40, and 0.16, when LF is 1, 2, and 4, respe
tively. So to redu
e this GR, we wouldlike to in
rease LF . However, larger LF leads to longer probe sequen
e be
ause the averageprobe length is 1 + LF=2 when the node is found in the table and is 1 + LF when the nodeis not found [16℄.I and � are traÆ
-dependent parameters, but fortunately GR is not sensitive to 
hangesof these two parameters. Otherwise, GR would be traÆ
-dependent. In all three afore-mentioned 
ases (LF=1,2,4), when � is doubled/halved, GR is de
reased/in
reased by atmost 0.04, and when I is doubled/halved, GR is in
reased/de
reased by less than 0.005.A
tually, there is a simple yet rough bound of the GR that is determined only by LF . From(3), we know that T̂purge � T̂new. So Tpurge � Tnew = Tlifespan � LF . So the garbage ratioGR = Tpurge=Tlifespan � 1=LF . This upper bound is 1, 0.5, and 0.25, when LF is 1, 2, and4, respe
tively. This is not very far away from the results (0.89, 0.40 and 0.16) obtainedusing (4).
11



Tra
e 1 2 3 4 5 6 7Date 6/21/95 2/28/96 9/18/96 9/26/96 1/9/97 5/17/97 11/20/97Duration(se
) 1625 770 298 1233 1084 298 1155Avg. Pkts/s 14414 13625 13939 9995 8088 3856 9494Table 1: Statisti
s of the FIXWEST Tra
es [18℄ Used in the Simulation3.3 Simulation Study of AGCWe 
ondu
ted a simulation study to independently validate (4). Seven publi
ly availableFIXWEST ba
kbone tra
es [18℄ (see Table 1) were used in the simulation. The results arepresented in Fig. 4. Fig. 4(a), 4(b), and 4(
) show AF in FIXWEST tra
e 1, 2, and 4,respe
tively. The number of slotsM in all three 
ases is 16384. Dexpire is set to 60s, 30s, and40s, respe
tively, to adjust AF so that LF = AF=M varies between 3 and 4. Fig. 4(d), 4(e),and 4(f) 
ompare the Analyti
al GR with the experimental GR in these three tra
es. Ea
hpoint on the analyti
al GR 
urve is 
al
ulated using (4) a

ording to LF = AF=M at thatse
ond and the traÆ
 parameters (I and �) of the 
orresponding tra
e. The experimentalGR is measured on a per se
ond granule using a simulation program. So this is a \point-wisestress test." In all three 
ases, the di�eren
e between these two 
urves is no more than 10per
ent. This shows that the analyti
al modeling estimates GR very well.Impli
itly, the existen
e of the head table (see Fig. 3(a)) makes our dis
ussion mu
heasier. However, it does not make sense in the real implementation. It in
reases the probelength by one and wastes about 10% of the memory (ea
h pointer is 3 byte long). Now it istime to remove it. Fig. 3(
) shows the aftermath of the removal of the head table from the12
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)(d),Third Row: (e)(f))
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hash table shown in Fig. 3(a). The bla
k node in Fig. 3(
) is a node that does not 
ontaina 
ow entry, but has to be there to indi
ate that no 
ow exists in this slot. Sin
e su
h nodesdo not exist in the hash table shown in Fig. 3(a), GR 
al
ulated using (4) does not 
ountit in. It 
an be shown that the \bla
k/white" ratio is exp(�(GR + 1) � LF )=LF . WhenLF is 4, this 
ontributes less than 0.02 to the total garbage ratio. Also, the free node sta
k(Fig. 3(b)) adds an additional 10 per
ent overhead (to store pointers). So the total memoryoverhead is 0.16+0.02+0.10=0.28, that is, the total data memory (ex
luding program 
ode)the system needs is 1.28 times of the memory needed to store the AF a
tive 
ows.3.4 The Throughput of the Software-based DesignWe estimated that the software-based design 
an a
hieve a throughput of at least 5 Gbps(a little higher than OC-96) using the 
ombination of a low-end general-purpose CPU anda high-end DRAM (RAMBUS) 
hip. To a
hieve 5 Gbps throughput, the average exe
utiontime of a 
ow transa
tion must be no more than 400 ns, assuming an average pa
ket sizeof 250 bytes (a widely-used assumption on the pa
ket size). Suppose that 
ommer
iallyavailable 16-bit-wide 800 MHz RAMBUS are used. This allows 16 bytes (the minimum burstsize) to be read or written every 10 ns in burst mode (a series of a

esses to 
onse
utivememory lo
ations), after an initial a

ess laten
y (typi
ally 60 ns). So it takes a total of 80ns to a

ess a 32-byte 
ow entry. If we assume that LF is 4, the probe length (if found)will be 3 (=LF/2+1) as explained before. Ea
h probe will take about 100 ns (in
ludinginstru
tions to \prepare to read"). We 
an not overlap these probe a

esses be
ause thememory address (the pointer) needed to a

ess the next node in the 
hain is not known until14



the 
urrent node is read. This is the reason why we have to use high throughput DRAMsu
h as 800 MHz RAMBUS. However, during su
h an 100 ns memory a

ess period, theCPU does not sit idle. AGC overlaps the exe
ution of the instru
tions that 
he
k whether
urrent node expires or mat
hes the pa
ket header with the memory a

ess of the next node.In this sense, the \purging" overhead is absorbed into the \probing" operation. We 
odedAGC using DLX [19℄ assembler and optimized it to minimize the number of stalls that willo

ur in the pipelined exe
ution. We estimated that 200 MHz 
lo
k rate is good enough forus to a
hieve 400 ns average exe
ution time.
4 The Hardware-based DesignThough the software-based design is fast enough for a line 
ard, it is too slow for the for-warding engine in a high-end 
entralized router. In this se
tion, we present a hardware-baseddesign that 
an deliver a high throughput of 100+ Gbps.As shown in Fig. 5, the main 
omponent of the hardware-based design is N independentmemory banks, ea
h of whi
h stores up to M = 2r 
ow entries. Ea
h bank is asso
iatedwith a di�erent hardware hash fun
tion, whi
h hashes the 97-bit long layer-4 address ofan in
oming pa
ket and produ
es two values. One is an r-bit hash value used as an indexinto the 
orresponding bank in order to lo
ate a 
andidate entry, where the 
ow that thepa
ket belongs to may potentially be stored. The other is a 97 � r bit long tag, whi
h isthe orthogonal part of the index2. Ea
h tag is 
ompared with the tag �eld 
ontained in2In 
omputer ar
hite
ture, a set-asso
iative CPU 
a
he simply extra
ts some of the memory address bitsas the index (this hash fun
tion is 
alled bit extra
tion) and the remaining bits (the orthogonal part) as tag.15



Service Logic

Next-hop
QoSNew Values for

Service Variables

tag1 tag2
tagN

Control Logic

index 1 index 2 index N

Found

tag

tag

tag
timestampparam/var

timestamp

timestamp

param/var

param/var M=2 r

flow entries

Execution pipeline:

RRS S
RRTransaction i+1:

Transaction i+2:
Transaction i+3:

Transaction i:
Transaction i-1:
Transaction i-2:

W
W

CC
S S CCW

W

RRS S CC
RR S S CC

W
W

CCSS
CC II

I
I

I I

I
I

I I

Hardware Hash 1

Comparator Comparator

OR

Comparator

Hardware Hash 2 Hardware Hash N

= = =

Multiplexer

Select

Bank 1 Bank 2

Control Signals

Incoming packet

Bank N

layer-4 address

Figure 5: The ar
hite
ture of the hardware-based design

16



the 
orresponding 
ow entry in parallel. If there is a mat
h, we have a hit and the statevariables and servi
e parameters of the mat
hed entry will be fed into the servi
e logi
 fromthe multiplexer. Otherwise, we have a miss, and a new entry needs to be brought into the
ow table. If one or more of these N 
andidate entries (
alled \in
umbents") have expired(by 
he
king the 
orresponding timestamp �eld), one of expired entries will be randomly
hosen for repla
ement. This random repla
ement 
an be emulated in hardware using asmall amount of ROM, as shown in [6℄. In 
ase no in
umbent has expired, an over
owhappens. Note that the operation of a 
ow table is di�erent from that of a CPU 
a
he:here we 
an not randomly ki
k out an in
umbent that has not yet expired to give roomfor the in
oming 
ow. So in the hardware-based design, the over
owed 
ow entries are\absorbed" into a software-based assistant 
ow table, the design of whi
h we have justpresented. However, sin
e the software-based design is about an order of magnitude slowerthan the hardware-based design (
alled master 
ow table), it is desirable that the numberof su
h over
ow be as small as possible. To redu
e the over
ow, we propose a dynami
set-asso
iative s
heme (referred to as dynami
 s
heme thereafter) in whi
h these N hardwarehash fun
tions, denoted as h1,h2,..., hN , not only are di�erent, but also satisfy the followingN-universal property: given a random hash key X, h1(X),h2(X),� � �,hN (X) are independentuniformly distributed random variables. In 
ontrast, in a set-asso
iative CPU 
a
he (referredto as stati
 s
heme thereafter), the same hash fun
tion (typi
ally a bit extra
tion) is usedwith ea
h and every bank. Compared to the stati
 s
heme, dynami
 s
heme 
uts the amountof over
ow by about 50 to 75 per
ent, to be shown in Se
tion 4.4.
17



4.1 Throughput AnalysisThe system is pipelined to a
hieve a very high throughput (e.g., 100+ Gbps). The pipelinings
hedule is shown in Fig. 5. Ea
h letter (R,S,C,W,I) denotes a 
lo
k 
y
le (10 ns or theamount of time to transfer 16 bytes using 16-bit-wide 800 MHz RAMBUS te
hnology). R, W,and I stand for read, write, and idle, respe
tively. As we explained in Se
tion 3.4, two 
lo
k
y
les are needed to read an entry, and one 
lo
k 
y
le is needed to update an entry be
ausemore than half of the entries are read-only. S is the sear
h (\
omparator," \multiplexer,"and \OR" in Fig. 5) and repla
ement (\
ontrol logi
") logi
. S logi
 is quite simple and
an be 
ompleted well within two 
lo
k 
y
les (e.g., 20 ns) using 0.25 �m CMOS VLSI. Cstands for the 
omputation in the servi
e logi
. We explained in [9℄ that the servi
e logi

an also be 
ompleted within two 
lo
k 
y
les. Sin
e in ea
h transa
tion, W only o

ursto one memory bank, write merge among 
onse
utive transa
tions is used to improve thesystem throughput. As shown in Fig. 5, W in transa
tion i and W in transa
tion i + 1 areexe
uted simultaneously3 so that two 
ow transa
tions are 
ompleted every �ve 
y
les. Soea
h transa
tion in
urs a base 
ost of 2.5 
lo
k 
y
les. However, there is 1=N probabilitythat these two writes o

ur to the same bank. In this 
ase, a stall of one 
y
le will o

ur,resulting an amortized additional overhead of 12N 
lo
k 
y
le per transa
tion. Also the systemneeds to absorb the overhead of writing an \interim re
ord" to address the read/write ra
e
ondition when a miss o

urs. The amortized overhead of this is (2:5+ 12N )r 
lo
k 
y
les pertransa
tion, where r is the miss ratio. Therefore the gross total pro
essing per transa
tion is(2:5+ 12N )� (1+ r) 
lo
k 
y
les. When N=6 (the re
ommended minimum size) and the miss3Merging three or more writes into a 
y
le 
an further improve the throughput, at the 
ost of higherhardware 
omplexity. 18



ratio is 10%, the throughput of the ar
hite
ture is estimated to be one transa
tion per 2.85(=(2.5+1/12)*(1+0.1)) 
lo
k 
y
les. When ea
h 
lo
k 
y
le is 10 ns, this is equivalent to 35million transa
tions per se
ond or 70 Gbps when the average pa
ket size is 250 bytes. Notethat this bandwidth 
an be improved to 140 Gbps if future generation 1600 MHz RAMBUSis used (the size of a 
ow entry or 32 bytes is exa
tly the minimum burst size of the 1600MHz RAMBUS).4.2 The Hash Fun
tionThe hash fun
tions for the dynami
 set-asso
iative s
heme have to satisfy, in additional tothe aforementioned N-universal property, a number of other ni
e properties: (a) It shouldbe able to generate a hash key within a 
lo
k 
y
le4; (b) The orthogonal part of the hashkey should be well-de�ned and should also be 
omputed within 10ns. Su
h hash fun
tionsare hard to �nd: (a) Bit extra
tion won't work be
ause the bits extra
ted from a layer-4address are generally not random, (b) Traditional linear 
ongruent hash fun
tions su
h as(a � x+ b)mod(
) are too slow and its orthogonal part in general is not de�ned; (
) CRC orRabin (and its variants) hash fun
tions, whi
h involves multipli
ation, addition and modularoperations on polynomials with binary 
oeÆ
ients, are too slow for this 10ns mission be
ausethe 
riti
al timing path of ea
h hash operation would 
onsist of at least 97 serial 
y
li
 shiftsand XOR operations (a layer-4 address is 97-bits long).We found that a 
lass of hash fun
tions 
alled H3 [20℄ has the aforementioned desiredproperties. It was shown in the literature that N hash fun
tions randomly 
hosen from H3satisfy the N -universal property. Though H3 has been dis
overed for more than 20 years4When 1600 MHz RAMBUS is used, a hashing operation has to be 
ompleted within 10 ns.19



[20℄, its unique advantage in terms of both speed and well-de�nedness of the orthogonalpart over other hash fun
tions is re
ognized by us. An H3 hash fun
tion maps a w-bitbinary string A = a1a2 � � �aw to an r-bit binary string B = b1b2 � � � br by the following lineartransformation: 0BBBBBBBBBBBBB�
b1b2...br
1CCCCCCCCCCCCCA = 0BBBBBBBBBBBBB�

q11 q12 � � � q1wq21 q22 � � � q2w. . . . . . . . . . . . . . . . .qr1 qr2 � � � qrw
1CCCCCCCCCCCCCA
0BBBBBBBBBBBBB�

a1a2...aw
1CCCCCCCCCCCCCAHere, Q is a r�w matrix de�ned over GF(2)=f0,1g. Ea
h hash fun
tion inH3 
orrespondsuniquely to su
h a Q. The multipli
ation and addition in GF(2) are boolean AND (denotedas Æ) and XOR (denoted as �), respe
tively. So, ea
h bit of B is 
al
ulated as: bi =(a1 Æ qi1)� (a2 Æ qi2)� � � � � (aw Æ qiw) i = 1; 2; � � � ; r.The orthogonal part of BT is obtained as follows. Denote the row ve
tors of Q as Vi,i = 1; 2; � � � ; r. We restri
t the 
hoi
e of Vi so that they are linearly independent. This is nota severe restri
tion be
ause it 
an be shown that, when w=97 and r < 24, the probability forr ve
tors randomly 
hosen from f0; 1gw being linearly dependent is very small (< 0:000001).Then we 
an expand these r ve
tors into a basis V1, V2,� � �,Vr,Vr+1,Vr+2,� � �,Vw in the ve
torspa
e f0; 1gw. Let Q be the (w� r) �w matrix, the ith row of whi
h is Vr+i, i=1,2,...,w� r.Then BT = QAT is the orthogonal part of BT . Implemented in hardware, the hashingoperation 
an be 
ompleted well within 10ns be
ause the 
riti
al timing path for generatingea
h and every bit is of the same length, whi
h 
onsists of log(N) (here N=97) levels of XORoperations. 20



4.3 Implementation and Cost AnalysisThe H3 hash fun
tion is very amenable to hardware implementation. We estimated that a97-in 97-out H3 hash fun
tion o

upies an area of 2.5mm by 2.5mm using 0.25 �m CMOSpro
ess. Su
h a 
hip will be low in 
ost (e.g., 5 dollars), assuming reasonable level of massprodu
tion (e.g., 3000+). This again justi�es the dynami
 set-asso
iative s
heme: the onlydi�eren
e in implementation between the dynami
 s
heme and the stati
 s
heme is thesehash fun
tions. This is well 
ompensated by the amount of memory saved from the assistant
ow table due to mu
h smaller over
ow ratio.The major 
ost of the 
ow table 
omes from memory, the amount of whi
h is proportionalto the total number of a
tive 
ows. Assume that the number of a
tive 
ows grows at mostlinearly with the traÆ
 volume5. It 
an be extrapolated, based on the traÆ
 statisti
smeasured at MCI vBNS ba
kbone nodes (http://www.vbns.
om/), that the total numberof a
tive 
ows for a 100 Gbps router is no more than 16 million (with Dexpire set to 60s).This translates into 512 MB of table entries, and 730 MB of memory requirement, with a\
omfortable load" of the system at 70%. Though there is some indi
ation and intuitivearguments [6℄ that this linear growth model is reasonable, we have so far not been able toempiri
ally validate this model sin
e traÆ
 tra
es at the rate over 10 Gbps is not available.Nevertheless, sin
e the pri
e of memory per MB drops qui
kly, the 
ost of memory will stillbe very reasonable (e.g., within 1000 dollars) even if the a
tual memory requirement (for a100+ Gbps router) deviates 
onsiderably from our estimate (e.g., doubling our estimate).Su
h a 
ost is well justi�ed for a 100+ Gbps QoS router.5Analyti
al arguments that justify this assumption 
an be found in [6℄.21



4.4 Performan
e Evaluation: Dynami
 vs. Stati
In this se
tion, we show that the over
ow ratio under the dynami
 s
heme is mu
h smallerthan that under the stati
 s
heme. A 
ow that is \absorbed" into the assistant 
ow tablemay have a 
han
e to relo
ate into the master 
ow table if one among the N 
andidate entriesthat the 
ow was \bidding for in futile" now expires. This relo
ation is \pa
ket-driven" inthe sense that it may o

ur only when an in
oming pa
ket that belongs to the 
ow triggersa miss in the main 
ow table. Whether or not the relo
ation is allowed 
an be viewed as asystem design option (\with relo
ation" vs. \without relo
ation"). In reality, relo
ation isalways preferred be
ause it redu
es the amount of over
ow in both the dynami
 s
heme andthe stati
 s
heme, with little extra design 
omplexity. However, statisti
al analysis of theover
ow ratio be
omes hard. On the other hand, the over
ow of both stati
 and dynami
s
hemes \without relo
ation" 
an be a

urately modeled, the result of whi
h is importantin two aspe
ts. First, the over
ow from dynami
/stati
 s
heme \without relo
ation" servesas the absolute upper bound of the over
ow from dynami
/stati
 s
heme \with relo
ation."This adds a statisti
al guarantee to the empiri
al results. Se
ond, sin
e empiri
al resultsshow that dynami
 s
heme and stati
 s
heme bene�t almost \equally" from the relo
ation,the dynami
 s
heme remains better than the stati
 s
heme when relo
ation is allowed. Inthe following, we will statisti
ally analyze the over
ow ratios of the two s
hemes \withoutrelo
ation" and verify them using tra
e-driven simulation. The empiri
al results on theover
ow ratios of the two s
hemes \with relo
ation" will also be presented.We de�ne the entry over
ow ratio (Oentry) as the number of 
ow entries in the assistant
ow table divided by the total number of a
tive 
ows AF . We de�ne the transa
tion over
ow22
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Figure 6: The Performan
e Modeling of the Stati
 Set-Asso
iative S
hemeratio (Otransa
tion) as the number of 
ow transa
tions (de�ned in Se
tion 1) that is resolvedby the assistant 
ow table divided by the total number of 
ow transa
tions. When relo
ationis not allowed, we show that Oentry=Otransa
tion by the following argument. Let N̂P denotethe average number of pa
kets in a 
ow. When the relo
ation is not allowed, N̂P averagedover the 
ows in the master 
ow table will be the same as the N̂P averaged over the 
owsin the assistant 
ow table, be
ause the \bad lu
k" (a Bernoulli random variable) of a 
owbeing over
owed to the assistant 
ow table is statisti
ally independent of its N̂P . As a
onsequen
e, the proportion of the a
tive 
ows in the assistant 
ow table should be equal tothe proportion of the transa
tions these a
tive 
ows handle, that is, Oentry=Otransa
tion. So,in the following analysis, when the relo
ation is not allowed, we use O to denote both Oentryand Otransa
tion. Note that this equation does not hold when the relo
ation is allowed. Sin
erelo
ation is pa
ket-driven, 
ows in the assistant 
ow table with larger N̂P have a higherprobability of relo
ation than 
ows with smaller N̂P . So the 
ows that stay in the assistant
ow table tend to have a smaller N̂P , whi
h results in Oentry � Otransa
tion.We de�ne load ratio of the master 
ow table LR as the number of a
tive 
ows AF dividedby its total 
apa
ityM�N . Under the aforementioned DBFS 
ontext, O (without relo
ation)in both dynami
 s
heme and stati
 s
hemes is uniquely determined by LR and N as follows.� Dynami
 Set-Asso
iative S
heme: Here we assume that a dynami
 balan
e is a
hieved,in whi
h the over
ow ratio stays 
onstant. We know that the load ratio of the master23




ow table is AF �(1�O)=(M �N) = LR�(1�O), whi
h is also the o

upan
y ratio (bya
tive 
ows) of ea
h bank be
ause under random repla
ement, these N banks shouldbe equally loaded. Then, under the uniform hashing assumption, the probability for anin
oming 
ow to be over
owed is (LR � (1�O))N . Now 
onsider a short time interval[T; T +�T ℄. During this interval, �T �NF 
ows arrive and (LR � (1� O))N ��T �NF over
ows o

ur. These 
ow entries will be inserted into the assistant 
ow table.However, when the system is dynami
ally balan
ed, this number should be equal to thethe number of expirations that o

ur in the assistant 
ow table, whi
h is �T �NF �O.When NF and �T are 
an
eled out, the simpli�ed equation is (LR � (1� O))N = O.This equation has a unique solution in (0,1), whi
h 
an be obtained through a numeri
almethod.� Stati
 Set-Asso
iative S
heme: We 
onsider an arbitrary line (N entries with the sameindex) in the master 
ow table. Under the DBFS 
ontext and the uniform hashingassumption, when M is large, both the arrival (new 
ows) and the departure (expired
ows) pro
esses that o

ur in the line are approximately Poisson (explained in Se
tion2). So, the dynami
s of the line 
an be modeled as a 
ontinuous Markov 
hain asshown in Fig. 6. The line is in state i if it 
ontains i a
tive 
ows. b(i) and d(i)are the arrival rate and expiration rate of the 
ows when the line is in state i. Weknow that b(i) = NF=M , whi
h is the total 
ow arrival rate divided by the number oflines M . The expiration rate d(i) is i �NF=AF be
ause every a
tive 
ow has an equalopportunity to expire. Let Ŝ denote the number of a
tive 
ows in this line. Then N+1unknowns, namely, P [Ŝ = i℄, i=0,1,...,N 
an be solved from the following N +1 linear24



LR=0.6 LR=0.65 LR=0.7 LR=0.75dynami
 stati
 dynami
 stati
 dynami
 stati
 dynami
 stati
N=10 0.0057 0.043 0.012 0.060 0.022 0.079 0.038 0.10N=9 0.0093 0.051 0.018 0.069 0.030 0.089 0.048 0.11N=8 0.015 0.061 0.025 0.080 0.041 0.10 0.061 0.12N=7 0.024 0.073 0.038 0.093 0.055 0.11 0.076 0.14N=6 0.037 0.089 0.054 0.11 0.074 0.13 0.097 0.15Table 2: Over
ow ratio 
omparison between stati
 and dynami
equations: fP [Ŝ = i℄*b(i)=P [Ŝ = i+1℄*d(i+1) : i=0,1,...,N -1g and NPi=0P [Ŝ = i℄ = 1.Then O is the probability that an in
oming 
ow sees that the line is full. Sin
e thearrival pro
ess is approximately Poisson, a

ording to PASTA (Poisson Arrivals SeeTime Averages) [17℄, O is exa
tly P [Ŝ = N ℄.Table 2 
ompares O under stati
 and dynami
 s
hemes, when N varies between 6 and10 and LR varies between 0.6 and 0.75. We observe that the over
ow ratio of the dynami
s
heme is typi
ally only 1=4 to 1=2 of that of the stati
 s
heme. The di�eren
e is larger whenLR be
omes smaller and/or when N be
omes larger.4.5 Simulation StudyWe 
ondu
ted a simulation study using aforementioned FIXWEST tra
es (Table 1) to in-dependently validate the analyti
al results of O. We obtained and investigated the over
owratio (Oentry and Otransa
tion) when relo
ation is allowed. Fig. 7 shows the simulation results25
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Figure 7: Analyti
al and Experimental Results (Top: (a)(b)(
), Bottom: (d)(e)(f))obtained from tra
e 1 (Other tra
es produ
ed similar results). Here, N is set to 8 and Mis set to 8096. Dexpire is set to 45 se
onds so that the load ratio 
u
tuate between 60% and80%. Fig. 7(a) shows the 
u
tuation of AF over the 1625s period. Fig. 7(b) 
ompares theanalyti
al O with the experimental O in the dynami
 s
heme (without relo
ation). Fig. 7(
)
ompares the analyti
alO with the experimental O in the stati
 s
heme (without relo
ation).In both Fig. 7(b) and Fig. 7(
), ea
h point on the analyti
al 
urve is 
al
ulated using theaforementioned formulae, by plugging in the LR at that se
ond. So, this is a \point-wisestress test." In both 
ases, the di�eren
e between the analyti
al result and the experimentalresult is 
onsistently no more than 10%, whi
h 
an be attributed to the 
u
tuation of AFthat makes the reality deviate a little bit from the DBFS 
ontext. The fa
t that experimentalresult is 
onsistently smaller is not surprising be
ause it 
an be shown analyti
ally that boththe s
hemes exhibit the following \sho
k-absorbing" behavior: when the LR in
reases froma to b (a < b) and then de
reases ba
k to a, the over
ow ratio during this period will be lessthan O, estimated under DBFS 
ontext and LR = b. Fig. 7(d) 
ompares the experimental26



O under dynami
 s
heme with the experimental O under stati
 s
heme (without relo
ation).The former is roughly 50% smaller than the latter, whi
h agrees with the analyti
al resultsin Table 2. Fig. 7(e) and Fig. 7(f) show experimental results when the relo
ation is al-lowed. Fig. 7(e) 
ompares Oentry under dynami
 s
heme with Oentry under stati
 s
heme.Fig. 7(f) 
ompares Otransa
tion under dynami
 s
heme (lower 
loud) with Otransa
tion understati
 s
heme (higher 
loud). Fig. 7(e) and 7(f) show that the dynami
 s
heme and thestati
 s
heme bene�t almost equally from the relo
ation (about 20% for Oentry and 50% forOtransa
tion in both dynami
 s
heme and stati
 s
heme). So in both Fig. 7(e) and 7(f), whenthe relo
ation is allowed, the over
ow (Oentry or Otransa
tion) under the dynami
 s
heme isagain roughly 50% of that of the over
ow under the stati
 s
heme. This 50% redu
tion inOtransa
tion makes a di�eren
e be
ause the assistant 
ow table is typi
ally 20 times slower (5Gbps vs. 100+ Gbps).
5 Related WorkAt the time of writing, Cis
o's NetFlow was the only implementation of 
ow table on routers.NetFlow supports up to 128K 
ows [21℄ and typi
ally operates at a rate less than 1 Gbps.As this implementation is proprietary in nature, neither its underlying data stru
ture (orar
hite
ture) nor its garbage 
olle
tion te
hnique is published in open literature.Garbage 
olle
tion [22℄ has been an a
tive resear
h topi
 in programming languages formore than three de
ades. However, its 
ontext is memory management in fun
tional language(e.g., LISP) and obje
t-oriented language (e.g., Smalltalk) programming environment, whereexpli
it allo
ation and deallo
ation of memory is undesirable. The main diÆ
ulty there is27



to identify and lo
ate the garbage, and maintain a data stru
ture in order to eventuallyremove/
olle
t them in a 
orre
t and eÆ
ient manner. In our s
heme, on the other hand,the semanti
s in identifying and lo
ating the garbage is relatively straightforward6. Our main
ontribution is to a

urately analyze the performan
e and storage tradeo� of the garbage
olle
tion s
heme based on the sto
hasti
 model we develop for the 
ow table system. Tothe best of our knowledge, no similar work exists in garbage 
olle
tion literature [22℄ thatfo
us on the a

urate sto
hasti
 modeling of this tradeo�.Work proposed for a di�erent appli
ation in [23℄ bears some similarity to the dynami
set-asso
iative s
heme. A variant of Rabin hash fun
tion is used in that s
heme be
auseits speed requirement is mu
h lower (at the mi
rose
onds level). Its targeted appli
ationand operation mode (and hen
e the performan
e modeling te
hniques) are totally di�erent.Similar s
heme has also been employed in our prior work [6℄, for a di�erent appli
ation inwhi
h evi
tion of the in
umbent entries that have not yet expired is allowed. This makesthe targeted metri
s and performan
e modeling te
hniques in both s
hemes quite di�erent.Also, due to di�erent system requirements, throughput optimization te
hnique used in thispaper is very di�erent from the te
hnique used in [6℄.There are several other parallel hashing s
hemes in the literature that expli
itly or im-pli
itly employs N di�erent N-universal hash fun
tions [24, 25, 26, 27, 28℄ to redu
e themetri
 their appli
ations is targeting at. The appli
ation of [24, 25, 27℄ is di
tionary orperfe
t hashing, whi
h is not dire
tly related to our s
heme. S
heme introdu
ed in [26℄ 
anbe viewed as a type of Bloom �lter [28℄, whi
h pursues the universal hash fun
tions in aquite di�erent dire
tion.6Otherwise, a ba
kgournd pro
ess, rather than garbage 
olle
tion in the real-time, would be more eÆ
ient.28



In another dire
tion, skewed set-asso
iative 
a
he [29℄, independently proposed in thearea of 
omputer ar
hite
ture, bears some resemblan
e to the proposed s
heme. Skewedset-asso
iative 
a
he also employs di�erent hash fun
tions to generate indi
es in di�erent
a
he banks. However, the hash fun
tions used in skewed set-asso
iative 
a
he are verysimple. They di�er from bit extra
tion only in one bit, whi
h is generated by XORing twoor three address bits. In CPU 
a
hing, this simpli
ity is justi�ed: this hash operation is onthe 
riti
al timing path of the 
a
he a

ess 
y
le. However, the tradeo� of this simpli
ity isthat it is far less aggressive in redu
ing 
ollision miss as our dynami
 set-asso
iative s
hemedoes due to the fa
t that hash indi
es have most of bits in 
ommon and therefore stronglydependent on ea
h other. In 
omparison, our s
heme allows the use of more sophisti
atedhash fun
tions be
ause the su

essive lookup requests are not dependent on ea
h other.Also, no analyti
al performan
e evaluation has ever been performed on skewed set-asso
iative
a
he and empiri
al evaluation is based on sele
ted memory tra
es. In 
omparison, we haveperformed an a

urate analyti
al performan
e evaluation of the miss ratio of the ar
hite
ture,whi
h is 
orroborated by a simulation study.Content Addressable Memory (CAM), also known as fully-asso
iative 
a
he, has beenused in bridges and swit
hes for the fast lookup of the L2 address to output port mapping.CAM, however, is not suitable for implementing the 
ow table for two reasons. First, CAMis expensive (about $30 per 1024 entries) be
ause ea
h data entry is asso
iated with a
omparator logi
. In a high-speed router, where millions of entries would be needed, su
h alarge CAM will be hard to build and will be extremely expensive. Se
ond, CAM does notprovide a me
hanism to �nd an expired entry for repla
ement. Adding su
h a me
hanism toCAM would signi�
antly 
ompli
ate its design.29



6 Con
lusionA well-engineered 
ow table is essential for the provision of QoS-related router fun
tionssu
h as traÆ
 regulation, poli
y routing, and usage-based servi
e a

ounting at high speed.Targeting two di�erent models (distributed and 
entralized) of a router design, we proposeda software-based design for the distributed model and a hardware-based design for the 
en-tralized model. The main 
ontributions of this work 
an be summarized as follows:� In the software-based design, we developed an amortized garbage 
olle
tion (AGC)te
hnique to solve the garbage 
olle
tion problem 
aused by the expiration of 
ows.We developed an a

urate sto
hasti
 modeling of the garbage ratio, whi
h measures thee�e
tiveness of AGC. The analyti
al results were further validated through extensivetra
e-driven simulation.� In the hardware-based design, we developed a dynami
 set-asso
iative s
heme thatsigni�
antly redu
es the amount of over
ow (with and without relo
ation) 
aused bytraditional set-asso
iative s
heme at little extra 
ost. We demonstrated this throughboth sto
hasti
 modeling and tra
e-driven simulation, and these two independent re-sults agree well with ea
h other. Su
h a redu
tion in over
ow is very important be
ausethe over
ows are expe
ted to be absorbed by a software-based 
ow table, whi
h oper-ates at a speed that is many times slower. Its pipelined system design helps a
hieve ahigh throughput of 100+ Gbps.
30
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