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tA se
ure timeline is a tamper-evident histori
 re
ordof the states through whi
h a system goes throughoutits operational history. Se
ure timelines 
an help usreason about the temporal ordering of system statesin a provable manner. We extend se
ure timelines toen
ompass multiple, mutually distrustful servi
es, us-ing timeline entanglement. Timeline entanglement as-so
iates disparate timelines maintained at independentsystems, by linking undeniably the past of one timelineto the future of another. Timeline entanglement is asound method to map a time step in the history of oneservi
e onto the timeline of another, and helps 
lientsof entangled servi
es to get persistent temporal proofsfor servi
es rendered that survive the demise or non-
ooperation of the originating servi
e. In this paper wepresent the design and implementation of Timeweave,our servi
e development framework for timeline entan-glement based on two novel disk-based authenti
ateddata stru
tures. We evaluate Timeweave's performan
e
hara
teristi
s and show that it 
an be eÆ
iently de-ployed in a loosely-
oupled distributed system of a fewhundred servi
es with overhead of roughly 2-8% of thepro
essing resour
es of a PC-grade system.1 Introdu
tionA large portion of the fun
tionality o�ered by 
ur-rent 
ommer
ial \se
ure" or \trusted" on-line ser-vi
es fo
uses on the here and now: 
erti�
ation au-thorities 
ertify that a publi
 signature veri�
ationkey belongs to a named signer, se
ure �le systemsvou
h that the �le with whi
h they answer a lookupquery is the one originally stored, and trusted thirdparties guarantee that they do whatever they aretrusted to do when they do it.The 
on
ept of history has re
eived 
onsider-ably less attention in systems and se
urity resear
h.What did the 
erti�
ation authority 
ertify a year

ago, and whi
h �le did the se
ure �le system returnto a given query last week?Interest in su
h questions is fueled by more thanjust 
uriosity. Consider a s
enario where Ali
e,a 
erti�ed a

ountant, 
onsults 
on�dential do
u-ments supplied by a business manager at 
lient 
om-pany Norne, In
. so as to prepare a �nan
ial re-port on behalf of the 
ompany for the Se
uritiesand Ex
hange Commission (SEC). If, in the future,the SEC questions Ali
e's integrity, a

using her ofhaving used old, obsolete �nan
ial information toprepare her report, Ali
e might have to prove tothe SEC exa
tly what information she had re
eivedfrom Norne, In
. before preparing her report. Todo that, she would have to rely on authenti
 his-tori
 data about do
uments and 
ommuni
ation ex-
hanges between herself and Norne, on the authen-ti
, relative and absolute timing of those ex
hanges,perhaps even on the 
ontents of the business agree-ment between herself and the 
ompany at the time.Espe
ially if the 
ompany mali
iously 
hooses totamper with or even erase its lo
al re
ords to repudi-ate potential transgressions, Ali
e would be able toredeem herself only by providing undeniable proofthat at the time in question, Norne, In
. did in fa
tpresent her with the do
uments it now denies.Besides this basi
 problem, many other periph-eral problems lurk: what if Norne, In
. no longerexists when Ali
e has to a

ount for her a
tions?What if Ali
e and the SEC belong to di�erent trustdomains, i.e., have di�erent 
erti�
ation authoritiesor di�erent se
ure time stamping servi
es?In this work we formulate the 
on
ept of se
uretimelines based on traditional time stamping [11, 5℄and authenti
ated di
tionaries [8, 10℄ (Se
tion 3).Se
ure timelines allow the maintenan
e of a persis-tent, authenti
ated re
ord of the sequen
e of statesthat an a

ountable servi
e takes during its lifetime.Furthermore, we des
ribe a te
hnique 
alled time-
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2line entanglement for building a single, 
ommontamper-evident history for multiple mutually dis-trustful entities (Se
tion 4). First, timeline entan-glement enables the temporal 
orrelation of inde-pendent histories, thereby yielding a single timelinethat en
ompasses events on independent systems.This 
orrelation 
an be veri�ed independently in thetrust domain of ea
h parti
ipant, albeit with someloss of temporal resolution. Se
ond, it allows 
lientsto preserve the provability of temporal relationshipsamong system states, even when the systems whosestates are in question no longer parti
ipate in the
olle
tive, or are no longer in existen
e.We then present Timeweave, our prototypeframework for the development of loosely-
oupleddistributed systems of a

ountable servi
es thatuses timeline entanglement to prote
t histori
 in-tegrity (Se
tion 5). We des
ribe novel, s
alable al-gorithms to maintain se
ure timelines for extendedtime periods and for very large data 
olle
tions. Fi-nally, we evaluate the performan
e 
hara
teristi
s ofTimeweave in Se
tion 6 and show that it eÆ
ientlysupports large-sized groups of frequently entangledservi
es|up to several hundred|with maintenan
eoverhead that does not surpass 2-8% of the 
ompu-tational resour
es of a PC-grade server.2 Ba
kgroundIn this work we draw on results from resear
h on se-
ure time stamping and authenti
ated di
tionaries.The main inspiration behind our approa
h 
omesfrom Lamport's 
lassi
 logi
al 
lo
k paradigm [14℄.2.1 Se
ure Time StampingIn se
ure time stamping, it is the responsibility ofa 
entralized, trusted third party, the Time Stamp-ing Servi
e (TSS), to maintain a temporal orderingof submission among digital do
uments. As do
-uments or do
ument digests are submitted to it,the TSS links them in a tamper-evident 
hain ofauthenti
ators, using a one-way hash fun
tion, anddistributes portions of the 
hain and of the authenti-
ators to its 
lients. Given the last authenti
ator inthe 
hain it is impossible for anyone, in
luding theTSS, to insert a do
ument previously unseen in themiddle of the 
hain unobserved, without signi�
ant
ollusion, and without �nding a se
ond pre-imagefor the hash fun
tion used [11℄.Benaloh and de Mare [5℄ des
ribe syn
hronous,broad
ast-based time stamping s
hemes where no
entral TSS is required, and introdu
e the 
on
ept

of a time stamping round. All do
uments timestamped during a round are organized in a datastru
ture, 
at or hierar
hi
al, and yield a 
olle
-tive digest that 
an be used to represent all thedo
uments of the entire round, in a tamper-evidentmanner; given the digest, the existen
e of exa
tlythe do
uments inside the data stru
ture 
an beproved su

in
tly, and any do
ument outside thedata stru
ture 
an be proved not to be there.Buldas et al. [8℄ extend previous work by signi�-
antly diminishing the need to trust the TSS. Theyalso introdu
e eÆ
ient s
hemes for maintaining rela-tive temporal orderings of digital artifa
ts with log-arithmi
 
omplexity in the total number of artifa
ts.A large, 
on
urrent proje
t towards the full spe
i-�
ation of a time stamping servi
e is des
ribed byQuisquater et al. [21℄.Ansper et al. [2℄ dis
uss time stamping servi
eavailability, and suggest a s
heme similar to 
onsen-sus in a repli
ated system to allow for fault-toleranttime stamping.2.2 Authenti
ated Di
tionariesAuthenti
ated di
tionaries are data stru
tures thatoperate as tamper-evident indi
es for a dynami
data set. They help 
ompute and maintain a one-way digest of the data set, su
h that using this digestand a su

in
t proof, the existen
e or non-existen
eof any element in the set 
an be proved, without
onsidering the whole set.The �rst su
h authenti
ated di
tionary is 
onsid-ered to be an unanti
ipated use of Merkle's hashtrees [17℄, a digital signature s
heme. Hash treesare binary trees in whose leaves the data set ele-ments are pla
ed. Ea
h leaf node is labeled withthe hash of the 
ontained data element and ea
hinterior node is labeled with a hash of the 
on
ate-nated labels of its 
hildren. The label of the rootnode is a tamper-evident digest for the entire dataset. The existen
e proof for an element in the tree
onsists of the ne
essary information to derive theroot hash from the element in question; spe
i�
ally,the proof 
onsists of all labels and lo
ations (left orright) of all siblings of nodes on the path from theelement to the tree root.Tree-based authenti
ated di
tionaries reminis
entof Merkle's hash trees have been most notably usedfor the distribution of 
erti�
ate revo
ation re
ords,�rst by Ko
her [13℄, and then in an in
rementallyupdatable version by Naor and Nissim [18℄. Bul-das et al. have obviated the need for trusting thedi
tionary maintainer to keep the di
tionary sorted,by introdu
ing the authenti
ated sear
h tree [6, 7℄.



3Authenti
ated sear
h trees are like hash trees, butall nodes, leaves and internal nodes alike, 
ontaindata set elements. The label of the node is a hashnot only of the labels of its 
hildren, but also of theelement of the node. Existen
e proofs 
ontain nodeelements in addition to nodes' siblings' labels on thepath from the element in question to the root. Inthis manner, an existen
e proof follows the samepath that the tree maintainer must take to �nd asought element; as a result, 
lients need not un
on-ditionally trust that the tree maintainer keeps thetree sorted, sin
e given a root hash, there is a uniquedes
ent path that follows the standard traversal ofsear
h trees towards any single element.Authenti
ated di
tionaries have also been pro-posed based on di�erent data stru
tures. Buldaset al. [8℄ des
ribe several tree-like \binary linkings
hemes." Goodri
h et al. [10℄ propose an authenti-
ated skip list that relies on 
ommutative hashing.In the re
ent literature, the maintenan
e of au-thenti
ated but persistent dynami
 sets [9, p. 294℄has re
eived some attention. Persistent dynami
sets allow modi�
ations of the elements in theset, but maintain enough information to re
reateany prior version of the set. Anagnostopoulos etal. [1℄ propose and implement persistent authenti-
ated skip lists, where not only older versions of theskip list are available, but they are ea
h, by them-selves, an authenti
ated di
tionary. In the samework, and also in work by Maniatis and Baker [16℄,persistent authenti
ated di
tionaries based on red-bla
k trees are sket
hed in some detail, although theresulting designs are di�erent. Spe
i�
ally, in theformer work, although multiple versions of the au-thenti
ated red-bla
k tree are maintained, the 
ol-le
tion of versions is itself not authenti
ated; thelatter work uses a se
ond, non-persistent authenti-
ated di
tionary to authenti
ate the tree versions.3 Se
ure TimelinesWe de�ne a se
ure timeline within a servi
e domain.A servi
e domain 
omprises a system o�ering a par-ti
ular servi
e|the servi
e of the domain|and aset of 
lients who use that system for that servi
e|the 
lients of the domain. Su
h a servi
e domain
ould be, for example, the �le server and all 
lientsof a se
ure �le system, or an enterprise-wide 
erti-�
ation authority along with all 
erti�
ate subje
tswithin that enterprise.Within the 
ontext of a servi
e domain, a se
uretimeline is a tamper-evident, temporally-ordered,append-only sequen
e of the states taken by the ser-

vi
e of that domain. In a sense, a se
ure timelinede�nes an authenti
ated logi
al 
lo
k for the servi
e.Ea
h time step of the 
lo
k is annotated with thestate in whi
h the servi
e is at the time, and an au-thenti
ator. The authenti
ator is tamper-evident:given the authenti
ator of the latest time step ofthe timeline, it is intra
table for the servi
e or forany other polynomially-bound party to \
hange his-tory" unobtrusively by altering the annotations orauthenti
ators of past time steps.In this work, we 
onsider se
ure timelines basedon one-way (se
ond pre-image-resistant) hash fun
-tions. Assuming, as is 
ommon, that one-way hashfun
tions exist, we use su
h fun
tions to de�ne the\arrow of time." In other words, given a presum-ably one-way hash fun
tion h su
h as SHA-1 [19℄, ifb = h(a), then we 
on
lude that value a was knownbefore value b, or a pre
edes b, sin
e given b theprobability of guessing the right a is negligible.A simple re
ursive way to de�ne a se
ure time-line is as follows: if at logi
al time i the 
lo
k hasauthenti
ator Ti, then at the next logi
al time stepi + 1, the hash fun
tion h is applied to the previ-ous 
lo
k authenti
ator Ti and to the 
urrent stateof the system Si. Assuming that f is a one-waydigest fun
tion from system states to digests, thenTi+1 = h(ikTikf(Si)), where k denotes 
on
atena-tion. Given Ti+1, it is intra
table to produ
e ap-propriate � su
h that Ti+1 = h(ikTi0k�), so as tomake an arbitrary authenti
ator Ti0 6= Ti appearas the timeline authenti
ator of logi
al step i, fromthe se
ond pre-image resistan
e of the hash fun
-tion. Similarly, for a given Ti+1 only a unique statedigest di = f(Si) is probable, and, from the one-way property of the state digest fun
tion f , only aunique system state Si is probable. Therefore, au-thenti
ator Ti+1 is, in a sense, a one-way digest ofall pre
eding authenti
ators and system states, aswell as of their total temporal ordering.Many existing a

ountable servi
es mat
h the se-
ure timeline paradigm, sin
e se
ure timelines area generalization of se
ure time stamping servi
es(TSS) [11℄. The servi
e state of a TSS is an au-thenti
ated di
tionary of all do
ument digests sub-mitted to it during a time stamping round. The KeyAr
hival Servi
e (KAS) by Maniatis and Baker [16℄is another servi
e with a timeline, where the servi
estate is now a persistent authenti
ated di
tionaryof all 
erti�
ates and revo
ation re
ords issued by aCerti�
ation Authority. Similarly, any servi
e thatmaintains one-way digests of its 
urrent state 
anbe retro�tted to have a se
ure timeline. Consider,for example, Ko
her's Certi�
ate Revo
ation Trees(CRT) [13℄. The state of the servi
e at the end of
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ows from left to right. Note that the 
urrent authen-ti
ator of the timeline is an input to the next state ofthe system. We explain one way to a

omplish this inSe
tion 5.2.ea
h publi
ation interval 
onsists of a hash-tree ofall published revo
ation re
ords. The root hash ofthe CRT is a one-way digest of the database. Conse-quently, a se
ure timeline for the revo
ation servi
e
an easily follow from the above 
onstru
tion.Figure 1 illustrates the �rst few time steps of ase
ure timeline. In the �gure, the new timelineauthenti
ator is also fed into the new state of thesystem. Depending on the de�nition of the statedigest fun
tion, a new state of the servi
e 
an beshown to be fresh, i.e., to have followed the 
om-putation of the authenti
ator for the previous timestep. In Time Stamping Servi
es, this pla
es thetime stamp of a do
ument between two rounds ofthe servi
e. In the Key Ar
hival Servi
e, this boundsthe time interval during whi
h a 
hange in the Cer-ti�
ation Authority (new 
erti�
ate, revo
ation, orrefresh) has o

urred. In a CRT timeline system,this bounds the time when a revo
ation databasewas built. Some authenti
ated di
tionaries 
an beshown to be fresh(e.g., [8℄), and we explain how wehandle freshness in Se
tion 5.2.Se
ure timelines 
an be used to answer two basi
kinds of questions: existen
e questions and temporalpre
eden
e questions. Existen
e questions are of theform \is S the i-th system state?" Existen
e ques-tions 
an be used to establish that the servi
e exhib-ited a 
ertain kind of behavior at a parti
ular phasein its history. In the time stamping example, anexisten
e question 
ould be \is d the round hash attime i?" A positive answer allows a 
lient to verifythe validity of a time stamp from round i, sin
e timestamps from round i are authenti
ated with the roothash of that round. Temporal pre
eden
e questionsare of the form \did state S o

ur before state S0?".

In time stamping, answers to pre
eden
e questions
an establish pre
eden
e between two time stampeddo
uments.Answers to both existen
e and temporal pre
e-den
e questions are provable. Given the last au-thenti
ator in the timeline, to prove the existen
eof a state in the timeline's past I have to produ
ea one-way path|a sequen
e of appli
ations of one-way fun
tions|from that state to the 
urrent time-line authenti
ator. Similarly, to prove that state Spre
edes state S0, I have to show that there exists aone-way path from state S to state S0, whi
h meansthat the former must pre
ede the latter. For ex-ample, in Figure 1, the path from S0 to T1 to S2is one-way and establishes that state S0 o

urredbefore S2. Extending this path to T3 provides anexisten
e proof for state S0, if the veri�er knowsthat T3 is the latest timeline authenti
ator.Se
ure timelines are a general me
hanism for tem-poral authenti
ation. As with any other authenti
a-tion me
hanism, timeline proofs are useful only ifthe authenti
ator against whi
h they are validatedis itself se
ure and easily a

essible to all veri�ers,i.e., the 
lients within the servi
e domain. In otherwords, 
lients must be able to re
eive se
urely au-thenti
ator tuples of the form hi; Tii from the ser-vi
e at every time step, or at 
oarser intervals. Thisassumes that 
lients have a means to open authen-ti
ated 
hannels to the servi
e. Furthermore, theremust be a unique tuple for every time step i. Ei-ther the servi
e must be trusted by the 
lients tomaintain a unique timeline, or the timeline mustbe periodi
ally \an
hored" on an un
onditionallytrusted write-on
e publi
ation medium, su
h as apaper journal or popular newspaper. The latterte
hnique is used by some 
ommer
ial time stamp-ing servi
es [24℄, to redu
e the 
lients' need to trustthe servi
e.For the remainder of this paper, \time i" meansthe state of the servi
e that is 
urrent right aftertimeline element i has been published, as well asthe physi
al time period until the publi
ation of thetimeline authenti
ators for time step i+ 1. For ser-vi
e A, we denote time i as hA; ii. Furthermore, wedenote the i-th timeline authenti
ator of servi
e Aas TAi and the pre
eden
e proof from A's time i toj as PA;jA;i , when multiple servi
es are dis
ussed.4 Timeline EntanglementIn the previous se
tion, we des
ribed how a se
uretimeline 
an be used by the 
lients within a servi
edomain to reason about the temporal ordering of



5the states of the servi
e in a provable manner. Inso doing, the 
lients of the servi
e have a

ess totamper-proof histori
 information about the opera-tion of the servi
e in the past.However, the timeline of servi
e A does not 
arrymu
h 
onvi
tion before a 
lient who belongs to a dif-ferent, disjoint servi
e domain B, i.e., a 
lient whodoes not trust servi
e A or the means by whi
h it isheld a

ountable. Consider an example from timestamping where Ali
e, a 
lient of TSS A, wishes toknow when Bob, a 
lient of another TSS B, timestamped a parti
ular do
ument D. A time stamp-ing proof that links D to an authenti
ator in B'stimeline is not 
onvin
ing to Ali
e, sin
e she has noway to 
ompare temporally time steps in B's time-line to her own timeline, held by A.This is the void that timeline entanglement �lls.Timeline entanglement 
reates a provable temporalpre
eden
e from a time step in a se
ure timeline toa time step in another independent timeline. Itsobje
tive is to allow a group of mutually distrustfulservi
e domains to 
ollaborate towards maintaininga 
ommon, tamper-proof history of their 
olle
tivetimelines that 
an be veri�ed from the point of view(i.e., within the trust domain) of any one of theparti
ipants.In timeline entanglement, ea
h parti
ipating ser-vi
e domain maintains its own se
ure timeline, butalso keeps tra
k of the timelines of other parti
i-pants, by in
orporating authenti
ators from thoseforeign timelines into its own servi
e state, andtherefore its own timeline. In a sense, all parti
i-pants enfor
e the 
ommitment of the timeline au-thenti
ators of their peers.In Se
tion 4.1, we de�ne timeline entanglementwith illustrative examples and outline its properties.We then explore in detail three aspe
ts of timelineentanglement: Se
ure Temporal Mappings in Se
-tion 4.2, the impli
ations of dishonest timelinemain-tainers in Se
tion 4.3, and Histori
 Survivability inSe
tion 4.4.4.1 FundamentalsTimeline entanglement is de�ned within the 
ontextof an entangled servi
e set. This is a dynami
ally
hanging set of servi
e domains. Although an entan-gled servi
e set where all parti
ipating domains o�erthe same kind of servi
e is 
on
eivable|su
h as, forexample, a set of time stamping servi
es|we envi-sion many di�erent servi
e types, time stamping ser-vi
es, 
erti�
ation authorities, histori
 re
ords ser-vi
es, et
., parti
ipating in the same entangled set.We assume that all parti
ipating servi
es know the


urrent membership of the entangled servi
e set, al-though in
onsisten
ies in this knowledge among ser-vi
es does not hurt the se
urity of our 
onstru
tsbelow. We also assume that members of the servi
eset 
an identify and authenti
ate ea
h other, eitherthrough the use of a 
ommon publi
 key infrastru
-ture, or through dire
t out-of-band key ex
hanges.Every parti
ipating servi
e de�nes an indepen-dent sampling method to sele
t a relatively smallsubset of its logi
al time steps for entanglement.For example, a parti
ipant 
an 
hoose to entangleevery n-th time step, although other samplingmeth-ods are 
ertainly not pre
luded. At every time steppi
ked for entanglement, the parti
ipant sends anauthenti
ated message that 
ontains its signed logi-
al time and timeline authenti
ator to all other par-ti
ipants in the entangled servi
e set. This messageis 
alled a timeline thread. A timeline thread sentfrom A at time hA; ii is denoted as tAi and has theform [A; i; TAi ; �AfA; i; TAi g℄. �AfXg represents A'ssignature on message X.When parti
ipant B re
eives a 
orre
tly signedtimeline thread from parti
ipant A, it veri�es the
onsisten
y of that thread with its lo
al view of
olle
tive history and then ar
hives it. Thread tAiis 
onsistent with B's lo
al view of 
olle
tive his-tory if it 
an be proved to be on the same one-waypath (hash 
hain) as the last timeline authenti
atorof A that B knows about (see Figure 2). Towardsthis goal, A in
ludes the ne
essary temporal pre
e-den
e proof, as des
ribed in Se
tion 3, along withthe thread that it sends to B. In the �gure, whenthread tAi rea
hes B, the most re
ent timeline au-thenti
ator ofA that B knows is TAl . Along with thethread, A sends the pre
eden
e proof PA;iA;l from itstime hA; li to time hA; ii. As a result, B 
an verifythat the new thread 
arries a \legitimate" timelineauthenti
ator from A, one 
onsistent with history.If everything 
he
ks out, B ar
hives the new time-line authenti
ator and asso
iated pre
eden
e proofin its lo
al thread ar
hive.A thread ar
hive serves two purposes: �rst, itmaintains a parti
ipant's lo
al knowledge of the his-tory of the entangled servi
e set. Spe
i�
ally, itar
hives proof that every parti
ipant it knows aboutmaintains a 
onsistent timeline. It a

omplishesthis by simply storing the threads, whi
h are snap-shots in the sender's timeline, and supporting pre
e-den
e proofs, whi
h 
onne
t these snapshots in asingle one-way 
hain. The se
ond purpose of thethread ar
hive is to maintain temporal pre
eden
eproofs between every foreign thread it re
eives andlo
al timeline steps. It a

omplishes this by 
on-stru
ting a one-way digest of its 
ontents, whi
h is
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Figure 2: Entanglement ex
hanges between parti
i-pants A and B. The workings of B are shown in detail.We show two entanglement ex
hanges, one of time hB;kiwith time hA; li, and one of time hA; ii with time hB; ji.Thi
k bla
k horizontal arrows show timeline thread mes-sages. Thin bla
k horizontal arrows show entanglementre
eipt messages. Verti
al bla
k arrows show one-wayoperations. The thi
k shadowed arrow shows the tem-poral ordering e�e
ted by thread tAi and its re
eipt rB;jA;i .then used along with the system state digest, to de-rive the next lo
al timeline authenti
ator; the mod-i�ed re
ursive de�nition of timeline authenti
atorsis TAi+1 = h(ikTAi kh(f(SAi )kg(EAi ))), where g is theone-way digest fun
tion for the thread ar
hive, andEAi is the 
urrent version of the thread ar
hive attime hA; ii. See Se
tion 5.2 for details on a datastru
ture 
apable of ful�lling these requirements.Parti
ipant B responds to the newly reportedtimeline authenti
ator with an entanglement re
eipt.This re
eipt proves that the next timeline authen-ti
ator that B produ
es is in
uen
ed partly by thear
hiving of the thread it just re
eived. The re-
eipt must 
onvin
e A of three things: �rst, that itsthread was ar
hived; se
ond, that the thread wasar
hived in the latest|\freshest"|version of B'sthread ar
hive; and, third, that this version of thethread ar
hive is the one whose digest is used toderive the next timeline authenti
ator that B pro-du
es. As a result, the entanglement re
eipt rB;jA;i

that B returns to A for the entanglement of threadtAi 
onsists of three 
omponents: �rst, a pre
eden
eproof PB;j�1B;k from the last of B's timeline authen-ti
ators that A knows about, TBk , to B's timelineauthenti
ator right before ar
hiving A's new threadTBj�1; se
ond, an existen
e proof for the timelinethread tAi in the latest version EBj�1 of B's threadar
hive, as modi�ed after time hB; j�1i (the equiv-alent of an undeniable attester in [7℄|see also Se
-tion 5.2); and, third, a one-way derivation of thenext timeline authenti
ator of B from the new ver-sion of the thread ar
hive, i.e., the one-way digestf(SBj�1) of the 
urrent system state. It is now A'sturn to 
he
k the validity of the proofs in the en-tanglement re
eipt. If all goes well, A stores theproof of pre
eden
e and reported timeline authenti-
ator from B in its re
eipt ar
hive. This 
on
ludesthe entanglement pro
ess from time hA; ii to timehB; ji.The re
eipt ar
hive is similar to the threadar
hive; it stores entanglement re
eipts that theparti
ipant re
eives in response to its own time-line threads. However, it is not an authenti
atedar
hive, sin
e it is not ne
essary to prove to anyonewhether and when a parti
ipant stores the re
eiptsre
eived in response to its own timeline threads.After the entanglement of time hA; ii with timehB; ji, both A and B have in their possessionportable temporal pre
eden
e proofs ordering A'spast before B's future. Any one-way pro
ess at Awhose result is in
luded in the derivation of TAi orearlier timeline authenti
ators at A 
an be shownto have 
ompleted before any one-way pro
ess atB that in
ludes in its inputs TBj or later timelineauthenti
ators at B.In this de�nition of timeline entanglement, a par-ti
ipating servi
e entangles its timeline at the prede-termined sample time steps with all other servi
esin the entangled servi
e set (we 
all this all-to-allentanglement). In this work we limit the dis
us-sion to all-to-all entanglement only, but we des
ribea more restri
ted, and 
onsequently less expensive,entanglement model in future work (Se
tion 7).The primary bene�t of timeline entanglement isits support for se
ure temporal mapping. A 
lientin one servi
e domain 
an use temporal informationmaintained in a remote servi
e domain that he doesnot trust, by mapping that information onto his ownservi
e domain. This mapping results in some lossof temporal resolution|for example, a time instantmaps to a positive-length time interval. We des
ribese
ure temporal mapping in Se
tion 4.2.Timeline entanglement is a sound method of ex-panding temporal pre
eden
e proofs outside a ser-



7vi
e domain; it does not prove in
orre
t pre
e-den
es. However it is not 
omplete, that is, thereare some pre
eden
es it 
annot prove. For exam-ple, it is possible for a dishonest servi
e to maintain
landestinely two timelines, essentially \hiding" the
ommitment of some of its system states from somemembers of the entangled servi
e set. We explorethe impli
ations of su
h behavior in Se
tion 4.3.Finally, we 
onsider the survivability 
hara
teris-ti
s of temporal proofs beyond the lifetime of theasso
iated timeline, in Se
tion 4.4.4.2 Se
ure Temporal MappingTemporal mapping allows a parti
ipating servi
e Ato map onto its own timeline a time step hB; ii fromthe timeline of another parti
ipantB. This mappingis denoted by hB; ii 7! A. Sin
e A and B do nottrust ea
h other, the mapping must be se
ure; thismeans it should be pra
ti
ally impossible for B toprove to A that (hB; ii 7! A) = [hA; ji; hA; ki℄, ifhB; ii o

urred before hA; ji or after hA; ii.Figure 3 illustrates the se
ure temporal mappinghB; 2i 7! A. To 
ompute the mapping, A requiresonly lo
al information from its thread and re
eiptar
hives. First, it sear
hes in its re
eipt ar
hive forthe latest entanglement re
eipt that B sent ba
kbefore or at time hB; 2i, re
eipt rB;1A;1 in the example.As des
ribed in Se
tion 4, this re
eipt proves to Athat its time hA; 1i o

urred before B's time hB; 1i.Then, A sear
hes in its thread ar
hive for theearliest thread that B sent it after or at timehB; 2i, whi
h is thread tB3 in the example. Thisthread proves to A that its time hA; 5i o

urredafter time hB; 3i. Re
all, also, that when A re-
eived tB3 in the �rst pla
e, it had also re
eiveda temporal pre
eden
e proof from hB; 1i to hB; 3i,whi
h in the straightforward hash 
hain 
ase, alsoin
ludes the system state digest for hB; 2i. Now Ahas enough information to 
on
lude that (hB; 2i 7!A) = [hA; 1i; hA; 5i℄.Sin
e A has no reason to believe that B maintainsits timeline in regular intervals, there is no morethat A 
an assume about the temporal pla
ementof state SB2 within the interval [hA; 1i; hA; 5i℄. Thisresults in a loss of temporal resolution; in the �gure,this loss is illustrated as the di�eren
e between thelength on B's timeline from hB; 2i to hB; 3i (i.e., the\duration" of time step hB; 2i) and the length of thesegment on A's timeline from hA; 1i to hA; 5i (theduration of hB; 2i 7! A). This loss is proportionalto the interval between su

essive thread messagesbetween A and B. It 
an be made shorter, but onlyat the 
ost of in
reasing the frequen
y with whi
h A

B
t3
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rFigure 3: Se
ure mapping of time hB; 2i onto the time-line of A. Thi
k arrows indi
ate timeline threads. Thinarrows indi
ate entanglement re
eipts (only the relevantentanglement re
eipts are shown). Irrelevant thread andre
eipt messages are grayed-out. The dark broken lineillustrates the progression of values that se
ure the 
or-re
tness of the mapping.and B send threads to ea
h other, whi
h translatesto more messages and more 
omputation at A andB. We explore this trade-o� in Se
tion 6.Se
ure time mapping allows 
lients within a ser-vi
e domain to determine with 
ertainty the tem-poral ordering between states on their own servi
eand on remote, untrusted servi
e domains. Goingba
k to the time stamping example, assume thatAli
e has in her possession a time stamp for do
u-ment C in her own servi
e domain A, whi
h links itto lo
al time hA; 0i, and she has been presented byBob with a time stamp on do
ument D in Bob's ser-vi
e domain B, whi
h links Bob's do
ument to timehB; 2i. Ali
e 
an request from A the time mappinghB; ji 7! A, shown above to be [hA; 1i; hA; 5i℄. Withthis information, Ali
e 
an be 
onvin
ed that herdo
ument C was time stamped before Bob's do
-ument D was, regardless of whether or not Ali
etrusts Bob or B.In the general 
ase, not all time steps in one time-line map readily to another timeline. To redu
e thelength of temporal pre
eden
e proofs, we use hashskip lists (Se
tion 5.1) instead of straightforwardhash 
hains in Timeweave, our prototype. Tempo-ral pre
eden
e proofs on skip lists are shorter be-
ause they do not 
ontain every timeline authenti-
ator from the sour
e to the destination. In time-lines implemented in this manner, only time stepsin
luded in the skip list proof 
an be mapped with-out the 
ooperation of the remote servi
e. For othermappings, the remote servi
e must supply addi-tional, more detailed pre
eden
e proofs, 
onne
tingthe time authenti
ator in question to the time au-thenti
ators that the requester knows about.



84.3 Histori
 IntegrityTimeline entanglement is intended as an arti�
ialenlargement of the 
lass of usable, temporal order-ings that 
lients within a servi
e domain 
an deter-mine undeniably. Without entanglement, a 
lient
an determine the provable ordering of events onlyon the lo
al timeline. With entanglement, one-waypaths are 
reated that an
hor time segments fromremote, untrusted timelines onto the lo
al timeline.However, the one-way properties of the digest andhash fun
tions used make timelines se
ure only aslong as everybody is referring to the same, singletimeline. If, instead, a dishonest servi
e Amaintains
landestinely two or more timelines or bran
hes ofthe same timeline, publishing di�erent timeline au-thenti
ators to di�erent subsets of its users, thenthat servi
e 
an, in a sense, revise history. Just [12℄identi�ed su
h an atta
k against early time stamp-ing servi
es. Within a servi
e domain, this atta
k
an be foiled by enfor
ing that the servi
e period-i
ally 
ommits its timeline on a write-on
e, widelypublished medium, su
h as a lo
al newspaper or pa-per journal. In su
h a way, when there is doubt, alo
al 
lient 
an always request a pre
eden
e proofthat links the 
urrent timeline authenti
ator to themost re
ent widely published authenti
ator.Unfortunately, a similar atta
k 
an be mountedagainst the integrity of 
olle
tive history, in an en-tangled servi
e set. Entanglement, as des
ribed inSe
tion 4, does not verify that samples from B'stimeline that are ar
hived at A and C are identi-
al. If B is mali
ious, it 
an report authenti
atorsfrom one 
hain to A and from another to C, unde-te
ted (see Figure 4). In the general 
ase, this doesnot dilute the usability of entanglement among hon-est servi
e domains. Instead, it renders unprovablesome intera
tions between honest and dishonest ser-vi
e domains. More importantly, atta
ks by a ser-vi
e against the integrity of its own timeline 
anonly make external temporal pre
eden
e informa-tion involving that timeline in
on
lusive; su
h at-ta
ks 
annot 
hange the temporal ordering betweentime steps on honest and dishonest timelines. Ulti-mately, it is solely the 
lients of a dishonest servi
ewho su�er the 
onsequen
es.Consider, for instan
e, the s
enario of Figure 4.Dishonest servi
e B has bran
hed o� its originallyunique timeline into two separate timelines at itstime hB; 2i. It uses the top bran
h, with times 30,40, et
., in its entanglements with servi
e C, and itsbottom bran
h, with times 3, 4, et
., in its entangle-ments with servi
e A. FromA's point of view, eventN is in
orporated in B's state and 
orresponding
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tFigure 4: An example showing a dishonest servi
e Bthat maintains two timelines, entangling one with A andanother with C. Event N is 
ommitted on the bottombran
h of B's timeline, but does not appear on the topbran
h.timeline at time hB; 3i. From C's point of view,however, event N seems never to have happened.Sin
e N does not appear in the bran
h of B's time-line that is visible to C, C's 
lients 
annot 
on
lu-sively pla
e event N in time at all. Therefore, it isonly the 
lient of B who is responsible for event Nwho su�ers from this dis
repan
y. C does not knowabout it at all, and A knows its 
orre
t relative tem-poral position.We des
ribe brie
y a method for enfor
ing time-line uniqueness within an entangled servi
e set inSe
tion 7.4.4 Histori
 SurvivabilityHistori
 survivability in the 
ontext of an entangledset of servi
es is the de
oupling of the veri�abilityof existen
e and temporal pre
eden
e proofs withina timeline from the fate of the maintainer of thattimeline.Temporal proofs are inherently survivable be-
ause of their dependen
e on well-known, one-way
onstru
ts. For example, a hash 
hain 
onsistingof multiple appli
ations of SHA-1 
ertainly provesthat the result of the 
hain temporally followed theinput to the 
hain. However, this survivability ismoot, if the timeline authenti
ators that the prooforders undeniably 
an no longer be interpreted, orasso
iated with a real time frame.Fortunately, se
ure temporal mapping allows a
lient within a servi
e domain to fortify a tempo-ral proof that he 
ares about against the passingof the lo
al servi
e. The 
lient 
an a

omplish thisby parti
ipating in more servi
e domains than one;then, he 
an proa
tively map the temporal proofs



9he 
ares about from their sour
e timeline onto allthe timelines of the servi
e domains in whi
h he be-longs. In this manner, even if all but one of theservi
es he is asso
iated with be
ome unavailable orgo out of business, the 
lient may still asso
iate hisproofs with a live timeline in the surviving servi
edomain.Consider, for example, the s
enario illustrated inFigure 5. David, who belongs to all three servi
e do-mains A, B and C, wishes to fortify event N so asto be able to pla
e it in time, even if servi
e B is nolonger available. He maps the event onto the time-lines of A and C|\mapping an event N" is equiv-alent to mapping the timeline time step in whosesystem state event N is in
luded, that is, hB; 2i inthe example. Even though the event o

urred in B'stimeline, David 
an still reason about its relative po-sition in time, albeit with some loss of resolution, inboth the servi
e domains of A and C, long after Bis gone. In a sense, David \hedges his bets" amongmultiple servi
es, hoping that one of them survives.The use of temporal mapping in this 
ontext is sim-ilar in s
ope to the te
hniques used by Ansper etal. [2℄ for fault-tolerant time stamping servi
es, al-though it assumes far less mutual trust among thedi�erent servi
e domains.5 ImplementationWe have devised two new, to our knowledge, disk-oriented data stru
tures for the implementation ofTimeweave, our timeline entanglement prototype.In Se
tion 5.1, we present authenti
ated append-only skip lists. These are an eÆ
ient optimization oftraditional hash 
hains and yield pre
eden
e proofswith size proportional to the square logarithm ofthe total elements in the list, as opposed to linear.In Se
tion 5.2, we present RBB-Trees, our disk-based, persistent authenti
ated di
tionaries basedon authenti
ated sear
h trees. RBB-Trees s
ale tolarger sizes than 
urrent in-memory persistent au-thenti
ated di
tionaries, while making eÆ
ient useof the disk. Finally, in Se
tion 5.3, we outline howTimeweave operates.5.1 Authenti
ated Append-only SkipListsOur basi
 tool for maintaining an eÆ
ient se
uretimeline is the authenti
ated append-only skip list.The authenti
ated append-only skip list is a mod-i�
ation of the simplisti
 hash 
hain des
ribed in
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NFigure 5: An example of mapping event N onto twoother timelines, to obtain a survivable proof of its tem-poral position. The top shaded line represents (N 7! A)and the bottom shaded line represents (N 7! C).Se
tion 3 that yields improved a

ess 
hara
teris-ti
s and shorter proofs.Our skip lists are deterministi
, as opposed to therandomization used in most skip lists proposed inthe literature [20℄. Unlike the authenti
ated skiplists introdu
ed by Goodri
h et al. [10℄, our skip listsare append-only, whi
h obviates the need for 
om-mutative hashing. Every list element has a numeri
identi�er that is a 
ounter from the �rst elementof the list (the �rst element is element 1, the tenthelement is element 10, and so on). Every element
arries a data value and an authenti
ator, similarlyto what was suggested in Se
tion 3 for single-
haintimelines.The skip list 
onsists of multiple parallel hash
hains at di�erent levels of detail, ea
h 
ontaininghalf as many elements as the previous one. The ba-si
 
hain (at level 0 ) links every element to the au-thenti
ator of the one before it, just like simple hash
hains. The next 
hain (at level 1) 
oexists withthe level 0 
hain, but only 
ontains elements whosenumeri
 identi�ers are multiples of 2, and every el-ement is linked to the element two positions beforeit. Similarly, only elements with numeri
 identi�ersthat are multiples of 2i are 
ontained in the hash
hain of level i. No 
hains of level j that is higherthan log2 n are maintained, if all elements are n.The authenti
ator Ti of element i with data valuedi is 
omputed from a hash of all the partial au-thenti
ators (
alled links) in ea
h basi
 hash 
hainin whi
h it parti
ipates|we share the notation fromSe
tion 3 for data values and authenti
ators here.Element i parti
ipates in l+1 
hains, where i = 2lk,and 2 does not divide k (in other words, l is theexponent of 2 in the fa
torization of i), therefore
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onse
utive skip list elements, element 16to element 21. Arrows show hash operations from pre-vious authenti
ators to links of an element. The top ofea
h tower is the resulting authenti
ator for the element,derived by hashing together all links underneath it.element i has the l + 1 links Lji = h(i; j; di; Ti�2j),0 � j � l, and authenti
ator Ti = h(L0ik : : :kLli).Figure 6 illustrates a portion of su
h a skip list. Inthe implementation, we 
ombine together the ele-ment authenti
ator with the 0-th level link for odd-numbered elements, sin
e su
h elements have a sin-gle link, whi
h is suÆ
ient as an authenti
ator byitself.Skip lists allow their eÆ
ient traversal from anelement i to a later element j in a logarithmi
 num-ber of steps: starting from element i, su

essivelyhigher-level links are utilized until the \tallest ele-ment" (one with the largest power of 2 in its fa
-tors among all element indi
es between i and j) isrea
hed. Thereafter, su

essively lower-level linksare traversed until j is rea
hed. More spe
i�
ally,an iterative pro
ess starts with the 
urrent element
 = i. To move 
loser to the destination elementwith index j, the highest power 2l of 2 that divides
 is pi
ked, su
h that 
 + 2z � j. Then elementk = 
 + 2z be
omes the next 
urrent element 
 inthe traversal. The iteration stops when 
 = j.The asso
iated temporal pre
eden
e proof linkingelement i before element j is 
onstru
ted in a man-ner similar to the traversal des
ribed above. At ev-ery step, when a jump of length 2z is taken from the
urrent element 
 to k = 
+2z , the element value ofthe new element dk is appended to the proof, alongwith all the asso
iated links of element k, ex
ept forthe link at level z. Link Lzk is omitted sin
e it 
anbe 
omputed during veri�
ation from the previousauthenti
ator T
 and the new value dk.In the example of Figure 6, the path from el-ement 17 to element 21 traverses elements 18and 20. The 
orresponding pre
eden
e prooffrom element 17 to element 21 is P 2117 =

fd18; L118; d20; L020; L220; d21g. With this proof andgiven the authenti
ators T17 and T21 of elements17 and 21 respe
tively, the veri�er 
an su

es-sively 
ompute T 018 = h(h(18k0kd18kT17)kL118)),then T 020 = h(L020kh(20k1kd20kT 018kL220)) and �nallyT 021 = h(21k0kd21kT 020)|re
all that for all odd ele-ments i, Ti = L0i . If the known and the derivedvalues for the authenti
ator agree (T21 = T 021), thenthe veri�er 
an be 
onvin
ed that the authenti
a-tor T17 pre
eded the 
omputation of authenti
atorT21, whi
h is the obje
tive of a pre
eden
e proof,as long as the veri�er believes that �nding a se
-ond pre-image for the hash fun
tion h has negligibleprobability.Thanks to the properties of skip lists, the lengthof any of these proofs 
ontains roughly a logarith-mi
 number of authenti
ators, links and values inthe total number of elements in the timeline. Theworst-
ase proof for a skip list of n elements tra-verses 2 � log2(n) elements, 
limbing links of everylevel between 0 and log2(n) and ba
k down again, orlog22(n) link values total. Assuming that every linkand value is a SHA-1 digest of 160 bits, the worst
ase proof for a timeline of a billion elements is nolonger than 20 KBytes, and most are mu
h shorter.Our skip lists are �t for se
ondary storage. Theyare implemented on memory-mapped �les. Sin
emodi�
ations are expe
ted to be relatively rare,
ompared to sear
hes and proof extra
tions, we al-ways write 
hanges to the skip list through to thedisk immediately after they are made, to maintain
onsisten
y in the fa
e of ma
hine 
rashes. We donot, however, support stru
tural re
overy from disk
rashes; we believe that existing �le system and re-dundant disk array te
hnologies are adequate to pre-vent and re
over all but the most 
atastrophi
 lossesof disk bits.5.2 Disk-based Persistent Authenti-
ated Di
tionariesThis work uses authenti
ated persistent di
tionariesbased on trees. A persistent di
tionary maintainsmultiple versions (or snapshots) of its 
ontents asit is modi�ed. In addition to the fun
tionality of-fered by simple authenti
ated di
tionaries, it 
analso provably answer questions of the form \in snap-shot t, was element d in the di
tionary?". Further-more, the authenti
ated labels for every individualsnapshot must also be maintained.The di
tionaries we used in this work 
an poten-tially grow very large, mu
h larger than the sizesof 
urrent main memories. Therefore, we have ex-tended our earlier work on balan
ed persistent au-
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Figure 7: An RBB-Tree. Boxes are disk blo
ks. In thisexample, ea
h non-root disk blo
k 
ontains a minimumof 1 and a maximum of 3 keys. The authenti
ation labelsof the embedded binary tree nodes are not shown; forany key node, its label 
onsists of the hash of the label ofits left 
hild, its own key, and the label of its right 
hild,as in [6, 7℄. Furthermore, we do not show the \
olor"attribute of the keys in the per-node Red-Bla
k trees,sin
e they have no bearing in our dis
ussion.thenti
ated sear
h trees [16℄ to design on-disk per-sistent authenti
ated di
tionaries. The resultingdata stru
ture, the RBB-Tree, is a binary authen-ti
ated sear
h tree [6, 7℄ embedded in a persistentB-Tree [4℄[9, Ch. 18℄. Figure 7 shows a simple RBB-Tree holding 16 numeri
 keys.RBB-Trees, like B-Trees, are designed to organizekeys together in eÆ
ient stru
tures that result in fewdisk a

esses per tree operation. Every tree node isstored in its own disk blo
k, 
ontains a minimum ofr�1 and a maximumof 2r�1 keys, and has betweenr and 2r 
hildren (the root node is only required tohave between 1 and 2r � 1 keys).Unlike traditional B-Trees, RBB-Tree nodes donot store their keys in a 
at array. Instead, keyswithin RBB nodes are organized in a balan
ed bi-nary tree, spe
i�
ally a Red-Bla
k tree [3℄[9, Ch.13℄. We 
onsider RBB-Trees \virtual" binary trees,sin
e the in-node binary trees 
onne
ted to ea
hother result in a large, pie
ewise Red-Bla
k tree,en
ompassing all keys in the entire di
tionary.It is this \virtual" binary tree of keys that is au-thenti
ated, in the sense of the authenti
ated sear
htrees by Buldas et al. [6, 7℄. As su
h, the se
urityproperties of RBB-Trees are identi
al to those of au-thenti
ated sear
h trees, in
luding the stru
ture ofexisten
e/non-existen
e proofs.Sin
e the RBB-Tree is a valid B-Tree, it is eÆ-
ient in the number of disk blo
k a

esses it requiresfor the basi
 tree operations of insertion, deletionand modi�
ation. Spe
i�
ally, ea
h of those oper-ations takes O(logrn) disk a

esses, where n is the

total number of keys in the tree. Similarly, sin
ethe internal binary tree in ea
h RBB-Tree node isbalan
ed, the virtual embedded binary tree is alsoloosely balan
ed, and has height O((logrn)(log2r)),that is, O(log2n) but with a higher 
onstant fa
torthan in a real Red-Bla
k tree. These two 
ollabo-rating types of balan
ing applied to the virtual bi-nary tree|the �rst through the blo
king of keys inRBB nodes, and the se
ond through the balan
ingof the key nodes inside ea
h RBB node|help keepthe length of the resulting existen
e/non-existen
eproofs also bounded to O(log2n) elements.The internal key stru
ture imposed on RBB-Treenodes does not improve the speed of sear
h throughthe tree over the speed of sear
h in an equivalentB-Tree, but limits the length of existen
e proofsimmensely. The existen
e proof for a datum in-side an authenti
ated sear
h tree 
onsists of thesear
h keys of ea
h node from the sought datumup to the root, along with the labels of the siblingsof ea
h of the an
estors of the sought datum upto the root. In a very \bushy" tree, as B-Treesare designed to be, this would mean proofs 
on-taining authenti
ation data from a small numberof individual nodes; unfortunately, ea
h individualnode's authenti
ation data 
onsist of roughly r keysand r siblings' labels. For example, a straightfor-wardly implemented authenti
ated B-Tree storinga billion SHA-1 digests with r = 100 yields exis-ten
e proofs of length dlogr109e � (r � (160 + 160))bits, or roughly 160 KBits. The equivalent Red-Bla
k tree yields existen
e proofs of no more than2�dlog2109e � (160+160) bits, or about 18 KBits.RBB-Trees seek to trade o� the low disk a

ess 
ostsof B-Trees with the short proof lengths of Red-Bla
ktrees. The equivalent RBB-Tree of one billion SHA-1 digests yields proofs no longer thanB�Tree heightz }| {dlogr109e �max RB�Tree heightz }| {2� dlog2re � key+labelz }| {(160 + 160)bits or roughly 22 KBits, with disk a

ess 
osts iden-ti
al to those of the equivalent B-Tree.We have designed dynami
 set persisten
e [9, p.294℄ at the granularity of both the RBB-Node andthe embedded key node (see Figure 8). Ea
h RBBnode allows a small number of persistent versions ofitself. When all the available version slots or all theavailable key slots of the RBB-node are exhausted,a new one is 
reated, 
ontaining only the latest keytree snapshot.The di�erent persistent snapshot roots of theRBB-Tree are held together in an authenti
atedlinked list|in fa
t, we use our own append-only au-thenti
ated skip list from Se
tion 5.1.
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0 321Figure 8: A detail from the tree of Figure 7 illustratingdynami
 set persisten
e. The hollow arrows inside theRBB nodes denote the di�erent version slots of ea
hnode (up to three in this example). Version 2 is identi
alto that of the original tree shown before. Version 3 isversion 2 after key 18 is removed. As a result, a newkey node 15' is 
reated and, similarly, a new key node12' is 
reated. Version 4 is version 3 after key 19 isinserted. The RBB node previously holding 14 and 15'had no more room for key nodes, so a new RBB node was
reated to hold the new key nodes 14', 15" and 19. Atthe bottom, the snapshot root skip list is shown. Nodesthat 
hange in a snapshot use the skip list authenti
atorof the previous snapshot as their NIL value, to preservethe \freshness" of the snapshot.Sin
e ea
h snapshot of the RBB-Tree is a \vir-tual" binary authenti
ated sear
h tree, the root la-bel of that tree (i.e., the label of the root key node ofthe root RBB node) is a one-way digest of the snap-shot [6, 7℄. Furthermore, the authenti
ated skip listof those snapshot root labels is itself a one-way di-gest of the sequen
e of snapshot roots. As a result,the label of the last element of the snapshot rootskip list is a one-way digest of the entire history ofoperations of the persistent RBB-Tree. The snap-shot root skip list subsumes the fun
tionality of theTime Tree in our earlier persistent authenti
atedRed-Bla
k tree design [16℄.We piggy-ba
k the disk lo
ation of the snapshotroot along with the snapshot root label as the datavalue in every skip list element; however only snap-shot root labels parti
ipate in skip list authenti
a-tor and link 
omputation, sin
e the parti
ular disklo
ation of a snapshot root need not be proved toanyone.In some 
ases the \freshness" of an authenti
ateddi
tionary snapshot has to be provable. For ex-ample, in our des
ription of se
ure timelines, wehave spe
i�ed that the system state must depend

on the authenti
ator of the previous timeline timestep. When the system state is represented by anauthenti
ated di
tionary, an existen
e proof withinthat di
tionary need not only show that a soughtelement is part of the di
tionary given the di
tio-nary digest (root hash), but also that the soughtelement was added into the di
tionary after the au-thenti
ator of the previous time step was known.As with other authenti
ated di
tionaries, we a

om-plish this by making the hash label of NIL point-ers equal to the \freshness" authenti
ator, so thatall existen
e proofs of newly inserted elements|equivalently, non-existen
e proofs of newly removedelements|prove that they happened after the givenfreshness authenti
ator was known. Note that sub-trees of the RBB-Tree that do not 
hange a
rosssnapshots retain their old freshness authenti
ators.This is a

eptable, sin
e freshness is only ne
essaryto prove to a 
lient that a requested modi�
ationwas just performed (for example, when we produ
eentanglement re
eipts in Se
tion 4), and is requiredonly of newly removed or inserted di
tionary ele-ments.In standalone RBB-Trees, the freshness authenti-
ator is simply the last authenti
ator in the snap-shot root list (i.e., the authenti
ator that resultedfrom the insertion of the latest 
losed snapshot rootinto the skip list). In the RBB-Trees that we usefor thread ar
hives in Timeweave (Se
tion 5.3), thefreshness authenti
ator is exa
tly the authenti
atorof the previous timeline time step.5.3 TimeweaveTimeweave is an implementation of the timeline en-tanglement me
hanisms des
ribed in Se
tion 4. It isbuilt using our authenti
ated append-only skip lists(Se
tion 5.1) and our on-disk persistent authenti-
ated sear
h trees (Se
tion 5.2).A Timeweave node maintains four 
omponents:�rst, a servi
e state, whi
h is appli
ation spe
i�
,and the one-way digest me
hanism thereof; se
ond,its se
ure timeline; third, a persistent authenti
atedar
hive of timeline threads re
eived; and, fourth, asimple ar
hive of entanglement re
eipts re
eived.The ar
hive of timeline threads is also an authen-ti
ated di
tionary, but persistent in this 
ase. Thedata stored in the di
tionary are timeline threadsfor in
oming threads, and timeline thread re
eiptsfor outgoing threads. The data are ordered by theidentity of the remote servi
e in the thread opera-tion, and then by the foreign logi
al time asso
iatedwith the thread operation. The di
tionary is im-plemented as an RBB-Tree and has a well-de�ned



13me
hanism for 
al
ulating its one-way digest, de-s
ribed in Se
tion 5.2.Finally, the timeline itself is stored as an append-only authenti
ated skip list. The system digest usedto derive the timeline authenti
ator at every logi
altime step is a hash of the 
on
atenation of the ser-vi
e state digest and the digest of the thread ar
hiveafter any in
oming and outgoing threads have beenre
orded.The main operational loop of a Timeweave ma-
hine is as follows:1. Handle 
lient requests and update system statedigest f(S).2. Insert all valid in
oming timeline threads intothread ar
hive E and update thread ar
hive di-gest g(E).3. Hash together the digests to produ
e systemdigest d = h(f(S)kg(E)).4. Append d into the timeline skip list, resultingin a new timeline authenti
ator T , and sign theauthenti
ator.5. For all in
oming timeline threads just ar
hived,
onstru
t and return re
eipts to thread senders.6. If it is time to send an outgoing timeline thread,send one to all peers, and store the re
eipts inthe re
eipt ar
hive.The Timeweave ma
hine also allows 
lients torequest lo
al temporal mappings of remote logi-
al times and temporal pre
eden
es between lo
altimes.6 EvaluationIn this se
tion, we evaluate the performan
e 
har-a
teristi
s of timeline entanglement. First, in Se
-tion 6.1, we present measurements from a Java im-plementation of the Timeweave infrastru
ture: au-thenti
ated append-only skip lists and RBB-Trees.Then, in Se
tion 6.2, we explore the performan
e
hara
teristi
s of the system as a fun
tion of the twobasi
 Timeweave system parameters, entanglementfrequen
y, and entangled servi
e set size.In all measurements, we use a lightly loadeddual Pentium III Xeon 
omputer at 1 GHz, with2 GBytes of main memory, running RedHat Linux7.2, with the sto
k 2.4.9-13smp kernel and Sun Mi-
rosystems' JVM 1.3.02. The three disks used inthe experiments are model MAJ3364MP made by
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PrecedenceFigure 9: Skip list performan
e. (a) Append time vs.list size. \Global average" shows average performan
eover all operations; \last average" shows performan
eduring the last 100,000 operations for a given size; and\no hash" shows the same information as \last average"but ex
ludes hashing operations. (b) Sear
h time vs. listsize. \Existen
e" shows sear
hes from a random elementto the end of the list, and \pre
eden
e" shows sear
hesbetween two random elements.Fujitsu, whi
h o�er 10,000 RPMs and 5 ms aver-age seek time. We devote 1 GByte of main mem-ory to ea
h experiment, for in-memory 
a
hing anddisk blo
k 
a
hing alike. We use a blo
k size of16 KBytes, whi
h �xes the order of RBB-Trees tor = 145. Finally, for signing we use DSA with SHA-1, with a key size of 1024 bits.6.1 Data Stru
ture Performan
eWe measure the raw performan
e 
hara
teristi
s ofour disk-based authenti
ated data stru
tures. Sin
eTimeweave relies heavily on these two data stru
-tures, understanding their performan
e 
an helpevaluate the performan
e limitations of Timeweave.Figure 9(a) shows the performan
e of skip list ap-pends, for skip list sizes ranging from 100,000 to100 million elements, in 100,000 element in
rements.The �gure graphs average time taken by an appendover all operations alongside append times averagedover the \last" few operations (100,000 last appendsfor ea
h size plotted). Late appends 
ost marginallymore than the average append operation. The �g-ure also shows the time taken per append ex
ludinghash operations. Although more data are hashedduring appends of larger skip lists, the graph showsthat the di�eren
e is indistinguishable 
ompared tothe setup time of the Java hashing ma
hinery.We also measure the performan
e of skip listsear
hes, in Figure 9(b). We ran 10,000 randomexisten
e sear
h trials per size and 10,000 randompre
eden
e sear
h trials per size. A random exis-ten
e sear
h pi
ks a random element in the list and
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1MFigure 10: RBB-Tree performan
e for di�erent snap-shot sizes. Curve labels indi
ate the number of keys persnapshot|from 100 keys to 1 million keys per snapshot.(a) Insertion time vs. tree size. (b) Sear
h time vs. treesize.Keys per snapshot 100 1K 10K 100K 1MTree Size (GB) 64 45 24 4 0.5Table 1: Tree size on disk as a fun
tion of the snapshotsize used to build it. Sizes shown 
orrespond to treeswith three million keys.�nds a proof from that element to the end of thelist. A random pre
eden
e sear
h pi
ks two randomelements in the list and �nds a proof from the earlierto the later element. Existen
e sear
hes are 
heaperthan pre
eden
e sear
hes. This is true be
ause ran-dom existen
e proofs for the same list size share,with high probability, the last few links towards theend of the list, making better use of 
a
hed diskblo
ks.We 
ontinue by evaluating the performan
e 
har-a
teristi
s of RBB-Trees. Figure 10 
ontains twographs, one showing how insertion time growswith tree size (Figure 10(a)) and another show-ing how sear
h time grows with tree size (Fig-ure 10(b)). Sear
h experiments 
onsisted of 1,000random sear
hes for every size in
rement. In both
ases, we 
ompare trees with di�erent snapshotsizes, from 100 keys to 1 million keys per snapshot.Sear
hes are roughly equivalent a
ross all snapshotsizes, sin
e the \shape" of the tree is independentof how frequently the authenti
ation labels are 
om-puted. However, di�erent snapshot sizes a�e
t thevarian
e of sear
h performan
e.Smaller snapshot sizes result in more disk blo
ksstored, be
ause they 
reate more versions of par-tially full blo
ks. Table 1 shows the disk size ofa three million key RBB-Tree with varying snap-shot sizes. This makes shorter-snapshot trees moreexpensive during insertion, as 
an be seen in Fig-ure 10(a).Finally, we graph proof sizes in skip lists (Fig-
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(b) RBB-Tree Proof SizeFigure 11: Proof sizes (minimum, average, maximum)in skip lists and RBB-Trees vs. stru
ture size. (a) Proofsize vs. distan
e between the proof ends of a skip listproof. (b) Proof size vs. tree size.ure 11(a)) and RBB-Trees (Figure 11(b)). Bothgraphs show proof sizes in KBytes, over 10,000 uni-form random trials in a skip list of 100 million ele-ments and an RBB-Tree of three million elements,respe
tively. The skip list graph uses the elementdistan
e as the x axis|the distan
e of elements iand j is j � i elements. The 
urve starts out asa regular square logarithmi
 
urve, ex
ept for largedistan
es, 
lose to the size of the entire list. We 
on-je
ture that the reason for this ex
eption is that forrandom trials of distan
e 
lose to the entire list size,all randomly 
hosen proofs are worst-
ase proofs,in
luding every link of every level between sour
eand destination, although we must explore this ef-fe
t further. The RBB-Tree graph shows a regularlogarithmi
 
urve.6.2 System Performan
eAlthough mi
roben
hmarks 
an be helpful in un-derstanding how the basi
 blo
ks of Timeweave per-form, they 
annot give a 
omplete pi
ture of how thesystem performs in a
tion. For example, very rarelydoes a Timeweave ma
hine need to insert thousandsof elements into a skip list ba
k-to-ba
k. As a re-sult, the disk blo
k 
a
hing available to bat
hed in-sertions is not available for skip list usage patternsexhibited by Timeweave. Similarly, most sear
hesthrough timelines only span short distan
es; forone se
ond-long timeline time steps with one en-tanglement pro
ess per peer every 10 minutes, aTimeweave ma
hine barely needs to traverse a dif-feren
e of 10�60 = 600 elements to extra
t a pre
e-den
e proof, unlike the random trials measured inFigure 9.In this se
tion we measure the performan
e ofa Timeweave ma
hine in a
tion. Assuming thatthe ma
hine uses timeline steps that last one se
-
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(b) Data sentFigure 12: Timeweave performan
e for di�erent thread-per-step ratios. The errorbars show one standard devia-tion around the average. (a) Insertion time vs. tree size.(b) Sear
h time vs. tree size.ond, we measure the amount of time, per se
ond,that the ma
hine spends on Timeweave mainte-nan
e. Timeweave maintenan
e 
onsists of the dif-ferent steps taken to verify, ar
hive and a
knowledgetimeline threads. By varying the number of threadmessages arriving at the Timeweave ma
hine pertime step, we simulate the maintenan
e loads result-ing from di�erent servi
e set sizes. For example, ifthe entangled servi
e set 
onsists of 1200 Timeweavema
hines, and they all entangle with ea
h otheron
e every 600 steps (i.e., on
e every ten minutes),then every Timeweave ma
hine sends and re
eivestwo threads per time step. In our experiments, we
ombine the re
eipt message sent by the Timeweavema
hine with the next thread message originatingfrom the same ma
hine. Although the same numberof entanglement pro
esses take pla
e as in the pro-to
ol des
ribed in Se
tion 4, some redundant datatransmissions are eliminated.Figure 12(a) shows the time it takes a singlema
hine to perform Timeweave maintainan
e perse
ond-long time step. The roughly linear rate atwhi
h maintenan
e pro
essing grows with the ratioof threads per time step indi
ates that all-to-all en-tanglement 
an s
ale to large entangled servi
e setsonly by limiting the entanglement frequen
y. How-ever, for reasonably large servi
e sets, up to 1000Timeweave ma
hines for 10-minute entanglement,maintenan
e ranges between 2 and 8% of the pro-
essing resour
es of a PC-grade server.Figure 12(b) shows the amount of data sent pertime step from a single Timeweave ma
hine. Al-though the data rate itself is no 
ause for 
on-
ern, the number of di�erent destinations for se
uretransmissions 
ould also limit how all-to-all entan-glement s
ales. Again, for entangled servi
e setsand entanglement intervals that do not ex
eed twoor three threads per time step, Timeweave mainte-

nan
e should not pose a problem to a low-end serverma
hine with reasonable 
onne
tivity.7 Con
lusionIn this work we seek to extend the traditional idea oftime stamping into the 
on
ept of a se
ure timeline,a tamper-proof histori
 re
ord of the states throughwhi
h a system passed in its lifetime. Se
ure time-lines make it possible to reason about the tempo-ral ordering of system states in a provable man-ner. We then pro
eed to de�ne timeline entangle-ment, a te
hnique for 
reating undeniable tempo-ral orderings a
ross mutually distrustful servi
e do-mains. Finally, we design, des
ribe the implementa-tion of, and evaluate Timeweave, a prototype imple-mentation of our timeline entanglement ma
hinery,based on two novel authenti
ated data stru
tures:append-only authenti
ated skip lists and disk-based,persistent authenti
ated sear
h trees. Our measure-ments indi
ate that sizes of a few hundred servi
edomains 
an be eÆ
iently entangled at a frequen
yof on
e every ten minutes using Timeweave.Although our 
onstru
ts preserve the 
orre
tnessof temporal proofs, they are not 
omplete, sin
esome events in a dishonest servi
e domain 
an behidden from the timelines with whi
h that domainentangles (Se
tion 4.3). We plan to aleviate thisshort
oming by employing a te
hnique reminis
entof the signed-messages solution to the traditionalByzantine Generals problem [15℄. Every time ser-vi
e A sends a thread to peer B, it also piggyba
ksall the signed threads of other servi
es it has re-
eived and ar
hived sin
e the last time it sent athread to B. In su
h a manner, a servi
e will be ableto verify that all members of the entangled servi
eset have re
eived the same, unique timeline authen-ti
ator from every other servi
e that it has re
eivedand ar
hived, thereby verifying global histori
 in-tegrity.We also hope to migrate away from the all-to-all entanglement model, by employing re
ently-developped, highly s
alable overlay ar
hite
turessu
h as CAN [22℄ and Chord [23℄. In this way, aservi
e only entangles its timeline with its imme-diate neighbors. Temporal proofs involving non-neighboring servi
e domains use transitive se
uretemporal mapping, over the routing path in theoverlay, perhaps 
hoosing the route of least tem-poral loss.Finally, we are working on a large s
ale dis-tributed histori
 �le system that enables the auto-mati
 maintenan
e of temporal orderings among �le



16system operations a
ross the entire system.8 A
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