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1. The card increases the counter c = c+ 1 and sends to the user EncPA(gA).2. The user decrypts this to obtain gA.3. Next the user chooses a random value rB and computes gB = grB mod pand KB = g0ArB mod p. The user also constructs the authenticator Auth =H(KB ). Then the user sends Auth and EncPB (c+ gB) to the card.4. The card recovers gB and computes KA = gBrA mod p and veri�es thatAuth � H(KA). If so, the card accepts the user and the protocol is com-pleted.Note that the tying of the counter c to the user's DH value gB by the password PBprevents the sort of replay attack noted above shouldKA orKB be compromised.Of course, compromise of rA is still fatal as discussed above.It is interesting to note however that there does not seem to be an EC analogof the above protocol. The encryption on the data sent by the user could bemapped, as we have done above, to a protocol using a curve and its twist.However, the card would also have to use the same protocol ideas, and the userand card cannot make an independent choice of curve to use, i.e. if the cardchooses the twisted curve then so must the user. A partition attack thereforebecomes feasible again. We omit the details, but simply note it as an example ofthe distinction between DL and EC schemes which is not immediately apparentfrom a naive approach.6 ConclusionMotivated both by the recent interest in PAKE protocols and by the uptake ofEC cryptographic schemes, we have considered the transition of the DL basedPAKE protocol DH-EKE to the EC environment. We have demonstrated thatthe naive EC analogs of such schemes are vulnerable to partition attacks. Fur-thermore, we have proposed a secure EC variant, using the concept of the twistof an elliptic curve in order to render the e�ectiveness of the partition attacknegligible. Unbalanced schemes, in both the DL and EC settings, adapted toseverely resource limited participants on one side of the protocol, have also beenproposed and examined. It is observed throughout that the transition to ECschemes cannot be made naively, and it is suggested that distinct protocols forthe DL and EC environments may need to be considered.Further development of these ideas is the subject of ongoing work. In partic-ular, given that a curve and its twist over GF(p) are isomorphic over GF(p2), itmight seem that the problems touched on in section 5.5 regarding introducingencryption of the data sent by both parties may be resolved if the two partiesare able to derive the shared secret elliptic curve point in this larger structure.Note that though PAKE schemes such as SPEKE [5] and PAK [4] do notimmediately appear to su�er from the problems encountered above in transition-ing to an EC analog, further investigation is required to clarify this statement.We have at the very least demonstrated that the development of EC analogs ofPAKE protocols can be non-trivial.



3. Next the user chooses a random value rB and computes GB = rB � G andKB = rB �G0A. Also the user chooses a random point HB of Ea0;b0 . The useralso constructs the authenticator Auth = H(KBkc). Then the user sendsAuth, GB and HB to the card.4. The card computes KA = rA �GB and veri�es that Auth � H(KAkc). If so,the card accepts the user and the protocol is completed.The advantage of this scheme is that the card only needs to perform a singlescalar multiplication, a saving of one scalar multiplication compared with theoriginal protocol. This reduces the computational requirement for the card byabout a half. There is a potential replay attack on the protocol if an old KA orKB value is available to an attacker; this is discussed further below.It is clear that this protocol is secure against partition and dictionary attacks.A similar argument as for our EC-EKE protocol can be applied here. Imperson-ating the user would be as di�cult as for the original protocol. This is becausethe tasks that the user has to perform and the card has to verify in regard to theuser's information remain unchanged. The value c is introduced to compensatefor the �xing of rA. Thus, each session is di�erent and a straight replay attackis not possible.5.5 Some Comments on the DL AnalogFor completeness, we make a few points regarding the DL analog of the aboveunbalanced scheme. The relevance is that the following discussion also toucheson points of di�erence between the EC and DL schemes, showing again that themap between protocols is not always straightforward.There is a naive analog of the above EC protocol as follows.Let us suppose that we are working over the �eld GF(p) with g a generator.As before, the counter c is initialized to zero. In addition, the card chooses arandom value rA, preferably linked to the secret stored in the card. It thencomputes gA = grA mod p, and stores rA and gA for future use.The protocol may then be as follows:1. The card increases the counter c = c+ 1 and sends to the user EncPA(gA).2. The user decrypts this to obtain gA.3. Next the user chooses a random value rB and computes gB = grB mod pand KB = g0ArB mod p. The user also constructs the authenticator Auth =H(KBkc). Then the user sends Auth and gB to the card.4. The card computes KA = gBrA mod p and veri�es that Auth � H(KAkc).If so the card accepts the user and the protocol is completed.This naive protocol satis�es the same security properties as for the EC case.However, we note that compromise of KA or KB would allow an adversary toimpersonate the user in subsequent protocol runs by replaying the compromisedsession. Though these values are temporary (the session key should be derivedfrom them and then they should be deleted) and this vulnerability is thereforenot of major signi�cance, it is easily �xed by the following version of the protocol:



have seen above, all Xi 2 GF(p) are valid, with the X where g(X) = 0 beingsu�ciently negligible in practise. Furthermore as Ea;b (Ea0;b0) is cyclic, the pointGi (or Hi) is indistinguishable from a random point under the EC Di�e-Hellmanassumption. Thus the decryption gives no useful information about the plaintextto the attacker provided the value of p is chosen suitably, exactly as for DH-EKE as discussed in section 3.3 and by Patel [7]. Note that it is essential in thisprotocol that the points be represented in compressed form prior to encryption.If not, then su�cient information will remain to perform a parition attack.5.4 An Unbalanced Variant for SmartcardsAs we have discussed, the use of EC methods is often advantageous in envi-ronments in which there are limited resources for computation. In severely con-strained devices, such as smartcards, further optimizations may be required. Inthis subsection, we describe a suitable protocol for this case.An example of the sort of situation we have in mind is that a user is requiredto authenticate to a smartcard by means of a password. The link between theuser's password entry device (a terminal) and the smartcard may be insecure. APAKE protocol is an ideal solution for this particular problem. In this scenario,authentication of the card back to the user is not required. However, it mayeasily be added to our proposed protocol if required.The idea of the protocol is to optimize the number of scalar (EC) multi-plications that the card has to perform, since this is the operation which iscomputationally expensive. This is achieved by �xing the value rA generated bythe card for all transactions. The price we pay is the loss of forward secrecy.However if we link this value to the secret stored in the card, the use of whichthe user authentication is there to protect, then if rA is compromised the secretin the card is compromised, and thus there is no longer anything to protect. Thismeans that forward secrecy is no longer a signi�cant requirement.The protocol is as follows. Again, we use the notation of section 4. To set upthe protocol, the card chooses either Ea;b or Ea0;b0 . For the sake of simplicity, letus assume that the card chooses Ea;b. The card then chooses a random value rA,preferably linked to the secret stored in the card. It then computes GA = rA �G.The above process is performed only once. The card then stores rA and GA forfuture use. It also stores a counter c initially set to 0. When a user requires toestablish a password-authenticated secret session with the card, the card andthe user perform the following variant of the EC-EKE protocol:1. The card increases the counter c = c+1 and sends to the user EncPA(XAkyA)where XA is the x-coordinate of GA and yA is the bit representing the y-coordinate YA of GA.2. The user decrypts EncPA(XAkyA) to obtain X 0. The user then determineswhether g(X 0) is quadratic residue and thus determines which is the chosencurve. In the case here, the user determines that Ea;b is the chosen curve.Then the user constructs the point G0A from X 0A = X 0 and yA.



The shared secret key K is derived from KA or KB using a publicly knownalgorithm. As this step is not important in our protocol, we omit it here andsimply assume that KA and KB are Alice's and Bob's copy of the shared secretkey respectively.The completeness of the protocol is as follows (assuming Alice chooses theuntwisted curve - clearly a similar result holds in the other case). If PA = PB, atstep 4, Bob will recover X 0A = XA and thus can determine that Alice chose theuntwisted curve at step 1. This means that at step 6, Bob will recover the pointG0A = GA that is chosen by Alice. Thus we have KB = rB �G0A = rB � rA �G =rA �GB = KA and the checksAuthB = H(KBkB) � H(KAkB)and AuthA = H(KAkA) � H(KAkA)follow.5.3 SecurityFormally proving the security for this protocol is di�cult as this uses a sym-metric encryption scheme for which no formal proof model exists. Under passiveattacks, the security of this protocol is based on the fact that both Ea;b andEa0;b0 are cyclic and G and H generate Ea;b and Ea0;b0 respectively. Thus thetriplet fGA; GB;Kg (or fHA;HB;Kg) is indistinguishable from a random set inEa;b (or Ea0;b0). This implies that passive attacks are not feasible assuming thatH() leaks no information to the attacker. For active attacks, we consider theprotocol under three di�erent types of attacks, namely impersonation attacks,o�-line dictionary attacks and partition attacks.For the impersonation attack:{ If the attacker impersonates Bob, the attacker will need to supply a validAuthB to Alice givenEncPA(XAkyA). Alice will accept AuthB only ifAuthB �H(KAkB). This requires Bob to know KA when Bob computes AuthB. Thisis possible only if Bob can derive the correct point GA from the encryptionEncPA(XAkyA). This happens only if Bob knows the correct password.{ If the attacker impersonates Alice, the attacker will have to give Bob thevalue EncPi(XAkyA) for a password Pi of the attacker's choice. Unless Pi =PA, the point G0A or H 0A that Bob recovers will di�er from the point GA (orHA) that the attacker has chosen in the �rst place. Bob accepts the protocolonly if Bob accepts AuthA. This happens only if KA = KB or that theattacker is able to compute KB . Assuming that H() is a random oracle, theattacker will have to compute KB = rB � G0A (or rB � H 0A) from GA andGB (or HA and HB). This is solvable only if the attacker can solve the ECdiscrete logarithm problem for G0A and GA (or H 0A and HA).For dictionary and partition attacks, an attacker can decrypt EncPA(Xky)using a password Pi to obtain (Xikyi) where Xi is random. However, as we



Alice BobSelect Ea0;b0rA 2R GF(p) rB 2R GF(p)HA  rA �H(XA; YA) HA EncPA (XA=vkyA)���������������! X 0ky0A  DecPB(EncPA(XA=vkyA)As g(X 0) is a quadratic nonresidue, X 0A  vX 0Recover H 0A  (X 0A; Y 0A)HB  rB �HKB  rB �H 0AGB 2R Ea;bAuthB  H(KBkB)GB;HB ;AuthB ���������������KA  rA �HBAuthA  H(KAkA)AuthB ?= H(KAkB) AuthA���������������! AuthA ?= H(KBkA)Fig. 2. The EC-EKE protocol: the chosen curve is the twisted curve Ea0;b03. Alice compresses the point GA = (XA; YA) (or HA = (XA; YA)) to (XA; yA)where yA is a single bit representing YA in the compressed form.4. If the (untwisted) curve Ea;b is chosen, Alice sends EncPA(XAkyA) to Bob.Otherwise Alice sends EncPA(XA=vkyA) to Bob.5. Upon receipt of the ciphertext, Bob decrypts it to obtain X 0ky0A. If Bob �ndsthat g(X 0) is a quadratic residue, then Alice's chosen curve is the untwistedcurve and the x-coordinate is X 0A = X 0. Otherwise, Alice's chosen curve isthe twisted curve and the x-coordinate is X 0A = vX 0.6. Once Bob has determined the x-coordinate X 0A, Bob recovers the point G0A(or H 0A) from X 0A and yA. Bob also chooses a random value rB . Bob thencomputes GB = rB � G and KB = rB � GA if the untwisted curve is chosenby Alice and chooses a random point HB on the twisted curve. OtherwiseBob computes the points HB = rB �H and KB = rB �HA, and chooses arandom point GB on the untwisted curve.7. Next Bob sends the points GB and HB and the authenticator AuthB =H(KBkB) to Alice.8. In turn, Alice computes KA = rA �GB if the untwisted curve Ea;b is chosen.Otherwise Alice computes KA = rA �HB.9. Alice then veri�es AuthB � H(KAkB). If so, Alice sends AuthA = H(KAkA)to Bob.10. Finally, Bob veri�es that AuthA � H(KBkA). If so, the protocol is com-pleted.



apply a partition attack by reducing the possible password space by roughlyhalf given a valid EncP (GA). This means the password can be recovered givena number of sessions of the order of the log of the size of the password space.5.2 An Elliptic Curve Encrypted Key Exchange Secure againstPartition AttacksIn the previous subsection, we have shown that the direct EC analog of anyvariant of the DH-EKE protocol is insecure. In this subsection, we propose anew EC-EKE protocol and show that the protocol is secure against partitionattacks.In order to avoid the elementary attacks described in the previous subsec-tion, the simplest approach would be to ensure that any candidate x-coordinateobserved by an adversary is valid. This would then obviate the partition attack.We recall from Lemma 1 that forX 2 GF(p) for which g(X) 6= 0, then if g(X)is a non-zero quadratic residue, X is the x-coordinate of a point on the curve.Otherwise, gv(vX) is a quadratic residue, and hence vX is the x-coordinate ofa point on the twist of the curve. Using this observation, an EC-EKE protocolis designed as follows.Let Ea0;b0 be a twisted curve of Ea;b. Let G be a generator point of thecurve Ea;b and H be a point which generates the curve Ea0;b0. Here we assumethat the points in Ea;b and Ea0;b0 respectively form a cyclic group. There aretwo important remarks that should be made in relation to the choice of theseparameters.{ Generation of suitable curve/twist pairs will inevitably take considerablylonger than when the properties of the twist are irrelevant. However, this isa one time setup cost and a single curve may be re-used for a large numberof di�erent users.{ It is common to run Di�e-Hellman exchange in prime order subgroups inorder to avoid small subgroup attacks. To preserve the properties whichprevent partition attacks we have to use generators of the whole of the curvegroups. Therefore we need to additionally require either that the curve groupand its twist have prime order, or (more practically) check that all receivedvalues are not in any small subgroup. The latter may be achieved by makinga number of simple checks depending on the factorisation of the curve co-factor. We regard this matter as an implementation detail and thereforeignore it in the protocol description.To generate a password-authenticated shared secret key K, Alice and Bobproceed as follows (see �gure 2):1. Alice randomly selects either the curve Ea;b or Ea0;b0 for use in this run ofthe protocol.2. Alice chooses a random rA and computes GA = rA �G if the selected curveis Ea;b or HA = rA �H otherwise.



5 Elliptic Curve Encrypted Key ExchangeIn this section, we present our elliptic curve encrypted key exchange (EC-EKE)protocol. We further show an unbalanced variant of the protocol. Such a protocolmay be utilized in a situation in which one of the parties has limited processingpower, such as communication between a smartcard or mobile device and aterminal or server. First, however, we will show that the direct EC analog ofDH-EKE protocol is insecure and thus justify our design.Throughout this section, we shall use the notation of the preceding section,and consider a curve Ea;b, together with its twist Ea0;b0 , for suitably chosen a0and b0. For further simplicity, we restrict to the case q = p, i.e. consider thecurve over GF(p).5.1 Trivial protocols are insecure against partition attacksFollowing the usual methodology of replacing the DL group operations withoperations in an EC group, the obvious procedure would be to design the EC-EKE protocol as the direct EC analog of a variant of the DH-EKE protocol.The principle of any variant of the DH-EKE protocol is that Alice, say, willencrypt and send the encryption of gA = grA to Bob. The direct analog in EC isthat Alice will encrypt the pointGA = rA�G and send the encryption EncP (GA)to Bob.The trivial encryption method is to encrypt (XA; YA) in EncP (GA), whereGA = (XA; YA). In this case, the adversary can simply apply an o�-line dictio-nary attack for a valid EncP (GA) by decrypting EncP (GA) with every passwordPi in the password space. Clearly, if Pi is incorrect, the decryption should resultin a random pair (Xi; Yi). Even if Xi, Yi 2 GF(p), the point (Xi; Yi) is on theelliptic curve Ea;b only if it satis�esY 2i = g(Xi) mod p:This happens with a probability of order 1=p for a random pair (Xi; Yi) 2 GF(p)2.Typically the size of the password space is much less than p. Hence the adversaryshould be able to identify the correct password P given a single valid encryptionEncP (GA) using such a dictionary attack.As discussed in the previous section, an alternative more compact form forthe representation of, GA of the point is its compressed form, in which they-coordinate is replaced by a single bit. If the adversary applies a dictionaryattack on the encryption EncP (GA) in this situation, the adversary will be ableto recover the x-coordinate Xi for the password choice Pi and a bit indicatingwhich solution Yi to choose. If the password Pi is incorrect, Xi will be essentiallyrandom. Observe however that a randomXi is a valid x-coordinate only if g(Xi)is a quadratic residue. >From Hasse's theorem (see e.g. [13]), we know that thenumber of such values Xi in GF(p) is in the range [(p+1)=2�pp; (p+1)=2+pp].Thus a random Xi in GF(p) is a valid x-coordinate of Ea;b with a probability inthe range [1=2�O(1=pp); 1=2+O(1=pp)]. Hence the adversary can successfully



some v 2 K�. If we set gv(X) = v3g(X=v), then we have the equation of thecurve Ea0;b0 given by Y 2 = gv(X). However, EA;B is isomorphic to Ea;b over Kif and only if A = u4a and B = u6b for some u 2 K�. Hence the curve Ea0;b0 isisomorphic to Ea;b if v is a quadratic residue. Furthermore, if v is not a quadraticresidue, then there is a unique such curve, up to isomorphism over K. This iscalled the twist of Ea;b. [Note that over GF(q2) the original curve and its twistare isomorphic.]An observation (see e.g [13]) that will be of use in the subsequent sections isthe following. Consider X 2 K for which g(X) 6= 0. Then if g(X) is a non-zeroquadratic residue, X is the x-coordinate of a point on Ea;b. Otherwise, gv(vX)is a quadratic residue, and hence vX is the x-coordinate of a point on Ea0;b0 .The following lemma summarises the relevant properties about the connectionbetween a curve and its twist.Lemma 1. LetC = fX 2 Kjg(X) is a quadratic residue in KgT = fX 2 Kjgv(vX) is a quadratic residue in KgThen1. C \ T = ;. If g(X) 6= 0 then X 2 C [ T .2. X 2 C () g(X) 6= 0 and 9Y such that (X;Y ) 2 Ea;b.3. X=v 2 T () g(X=v) 6= 0 and 9Y such that (X;Y ) 2 Ea0;b0 .Note also in the following sections that we will need to represent the pointsof the elliptic curve in a compressed form. Denoting the points naively, an a�nepoint (X;Y ) requires 2n bits, where n is the bit length of the underlying �eld.There is a trivial reduction to n+1 bits by observing that, given X, the value ofY is one of the two solutions of a quadratic equation. A single bit may be used todistinguish between these two solutions. While this compressed form is clearlyconvenient and cost e�ective (particularly in situations in which transmissionbandwidth is limited) in the following we shall see that it is essential in order toobviate simple attacks on the protocols described.In order for the elliptic curve Ea;b to be suitable for use in a cryptosystem,it is required that [13]:{ the group has a subgroup of large prime order,{ the curve is not anomalous (q = Na;b = p, where Na;b is the group order),{ the curve satis�es the MOV condition [13, 11] (the smallest value of l suchthat ql = 1 mod Na;b should be large).In the protocols we will describe in which both the curve and its twist are used,these properties are also required of the twist. [The order of the group of thetwisted curve is given by the relation Na;b+Na0;b0 = 2q+2, in the case that Ea0;b0is the twist of Ea;b. Hence there is little additional e�ort required in verifyingthese properties hold for any generated curve and its twist over and above forthe curve alone.] We shall assume in the following that the elliptic curves we usesatisfy these security constraints.



raising the result to the power q and checking whether 1 is obtained, whetherthe order divides q. It can then be seen that the probability that 1 is obtained,for an incorrect password, is qp�1 . Thus the possible space of valid passwords isreduced by a factor of qp�1 , on average, by observing one exchange session. Overa number of sessions the space of valid passwords will be narrowed down to asingle password at a logarithmic rate.To avoid the attack, it is suggested that g has to be a generator of GF(p) andthat if Alice is allowed to choose p and g for the protocol, Bob must check thatg is indeed a generator.Similar partition attacks are possible if the value of p is not chosen carefully.In this case, if trial decryption of EncP (gB) with candidate passwords leadsto values equal to or larger than p, then these candidate passwords may beeliminated.4 Elliptic Curves and Twisted Elliptic CurvesIn this section, we review the basic notation and de�nitions of elliptic curves, aswell as the concept of the twist of an elliptic curve. This concept is crucial tothe construction of our new protocol.The use of elliptic curve groups in public key cryptography was �rst proposedby Koblitz [9] and Miller [8]. Recently there has been much focus on such cryp-tosystems, with adoption in various standards, such as WAP [10], IEEE P1363[11] and ANSI X9.62 [12]. This is because public key methods based on ellipticcurve groups typically have lower processing requirements, and can achieve thesame level of security with considerably shorter key sizes than cryptosystemsbased on the more traditional RSA and standard discrete logarithm schemes. Assuch, elliptic curve cryptographic systems are ideal for environments where pro-cessing power, time and/or network bandwidth are at a premium. Consequently,there is a drive for the adoption of elliptic curve based protocols in wirelessenvironments and smartcard based applications.For the sake of simplicity, we consider the case of a curve in a �eld of charac-teristic greater than 3. For the case of characteristic two, analogous statementshold true [13]. A more general discussion of twists of elliptic curves is given bySilverman [14].Following Blake et al [13], we consider a curve de�ned over the �eld K =GF(q), where q = pm and p > 3 is a prime. Consider the curve in short Weier-strass form, i.e. Ea;b : Y 2 = X3 + aX + b:Set g(X) = X3+ aX + b, so that the equation of the curve becomes Y 2 = g(X).As shown in the literature, we may de�ne an additive (abelian) group on theset of points on this curve (taken together with the point at in�nity). It is thisgroup, and the discrete logarithm problem de�ned therein, which may be usedto de�ne cryptographic primitives.In the following sections, use shall be made of the concept of the twist of anelliptic curve. Consider then the curve Ea0;b0 where a0 = v2a and b0 = v3b for



5. Bob sends EncP (gB) and AuthB to Alice.6. Upon receiving EncP (gB) and AuthB , Alice applies DecP to EncP (gB)to recover gB. Alice then computes KA = grAB and veri�es that AuthB �H(KAkB).7. If the veri�cation passes, Alice accepts AuthB and sends to Bob AuthA =H(KAkA).8. In turn, Bob checks that AuthA � H(KBkA). If the veri�cation passes, Bobaccepts AuthA.The protocol is successful if both Alice and Bob accept AuthB and AuthA re-spectively. The generated key then is K = KA = KB . The completeness is dueto KA = grAB = grArB = grBA = KB .The protocol described here is not the exact description of the original DH-EKE. It is in fact an instance of the construction described by Bellare andRogaway [2]. The di�erence between this protocol and the original DH-EKEprotocol is the existence of values AuthA and AuthB . These two values are toauthenticate Alice to Bob and Bob to Alice respectively. In the original DH-EKE, a di�erent authentication mechanism is used. Nonetheless both methodsachieve the same goal.3.2 Variants of the DH-EKE protocolThe DH-EKE protocol can be modi�ed in many ways. One type of variantchanges the construction of the authentication part as shown above.Another modi�cation that can be made to the protocol is to omit the encryp-tion with the password P by either Bob or Alice (but not both). Then insteadof sending the encryption of gA or gB, Alice or Bob shall send the plaintext gAor gB to the other party. In this variant, the order of authentication betweenAlice and Bob must also be modi�ed. The rule is that the party who does notperform any encryption in the �rst part, must initiate the authentication step.This prevents an active adversary using the authentication �eld to mount ano�-line dictionary attack. Patel [6] discusses the security of such omissions indetail.3.3 A partition attack against DH-EKE familyPatel [7, 6] has shown that the DH-EKE protocol and its variants are susceptibleto a partition attack if the values of g and p are not chosen carefully.If the value g is not a generator of GF(p) but only a generator of a subgroup oforder q over GF(p), an adversary can mount a partition attack as follows. Firstlythe adversary obtains EncP (gA) by wiretapping an exchange between Alice andBob. Next, the adversary tries to decrypt EncP (gA) using a password Pi. If thepassword Pi is correct, the decryption will result in a value gA which is of orderq. If Pi is not the correct password, it is likely that the decryption will result in avalue g0A which is not of order q. The probability that the decryption will resultin a value of order r, rjp�1, for a random Pi is �(r)p . The attacker can check, by



3 Di�e Hellman Encrypted Key ExchangeIn this section, we give an overview of the Di�e-Hellman based encrypted keyexchange (DH-EKE) protocol. This is one of the three variants of EKE pro-posed by Bellovin and Merritt in [3]. We also provide a brief description of howa partition attack can be applied against the protocol. Patel [6] gives furtherdetails.3.1 The DH-EKE protocolThe DH-EKE protocol involves two parties, Alice - the initiator of the protocoland Bob. Alice and Bob share a secret password P that is not known to anyother party. There is also a publicly known prime number p and a publicly knowngenerator g of the �eld GF(p). Also a symmetric encryption algorithm Enc(), itscorresponding decryption algorithmDec() and a one-way hash function H() arepublicly known. A variant of the DH-EKE protocol is as follows (see also �gureAlice BobrA 2R GF(p) rB 2R GF(p)gA  grA mod p gB  grB mod pEncP (gA)���������������! gA  DecP (EncP (gA))KB  grBA mod pAuthB  H(KBkB)EncP (gB);AuthB ���������������gB  DecP (EncP (gB))KA  grAB mod pAuthA  H(KAkA)AuthB ?= H(KAkB) AuthA���������������! AuthA ?= H(KBkA)Fig. 1. A variant of the DH-EKE protocol1):1. Alice and Bob generate random numbers rA and rB and compute gA =grA mod p and gB = grB mod p respectively.2. Alice and Bob encrypt gA and gB using the shared password P to generateEncP (gA) and EncP (gB) respectively.3. Alice sends EncP (gA) to Bob.4. Upon receiving EncP (gA), Bob computes gA = DecP (EncP (gA)). Bob thencomputes the key KB = grBA . Bob then generates the authenticator AuthB =H(KBkB) of KB .



could not tell whether the decryption results in a valid message. However, Patelsubsequently showed [6, 7] that EKE protocols are susceptible to a partition at-tack (see below for further details). The solution to prevent the partition attack,is to carefully choose the system parameters so that the attack is no longer appli-cable. Fortunately, such restrictions on the system parameters do not introduceany performance penalty or security issues.Another well-known PAKE protocol is Simple Password-authenticated Ex-ponential Key Exchange (SPEKE) proposed by Jablon [5]. The idea of the pro-tocol is to involve the password in computing the base used in conventionalDi�e-Hellman key exchange. The protocol also introduces two extra steps forauthenticating the generated secret key for each party respectively.Recently two new PAKE protocols with provable security have been pro-posed. Bellare et al. [1] have given a speci�c variant of EKE which is provablysecure in the ideal cipher model. The protocol of Boyko et al. [4] is also a variantof EKE in which the symmetric encryption takes the form of multiplication inthe Di�e-Hellman group; it is provably secure in the random oracle model.The security of a standard key exchange protocol may be measured againstboth passive attacks in which the adversary wiretaps valid instances of the keyexchange protocol, and against active attacks in which the adversary may alsomasquerade as a valid protocol principal. Attacks may be aimed at obtaininginformation about the generated secret or about the long-term keying material.The classical Di�e-Hellman key exchange and its EC analog are known tobe secure against passive attacks. However, it is clearly insecure against an im-personation attack, because of the lack of an authentication mechanism beingdeployed. To prevent such attacks long-term keys are required, which in a PAKEprotocol takes the form of the password. The password allows each party in theprotocol to authenticate the other party and thus prevents an adversary fromimpersonating an authorized party in the PAKE protocol run.However, the low entropy of a typical password opens a new possible attackagainst a PAKE protocol. This type of attack is often known as the o�-linedictionary attack. In such an attack, the adversary tries to interact (even if un-successfully) with an honest party and also gathers information from exchangesbetween two honest parties. The adversary then applies a brute-force attack overthe domain of the passwords (i.e. the dictionary) o�-line. The attacker is success-ful if the gathered information can con�rm which password in the dictionary isthe valid one. A special class of the dictionary attack is the partition attack. In apartition attack, the adversary tries to use the gathered information to partitionthe password space (the dictionary) into feasible and infeasible passwords; if thelatter set is large then the adversary may simply search through and eliminateall passwords in this set. Typically the correct password may be recovered after anumber of valid sessions have been observed from the intersection of the feasiblepartition of the passwords for each session.



have presumed that the adaptation of DL based protocols to the elliptic curve(EC) environment is straightforward. To the best of our knowledge, no concreteEC based PAKE protocol has been proposed in the literature.In a low resource environment, the natural choice for cryptographic protocolswould be an EC implementation. This is due to the low computation and storagecosts of EC based protocols. Since EC primitives may be the only ones availablein certain environments, it is important to study the precise adaptation of DL-based PAKE protocols to an EC setting.In this paper, we investigate EC analogs of PAKE protocols. We show thatdirect EC analogs of the EKE protocol and its variants are susceptible to parti-tion attacks. We then go on to propose an EC encrypted key exchange protocolthat is secure against partition attacks. We further propose a modi�cation ofthe protocol for low resource (e.g. smartcard) applications. Here we stress thatthe EC analogs of other PAKE protocols such as SPEKE[5] or PAK[4] do notimmediately appear to su�er from the partition attack described in this paper.The remainder of this paper is organized as follows. Section 2 gives an intro-duction to PAKE. This includes a discussion on the possible attacks against aPAKE protocol. Section 3 gives a detailed description of the EKE protocol. Adiscussion on how a partition attack can be applied to the protocol is also givenin this section. Section 4 reviews the concept of elliptic curves and twisted ellip-tic curves, establishing some notation and elementary results for the subsequentsections. Section 5 proposes a new elliptic curve encrypted key exchange proto-col. In the section, we also justify our solution by showing that trivial solutionsare insecure against partition attacks. A modi�cation of the proposed protocolfor smartcard applications is also included in the section. This has a DL analog,which is brie
y described and discussed. Finally, conclusions are presented inSection 6.2 Password Authenticated Key ExchangeIn its simplest form, a PAKE protocol involves two parties both possessing thesame secret, referred to as the password. This password is typically short, sinceit usually has to be memorised by a human participant. The PAKE protocolallows the involved parties to exchange information from which each party canderive a secret key. This secret key satis�es all requirements of a conventionalDi�e-Hellman key exchange protocol. In particular, this shared secret key is notknown to any parties not involved in the exchange protocol. Furthermore, thenature of password authentication ensures that a party can follow the protocolcorrectly (and thus be accepted by the other party) only if the party knows thecorrect password. During the protocol, a party can always detect whether theother party in the exchange possesses the correct password.The �rst PAKE protocol was the EKE protocol proposed by Bellovin andMerritt [3]. The idea of their proposal is to use the password to symmetricallyencrypt the protocol messages of a standard Di�e-Hellman key exchange. Anattacker could decrypt the symmetric encryption by guessing the password but



Elliptic Curve Based Password AuthenticatedKey Exchange ProtocolsColin Boyd1, Paul Montague2, and Khanh Nguyen21 Information Security Research Centre,Queensland University of Technology,Brisbane 4001, Australiaboyd@isrc.qut.edu.au2 Motorola Australia Software Centre,2 Second Ave, Mawson Lakes, SA 5095, Australiapmontagu@asc.corp.mot.com, knguyen@asc.corp.mot.comAbstract. We investigate password authenticated key exchange (PAKE)protocols in low resource environments, such as smartcards or mobile de-vices. In such environments, particularly in the future, it may be thatthe cryptosystems available for signatures and/or encryptions will bebased on elliptic curves, because of their well-known advantages withregard to processing and size constraints. As a result, any PAKE pro-tocols which the device requires should also preferably be implementedover elliptic curves. We show that the direct elliptic curve (EC) analogsof some PAKE protocols are insecure against partition attacks. We goon to propose a new EC based PAKE protocol. A modi�ed version ofthe protocol for highly constrained devices, such as smartcards, is alsopresented.1 IntroductionA protocol that allows two parties to agree on a shared secret key is commonlyknown as a key exchange protocol. The protocol is said to be authenticated if theprotocol authenticates one party to the other during the protocol run. Further,if the means of authentication is by a simple password known by both entities,the authenticated key exchange protocol is said to be password-based.Recently, password authenticated key exchange (PAKE) has received signif-icant interest from the research community. One of the reasons for this is thatPAKE protocols can be used to establish an authenticated and secret channelbetween two parties without relying on the existence of a Public Key Infras-tructure (PKI), and provides security against both active and o�-line dictionaryattacks. This is certainly appealing in many environments where the deploymentof a PKI is not possible or would be overly complex.The �rst PAKE protocol, known as Encrypted Key Exchange (EKE), wassuggested by Bellovin and Merritt [3]. Subsequently many other PAKE protocolshave been proposed. Nonetheless, most of the protocols have been proposed foronly RSA or Discrete Logarithm (DL) settings so far. It seems that most authors


