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Abstract. This paper describes TAPI, an offline scheme intended foeiggn
Internet-based micropayments. TAPI, which extends andbaues concepts from
theKeyNote Microchecksand OTPCoins architectures, encodes risk management
rules in bank-issued users’ credentials which are in tuedus acquire small-
valued payment tokens. The scheme has very low transactenh@ad and can

be tuned to use different risk strategies for different emunents and clients.

1 Introduction

Traditional electronic payment systems impose a low bounthe value of each
transaction due to the associated processing and cleavierpead. For small-value
transactions, this overhead dominates the value of thedrdion itself, making the use
of such a system uneconomical. Various schemes have begosga, aiming to reduce
overheads so as to handle payments of fractions of a ceraeBystems must cope with
problems of scale, risk, and trust. It is important to havelhamisms that can scale to
millions of transactions while maintaining acceptableslevof risk.

However, cryptographic and other computational operatibave non-negligible
cost. Thus, we need to minimize the crypto operations byexggging them in larger
transactions. Our observation is that we can take advawotzgygy locality of reference
exhibited by micropayments.e., a user paying for a service from a web site is more
likely to purchase additional services from the same site.dpplications where this
holds, we can amortize the cost of many micropayments owngait payment.

We present a mechanism that allows multiple partial chaeggsnst a payment
authorization. By splitting a micropayment transactiotwia number of partial transac-
tions (minipayments) for smaller amounts, up to the amofith® original micropay-
ment, we can accommodate multiple purchases within thénafigsingle) transaction.
Thus, we spread the cost of the transaction over a numbestirficl purchases. A simi-
lar approach is being used by some vendors: multiple smadliccard transactions are
aggregated and presented as a single transaction to thecamticompany. Typically,
special agreements that cover liability and specify digp#ndling policies need to be
in place before this can be used. We built a system where @igpandling can eas-



ily be managedi.e., the merchant or the user can prove (or disprove) that a péatic
minipayment occurred, and thus limit the exposure to fraud.

We discuss a case study involving per-packet charging inelegs network. In Sec-
tion 2, we describe the background for our case study aneeaatithe requirements for
the charging scheme. We then describe the key features gfotial micropayment ar-
chitecture by presenting a detailed example, namely a mhgck payment framework
that is based on the KeyNote [1] trust-management systera arethanism for making
partial payments from a single microcheck. We briefly discasr implementation in
Section 3, and give an overview of related work in Section 4.

1.1 Motivation

The massive reduction in cost of wireless LAN (WiFi) basatishs has resulted in
the gradual deployment of wireless LANSs in public places bynmercial operators,
who want to charge for access. In most existing installatiohe user must establish
credit with the site operator (usually through a Web potbafiore being allowed access
to the network. As the density of WiFi coverage increasesréiguirement for separate
authentication with each provider becomes more oneroesllig the user should be
able to move between WiFi networks and access the Interribtamthentication and
payment done automatically. The rigidity of current paymeethods (including the
inability of the payment infrastructure to handle small pents) forces the network
operators to charge for access in large time slatg,(on a daily or weekly basis). The
use of micropayments would allow the operator to be much rfiexéle. For example,
the operator may wish to charge for each packet sent or reddiy the user.

Even if operators do not charge real money for the servickesed, it is sometimes
desirable to have some type of accountability, to detecastfucture abusers (to avoid
the “tragedy of the commons”). Such schemes still dependaresype of user reg-
istration and accounting; the missing part is the transtato the real-world concepts
(i.e., money). A micropayment scheme with “play” money can be useurdvide this
accountability. In order to be able to perform this type o&iging, we need a system
that satisfies the following requirements: First, it musabée to handle very small pay-
ments. Second, it should not require a user-initiated Ipgitedure; instead, be able to
receive payment dynamically. Third, it should not requirelime authentication with
the user’s credit institution in order to minimize conneatoverhead and accommodate
situations where the user’s credit institution is tempibyamaccessible.

To satisfy these requirements, we employ two differenttépies:(a) The KeyNote
trust-management System that establishes trust betwearstr, the service provider
and the user’s credit institution, using the architectueeaxiginally described in [2],
and (b) we introduce the concept @TP Coins that allow single microchecks to be
broken into smaller payment increments. We present thesédehniques in detail.

1.2 KeyNote Microchecks
The micropayments system introduced in [2] forms the basioapproach. The

general architecture of this microbilling system is showrFigure 1. We consider an
environment where Merchants and Payers sign up for senitbeaiProvisioning Agent



(PA). Merchants interact with Payers through the Merchaynfent Processor (MPP).
The Clearing and Settlement Center (CSC) for reconciliaggactions may be a sepa-
rate entity, or may be part of the PA.

PROVISIONING
(Check Guarantor]

CLEARING

Vendor’'s Bank

Payer’s Bank

Fig. 1. Microbilling architecture diagram. We give the geneic terms for each component,
and in parentheses the corresponding players. Arrows reprgent communication between
two parties: Provisioning issues credentials to Payers anlerchants; these communicate to
complete transactions; Merchants send transaction inforration to Clearing, which verifies
the transaction and posts the necessary credits/charges arranges money transfers. Pro-
visioning and Clearing exchange status information about Ryer and Merchant accounts.

The PA issues KeyNote [1] credentialsRayers and Merchants, that describe the
conditions under which a Payer is allowed to perform a tratisa, and the fact that a
Merchant is authorized to participate in a transaction. é@ayer wants to buy some-
thing from a Merchant, the Merchant encodes the details @fptftoposed transaction
into anoffer, which is sent to the Payer. To proceed, the Payer issues tdehehant a
microcheck for this offer. The microchecks are encoded ag\éée credentials that au-
thorize payment for a specific transaction. This credergiaffectively a check signed
by the Payer and payable to the Merchant. The conditionsrumbigh this check is
valid match the Merchant’s offer. Part of the offer is a ngngkich maps payments to
specific transactions and prevents double-depositing ofathecks by the Merchant.

To determine whether he will be paid, the Merchant passesftbedescription and
the Payer’s key along with the Merchant'’s policy (that idiées the PA key), the Payer
credential (signed by the PA) and the microchecks credgsigned by the Payer) to
his local KeyNote compliance checker. If the complianceckbeauthorizes the trans-
action, the Merchant is guaranteed that Provisioning vlitvapayment.

If the transaction is approved, the Merchant stores a coplgeomicrocheck along
with the payer credential and associated offer detailsdterlsettlement. Otherwise,
depending on their network connectivity, either the Payehe Merchant can request
a transaction-specific credential that can be used to améhthre transaction. This ap-
proach, ifimplemented transparently and automaticatiyyjgles a continuum between
online and offline transactions tuned to the specific risk@metrational conditions.

Periodically, the Merchant will ‘deposit’ the microcheakisd associated transaction
details to the CSC, which may or may not be run by the sameyeasitthe PA, but



must have the proper authorization to transmit billing aagirpent records to the PA
for the customers. The CSC receives payment records fronvdtieus Merchants;
these records consist of the Offer, the KeyNote microchaok, the credential from
the payer sent in response. In order to verify a microchduk A@SC goes through the
same procedure as the Merchant did when accepting the rhiecclf the KeyNote
compliance checker approves, the check is accepted andd¢barat balances adjusted.

The main advantage of this architecture is the ability tooelecrisk management
rules for micropayments in user credentials. Other eledtreystems have focused on
preventing fraud and failure, rather than on managing itpAevention mechanisms are
often too expensive for micropayments, risk managememsgrrticularly attractive.

1.3 OTP Coins

Electronic coins based on One Time Passwords (OTP) arearfotidamental as-
pect of our approach. While the microchecks manage the aékigle transactions,
OTP coins allow the cost of a microcheck to be distributedawere thinly, effectively
making it possible to divide a microcheck transaction inbmdireds of smaller, partial
transactions. This approach is especially suitable foirpfpr access time, e-content,
or other kinds of “continuous” goodse., goods that can be sold by some measure.

The basic approach, without microchecks, was outlined jndB8 OPIE [4] OTP
account was sent to the Client, who used the passwords toguayirfeless Internet
access. The system was based on the IEEE 802.1x protocoingi®PIE over TLS.

When combined with microchecks, the Merchant spells outXhe terms in the of-
fer, e.g., it might state he provides wireless Internet access tim@ &8 per 5 seconds
when bought in lots of 100 5 second units. That is, he offe di@ces of 5 second
access time units for the price of $0.1. If the Client accépésoffer, she generates a
random numbe#, calculates a hash function over it 100 times, forming angve
hash chaif1og, Hyg, .., H1, Hy, whereH; = hash(H;1), and embeds the resulf,
into the microcheck she sends to the Merchant. The Merchargssthe hash valul,,
(calledH ) along with the number of remaining valid tokea8(). At this point, the
Merchant has sold to the Client 100 OTP coins, only valid Wittt Merchant. However,
the construction allows the Client to be charged only forabgial amount spent.

When the Client wants to use the coins, she sends the nexvhhghto the Mer-
chant. That is, she first sends, then H,, etc. The Merchant checks that the received
hash value gives the previously stored value, that H;oreqa = hash(Hreceived)- If
so0, she decrements the number of remaining valid tokenssimnes the new received
value. Thus, we have established a convention where a sOifjie password repre-
sents the value for a certain commodiyg., for 5 seconds of access time. Once the
commodity has been used up, the Merchant asks for the nest tok continue service.

Once the Client has used all coins or stops using more cdiesMierchant pos-
sesses a hash valdéy where N is the number of coins used. When he deposits the
microcheck to the CSC, he also sends these numbers. The ABQUESH e, =
hash™ (Hy) and compares this to the number stored in the microchedke}f match,
it can be certain that the Client has indeed boughinits of the good.



2 Architecture

We describe the TAPI architecture through an example usayrper-use 802.11
access. We then give a brief security analysis of our arctuite.

2.1 Example Usage Scenario

As an example, we show how the system can be adapted to a put#less In-
ternet access using Wireless LANs. We begin with a clienthlaa signed up with an
acceptable Provisioning agent. Here, access points subtwmrole of the Merchant
and users play the role of the Payer. As a result of this negish process (which hap-
pens offline), the user is issued witltl@aring check, signed with the PA's public key:

Aut hori zer: PAKEY
Li censees: PAYERKEY

Condi tions: app_domain == "Internet Access" &&
currency == "USD' &&
&anmount < 2.51 && date < "20031231" -> "true";
Si gnat ur e:

Wireless LAN Authentication  The IEEE 802.1x standard [5] defines a means to
authenticate clients in an Ethernet-like netwaglg., it allows authenticating devices
starting to use WLAN or a corporate LAN for Internet accessptactice, the standard
defines how to run the IETF standard Extensible AuthenticaRrotocol (EAP) [6]
over raw Ethernet frames. The encapsulation is called EA# lo&N (EAPoL) [5].

Since we use the standard EAP protocol, it is possible to ng®rall of its sub-
protocols. However, since neither EAP or EAPoL provide aryptographic protection
themselves, the security of the system depends on the seotithe underlying net-
work and on the properties of the EAP subprotocol. Thus,iglesand the protections
must be matched to provide the desired level of security.

When 802.1x is used, there are two kinds of client hosts:emiibated and unau-
thenticated. In a wired LAN, the clients are usually distirglied based on the port: a
physical port is either authenticated or not. In a sharedinmede.g., Wireless LAN
(WLAN), the distinction is usually based on the Layer 2 addss. It may be possible
to falsify or “steal” a MAC address, depending on the actagblementation. In the
case of public WLAN, where no encryption is used, the onlytgcton is the relative
difficulty of using a MAC address at the same time anothenti®using it.

Buying OTP coins Whenever a new client host wants to join a LAN that uses IEEE
802.1x, the access-point attempts to run EAPoL. The stdttieecalient is kept unau-
thenticated as long as the client fails to authenticateutiindEAPoL. In our case, we
provide unauthenticated clients limited access so thgt¢ha buy OTP coins, used for
the actual EAPoL level authentication (see below). Thatmy, unauthenticated client
is served (via DHCP) a private IP address. This address cardzkonly locally.



The client uses the MPP protocol to purchase a pile of OTPschinthe simplest
case (and lacking any special-purpose protocol for puingasoins), a simple web
interface can be used with the user. When the user contactafitive portal, he sees a
web page that encodes the details of the Merchant &fgr,

nmerchant = "ADK' S W RELESS"
currency = "USD'

product = "Internet Access"
date = "20020916"

packet s_per coin = "100"

coi ns_per _dol | ar = "10000"

amount = "2"
nonce = "eb2c3df c860dde9a"

The user examines the details of the request and, if acdep#althorizes a payment
to the merchant by issuing the appropriate KeyNote microkhe

Aut hori zer: PAYERKEY

Li censees: "ADK' s Internet"

Condi tions: app-domain == "Internet Access" &&
currency == "USD' && amount == "2" &&
packet s_per _coin == "100" &&
coi ns_per _dol | ar == "10000" &&
first_coin == "c637bf92f 9f 371df a09\

59bc467d04b91c2ealb29" &&
nonce == "eb2c3df c860dde9a" &&
date == "20001227" -> "true";

Si gnat ur e:

The microcheck also contains the value for the first OTP CHiris coin is not actu-
ally used, but serves as the beginning of the OTP chain. Tktdimee the client needs to
authorize a payment, she will use the next coin in the chiain;310b86e0b62b82856-
2fc91c7be5380a992b2786a”. The user sends this microemetiks guaranteeing check,
issued by the PA, to the access point. The latter verifiesittegiity of the credentials
and determines (by invoking KeyNote) whether the CSC witidiahe payment terms.

Using OTP coins Once the Client has acquired a set of OTP coins, she runs the
standard 802.1x EAPoL protocol with the local access pding access point requests

a user identifier from the client, who answers with a stringnitifying the microcheck
used for buying the OTP coins, and the merchant the coinseMdeuaght from. The
access point then contacts the back-end authenticatolMgehant). The microcheck
fingerprint indicates the correct unused OTP coin pile.

Once the back-end authenticator receives the identityoresy it checks the OTP
coin pile and sends an OPIE request, requesting for the max¢ad OPIE password,
i.e, OTP coin. The Client responds with the next unused céin,;. The back-end
authenticator checks the coin, records it as used, ancegepiith an EAP SUCCESS



message. As the access point receives the EAP SUCCESS mdssaigthe back-
end authenticator, it changes the status of the client intbemticated, and passes the
message to the client. When the client receives the SUCCESSage, she releases her
current IP address and requests a new one with DHCP. Sinde sbher authenticated,
she gets a new IP address that she can use to communicatehwithutside world.
Alternatively, the client could have received a valid IP e which was appropriately
filtered by the access point; on success, the relevant fdtersimply removed.

Before the OTP coin is used up, the back-end authenticataissa new OPIE re-
quest to the client. If the client wants to continue, sheiesplith the next OTP coin.
On the other hand, if the client does not want to continue sxfer any reason, she
simply does not respond to the request. Thus, if the clieas @df-line, the access point
changes the status of the client's MAC address into unatittated.

Clearing  Periodically, the access point provides all these microkb@along with
the related transaction records to the CSC, which usesnfosnnation to verify the
transaction and charge/credit the relevant accounts. Feésudevice (laptop, PDA,
etc.) may also keep a record of all transactions, which can be unsegise of a charge
dispute. CSCs communicate with PAs to indicate the stati®apérs’ and Merchants’
accounts. Part of the transaction records include the 138 €bin received from a
user, and its serial number. The CSC can verify its validijyrepeatedly hashing it the
appropriate number of times and comparing the result withrthial OTP coin included
in the microcheck. Thus, the CSC can respectively debit tieechint's account and
credit the Payer's account for the appropriate amount. $e cddispute, the exact usage
can be determined by verifying the credentials and the OTiP dwain. Assuming the
underlying cryptography is not broken, the results are repudiable.

2.2 Security Analysis

The security of the system can be broken into two parts: cateréttates to the secu-
rity at the network level, and one that refers to the secufithe payment mechanisms.
WLAN security Wireless LANs are known to be notoriously insecure. Howgver
their insecurity depends heavily in the way they are usedulnexample case, where
WLAN is used for providing public Internet access, the oparés mainly interested
in collecting the access fees, while the clients are intedeim getting the service they
pay for. Other security concerns that the users may havegevgcy) can be taken care
of at an upper layer, and fall beyond the scope of this papems€quently, the main
threats we are interested in afe;) someone gaining access without paying, &b
someone paying but not gaining access. Naturally, thesathimay occur at the same
time, through an attacker “stealing” access that anotherhuss paid for.

Thus, it is certainlypossible for an attacker to cause an authenticated client to dis-
connect from the network, and start using its MAC addressvétder, the access point
is likely to detect the event and may require immediate rdxentication as the MAC
address re-connects to the network. If the value of the OTiflsds low enoughe.g.,
just a few seconds of access time, the gain for the potentadier is small. Finally, it
should be straightforward to detect an attacker that repiasteals MAC addresses.

A more powerful attacker can set up a phony access point. liifes other clients
to send OTP coins to it, he can then use these coins to paydewss real access point,



effectively riding free. The victim clients are unlikely taotice anything, since they
still get the service they expect. The real access point naayatice anything either,
depending on its sophistication. While this attack can beenterdere.g., by including
the Client's MAC address in the microchecks, the simple radfithe OTP coins makes
itimpossible to block the attack altogether. However, gitree current status of WLAN
deployment, the cost of the attack compared to the benefitedaeems to be high
enough to render the attack academic. For proper sectititygrehe OTP coins must
be replaced with something more sophisticated (and costiyhe underlying network
must be secured. The additional cost should be evaluatédsagize expected risk and
cost of fraud, and implemented only if economically viable.
Payment Framework Security When dealing with electronic payments we must
ensure that fraudulent transactions cannot take pkagethe merchant should not be
able to forge an OTP coin, nor should the user be able to dextyshe has spent one.
The scheme requires that we select a non-reversible hastidanThus, the mer-
chant can verify thatf,,_; was derived fronH,,, but is unable to produc#,, | given
H,,. Similarly, if the client sends a number other th&p_, the merchant will detect
that and revoke the service. Similarly, if the merchant picekH,, 1, the client cannot
claim that she has not sent it. An extensive discussion o§deirity of the KeyNote
microcheck architecture may be found in [7]. A key obsexvats that the low value of
the checks and the need for light-weight verification medran favor the use of cre-
dential expiration (with short lifetimes) over the use of amnheavyweight revocation
mechanism such as credential revocation lists.

3 Implementation

We have implemented the IEEE 802.1x protocol and the OTPsdnithe FreeBSD
operating system [3]. Our initial performance measuremarticate that the effect on
payload performance is negligible: a typical EAPoL tratisacis performed in less
than two seconds, making it possible to support re-autbatinin every 5-10 seconds.

Our 802.1x implementation consists of kernel code that é@mnts the basic fram-
ing functions for the authentication protocol, plus a nundfeiser level programs. The
user-level programs implement the individual EAP subprots, and in particular the
EAP OTP authenticator and supporting modules. These relg small new library,
libeap. They also utilize théibskey library present in FreeBSD. To make it easy to buy
OTP coins, we use a captive portal to allow users to downloa&02.1x and EAP OTP
implementations. Our MAC filter module forward to a web seipackets arriving from
unauthenticated users. Thus, it is possible to create atisituwhere the only services
provided to an unauthenticated client are DHCP and thevaapteb server.

We are currently working on implementing the full-fledged RI1Protocol on top
of EAP, without the need for a captive portal. Users can $peabeir payment poli-
cies using KeyNote (or some other front-end mechanism, lwtsichen translated to
KeyNote). On receipt of an offer from an access point, KeyNstcalled to determine
whether the terms are acceptable. If so, a microcheck isvattoally issued, and the
necessary OTP coins are generated and used without usaciide. If the offer is not
acceptable, the user is notified and presented with the offer



4 Related Work

IEEE 802.1x Security  IEEE 802.1x [5] is a forthcoming standard for authenticgtin
and authorizing users in Ethernet like local area networkNJ. environments. It is
primarily meant to secure switched Ethernet wireline neks@nd IEEE 802.11 based
WLANS. In the typical usage scenarios, the network requises authentication before
any other traffic is allowed,e., even before the client is assigned an IP address. This
allows corporations to strictly control access to theirwaaks. It is important to note
that 802.1x implements only authentication and MAC addlessed access control.
Since MAC spoofing is fairly easy, the resulting system matylbmosecure enough.

[8] argues that 802.1x security is flawed since it does novigeper-packet in-
tegrity and authenticity. Depending on the settings, théy mllow session hijacking,
enabling an attacker to take over a MAC address that belangddgitimate, authen-
ticated user. In a shared medium such as 802.11, authémticdtould be tightly inte-
grated with a link-level integrity system using differeassion keys for different clients.

Electronic Cash and Micropayments NetBill [9] is a transactional payment proto-
col with many advanced features (atomicity, group membpyrgiseudonymstc.) that
requires communication with the NetBill server for eactmgaction, thus exhibiting the
same drawback with respect to micropayments as the simplerecprotocols already
mentioned. Other general payment protocols [10-12] stfflesame problem.

Digital cash-based systemsd., [13]) do not directly address the issue of double-
spending (fraud). Some e-cash systems use online chet¢kirgnegating the off-line
operation capability. Others rely on detection after that.fthis drawback is manifest
in several micropayment protocols [14—-17]. While doulppersding is a problem in all
off-line systems, none of these protocols address the stk management.

NetCents [18] and Millicent [19] are scrip-based off-lifreendly micropayment
protocols. As the monetary unit used in these protocols rdeespecific, double-
spending is made difficult. A hidden assumption is that manthhave “total informa-
tion”. If there are many points of sale, continuous commatién and synchronization
is required between the different points, negating the fisnef off-line operation.

MiniPay [20] was developed primarily for use with a web brewswith a lot of ef-
fort gone into the user interface aspect. Risk manageménpiemented as a decision
to perform an online check with the billing server based amfttital spending by the
customer that day, and some parameter set by the merchaniillihg provider cannot
customize the risk-management parameters per-custorper-onerchant. Fileteller [7]
uses a scheme similar to ours for buying and selling netvbaised storage.

5 Summary and Concluding Remarks

We presented TAPI, a simple offline electronic payment sehentended for gen-
eral Internet-based micropayments. TAPlallows multipdetipl charges on a single
payment authorization by splitting a micropayment tratisadnto a number of mini-
payments for smaller amounts (totaling the amount of thgiwal micropayment), thus
accommodating multiple purchases within the original $eagtion.



To demonstrate our design in practice, we implemented tB#IB02.1x protocol
along with the OTP coins in the FreeBSD operating system.case study involved
per-packet charging in a wireless network. Initial perfamoe measurements indicated
that the effect on payload performance was negligible aatkkte typical EAPoL trans-
action takes less than 2 seconds on average. We are in thesprotimplementing the
full-fledged MPP protocol on top of EAP, without the need faragtive portal.
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