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Abstract

The systematic development of fault-tolerant real-
time systems with guaranteed timeliness requires an
appropriate system architecture and a rigorous design
methodology. The first part of this paper describes
those services of the architecture that help to simplify
the work of the real-time programmer, taking MARS
as an ezample. The second part deals with the ‘pro-
gramming in the large’ activities, i.e., the systematic
derivation of task timing parameters from the require-
ments specification. The following core section of the
paper focuses on ‘programming to meet a time budget’
and presents the programming interface, the program-
ming environment, and the testing and support tools.
The architecture and most of the presented tools have
been implemented and can be demonsirated on a fault-
tolerant prototype application.

1 Introduction

Distributed real-time computer systems are replac-
ing conventional mechanical or hydraulic control sys-
tems in many applications, e.g., flight control systems
in airplanes, “drive by wire” systems in automobiles,
and industrial process control systems. In addition
to the specified functional capabilities, these appli-
cations demand predictable timeliness and specified
levels of non-functional attributes, such as reliability,
safety, and maintainability.

At present, the process of designing real-time sys-
tems is tedious and often unsystematic. Frequently
the primary focus during the design is on the func-
tional capabilities of the planned control system. Con-
cerns about timeliness and dependability are usually
deferred until the final testing phases, when all parts
of the system have to be integrated. The applica-
tion code implementing the specified transformations
in the data domain is most often intertwined with the
code for the synchronization of concurrent tasks and
the code for error handling and recovery. As a conse-
quence, it is very difficult to establish the timeliness
of these systems by formal reasoning or by a construc-
tive test methodology. Furthermore, minor changes in
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one part of the system can have a major effect on the
timeliness of some other part.

We propose a system architecture—MARS [11]—
which supports a strict separation of the issues of syn-
chronization and timeliness, data transformation, and
the dependability aspects (e.g., error detection, error
handling and redundancy management). We denote
the sequence of processing and communication steps
between an observation of the environment and a re-
sponse to the environment as a real-ttme transaction.
During the design phase the real-time transactions are
refined into a sequence of task executions and mes-
sage exchanges. The task dependencies are analyzed
and an execution time limit for each task is estab-
lished, so that all transactions can be scheduled on the
given hardware resources. In the programming phase,
the application programmer can focus his attention
on his primary task, i.e., writing correct application
programs that meet a given time budget. Error de-
tection, error handling, and redundancy management
are services of the architecture.

In our view, such a separation of issues is only possi-
ble if the system architecture is time-triggered, i.e., all
system activities are initiated as a consequence of the
progression of real-time. Although the occurrence of
events in the environment is outside the sphere of con-
trol of the computer system, the points in time when
these events are to be recognized by the computer are
predetermined in a time-triggered architecture. This
is in contrast to event-triggered architectures, where
the system activities are initiated as a consequence of
the occurrence of external or internal events.

Event-triggered real-time architectures are assumed
to provide a high degree of flexibility and have there-
fore received comsiderable attention in the literature
(FTPP [4], ARTS [27], MAFT [7]). Because of their
event triggered nature, however, an excessive number
of possible behaviors must be analyzed in order to es-
tablish timeliness guarantees. Furthermore, the imple-
mentation of active redundancy by the replication of
the components is hard because of the issue of replica
determinism [28, 21]. DELTA4 [1] proposes the im-
plementation of the rather complex “leader-follower”
model to overcome the latter difficulty. Other event-
triggered architectures, e.g., Spring [25], do not con-
sider the issues of fault-tolerance at all.

This paper is organized as follows. In the next sec-
tion we give a short overview of MARS and describe
the services provided by the architecture, such as clock



synchronization, error detection, error handling, and
redundancy management. Section 3 deals with the de-
sign activities which lead to the predictable timeliness
and required dependability of an application. Section
4, the main focus of this paper, describes the program-
ming model as seen by the application programmer.
Finally, the topic of testability is covered in section 5
before the conclusions.

2 The Services of the Architecture

Although this paper deals with the programming
model of MARS, it is necessary to describe the ser-
vices of the architecture to understand why the pro-
grammer does not need to care about some aspects.
The architecture relieves the designer from being con-
cerned with the predictability of the communication
and from dealing with fault tolerance.

On the architectural level a MARS System is a dis-
tributed computer system that consists of a number of
autonomous, fail-silent node computers called compo-
nents which are interconnected by a real-time network.
The network consists of two replicated broadcast chan-
nels which are used in active redundancy. Each com-
ponent is a self-contained computer with a local real-
time clock and an interface (incoming and outgoing
links) to the real-time network. It is controlled by the
MARS Operating System and executes a set of ap-
plication tasks. A task is a unit of computation that
receives a set of messages, performs some calculations,
and sends a set of messages. There is no explicit in-
teraction between tasks inside a task’s body. Com-
munication among components (and tasks) is solely
achieved by exchanging broadcast messages. Some of
the components, the interface components, provide a
connection to the intelligent instrumentation, i.e., the
sensors and actuators in the environment. In order
to handle component failures, a set of actively redun-
dant components is combined to form a Fault-Tolerant
Unit (FTU) which is active as long as at least one of
its members is operational. The redundancy manage-
ment is completely transparent to the user. In the rest
of the section we describe the services of the architec-
ture.

2.1 Clock Synchronization

The local clocks of all autonomous MARS compo-
nents are synchronized both with each other and with
the external time; the accuracy is guaranteed to be at
most a few microseconds [14]. This global time base
forms the basis for all services of the architecture and
is used to attach timestamps to the observations of
external events. These timestamps may be used by
application tasks to determine the temporal (and pos-
sibly the causal) order of events occurring in the envi-
ronment [10].

2.2 Predictable Component Interaction

In MARS there is no explicit synchronization be-
tween tasks (e.g., by using semaphores); instead, all
component activities are implicitly synchronized using
the global time. The tasks and messages are scheduled
prior to the run time of the application in a way that
guarantees that all deadlines will be met.

Pre-run-time scheduling of messages is possible be-
cause the timing behavior of the underlying network is
predictable as a result of using a TDMA? protocol for
communication among MARS components. TDMA
not only provides a fixed communication bandwidth
for each component, it also guarantees that at any
point in time each component of the system knows
which component has send access to the real-time net-
work. This leads to a temporal encapsulation of the
component. Because each operational component al-
ways broadcasts a message in its transmit slot, mes-
sage losses or failures of sending components can be
detected by the receivers of the messages.

To make the timing behavior of the communication
predictable, messages are not retransmitted in case
they are lost. Instead, a sufficient degree of communi-
cation reliability is achieved by masking redundancy.
Each component sends each message over each of the
two broadcast channels. Since we do not only have
redundant communication channels but also redun-
dant components, several identical messages are sent
over the network. This allows us to maintain a reli-
able communication service in the presence of message
losses, single component failures and a break down of
one of the communication channels [3]. The operating
system discards redundant copies of messages at the
recelving components.

2.3 Distributed Redundancy Manage-
ment

The smallest part of the system that a program-
mer must deal with is an FTU. An FTU is composed
of two or three fail-silent components, depending on
the required degree of fault tolerance. Two compo-
nents of an FTU work in active redundancy. The op-
tional third component, the so-called shadow compo-
nent, performs the same computations as the other
two, but does not send any messages on the network
[13]. In the rest of the section we assume that an FTU
always consists of three components. In case of a com-
ponent failure the shadow component takes over the
transmit slot of the failed component. The detection
of a component crash and the reconfiguration of an
FTU is supported by a distributed membership service
[12, 3]. This service provides every operational com-
ponent with consistent and timely knowledge about
the set of active components.

The replicated components of an FTU not only
have to produce correct results, they also have to cre-
ate identical results in order to avoid inconsistencies
in the system. This replica determinism is achieved if
three conditions are fulfilled:

e Redundant components get the same inputs. This
condition is fulfilled by the reliable multicast pro-
tocol described in section 2.2, and because mes-
sages arrive only at points of the sparse time base.
On these points it is guaranteed that they can be
handled consistently by the redundant components
[10]. When reading inputs from the environment,
an agreement protocol must be executed to guar-
antee that the replicated components get the same
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inputs (see section 4.1).

e The replicas perform the same computations since
they execute identical schedules without unplanned
preemption and the execution of tasks is triggered
by the global time.

e The inner state of the replicas is identical. This fol-
lows from the above provided that their initial states
are equal. If a failed component is re-integrated into
the system, it must acquire the inner state from
its redundant partner component. Because the pre-
dictability of the system’s timing behavior must not
be influenced by re-integration, re-integration ac-
tions are pre-planned. To realize this, each compo-
nent periodically sends its inner state (in the form
of the so-called ‘h-state message’) at predefined re-
integration points on the real-time network, where
it can be read by the redundant components.

2.4 Error Detection

Error detection is done at two levels, at the com-
ponent level and at the system level [26, 13]: At the
component level mechanisms to detect hardware fail-
ures are provided. The goal of these mechanisms is
to make the component fail-silent, i.e., the component
should create either correct results or no results at all.
On the system level it is then sufficient to detect crash
failures. This is done by the membership protocol as
described above.

The most important mechanisms for error detection
at the component level are:

o Time redundant execution of application tasks. The
architecture supports the time-redundant execution
of application tasks to handle transient faults. Each
redundant instance of a task starts with the same in-
ner state and performs the same operations on iden-
tical input messages and should therefore produce
identical output messages. The equality of input
messages is guaranteed by the pre-run-time sched-
uler and the operating system because the set of in-
put messages does not change during the execution
of the redundant instances of a task and input mes-
sages are not consumed when read. Any difference
in the output messages indicates that a hardware
fault has occurred. The two instances of the tasks
are generated and scheduled automatically.

o Checksums for messages. The compiler generates
code to provide each output message with a check-
sum and to verify the checksum of each input mes-
sage. Therefore the whole path between the sender
and the receiver of a message is protected against
message corruption.

o Time slice controller for the real-time network. To
prevent a faulty component from disturbing the
message traffic on the real-time network, each com-
ponent is provided with a time slice controller
that controls access to the network. The time
slice controller is a micro controller that works au-
tonomously from the rest of the component and
computes the transmit slots of the TDMA protocol
in parallel with the operating system. Send access
to the network is granted only if both the operating
system and the time slice controller agree that the
component is allowed to transmit a message.

2.5 Error Handling

The application programmer does not have to deal
with error handling at the component level. There is
only one action for error handling at the component
level, and it is performed without the aid and interfer-
ence of the programmer: the component is shut down
immediately to satisfy the fail-silent property and to
prevent propagation of errors.

On the system level, a component error leads to
the reconfiguration of the corresponding FTU: The
shadow component takes over the transmit slot of
the failed component and the failed component tries
to restart and re-integrate itself into the system as
a shadow component. Before a component is re-
integrated into the system, test procedures are per-
formed to determine if the fault is permanent. If not,
the component receives its initialization state (pro-
gram images and schedules) from a dedicated mainte-
nance component. It then listens to the network until
it receives a history state message from a redundant
component. At this point, the component is fully re-
integrated into the system and becomes a shadow com-
ponent (if there are two redundant active components)
or an active one.

3 Designer’s Concerns

While current practice of real-time programming
must deal with fault-tolerance and synchronization as-
pects in a rather ad-hoc and application specific way,
programming of a MARS real-time application corre-
sponds much more to conventional software develop-
ment. The issues of synchronization and timeliness are
primarily dealt with at the system design level, not at
the programming level.

3.1 The Design

At the top level, the designer identifies the differ-
ent modes of operation and defines the possible mode
changes. An airplane, for example, performs differ-
ent system activities in the start, flight, and landing
phases. Each mode as well as each mode change may
consist of a set of co-operating real-time tasks [2]. The
only significant difference between modes and mode
changes is that modes are finally implemented by a
set of periodic tasks while mode changes constitute a
set of tasks that is executed only once. To cope with
the inherent complexity of real-time system design in
the domain of time, an object based design methodol-
ogy is provided to the designer.

Real-Time Transactions

The most important design object is the real-time
transaction. A real-time transaction refers to a set of
co-operating real-time tasks fulfilling a particular sys-
tem function. We distinguish between transactions
dealing with discrete and transactions dealing with
continuous processes.

Transactions describing discrete processes start
with the observation of an external (discrete) event
(e.g., “button pressed”) and have to react (output a
result to the environment) within a time interval dic-
tated by the environment. We call this time interval
MART, the maximum response time. The minimal
time interval between two subsequent observations of



Figure 1: Relationship between Temporal Parameters

the same event must also be specified. The corre-
sponding parameter is called MINT. MINT is often
formulated as a load hypothesis defining the maximal
load the system has to cope with.

Transactions describing continuous processes (e.g.,
controlling the temperature in a vessel) are typically
characterized by the required control quality rather
than the particular MART and MINT values. The
timing parameters (e.g., the period) for the intended
control quality are determined during design.

Apart from these attributes each transaction con-
sists of an informal description of the functional be-
havior along with the input and output data. These
data are modeled by so-called data items (e.g., tem-
perature). Data items represent input data, output
data, as well as data reflecting the internal state of the
computer system (e.g., intermediate results of compu-
tations, history information).

Refining Real-Time Transactions

During design, transactions are refined into sub-
transactions. We present the input/output relation-
ship of the newly obtained subtransactions in the form
of an acyclic directed graph where the nodes corre-
spond to subtransactions and the edges reflect the de-
pendencies due to the input/output relations. This
graph is called precedence graph (since it determines
precedence relations between subtransactions). The
refinement process can thus be interpreted as subse-
quently expanding nodes of the graph to new sub-
graphs. At the end of the transformation process
each node is sufficiently refined and represents a single
MARS task.

Refinement of Temporal Parameters

Since MARS transactions are executed periodically,
the design process must also account for the derivation
of a PERIOD and an MT (maximum execution time)
value for each transaction. For continuous processes
there is a number of well-known algorithms in control
theory that help to determine these values from the de-
scription of the environment and the required control
quality. For discrete processes we look at Figure 1 that
presents the relationship between the relevant tempo-
ral parameters (r is the maximum reading latency, el
indicates the point in time where an event in the envi-
ronment is observed by the sensors, and e2 labels the
point in time where the response of the transaction is
passed to the environment).

r is determined by the polling rate of the trans-
action (i.e., the frequency with which the sensor is
polled). We thus obtain the following conditions for
the PERIOD of a transaction (see also [17]).

PERIOD < MINT N PERIOD < MART-MT

As PERIOD not only depends on the predefined
value for MINT but also on the (implementation de-
pendent) MT of the transaction, the determination of
PERIOD cannot necessarily be established by a simple
top-down refinement strategy. Therefore, the method-
ology supports the iterative manipulation and varia-
tion of these temporal parameters. At the top levels
of design, the MT value may be estimated by an expe-
rienced designer (designer’s judgement), thus defining
a preliminary bound for the PERIOD of the transac-
tion. The complementary strategy (starting with the
PERIOD and deriving a bound for MT) is also possi-
ble.

Designing FTUs

Apart from the manipulation of temporal parame-
ters described above, the design methodology also sup-
ports the definition and description of FTUs. Simulta-
neously with the refinement of transactions the neces-
sary FTUs may be established. The manual allocation
of tasks to FTUs is optional, i.e., the designer may as-
sign some tasks to particular components (e.g., tasks
running on interface components) or he may leave it
up to the off-line scheduler to make appropriate allo-

cations.

/

e

Figure 2: A Simple Precedence Graph Allocated to Three
FTUs (Boxes)

3.2 Temporal Evaluation and Redesign

The input of the scheduler consists of the trans-
actions (described by their corresponding precedence
graphs) along with the (partial) task-to-FTU alloca-
tions. Figure 2 gives an example of a simple prece-
dence graph. Tasks are depicted as circles, precedence
constraints as arrows. The boxes surrounding tasks
represent FTUs. All tasks are already allocated to
FTUs.

Based on this information the scheduler tries to es-
tablish off-line a feasible schedule for each mode and
each mode change. If such a schedule cannot be found,
then an iterative redefinition of the temporal parame-
ters or a partial redesign (e.g., introducing additional
parallelism by splitting up a task into several paral-
lel tasks) has to be carried out. This redesign takes
place at an early stage of system development, i.e.,
before any coding activities have been initiated. If on
the other hand the subsequent implementation of the
tasks (see Section 4) reveals the need for a larger time
interval than previously estimated, i.e., the program-
mer is not able to implement the tasks according to



the required MT, then again a redesign has to take
place.

3.3 Ensuring Dependability

Dependability concerns influence many design deci-
sions during system design. Therefore, dependability
analysis should be an integral part of system design
and should start as soon as possible in the system de-
velopment cycle. Applied at early design phases, it
provides coarse results that can be refined as more de-
tailed design information is taken into account. These
results provide the designer with useful information
that guide him towards more appropriate design alter-
natives by pinpointing the most critical system parts
at an early stage.

In MARS the results of the dependability analysis
[6] influence the number of FTUs and the allocation
of tasks to FTUs. It also determines the degree of re-
dundancy of an FTU. For high dependability require-
ments an FTU consists of two actively redundant com-
ponents and one shadow component. If dependability
requirements are not stringent, the shadow compo-
nent can be omitted. The length of the reserved CPU-
time slot for a task determines the probability for the
completion of the time-redundant task execution. An
increase of this time slot therefore increases the er-
ror detection coverage, but also increases the response
time of the task. Finally, a maintenance strategy that
achieves a balance between maintenance costs and sys-
tem dependability has to be determined.

4 The Programming Model of MARS

In the preceding sections we were concerned with
the services of the architecture and the concerns dur-
ing the design phase. This section describes the point
of view of the application programmer who, given a
specification of a task, has to produce an implemen-
tation that is correct in both the value and time do-
mains.

In the first part of the section we describe the pro-
gramming interface, and how it can be used to imple-
ment tasks that are correct in the value domain. In the
second part, we discuss how the temporal correctness
of a task can be already ascertained during the coding
activities. We describe the concept of ‘programming
to meet a time budget’ and discuss the impact of this
concept on the work of the programmer. In the third
part we present the programming environment that we
have implemented to assist the programmer. This en-
vironment comprises a compiler, a tool for calculating
the maximum execution time of programs, and an ed-
itor with special provisions for presenting information
pertaining to the temporal behavior of the task.

4.1 The Programming Interface

MARS tasks are implemented using a dedi-
cated high-level programming language called Mod-
ula/R [29] that has been designed for the purpose of
supporting the development of MARS tasks running
under the MARS operating system. The language is
a variant of Modula-2 with extensions to support the
task and communication structure of MARS and the
development of programs meeting a time budget. Sev-
eral features of Modula-2 that were deemed unneces-

sary for or even detrimental to our goals have been
omitted, other features modified to better support our
goals.

Modula-2 was chosen as the base language, because
it is a relatively small, well-structured language with
support for modularity and separate compilation, for
which we could construct a compiler with reasonable
effort. Besides, its strong type checking and empha-
sis on defensive programming support the detection
of software errors due to programmer mistakes in the
early testing phases. Modula/R continues this tradi-
tion by offering a number of compile-time checks, as
well as the following means of run-time error detec-
tion:

e Automatic range-checking on variable assignments

e Automatic array bounds checking

e Automatic overflow checks on all arithmetic opera-
tions

e Loop iteration bounds checking.

e An Assert statement that can be used by the pro-
grammer to further improve error detection.

These run-time error detection mechanisms are left
in the code during production use, where they can de-
tect errors caused by transient or permanent hardware
faults.

In the following, we detail how the interaction be-
tween programmer, compiler, design process, and op-
erating system presents itself to the programmer.

The Task Structure

The basic units of computation in the MARS De-
sign Systems are tasks. Tasks are executed periodi-
cally. They receive a set of messages, perform a calcu-
lation, and send a set of messages. Tasks that contain
data structures that have to be initialized before the
first invocation must have an acyclic initialization part
that sets these structures to a defined value.

From the operating system’s view, a task is imple-
mented as a team (i.e., an address space) that consists
of a set of processes (i.e., entry points). For the pro-
grammer, only two processes of each team are of con-
cern: He has to program one process (the init process)
that is scheduled once and initializes data structures,
and a second process (the cyclic process) that is sched-
uled with the specified period and performs the actual
real-time calculations.

In Modula/R a team is the top-level object (corre-
sponding to the ‘main’ module in Modula-2). Every
team can import objects (constants, types, variables,
or procedures) from library modules, thus making use
of separate compilation. Process definitions are con-
tained within teams. They are akin to procedure def-
initions.

Communication via Messages

It is important to realize that the communication
structure is already fixed during the design phase. The
set of messages received by the task and the set of
messages generated by the task are inputs to the pro-
gramming phase.

Moreover, the static scheduling algorithm guaran-
tees that all messages required for the execution of a
task will indeed have arrived when the task is started,
and that the messages to be generated by the task



will not be needed by other tasks before the task has
finished and the messages have been disseminated to
all receivers. It follows that the programmer does
not have to be concerned with synchronization of the
task with other tasks, as there are no synchroniza-
tion points within the task. Instead, synchronization
is between whole tasks and is implicit in the system’s
design.

Conventional message-passing systems usually pro-
vide the programmer with statements to send or re-
ceive a message, by specifying the name and/or type
of the message, a receive or send buffer and possi-
bly a timeout. Requiring the programmer to use such
statements is a potential source of errors, as the corre-
spondence between the name of the message, the type
of the message, the buffer size, and even the timeout
period has to be assured.

In our system, such statements are unnecessary, as
the mapping of message names to types and message
buffers is static, and communication occurs ‘outside’
the tasks’ execution. Thus the programming language
supports communication via messages in the following
way:

o Message types are defined similarly to record types.
As message types are objects global to the system
(rather than local to a single team) it makes sense to
declare them in a dedicated module. This module
can be automatically generated from design data.

e Message variables are objects of the team. For each
message variable the name of the corresponding
message (i.e., the type name), and the address and
size of the message buffer are automatically commu-
nicated to the operating system. A ‘task skeleton’
that contains these definitions can be automatically
generated.

e The access to a message variable is granted to a
process if the name of the variable is mentioned in
the process header’s send or receive list. The com-
piler recognizes accesses to the message variables
and generates code to access the message buffers at
run-time. An access to a message that is neither
in the received nor in the send list constitutes an
error that is reported by the compiler. Naturally,
the send and receive lists also are part of the ‘task
skeleton’.

This approach has a number of advantages over more
traditional forms of message communication:

e The synchronization problem is treated at an appro-
priate level, namely the design level. Implementing
synchronization at the task level mingles the con-
cerns of correctness on the task level and correctness
at the task interaction level, increases the complex-
ity, and aggravates the problem of validation.

e Message communication is non-blocking. This al-
lows predictions about the maximal execution time
of the program to be made taking only the code of
the program and the (known) timing characteristics
of the system into account.

e The message variable definitions can be generated
automatically from design data.

e As messages are known to the compiler, it can check
the correct usage of them.

Definition of History State

As explained in Section 2, MARS takes care of au-
tomatic re-integration of failed components. This is
done by synchronizing the states of all tasks on the
failed component with the state of their actively re-
dundant replicas.

The simplest way to achieve this synchronization
would be to copy the entire data space of all tasks
to the component to be re-integrated. This approach,
however, is wasteful, as the history state of a task is
usually only a small part of its entire data space. It is
therefore mandatory that those variables that actually
comprise the history state are clearly identified [22].

The programmer can associate every global variable
(i.e., every variable not local to a procedure) with a
storage atiribute that describes the semantics of the
variable between executions of cyclic processes: Vari-
ables having the history attribute keep their values
between two task executions. These variables are typ-
ically used for storing the state of a calculation that
will be needed in the next iteration of the task. If
the component fails and is reintegrated, the history
variables are copied from the history state message of
the redundant task. Variables not having the ‘history’
attribute are undefined upon start of every process in
the team and become undefined again once the process
terminates. They are typically used for intermediate
results in calculations.

The compiler allocates all history variables of a
team to adjacent memory locations and communicates
the start address and length of this area to the operat-
ing system. The history state message is then formed
by the operating system by broadcasting a message
containing this area on the real-time network at pre-
defined reintegration points.

Time as an Input

Tasks in real-time systems frequently need a notion
of external time. Conventional systems usually pro-
vide a system call to access the notion of ‘current time’
with high precision. Unfortunately, this ‘precision’ is
nonsensical, because imponderabilities of the underly-
ing scheduling decisions restrict the usable part of the
value to a certain granularity, which is much longer
than the granularity of the clock?. This also brings
about the problem of replica determinism: If two ac-
tively redundant executions of a task execute in par-
allel a certain difference in their clock readings is in-
evitable. If the tasks base decisions on the clock value
they might take different decisions, thus violating the
requirement of replica determinism.

As a consequence, MARS does away with the no-
tion of an arbitrarily precise clock reading. The only
notion of time available to a MARS task is the sched-
uled time of its invocation. This time is guaranteed to
be identical for all actively redundant replicas of the
task. Moreover, thanks to the pre-planned cyclic ex-
ecution of tasks, these times can be made equidistant
for any two successive executions of the same task. No
system call is needed to access the invocation time, in-
stead it is passed to the process as an argument. By

2You get an exact value of the clock ‘now’, but have only a
vague idea just when ‘now’ is.



declaring the process to have a formal parameter of
the appropriate type the programmer gains access to
the invocation time.

Agreement Protocol for Environmental Inputs

There is one situation in which the programmer has
to deal with replica determinism: A task that gets
input from the environment, henceforth called inter-
face task, cannot be sure that the corresponding inter-
face task at the redundant component has received the
same data. Redundant components may read differ-
ent values, because events in the environment happen
on a dense time-base [10]. If a state change in the
environment occurs close to the reading of this state,
one component may read the state before the change
and the other the state after the change, no matter
how tightly the clocks of the components are synchro-
nized.

In this situation, replica determinism cannot be au-
tomatically maintained; it is possible, however, to han-
dle this inconsistency within a single agreement task.
This task is executed on all components which receive
a message from the interface task. It must read both
instances of the message and perform an agreement
algorithm on them. Because the agreement tasks on
redundant components read the same messages and
perform the same algorithm on them, their outputs
are identical and consistency is re-established.

Within each component cycle there must be at least
one point where each task of a component has a well-
defined history state that is identical to the history
state of the corresponding task on the redundant com-
ponent. As this is difficult to achieve for an interface
task, such a task must not have a history state.

4.2 Programming to Meet a Time Budget

A programmer who has to implement a MARS
task is given the functional specification and an ex-
ecution time constraint—a so-called time budget—for
that task. These data are passed to him from the
higher levels of the design. He then has to implement
a process that both adheres to the specification and
does under no circumstances need more time to exe-
cute than has been allotted.

In order to aid implementation, the programming
environment must provide the programmer with infor-
mation about the temporal behavior of the code under
development, especially about its worst case execution
time. This raises the following needs:

e Since we have to guarantee that the processes ter-
minate within the reserved time under all circum-
stances, including the worst case, an upper bound
for the worst case execution time of each process
must be calculated and checked against the avail-
able time resources.

e The calculated execution time bounds should be
tight. Otherwise the maximum execution time may
appear to be over the time budget, while in fact
being below it. To aid the calculation of tight
bounds the programmer must be able to express
knowledge about execution constraints like infeasi-
ble paths (program paths that can actually never
be executed) that cannot be derived from the code
structure itself.

e It must be possible to display detailed information
about the worst case execution time of processes
and parts thereof to the programmer. This enables
the programmer to choose strategies, algorithms,
and optimizations that appropriately meet the given
timing demands.

These three demands greatly influence the MARS
programmer’s environment. They significantly affect
both the design of the programming language and the
tool set and interface of the MARS task development
environment. The rest of this section describes the
temporal aspects of Modula/R and the task program-
ming environment in more detail.

Programming Language and Temporal Pre-
dictability

The programming language defines the syntax and
the semantics of the interface between the programmer
on the one hand, and the compiler and static pre-run-
time timing analysis tool, on the other hand. It is the
carrier of all information that is available concerning
the worst case execution time analysis of processes and
thus determines the computability of execution time
bounds and their quality. Information about the dy-
namic behavior of a program that cannot be expressed
by the constructs of the language cannot be utilized
by the timing analysis.

In order to adhere to the requirements imposed by
the execution time analysis Modula/R has significant
differences with Modula-2:

e Modula/R r1estricts the available constructs and
programming techniques in such a way that the tem-
poral behavior of all constructs can be predicted.

e Modula/R contains some extensions over Modula-2
that help to provide the timing analysis with infor-
mation about a task’s dynamic behavior that goes
beyond the facts that can be concluded from the
task’s structure.

Restrictions of the Programming Language

Modula/R does not allow for any constructs that
are unpredictable or not boundable in time. This has
been demanded in [8, 19] to allow for a static, code
based execution time analysis. It does not provide a
goto-statement, prohibits any (directly or indirectly)
recursive function or procedure calls, and does not al-
low dynamic data structures. Furthermore—and this
is crucial—all loop constructs enforce that the pro-
grammer specify an upper bound for the number of it-
erations (see Figure 3). These bounds have to be given
in addition to the loop conditions and are checked at
run-time.

while x>y max 100 times
do

-— loop body
endwhile;

Figure 3: Example of a Bounded Loop

Adding Information about the Dynamic Be-
havior

The described restrictions allow for the computa-
tion of safe execution time bounds, but may not be



sufficient to derive tight bounds. In order to facilitate
the calculation of tight execution time bounds, Mod-
ula/R comprises constructs that enable the program-
mer to make application-specific knowledge about the
control flow of a program available to the maximum
execution time analysis. In the current version of
Modula/R the scope, marker, and loop sequence con-
structs are available for that purpose.

The scope and marker construct give the program-
mer a means to state that a point in a loop will only be
passed a certain number of times, possibly less often
than the loop bound suggests. Loop sequences can be
used to group a set of disjoint loops and state that the
sum of iterations through all of these loops is bounded.
A more detailed description of these constructs can be
found in [19].

4.3 The Programming Environment

The real-time programmer has to develop software
that meets the execution time constraints imposed
by the earlier phases of system design. Therefore,
detailed information about the timing behavior of a
process is desirable during the implementation phase.
The MARS programming environment [20, 18] is built
such that it not only gives the programmer a very de-
tailed documentation of a processes timing, but also
allows an immediate observation of the effects of code
changes on its overall execution time. These facilities
are especially desirable when developing critical pro-
cesses with tight time budgets.

From the programmer’s view, the programming en-
vironment is a single editor that allows him to visualize
and experiment with execution times of process parts
and whole processes. In the “background” this en-
vironment also comprises a compiler, which does not
only generate executable code but also basic timing
information, and the timing analysis tool that com-
putes worst case execution times for all process parts
and whole processes. The editor, compiler, and the
timing analysis tool exchange timing information via a
so-called timing tree, which represents both the struc-
ture and the execution time information of the process
under development.

The editor differs from other editors in that it con-
sists of two co-operating parts, the text editor and the
time editor (see Figure 4). The text editor is based
on a segment-oriented approach, i.e., each program
is developed and interpreted as a sequence of possi-
bly nested segments, representing program constructs.
Each of these segments is associated with a time win-
dow. All time windows together form the time editor.

Text segments allow the programmer to easily im-
plement and experiment with different code variants,
whereas the fields of the time editor additionally sup-
port the process of experimenting with different hypo-
thetical time values of program parts. This technique,
which we call time editing displays how changes in the
worst case timing behavior of certain program parts af-
fect the timing behavior and the worst case execution
time of the whole task. The immediate visualization
of and experimentation with execution times allow for
a quick identification of code parts that consume too
much time and for an efficient investigation and com-

cohst M= 73
procedure insertion_sort {war ai array [N] of t_values }:
war i, ji O to M3
begin
for
i =2 to N max B-1 times do |
al0] #= alil: E
JiEi-L
uhile
alt] < aljl  max N-1 times do E|
alj+1] 3= aljl:
j=g-1
enduhile:
alj+1] 1= al0l:
endfar:
end insertion_sort:

Figure 4: The Combined Text and Time Editor

parison of possible improvements, thus facilitating the
development of tasks that meet their time budgets.

5 Testing

Designing and programming an application is only
one part of the total effort—it is also necessary to test
the implemented application or parts thereof. It is
well known that testing is a complex, time-consuming,
and labor-intensive process, especially so for real-time
software where both the functional and the temporal
correctness are of equal concern.

We argue, however, that due to the unique prop-
erties of the MARS system, the complexity of testing
is only slightly higher than the complexity of testing
non-real-time software. This belief arises from the fol-
lowing observations:

1. In MARS, tests and test results are not the very
first source of information on the system’s tempo-
ral behavior, as is often the case with traditional
real-time system design. Instead, the temporal
behavior is designed early in the life-cycle, and
needs “only” be double-checked through testing.
Consequently, a separation of concerns between
functional and temporal verification is achieved.

2. Different parts of MARS (e.g., tasks, compo-
nents) are isolated from each other with respect
to both function and timing (“temporal firewalls”
[9]). Changes in the local temporal behavior of
one part will not influence other parts (tempo-
ral encapsulation), provided these changes remain
within bounds established by worst-case analysis.
This is one of the consequences of designing the
temporal behavior of an application and consider-
ably eases the integration of (tested) system parts
into the whole system.

3. The system perceives inputs only at predeter-
mined points in time. This reduces the number of



environmental scenarios the system is able to dis-
criminate and, therefore, the number of test cases
needed to achieve a certain test coverage, i.e., the
ratio of tested to anticipated real-world scenarios
24|.

4. %egause MARS is a time-triggered system it is rel-
atively easy to ensure the reproducibility of tests
and test results. This is often a major problem
with other (event-triggered) distributed systems
(see e.g., [16]).

We have developed a test methodology for MARS
[23, 24] which takes advantage of the architectural
properties and is integrated with the existing design
methodology [15]. The test methodology consists of a
number of test phases that summarily guarantee that
an application can be tested adequately. It may be
tailored to fit specific characteristics of a particular
application.

The Task Test may be conducted either on the host
system (i.e., the development system) or on the target
system (i.e., a MARS system); it is primarily intended
to test the functional correctness of an individual task.
We expect that the Task Test will be mostly performed
by the task programmer; it is also possible, however,
to have an independent tester or test team do the Task
Test. Executing the Task Test on the host system re-
quires an emulation of the real-time operating system.
For the MARS system, this would be relatively easy
to implement because of its time-triggered nature.

A MARS task communicates with its environment
only by receiving and sending messages (see Section 4).
During the Task Test, input messages are read from
files instead of being received, and output messages
are written to files instead of being sent. In addi-
tion, a task may need certain temporal information;
during the Task Test this information is read from a
specified file or is computed at run-time by the oper-
ating system, just as in actual operation. With these
facilities the tester can subject the task to various in-
put message scenarios, and he can re-test the task af-
ter modifications and compare the test results. He
may also simulate different temporal behavior of the
task, e.g., experimenting with different task invoca-
tion rates, simulating task execution at a particular
(absolute) point in time, or subjecting the task to un-
realistic temporal behavior.

Despite this, there is little difference to testing a
non-real-time task for the tester. This is because all
the temporal information that a task can see is al-
ready mapped into the value domain, i.e., it is pro-
vided as time-stamps. The issue of test data gen-
eration is therefore similar to non-real-time software,
except that values for the needed temporal informa-
tion must be generated in addition to values for input
messages. The test methodology does not prescribe a
particular test data generation technique; instead we
believe that many techniques (e.g., domain testing,
functional testing [5], or path testing may be appro-
priately used, perhaps with modifications. This issue
is left to the project manager to decide based on ap-
plication characteristics.

In later test phases several tasks or the whole appli-
cation are tested in conjunction. Such tests are con-

ducted on the target system by the designer or an
independent test team. To execute these tests it is
necessary to set up a test bed. Apart from testing the
correct cooperation between tasks (integration test)
and from verifying the temporal behavior, the system
can also be easily tested in situations which occur only
very rarely in the real world, or in unsafe situations,
without the need to actually create such situations in
the real world. For more details on these test phases
the reader is referred to [23, 24].

6 Conclusions

Real-time software development has to be con-
cerned with both the correctness in the value domain
and the correctness in the time domain. The dy-
namic interactions of the application software with the
operating system, the communication protocols and
the target hardware determine the behavior of a dis-
tributed system in the domain of time. If all these
issues are treated simultaneously in an unstructured
manner—as is the state of practice—the resulting soft-
ware is complex, difficult to develop and even more
difficult to verify.

In this paper we described a software development
methodology and a distributed system architecture
which enforces a strict separation of the correctness in
the value domain and correctness in the time domain.
Communication to other tasks and the environment is
handled like reading from or writing to local memory.
Testability is explicitly supported by the architecture.
Error detection, error handling and the dynamic rein-
tegration of repaired components are services of the
architecture.

The system architecture and prototypes of most of
the software development tools described in this pa-
per have been implemented in an academic environ-
ment. A real-time application, the rolling ball, has
been completed in order to evaluate the concepts ex-
perimentally. Many of the properties of the architec-
ture described in this paper, such as the separation of
scheduling from programming, the ease of program-
ming, the testability, and the dynamic reintegration
of repaired components can be demonstrated on this
application.
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